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Abstract—Polymorphic encryption techniques are relatively new
and generally not well understood. Although practitioners claim
that this type of encryption is slower due to steps such as
sharding, selecting random Kkeys, and choosing random ciphers,
these encryptions can be even faster than the linear version of
encryption for the same message. However, there has been no
published mathematical analysis of this claim. (Security analysis
is beyond the scope of this paper.) The study presented in this
paper encompasses shards of both identical and differing sizes. It
also demonstrates that partitioning and queuing functions can be
handled by one or more cores, enabling efficient and predictable
operation and analysis. Logic might dictate that speeding up
processing would require the use of multiple cores, threads, or
GPUs, since shards constitute orthogonal encryption problems.
However, with only two cores, a polymorphic cipher offers
superior security without loss of speed. Ambiguous statistical
analysis techniques, such as benchmarking, are not used due to the
impossibility of effectively controlling for all hardware variations
and configurations, and because even on the same hardware, non-
real-time OS schedulers can cause significant variation from one
test to the next. Rigorous mathematical analysis is used here,
because it is much more reliable for comparative study.

Keywords—Polymorphic cipher, encryption, parallel processing,
threads, polymorphic engine.

I. INTRODUCTION

Polymorphic encryption is a relatively underutilized encryp-
tion methodology. Its users claim that these ciphers are at least
as fast, if not faster, and more secure than the more commonly
used symmetric key and asymmetric key algorithms. No proofs
have previously been presented to support these assertions. The
lengthy proofs of these claims will need to be addressed sepa-
rately. This paper examines the claim that polymorphic ciphers
can reduce the time required for encryption and decryption,
considering both cases of identical and variable-sized shards.
It also gives the conditions necessary for subsuming overhead
and latency in the operation of the ciphers. The assertion of
superior security will be addressed in another paper.
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A. Organization of the Paper

This paper consists of four sections. The first section is
the Introduction, where the problem is outlined. In Section II,
essential background information is provided that is required
as the basis for the mathematical description of the imple-
mentation of a polymorphic cipher. After laying out the back-
ground, the third section presents our analysis, which includes
the mathematical foundation of the polymorphic cipher. We
also demonstrate that the overhead required for polymorphic
encryption can be mitigated by utilizing cores, threads, and/or
GPUs, resulting in a reduction in the time needed for encryption
compared to the linear application of a cipher. We conclude
our paper in Section IV, where we summarize our results and
discuss how the work can be extended in the future.

II. BACKGROUND

This section presents the key background concepts necessary
to demonstrate the increased speed of Polymorphic Encryption
Engines (PMEs) [1] algorithms. The paper discusses Polymor-
phic RNGs, shards, rounds, and parallelization of processing
encryption streams.

A. Polymorphic RNGs

RNGs are programs that generate a random series of numbers
in response to each request for such a number from a user
or program. There are various types of RNGs, ranging from
true RNGs [2] to pseudo-random RNGs (PRNGs) [3]. Most
RNGs are PRNGs due to the challenges in creating truly
random sequences [4]. RNGs also have varying strengths [5],
[6]. The strongest are known as “cryptographic strength” RNGs
or CSRNGs [7]. These RNGs are characterized by long periods
(maximal As) and complex sequences. There are also many
different types and technologies of RNGs. The selection of
the proper kinds of RNGs is the responsibility of the cipher
designer.

A true RNG (TRNG) gives a verifiably random number [8§]
for each access [9] and has no pattern. However, no computer


https://ieeexplore.ieee.org/document/11267551

can generate a true random sequence [10]. Computer-generated
RNGs are pseudo-random (PRNG) and follow patterns such
that

fin+1) = f(f(n)) (D

which cycles in a period of A accesses. There may be more
than one cycle for a PRNG, which means that for each cycle
of the PRNG ();)

A < 2181 2)

where |B| is the number of bits in the representation of the
calculated number. A “maximal cycle” occurs when there is a
single cycle for the PRNG where \ = 2!51,

The numbers in a cycle are unique and only repeat when the
cycle is completed. The succeeding numbers then repeat in the
same order as the preceding cycle. Therefore, the cycle limits
can be detected when f(n) = f(n + A). Each PRNG has a
unique sequence that can be recognized and predicted after p
[11] accesses. For the event with the most complicated RNG
sequences, p is often small and constitutes a signature for the
particular PRNG.

Random number generators (RNGs) play a crucial role in
polymorphic encryption. Often, these RNGs are themselves
polymorphic (“polyRNGs”) [12]. They are used to select both
the cipher and the key used in the encryption process. Depend-
ing on the chosen RNG for this process, the RNG can comprise
a significant portion of the overhead costs and act as a linear
bottleneck. Therefore, understanding polyRNGs is essential.

Recent advances in polyRNGs have resulted in an RNG
based on the Geffe generator [13] model that has many of the
characteristics of a TRNG in a PRNG that can be extended
to any size. These polyRNGs are based on the polymorphic
encryption model [14], [15], which is both fast and secure.
Comprising multiple RNGs combined through a serial algo-
rithm, polyRNGs can be implemented in hardware, software,
or as a hybrid unit. It is possible to create very long serial
sequences with the constituent RNGs being changed according
to TTL principles, thereby constantly mixing the selected RNGs
in the same manner as polymorphic cipher/key pairs. This
methodology prevents the attacker from targeting the p of the
ciphers, thereby avoiding an attack on the cipher through its
RNG [16].

The RNG is the linear bottleneck in speed. Shard sizes can
be adjusted within their unicity distance [17] to fine-tune timing
to reduce or eliminate the impact of the RNG bottleneck. It is
essential to note that the unicity distance of any cipher and the
strength of a polymorphic cipher are directly dependent on the
encryption algorithm selected and used. The greater the unicity
distance, the less often the cipher/key pair needs to be changed.
Given the greater unicity distance, the time to live (TTL), or
time until the cipher/key pair of the shard must be changed, and
the corresponding shard size can also be larger, requiring fewer
RNG accesses. A reduced number of accesses means a reduced
impact of the RNG bottleneck and less time and resources used
during the encryption process.

With fast processors and strong algorithms that have long
unicity distances, it should be possible to reduce the RNG
bottleneck to the point where the data storage and transmission
are the only significant bottlenecks. Verifying this assertion
still requires testing. Analysis is also necessary to theoretically
determine the optimal shard sizes to maximize encryption speed
with these shards.

B. Shards

PMEs [15] use other ciphers, and irregularly change the
ciphers used, for portions of encrypted messages (|M|), where

1Si] < M| (3)
and _
M| =" |Si| (4)
=1

where 4,4, is the number of shards in the message and |S;| is
size of the i*" shard in the message. These sub-messages are
termed “shards” [15] because of the image of a broken pane
of glass, representing the message being broken into irregular
pieces that correspond to grouping characters in the message
into sub-messages. Therefore, a shard can be thought of as a
smaller portion of the whole message treated as a message on
its own. The size of the shard is limited by the entropy and
unicity distance (n) [17]. A shard (.5;) has a size

1§bi<ni (5)

and the block is some multiple of the block size (B) of the
encrypted character. That is,

b; % B=0 (6)

Shards do not have to be of identical size, although they may
be the same size. A shard also typically requires a “randomly”
selected cipher/key pair used to encrypt that shard [18].

C. Threading Overhead

Parallelization in computing is not free. Several factors
influence the magnitude of gains that can be achieved by
distributing a process across multiple threads. Even on a system
with many CPU cores, each thread takes CPU time to set up and
begin execution, and each thread consumes a certain baseline
amount of memory for information that the OS needs to manage
it. This creates a static cost for each thread, which can diminish
the gains of parallelization as the number of threads increases.

There are two common types of threads, I/O bound and CPU-
bound [19]. I/O-bound threads are those that spend a significant
amount of time blocked, waiting for slow I/O operations to
complete. CPU-bound threads are those that are primarily
limited by available CPU time. While a system may be able to
efficiently handle many more I/O bound threads than it has
CPU cores, the general rule is that a process should have
no more CPU-bound threads than the number of CPU cores
available, because threads that are waiting for other threads to



finish are consuming memory and OS management resources
without increasing the rate of computation.

Encryption threads are CPU-bound. This means that increas-
ing the number of encryption threads only provides perfor-
mance improvements up to the limit of the number of threads
the CPU can run in parallel. Simple CPU architectures can only
run one thread per CPU core. However, some more advanced
architectures can execute two or more threads on a single core
(Intel Hyper-Threading at two threads per core [20], SPARC
T series processors at up to 8 threads per core [21]), typically
at reduced performance for each thread but with an overall
performance gain through increased computation rate. For the
scope of this discussion, CPUs can be treated as having many
virtual cores, equal to the number of physical cores multiplied
by the number of threads per core. For example, the Intel Core
17-8700 has six physical cores that can run two threads per core,
giving it 12 virtual cores and making it capable of running up
to 12 CPU-bound threads efficiently [22]. If a 13th CPU-bound
thread is added, that thread will share execution time with the
other threads, causing an increase in thread overhead costs to
memory and execution without improving performance.

Figure 1 graphs the execution of a polymorphic encryption
on a system that can run four threads in parallel. The main
thread is running on the first core and handles dispatch,
performs shard bookkeeping, and dispatches threads as needed.
The other three threads are encrypting shards. Each block in
thread O represents a dispatch event, where a shard key is
generated and a new shard is created and dispatched to run
in another thread. The block at the very top creates shard zero
and sends it to thread 1 for encryption. The next block creates
shard one and so on. After the third block, there is a gap
because all of the cores are currently working, so the main
thread has to wait for one of the shards to be completed to
dispatch the next one. It might be tempting to add another
thread to help fill in those gaps, but doing that could delay the
main thread, leaving other threads idle for some time after they
are finished. If the dispatch time is shorter and the gap is large
enough, the gains from adding a fourth shard thread might pay
off. This can be adjusted by tuning the shard size, which may
result in a potential reduction in overall security. It might be
tempting to add additional shards beyond that, to ensure that
there’s always a shard thread queued to replace the next one
that is finished immediately. Still, once the number of threads
exceeds the number of virtual cores, each additional thread
will require the OS to spend more time handling scheduling
without providing any performance improvement, which will
slow down the process rather than increasing its speed. In the
ideal case, the data being processed would be split into several
shards exactly equal to the number of virtual cores, they would
all be dispatched, and then the main thread would block until
they had all completed, but basing shard size exclusively on
speed optimization would dramatically reduce the security of
the result. Therefore, it is necessary to choose a shard size that
is suitable for security and then distribute the shards in a way
that keeps the CPU busy without excessive thread overhead,

thereby avoiding a net performance loss.

In more concrete terms, the total gains obtained from multi-
threading can be roughly calculated using equation 7, where
n is the number of threads running at one time, s is the total
number of shards, ¢ is time, and v is the number of virtual
cores being used. (Note that n cannot be lower than v, because
even if the machine has more than n cores, if there are only n
threads running, only n cores are being used.)

treal = ((toverhead * M+ tsha'rd) * 5)/” (7N

Note that overhead costs scale with the number of running
threads and are multiplied by the total number of shards.
This is because the overhead cost persists throughout the
entire process, the length of which is determined by the total
number of shards. Increasing n without increasing v will always
increase the amount of real time required to complete the
encryption.

In real-world applications, other factors can influence over-
head, such as memory and disk latency, which may yield small
gains when adding one or two additional threads beyond the
number of virtual cores. Still, there is so much variation in
hardware that it is impossible to account for this entirely. On the
other hand, too many threads can create cache coherency issues
that cause the program to slow down. For ideal optimization,
test-driven fine-tuning is necessary, which is far beyond the
scope of this paper.

D. Rounds

Assume that there are c¢ processing cores or general pro-
cessing units (GPUs) [23] in a computer. The set of shards
that can be processed in parallel is referred to as a “round”
of processing. Each round processes ¢ shards simultaneously,
potentially significantly reducing the encryption time — the
greater the value of ¢, the more shards that can be processed
simultaneously.

E. Parallelization of Processing Encryption Streams

Processors or computers with multiple cores can be used
to run different programs, or the same program with various
inputs, on each core. Many processors now have multiple cores
or threads that are typically unused during the normal course of
running programs [24]. One of the reasons they often remain
unused is that it is generally tricky to synchronize program
segments that require effective programming [25]. However,
orthogonal problems [26] do not require such synchronization
and can be treated as different, independent programs. Each
core, thread, or GPU must be loaded separately and then
allowed to run its program, with each core loaded consecutively.
Such an action is shown in Figure 1. The controlling or the
“overhead” program can continuously fill the queues of each
of the other cores. There are two phases of operation:

1) Initially filling the queues - Each of the processing cores
is filled sequentially. The queues can be filled during
an overhead period, or can be filled as each shard in a
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Fig. 1. Polymorphic Threading Model

queue is encrypted and transmitted. Resolving all queues
simultaneously creates memory issues, as a queue for each
core must be created and populated. The size of the queue
will vary, but can be calculated on average. If there are ¢
cores and the average size of a shard is

= M|

15| = )

imaz

where | M| is the message size, in bytes, and .4, is the
number of shards in the message. Then the queue size for
a core (|@Q|) will, on the average, be

\Q| _ (|51D(Zmam) 9)
c
Loading the queues in this manner may not be the most
efficient method of operation. A second method is to load
each core with a single shard at a time, with a queue
being prepared as the shard being serviced is encrypted
and transmitted. In this case, one or more cores/threads
are used to keep the other cores busy with data to be
encrypted. Assume that only a single core is needed
to service the rest of the cores. First, the encryption

process begins by filling each core queue. This period is
represented by overhead and latency, denoted as to r..

2) Queues remain full - All cores are fully loaded and remain
so until the shards are completely loaded for processing.

III. ANALYSIS

For reference in understanding the overarching process of
simple polymorphic encryption, refer to the following. (Triv-
ial bookkeeping steps are omitted, and this implementation
assumes that all of the encrypted data will fit in available
memory.)

1) Initialize the shard key generator using the master key.

This happens on the Main Thread.

2) Load one shard of data from the data stream.

3) Generate a key for the shard.

4) Send the shard and key to a thread for encryption. This

initiates Shard Thread(s).

a) Encrypt the shard using the provided key.
b) Store the encrypted data.

5) Repeat steps 2 to 4 until the end of the stream.

6) Combine the encrypted shards in their original order.

7) Store the combined ciphertext.

Note that there is no nonce/offset, initialization vector, or
other data is required, as this is not necessarily an AES mode-
based encryption (and thus it should be evident that it is also
not vulnerable to attacks that AES modes are vulnerable to,
like meet-in-the-middle attacks).

A. Number of Shards

Let the number of shards be denoted by i,,4,. The number
of shards is determined by the size of the message and the size
of each shard. The size of the shard will be represented by
|S;|. There are practical limits on the number of shards. Since
each shard is the same size, except perhaps the last shard. Then
the condition |M| % |S;| < |S;| — 1 must be true, although a
perfect division of the message is desired. Therefore,
|M]
|5l

Shards can vary in size from |S;| = | M| for a single shard to
|Si| — 1 at the minimum size but maximum number of shards.
The question of shard size is then made based on the cipher
to be used and the block size of the PT data for that cipher.
Ideally, .S; would be chosen based on the number of processing
units available to the computer, either cores or GPUs. Note that
if the number of cores, ¢ << %44, then the terms for loading
and completion may be ignored.

The number of shards that are encrypted at the beginning
of the action has previously been characterized. During the
encryption process, the cores are entirely filled. Calculating the
time required during this phase of encryption depends on the
number of shards remaining. The number of shards during this
phase (i') is given by eliminating the number of shards that are
encrypted at the beginning (i) and end (i.) from the completed
number of shards in the message (see Figure 2).

(10)

tmax =
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Fig. 2. Polymorphic Thread Interleaving

B. Cases of Interest

We examine three potential scenarios within the parameters
of where PMEs are utilized, whether they are faster, and the
conditions required for PMEs to achieve this speed. These cases
are:

1) The case of Identical-Sized Shards and Small Overhead:
In this case, we consider if the PME has shards of identical
sizes, with the calculation and control overhead smaller than
the time required to encrypt a single shard. Let the time to
encrypt a single block be K. Then the time required to encrypt
a message (t.) of size |M]| in linear fashion is

te = K|M| (11)

By “linear fashion,” we mean a single core/thread is used
to encrypt one block at a time and transmit them in that
order. This is the traditional way of effecting encryption. For
example, using the Advanced Encryption Standard (AES) with
Cipher Block Chaining (CBC) mode [27] requires working
on a block of plain text (PT), completing the encryption,
and then either concatenating that block to the encrypted text
stream or transmitting it. However, often this type of data also
requires information from one or more preceding blocks or an
initialization vector (IV). Ciphers with this type of dependency
must be encrypted linearly, one block at a time, to ensure all
the required input for encryption is available to complete the
process.

Some ciphers do not rely on data from previously encrypted
blocks, such as the substitution (S) cipher. In this case, each
block can be presented independently, meaning that the time
for encryption is the same for both encryptions if, and only if,
the block sizes are identical.

The key to increasing speed is utilizing parallel cores,
threads, or GPUs. For such parallelization to work, each shard
must be orthogonal and independent of every other shard. With
this condition, the problems can be solved simultaneously.
Shards of the same size will take the same time to process,
meaning that in the same amount of time, the number of blocks
that can be encrypted in parallel will be ¢ blocks, where c is
the number of cores, threads, or GPUs assigned to the task.
First, the number of shards in the message must be calculated.

a) Number of Rounds: The number of rounds depends on
the number of cores or GPUs. That number, r, is minimized
when all available cores are utilized in the encryption process.
The minimum number of rounds required (r,,;,) iS given by

-/

Pmin = where ¢ > ¢’ (12)

However, most computer chips have a limited number of
cores or GPUs. Due to the limited availability of multi-core
capabilities and the rarity of parallel programming solutions
[28], it is unlikely that the number of cores will exceed the
number of shards for most messages. The cost of additional
cores also restricts the number of available parallel paths that
can be used. Furthermore, as the size of the message increases,
it becomes less likely that there will be sufficient cores or GPUs
to enable encryption in a single round. This situation is also
complicated by the need for a program to control and submit
shards to the computer for encryption. At least one core must
be reserved for scheduling, breaking the message into shards,
and loading or offloading the data. Therefore, the number of
rounds for this case is

Z‘I

= 13
Irl = — (13)
Therefore, the total processing time is
tep = |r|K (14)
and the time saved is
te —tep = [M|K — |r|K = K(IM| = |r|) (15)

Assume that the overhead P is fast enough to set up for the
next round. Then the number of final rounds (|r;|) is given by

lrel = |r[+2(c—1) (16)

b) Overhead Requirements: In this case, the overhead
processing takes no more time than encrypting a shard. That
is, the overhead must be

P < K|S a7)



To save time on the encryption of the message

K1 ;
K|M| > K|r||S;| > 7(2”“3”;'5" (18)
c—
c—1

The time for a round is the maximum of K|S;| and P. Now
assume that P > K|S;|. Then the time to encrypt is
te=rP (20)

The time ¢, will be smaller than that for the linear encryption
of the message if

rP < K|M| @1
Therefore,
KM
P < g
,
_ K[M|(c—1) (22)
imaw
= |Si|K(c—1)

This formula can be made more general by introducing
the variable a, which indicates the number of cores used to
implement the functions that comprise the overhead for parallel
treatment of shards. This changes the value for P to be

P < |S;|K(c—a) (23)

2) The case of Variable-Sized Shards and Low Control
Overhead: In this case, we consider a scenario where the
PME has varying sizes, with the control overhead being smaller
than the time required to encrypt a single shard. This involves
shards of varying sizes, but restricts the overhead speed to the
average size of the shards. Suppose the average size of a shard
is represented as |S;|. In that case, the formula for reducing
the overhead time follows the same analysis as in the section
for shards of identical size. The time for this parallelization to
encrypt the message is

te,v < TK|§Z| (24)

Different-sized shards mean that the concept of rounds
becomes irrelevant. The varying sizes of shards allow for the
shards to be interleaved and serviced as soon as they are
finished. In this case, the overhead program remains operational
for the entire time that the encryption action is in progress.
Therefore, in general, The reduction is A

_ 1
7"|S2

A (25)

3) The case of Variable-Sized Shards and High Control
Overhead: In this case, we consider where the PME has
varying sizes, with the control overhead being greater than
the time required to encrypt a single shard. This occurs when
the overhead time required to service the parallel loading and
encryption exceeds the time spent on encryption itself. That is
when,

P> K|S (26)
or if P is larger then
K|M|
A= —0 27
rP @7
and
P < |S;|K(c—a) (28)
The reduction is A
KM _ [M]
= = 29
or if P is larger then
_ K[M|
=P (0

The larger the number of cores assigned to processing the
encryption, the larger the value of |\S;| and the larger the number
of blocks processed in the same round, as well as potentially
the smaller the number of rounds. This also means that it is
more likely that P can be completed in a single core or thread.

IV. CONCLUSION AND FUTURE WORK

In this paper, we demonstrated the increased encryption
speed possible in polymorphic encryption. Modern computers
are designed with additional processing cores, threading, and
can utilize devices such as GPUs. Most of the newer “hard” or
“secure” ciphers are block ciphers that utilize modes. Ciphers
relying on feedback or feed-forward schemes, such as CBC,
PCBC, OFB, or CFB, all require information from preceding
encrypted blocks, requiring messages using them to be linearly
encrypted. Parallelization is not possible for such ciphers. As
long as the overhead function that schedules the cores can
be implemented with a sufficient number of cores, so that at
least two cores can be dedicated to the encryption process,
polymorphic encryption will be faster. The more cores that can
be devoted to encryption and decryption, the greater the time
savings will be.

At this time (2025), this technique has not been applied
to computers employing GPUs. Sufficient examples of using
GPUs in other applications have already demonstrated that
GPUs can be utilized as if they were computing cores, provided
the application is primarily based on mathematical processing,
such as encryption. An implementation using GPUs is neces-
sary to demonstrate that the solution is both viable and faster.

With the characterization of speed increases possible with
polymorphic ciphers, a more comprehensive treatment is also
required that summarizes the increase in security. A study



should also characterize the optimal shard sizes for polymor-
phic encryption. Testing is necessary to quantify the effect, and
the data gathered is essential for extended analysis of the speed
increases related to the shard size.

Polymorphic RNGs are still a relatively new concept and
also require additional study. Analysis in the subject requires
characterization of the number of characters needed to break
an RNG, denoted by the value p. Characteristics for each
RNG/polyRNG should be recorded and made available to users,
enabling them to utilize the RNGs effectively. A study of the
effect of combining these RNGs is also needed.
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