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(57) ABSTRACT 

Human body activity associated with a task provided to a 
user may be used in a mining process of a cryptocurrency 
system. A server may provide a task to a device of a user 
which is communicatively coupled to the server. A sensor 
communicatively coupled to or comprised in the device of 
the user may sense body activity of the user. Body activity 
data may be generated based on the sensed body activity of 
the user. The cryptocurrency system communicatively 
coupled to the device of the user may verify if the body 
activity data satisfies one or more conditions set by the 
cryptocurrency system, and award cryptocurrency to the 
user whose body activity data is verified. 

310 

320 

710 330 

720 

------------- --------------

Receive Data of Body Activity & 
Vector(s) 

-··-···-··--··-···-··--··-···-···-··-···-···-··--..--··· 

/_,-/'

0

_.,( ___ ~-- / •• ··740 
_r --...._ I 

730 
340 

__ ,,.-ve~;or(s) Have Desir;;Ble"-~-
~~---JVlathematicat Property?//_.....~>---No---~---~ 

[ _~h;~;~~~A~Ni~ J- 750 
_/_,... /"-- ..... ~~-----~- ( .. 760 : 1 

~~~·- ~~ 

<,,.-,,.Rehashed Data"' Vectors''·· ... ,_,,. .. __ ...... '·····---J 
"~.aeceived From User Devici;.i'-/ No 

---............. , ... ,.--<;;~/ _,,..· 

/ ~,\ 

~peration 310 or 32?) 

Highlight

Highlight

Highlight

Highlight



Patent Application Publication Mar. 26, 2020 Sheet 1 of 8 

• I 
145 

1 
/ 
! 
/ 

120 

US 2020/0097951 Al 

150 

FIG. 1 



Patent Application Publication 

2001150) 
Compute Resource 

Memory 

Compute Resource 

Memory 

Mar. 26, 2020 Sheet 2 of 8 

210 

210 

Communication 
Network 

FIG. 2 

US 2020/0097951 Al 

210 
Compute Resource 

Memory 

220 

230 

ComQute Resource, 

I Memory 1 

I 

I I Ledger I 
L ....................................... J no 



Patent Application Publication Mar. 26, 2020 Sheet 3 of 8 

Task 
Server 

(110) 

' I 
I 
I 
I 
I 
I 
I 

Provid~ Task 

Sensor 
{140) 

' l 
I 
! 
l 
I 
! 
j 

, ...................... . 
! User 

I Device 

! {130) 

,__.-· 310 l I 

j::<••uuuoouoouu ......... •1<----------mm•mmom-.m-.om-.••uo~ 
·~ ! 

! ' /-··· 320 

B~~~s:C~~:i~Y r:~----------·m------~ 

US 2020/0097951 Al 

r·········································1 

i Cryptocurrency ! 
i System ( 150) l 
t ~ 

I 
! 
I 
! 
I 
I 
! 
I 
I 
! 
I 
I 
l 
! 
I 
l 
I 
l 
! 

r'··· 330 I 
Generate Body 1-·...- l , ........................................ i>i 

FIG. 3 

Actiyitx Data I , 
I 
I 
I 

.t, .. 1 Verify Body 
340 ----- i Activity Data ! 
~ ........., 

·l 

Award 
3so ___ .. f·t~!:l".2!2f.!-!.[[§.I!E~YJ 



Patent Application Publication Mar. 26, 2020 Sheet 4 of 8 US 2020/0097951 Al 

,/"""""""""""""-" 

<Operatlon 320) 
-............... .., ............... . 

~~i---/------410 
~ 'mmmmmmmmmmmmrmmmmmmmmmmmm 

Genmte Hash r/- 420 

_ _J_ 
(operation 340 '; 
'-.,__ ____________________________ _... 

FIG. 4 



Patent Application Publication Mar. 26, 2020 Sheet 5 of 8 US 2020/0097951 Al 

,...--~~~~~~~~~~~~~~~~~~~~~~~~~~~ ... ...._ 

( Operation 330 ) 
"'""""""''""""""~/ 

--- __ _..-- ------- *-------~--,...,. ___ ,(____ 510 
, ... ------------·Hash ls Wlthln Target'--------

,,___________ Range?' ,--"'"'-------------N-o---------~ 

---~- ........................... -··· 
Yes 

Rehash Data of Body Activity 

,.----- '·----, ,---- 530 
.... -- ........ > 

______ ,--------R~hashed Data "' H::h;: _____ _ 
<-- '•""""""""""""""""""""""""""""'"''"' 
·---.a_eceived From User Device?.----------- No ! 

-----~~::-:1~~:-~/- / L, 
(Operation 350) ! Operation 310 or 320) 
'----~~~~~~~~~~~~~~~~~~~~~~~~~~--·/ \ -~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~--·/ 

FIG. 5 



Patent Application Publication Mar. 26, 2020 Sheet 6 of 8 US 2020/0097951 Al 

~--~--~---~---~--~---~---,--~---~---,--~---~~--~---~--~~--~---~--~~------~--~~--~---~-~ 

. 
t 

.... 
' 

t-------------------------------------------------------------~------------t---------2 
I I .... -- .... ... .... ... .... I 

! I 

{ 600 

r-······················t. ...................... , 

I Block (N-1) I 
........................ !' ....................... , 

I ! ,.....-· 620 
I Block N [/" 

1~1 
..... / ... ··1 

610-···· I T;i~;k 

Aw;ircled 
Cryptonim~ncy 

Previous Hash 

FIG. 6 

Previous Hash 



Patent Application Publication Mar. 26, 2020 Sheet 7 of 8 US 2020/0097951 Al 

Sense User Body Activity 

~------------ --------------1 r~O 
I 7W ~ 
I I 

1 
Produce Vector(s) 

I 
I 
I 
I 
I 
I 
I 

720 

------------- --------------1 
I r7~ 
I Receive Data of Body Activity & __ j 
I Vector(s} 

~ 
340 

~ .......... ~ .. -..... ~ ... · ...................... ~:...~/ 

</··ilector{s} Have Desireab1e'--,,,_,.___ ___ ............. ___ _ 
"'·,,-,J~~1athematkal Property]/// No 

.................... _,., ... ~_,.,.-." 
-...........,.., ... , ..... ~.r 

f" .................................... ~~~~~:r~:~~~;: ................................. . 
I 

I Rehash Data of Body Activity 
I 
\.,_,,""'"""'"""""""'"-'''"""'''-'"''''"'"""""""""""""""""""""""""'Y'-"'"''""""""""""~"''-'"-''"......_ ............................ ..,_.,_.,_,.,,,_.., ..... .,_ ................................ .... 

750 

/~1-" 760 
/,.---------///.. '',,,'',,.._"'<('"' 

/ __ _.,,·Rehashed Data= Vectors -,"" 1 
<::: "'::>. ...... -~ ....... ~>.>.>.~M""""""'"""""-~~~~-~--

'-.,,_-Recelved From User Device~-/.... No 1 

............ '-... _ .. ,.-~ ......... ~ 
~-.. , _,,-/" 

"'- .... ........_...._ .,.. ... ,,,,... ..... 
-... _:/ Yes 

~"""" '"""" """"" """" """" """" .,_......... """" """" """" ,,,,. ~,,,. '''' ,,,_ J ,,,. , __ ,_ ,,,. ,,,. __ ,,,. ~''' ~''~ ~~~- ,,,_ ,,,_ -~''" _,,,. ._,,~- ~,,,. ~J 

-------····~------------*~---------·---··----· Award ! r,.,-· 350 
L--~/ 

J;LY2!Qf.~.I!'.:~n.fYJ 

,,.r'"'"'"'"'"'"'""""""""""""""'"'"'"""'"" ... -'""""""'"'"'"'"'"'""'""''""""-·-'"'"'"'"'"..,.,"'"--......., 

( Operation 310 or 320) 
'\._ ,./ 

FIG. 7 



Patent Application Publication Mar. 26, 2020 Sheet 8 of 8 US 2020/0097951 Al 

·----------------------------------------------------------

l 
Processor{s) 810 820 

.Ar--·--·~:~~:~:·~~~=~·:·:·------·1 r ................................... ~:.l ................ 1 
815 .... · ! I I ! Memory I 

~~~--:~~~~- -1~-v~_ce_' --· 
i 1/0 lnterface(s} ! Network Adaptor ~ ................................... , s4o 
l i l ! 

"'"\. '--, ! 

880 SSS I 
---~--~~------~--~---~ ---------~----------~---~--~-------~----------~----------~---~------~----------~----

' ; 
' 

,··* '••v··-"• • ...... ',.. ... ~............. ' .. , ...... , 
{ 

t.1:.- Network ·· 

''·"-..... -····, ...... -'-;_·:··· ......... /···j 

Device(>} Display 

s6o s5o 

FIG. 8 



US 2020/0097951 Al 

CRYPTOCURRENCY SYSTEM USING BODY 
ACTIVITY DATA 

BACKGROUND 

[0001] A virtual currency (also known as a digital cur­
rency) is a medium of exchange implemented through the 
Internet generally, not tied to a specific government-backed 
"flat" (printed) currency such as the U.S. dollar or the Euro, 
and typically designed to allow instantaneous transactions 
and borderless transfer of ownership. One example of virtual 
currency is cryptocurrency, wherein cryptography is used to 
secure transactions and to control the creation of new units. 

[0002] Several cryptocurrencies exist. Among these, the 
most well known is a blockchain-based cryptocurrency. 
Most blockchain-based cryptocurrency is decentralized in 
the sense that it has no central point of control. However, 
blockchain-based cryptocurrency can also be implemented 
in a centralized system having a central point of control over 
the cryptocurrency. Bitcoin is one of the examples ofblock­
chain-based cryptocurrency. It is described in a 2008 article 
by Satoshi Nakamoto, named "Bitcoin: A peer-to-Peer Elec­
tronic Cash System," the entire content of which is incor­
porated herein by reference. 

[0003] A blockchain is a data structure that stores a list of 
transactions and can be thought of as a distributed electronic 
ledger that records transactions between source identifier(s) 
and destination identifier(s). The transactions are bundled 
into blocks and every block (except for the first block) refers 
back to or is linked to a prior block in the blockchain. 
Computer resources (or nodes, etc.) maintain the blockchain 
and cryptographically validate each new block and the 
transactions contained in the corresponding block. This 
validation process includes computationally solving a diffi­
cult problem that is also easy to verify and is sometimes 
called a "proof-of-work". This process is referred to as 
"mining". The mining may be a random process with low 
probability so that a lot of trial and error is required to solve 
a computationally difficult problem. Accordingly, the mining 
may require enormous amounts of computational energy. 

[0004] It is with respect to these and other general con­
siderations that the following embodiments have been 
described. Also, although relatively specific problems have 
been discussed, it should be understood that the embodi­
ments should not be limited to solving the specific problems 
identified in the background. 

SUMMARY 

[0005] Some exemplary embodiments of the present dis­
closure may use human body activity associated with a task 
provided to a user as a solution to "mining" challenges in 
cryptocurrency systems. For example, a brain wave or body 
heat emitted from the user when the user performs the task 
provided by an information or service provider, such as 
viewing advertisement or using certain internet services, can 
be used in the mining process. Instead of massive compu­
tation work required by some conventional cryptocurrency 
systems, data generated based on the body activity of the 
user can be a proof-of-work, and therefore, a user can solve 
the computationally difficult problem unconsciously. 
Accordingly, certain exemplary embodiments of the present 
disclosure may reduce computational energy for the mining 
process as well as make the mining process faster. 
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[0006] Systems, methods, and hardware aspects of com­
puter readable storage media are provided herein for a 
cryptocurrency system using human body activity data. 
According to various embodiments of the present disclosure, 
a server may provide a task to a device of a user which is 
communicatively coupled to the server. A sensor communi­
catively coupled to or comprised in the device of the user 
may sense body activity of the user. Body activity data may 
be generated based on the sensed body activity of the user. 
A cryptocurrency system communicatively coupled to the 
device of the user may verify whether or not the body 
activity data satisfies one or more conditions set by the 
cryptocurrency system, and award cryptocurrency to the 
user whose body activity data is verified. 
[0007] Examples are implemented as a computer process, 
a computing system, or as an article of manufacture such as 
a device, computer program product, or computer readable 
medium. According to one aspect, the computer program 
product is a computer storage medium readable by a com­
puter system and encoding a computer program comprising 
instructions for executing a computer process. 
[0008] This summary is provided to introduce a selection 
of concepts in a simplified form that are further described 
below in the Detailed Description. This summary is not 
intended to identify key features or essential features of the 
claimed subject matter, nor is it intended to be used to limit 
the scope of the claimed subject matter. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0009] Various embodiments in accordance with the pres­
ent disclosure will be described with reference to the draw­
ings, in which: 
[0010] FIG. 1 illustrates an example environment in which 
some exemplary embodiments of the present disclosure may 
be practiced; 
[0011] FIG. 2 shows a system diagram of a decentralized 
cryptocurrency system according to an exemplary embodi­
ment of the present disclosure; 
[0012] FIG. 3 shows a flow diagram of a computer­
implemented method according to an exemplary embodi­
ment of the present disclosure; 
[0013] FIG. 4 shows a flow diagram of an operation for 
generating body activity data according to an exemplary 
embodiment of the present disclosure; 
[0014] FIG. 5 shows a flow diagram of an operation for 
verifying body activity data according to an exemplary 
embodiment of the present disclosure; 
[0015] FIG. 6 illustrates a blockchain and two exemplary 
blocks of the blockchain according to an exemplary embodi­
ment of the present disclosure; 
[0016] FIG. 7 shows a flow diagram of a computer­
implemented method using a vector or embedding according 
to another exemplary embodiment of the present disclosure; 
and 
[0017] FIG. 8 illustrates an exemplary block diagram of a 
computer or processing system in which processes involved 
in the system, method, and computer program product 
described herein may be implemented. 
[0018] Corresponding numerals and symbols in the dif­
ferent figures generally refer to corresponding parts unless 
otherwise indicated. The figures are drawn to clearly illus­
trate the relevant aspects of the embodiments and are not 
necessarily drawn to scale. 
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DETAILED DESCRIPTION OF EMBODIMENTS 

[0019] In the following detailed description, reference is 
made to the accompanying drawings which form a part 
hereof, and in which are shown by way of illustration 
specific embodiments in which the invention may be prac­
ticed. These embodiments are described in sufficient detail 
to enable those skilled in the art to practice the invention, 
and it is to be understood that other embodiments may be 
utilized and that structural, logical and electrical changes 
may be made without departing from the spirit and scope of 
the invention. The following detailed description is therefore 
not to be taken in a limiting sense, and the scope of the 
invention is defined only by the appended claims and 
equivalents thereof. Like numbers in the figures refer to like 
components, which should be apparent from the context of 
use. 
[0020] The term "cryptocurrency" may mean a digital 
currency in which encryption techniques are used to regulate 
the generation of units of currency and verify the transfer of 
funds. Many cryptocurrencies include the use of a block­
chain to provide security and prevent fraud as double 
spending. Some embodiments of the present disclosure may 
be used in alternate cryptocurrency mechanisms other than 
a blockchain. The system, method, and computer program 
products described herein may be applied to both centralized 
and decentralized cryptocurrency networks or databases. 
[0021] FIG. 1 illustrates an example environment 100 in 
which some exemplary embodiments of the present disclo­
sure may be practiced. The example environment 100 
includes, but is not limited to, at least one of task server 110, 
communication network 120, user device 130, sensor 140, 
and cryptocurrency system 150. 
[0022] Task server 110 may provide one or more tasks to 
user device 130 over communication network 120. For 
example, task server 110 may be at least one of a web server 
delivering or serving up web pages, an application server 
handling application operations between users and applica­
tions or databases, a cloud server, a database server, a file 
server, a service server, a game server implementing games 
or services for a game, and a media server delivering media 
such as streaming video or audio. The tasks provided by task 
server 110 will be discussed in more detail below. 
[0023] Alternatively, cryptocurrency system 150 may pro­
vide one or more tasks to user device 130. For example, in 
a decentralized cryptocurrency network, the tasks may be 
proposed to user device 130 by miners (e.g. compute 
resources or nodes 210 of FIG. 2). In another example, in a 
centralized cryptocurrency system, a cryptocurrency server 
may send the tasks to user device 130. 
[0024] Communication network 120 may include any 
wired or wireless connection, the internet, or any other form 
of communication. Although one network 120 is identified 
in FIG. 1, communication network 120 may include any 
number of different communication networks between any 
of the server, devices, resource and system shown in FIGS. 
1 and 2 and/or other servers, devices, resources and systems 
described herein. Communication network 120 may enable 
communication between various computing resources or 
devices, servers, and systems. Various implementations of 
communication network 120 may employ different types of 
networks, for example, but not limited to, computer net­
works, telecommunications networks (e.g., cellular), mobile 
wireless data networks, and any combination of these and/or 
other networks. 
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[0025] User device 130 may include any device capable of 
processing and storing data/information and communicating 
over communication network 120. For example, user device 
130 may include personal computers, servers, cell phones, 
tablets, laptops, smart devices (e.g. smart watches or smart 
televisions). An exemplary embodiment of user device 130 
is illustrated in FIG. 6. 

[0026] Sensor 140 may be configured to sense the body 
activity of user 145. As illustrated in FIG. 1, sensor 140 may 
be a separate component from user device 130 and be 
operably and/or communicatively connected to user device 
130. Alternatively, sensor 140 may be included and inte­
grated in user device 130. For example, user device 130 may 
be a wearable device having sensor 140 therein. The sensor 
140 may transmit information/data to user device 130. 
Sensor 140 may include, for example, but not limited to, 
functional magnetic resonance imaging (fMRI) scanners or 
sensors, electroencephalography (EEG) sensors, near infra­
red spectroscopy (NIRS) sensors, heart rate monitors, ther­
mal sensors, optical sensors, radio frequency (RF) sensors, 
ultrasonic sensors, cameras, or any other sensor or scanner 
that can measure or sense body activity or scan human body. 
For instance, the fMRI may measure body activity by 
detecting changes associated with blood flow. The fMRI 
may use a magnetic field and radio waves to create detailed 
images of the body (e.g. blood flow in the brain to detect 
areas of activity). The material (http://news.berkely.edu/ 
2011/09/22/brain-movies/), the entire content of which is 
incorporated herein by reference, shows one example of how 
the fMRI can measure brain activity associated with visual 
information and generate image data. 
[0027] Cryptocurrency system 150 may include one or 
more processors for processing commands and one or more 
memories storing information in one or more cryptocurrency 
data structures. In some embodiments, cryptocurrency sys­
tem 150 may be a centralized cryptocurrency system or 
network, for example, but not limited to, a server which may 
be privately run by a third party entity or the same entity that 
is running the task server 110. In other embodiments, 
cryptocurrency system 150 may be a publically accessible 
network system (e.g., a distributed decentralized computing 
system). 
[0028] For example, cryptocurrency system 150 may be a 
decentralized network 200, such as a decentralized block­
chain network, including one or more compute resources 
210, as shown, for example, in FIG. 2. In the embodiment 
of FIG. 2, there may be no central authority controlling 
cryptocurrency network 200. The data stored on blockchain 
network 200, i.e., the public ledger, may not be stored at a 
central location in its entirety. Blockchain network 200 may 
include a plurality of processors for processing commands 
and a plurality of memories storing information in one or 
more blockchain data structures. Blockchain network 200 
may maintain one or more blockchains of continuously 
growing lists of data blocks, where each data block refers to 
previous blocks on its list. The requirement for each block 
to refer to all previous blocks in the blockchain, yields a 
chain of blocks that is hardened against tampering and 
revision, such that the information stored in the blockchain 
is immutable. 
[0029] Compute resources 210 may include any device, 
computer, system or otherwise that has joined blockchain 
network 200 and forms a node in blockchain network 200. 
Compute resources 210 may include, for example, but not 
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limited to, personal computers, servers, cell phones, tablets, 
laptops, smart devices (e.g. smart watches or smart televi­
sions), or any other device capable of storing information 
and communicating over communication network 120. In 
some embodiments, compute resources 210 may be unaf­
filiated with or unknown to each other where, for example, 
compute resources 210 remain anonymous. Each compute 
resource 210 may include memory 220 that stores a copy of 
at least a portion of public ledger 230 ofblockchain network 
200. Compute resources 210 may also execute one or more 
programs to perform various functions associated with 
maintaining blockchain network 200 including, for example, 
updating public ledger 230, generating new blocks, or any 
other similar function. 
[0030] For illustration purposes, FIG. 1 illustrates user 
device 130 as not included in blockchain network 200. 
However, user device 130 may be part of blockchain net­
work 200 and be implemented as one of the compute 
resources 210 in FIG. 2. 
[0031] Public ledger 230 may store any transactions per­
formed over blockchain network 200 including but not 
limited to, for example, any transaction related to and 
occurring on blockchain network 200. Because each com­
pute resource 210 stores a copy of at least a portion of the 
public ledger 230 ofblockchain network 200, public ledger 
230 may be independently verified for accuracy at any time 
by comparing the stored copies of multiple compute 
resources 210. 
[0032] Communication between compute resources 210 
may occur via communication network 120. Communica­
tion network 120 of FIG. 2 may be the same network as, or 
be a different network from, communication 120 of FIG. 1. 
In some embodiments, each compute resource 210 may 
communicate directly with each other compute resource 
210. In some embodiments, some compute resources 210 
may not be able to communicate directly with each other. 
For example, they are not connected to the same commu­
nications network 120. In this case, communications related 
to blockchain network 200 between the compute resources 
210 may occur by using one or more of the remaining 
compute resources 210 as an intermediary. In some embodi­
ments, one or more of compute resources 210 may not 
maintain a continuous connection to blockchain network 
200 at all times. For example, a compute resource 210 may 
only be connected to blockchain network 200 during a 
certain period of time each day or may only be connected to 
blockchain network 200 intermittently throughout the day. 
Due to the decentralized nature ofblockchain network 200, 
such an intermittent connection by one or more compute 
resources 210 does not affect the overall operation ofblock­
chain network 200 since copies of public ledger 230 are 
stored on multiple compute resources 210. Once the discon­
nected compute resource 210 reconnects to blockchain net­
work 200, the disconnected compute resource 210 may 
receive updated copies of the public ledger 210 from one or 
more of the compute resources 210 that have been connected 
to blockchain network 200. 
[0033] FIG. 3 shows a flow diagram of a computer­
implemented method according to an exemplary embodi­
ment of the present disclosure. 
[0034] Method 300 begins at operation 310 illustrated in 
FIG. 3, where task server 110 provides one or more tasks to 
device 130 of user 145 over communication network 120. 
The tasks include, for example, but not limited to, watching 
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or listening information (e.g. advertisement) for a certain 
time, using services (e.g. search engine, chat bot, e-mail, 
social media/networking service and any internet or web 
service), uploading or sending information/data to a website, 
a server or a network (e.g. content sharing website, and 
cloud network or server), or any other information or service 
which may produce effects on users. In the blockchain, the 
task(s) may be included as a transaction in the public ledger 
230. 
[0035] Furthermore, the task(s) provided by task server 
110 can include solving a test for distinguishing human from 
machine input so that humans but not computers are able to 
pass it, such as, Computer Automated Program to Tell 
Computers and Humans Apart (CAPTCHA) and reCAPT­
CHA which is a CAPTCHA-like system designed to estab­
lish that a computer user is human. The task may require 
user 145 to solve a verification challenge, for example, but 
not limited to, an image based challenge including instruc­
tions prompting user 145 to solve the challenge through 
interaction with one or more images. 
[0036] At operation 320, when or after user 145 performs 
the task(s) provided by task server 110, sensor 140 may 
sense the body activity of user 145 that is a body response 
related to the task provided by task server 110, and then 
transmit the sensed body activity of user 145 to user device 
130. The body activity may include, for example, but not 
limited to, radiation emitted from human body, brain activi­
ties, body fluid flow (e.g. blood flow), organ activity or 
movement, body movement, and any other activities that can 
be sensed and represented by images, waves, signals, texts, 
numbers, degrees, or any other form of information or data. 
Examples of body radiation emitted from human body may 
include radiant heat of the body, pulse rate, or brain wave. 
Brain waves may comprise, for example, but not limited to, 
(i) gamma waves, involved in learning or memory tasks, (ii) 
beta waves, involved in logical thinking and/or conscious 
thought, (iii) alpha waves, which may be related to subcon­
scious thoughts, (iv) theta waves, which may be related to 
thoughts involving deep and raw emotions, (v) delta waves, 
which may be involved in sleep or deep relaxation, or (vi) 
electroencephalogram (EEG), which may be measurement 
used to evaluate the electrical activity in the brain, such as 
deep concentration. Examples of the body movement may 
include eye movement, facial movement or any other mus­
cular movements. Furthermore, brain activity can be sensed 
using the fMRI. The fMRI measures brain activity by 
detecting changes associated with blood flow. This tech­
nique relies on the fact that cerebral blood flow and neuronal 
activation are coupled. When an area of the brain is in use, 
blood flow to that region also increases. 
[0037] At operation 330, user device 130 generates body 
activity data based on the body activity sensed by sensor 
140. Operation 330 may be part of a mining process which 
is a process for solving a computationally difficult problem. 
One exemplary embodiment of operation 330 is shown in 
FIG. 4. As shown in FIG. 4, operation 330 may comprise 
operations 410 and 420. 
[0038] At operation 410, the body activity sensed by 
sensor 140 may be codified in symbolic forms, such as 
letter(s ), numeral(s ), symbol(s ), and a string comprising 
sequence of characters. In one example, the body activity 
can be codified by extracting one or more values from the 
sensed body activity, such as minimum and/or maximum 
amplitude(s) or frequency(ies) of a body activity signal (e.g. 
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brain waves). In another example, user device 130 may 
window and sample the sensed body activity over time and 
calculate the average of the sampled values. In still another 
example, user device 130 may generate raw data of the body 
activity. In still another example, user device 130 may filter 
a raw signal of the body activity using one or more filters to 
apply the filtered body activity signal to an audio hash 
function or algorithm at operation 420. Alternatively, any 
statistic value(s) associated with human body activity can be 
codified from the body activity sensed by sensor 140. 
[0039] At operation 420, the codified body activity may be 
converted into an encrypted output by using an encryption 
algorithm, such as a hash algorithm or function. For 
example, hash functions include functions that map an initial 
input data set of an output data set. Generally, the hash 
function may be any function that can be used to map data 
of arbitrary size to data of fixed size. The hash function 
allows one to easily verify that some input data maps to a 
given hash value, but if the input data is unknown, it is 
deliberately difficult to reconstruct it (or any equivalent 
alternatives) by knowing the stored hash value. The hash 
algorithm or function may be included in the mining soft­
ware or program of the cryptocurrency system or database. 
[0040] For example, operation 420 may use audio hash 
function, where the histogram of frequencies of the codified 
body activity are summed up, or bit manipulation, such as 
XOR function of each histogram bucket with the next or a 
modulus of a prime number, is performed on the codified 
body activity. 
[0041] In some embodiments, an analog hash function 
where the body activities themselves are hashes can be used. 
For example, waves or signals sensed by sensor 140, for 
example, but not limited to, alpha, beta, delta or gamma 
waves from the EEG sensor, may be transformed to a 
histogram using a transforming algorithm or formula, such 
as Fast Fourier Transform (FFT) or any other algorithm or 
formula that can convolve, add or multiply waves or signals 
to produce a histogram. The hash may be the histogram 
itself. For example, the hash may be the output of the FFT 
where each component is a frequency band and the value is 
counts corresponding to each frequency band. In another 
example, the desired properties may be that the first two 
frequency histograms are as close to zero as possible, for 
instance, provided some statistical guarantee exists that this 
cannot happen easily. 
[0042] However, operation 420 is optional. In certain 
embodiments, user device 130, without encrypting or hash­
ing the codified body activity, may transmit the codified 
body activity generated at operation 410 to cryptocurrency 
system 150. 
[0043] Although FIG. 3 illustrates that operation 330, 
including operation 410 and 420, is processed by user device 
130, at least one of operations 410 and 420 can be processed 
by another device(s), server, resource or system, such as task 
server 110, cryptocurrency system 150 or any other server. 
For example, the user device 130 may generate raw data of 
the sensed body activity, transmit it to cryptocurrency sys­
tem 150, task server 110 or any other server, and then 
cryptocurrency system 150, task server 110 or any other 
server may codify or hash the raw data of the sensed body 
activity. 
[0044] Referring back to FIG. 3, at operation 340, cryp­
tocurrency system 150 verifies if the body activity data of 
user 145 generated by user device 130 satisfies one or more 
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conditions set by an algorithm of cryptocurrency system 
150. The conditions may be set by simulating human body 
activity across all of body activities that can constitute 
hashes. Machine learning algorithms may be used to simu­
late body activities and set the conditions for valid body 
activities, for example, but not limited to, using generative 
adversarial networks. 

[0045] In some embodiments, cryptocurrency system 150 
verifies whether the body activity data of user 145 (e.g. the 
code of the body activity generated at operation 410 or the 
hash of the body activity generated at operation 420) may 
represent that the body activity of user 145 is within a target 
range. The target range may be determined using the amount 
of cognitive effort that user 145 requires to perform the task 
provided by task server 110. For example, to verify if the 
hash of the body activity of user 145, cryptocurrency system 
150 may determine, for example, but not limited to, (i) 
whether the hash of the body activity of user 145 has a 
specific certain pattern, repeated patterns, a mathematical 
properties or the number of leading numbers, characters or 
strings (e.g. leading zeroes) set by cryptocurrency system 
150, or (ii) whether the hash of the body activity of user 145 
is less than a current target value. Examples of the numerical 
patterns set by cryptocurrency system 150 may be a pattern 
that first certain digits of the hash form a prime number, or 
a pattern that a number that is calculated by applying first 
certain digits of the hash to a preset formula forms a prime 
number (For example, a number calculated by adding or 
subtracting a predetermined number or a number set by 
cryptocurrency system 150 to the first four digits of the 
hashing forms a prime number). The repeating number 
patterns may include a repeating number (e.g. leading zeros, 
ones in the middle of the hash, twos in the last four digits of 
the hash, and any repeating numbers included in the hash) 
and a repeating number sequence (e.g. leading repeating 
digit pairs, such as "121212", or triplets "123123"). If the 
hash of the body activity of user 145 has the desirable 
pattern(s) or is within the target range, then the proof of 
work or proof of stake is considered solved, and that hash 
can be a new block. The target range or value may be 
changed periodically to maintain a preselected level of 
difficulty, although it is not required. For example, the target 
value may be inversely proportional to the difficulty. By 
varying the difficulty, a roughly constant rate of block 
generation may be kept. 

[0046] The target range of valid body activity may be set 
using statistical data so that normal body activity, activity 
that can easily happen, or faking body activity cannot be 
validated. For example, the target range of valid body 
activity may be selected from a range that human miners 
cannot fake their own body activity to satisfy the target 
range to prove and validate the proof-of-work. 
[0047] Additionally, the verification at operation 340 may 
include filtering out invalid tasks, malformed data (syntax 
errors) or data sent from an unauthorized user or generated 
by a machine learning system. For example, cryptocurrency 
system 150 may receive, from user device 130, data of the 
body activity generated before the hash algorithm is applied, 
rehash that data, and then compare the rehashed data with 
the hash received from user device 130 to check whether the 
body activity data is generated based on human, not random 
computer generated data. Voxel(s) of the image of the fMRI 
may be an example of the data of the body activity generated 
before the hash algorithm is applied. 
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[0048] One exemplary embodiment of operation 340 is 
shown in FIG. 5. At operation 510, cryptocurrency system 
150 may check whether the hash of the body activity, 
received from user device 130, is within the target range set 
by cryptocurrency system 150, or comprises a desirable 
pattern set by cryptocurrency system 150. If the hash of the 
body activity is within the target range or has a desirable 
pattern set by cryptocurrency system 150, cryptocurrency 
system 150 rehashes data of the body activity, generated 
before the hash algorithm is applied and transmitted with the 
hash of the body activity from user device 130 (Operation 
520), and then compare the rehashed data with the hash of 
the body activity, received from user device 130 (Operation 
530). If the rehashed data is identical to the hash of the body 
activity, received from user device 130, cryptocurrency 
system 150 proceeds to operation 350. However, if deter­
mining in operation 510 that the hash of the body activity 
data is out of the target range or does not include the 
desirable pattern set by cryptocurrency system 150 or if 
determining in operation 530 that the rehashed data does not 
match the hash of the body activity, operation 310 or 320 
may be proceeded. 
[0049] At operation 350, when the body activity data 
transmitted from user device 130 satisfies one or more 
conditions set by cryptocurrency system 150, cryptocur­
rency system 150 awards cryptocurrency to user 145. For 
example, cryptocurrency system 150 awards to user 145 an 
amount of cryptocurrency corresponding to the task accom­
plished by user 145. Additionally, cryptocurrency system 
150 may award cryptocurrency to an owner or operator of 
task server 110 as a reward for providing services, such as, 
search engines, chatbots, applications or websites, offering 
users access for free to paid contents (e.g. video and audio 
streaming or electric books), or sharing information or data 
with users. 
[0050] For example, in the blockchain cryptocurrency 
system, at operation 340, at least one of compute resources 
210 of FIG. 2 verifies if the hash of the body activity data 
of user 145 is valid. At operation 350, when the hash of the 
body activity data of user 145 is validated at operation 340, 
the compute resource 210 of FIG. 2 can add a new block to 
the blockchain. The new block may contain the number of 
cryptocurrency units assigned to the user's address. The new 
blockchain with the additional added block is broadcasted 
around the cryptocurrency network 150. The compute 
resource 210, which performed operations 340 and 350, may 
be also rewarded with transaction fees and/or cryptocur­
rency. 
[0051] FIG. 5 depicts a blockchain 500 and two exemplary 
blocks 510, 520 of blockchain 500 according to exemplary 
embodiments of the present disclosure. Typically a "block­
chain" is understood as being a data structure comprising a 
series of blocks, where each block includes data correspond­
ing to one or more transactions, hashed together with linking 
data, such as the hash of an immediately preceding block. In 
the embodiment of the present disclosure, the transaction 
may be the task performed by user 145. The chain can then 
be used to create a ledger, which is typically an append-only 
database. Once data is entered into a block of the chain, the 
entry is essentially irrefutable, since any tampering with the 
data would be reflected in the chained hash calculations and 
is thus easily detected. 
[0052] The blockchain 500 may represent the publicly 
distributable transactions ledger, such as ledger 230 of FIG. 
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2, and may include a plurality of blocks. Each block, such 
as block 510 and block 520 may include data regarding 
recent transactions. For example, the task performed by user 
145 and the number of cryptocurrency units awarded to user 
145, and/or contents linking data that links one block 520 to 
a previous block 510, and proof-of-work data, for example, 
the validated hash of the body activity, that ensures that the 
state of the blockchain 500 is valid and is endorsed/verified 
by a majority of the record keeping system. Exemplary 
embodiments of block 520 ofblockchain 500 may include a 
current hash, a previous hash of previous block 510, trans­
action. The previous hash is a hash from the immediately 
preceding block, which ensures that each block is immuta­
bly tied to previous block. The hash of previous block 510 
may be included in block 520, thereby linking block 520 to 
previous block 510. 

[0053] Transaction information cannot be modified with­
out at least one of compute resources 210 noticing, thus, the 
blockchain 500 can be trusted to verify transactions occur­
ring on blockchain 500. 

[0054] In some embodiments, vectors or embeddings may 
be used for body activity data. FIG. 7 shows a flow diagram 
of an exemplary embodiment of a computer-implemented 
method using vectors (or embedding). As described in detail 
above with respect to FIG. 3, task server 110 or cryptocur­
rency system/network 150, such as a central cryptocurrency 
server or compute resource (or node) 210, may perform 
operation 310 where one or more tasks are proposed to user 
device 130 over communication network 120, and sensor 
140 may perform operation 320 where sensor 140 senses or 
measures the body activity of user 145. Sensor 140 (or user 
device 130) may generate data of the body activity in the 
form of images, waves, signals, numbers, characters, strings 
or any other form that can represent the body activity. 

[0055] At operation 710, user device 130 produces one or 
more vectors (or embeddings), such as an array of floating 
point numbers, from the data of the body activity generated 
by sensor 140 (or user device 130). An algorithm stored in 
user device 130, or any device, server, system or network 
communicatively connected to user device 130 over com­
munication network 120, may transform the data of the body 
activity generated by sensor 140 (or user device 130) into 
one or more vectors. For example, the brain image generated 
by the fMRI scanner may be fed into a computer vision 
machine learning algorithm, for example, but limited to, a 
convolution neural network, and the machine learning algo­
rithm may generate one or more vectors from one or more 
voxels of the brain image. In some embodiments, one single 
vector may be generated at operation 710. In other embodi­
ments, a series of vectors may be produced by sampling over 
time when user 145 is performing the task(s). The data of the 
body activity (e.g. voxels of a brain image) and/or the 
vectors (or embeddings) may generate a "proof of work" and 
be transmitted to cryptocurrency system/network 150. 

[0056] In addition, the vectors may optionally include one 
or more vectors related to the task(s), for example, but not 
limited to, search terms that user 145 used or identifier(s) of 
advertisement that user 145 viewed. 

[0057] At operation 720, the vector(s) generated at opera­
tion 710 may be converted into an encrypted output by using 
an encryption algorithm, such as a hashing algorithm or 
function, as explained above with respect to operation 420 
of FIG. 4. For example, the vector(s) can be hashed as bytes 
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with the hashing algorithm, such as Secure Hash Algorithm 
(SHA)-1, SHA-256, SHA-384, SHA-512, and Message 
Digest (MD)-5. 
[0058] However, operation 720 is optional. In some 
embodiments, user device 130 can transmit the vector(s) of 
the body activity produced at operation 710 to cryptocur­
rency system 150 without encrypting or hashing them. 
[0059] At operation 730, cryptocurrency system 150 
receives, from user device 130, the data of the body activity 
of user 145 (e.g. voxels of a brain image) and/or the 
vector(s) (or the hash) of the body activity of user 145. 
[0060] At operation 740, cryptocurrency system 150 
checks if the vector(s) received from user device 130 have 
one or more mathematical properties set by cryptocurrency 
system/network 150. For example, cryptocurrency system 
150 may determine whether the vector(s) of the body 
activity have similarity (or relationship) with a legitimate 
vector (or a baseline vector) set by an algorithm of crypto­
currency system 150. The similarity may be measured or 
calculated using, for example, but not limited to, a cosine 
similarity, the Euclidean distance, the Manhattan distance, 
the Minkowski distance, and the Jaccard similarity. The 
legitimate vector may be set based on the assumption that 
the vectors of body activities of people who are performing 
the same task have a certain degree of similarity. Crypto­
currency system 150, such as a central cryptocurrency 
server/network or compute resource (or node) 210 of FIG. 2, 
can decide the legitimate vector and similarity. For example, 
miners like compute resources (or nodes) 210 of FIG. 2 can 
share their proof of work including, for example, but not 
limited to, vectors of body activities, with cryptocurrency 
network 150, and decide the legitimate vector and similarity 
by calculating the average of the proof of work (e.g. a 
centroid or weighted average of the vectors and a standard 
deviation). 
[0061] If the vector(s) received from user device 130 have 
the mathematical property(ies) set by cryptocurrency sys­
tem/network 150, cryptocurrency system/network 150 
rehashes the data of the body activity, transmitted from user 
device 130 (Operation 750), and then compares the rehashed 
output with the vectors (or the hash) received from user 
device 130 (Operation 760). For example, computer 
resource (or node) 210 of FIG. 2 may rehash the fMRI 
voxels, transmitted from user device 130, to a vector, and 
then compare the rehashed vector with the vector received 
from user device 130 to check whether the body activity data 
is generated based on human, not random computer gener­
ated data. If determining in operation 740 that the vector(s) 
received user device 130 do not satisfy the mathematical 
property(ies) set by cryptocurrency system/network 150 or if 
determining in operation 760 that the rehashed output does 
not match the vector(s) (or the hash) received from user 
device 130, operation 310 or 320 may be proceeded. 
[0062] If the rehashed output is identical to the vector(s) 
(or the hash) received from user device 130, cryptocurrency 
system/network 150 awards cryptocurrency to user 145 as 
described in detail above with respect to operation 350. For 
example, in the blockchain cryptocurrency system, a miner, 
such as one of compute resources (or nodes) 210 of FIG. 2, 
which performed the validation of the body activity data, 
may add a new block, which includes the data of the body 
activity, the vector(s) (or the hash) and/or the number of 
cryptocurrency units assigned to the user's address, to the 
blockchain, broadcast a new blockchain with the new block 
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around cryptocurrency network 150, and may be rewarded 
with transaction fees and/or cryptocurrency. 
[0063] FIG. 8 illustrates a schematic of an example com­
puter or processing system that may implement any of the 
systems, methods, and computer program products, such as 
task server 110, user device 130, cryptocurrency system 150 
and compute resources 210, described herein in one embodi­
ment of the present disclosure. The computer system is only 
one example of a suitable processing system and is not 
intended to suggest any limitation as to the scope of use or 
functionality of embodiments of the methodology described 
herein. The processing system shown may be operational 
with numerous other general purpose or special purpose 
computing system environments or configurations. 
Examples of well-known computing systems, environments, 
and/or configurations that may be suitable for use with the 
processing system shown in FIG. 8 may include, but are not 
limited to, personal computer systems, server computer 
systems, thin clients, thick clients, handheld or laptop 
devices, multiprocessor systems, microprocessor-based sys­
tems, set top boxes, programmable consumer electronics, 
network PCs, minicomputer systems, mainframe computer 
systems, and distributed cloud computing environments that 
include any of the above systems or devices, and the like. 
[0064] The computer system may be described in the 
general context of computer system executable instructions, 
such as program modules, being executed by a computer 
system. Generally, program modules may include routines, 
programs, objects, components, logic, data structures, and so 
on that perform particular tasks or implement particular 
abstract data types. The computer system may be practiced 
in distributed cloud computing environments where tasks 
are performed by remote processing devices that are linked 
through a communications network. In a distributed cloud 
computing environment, program modules may be located 
in both local and remote computer system storage media 
including memory storage devices. 
[0065] The components of computer system 800 may 
include, but are not limited to, one or more processors or 
processing units 810, system memory 820, and bus 830 that 
couples various system components including system 
memory 820 to processor 810. Processor 810 may include 
software module 815 that performs the methods described 
herein. The module 815 may be programmed into the 
integrated circuits of processor 810, or loaded from memory 
820, storage device 840, or network 850 or combinations 
thereof. 
[0066] Bus 830 may represent one or more of any of 
several types of bus structures, including a memory bus or 
memory controller, a peripheral bus, an accelerated graphics 
port, and a processor or local bus using any of a variety of 
bus architectures. By way of example, and not limitation, 
such architectures include Industry Standard Architecture 
(ISA) bus, Micro Channel Architecture (MCA) bus. 
Enhanced ISA (EISA) bus, Video Electronics Standards 
Association (VESA) local bus, and Peripheral Component 
Interconnects (PCI) bus. 
[0067] Computer system 800 may include a variety of 
computer system readable media. Such media may be any 
available media that is accessible by computer system, and 
it may include both volatile and non-volatile media, remov­
able and non-removable media. 
[0068] System memory 820 can include computer system 
readable media in the form of volatile memory, such as 
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random access memory (RAM) and/or cache memory or 
others. Computer system 800 may further include other 
removable/non-removable volatile/non-volatile computer 
system storage media. By way of example only, storage 
device 840 can be provided for reading from and writing to 
a non-removable, non-volatile magnetic media (e.g., a "hard 
drive"). Although not shown, a magnetic disk drive for 
reading from and writing to a removable, non-volatile mag­
netic disk (e.g., a "floppy disk"), and an optical disk drive for 
reading from or writing to a removable, non-volatile optical 
disk such as a CD-ROM, DVD-ROM or other optical media 
can be provided. In such instances, each can be connected to 
bus 630 by one or more data media interfaces. 

[0069] Computer system 800 may also communicate with 
one or more external devices 860 such as a keyboard, a 
pointing device, a display 870, etc; one or more devices that 
enable a user to interact with computer system; and/or any 
devices (e.g., network card, modem, etc.) that enable com­
puter system to communicate with one or more other com­
puting devices. Such communication can occur via Input/ 
Output (I/O) interfaces 880. 

[0070] Still yet, computer system 800 can communicate 
with one or more networks 850 such as a local area network 
(LAN), a general wide area network (WAN), and/or a public 
network (e.g., the Internet) via network adapter 855. As 
depicted, network adapter 855 communicates with the other 
components of computer system via bus 830. It should be 
understood that although not shown, other hardware and/or 
software components could be used in conjunction with 
computer system. Examples include, but are not limited to: 
microcode, device drivers, redundant processing units, 
external disk drive arrays, RAID systems, tape drives, and 
data archival storage systems, etc. 

[0071] As will be appreciated by one skilled in the art, 
aspects of the present disclosure may be embodied as a 
system, method or computer program product. Accordingly, 
aspects of the present disclosure may take the form of an 
entirely hardware embodiment, an entirely software embodi­
ment (including firmware, resident software, micro-code, 
etc.) or an embodiment combining software and hardware 
aspects that may all generally be referred to herein as a 
"circuit," "module" or "system." Furthermore, aspects of the 
present disclosure may take the form of a computer program 
product embodied in one or more computer readable medi­
um(s) having computer readable program code embodied 
thereon. 

[0072] Any combination of one or more computer read­
able medium(s) may be utilized. The computer readable 
medium may be a computer readable signal medium or a 
computer readable storage medium. A computer readable 
storage medium may be, for example, but not limited to, an 
electronic, magnetic, optical, electromagnetic, infrared, or 
semiconductor system, apparatus, or device, or any suitable 
combination of the foregoing. More specific examples (a 
non-exhaustive list) of the computer readable storage 
medium would include the following: a portable computer 
diskette, a hard disk, a random access memory (RAM), a 
read-only memory (ROM), an erasable programmable read­
only memory (EPROM or Flash memory), a portable com­
pact disc read-only memory (CD-ROM), an optical storage 
device, a magnetic storage device, or any suitable combi­
nation of the foregoing. In the context of this document, a 
computer readable storage medium may be any tangible 
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medium that can contain, or store a program for use by or in 
connection with an instruction execution system, apparatus, 
or device. 
[0073] A computer readable signal medium may include a 
propagated data signal with computer readable program 
code embodied therein, for example, in baseband or as part 
of a carrier wave. Such a propagated signal may take any of 
a variety of forms, including, but not limited to, electro­
magnetic, optical, or any suitable combination thereof. A 
computer readable signal medium may be any computer 
readable medium that is not a computer readable storage 
medium and that can communicate, propagate, or transport 
a program for use by or in connection with an instruction 
execution system, apparatus, or device. 
[0074] Program code embodied on a computer readable 
medium may be transmitted using any appropriate medium, 
including but not limited to wireless, wireline, optical fiber 
cable, RF, etc., or any suitable combination of the foregoing. 
[0075] Computer program code for carrying out opera­
tions for aspects of the present invention may be written in 
any combination of one or more programming languages, 
including an object oriented programming language such as 
Java, Smalltalk, C++ or the like and conventional procedural 
programming languages, such as the "C" programming 
language or similar programming languages, a scripting 
language such as Perl, VBS or similar languages, and/or 
functional languages such as Lisp and ML and logic-ori­
ented languages such as Prolog. The program code may 
execute entirely on the user's computer, partly on the user's 
computer, as a stand-alone software package, partly on the 
user's computer and partly on a remote computer or entirely 
on the remote computer or server. In the latter scenario, the 
remote computer may be connected to the user's computer 
through any type of network, including a local area network 
(LAN) or a wide area network (WAN), or the connection 
may be made to an external computer (for example, through 
the Internet using an Internet Service Provider). 
[0076] Aspects of the present disclosure are described 
with reference to flowchart illustrations and/or block dia­
grams of methods, apparatus (systems) and computer pro­
gram products according to some embodiments of the pres­
ent disclosure. It will be understood that each block of the 
flowchart illustrations and/or block diagrams, and combina­
tions of blocks in the flowchart illustrations and/or block 
diagrams, can be implemented by computer program 
instructions. These computer program instructions may be 
provided to a processor of a general purpose computer, 
special purpose computer, or other programmable data pro­
cessing apparatus to produce a machine, such that the 
instructions, which execute via the processor of the com­
puter or other programmable data processing apparatus, 
create means for implementing the functions/acts specified 
in the flowchart and/or block diagram block or blocks. 
[0077] These computer program instructions may also be 
stored in a computer readable medium that can direct a 
computer, other programmable data processing apparatus, or 
other devices to function in a particular manner, such that the 
instructions stored in the computer readable medium pro­
duce an article of manufacture including instructions which 
implement the function/act specified in the flowchart and/or 
block diagram block or blocks. 
[0078] The computer program instructions may also be 
loaded onto a computer, other programmable data process­
ing apparatus, or other devices to cause a series of opera-
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tional steps to be performed on the computer, other pro­
grammable apparatus or other devices to produce a 
computer implemented process such that the instructions 
which execute on the computer or other programmable 
apparatus provide processes for implementing the functions/ 
acts specified in the flowchart and/or block diagram block or 
blocks. 
[0079] The flowchart and block diagrams in the figures 
illustrate the architecture, functionality, and operation of 
possible implementations of systems, methods and computer 
program products according to various embodiments of the 
present invention. In this regard, each block in the flowchart 
or block diagrams may represent a module, segment, or 
portion of code, which comprises one or more executable 
instructions for implementing the specified logical function 
(s). It should also be noted that, in some alternative imple­
mentations, the functions noted in the block may occur out 
of the order noted in the figures. For example, two blocks 
shown in succession may, in fact, be executed substantially 
concurrently, or the blocks may sometimes be executed in 
the reverse order, depending upon the functionality 
involved. It will also be noted that each block of the block 
diagrams and/or flowchart illustration, and combinations of 
blocks in the block diagrams and/or flowchart illustration, 
can be implemented by special purpose hardware-based 
systems that perform the specified functions or acts, or 
combinations of special purpose hardware and computer 
instructions. 
[0080] The computer program product may comprise all 
the respective features enabling the implementation of the 
methodology described herein, and which-when loaded in 
a computer system-is able to carry out the methods. 
Computer program, software program, program, or soft­
ware, in the present context means any expression, in any 
language, code or notation, of a set of instructions intended 
to cause a system having an information processing capa­
bility to perform a particular function either directly or after 
either or both of the following: (a) conversion to another 
language, code or notation; and/or (b) reproduction in a 
different material form. 
[0081] The terminology used herein is for the purpose of 
describing particular embodiments only and is not intended 
to be limiting of the invention. As used herein, the singular 
forms "a", "an" and "the" are intended to include the plural 
forms as well, unless the context clearly indicates otherwise. 
It will be further understood that the terms "comprises" 
and/or "comprising," when used in this specification, specify 
the presence of stated features, integers, steps, operations, 
elements, and/or components, but do not preclude the pres­
ence or addition of one or more other features, integers, 
steps, operations, elements, components, and/or groups 
thereof. 
[0082] The corresponding structures, materials, acts, and 
equivalents of all means or step plus function elements, if 
any, in the claims below are intended to include any struc­
ture, material, or act for performing the function in combi­
nation with other claimed elements as specifically claimed. 
The description of the present invention has been presented 
for purposes of illustration and description, but is not 
intended to be exhaustive or limited to the invention in the 
form disclosed. Many modifications and variations will be 
apparent to those of ordinary skill in the art without depart­
ing from the scope and spirit of the invention. The embodi­
ment was chosen and described in order to best explain the 
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principles of the invention and the practical application, and 
to enable others of ordinary skill in the art to understand the 
invention for various embodiments with various modifica­
tions as are suited to the particular use contemplated. 

[0083] Various aspects of the present disclosure may be 
embodied as a program, software, or computer instructions 
embodied in a computer or machine usable or readable 
medium, which causes the computer or machine to perform 
the steps of the method when executed on the computer, 
processor, and/or machine. A program storage device read­
able by a machine, tangibly embodying a program of 
instructions executable by the machine to perform various 
functionalities and methods described in the present disclo­
sure is also provided. 

[0084] The system and method of the present disclosure 
may be implemented and run on a general-purpose computer 
or special-purpose computer system. The terms "computer 
system" and "computer network" as may be used in the 
present application may include a variety of combinations of 
fixed and/or portable computer hardware, software, periph­
erals, and storage devices. The computer system may 
include a plurality of individual components that are net­
worked or otherwise linked to perform collaboratively, or 
may include one or more stand-alone components. The 
hardware and software components of the computer system 
of the present application may include and may be included 
within fixed and portable devices such as desktop, laptop, 
and/or server. A module may be a component of a device, 
software, program, or system that implements some "func­
tionality", which can be embodied as software, hardware, 
firmware, electronic circuitry, or etc. 

[0085] Although specific embodiments of the present 
invention have been described, it will be understood by 
those of skill in the art that there are other embodiments that 
are equivalent to the described embodiments. Accordingly, it 
is to be understood that the invention is not to be limited by 
the specific illustrated embodiments, but only by the scope 
of the appended claims. 

What is claimed is: 

1. A cryptocurrency system, comprising: 

one or more processors; and 

memory storing executable instructions that, if executed 
by the one or more processors, configure the crypto­
currency system to: 

communicate with a device of a user; 

receive body activity data which is generated based on 
body activity of the user, wherein the body activity is 
sensed by a sensor communicatively coupled to or 
comprised in the device of the user; 

verify ifthe body activity data of the user satisfies one or 
more conditions set by the cryptocurrency system; and 

award cryptocurrency to the user whose body activity data 
is verified. 

2. The system of claim 1, wherein the body activity sensed 
by the sensor comprises at least one of body radiation 
emitted from the user, body fluid flow, a brain wave, pulse 
rate or body heat radiation. 

3. The system of claim 1, wherein the one or more 
conditions are set based on an amount of human body 
activity associated with a task which is provided to the 
device of the user. 
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4. The system of claim 1, wherein the one or more 
conditions comprise a condition that the body activity data 
represents that the user performs a task provided to the 
device of the user. 

5. The system of claim 1, wherein the body activity data 
is generated using a hash algorithm converting human body 
activity into an encryption output, and the generated body 
activity data comprises a hash of the sensed body activity of 
the user. 

6. The system of claim 1, wherein the body activity data 
comprises one or more vectors produced from the body 
activity sensed by the sensor. 

7. The system of claim 5, wherein the one or more 
conditions include a condition that the hash of the body 
activity includes repeated patterns or a mathematical prop­
erty set by the cryptocurrency system. 

8. The system of claim 1, wherein the cryptocurrency 
system awards the cryptocurrency to the user by generating 
a block for the awarded cryptocurrency and adding the block 
to a blockchain stored in the cryptocurrency system. 

9. The system of claim 8, wherein the block comprises 
data comprising: 

a task provided to the device of the user; 
information on the awarded cryptocurrency; 
a hash associated with the body activity; and 
a hash of a previous block. 
10. The system of claim 3, wherein the task provided to 

the device of the user comprises a test for verifying if the 
user of the device is human or not. 

11. The system of claim 5, wherein the cryptocurrency 
system is configured to: 

receive, from the device of the user, data of the body 
activity generated before the hash algorithm is applied 
and the hash of the body activity; 

rehash the data of the body activity; and 
compare the rehashed data with the hash of the body 

activity received from the device of the user to verify 
the body activity data. 

12. A computer-implemented method, comprising: 
receiving, by a device of a user coupled to a network, a 

task over the network; 
sensing, by a sensor communicatively coupled to or 

comprised in the device of the user, body activity of the 
user; 

generating body activity data based on the sensed body 
activity of the user; 

verifying, by a cryptocurrency system communicatively 
coupled to the device of the user, if the body activity 
data satisfies one or more conditions set by the cryp­
tocurrency system; and 
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awarding, by the cryptocurrency system, cryptocurrency 
to the user whose body activity data is verified. 

13. The method of claim 12, wherein the body activity 
sensed by the sensor comprises at least one of body radiation 
emitted from the user, body fluid flow, a brain wave, pulse 
rate or body heat radiation. 

14. The method of claim 12, wherein the one or more 
conditions are set by the cryptocurrency system based on an 
amount of human body activity associated with the task 
provided to the device of the user. 

15. The method of claim 12, wherein the body activity 
data is generated using a hash algorithm converting human 
body activity into an encryption output, and the generated 
body activity data comprises a hash of the sensed body 
activity of the user. 

16. The method of claim 12, wherein the body activity 
data comprises one or more vectors produced from the body 
activity sensed by the sensor. 

17. The method of claim 15, further comprising: 
receiving, by the cryptocurrency system, from the device 

of the user, data of the body activity generated before 
the hash algorithm is applied and the hash of the body 
activity; 

rehashing, by the cryptocurrency system, the data of the 
body activity; and 

comparing, by the cryptocurrency system, the rehashed 
data with the hash of the body activity received from 
the device of the user to verify the body activity data. 

18. A device, comprising: 
one or more processors communicatively coupled to a 

sensor, the sensor configured to sense body activity of 
a user; and 

memory storing executable instructions that, if executed 
by the one or more processors, configure the device to: 

receive a task; 
generate body activity data based on the sensed body 

activity of the user, wherein the sensed body activity is 
associated with the received task; and 

transmit the generated body activity data to a system or 
network which verifies the body activity data to award 
cryptocurrency. 

19. The system of claim 18, wherein the body activity 
sensed by the sensor comprises at least one of body radiation 
emitted from the user, body fluid flow, a brain wave, pulse 
rate or body heat radiation. 

20. The system of claim 18, wherein the body activity data 
is generated using a hash algorithm converting human body 
activity into an encryption output. 

* * * * * 
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Page Count  

03-26-2020 NTC.PUB Notice of Publication PROSECUTION 1

11-27-2019 IDS Information Disclosure Statement (IDS) Form
(SB08) PROSECUTION 5

11-27-2019 NPL Non Patent Literature PROSECUTION 3

11-27-2019 NPL Non Patent Literature PROSECUTION 3

11-27-2019 NPL Non Patent Literature PROSECUTION 76

11-27-2019 NPL Non Patent Literature PROSECUTION 4

11-27-2019 NPL Non Patent Literature PROSECUTION 39

11-27-2019 REF.OTHER Other Reference-Patent/App/Search
documents PROSECUTION 12

11-27-2019 NPL Non Patent Literature PROSECUTION 8

11-27-2019 NPL Non Patent Literature PROSECUTION 5

11-27-2019 NPL Non Patent Literature PROSECUTION 34

11-27-2019 N417 EFS Acknowledgment Receipt PROSECUTION 3

11-26-2019 N570 Communication - Re: Power of Attorney
(PTOL-308) PROSECUTION 1

11-26-2019 N570 Communication - Re: Power of Attorney
(PTOL-308) PROSECUTION 1

11-21-2019 PA.. Power of Attorney PROSECUTION 2

11-21-2019 N417 EFS Acknowledgment Receipt PROSECUTION 2

06-11-2019 APP.FILE.REC Filing Receipt PROSECUTION 4

06-11-2019 M327 Miscellaneous Communication to Applicant -
No Action Count PROSECUTION 1

06-07-2019 ADS.CORR Application Data Sheet to update/correct info PROSECUTION 6

06-07-2019 N417 EFS Acknowledgment Receipt PROSECUTION 2

10-12-2018 WFEE Fee Worksheet (SB06) PROSECUTION 1

10-12-2018 APP.FILE.REC Filing Receipt PROSECUTION 3

10-12-2018 APP.FILE.REC Filing Receipt PROSECUTION 3

10-12-2018 R48.REQ.G Acceptance of Request under Rule 48 to
correct inventorship or name PROSECUTION 1

09-28-2018 OATH Oath or Declaration filed PROSECUTION 2

09-28-2018 OATH Oath or Declaration filed PROSECUTION 1

09-28-2018 OATH Oath or Declaration filed PROSECUTION 2

09-28-2018 ADS Application Data Sheet PROSECUTION 9

09-28-2018 WFEE Fee Worksheet (SB06) PROSECUTION 2

09-28-2018 N417 EFS Acknowledgment Receipt PROSECUTION 3

09-21-2018 TRNA Transmittal of New Application PROSECUTION 13

09-21-2018 ADS Application Data Sheet PROSECUTION 9

09-21-2018 SPEC Specification PROSECUTION 20

09-21-2018 CLM Claims PROSECUTION 4

09-21-2018 ABST Abstract PROSECUTION 1

09-21-2018 DRW Drawings-only black and white line drawings PROSECUTION 8

09-21-2018 PA.. Power of Attorney PROSECUTION 2

09-21-2018 WFEE Fee Worksheet (SB06) PROSECUTION 2

09-21-2018 N417 EFS Acknowledgment Receipt PROSECUTION 3
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Date Transaction Description

03-31-2020 Case Docketed to Examiner in GAU

03-27-2020 Email Notification

03-26-2020 Application ready for PDX access by participating foreign offices

03-26-2020 PG-Pub Issue Notification

11-27-2019 Information Disclosure Statement (IDS) Filed

11-27-2019 Information Disclosure Statement (IDS) Filed

11-26-2019 Change in Power of Attorney (May Include Associate POA)

11-25-2019 Correspondence Address Change

06-11-2019 Mail Pre-Exam Notice

06-11-2019 Filing Receipt - Corrected

05-29-2019 Case Docketed to Examiner in GAU

10-23-2018 Application Dispatched from OIPE

10-12-2018 Letter Accepting Correction of Inventorship Under Rule 1.48

10-12-2018 Filing Receipt - Updated

10-12-2018 Sent to Classification Contractor

10-12-2018 FITF set to YES - revise initial setting

09-28-2018 Patent Term Adjustment - Ready for Examination

10-12-2018 Application Is Now Complete

10-12-2018 Filing Receipt

09-21-2018 PTO/SB/69-Authorize EPO Access to Search Results

09-21-2018 Applicants have given acceptable permission for participating foreign

09-27-2018 Cleared by OIPE CSR

09-21-2018 IFW Scan & PACR Auto Security Review

09-21-2018 ENTITY STATUS SET TO UNDISCOUNTED (INITIAL DEFAULT SETTING OR STATUS CHANGE)

09-21-2018 Initial Exam Team nn
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Correspondence Address
Name: MICROSOFT CORPORATION

Address: ONE MICROSOFT WAY 
REDMOND WA 98052

Customer Number: 69316

Attorney/Agent Information
Reg # Name Phone

64587 Ahmed, Syed 847-289-5228

42257 Alleman, Mark 503-595-7300

37582 Allen, Michael 425-722-2455

59959 Bailey, Robert 720-562-2280

40423 Barker, Douglas 425-705-4466

40498 Barr, Dale 360-627-7147

47409 Barta, James Jr 314-302-1451

66632 Becker, Jason 303-357-1257

59170 Behrens, Todd 216-264-4076

56141 Bell, Daniel 503-740-2499

38080 Billig, Patrick 612-573-2003

66191 Black, Nathan 832-428-9059

35069 Blount, Barry 832-375-0200

61911 Bovitz, David 720-562-2280

41631 Braidwood, George 312-854-8363

41986 Brandt, Lynn 425-868-9341

41398 Chatterjee, Aaron 202-647-6572

56665 Chen, Wei-Chen 425-421-0915

56325 Chi, Richard 626-372-3976

58413 Chin, Davin 425-633-2388

68146 Clark, Langley 352-505-9200

52763 Connell, Michele 703-258-5603

42444 Cowger, Graciela 360-694-7551

51587 Creasman, Jason 503-595-7300

59136 Culberson, Christopher 509-755-7266

39160 Daisak, Daniel 609-466-3692

59099 Drennan, Eric 720-204-5666

74577 Endres, Thomas 509-321-5269

57329 Fashokun, Folashade 425-722-6641

43610 Fiala, Thomas 202-244-3003

63321 Foley, Sarah 817-676-2848

46717 Gaffney, Matthew 206-947-4132

44716 Goff, Jared 801-602-6818

73019 Gordon, Erica 406-579-4807

52970 Grillo, David 866-511-5168

59936 Gupta, Rohan 425-623-0100

44733 Haleva, Aaron 206-292-1331

43653 Hall, Michael 503-595-7300

36398 Hao, James 408-938-9060

40635 Harmon, William III 206-344-7601

35185 Hartnett, Clare 650-328-6774

61468 Hoeller, Peter 816-377-8749 Privacy - Terms
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74708 Holman, Abigail 509-755-7245

38492 Holmen, Jeff 612-573-0178

62469 Holomon, Jamilla 832-375-0200

45844 Holt, Christopher 952-467-6088

42668 Holzer, Richard Jr 720-204-5666

75335 Hunkele, Madison 202-244-3003

40309 Huntley, David --

69967 Hyndman, Daniel 314-330-9074

77129 Irwin, Thomas 216-264-4075

56809 Jones, Kevin 314-621-5070

40040 Kacvinsky, John 919-595-6501

34847 Kelly, Joseph 952-467-6088

71481 Kennelly, Renessa 512-472-9881

58722 Knight, Sarah 352-505-2520

36188 Koehler, Steven 612-334-3222

42758 Kondoudis, Michael 202-349-9850

61012 Leitenberger, Bryan 312-854-8367

44868 Lesch, Kenneth 571-297-0007

51945 Liang, Chen 206-569-8198

41946 Livesay, Margo 703-328-2591

37385 Lyon, Richard Jr 805-384-6435

71387 McClure, Kevin 509-755-7244

75078 McDonagh, John 509-755-7246

68860 McIver, Robert 206-359-8288

57058 Medley, Michael 216-264-4075

44453 Mitchell, Paul 509-252-5015

39779 Moore, Charles 503-595-7300

42905 Morasch, David 509-755-7250

65582 Morrow, Danielle 858-442-7898

69187 Moy, Alison 303-764-3058

64863 Muino, Patrick 720-244-0742

46221 Murphy, Susan 610-469-8744

41214 Myricks, Toussaint 206-388-3666

65974 Nelson, Dylan 949-873-3931

63469 Nguyen, Hong-Vinh 202-767-2158

61817 Niemann, Mark 509-755-7259

37987 Ogilvie, John 801-706-2546

50555 Patel, Chirag 720-204-5735

40767 Penn, Amir 312-291-0860

70179 Prekop, Theodore 330-321-6459

43027 Racunas, Robert 724-941-4804

38590 Ranck, Jeffrey 801-367-6820

62771 Raskin, Vladimir 206-622-1711

40924 Rauch, Melanie 720-562-2280

52176 Roche, Stephen 720-562-2282

61164 Roche, Trenton 509-252-5015

42115 Ross, James 425-703-1689

47914 Sadlowski, Jeffrey 216-925-5482

33553 Shively, Martin 425-703-4771

47093 Singh, Ranjeev 512-825-6582

68466 Smith, Teryl 970-310-4055

38318 Sponseller, Allan 509-755-7255

47965 Stein, David 703-668-8000

48702 Strom, James 425-939-0781 Privacy - Terms
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39043 Sullivan, Kevin 425-722-7534

68068 Suthar, Rishi 301-980-1806

48361 Swain, Cassandra 425-705-1051

67795 Taitch, Tyrone 509-944-4795

55665 Tang, Young 858-720-8900

64421 Thomas, Steven Jr. 509-252-5015

38342 Toler, Jeffrey 312-913-0001

52291 Tom, Lisa 425-533-0298

41357 Tuttle, Christopher 503-595-7300

45177 Vasiljevic, Vladan 616-797-1000

58228 Wade, Bryan 972-850-0200

40861 Waldman, Jonathan 404-645-7720

66837 Walsh, Patrick 509-755-7270

69168 Wanty, Nicole 352-505-2520

41370 Watson, Mark 805-384-6435

45608 Weaver, Jeffrey 425-270-3680

37759 Wight, Stephen 425-421-2115

36721 Williams, Karin 908-518-7700

40231 Wisdom, Gregg 425-703-1293

48577 Wong, Thomas 425-707-3591

75573 Yates, Kristine 856-366-5836

42242 Yates, Steven 602-652-2554

61790 Yi, Peter 509-252-5015

38666 Young, Mark 908-518-7700
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