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Harvard University Professor and Two Chinese Nationals Charged in Three
Separate China Related Cases

The Department of Justice announced today that the Chair of Harvard University’s Chemistry and Chemical
Biology Department and two Chinese nationals have been charged in connection with aiding the People’s
Republic of China.

Dr. Charles Lieber, 60, Chair of the Department of Chemistry and Chemical Biology at Harvard University,
was arrested this morning and charged by criminal complaint with one count of making a materially false,

fictitious and fraudulent statement. Lieber will appear this afternoon before Magistrate Judge Marianne B.
Bowler in federal court in Boston, Massachusetts.

Yanqing Ye, 29, a Chinese national, was charged in an indictment today with one count each of visa fraud,
making false statements, acting as an agent of a foreign government and conspiracy. Ye is currently in
China.

Zaosong Zheng, 30, a Chinese national, was arrested on Dec. 10, 2019, at Boston’s Logan International
Airport and charged by criminal complaint with attempting to smuggle 21 vials of biological research to
China. On Jan. 21, 2020, Zheng was indicted on one count of smuggling goods from the United States and
one count of making false, fictitious or fraudulent statements. He has been detained since Dec. 30, 2019.

Dr. Charles Lieber

According to court documents, since 2008, Dr. Lieber who has served as the Principal Investigator of the
Lieber Research Group at Harvard University, which specialized in the area of nanoscience, has received
more than $15,000,000 in grant funding from the National Institutes of Health (NIH) and Department of
Defense (DOD). These grants require the disclosure of significant foreign financial conflicts of interest,
including financial support from foreign governments or foreign entities. Unbeknownst to Harvard University
beginning in 2011, Lieber became a “Strategic Scientist” at Wuhan University of Technology (WUT) in China
and was a contractual participant in China’s Thousand Talents Plan from in or about 2012 to 2017. China’s
Thousand Talents Plan is one of the most prominent Chinese Talent recruit plans that are designed to
attract, recruit, and cultivate high-level scientific talent in furtherance of China’s scientific development,
economic prosperity and national security. These talent programs seek to lure Chinese overseas talent and
foreign experts to bring their knowledge and experience to China and reward individuals for stealing
proprietary information. Under the terms of Lieber’s three-year Thousand Talents contract, WUT paid
Lieber $50,000 USD per month, living expenses of up to 1,000,000 Chinese Yuan (approximately $158,000
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USD at the time) and awarded him more than $1.5 million to establish a research lab at WUT. In return,
Lieber was obligated to work for WUT “not less than nine months a year” by “declaring international
cooperation projects, cultivating young teachers and Ph.D. students, organizing international conference[s],
applying for patents and publishing articles in the name of” WUT.

The complaint alleges that in 2018 and 2019, Lieber lied about his involvement in the Thousand Talents
Plan and affiliation with WUT. On or about, April 24, 2018, during an interview with investigators, Lieber
stated that he was never asked to participate in the Thousand Talents Program, but he “wasn’t sure” how
China categorized him. In November 2018, NIH inquired of Harvard whether Lieber had failed to disclose
his then-suspected relationship with WUT and China’s Thousand Talents Plan. Lieber caused Harvard to
falsely tell NIH that Lieber “had no formal association with WUT” after 2012, that “WUT continued to falsely
exaggerate” his involvement with WUT in subsequent years, and that Lieber “is not and has never been a
participant in” China’s Thousand Talents Plan.

Yanging_Ye

According to the indictment, Ye is a Lieutenant of the People’s Liberation Army (PLA), the armed forces of
the People’s Republic of China and member of the Chinese Communist Party (CCP). On her J-1 visa
application, Ye falsely identified herself as a “student” and lied about her ongoing military service at the
National University of Defense Technology (NUDT), a top military academy directed by the CCP. lItis
further alleged that while studying at Boston University’s (BU) Department of Physics, Chemistry and
Biomedical Engineering from October 2017 to April 2019, Ye continued to work as a PLA Lieutenant
completing numerous assignments from PLA officers such as conducting research, assessing U.S. military
websites and sending U.S. documents and information to China.

According to court documents, on April 20, 2019, federal officers interviewed Ye at Boston’s Logan
International Airport. During the interview, it is alleged that Ye falsely claimed that she had minimal contact
with two NUDT professors who were high-ranking PLA officers. However, a search of Ye’s electronic
devices demonstrated that at the direction of one NUDT professor, who was a PLA Colonel, Ye had
accessed U.S. military websites, researched U.S. military projects and compiled information for the PLA on
two U.S. scientists with expertise in robotics and computer science. Furthermore, a review of a WeChat
conversation revealed that Ye and the other PLA official from NUDT were collaborating on a research paper
about a risk assessment model designed to decipher data for military applications. During the interview, Ye
admitted that she held the rank of Lieutenant in the PLA and admitted she was a member of the CCP.

Zaosong_Zheng

In August 2018, Zheng entered the United States on a J-1 visa and conducted cancer-cell research at Beth
Israel Deaconess Medical Center in Boston from Sept. 4, 2018, to Dec. 9, 2019. It is alleged that on Dec. 9,
2019, Zheng stole 21 vials of biological research and attempted to smuggle them out of the United States
aboard a flight destined for China. Federal officers at Logan Airport discovered the vials hidden in a sock
inside one of Zheng’s bags, and not properly packaged. It is alleged that initially, Zheng lied to officers
about the contents of his luggage, but later admitted he had stolen the vials from a lab at Beth Israel.
Zheng stated that he intended to bring the vials to China to use them to conduct research in his own
laboratory and publish the results under his own name.

The charge of making false, fictitious and fraudulent statements provides for a sentence of up to five years
in prison, three years of supervised release and a fine of $250,000. The charge of visa fraud provides for a
sentence of up to 10 years in prison, three years of supervised release and a fine of $250,000. The charge
of acting as an agent of a foreign government provides for a sentence of up to 10 years in prison, three
years of supervised release and a fine of $250,000. The charge of conspiracy provides for a sentence of up
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to five years in prison, three years of supervised release and a fine of $250,000. The charge of smuggling
goods from the United States provides for a sentence of up to 10 years in prison, three years of supervised
release and a fine of $250,000. Sentences are imposed by a federal district court judge based upon the
U.S. Sentencing Guidelines and other statutory factors.

Assistant Attorney General for National Security John C. Demers, United States Attorney Andrew E. Lelling;
Special Agent in Charge of the FBI Boston Field Division Joseph R. Bonavolonta; Michael Denning, Director
of Field Operations, U.S. Customs and Border Protection, Boston Field Office; Leigh-Alistair Barzey, Special
Agent in Charge of the Defense Criminal Investigative Service, Northeast Field Office; Philip Coyne, Special
Agent in Charge of the U.S. Department of Health and Human Services, Office of Inspector General; and
William Higgins, Special Agent in Charge of the U.S. Department of Commerce, Office of Export
Enforcement, Boston Field Office made the announcement. Assistant U.S. Attorneys B. Stephanie
Siegmann, Jason Casey and Benjamin Tolkoff of Lelling’s National Security Unit are prosecuting these
cases with the assistance of trial attorneys William Mackie and David Aaron at the National Security
Division’s Counterintelligence and Export Control Section.

The details contained in the charging documents are allegations. The defendants are presumed innocent
unless and until proven guilty beyond a reasonable doubt in a court of law.

These case are part of the Department of Justice’s China Initiative, which reflects the strategic priority of
countering Chinese national security threats and reinforces the President’s overall national security
strategy. In addition to identifying and prosecuting those engaged in trade secret theft, hacking and
economic espionage, the initiative will increase efforts to protect our critical infrastructure against external
threats including foreign direct investment, supply chain threats and the foreign agents seeking to influence
the American public and policymakers without proper registration.

Attachment(s):
Download Download Charging Documents

Topic(s):
Counterintelligence and Export Control
National Security

Component(s):
National Security Division (NSD)
USAO - Massachusetts

Press Release Number:
20-99

Updated January 29, 2020

https://www.justice.gov/opa/pr/harvard-university-professor-and-two-chinese-nationals-charged-three-separate-china-related 3/3


https://www.justice.gov/opa/press-release/file/1239796/download
https://www.justice.gov/nsd
http://www.justice.gov/usao-ma

AFFIDAVIT IN SUPPORT OF APPLICATION FOR CRIMINAL COMPLAINT

I, Robert Plumb, being sworn, depose and state as follows: |

1. I am a Special Agént With the Federal Bureau of Investigation (“FBI”), and have
been so employed since June 2016. Tam currently assigned to one of the FBI’s Countérintelligéncé
Squads in the Boston Field Office. My responsibilities includg investigating violations of federal
‘criminal laws relating to espionage and theft of trade secrets, the mishandling of ;:lassiﬁed and
defense information, and export control laws. Previously, I was employed at the FBI as an
Intelligence Analyst. I worked iﬁ this capacity for six years. I have participated in numerous
investigaﬁons, during the course of which I have interviewed witnesses, ‘conducted physical
surveillance, executed search warrants, and uséd other investigative techniques to secure relevant
information regarding various federal crimes.

2. I submit this affidavit in support of a Criminal Complaint charging Dr. Charles
Lieber (“LIEBER”) with making materially félse, fictitious and fraudulent statements in a matter
within thé jurisdiction of the Executive Branéh of tile United States, in violation of Title 18, United
Statés Code, Section 1001(a)(2). Specifically, based upon the evidénce gathered thus far in this
ongoing investigation, [ have probable cause to believe and do, in fact, believe that LIEBER made
materially false, fictitious and fraudulenf statements regarding his participation in China’s -
Thousand Talents Plan to the U.S. Department of Defense (“DoD”) on or about April 24, 2018, 1
also have probable cause to believe and do, in fact, believe that, on or about January 10, 2019,
LIEBER made and caused to be made a series of materially false, ﬁcﬁtious and fraudulent
statements to the National Institutes of Health (“NIH”) about his involvement in the Thousand

Talents Plan and his affiliation with Wuhan University of Technology (“WUT”) in China. -




3. . Based on the evidence gathered to date, LIEBER was a “Strategic Scientist” at
WUT and a contractual participant in China’s Thousand Talents Plan for significant periods
between at least 2012 and 2017. The terrns of LIEBER’s Thousand Talents contract called for
LIEBER to be paid up to $50,000 per inonth in salary and approximately $150,000 per year for
living and personal expenses by WUT. LIEBER was also awarded more than $1.5 million by
WUT and the Chinese govemmént to establish a research lab and conduct research at WUT.

4. The information in this affidavit is based upon my training and experience, my
pt:rsonal knowledge of this investigation, information conveyed to me by other law enforcement
agents and officials who assisted in the investigation, and the other sources of information
described herein. This affidavit is submitted for the limited puri)ose of establishing probable cause
" to believe that LIEBER has committed the offenses described above. Accordingly, I have not
included each and every fact known to me and other law enforcement officers involved in this
investigation. I have set forth only those facts that I believe are necessary to establish the requisite
probable cause.

| FACTS SUPPORTING PROBABLE CAUSE
Background

5. LIEBER is a fu11~time faculty member and Chair of the Department of Chemistry
and Chemical Biology at Harvard University in Cambridge, Massaphnsetts. He has been affiliated
with Harvard since approximately 1991. According to LIEBER’s biography on Harvard’s website,
LIEBER’s primary area of expertise and research is nanoscience.

6. At ail times relevant to this complaint, LIEBER servsd as the Principal Investigator
of the Lieber Research Group at Harvard University. According to its website, the Lieber Researsh

Group “is focused broadly on science and technology at the nanoscale, using novel synthesized




building blocks to push scientific boundaries in diverse areas from biology/medicine to energy and
computing.” The Lieber Researen Group’s website identifies its principal sponsors as NIH and
DoD, including the Office of Naval Researeh (“ONR”) and the Air Force Office of Scientific
Research (“AFOSR”). Based upon records maintained by NIH, DeD, and Harvard Universiiy, I
know that the Lieber Research Group has received more than $15,000,000 in grant funding from
NIH and DQD since 2008.

7. A compenent of the United States Department of Health and Human Services, NIH
is a government agency responsible for biomedical and public health research. The NIH conducts
its own scientific research through an intramural research program, and also provides major
biomedical research funding to non-NIH research facilities through an extramural research
program. Many of the non-NIH research facilities that receive funding threugh NIH’s extramural
research program are colleges and universities, including Harvard University.

8. In order to receive NIH funding, non-NIH research institutions must submit a
detailed application describing, among other things: (a) the purpose and scope of the pioposed
research; (b) the amount of funding requested; and (c) how the funding will be used. Both during
the application process and periodically after an award is made, the institution must also disclose
to NIH all foreign collaboration and foreign sources of research support, including, but not limited
to, research grants, cooperative agreements, contracis and/or institutional awaids. Additionally,
NIH requires research institutions to identify and disclose to i\IIH significant (typically greater than
$5,000) financial conflicts of interest by investigators (that is, the person or persons responsible
fer ‘ihe design, conducting the research, and pliblishing or reporting the research performed
pursuant to the grant), including those related to funds received from a foreign institution of higher

education or the government of another country. Although it is the research institution itself that




submits the grant application and all other grant-related disclosures to NIH, the individual
investigator(s) must certify to the institution and NIH that the information contained in grant
applications, post-award submissions and all other grant-related filings is accurate and complete,
and also acknowledge that any false, fictitious or fraudulent statements or claims made to NIH
may subject the investigator to criminal, ciVﬂ and/or administrative penalties.

9. | WUT is a university located in Wuhan, China. It is considered a top-tier Chinese
university recognized for its studies of science’.and technology.

10.  The “Chinese Talent Programs” refer collectively to various plans designed by the
Chinese Government to attract, recruit, and cultivate high-level scientific talent in furtherance of
China’s scientific development, economic prosperity, and national security. Implemented in 2008,
the “Thousand Talents Plan” is the most prominent Chinese talent recruitment plan designed by
the Chinese Government to incentivize individuals engaged in research and development in the
United States to transmit the knowledge and research they gain here to China in exchange for
sélaries, research funding, lab space,v honorary titles, and other incentives. The Thousand Talents
- Plan is designed to lufe both Chinese overseas talent and foreign experts to bring their knowledge
and experience to China. The so-called “World Recruitment Plan of Renowned Experts in China”
is part of the Thousand Talents Plan. The Chinesg Talent programs have rewarded individuals for
stealing proprietary information and violating export controls. |

Lieber’s Affiliation with WUT and China’s Thousand Talents P.lan

11.  According to records maintained by Harvard Uﬁiversity, LIEBER traveled to WUT
in mid-November 2011 ostensibly in order to participate ina Nano-Energy Materials Forum being
hosted by WUT. Just days before LIEBER’s trip, a professor at WUT (hereafter the “WUT

‘Professor”) emailed LIEBER a “Contract for Strategic Scientist’s Appointment” (hereafter the




“Strategic Scientist Agreement”). He also informed LIEBER that LIEBER had been
recommended for the “The Recruitment Program of Global Experts,” which I know to be part of
China’s Thousand Talents Plan. In subsequent communications on or about November 11, 2011,
both LIEBER and the WUT Professor acknowledged that LIEBER would sign the Strategic
Scientist Agreement at WUT on November 15, 2011.

12.  According to the agreement, which was written in both Chinese and English,
LIEBER was appointed as a Strategic Scientist at WUT for five years from on or about November
15, 2011, until on or about November 14, 2016. LIEBER’s objectives and tasks under the

agreement were as follows:

Article'Twa  Hmployment Olfective and Tasks Tor Pariy B
1. Make stratepic, visionury srd creative resenrch proposals w guide the advoncement
of disgiplines or scientifié reseprch institutes to become first class disciplines or seientific

riscarcl: institutes in Ching or the world, especially in froniier arcas.
2, Supervise young (eachess of reccive them os visiting scholars, puiding or co-puiding

postpraduate students (including post-doctorsl students), lemding them to the intermational
tforefront of related fields, jointly publishing academic papers in top international journals
{in the name of WUT, and WUT laculty or students as the first authar) or publishing
high-level avadetnic monogeaphs and guiding yﬂmig teachers o win nalional awards or
influential inlemational academic awands,
3. Build up a Discipline Innovative Team, introducing and cultivating high-level rlents
to be us qualified az (iose of China's [O00 Youny Tuleats Plun, Distinguistied Prolessors ol
Chang Jiang Scholars and winners of National Science Fund for Distinpuished Young
Schaolars, , ‘
4, Conduct natienal imporiant (key) projects or inlernational coeperation projects that
meet China's national siratepic development requirements or stand at (he forefront of
international science and technalogy research field,
5. Carry out international exchanges and cooperation, and host or jointly host prominent

L=

intemational academic conferenees in the nome of WUT,

13.  According to the contract, WUT agreed to pay LIEBER $50,000 U.S. Dollars
(“USD”) per month, prorated according to LIEBER’s “actual work time” at WUT. WUT also

5




agreed to provide LIEBER with round-trip, business-class airfare to and from WUT. Finally, the
agreement alluded to LIEBER’s future involvement with China’s Thousand Talents Plan, and

allowed for seemingly greater monthly compensation to LIEBER in the future:

| 4. Once Party B gains a Chincse government-sponsorcd position through suceessful
application for various Chinese talent-related projects, Parly A Shﬂll adjust its payment terms -
o ensure that Parly B enjoys more benefits on the principle of “taking the higher pay™, but
the same benetit terms will not be paid twice,

14, LIEBER returned to Massachusetts from WUT on or about November 16, 2011.
Two days later, in an e’maﬂ‘ to the WUT Professor, LIEBER wrote, “I very much appreciate the -
effort that you put into making my visit a good one. I also agree that it would productive, and
hope that we can push forward as per discussions to build up the joint laboratory to a truly world-
- level facility.” Approximately one month later, on or about December 19, 201 1, the WUT
Professor emailed portions of a proposed website for the “WUT-Harvard Joint Nano Key
Laboratory,” which, according to the website, §vas established in 2009. The website prominently
 featured LIEBER’s name, photograph and biog’graphical information, and it identified him as the
“Labolr.atory Director.” In his email to LIEBER aBout the website, the WUT Professor noted that
“the Chinese version [of the website] will be made after your approval for [sic] the English
version.”

15, Onor about April 5, 2012; approximately five months after executing the Strategic
Scientist Agreement with WUT, the WUT Professor wrote an email to LIEBER informing him
that he had been Asellected to participate in China’s Thousand Talents Plan. At that time, LIEBER’s
selection entailed awards by WUT and the Chinese Government of approximately $158,000 USD
in “personal benefits” and nearly $800,000 USD in “research funding.” Specifically, the WUT

Professor wrote,




16.
with LIEBER a contract titled “Employment Contract of ‘One Thousand Talenf’ High Level
Foreign Expert” between LIEBER and WUT (hereafter the “Thousand Talents Agreement™). The
WUT Professor asked for LIEBER’s “ideas/comments/suggestions” within “one Weelc when your

schedule allows (of course, the sooner the better).” The first page of the agreement appeared as

follows:

I am very happy to let you know that, in the World Recruitment

- Plan of renowned experts in China (also called as one thousand plan

of foreign experts), you have been approved and awarded as invited:
strategic foreign expert by Chinese government because of your
world-leading achievements, the good collaboration basis
between you and WUT, and your great contribution to national
academic exchange between China and USA. You are provided
with personal benefit of one million RMB (~158,800 USD), a
research funding of '5 million RMB (~794,000 USD) for
development of WUT-Harvard joint nano key lab and collaboration

~research This plan is the highest plan/program for famous foreign

scientists in Chinese scientific field and only 40 famous experts

from the world were awarded. (Emphasis original.)

Nearly three months later, on or about June 27, 2012, the WUT Professor shared



“FARR” BRKIEEXTESRS
EMPLOYMENT CONTRACT of
“ONE THOUSAND TALENT” HIGH LEVEL, FORTTGN EXPERT

RS : R Tk ( FFRER )
BRA L TAUN BEAAEER, ZERHEAZHE
Charles M. Liber i+ ( RI#Z5 )
Employer { Party A }: Wuhan University of Technology

Employee (Parly B ) ¥ One Thousand Talent”  high level foreign expert, professor
Charles M Licher from Harvard University, USA. ‘

AR FAUY SRRAEERDANRAEE , RERZ
REWEENG  REPEAREINENEX L HBHNBRENRE |
BRHFEHE , TIASHE,

Both sides, in line with the principles of legality, fairness, equality, and mutual |

agreement, to ensura the implementation of “One Thousand Talent™ high level forcign
expert plan, and to guaranice the legal rights and obligations of both sides, on the
basis of Chinese laws and rules concerned, hgl‘ce to sign this contract,

F—% EBH

CTANY BRERABERMUEABEAI=F, ZARAE
Tz ABER. BERH  ERAhEE  RERZEHHL , 7
BET—-H&R, |

L Duration of the Contract

The term of this contract will be 3 years since the date of signature. Both parties
can sign the new contract through consullation and mutual consent after the contract is

upen expiration with the permission of superior authorities departnient.

17.  The Thousand Talents Agreement was effective for three yearé “from the date of
signature.” Among other things, the agreement obligated LIEBER té conduct scientific research;
to “publish high-level articles in the renowned and important international aéademic journals in
the name of Wuhan University of Technoiogy;” to assemble a 1‘esear¢h'team with “strong ability
of [sic] ‘research and innovation” in LIEBER’s field of exioertise; to “guide 1-2 distinguished young

scholars and 3-4 doctoral students ... and help them publish systematic articles in the international
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~ renowned journals;” to “organize 1-2 predominant influencing intemational conferences in his
field in the name of Wuhan University of Technology;” and “invite 1-3 internatidnal top scientists
to work in the lab as visiting scholars.” The agreement also required LIEBER to work at or for
WUT “not less than nine months a year” by “declaring international cooperation projects,
cultivating young teachers and Ph.D. students, organizing international conference/[s], applying for
patents and publishing articles in the name of” WUT.

18.  In exchange for his work for and on behalf of WUT, WUT agreed to pay LIEBER
$50,000 USD per month, and living expenses of up to 1,000,000 Chinese Yuan (based on 2_012 :
exchange rates, approximately $15.8,0‘00 USD) tQ be ‘paid over the three-year term of the contract.
The contract also allocated 11,000,000 Chinese Yuan (or roughly $1.74 million USD based on
| 2012 exchange rates) for the joint Harvard-WUT Nano Key Lab and related research. The
following portion of the contract documented those financial terms. WUT is referred to as “Party

A,” while LIEBER is referred to as “Party B.”



— EF‘T:‘M%

R E MR ZEE&EE’Q%@&%UD

2 CRACHRBRIFHTEMER SRS

(D RREBRERM | RHRZAHERR ZHREHP AR TR
&M -
BWMEELS MR , BARZHRME 1000 AANFERE
2% (HhaFERKRR 500 A ), TEATHERBNREE,
PR AR AEMERE  REREFHER, Z55FHNEE
HEHEHRZE,

(3)EABA IR IR S 4t ﬁEEZEE’QEﬁﬂ] ZHERZEAREIN |, HE
FRA 100 ARENERER , TEATAXEAMRANTHE, RN
W, AR ZERANERS | HERAPLHEE  2HXE.

(HEFEZRN - FMFENEA 5 TRA ( BlATFK ), BEERE
NEEXA ; SF2 100 ATARTNEZNN (£5), 2=/
3 fte

BYAZHESEL, BLEIRARNSERHEFELESR
., ARBRBLHEE, CHEEHBERE,

3 N CHFRBERASERAENTHEBRRAESIIRENRAE
RBERA S,

2. Party A’s Obligations

{1). Party A shall respect Party B's legal riphts

(23, Party A shall provide Party B with necessary working and living conditions:

a. working and lab conditions: Party A shall provide Parly B with working and lab
conditions according to Party B’s requirement

b. scientific research funding: Party A shall provide Party B ten million Chinese Yuan
(10,000,000 RMB) including five million RMB [rom national fund during the term of
this contract 1o the construclion of new direction and infraslrucmre construction,
equipments and instruments purchasing. This amount of money shall be managed hy
Party A, and Party B can usc it after discussing with the co-professor from Party A.

¢, falent team construction condition: Parly'A shall consiruet falent 1eam according to
Parly B*s requirement und provide one million Chinese Yuan (1,000,000 RMB) as (he
funds of talent team construction each year. lhe funds shall be mainly used as the
payment, accommndatmn, and travel expense of ]’arty B and the team members, This
amount of moncy shall be managed by Party A, and Party B can use it.

d. payment and living conditions: Party A shall provide Party B with fifty thousand
U.S. Dollars ($ 50,000) per month (before tax), puid according to his working time in
Wuhan University of Technology. Party A shall provide Party B with one million
Chinese Yuan (1,000,000RMB) (afier tax) as living allowance which will be paid 1/3 a

year for three years,
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"19.  In a subsequent email to LIEBER dated July 10, 2012, the WUT Professor told
LIEBER that WUT’s president had signed the “1000 plan agreement” and that executed copies of
the agreement had been mailed to LIEBER in Massachusetts for his signature. In an email dated
on or about July 21, 2012, the WUT Professor informed LIEBER that WUT had received copies
of the Thousand Talents Agreement signed by LIEBER.

20. After signing the Thousand Talents Agreement, LIEBER returned to WUT in
November 2012. LIEBER’s travel expenseé to and from Wuhan were paid by WUT. Prior to this
trip, arrangements were made to pay LIEBER his salary and living expenses as specified in the
Thousand Talents Agreement. For example, in an email dated on or about October 26, 2012, a
WUT employee (hereafter the “WUT Employee™) wrote to LIEBER:

Before your visit, I would like to talk about one detail in the
implementation of the contract of “one thousand talent” high level
foreign expert between you and our university. According to the
article concerning the payment and living conditions, [ want to know
the way you prefer to be paid so that everything can be prepared
before your coming. I would like to provide two options for you to
choose if you do not mind. Option one. I help you open a new bank
account in the Chinese Bank named [redacted]. The payment will
be put into your account and you can get the payment from the
branch of [redacted] in your country. Option Two. I can prepare
the payment in cash. '

21.  Less than three months later, on or about January 10, 2013, the WUT Professor
emailed LIEBER an agreement titled “Academic Cooperative Agreement between Harvard
University, USA and Wuhan University of Technology, P.R. China.” The stated purpose of the
’ agreemént, which had a five-year effective term, was to “carry out advanced research and
development of nanowire-based lithium ion batteries with high performance for electric vehicles.”

Apart from its stated objective, the agreement pfovided for a “cooperative research program”

whereby researchers from WU'T would “visit Department of Chemistry and Chemical Biolo gy of
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Harvard University for two months each year.” Without consulting any Harvard officials, LIEBER
signed the agreement on Harvard’s behalf and returned the executed copies to the WUT Professor
on or about January 11,2013, I understand from conversations with Harvard’s representatives that
LIEBER did not have the authority to execute this contract on behalf of Harvard..

22.  One year later, LIEBER continued to work closély with — and continued to receive
- compensation from — WUT. For example, on or about January 18, 2014, LIEBER wrote to the
WUT Professor and another person affiliated with WUT that he would accept a WUT graduate
student (hereinafter the “Graduate Student”) as a long-term “WUT-HU joint Ph.D. student”
provided that WUT “support all of [the Graduate Student’s] salary and research costs while
working in my lab.” In the same communication, LIEBER discussed an upcoming visit to WUT
in Febfuary 2014, and he made specific demands regarding the payment of his salary:

| I would like to receive ~1/2 of salary (for the current period) in US
dollars, with the remainder deposited into the bank account that was
set-up. The ~00 that I promised to pay for the party following Lin
Xu’s Ph.D. defense in April, can be deduced from either 1/2.

23, In June of 2014, LIEBER continued to discuss his compensation under the
Thousand Télents Agreement with WUT. In an email to the WUT Employee dated June 16, 2014,
LIEBER asked to maintain his bank account “the way it has been for ndw” and he reiterated his
earlier request that half of his salary be deposited into his Chinese bank account and the other half
be paid to him in cash when he next visite(i WUT. LIEBER further stated, “I think this is close to
what [we] have done in [the] past.”

24.  In late January 2015, LIEBER outlined his ongoing reiationship with WUT,
‘confirming that he intended to visit WUT “several” times per year or “perhapé sliéhﬂy more in the

next couple years as we try to build up the nano-bio part of the lab;” that he would be available for

“electronic communication on a very regular basis with students (email, telephone, ékype) so that
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they obtain full input from me as an advisor;” and that “students visiting [from WUT] for periods
- at Harvard would have [the] same access as normal Harvard graduate students.”

| 25. Around the same time, independent of LIEBER, Harvard administrators learned for
the first time of the WUT-Harvard Joint Nano Key Laboratory at WUT, including the fact that
LIEBER was the director of the lab. Harvard officials confronted LIEBER about the joint lab, and
informed him that the improper use of Harvard’s name and logo — orchestrated by LIEBER
without Harvard’s consent — violated University policy. In response, LIEBER falsely told
Harvard officials that he was involved in collaborative research with WUT for “mutual scientiﬁc
inferaction,” but that WUT was using Harvard’s name and logo Without his knowledge or consent.

26. On or about February 3, 2015, LIEBER emailed the WUT Professor and told him
that WUT must cease using Harvard’s name, stating, “Our agreement for research collaboration is
between you/Wuhan University of Technology (WUT) Iand me, and d(;es not constitute an
agréement with Harvard University.” (Emphasis original.) Subsequent. emails suggest that
LIEBER toék additional steps to try and distance himself — at least publically — from WUT in
the wake of Harvard’s discovery of the joint Harvard-WUT nano lab. These included cancellihg
a trip to WUT in June 2015 and advising a postdoctoral fellow at the Lieber Research Group to
continue her work in LIEBER’s lab rather than starting a positioh at WUT.

27. »Nevertheless, LIEBER’s Thousand Talents Agreement and the earlier Strategic
Scientist Agreement (which, according to their terms, expired in July 2015 and November 2016,
respectively) appear to have remained in place well after J anuary 2015. For example, ‘in an email
dated February 13, 2015, LIEBER told the WUT Professor that he would continue his review of a
manuscript written by WUT researchers. In the same email, LIEBER also said that he “may be in

touch with regards to several issues relating to my appointment/salary/funding @ WUT....”
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Although it is unclear what precise “issues” LIEBER was referring to, at a minimum, this email
shows that LIEBER continued to be paid by WUT after January 2015.

28. In an email dated November 26, 2015, the WUT Professor thanked LIEBER}“for
all you have done for our university and me!” The WUT Professor also told LIEBER that WUT
had “put your salary in your ... [bank] card and we will help you change the cash for you when
youcometo Wuhan.” "The fact that WUT continued to pay LIEBER’s salary in late 2015 indicates
to me that LIEBER, in fact, continued to work for, and with, WUT throughout 2015.

29.  The payment of salary to LIEBER by WUT appears to have continued into 2017.
In an email dated January 17, 2017, the WUT Professor sent the following message to LIEBER:

During our last meeting you mentioned the tour of Bejing in the end
of Feb. or early March. President [of WUT]..., I and all faculties
and students in our Joint Nano Lab would like to invite you to visit
WUT and our Joint Nano Lab. If your schedule is available, we
- would like to take this chance to express our everlasting gratitude to
your great support for our university and me! Our university has put
your salary in your ... [bank] card and we will help you change the
cash for you when you come to Wuhan. Our university will cover
your first-class flight ticket and accomadation [sic] like before. We
would like to know your idea. With my best regards and thank you
very much for your strong support again.
By this point, according to their express terms, LIEBER s Strategic Scientist and Thousand Talents
Agreements with WUT had expired. Insofar as it discusses the payment of additional salary to
LIEBER in January 2017, this email is evidence that LIEBER may have executed a new agl'eement‘
with WUT at some point in either late 2016 or early 2017.
Lieber’s False Statements to DoD
30.  Since 2009, LIEBER has been the principal investigator associated with at least six

research grants funded by various DoD entities, including ONR and AFOSR. The total value of
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these grants exceeded $8 million. As of April 2018, LIEBER was the principal investigator
associated with three active DoD grants.

31.  On April 24, 2018, DoD investigators intérviewédLIEBER about his active grants
and whether LIEBER had appropriately disclosed foreign research collaboration to DoD. During |
the interview, whiéh took place at LIEBER’s lab on the Harvard Campus, LIEBER said that he
was familiar with China’s Thousand Talent’s Plan, but that he had never been asked to participate
in the program. Although LIEBER stated that he was never asked to participate in the Thousand
Talents Program, he also told DoD investigators that he “wasn’t sure” how China categorized him.
I believe these statements were false because, as described above, WUT expressly asked LIEBER
on numerous OCcasions in 2012 to participate in the Thousand Talents Program and to Sign a
Thousand Talents Agreement with WUT.. Moreover, based upon the email correspondence
described above that I have reviewed, LIEBER did sign a three-year Thousénd Te}lents Agreement
with WUT on or about July 21, 2012, and was paid by WUT over the course of several years
pursuant to that agreemen‘t.: The agreement that LIEBER signed was titled “Employment Contract
of ‘One Thousand Talent’ High Level Foreign Expert’; and it ‘referred to LIEBER as a “One
Thousand Taien 7 | |

32. On April 26, 2018, two days after his interview with DloD, LIEBER emailed a
research associate affiliated with the Lieber Research Group the follgwing message:

Can you also provide me with the link/info to CAS webpage where
I am listed as directing (?) that lab at Wuhan? 1 lost a lot of sleep
worrying about all of these things last night and want to start taking
steps to correct sooner than later. 1 will be careful about what I
discuss with Harvard University, and none of this will be shared
with government investigators at this time.

I believe that “CAS” refers to the China Academy of Sciences, Which I know to be a top Chinese

research institute. According to Harvard University’s website, LIEBER was elected to the CAS
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in December 2015, At a minimum, this email demonstrates that LIEBER withheld information
from “government investigators” about his relationship with WUT. Given the timing of this email
— two days after his interview with DoD — I believe LIEBER was referring specifically to the
DoD investigators. '

Lieber’s False Statements to NIH

33.  Iamaware that LIEBER was the principal investigatdr associated with at least three
NIH-fuﬁded research grants awarded to Harvard University since 2008. The total value of those
grants exceeded $10 million. Two of those grants were being actively funded by NIH as of
November 2018.

34, On or about November 15, 2018, NIH inquired of Hérvard about whether LIEBER
and/or Harvard had failed to disclose LIEBER’s then-suspected relationship with WUT and
China’s Thousand Talents Plan. In order to respond to NIH’s inquiry, Harvard interviewed
LIEBER about his foreign affiliations generally, and any connection he might ilave to WUT in
particular. Based upon information provided by LIEBER during that interview, Harvard submitted
a detailed written response to NIH on or about January 10, 2019. I believe that LIEBER caused
Harvard to make materially false and misleading statements about his connection to WUT and the
Thousand Talents Plan in that written submission.

35. Specifically, LIEBER caused Harvard to tell NIH that LIEBER “had no formal
association with WUT” after 2012, but that “WUT continued to falsely exaggerate” LIEBER’s
involvement with WUT in subsequent years. This statement was false because, as described
above, LIEBER maintained a formal, collaborative relationship with WUT between at least 2012
and 2017 that included the Visiting Scientist Agreement, the Thousand Talents Agreement, an

Academic Cooperative Agreement between Harvard and WUT, and possibly other agreements.
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36.  LIEBER also caused Harvard to tell NIH that LIEBER “is not and has never beeﬁ
a participant in” China’s Thousand Talents Plan. This statement was also false because LIEBER
did, in fact, sign a three-year Thousand Talents Agreeﬁlent with WUT on or about July 21, 2012.

CONCLUSION

37.  Based on the forgoing facts, and on my experiencé, training and discussions with
other iﬂdividuals involved in this investigation, I believe that probable cause exists o conclude
that on or about April 24, 2018, LIEBER knowingly and willfully made materially false, fictitious
and fraudulent statemenfs to DoD in violation of 18 U.S.C. § 1001(a)(2). In addition, I believe
that probable caﬁse exists to conclude that on or aboﬁt January 10,2019, LIEBER made and caused
to be made a series of materially false, fictitious and fraudulent statements to NIH, also in violation

in 18 U.S.C. § 1001(a)(2).

Robert Plumb
Special Agent, FBI

Sworn and subscribed before me this day of January 2020,

MARIANNE B. BOWLER
UNITED STATES MAGISTRATE JUDGE
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UNITED STATES DISTRICT COURT
DISTRICT OF MASSACHUSETTS

UNITED STATES OF AMERICA Criminal No.
Violations:
YANQING YE,
Count One; Visa Fraud
(18 U.S.C. § 1546)

)
)
)
)
)
)
Defendant )
' ) Count Two: Making False Statements
) (18 U.S.C. § 1001(a)(2))
)
)
)
)
)
)
)

Count Three: Acting as an Agent of a
Foreign Government
(18 U.S.C. § 951)

Count Four: Conspiracy
(18 U.S.C. § 371)

INDICTMENT
At all times relevant to this indictment:

General Allegations

A. The People’s Republic of China and its Military

1. The People’s Republic of China (“PRC”) is a “foreign government” as that term
is defined under 28 C.F.R. § 73.1(b). The People’s Liberation Army (“PLA”) is fhe military arm
of the Chir.lese.Communist Party (“CCP”) and the anhed forces of the PRC. The PLA is
composed of six services and support forces: the PLA Army; PLA Navy; PLA Air Force; PLA.
Rocket Force; PLA Strategic Support Force; and the PLA Joint Logistics Support Force. The
Central Military Commission (“CMC”) controls the PLA. | The PLA uses three schools (the
Academyv of Military Science, National Defense University, and National University of Defense
Technology) to formulate military strategy, research and advance its military capabilities and
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weapons systems, and train its armed forces. Professors-at these schools also serve as military
officers and leaders of the PLA.
2. National.University of Defense Technology (“NUDT?) is a top military academy

directed by China’s CMC. It was founded in 1953 by the Harbih’s Military Engineering
Institute PLA. NUDT is involved in national defense research for the PLA and responsible for
modemizing the PRC’s armed forces and designing advanced weapons. NUDT is also
responsible for training advanced écientiﬁc and engineering personnel, commanding personnel,
and senior leadgrship in the PLA.

B. The Defendant and Her Conspirators

3. YANQING YE (“YE”) is a Chinese ﬁational, a female member of the PLLA, and
member of the CCP. At all times relevant to the Indictment, YE was a Lieutenant in the PLA
and was being directed by senior leaders of the PLLA while conducting research at Boston
University pursuant to a J —1 non—imniigrént visa.

4. Co-conspirator A was, at all relevant times, YE’s supervisor as well as a Colonel
in the PLA and full professor at NUDT. |

5. Co-conspirator B was, ét all relevant times, an Assistant Profeséor in Management
Science and Engineering»at NUDT and a member of the PLA who according to YE had the rank |
“of less than Colonel.” YE was aware that Co-conspirator B had worked .on military research
projects regarding rocket launchers. |

6. Co-conspirator C was, at all relevant times, an Assistant Professor in NUDT’s

College of Information Systems and Management.




C. YE.Fi'audulentlv Gained Entry into the United States

7. - YE applied for, and obtained a, J-1 non-immigrant visa to conduct research in the
Department of Physics, Chemistry, and Biomedical Engineering, Center of Polymer Studies, at '
Boston University. YE’s research and studies in the United States at Boston University were
funded by the Chinese Scholarship Council (“CSC”). The CSC was established in 1996 as a
ﬁon-proﬁt institution affiliated with the PRC’s Ministry of Education. The CSC is responsible for
the enrollment and administration of Chinese Government Scholafship programs and provides
funding for both undergraduate and graduate students, as well as post-doctoral visiting scholars,
to Chinese citizens wishing to study abroad and to foreign citizens wishing to study in China.
CSC is financed mainly by the state’s special appropriations or scholarship programs.

8. On or about August 4, 2017, YE electronically signed her visa application and
certified that all of her answers on the form were true and correct when, in fact, she
misrepresented her foreign military service to gain entry to the United States. In her visa
~application, YE described her foreign military service as follows:

Name of Country/Region: CHINA

Branch of Service: CIVIL SERVICE

Rank/Position: STUDENT

Military Specialty: NUDT [National University of Defense Technology]

Date of Service

From: 01 September 2009

Date of Service

To: 31 July 2017
This description was false as YE’s foreign military service did not end on July 31, 2017, as she

represented to the U.S. Government. Nor was her rank only that of a “student” in NUDT. To

the contrary, YE was in fact a Lieutenant in the PL.A and continued to work as a Lieutenant in




the PLA while studying and conducting research in the United States from in or about October
2017 to in or about April 2019. As described below, YE was tasked with numerous assignments
from PLA officers while she was in the United States such as conducting research, assessing

U.S. rrﬁlitary websites, and sending U.S. documents and information to China, which YE
completed by masking her affiliation to the PLA. YE also lied on her visa application when she
answered “No” to the question: “Do you seek to engage in espionage; sabofage, export control
violations, or any other illegal activity while in the United States?” Based upon YE’s false‘

- representations, on or about September 5, 2017, the U.S». Department of State approved YE’s
DS-160 application. On or about October 14, 2017, YE gained entry into the Urﬁted States usingv
her visa that she knew had been procured through fraud and making false statements, in violation |
of 18 U.S.C. §> 1546. |

D. YE Makeé False Statements to U.S. Law Enforcement

9. On or about April 20, 2019, officers of Customs and Border Protection along with
a Special Agent ‘of the FBI conducted an interview of YE at Boston Lo gan International Airport.
During this interview, YE stated, amonf;r other things, that Co-conspirator A was her Chinese
. advisorand a “fyll professor” at NUDT and he held the military rank of “Colonel.” YE falsely
claimed that she had minimal contact with Cd—conspirator A, and that Cb-conspirator A did not
provide much oversight of her research projects. She further falsely denied participating in any
of Co-conspirator A’s military projects. Yet, based upon records found on YE’s electronic
devices pursuant to a border search, at the instruction of Co—cqnspirator A, YE had accessed U.S.
military Websiteé, -researched U.S. military projects, and compiled information for the PLA on

two U.S. persons with expertise in robotics and computer science.

4




10.  During the April 20, 2019 interview, YE also denied having any involvement in
Co-conspirator B’s research. YE described Co-conspirator B as an Assistant Pfofessor of NUDT
who held a military rank of “less than colonel.” She also claimed that she had no recent
communications with him when, in fact, she had numerous WeChat conversations with Co-
conspirator B in 2018 and 2019. Indeed, according to a January 2019 WeChat conversation
between YE and Co-conspirator B, they were collaborating on a research paper that Was‘fo.cused
on a risk assessment model designed to assist the PLA in deciphering data fori military
applications. On or about April 11, 2019, Co-conspirator B sent YE a message in Chinese that
has ‘been translated into English that states: “See if [we can] find projects in risk analysis and
policy sponsored by the US military by searchiﬂg risk + US military directly.” YE also provided
Co-conspirator B her Boston University VPN login, including her username and password so
Co-conspirator B could log into YE’s account.

11.  Lastly, during this interview, YE stated thét she held the rank of Lieutenant in the
PLA and admitted she was a member of the CCP. She planned to return to the PRC and
complete her PhD at NUDT under the advisement of Co-conspirator A. YE indicated that part of
her undergraduate studies at NUDT included classification training and students at NUDT
worked on classified projects.

E. YE Acted as an Agent of the PRC without Notification to the Attorney General

12. In direct violation of the terms of her J-1 visa, while in the United States, YE had
extensive communications with several senior PLA officers and she continued to work as a PLA
Lieutenant. YE was tasked by senior PLA Qfﬁcers, completed those taskings, conducted
research on the U.S. military for the PLA, collaborated with Co-conspirator B on research
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projects that had potential military applications, and lied about her engagement with PLA
officers when directly questioned about them. YE acted as an agent for the Chinese government,
yet she never notified the Attorney General as required for agents working for a foreign

government,



‘COUNT ONE
Visa Fraud
(18 U.S.C. § 1546(a))
‘The Grand Jufy charges:

13.  The éllegations contained in paragraphs 1-12 are hereby re-alleged and
incorporated by reference as if fully set forth herein.

14, The conduct alleged in this Couﬁt occurred outside the jurisdiction of any
particular State or district and within the venue of the United States District Court for the Distri;:t
of Massachusetts, as provided in 18 U.S.C. § 3238. |

15. On or about August 4, 2017, in the People’s Republic of China, the defendant

YANQING YE, |
did knowingly subscribe as true, under penalty of petjury (28 U.S.C. § 1746), a false statement
with respect to a material fact in an application, to wit, in response to the question: “Have you‘
ever served in the militafy?” on the Form DS-160, Application for Immigrant Visa and Alien
Registration, YE responded that she only had attained the rank of “student” at NUDT and her
period of service to Chinese military ended on July 31, 2017, which statement the defendant then
and there knew was false.

All in violation of Title 18, United States Code, Section 1546(a).



COUNT TWO
False Statements
(18 U.S.C. § 1001)
The Grand Jury further charges:
16. The allegations contained in paragraphs 1-12 are hereby re-alleged and
incorpofated by reference as if fully set forthh herein.
17. On or about April 20, 2019, in the Distriét of Massachusetts, the defendant
YANQING YE,
in a matter within the jurisdiction of the executive branch of the Government of ‘the United
States, did knowingly and willfully make a materially false, fictitious and fraudulent statement
and representation, which YE then knew to be false during an interview conducted by CBP

officers and a FBI Special Agent.

‘All in violation of Title 18, United States Code, Section 1001(a)(2).



COUNT THREE
Acting in the United States as an Illegal Agent of a Foreign Government
(18 U.S.C. § 951)

The Grand Jury further charges:

18.  The allegations contained in paragraphs 1-12’ are hereBy re-alleged and‘
incorporated By reference as if fully set forth herein. |

19 Beginning on a date unknown to the Grand Jury, buf no later than in or about
October 2017, aﬁd continuing until in or about April 2019, in the District of Massachusetts and
elsewhere,
YANQING YE,

defendant herein, did knowingly act in’ the United States as an agent of a foreign government, to
wit: the People’s Republic of China, without prior notification to the Attorney General of the
United. States as required by law.

All in violation of Title 18, United States Code, Section 951(a).



COUNT FOUR
Conspiracy
(18 U.S.C. §371)

The Grand Jury fuﬁher charges:
20.  The allegations Coﬁtained in paragraphs 1-12 are hereby ré-alleged and
incorporated by reference as if fully set forth herein.

- 21, ) Beginning on a date uﬁknown to the Grand Jury, but no later than in or about
October 2017, and continuing until in or about April 2019, in the District of Massachusetts and
elsewhere, the defendant

YANQING YE,
did knowingly and willfully conspire with others known and unknown to the Grand Jury to
commit an offense against the United States, to wit, 18 U.S.C. § 951, that is, to knowingly act in
the United States as an agent of a foreign government, the PRC, without prior notification to the

Attorney General as required by law, in violation of 18 U.S.C § 371.

OVERT ACTS
21.  In furtherance of the conspiracy, and to effect its objects, the defendant and her
co~conspirators committed overt acts, including but not limited to, the following; |
a. On or about August 4, 2017, YE lied on the Form DS-160, Applicatioh for
- Immigrant Visa and Alien Registration, about her military rank in the PLA, position in the vPI’,A,
and the end date of her sérvice. She made these statements to fraudulently obtain a J-1 visa so as
to gain entry into the United States and operate within the United States under the direction and

control of her senior leaders in the PLA.
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b. On or about March 15, 2018, YE sent instructions to Co-conspirator B in Chinese
via WeChat on hQW to access Boston University’s document database using her Boston
University VPN login information (username and password) thereby giving Co-Conspirator B
the ability to log into Boston University poéing as YE

c. Beginning in or about January 2019, Co-éonspirator B and YE collaborated on a
research paper that Was focused on a risk assessment model designed to assist in deciphering
data for military applications. As. part of this research proj ect, among other things, on or about
April 11, 2019, Co-conspirator B advised YE via WeChat: “See if [we can] find projects in risk
analysis and policy research sponsored by the US military by searching risk + US military
directly.” Inresponse, later on April 11,2019, YE responded via WeChat that she would
conduct this research.

d. On or about April 6, 2019, Co-conspirator A instructed YE via WeChat to
research'a U.S. professor at the Naval Postgraduate School at Monterey, California whose work
focused on computer security, digital forensics, and computer and software engineering and
prepare a summary of his biogr.aphy for him. Co-conspirator A advised Ye: “Compile the
information into a file, then send it to me please.” YE responded: “Sure Teacher [Co-conspirator
A].' Please go to bed now. I will start to work on it immediately.” Approximétely, six hours
later, YE sent Co-conspirator A three documents: (1) a Word document that she prepared
summarizing the professor’s biography; (2) the professor’s curriculum vitae from the‘school’s
website; and (3) a list of his published articles.

e. On or ébout April 11, 2019, Co-conspirator .C requested YE via WeChat to
download a pdf file from a U.S. navy website —
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www.public.navy.mil/surfor/D0cuments/Surface_Forces_Strategy.pdf. YE did as she was
instructed and sent Co-Conspirator C this document via WeChat. In response, Co-conspirator C
stated: “Now a days, we can’t connect to a link with mi/ top level domain from China... This is

" probably American taking precautions against us.” YE‘ agreed with these statements and
revealed that when she has been searching for information ‘recently, “sometimes [ have to use the
IP of the university to enter certain websites.”

f. On or about April 15, 2019, Co-conspirator A sent YE requests via WeChat to
access the U.S. navy website — www.onr.navy.mil and “check if it has a list of projects.” Later
that same day, Co-conspiiator A also requested YE to access the‘ U.S. army website —
www.arlL.army.mil and review the contenfs of that website for him.

g. On or about April 16, 201 9, Co-conspirator A instruc;ted YE via WeChat to
conduct research and compile information on a Professor of Electrical and Computer
Engineering at University of Texas at San Antonio. This professor’s research focused on system
of systems technology and intelligent robotics. As instructed, YE compiled the information Co-

conspirator A requested and sent it to Co-conspirator A via WeChat on or about April 16, 20109.

All in violation of Title 18, United States Code, Section 371.
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Case 1:20-cr-10015-DJC Document 41 Filed 01/21/20 Page 1 of 6

- UNITED STATES DISTRICT COURT
DISTRICT OF MASSACHUSETTS

Criminal NO.J 00 /@/ & 0/ é/

: )
UNITED STATES OF AMERICA )
. ) Violations:
\2 )
‘ ) Count One: Smuggling Goods From
ZAOSONG ZHENG, ) the United States
- ' ) (18 U.S.C.§554)
Defendant ) ,
) Count Two: False Statements
(18 U.S.C. § 1001(a)(2))
INDICTMENT

General Allegations:

A. The Defendant

| 1. ZAOSONG ZHENG (“ZHENG™) is a Ch_iﬁese national who enteréd the United
States through the J-1 non-immigrant visa program (“J-1”) on or aboutlA'ugust 8,2018.
ZHENG’s J-1 visa applicatioﬁ was sponsored by Harvard University and granted by the State
Department on or about July 17,2018. While in the United States, ZHENG received a stipend
of approximately $2,000 per month from the Chinese Scholarship Council. The Chinese
Scholarship Council (“CSC”) was established in 1996 as a non.-proﬁt institution affiliated with
the PRC’s Ministry of Education. The CSC is responsible‘for the enrollment and adminishﬁtion
of Chinése Government Scholarship programs and provides funding for both undergraduate and
graduate students, as well as post-doctoral visiting scholars, to Chiﬁese citizens wishing to study
abroad and to foreign citizens wishing to study in China. CSC is financed mainly by the state’s
special apﬁropriations or scholarship progra‘ms..

o2, ZHENG obtained medical degrees while living in the People’s Republic of China
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| (“PRC”). From in or about August 2018, and continuing until in or about December 2019,
ZHENG conducted research in the area of biomedical sciences, specifically in cancer pathology,

at the Beth Israel Deaconess Medical Center (“BIDMC”).

B. Beth_israel Deaconess Medical Center and Wenyi Wei Laboratory -
4 b' BIDMC is a teaching hospital and medical research facility of Harvard Medical .
School locatéd in Bc;ston, Massachusetts. BIDMC has numerous laboratories, including the
Wenyi Wei laboratory. The focus of the Wei Laboratory is the study of cancer cells.

D. ZHENG Smuggles Vials Containing Biological Research and Specimens

5. Between on or about September 4, 2018, and on or about December 9, 2019,
ZHENG worked at Wei’s laboratory at BIDMC on cancer-cell reseal;ch.

6. On or about Monday, December 9, 2019, ZHENG went to Boston Logan
~ International Airport and attempted to leave the United States bound for Beijing, China on
Hainan Airlines (HU) flight 482 with vials of biological materials and research he had stolen
from Wei’s laboratory. |

| 7. Before ZHENG boarded HU flight 482, Customs and Border Protection (“CBP”)

officers located two checked bags in ZHENG’s name and examined them. They discovered 21
vials wrapped in plastic and hidden inb asock. The vials were visually inspected and appeared to
contain liquid. The ofﬁcefs suspected that the »conterllts were biological in nature. As indicated
below, the vials have been tested and analyzed and the results of this testing confirmed that the
vials contained Deoxyribonucleic Acid (“DNA”), and therefore constitute biological specimens.
Accordingly, ZHENG was required to package the vials in a heat sealed bag and label them with

the words “[s]cientific research specimens, 49 CFR 173.4b applies.” The vials were not
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properly packaged or declared in accordance with U.S, transportation regulations.

8. CBP officers identified ZHENG and approached him before he boarded HU flight
482. CBP officers asked ZHENG multlple times if he was traveling w1th any biological items
or research material in either hlS carry-on or checked luggage. ZHENG replied “no.” ZHENG
was then removed from the jetway and escorted to the baggage secondary area, whefe he |

acknowledged his ownership of the checked baggage containing the 21 vials.

E.  ZHENG Admits He Stole Biological Research from BIDMC

9. On. or about Decefnber 10, 2019, ZHENG returned to Logan Airport to board a
flight destined for the PRC. When ZHENG arrived at the airport, he was met by Special Agehts
of the Federal Bureau of Investigation. With the aid of a Mandarin linguist, ZHENG was |
advised of his Miranda rights, which he waivéd, and was then interviewed. ZHENG explained
that he worked at a laboratory at BIDMC, conducting research related to cancer. . ZHENG
admitted that he had stolen biological specimens from BIDMC and that he was planning to take
the specimens to China so that he could conduct further research on the specimeﬁs in his own
laboratory and publish the results under hi’s own name.

10. YOn- or about December 10, 2019, the vials found in ZHENG’s luggage were sent
to a government laboratory for testing. On or about January 17, 2020, the government received
confirmation from the laboratory that the material in the vials contained DNA, and thereere
constituted biological specimens for the purpose of Title 49, Unitéd State Code, Section 173.4b.

I1. | 49 C.F.R. § 173 sets forth the regulations for travel with hazardous materials. 49
C.F.R. § 173.4b regulates air travel with_non-ipfectious biological specimens. In relevant part,

it provides that:
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Non-infectious specimens, such as specimens of mammals, birds, amphibians, reptiles,
fish, insects and other invertebrates . . . are not subject to the requirements of this
subchapter! provided the following packaging, marking and documentation provisions,
as applicable, are met:

(1) The specimens are .

(ii) Placed in vials or other rigid containers with no more than 30 mL of alcohol or
alcohol solution. The containers are placed in a plastic bag that is heat-sealed;

(2) The bagged specimens are placed in another plastic bag with sufficient absorbent
material to absorb the entire liquid contents inside the pnmary receptacle. The outer
plastic bag is then heat-sealed . . . and

(5) The outer package must be leg1b1y marked “Scientific research specimens, 49 CFR

173.4b applies.”
COUNT ONE
Smuggllng Goods From the United States
(18 U.S.C. § 554) '
The Grand Jury charges:

12.  The allegations contained in paragraphs 1-11 are hereby re-alleged and
incorporated by reference as if fully set forth herein.
| 13. On o.r about December 9, 2019, in the District of Massachusetts, the defendant,
ZAOSONG ZHENG,
. did fraudulently and knowingly oxport and send, and aﬁempt to export and send, from the United
States, merchandise, articles, and objects, to wit: oiological specimené, contrary to the laws and
regulations of the United States, specifically, 49 C.F.R. § 173.4b.

All in violation of Title 18, United States Code, Section 554.

' Those requirements set forth further regulations that govern the transportation of
hazardous materials including infectious biological specimens.
‘ 4
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COUNT TWO
False Statements
(18 U.S.C. § 1001(a)(2))
The Grand Jury further charges:
14,  The allegations contained in paragraphs 1-11 are hereby re-alleged and
ihcorporated by reference as if fully set forth herein,
15, On 6r about Decembér 9, 2019, in the District of Massachusetts, the defendant,
ZAOSONG ZHENG,
knowingly and willfully made a materially false, ﬁctitioué and fraudulent statement and
représentation in a matter within the jurisdiction of the executive branch of the Government of
the United States, that is, when asked by Customs and Border Protection officers whether he was
traveling with any Biological items or research material, he answered “no,” when in fact he had

hidden 21 vials containing biological specimens in his luggage.

All in violation of Title 18, United States Code, Section 1001(a)(2).
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UNITED STATES DISTRICT COURT
DISTRICT OF MASSACHUSETTS

Criminal No. (D‘IOC il ‘ OO;‘

Violations:

UNITED STATES OF AMERICA

YANQING YE,
Count One: Visa Fraud
(18 U.S.C. § 15406)

Defendant

Count Two: Making False Statements
(18 U.S.C. § 1001(a)(2))

Count Three: Acting as an Agent of a
Foreign Government
(18 U.B.C. §951)

Count Four: Conspiracy
(18 U.S.C. § 371)

e St N e e et N N N e e S M e e

INDICTMENT

At all times relevant to this indictment:

General Allegations

A. The People’s Republic of China and its Military

1s The People’s Republic of China (“PRC™) is a “foreign government™ as that term
is defined under 28 C.F.R. § 73.1(b). The People’s Liberation Army (“PLA™) is the military arm
of the Chinese Communist Party (“CCP”) and the armed forces of the PRC. The PLA is
composed of six services and support forces: the PLA Army; PLA Navy; PLA Air Force; PLA
Rocket Force; PLA Strategic Support Force; and the PLA Joint Logistics Support Force. The
Central Military Commission (“CMC™) controls the PLA. The PLA uses three schools (the
Academy of Military Science, National Defense University, and National University of Defense

Technology) to formulate military strategy, research and advance its military capabilities and

1
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weapons systems, and train its armed forces. Professors at these schools also serve as military
officers and leaders of the PLA.

2. National University of Defense Technology (“NUDT™) is a top military academy
directed by China’s CMC. It was founded in 1953 by the Harbin’s Military Engineering
Institute PLA. NUDT is involved in national defense research for the PLA and responsible for
modernizing the PRC’s armed forces and designing advanced weapons. NUDT is also
responsible for training advanced scientific and engineering personnel, commanding personnel,
and senior leadership in the PLA.

B. The Defendant and Her Conspirators

3. YANQING YE (“YE”) is a Chinese national, a female member of the PLA, and
member of the CCP. At all times relevant to the Indictment, YE was a Lieutenant in the PLA
and was being directed by senior leaders of the PLA while conducting research at Boston
University pursuant to a J-1 non-immigrant visa.

4. Co-conspirator A was, at all relevant times, YE’s supervisor as well as a Colonel
in the PLA and full professor at NUDT.

5. Co-conspirator B was, at all relevant times, an Assistant Professor in Management
Science and Engineering at NUDT and a member of the PLA who according to YE had the rank
“of less than Colonel.” YE was aware that Co-conspirator B had worked on military research
projects regarding rocket launchers.

6. Co-conspirator C was, at all relevant times, an Assistant Professor in NUDT’s

College of Information Systems and Management.
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C. YE Fraudulently Gained Entry into the United States

7. YE applied for, and obtained a, J-1 non-immigrant visa to conduct research in the
Department of Physics, Chemistry, and Biomedical Engineering, Center of Polymer Studies, at
Boston University. YE’s research and studies in the United States at Boston University were
funded by the Chinese Scholarship Council (“CSC”). The CSC was established in 1996 as a
non-profit institution affiliated with the PRC’s Ministry of Education. The CSC is responsible for
the enrollment and administration of Chinese Government Scholarship programs and provides
funding for both undergraduate and graduate students, as well as post-doctoral visiting scholars,
to Chinese citizens wishing to study abroad and to foreign citizens wishing to study in China.
CSC is financed mainly by the state’s special appropriations or scholarship programs.

8. On or about August 4, 2017, YE electronically signed her visa application and
certified that all of her answers on the form were true and correct when, in fact, she
misrepresented her foreign military service to gain entry to the United States. In her visa
application, YE described her foreign military service as follows:

Name of Country/Region: CHINA

Branch of Service: CIVIL SERVICE

Rank/Position: STUDENT

Military Specialty: NUDT [National University of Defense Technology]

Date of Service

From: 01 September 2009

Date of Service

To: 31 July 2017
This description was false as YE’s foreign military service did not end on July 31, 2017, as she

represented to the U.S. Government. Nor was her rank only that of a “student” in NUDT. To

the contrary, YE was in fact a Lieutenant in the PLA and continued to work as a Lieutenant in
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the PLA while studying and conducting research in the United States from in or about October
2017 to in or about April 2019. As described below, YE was tasked with numerous assignments
from PLA officers while she was in the United States such as conducting research, assessing
U.S. military websites, and sending U.S. documents and information to China, which YE
completed by masking her affiliation to the PLA. YE also lied on her visa application when she
answered “No” to the question: “Do you seek to engage in espionage, sabotage, export control
violations, or any other illegal activity while in the United States?” Based upon YE'’s false
representations, on or about September 5, 2017, the U.S. Department of State approved YE’s
DS-160 application. On or about October 14, 2017, YE gained entry into the United States using
her visa that she knew had been procured through fraud and making false statements, in violation
of 18 U.S.C. § 1546.
D. YE Makes False Statements to U.S. Law Enforcement

9. On or about April 20, 2019, officers of Customs and Border Protection along with
a Special Agent of the FBI conducted an interview of YE at Boston Logan International Airport.
During this interview, YE stated, among other things, that Co-conspirator A was her Chinese
advisor and a “full professor” at NUDT and he held the military rank of “Colonel.” YE falsely
claimed that she had minimal contact with Co-conspirator A, and that Co-conspirator A did not
provide much oversight of her research projects. She further falsely denied participating in any
of Co-conspirator A’s military projects. Yet, based upon records found on YE’s electronic
devices pursuant to a border search, at the instruction of Co-conspirator A, YE had accessed U.S.
military websites, researched U.S. military projects, and compiled information for the PLA on

two U.S. persons with expertise in robotics and computer science.

4
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10.  During the April 20, 2019 interview, YE also denied having any involvement in
Co-conspirator B’s research. YE described Co-conspirator B as an Assistant Professor of NUDT
who held a military rank of “less than colonel.” She also claimed that she had no recent
communications with him when, in fact, she had numerous WeChat conversations with Co-
conspirator B in 2018 and 2019. Indeed, according to a January 2019 WeChat conversation
between YE and Co-conspirator B, they were collaborating on a research paper that was focused
on a risk assessment model designed to assist the PLA in deciphering data for military
applications. On or about April 11, 2019, Co-conspirator B sent YE a message in Chinese that
has been translated into English that states: “See if [we can] find projects in risk analysis and
policy sponsored by the US military by searching risk + US military directly.” YE also provided
Co-conspirator B her Boston University VPN login, including her username and password so
Co-conspirator B could log into YE’s account.

11.  Lastly, during this interview, YE stated that she held the rank of Lieutenant in the
PLA and admitted she was a member of the CCP. She planned to return to the PRC and
complete her PhD at NUDT under the advisement of Co-conspirator A. YE indicated that part of
her undergraduate studies at NUDT included classification training and students at NUDT
worked on classified projects.

E. YE Acted as an Agent of the PRC without Notification to the Attorney General

12. In direct violation of the terms of her J-1 visa, while in the United States, YE had
extensive communications with several senior PLA officers and she continued to work as a PLA
Lieutenant. YE was tasked by senior PLA officers, completed those taskings, conducted

research on the U.S. military for the PLA, collaborated with Co-conspirator B on research

5



Case 1:20-cr-10021-PBS Document 1 Filed 01/28/20 Page 6 of 13

projects that had potential military applications, and lied about her engagement with PLA
officers when directly questioned about them. YE acted as an agent for the Chinese government,
yet she never notified the Attorney General as required for agents working for a foreigﬁ

government.
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COUNT ONE
Visa Fraud
(18 U.S.C. § 1546(a))

The Grand Jury charges:

13.  The allegations contained in paragraphs 1-12 are hereby re-alleged and
incorporated by reference as if fully set forth herein.

14.  The conduct alleged in this Count occurred outside the jurisdiction of any
particular State or district and within the venue of the United States District Court for the District
of Massachusetts, as provided in 18 U.S.C. § 3238.

15.  On or about August 4, 2017, in the People’s Republic of China, the defendant

YANQING YE,
did knowingly subscribe as true, under penalty of perjury (28 U.S.C. § 1746), a false statement
with respect to a material fact in an application, to wit, in response to the question: “Have you
ever served in the military?” on the Form DS-160, Application for Immigrant Visa and Alien
Registration, YE responded that she only had attained the rank of “student” at NUDT and her
period of service to Chinese military ended on July 31, 2017, which statement the defendant then

and there knew was false.

All in violation of Title 18, United States Code, Section 1546(a).
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COUNT TWO
False Statements
(18 U.S.C. § 1001)
The Grand Jury further charges:
16.  The allegations contained in paragraphs 1-12 are hereby re-alleged and
incorporated by reference as if fully set forth herein.
17.  On or about April 20, 2019, in the District of Massachusetts, the defendant
YANQING YE,
in a matter within the jurisdiction of the executive branch of the Government of the United
States, did knowingly and willfully make a materially false, fictitious and fraudulent statement
and representation, which YE then knew to be false during an interview conducted by CBP

officers and a FBI Special Agent.

All in violation of Title 18, United States Code, Section 1001(a)(2).
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COUNT THREE
Acting in the United States as an Illegal Agent of a Foreign Government
(18 U.S.C. § 951)

The Grand Jury further charges:

18.  The allegations contained in paragraphs 1-12 are hereby re-alleged and
incorporated by reference as if fully set forth herein.

19.  Beginning on a date unknown to the Grand Jury, but no later than in or about
October 2017, and continuing until in or about April 2019, in the District of Massachusetts and
elsewhere,

YANQING YE,
defendant herein, did knowingly act in the United States as an agent of a foreign government, to
wit: the People’s Republic of China, without prior notification to the Attorney General of the

United States as required by law.

All in violation of Title 18, United States Code, Section 951(a).
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COUNT FOUR
Conspiracy
(18 U.S.C. § 371)

The Grand Jury further' charges:

20.  The allegations contained in paragraphs 1-12 are hereby re-alleged and
incorporated by reference as if fully set forth herein.

21.  Beginning on a date unknown to the Grand Jury, but no later than in or about
October 2017, and continuing until in or about April 2019, in the District of Massachusetts and
elsewhere, the defendant

YANQING YE,
did knowingly and willfully conspire with others known and unknown to the Grand Jury to
commit an offense against the United States, to wit, 18 U.S.C. § 951, that is, to knowingly act in
the United States as an agent of a foreign government, the PRC, without prior notification to the
Attorney General as required by law, in violation of 18 U.S.C § 371.

OVERT ACTS

21. In furtherance of the conspiracy, and to effect its objects, the defendant and her
co-conspirators committed overt acts, including but not limited to, the following:

a. On or about August 4, 2017, YE lied on the Form DS-160, Application for
Immigrant Visa and Alien Registration, about her military rank in the PLA, position in the PLA,
and the end date of her service. She made these statements to fraudulently obtain a J-1 visa so as
to gain entry into the United States and operate within the United States under the direction and

control of her senior leaders in the PLA.

10
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b. On or about March 15, 2018, YE sent instructions to Co-conspirator B in Chinese
via WeChat on how to access Boston University’s document database using her Boston
University VPN login information (username and password) thereby giving Co-Conspirator B
the ability to log into Boston University posing as YE.

c. Beginning in or about January 2019, Co-conspirator B and YE collaborated on a
research paper that was focused on a risk assessment model designed to assist in deciphering
data for military applications. As part of this research project, among other things, on or about
April 11, 2019, Co-conspirator B advised YE via WeChat: “See if [we can] find projects in risk
analysis and policy research sponsored by the US military by searching risk + US military
directly.” In response, later on April 11, 2019, YE responded via WeChat that she would
conduct this research.

d. On or about April 6, 2019, Co-conspirator A instructed YE via WeChat to
research a U.S. professor at the Naval Postgraduate School at Monterey, California whose work
focused on computer security, digital forensics, and computer and software engineering and
prepare a summary of his biography for him. Co-conspirator A advised Ye: “Compile the
information into a file, then send it to me please.” YE responded: “Sure Teacher [Co-conspirator
A]. Please go to bed now. I will start to work on it immediately.” Approximately, six hours
later, YE sent Co-conspirator A three documents: (1) a Word document that she prepared
summarizing the professor’s biography; (2) the professor’s curriculum vitae from the school’s
website; and (3) a list of his published articles.

e. On or about April 11, 2019, Co-conspirator C requested YE via WeChat to
download a pdf file from a U.S. navy website —

11
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www.public.navy.mil/surfor/Documents/Surface_Forces_Strategy.pdf. YE did as she was
instructed and sent Co-Conspirator C this document via WeChat. In response, Co-conspirator C
stated: “Now a days, we can’t connect to a link with mil top level domain from China... This is
probably American taking precautions against us.” YE agreed with these statements and
revealed that when she has been searching for information recently, “sometimes I have to use the
IP of the university to enter certain websites.”

f. On or about April 15, 2019, Co-conspirator A sent YE requests via WeChat to
access the U.S. navy website — www.onr.navy.mil and “check if it has a list of projects.” Later
that same day, Co-conspirator A also requested YE to access the U.S. army website —
www.arl.army.mil and review the contents of that website for him.

g On or about April 16, 2019, Co-conspirator A instructed YE via WeChat to
conduct research and compile information on a Professor of Electrical and Computer
Engineering at University of Texas at San Antonio. This professor’s research focused on system
of systems technology apd intelligent robotics. As instructed, YE compiled the information Co-

conspirator A requested and sent it to Co-conspirator A via WeChat on or about April 16, 2019.

All in violation of Title 18, United States Code, Section 371.

12
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