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[Click here to jump to p. 8, the first page of the FBI FOIA
release that is being analyzed in this press release.]

Judicial Watch Uncovers ‘Cover-Up’ Discussions in Latest Production of Clinton Email
Documents

APRIL 08, 2019

Intelligence IG Details ‘Hundreds’ of Classified Emails and Suggests Entire
‘Collection’ Could Be Classified

(Washington, DC) — Judicial Watch announced today that it uncovered 422 pages of
FBI documents showing evidence of “cover-up” discussions related to the Clinton
email system within Platte River Networks, one of the vendors who managed the
Clinton email system. The documents also show Intelligence Community Inspector
General (ICIG) Charles McCullough forwarding “concerns” about classified information
in former Secretary of State Hillary Clinton’s emails.

The new documents uncovered by Judicial Watch also contain Clinton’s 2009
classified information Non-Disclosure Agreement bearing her signature.

An October 2016 Judicial Watch Freedom of Information Act (FOIA) lawsuit (Judicial
Watch v. U.S. Department of Justice (No. 1:16-cv-02046)) forced the release of the
new FBI documents. Judicial Watch lawsuit filed after the Justice Department failed to
comply with a July 7, 2016, FOIA request seeking:

« All FD-302 forms prepared pursuant to the Federal Bureau of Investigation’s
investigation of former Secretary of State Hillary Clinton’s use of a private e-mail
server during her tenure.

« All records of communications between any agent, employee, or representative
of the Federal Bureau of Investigation regarding, concerning, or related to the
aforementioned investigation. This request includes, but is not limited to, any
related communications with any official, employee, or representative of the
Department of Justice, the Executive Office of the President, the Democratic
National Committee, and/or the presidential campaign of Hillary Clinton.

« All records related to the meeting between Attorney General Lynch and former
President Bill Clinton on June 27, 2016.
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FBI notes of an interview with an unidentified Platte River Networks official in
February 2016 (almost a year after the Clinton email network was first revealed) show
that Platte River “gave someone access to live HRC archive mailbox at some point.”
The same notes show that an email from December 11, 2014, exists that reads “Hillary
cover up operation work ticket archive cleanup.” The interviewee said that the “cover
up operation” email “probably related to change to 60 day [sic] email retention
policy/backup.” The subject indicated that he didn’t “recall the prior policy.” The notes
also indicated, “[Redacted] advised [redacted] not to answer questions related to conv
[conversation] w/DK [David Kendall] document 49 — based on 5th amendment.”

The subject said that “everyone @ PRN has access to client portal.”

A December 11, 2014, Platte River Networks email between redacted parties says:
“Its [sic] all part of the Hillary coverup operation <smile> I'll have to tell you about it at
the party”

An August 2015 email from Platte River Networks says: “So does this mean we don’t
have offsite backups currently? That could be a problem if someone hacks this thing
and jacks it up. We will have to be able to produce a copy of it somehow, or we’re in
some deep shit. Also, what ever [sic] came from the guys at Datto about the old
backups? Do they have anyway [sic] of getting those back after we were told to cut it
to 30 days?”

In March 2015, Platte River Networks specifically discusses security of the email
server.

[Redacted] is going to send over a list of recommendations for us to apply for
additional security against hackers. He did say we should probably remove all
Clinton files, folders, info off our servers etc. on an independent drive.

Handwritten notes that appear to be from Platte River Networks in February 2016
mention questions concerning the Clinton email system and state of back-ups

The documents show Platte River Networks’ use of BleachBit on the Clinton server.
The BleachBit program was downloaded from a vendor called SourceForge at
11:42am on March 31, 2015, according to a computer event log, and over the next half
hour, was used to delete the files on Hillary’s server.

The documents also contain emails and handwritten notes written in June and July
2015 from the Office of the Intelligence Community Inspector General discussing
‘concerns” over classified information. A redacted sender writes to State Department
Official Margaret “Peggy” Grafeld that “inadvertent release of State Department’s
equities when this collection is released in its entirety — the potential damage to the
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foreign relations of the United States could be significant. ICIG McCullough forwards
the concern, saying: “Need you plugged in on this.”

From: [Redacted]

Sent: Saturday, June 27, 2015 2:46 PM

To: Grafeld, Margaret P [Peggy]

Subject: Concerns about the HRC Review ...

While working with this inspector, | have personally reviewed hundreds of
documents in the HRC collection. | can now say, without reservation, that there
are literally hundreds of classified emails in this collection; maybe more. For
example, there are comments by Department staff in emails relating to the
Wikileaks unauthorized disclosures; many of the emails relating to this actually
confirm the information in the disclosures. This material is the subject of FOIA
litigation, and the emails will now have to be found, reviewed and upgraded.
Under the EO 13526, it would be in in our right to classify the entire HRC
collection at the Secret level because of the “mosaic effect.” While there may
be IC equities in the collection, | am very concerned about the inadvertent
release of State Department’s equities when this collection is released in its
entirety — the potential damage to the foreign relations of the United States
could be significant.

From: Chuck Mccullough [sic]

Sent: Monday, June 29, 2015 11:16 AM

To: [Redacted]

Subject: FW: SBY FW: Concerns about the HRC Review ...
[Redacted]

Need you plugged in on this. Need to coordinate w/ State’s WB person.

In an August 2015 classified memo prepared by the FBI Counterintelligence Division
regarding the findings of the ICIG with respect to Hillary’s email server, the FBI noted
that the ICIG had found that in a sampling of only 40 of Hillary’s 30,000 emails, four
classified emails were found. A subsequent letter sent by Sen. Richard Burr (R-NC) to
ODNI Clapper regarding this sample of Clinton’s emails noted that they were all
classified at the secret level.
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In an August 2015 internal FBI memo, the FBI notes that Hillary Clinton had signed a
June 28, 2011, official correspondence advising all State Department employees that,
“due to ‘recent targeting of personal e-mail accounts by online adversaries,” State
employees should ‘avoid conducting official Department business from (their) personal
e-mail accounts.” The same FBI memo noted that Under Secretary of State for
Management Patrick Kennedy had sent a memo to all senior State Department
officials on August 28, 2014, in which Kennedy included excerpts from the Foreign
Affairs Manual that said that “classified information must be sent via classified e-mail
channels only...”

The documents uncovered by Judicial Watch also show infighting between State
Department Under Secretary Patrick Kennedy and the ICIG over the processing of the
potentially compromised Clinton email communications.

A June 15, 2015, memo for the record prepared by the ICIG regarding the State
Department’s review of Hillary Clinton’s emails indicates among other things that the
retired foreign service officers that State was using to review Hillary’s emails were not
“not optimal.”

Evaluation of other agencies’ equities is not optimal. State Department is
currently relying on retired senior Foreign Service Officers to review for other
agencies’ equities in FOIA cases. For example, a review of the first set of 296
emails received from former-Secretary Clinton and released on the State
Department FOIA website identified material that should have been referred to IC
FOIA officials for review prior to release. Recommend State Department FOIA
Office request staff support from IC FOIA offices to assist in the
identification of intelligence community equities. [Emphasis in original]

*k%

According to State FOIA personnel, during the State Department Legal Office’s
review, four of the Bl [national security] exemptions were removed and- changed to
“B5” FOIA exemptions (Privileged Communications). Recommend State
Department FOIA Office seek classification expertise from the interagency to
act as a final arbiter if there is a question regarding potentially classified
materials. [Emphasis in original]

It is unclear if the Department of Justice is reviewing the emails before FOIA
release. Former-Secretary Clinton’s emails are the subject of numerous FOIA
requests and multiple FOIA lawsuits. It may be prudent to integrate the
Department of Justice into the FOIA process review to ensure the redactions can
withstand potential legal challenges. If not already being done, recommend the
State Department FOIA Office incorporate the Department of Justice into the
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FOIA process to ensure the legal sufficiency review of the FOIA exemptions
and redactions. [Emphasis in original]

An August 4, 2015, interview by the FBI of State Department |G Steven Linick
mentions an incident on “May 13, 2011 2:28 am Huma — Phil Rein potential hack.”

On October 15, 2012, Clinton’s IT technician Bryan Pagliano, sent to Bill Clinton’s
aide Justin Cooper a bill indicating that on July 28-29, 2012, Pagliano had to address
the issue of “Mailbox Corruption” of Hillary Clinton’s email server, spending a total of
5.5 hours on the problem. Other invoices show that he had to “fix corruption in justin’s
[Cooper’s] mailbox; ” have a “conference call with security team;” “Blocked spamer
[sic] smtp address for Viagra message;” “virus investigation and cleanup;” “clean up
virus from bb [BlackBerry] profile;” and multiple “brute force attacks” against Hillary
Clinton’s server, requiring him to “reset password.” The documents show that Pagliano

was paid $40,337.86 over four years by the Clinton Executive Service Corp.

In a 2016 deposition in a separate Judicial Watch lawsuit, Pagliano repeatedly
invoked his Fifth Amendment right to not answer questions regarding IT support he
provided to the Clinton email system.

An August 2015 letter from the United States Secret Service to the
Counterintelligence Division of the FBI, addressing a request regarding preservation of
records in connection with Clinton’s email system. The letter also cites Judicial
Watch’s litigation concerning preservation of her email server records. The Secret
Service writes that its searches “did not reveal any responsive documents ...
[n]otwithstanding, the Secret Service will send out a preservation request for the
Agency records listed in your correspondence ...”

A July 2015 letter from the National Archives requests information from the State
Department regarding “the training, procedures and other controls” employed by the
State Department to ensure key record management directives were implemented
regarding “the management of email and other electronic records of senior agency
officials.” Also, the Archives requests “that the Department contact the representatives
of former Secretary Clinton to secure the native electronic versions with associated
metadata” of the 55,000 hard copies of emails provided to the State Department.

November 2012 classified emails from Jake Sullivan, Clinton’s top foreign policy
adviser, discuss a “Report of arrests — possible Benghazi connection” with her.

A request for travel dated November 2015 shows that the FBI dispatched special
agents to Spain and Bahrain to conduct interviews in the “Midyear Exam” regarding a
“sensitive investigative matter.”

https://www.judicialwatch.org/press-room/press-releases/judicial-watch-uncovers-cover-up-discussions-in-latest-production-of-clinton-email-documents/ ~ 5/7


https://www.judicialwatch.org/document-archive/jw-v-doj-hrc-emails-02046-pg-381-384/
https://www.judicialwatch.org/press-room/press-releases/judicial-watch-asks-court-unseal-videos-depositions-hillary-clinton-email-case/
https://www.judicialwatch.org/document-archive/jw-v-doj-hrc-emails-02046-pg-136-162/
https://www.judicialwatch.org/press-room/press-releases/clinton-email-update-judicial-watch-releases-former-state-department-official-bryan-pagliano-deposition-testimony/
https://www.judicialwatch.org/document-archive/jw-v-doj-hrc-emails-02046-pg-59-60/
https://www.judicialwatch.org/document-archive/jw-v-doj-hrc-emails-02046-pg-379-380/
https://www.judicialwatch.org/document-archive/jw-v-doj-hrc-emails-02046-pg-54-57/
https://www.judicialwatch.org/document-archive/jw-v-doj-hrc-emails-02046-pg-119-121/

4/9/2019 Judicial Watch Uncovers ‘Cover-Up’ Discussions in Latest Production of Clinton Email Documents - Judicial Watch

Other released materials include letters from Clinton’s personal lawyer David Kendall
throughout the production. On June 24, 2015, Kendall writes to the State Department
Inspector General that the State Department is in possession of “all Secretary
Clinton’s work-related ... emails:” He continues that, as Hillary’s personal counsel, “We
continue to retain a preservation copy of the .pst file containing the electronic copies of
those e-mails, on a thumb drive that is stored in a secured safe at the offices of
Williams and Connolly ...”

| note at the outset that the Department of State is in possession of all of Secretary
Clinton’s work-related and potentially work-related e-mails. Specifically, in
response to an October 2014 letter request from the Department of State,
Secretary Clinton’s counsel identified all work-related or potentially work-related e-
mail in her possession, custody, or control. In total, 30,490 e-mails, all of which
were from her @clintonemail.com account, were identified and provided in hard
copy to the Department of State in _December 2014. A3 her personal counsel, we
continue to retain a preservation copy of the .pst file containing the electronic
copies of those e-mails, on a thumb drive that is stored in a secured safe at the

offices of Williams & Connolly LLP, 725 12t Street NW, Washington DC 20005.
The only two persons authorized to access that thumb drive are me and my law
partner, Katherine Turner.

“Judicial Watch uncovered new ‘cover-up’ records on the illicit Clinton email system
that further demonstrate the sham nature of the FBI/DOJ ‘investigation’ of her,” said
Judicial Watch President Tom Fitton. “These shocking new documents show that
various Obama agencies were protecting Hillary Clinton from the consequences of her
misconduct. It is well past time for the DOJ to stop shielding Hillary Clinton and hold
her fully accountable to the rule of law.”

In a different lawsuit Judicial Watch previously released 186 pages of records from the
DOJ that include emails documenting an evident cover-up of a chart of potential
violations of law by former Secretary of State Hillary Clinton.

And, in a separate lawsuit, Judicial Watch uncovered 215 pages of records from the
DOJ revealing former FBI General Counsel James Baker discussed the investigation
of Clinton-related emails on Anthony Weiner’s laptop with Kendall. Baker then
forwarded the conversation to his FBI colleagues.

Judicial Watch has previously released numerous instances of classified information
distributed through Clinton’s unsecure, non-government email system. For example,
see here, here and here.

And, Judicial Watch is currently conducting depositions of senior Obama-era State
Department officials, lawyers, and Clinton aides.
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INSPECTOR (GENERAL OF THE INTELLIGENCE COMMUNITY
WASHINGTON, DC 20511

July 6, 2015

Mr. Randall Coleman -

Assistant Director, Counterintelligence Division
Federal Bureau of Investigation

935 Pennsylvania Ave., N.-W.

Washington, DC 20535

SUBJECT: Section 811(c) Referral — Potential Compromise of Classified
Information » '

SENT VIA SECURE FACSIMILE
Dear Mr. Coleman,

(U) On March 12, 2015, Senate Committee Chairmen Burr, Corker, and
Johnson requested that the State Department Inspector General (State 1G)
conduct a review of State employees’ use of personal email and non-government
networks for official purposes. The Chairmen asked State IG to address several
specific areas, including whether classified information was transmitted or
received. The Chairmen also requested State IG coordinate their review with the
Inspector General of the Intelligence Community (IC 1G). State IG thereafter
initiated a review and requested IC IG support.

(U) Concomitant with the State IG review, State FOIA officials are reviewing
more than 30,000 emails provided by former Secretary of State
Hillary Clinton. According to the former Secretary, these 30,000 emails were
transmitted via personal hardware and software devices during her tenure at
State.

(U//¥e80) In support of State 1G’s review, IC IG reviewed 296 of the
30,000 emails. State had FOIA-processed these 296 emails and released them
publicly on May 22, 2015. IC IG found that two of these 296 emails contained
classified information. One email had been redacted using a “B1” FOIA
Exemption. The other email had been processed and released in an unclassified

UNCLASSIFIED/ /Fo¥oe-
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SUBJECT: Update to IC IG support to State Department IG (Re: 12 March 2015 letter from
Chairmen Burr, Corker, and Johnson) .

unclassified and unredacted form that --according to DIA, NSA, and NGA FOIA
officials -- should have been marked and handled as SECRET//NOFORN.
Further, these IC FOIA officials confirmed that the document in question had not
been coordinated with the appropriate IC elements before public release.

(U/ FOBO) My office notified the National Counterintelligence and Security
Center (NCSC) as well as other appropriate Cl/Security officials of this
released, unredacted document. Under Intelligence Community Directive 701,
Deterrence, Detection, Reporting, and Investigation of Unauthorized Disclosures
of Classified National Intelligence., NCSC (formerly National Counterintelligence
Executive) is responsible for assessing unauthorized disclosures of classified
information and making any notifications they deem necessary to the

Depariment of Justice.
) : b3 per ODNI

act me or b6 per ODNI
| with any questions or concerns. b7C per ODNI
C/ M (%/ >———-L— G -] - 200

I. Charles MéCullough, Il Date )
Inspector General of the Intelligence Community

DIS’I‘RIBU'ITON The Honorable Richard Burr
The Honorable Dianne Feinstein
The Honorable Devin Nunes
The Honorable Adam Schiff
The Honorable James Clapper, Director National Intelligence
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Intelligence. The State and IC IG defer to the National Counterintelligence and

Security Center and the various agency security officials with regard to b3 per ODNI
coordination of appropriate security/CI actions and the disposition of these b6 per ODNI
electronic storage devices. b7C per ODNI

U) Please contact me or th
with any questions or concerns.

(ﬂ@ @—*—-‘#——' ' ¢ [2rS 2o

I. Charles Mcﬁullougy I Date
Inspector General of the Intelligence Community .

DISTRIBUTION: The Honorable Richard Burr
The Honorable Dianne Feinstein
The Honorable Devin Nunes
. The Honorable Adam Schiff
The Honorable James Clapper, Director National Intelhgence
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To: 'CD-4, Counterespionage Section ~ Attn:

From: CD-4

: b6
" Contact: SA b7C
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Approved By: Kable Charles H. IV’/éééb 274?””
[l
Drafted By:
X b3
Case ID #: (U) “)J'ﬂ\o\ b7E

¥) MIDYEAR EXAM

Synopsis: U/ (SPAGE) Document July 22, 2015 Meeting with Office of
Inspector General of the Intelligence Community.

b3 per ODNI
b6 per FBI, ODNI
b7C per FBI, ODNI

Details: ' ' (SAANF) On July 22, 2015, FBI representatives ,
Charles H. Kable, Section Chief, | | Assistant
Section Chief, | | Assistant Section Chief, CD-4
Counter-Espionage Section, opecial Agents] |

| Intelligence Analysts| [and

|met with Office of the Inspector General of the
Intelligence Communitv representatives., T Charles McaCullough
Inspector General,

| The meeting took place at the Office of
the Inspector General of the Intelligence Community, Patriot
Park, 12290 Sunrise Valley Drive, Reston, VA 20191.

"ESi%NE} At this meeting the group discussed the U.S.
Department of State’s Inspector General’s (State IG) and Office
of the Inspector General of the Intelligence Community (ICIG)
ongoing review of the use of personal communications hardware
and software by five Secretaries of State and their immediate

SEC ORN
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 07/28/2015
To: CD-4, Counterespionage Section Attn:

From: CD-4

b6

Contact: SA b7

Approved By: Kable Charles H. Ivééééz_522&£r”

2l

Drafted By:

. - . b3
Case ID #: (U)| _ | iuw-\ \0 b

. MIDYEAR EXAM

-]

Synopsis: I§f$§EI;Documéht Receipt of Correspondence between
Inspector General for the Intelligence Community, Department of
State Inspector General and U.S. Department of State.

By: F93M27K51 o
dated 20130301

. ify On: 20401231
Details: J[SAAE] On July 27, 2015 ,
Office of the Inspector General of the Intelligence Community b3 per ODNI
(ICIG) provided the FBI documented correspondence records b6 per ODNI
between ICIG, Department of State Inspector General (State IG)b7cperoDNI
and U.S. Department of State (USDS).

1. June 15, 2015: Letter from ICIG to State IG
2. June 15, 2015: Memo from ICIG documenting potential FOIA
. issues

3. June 25, 2015: Memo from Secretary Kennedy response to FOIA -
issues memo A : ,

4. June 29, 2015: Memo from State IG to Secretary Kennedy

5. June 29, 2015: Follow Up Memo Email

6. July 2, 2015: Follow up from Yesterday’s Meeting Email

7. July 2, 2015: Follow up from Yesterday’s Meeting Email

8

. July 6, 2015: Request for assistance from IC FOIA Officials
Email - . 4

M
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INSPECTOR GENERAL OF THE INTELLIGENCE COMMUNITY
WASHINGTON, DC 20511

15 June 2015

- The Honorable Steve Linick
Inspector General

Department of State

2201 C Street, NW (SA-3, Suite 8100)
Washington, DC 20520

Dear Mr. Linick:

(U//FEH6) Thank you for reaching out to my office to assist you in your
current review entitled “Use of Personal Communications Hardware and Software
by Five Secretaries of State and Their Immediate Staffs.” Thus far, our assistance
has been tailored to reviewing State Department’s Freedom of Information Act
(FOIA) process and how classified information is safeguarded in that process.

(U/ /FOB6) Our preliminary review identified four areas that may require
immediate attention by State FOIA officials, in coordination with Intelligence
Community FOIA officials. Those areas are detailed in the attached memorandum.
My team has briefed your team members on these developments and will continue
to refine findings and recommendations as the review progresses.

Sincerely,

J i

I. Charles McCullough, III

bé
cc:[ T Counselor.

State Department Office of Inspector General

Office of the Inspector General of the Intelligence Community 22 per ggg;
per

b7C per ODNI

Attachment- ,
(U) MFR, dtd 15 June, 2015) (U//FOH6O)
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OFFICE OF THE INSPECTOR GENERAL OF THE INTELLIGENCE COMMUNITY
INSPECTIONS AND EVALUATIONS DIVISION
WASHINGTON, DC 20511

MEMORANDUM FOR THE RECORD

15 June 2015

PROJECT: ' (U) Special Inquiry 2015-001: Assistance to State
Department Inspector General Review of Use of Personal
Communications Hardware and Software by Five
Secretaries of State and Their Immediate Staffs

INSPECTOR: (U) b3 per ODNI
b6 per ODNI
PURPOSE: (U/ /EeB©) Document Potential Issues Identified in  P7C per ODNI
Preliminary Review of the State Department FOIA
Process.

(U/ A=6HE0) The Office of the Inspector General of the Intelligence
Community (IC IG) is assisting the State Department IG’s office in the above
referenced review; focused on the handling of potentially classified material during
the State Department Freedom of Information Act (FOIA) review process. I am
conducting a preliminary review of the handling of potentially classified material
during the State FOIA review process being used to review the 33,000 emails
provided by former Secretary Clinton from her personal email server. Thus far, I
have identified four areas that may require expedited attention by State FOIA
officials, in coordination with IC FOIA officials. Those areas are:

1. (U//FouY6) Evaluation of other agencies’ equities is not optimal. State
Department is currently relying on retired senior Foreign Service Officers to
review for other agencies’ equities in FOIA cases. For example, a review of
the first set of 296 emails received from former-Secretary Clinton and
released on the State Department FOIA website identified material that
should have been referred to IC FOIA officials for review prior to release.
Recommend State Department FOIA Office request staff support from
IC FOIA offices to assist in the identification of intelligence community

equities.

THIS IS A DELIBERATIVE PROCESS DOCUMENT AND INTENDED SOLELY FOR OFFICIAL USE BY THE IC IG.
RECIPIENTS MAY NOT FURTHER DISSEMINATE WITHOUT THE EXPRESS PERMISSION OF IC |G PERSONNEL.

UNCLASSIFIED//Ecter
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’ UNCERES PFLEET VFtee .

(U/ /#0H9) Document Potential Issues Identiﬁéd in Preliminary Review of the
State Department FOIA Process. -

2. (U//FOYO) Storage and distribution of FOIA material is occurring on a
SECRET level network. State Department is using a SECRET level
network (ClassNet) to store the 33,000 emails acquired from former-
Secretary Clinton. State is also using ClassNet to distribute the FOIA
material for review by both the intra-and-inter-agency. Material at the
SECRET//NOFORN level was identified in the first set of 296 emails prior to
their release. Recommend IC FOIA officers review the emails to ensure
ClassNet use is appropriate before transmitting to the State Bureaus for
review.

3. (U//FeY0) Applying appropriate FOIA exemptions to protect classified
information. State Department FOIA personnel recommended five “B1”
(Classified National Security Information) FOIA exemptions for proposed
redactions in the first set of 296 emails to protect classified information.
According to State FOIA personnel, during the State Department Legal
Office’s review, four of the B1 exemptions were removed and changed to
“B5” FOIA exemptions (Privileged Communications). Recommend State
Department FOIA Office seek classification expertise from the
interagency to act as a final arbiter if there is a question regarding
potentially classified materials. ‘

4. (U//FO4Y0O) It is unclear if the Department of Justice is reviewing the
emails before FOIA release. Former-Secretary Clinton’s emails are the
subject of numerous FOIA requests and multiple FOIA lawsuits. It may be
prudent to integrate the Department of Justice into the FOIA process review
to ensure the redactions can withstand potential legal challenges. If not
already being done, recommend the State Department FOIA Office
incorporate the Department of Justice into the FOIA process to ensure
the legal sufficiency review of the FOIA exemptions and redactions.
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. Obtained by Judicial Watch, Inc. .
| | : b3 per ODNI

b6 per ODNI

From: Chuck Mccullough : b7C per ODNI
Sent: Monday, June 29, 2015 7:49 PM

To: ‘

Subject: [AIN] FW: Follow Up Memorandum

b3 per ODNI

I. Charles McCullough, III

Intelligence Community Inspector Genheral

b3 per ODNI
b6 per ODNI
- b7C per ODNI

From: Kennedy, Patrick F [mailto:KennedyPF@state.gov]
Sent: Monday, June 29, 2015 7:15 PM

To: Linick, Steve A (OIG)

Cc: Higginbottom, Heather A; Chuck Mccullough
Subject: RE: Follow Up Memorandum

Steve -

I would appreciate your advising the IC IG that i1f his office believes that
there is material that needs to be withheld, it needs to identify the specific
documents involved. The ?Bates Stamp? number on the document is a sufficient
reference item to let us know which are of concern.

Since we are set by court order to publish the first tranche tomorrow, I
would hope that we get this material soonest.

HRC-396



. Obtained by Judicial Watch, Inc. .
pat

From: Linick, Steve A (0IG)

Sent: Monday, June 29, 2015 7:11 PM .
To: Kennedy, Patrick F
Cc: Higginbottom, Heather A; Chuck Mccullough b3 per ODNI

Subject: Follow Up Memorandum b6 per ODNI
b7C per ODNI

Dear Pat:

Please see attached follow-up Memorandum regarding potential issues
identified by the IC IG concerning the Department?s process for the review of
former Secretary Clinton?s emails. Please feel free to contact Chuck
McCullough with any questions. Best, Steve

HRC-397



From:
Sent:
To:
Cc:

Subject:

koig) |

Thursday, July 02, 2015 12:37 PM

b3 per ODNI
b6 per FBI, ODNI_
b7C per FBI, ODNI

Kennedy, Patrick F Linick, Steve A (OIG)I

[0IG)

[AIN] Follow Up from Yesterday's Meeting

b3 per ODNI

bé
b7C

b5 per DOS

HRC-398



. Obtained by Judicial Watch, Inc. .

b5 per DOS

Thanks.

bé

b7C
Office of Inspector General

U.S. Department of State

-8B~ This email is UNCLASSIFIED.
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UNCLASSIFIED STQ'EPT‘ - PRODUCED TO HOUSE SELECT BENGHA M.
U,S. Department of State SUBJECT TO AG ENT ON SitEredeyNrdRrakMeNs IREDACTIO O FO!A WAIVER.
Case No. F12615-04841 , . :

Doc No. C05739772
Date: 05/13/2015

symbol of their commitment to disarm the militias and anti-government groups, and increased their

involvement accordingly.)
v
UNCLASSIFIED
U.S. Department of State
Case No. F-2015-04841
Doc No. C05739772 STATE DEPT. - PRODUCED TO HOUSE SELECT BENGHAZI COMM. HRC-400
STATE-3CB0045762

Date: 05/13/2015 SUBJECT TO AGREEMENT ON SENSITIVE INFORMATION & REDACTIONS. NO FOIA WAIVER.



‘ Obtained by Judicial Watch, Inc.

b3 per ODNI
bé per FBI, ODNI,

MR ]
b7C per FBI, ODNI
From: Kennedy, Patrick F <KennedyPF@state.gov>
Sent: Thursday, July 02, 2015 8:12 PM
To: [ |
Cc: Linick, Steve A (QIG)|
I |
Subject: [AIN] RE: Follow Up from Yesterday's Meeting
' b3 per ODNI
bé
b7C
b5 per DOS
Regards
pat
b3 per ODNI
bé per FBI, ODNI
From1 kOIG) b7C per FBI, ODNI
SPnIt' . Thursdav, July 02, 2015 12:37 PM
TO:

‘Cc: Kennedy, Patrick F; Linick, Steve A (OIG):]

.

(0IG)
Subject: Follow Up from Yesterday's Meeting

HRC-401



‘ Obtained by Judicial Watch, Inc. ‘
b7C

b5 per DOS

Thanks.

b6

b7C
Office of Inspector General

HRC-402



‘ Obtained by Judicial Watch, Inc. ‘

U.S. Department of State

b6
b7C

SBE-

This email is UNCLASSIFIED.
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. S .
: b3 per ODNI
EEEEE—— b6 per FBI, ODNI
' b7C per FBI, ODNI
From: | |
Sent: Monday, July 06, 2015 3:27 PM
To: Jennifer L Hudson:| |
Cc: | kOIG)’;
Subject: [AIN] RE: Request for assistance from IC FOIA Officials

b3 per ODNI

Thanks Jennifer. Please advise if you require any further information from us.

[ ] | <
b7C

Please advise if you will begin to coordinate with Ms. Hudson, and other IC
FOIA officials, on the additional assistance to identify IC equities. Also,
advise if you need any additional information from us.

Cheers,

b3 per ODNI
b6 per ODNI
b7C per ODNI

Office of the Inspector General of the Intelligence Community

HRC-404
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b3 per ODNI
b6 per FBI, ODNI

b7C per FBI, ODNI

From: l |
Sent: | 2015 5:14 PM
To: Jennifer L Hudson
Cc: , [OlG oIG); |
. | |Gth,Ma@ath
Subject: . [AIN] RE: Request for assistance from IC FOIA Officials

b3 per ODNI

[::::::;:] This offer of assistance by the IC is something the IC 0OIG
to work out with the Under Secretary for Management Patrick Kennedy.

Director

Office of Information Programs and Services (IPS)

Bureau of Administration
Department of State
SA-2, Room 5021

Washington, DC 20520

(u)

202-261-8590 (fax)

From:

Sent: Monday, July 06, 2015 3:27 DM

JﬁJJ_nTed
b3 per ODNI
b6 per FBI, ODNI

b7C per FBI, ODNI

b6
b7cC

b6
b7cC

b3 per ODNI
b6 per ODNI
b7C per ODNI

HRC-408
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. Obtained by Judicial Watch, Inc. .

b3 per ODNI
b6 per FBI, ODNI

From: Jennifer L Hudson
b7C per FBI, ODNI

SenL;_Mnndax__ﬂulx_ﬂﬁi_ZﬁIS 2:51 PM
To:

- | (016 *§
| |

Subject: RE: Request for assistance from IC FOIA Officials

b3 per ODNI
b6 per ODNI

b7C per ODNI

We are willing to provide assistance to State in recognizing IC equities. At
this point I know NSA and NGA are willing to help, and I believe CIA may also
be willing to participate.

This would be to help State identify equities so that records could be
‘referred through the normal process. I do not think that anyone intends to
send officers down to State on a full-time basis to review and redact.

Jennifer

Jennifer Hudson

Director, Information Management Division

ODNI/CIO
b3 per ODNI
| b6 per ODNI
b7C per ODNI
From:l

Sent: Monday, July 06, 2015 2:12 PM

To: Jennifer I. Hudson .

Ic:c:I | (o1G) *;
I.

Subject: Request for assistance from IC FOIA Officials

Greetings Jennifer,

I hope that you are well. As discussed, the IC IG recommended that State
FOIA officials seek the assistance of IC FOIA officials for identifying IC
equities in the current State FOIA review of over 30,000 emails provided by
Former Secretary Clinton. As the ODNI FOIA official, we are seeking your
assistance with this recommendation. Please advise if you are willing to

3
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. Obtained by Judicial Watch, Inc. .

provide such assistance to the State FOIA officials and if you are, can you
reach out to other IC FOIA officials and ascertain if they too are willing to
provide such assistance. We look forward to your response.

Thanks in advance,

b3 per ODNI
b6 per ODNI
b7C per ODNI

Office of the Inspector General of the Intelligence Community

INSPECTOR GENERAL SENSITIVE INFORMATION

This e-mail including any attachments is intended only for authorized
recipients. Recipients may not further disseminate this information without
the express permission of the sender or other Office of the Inspector General
of the Intelligence Community personnel. This email may contain Inspector
General sensitive information that is confidential, sensitive, work product or
attorney-client privileged, or protected by Federal law, including protection
from public disclosure under the Freedom of Information Act (FOIA), 5 USC §
552. Accordingly, the use, dissemination, distribution, or reproduction of
this information to or by unauthorized or unintended recipients may be
unlawful. If you have received this e-mail in error, please notify us
immediately by return email, and please destroy all copies of the e-mail
received in error.

HRC-411



b3 per ODNI

b6 per FBI, ODNI
b7C per FBI, ODNI

From: Linick, Steve A (OIG) <linicksa@state.gov>
Sent: Monday, July 06, 2015 6:40 PM
To: Kennedy, Patrick F
Cc: Chuck Mccullouall | | | | |

(©o16) |
Subject: [AIN] FW: Foliow Up from Yesterday's Meeting

b3 per ODNI

Pat,

Concerning Item #1, as reflected in the email immediately below from Jennifer

Hudson that I have copied into this email, ODNI has been gathering IC resources
to support the review.
facilitate ODNI?s offered assistance.

I urge you to contact Jennifer, directly, to

Please contact me at your earliest convenience on the results, and whether
you will be providing a memorandum supplementing your June 19, 2015 response.

Steve

b3 per ODNI

From: Jennifer L Hudsonl

]

b6 per FBI, ODNI

b7C per FBI, ODNI

Sent: Mondav. Julv 06, 2015 2:51 PM .
TO:
Cc: | (OIG) 0IG) ;

Subject: RE: Request for assistance from IC FOIA Officials

1
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. Obtained by Judicial Watch, Inc. .

b3 per ODNI
b6 per ODNI
b7C per ODNI

We are willing to provide assistance to State in recognizing IC equities. At
this point I know NSA and NGA are willing to help, and I believe CIA may also
be willing to participate.

This would be to help State identify equities so that records could be
referred through the normal process. I do not think that anyone intends to
send officers down to State on a full-time basis to review and redact.

Jennifer

Jennifer Hudson

Director, Information Management Division

ODNI/CIO
b3 per ODNI
b6 per ODNI
b7C per ODNI
B

This email is UNCLASSIFIED.

From: Kennedy, Patrick F

Sent: Thursda uly 02, 2015 8:12 PM b3 per ODNI
To: (01G) ;| ]

— b6 per FBI, ODNI
Cc: Linick, Steve A (0IG) ;] | b7C per FBI, ODNI
r

Subject: RE: Follow Up from Yesterday's Meeting

[ 1 o1

b7cC

b5 per DOS

HRC-413



. Obtained by Judicial Watch, Inc. .

b5 per DOS
Regards
pat
From: | l(o1G) b3 per ODNI
Sent: Thursday, July 02, 2015 12:37 PM i b6 per FBI, ODNI
Toq | b7C per FBI, ODNI
Cc: Kennedy, Patrick F; Linick, Steve A (0OIG);
) il ] (OIG)
Subject: Follow Up from Yesterday's Meeting
b6
b7c
b5 per DOS

HRC-414



. Obtained by Judicial Watch, Inc. .

b5 per DOS

Thanks.

Office of Inspector General ' b6

' b7C
U.S. Department of State

r-7-10 2t

This email is UNCLASSIFIED.

HRC-415



. Obtained by Judicial Watch, Inc.

b3 per ODNI
—
bé per FBI, ODNI

From: . Kennedy, Patrick F <KennedyPF@state.gov> b7C per FBI, ODNI
Sent: Tuesday, July 07, 2015 8:47 AM
To: .. Linick, Steve A (OIG)
Ce: |o16)] |
OIG)}f |
Subject: [AIN] Re: Follow Up from-Yesterday's Meeting

b3 per ODNI

Steve

Jennifer has reached out directly to the Department's FOIA officer to say she

ig in discussion with other IC elements.

b5 per DOS

Regards
Pat

From: Lihick, Steve A (0IG)
Sent: Tuesday, July 07, 2015 12:39 AM
To: Kennedy, Patrick F

b3 per ODNI

Cc: Chuck Mccullough | A

b6 per FBI, ODNI

b7C per FBI, ODNI

(o1e) ;|
(01G) 4] |

Subject: FW: Follow Up from Yesterday's Meeting

Pat,

)

Concerning Item #1, as reflected in the email immediately below from Jennifer
Hudson that I have copied into this email, ODNI has been gathering IC resources
to support the review. I urge you to contact Jennifer, directly, to

facilitate ODNI’‘s offered assistance.
1
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=S85~

,

This email is UNCLASSIFIED.

From: Kennedy, Patrick F
Sent: Thursday, July 02, 2015 8:12 PM

Obtained by Judicial Watch, Inc.

To |

loz0) ;

Cc: Linick, Steve A (0IG);

Subject: RE: Follow Up from Yesterday's Meeting

b3 per ODNI
bé per FBI, ODNI
b7C per FBI, ODNI

bé
b7C

b5 per DOS

Regards

pat

From:

(01G)

Sent._Thursdav.  Julv 02, 2015 12:37 PM

To:

Cc: Kennedy,

Patrick F; Linick,

Steve A (0IG);

!

(feEe))

Subject: Follow Up from Yesterday's Meeting

b3 per ODNI
bé per FBI, ODNI
b7C per FBI, ODNI

bé
b7C

b5 per DOS

HRC-418



Qhtainad by _ludicial \Watch Inc

b5 per DOS

Thanks.

Office of Inspector General

U.S. Department of State

bé
b7C

bé
b7C

HRC-419
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SBY- _ \

This email is UNCLASSIFIED.
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. Obtained by Judicial Watch, Inc. -

OIG Office of Inspector General

U.S. Department of State « Broadcasting Board of Governors

UNCLASSIFIED July 10, 2015
MEMORANDUM FOR UNDER SECRETARY KENNEDY

FROM: Steve A. Linick, Inspector General, Department of State
Charles McCullough, III, Inspector General, Intelligence Community

SUBJECT: Request for Electronic Copy of Former Secretary Clinton's Emails

As you know, the Office of the Inspector General (OIG) is currently reviewing the use of personal
communications.hardware and software by five Secretaries of State and their immediate staffs,
and is receiving assistance from the Office of the Inspector General of the Intelligence '
Community (ICIG).

X . . . b6
During our July 1, 2015, meeting with you an<1:|at the ICIGIZladvnsed us b7e

that the Department has obtained from Secretary Clinton’'s counsel an electronic copy of the
55,000 pages of emails produced by Secretary Clinton in hard copy to the Department in
December 4, 2014. As further background, on June 24, 2015, Secretary Clinton’s counsel sent
OIG a letter, which was shared with you the following day, advising that her counsel retained “a
preservation copy of the .pst file containing the electronic copies of those e-mails, on a thumb
drive that is stored in a secured safe” in counsel’s offices. OIG how requests that you provide to
OIG two copies of this .pst file, for use by OIG and ICIG.

. b6
_If vou or vour colleagues have anv guestions. please contac
f | i -

cc D-MR - Heather A. Higginbottom

U.S. Department of State, Office of Inspector General, Washington, DC 20522-0308

HRC-421
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. Obtained by Judicial Watch, Inc. '

- UNCLASSIFIED
2

operations over which the ICIG has oversight responsibilities. See Inspector

- General Act §2; et seq. For example, there are numerous emails relating to

deliberations and decisions regarding the appointment of individuals to positions at

- the Department of State. It seems beyond the scope of the ICIG’s authority to

review such emails and could be an unnecessary invasion of the privacy of the
individuals being considered. Similarly, the emails include information, much of it
deliberative, concerning a broad range of Department programs and operations that
cannot reasonably be said to implicate IC equities.

At the invitation of the A Bureau, IC FOIA reviewers are reviewing emails
and identifying those emails that might implicate IC equities. Copies of any such
emails are then being provided to the IC for its review. The ICIG can obtain those

emails from the IC entities for which it has oversight responsibility, or, if you wish,
we can identify those emails to your office so that you can work with the ICIG.

cc: The Deputy Secretary for Management and Resources

UNCLASSIFIED

HRC423



Obtained by Judicial Watch, Inc.



‘ Obtained by Judicial Watch, Inc. ‘

| UNCLASSIFIED
(NOT SENSITIVE WHEN SEPARATED FROM ATTACHMENT)
. -2 - |

Qur preliminary determinations are noted on each document. Portions
for withholding (if any) are as indicated, and the exemptions are noted in the
margin. Where we have requested concurrent review by other agencies, the
names of those agencies are also shown on each document.

~ Before we take final action, we ask that you review this material. We
ask that you not mark for deletion any portion of any document on non%
responsive grounds.

Please address your reply td and b6

| They can also be reached at b7C

Should you receive any inquiries about this collection, please refer
them directly to us for response. Additionally, do not hesitate to contact us
with any questions.

Attachments:
One document .
Copy of request letter

: —SENSHIVE-BUFINCLASSIFIED
(NOT SENSITIVE WHEN SEPARATED FROM ATTACHMENT)

HRC-458
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Brothers, Karen G | F" QO [S ~ 0(’{8 Cf’(

From: . I I ) bé per DOS
Sent: ' Tuesday, March 03, 2015 1:50 PM

To: - FOIA Request .

Subject: Freedom of Information Reguest: Hillary Clinton’s Email Address

March 3, 2015

Department of State

Office of Information Programs and Services

A/GIS/TPS/RL

U. S. Department of State
Washington, D. C. 20522-8100

To Whom It May Concern:
This is a request under the Freedom of Information Act. I hereby request the following records:
Former Secretary Hillary Clinton's email address used to email State Department officials. Referenced here:

http://redirect.state.sbw/?url=http://www.wjla.com/articles/2015/03/hillary- clinton-s-personal-email-use-may-
bave-viclated-federal-requirements-report-111962.himl :

“After the State Department reviewed those emails, last month the State Department produced about 300 emails
responsive to recent requests from the Select Committee."

The requested documents will be made available to the general public free of charge as part of the public
information servicec at MuckRock.com, and is not being made for commercial usage.

In the event that fees caﬁnot be waived, I would be grateful if you would inform me of the total charges in
advance of fulfilling my request. I would prefer the request filled electronically, by e-mail attachment if
available or CD-ROM if not.

‘Thank you in advance for your anticipated cooperation in this matter. I look forward to receiving your response
to this request within 20 business days, as the statute requires.

Sincerely,
b6 per DOS
Filed via MuckRock.com
E-mail (Preferred)]
For mailed responses, please address (see note):
bé per DOS

HRC-459
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b6
b7C
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b7C -

HRC-491 .
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‘ Obtained by Judicial Watch, Inc. ‘L‘L JHEOBLATION COMTABINED

UNCLASSIFIED/ /FOwe HEREIN T4 UNCLAsatgiEn
. DATE 11-07-2018 BY J37JBBET34 W10

U. S. Department of Justice

Federal Bureau of Investigation

In Reply, Please Refer to Washington, DC 20535
File No. ' August 13, 2015

I. Charles McCullough III

Office of the Inspector General of the Intelligence Community
12290 Sunrise Valley Drive

Reston, 3, 2nd Floor

Washington, DC 20505

Dear Mr. McCullough:

Please find enclosed copies of electronic media voluntarily
'produced to the Federal Bureau of Investigation on August 6,
2015 by Kathleen M. Turner, Esquire of Williams & Connolly, LLP.
The FBI understands that these materials may be relevant to the
inquiry your office is conducting pursuant to your statutory
authorities under the National Security Act, as amended (50
U.S.C. 3033), regarding allegations that classified information
may reside on unclassified, non-government networks and/or may
have been transmitted via personal email accounts.

Based upon preliminary information available to the FBI,
this material should be handled in accordance with all policies
and procedures governing the handling and storage of material
classified at the Top Secret//SCI level. Additionally, this
material, including any associated metadata, is being provided
for the sole use of your office for purposes of the inquiry
identified above. Please do not copy or distribute the media
produced or its content to anyone outside of your office, or
make other disclosures about the media, without first obtaining

. Page 1 of 2
This document contains neither recommendations nor conclusions of the FBI. It is the
property of the FBI and 1s loaned to your agency; it and its contents are not to be

distributed outside your agency.

UNCLASSIFIED//FO%0
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C 0 5 7 3 91 5 8 STATE DEPT. - PRODUCED TO HOUSE SELECT BENGHAZ! COMM.
. \ SUBJECT TO AGREEMENT ON SENSITIVE INFORMATION & REDACTIONS. NO FOIA WAIVER.

ELEASE IN PART

{CLEAR WITH NEA] 7(C),B7(A)

From: Mills, Cheryt 4 | b7A per DOS
Sent: Thursday, October 18, 2012 8:06 AM b7C per DOS, FBI
To: H :
Subject: ' ... -
................. B7(A)
B7(C)
Remind me to discuss.
b6 per FBI

Sent: Thursday, October 18, 2012 7:47 AM . b7A per DOS
To: Sullivan, Jacob J; Mills, Cheryl D; Macmanus, Joseph E (S) b7C per DOS, FBI
Cc: S_SpedalAssistants |

E—

bé per FBI
b7A per DOS
b7C per DOS, FBI

Readout

b7A per DOS
b7C per DOS

STATE DEPT. - PRODUCED TO HOUSE SELECT BENGHAZI COMM.
SUBJECT TO AGREEMENT ON SENSITIVE INFORMATION & REDACTIONS. NO FOIA WAIVER. STATE-SCB0045741

HRC-521
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C O 5 7 3 9 7 5 8 STATE DEPT. - PRODUCED TO HOUSE SELECT BENGHAZI COMM,
; - SUBJECT TO AGREEMENT ON SENSITIVE INFORMATION & REDACTIONS. NO FOIA WAIVER.

) b7A per DOS
! b7c per DOS

)

Best] |
C— 1
Tunisia Desk
Office of Maghreb Affairs

U.S. Department of State
Tel.l

From
ant: 17,2012 755 AM

b6
b7cC

b6 per FBI
b7A per DOS
b7C per DOS, FBI

Zﬁ Is Spechlassistants

Subject: Rq
Colleagues,

b7A per DOS
b7C per DOS

— |E: S SpecialAssistants

b6 per FBI
b7A per DOS
b7C per DOS, FBI

b7A per DOS
b7C per DOS

Best
unisia es bé
Office of Maghreb Affairs b7cC
U.S. De ent of State
Tel,
STATE DEPT. - PRODUCED TO HOUSE SELECT BENGHAZI COMM.
STATE-SCB0045742

SUBJECT TO AGREEMENT ON SENSITIVE INFORMATION & REDACTIONS. NO FOIA WAIVER.
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C05739635 STATE DEPT. - PRODUCED TO HOUSE SELECT BENGHAZI COMM.
SUBJECT TO AGREEMENT ON SENSITIVE INFORMATION & REDACTIONS. NO FOIA WAIVER.
—
b5 per DOS
|
|
STATE DEPT. - PRODUCED TO HOUSE SELECT BENGHAZ! COMM.
SUBJECT TO AGREEMENT ON SENSITIVE INFORMATION & REDACTIONS. NO FOIA WAIVER. STATE-SCB0045561

, .
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C05739635 STATE DEPT. - PRODUCED TO HOUSE SELECT BENGHAZI COMM.
SUBJECT TO AGREEMENT ON SENSITIVE INFORMATION & REDACTIONS. NO FOIA WAIVER.

b5 per DOS

STATE DEPT. - PRODUCED TO HOUSE SELECT BENGHAZI COMM. .
SUBJECT TO AGREEMENT ON SENSITIVE INFORMATION & REDACTIONS. NO FOIA WAIVER, STATE-SCB0045562

—
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RICHARD BURR, NORTH CAROLINA, CHAIRMAN " TOROATION o
DIANNE FEINSTEIN, CALIFORNIA, VICE CHAIRMAN : - Skl 1B e AR
JAMES E. RISCH. IDAHO RON WYDEN, OREGON m PR
DANIEL COATS, INDIANA BARBARA A. MIKULSKI, MARYLAND DATE 11-07-2018 By G37085794 NB1ILEC
MARCO RUBIO, FLORIOA MARK WARNER, VIRGINIA .
SUSAN COLLINS, MAINE MARTIN HEINRICH, NEW MEXICO 4
ROY BLUNT, MISSOUSI ANGUS . KING, JA., MAINE “lt tﬂtw E“ﬂt[
JAMES LANKFORD, OKLAHOMA  MAZIE K. HIRGNO, HAWA!
TOM COTTON, ARKANSAS .
SELECT COMMITTEE ON INTELLIGENCE
MITCH MCCONNELL, KENTUCKY, EX OFFICIO
HARRY REID, NEVADA, EX OFFICIO WASHINGTON, DC 20510-6475
JOHN McCAIN, ARIZONA, EX DFFICIO
JACK REED, RHODE iSLAND. EX OFFICIO
CHAISTOPHER A JOYNER, STAFF OIRECTOR ‘ 4
DAVID GRANNIS. MINORITY STAFF DIRECTOR
DESIREE THOMPSON SAYLE, CHIEF CLEAK
July 27, 2015

SSCI4 2015-2300

The Honorable James R. Clapper, Jr.
Director of National Intelligence
Washington, DC 20511

Dear Director Clapper

UESS IS#NQ The Commxttee received the 25 July 2015 Memorandum from Mr.
Charles McCullough entitled “Summary of IC IG support to State Department IG”
and are troubled by the finding that “an inadvertent release of classified national
security information had already occurred in the State FOIA process as a result of
insufficient coordination with Intelligence Community (IC) elements.”
Furthermore, we are concerned by the apparent disparity in assessments by State
Department and the IC highlighted by the following statement, “State personnel
continue to deny the classified character of the released information despite a
definitive determination from the IC Interagency FOIA process.” While we agree
with the four (4) recommendations the Intelligence Community Inspector General
(ICIG) and State Department IG made to State to improve its FOIA review process
to better identify IC equities and to prevent further inadvertent releases of
classified information, we urge you to engage with Secretary Kerry and Inspector

‘General Steve Linick to ensure their implementation.

{U}(SHNF) The Committee strongly disagrees, however, with State’s decision
to prov1de its own Inspector General with only “limited access” to the remaining
30,000 emails and its decision to reject the ICIG’s request for access to the emails
on “jurisdictional grounds.” We understand that a small sampling of just over 300
emails found that four (4) contained information classified at the time of sending at
the SECRET//NOFORN level and one (1) contained information classified at the
time of sending at the SECRET//SI//REL USA,FVEY level. Ultimately, you are
responsible for the enforcement of classification guidelines and protection of IC
equities and we urge you to take all necessary steps to identify and protect any

'SECREF#NOFORN

HRC-537
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additional sensitive information that may be contained within the remaining
emails. .

(U) We appreciate your prompt attention to this matter.
Sincerely, .
g
Richard Burr
Chairman

HRC-538
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(Rev. 05-01-2008)
‘SECRET//CFORN
FEDERAL BUREAU OF INVESTIGATION

that information “upgraded” to the classified level when
requests for public disclosures were received. This practice was '’
described as necessary for state department officials to share
time sensitive information in real time. This type of
communication resulted in a high number of B(1l) exemptions
during the Freedom of Information Act (FOIA) review process. .
Both IG’'s emphasized these B(l)exemptions were separate and
distinct from the classified information referenced in the

811 (c) referral. The emails referenced in the referral were
classified prior to being sent and derived from sensitive
sources and methods from the intelligence community.

ﬂn”}S{%NF& Both IG’s will continue their reviews of the
FOIA process and will provide their findings to the FBI and
appropriate Congressional committees. Both IG’s also agreed not
to disclose the existence of an FBI investigation or any actions
the FBI may be conducting as part of referenced investigation.

(u//Fe8e) The following erresentativesvattended the meeting:

- 1) Robert A. Joneg, Deputy Assistant Director, FBI
2) | Assistant Section Chief, FBI
3) [ Assistant Section Chief, FBI
4) | Special Assistant to the Deputy Assistant
" Director, FBI
5) JInisha_Andeﬁson, Deputy General Counsel, FBI
6) Asgistant General Counsel, FBI b3 per ODNI
7) Special Agent, FBI b6 per FBI, ODNI
8) Special Agent, FBI b7C per FBI, ODNI
9) | Intelligence Analyst, FBI
10) George Toscas, Deputy Assistant Attorney General, DOJ
11) David Laufman, Chief, DOJ/Counterespionage Section (CES)
12) Deputy Chief, DOJ/CES
13) | Attorney, DOJ/CES
14) _T Charles McCullough Inspector General, ICIG
15)
16)
17) Steve Linick, Inspector General, STATE IG ,
18) | STATE. IG
19) | STATE IG
L X

SE RN
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FEDERAL BUREAU OF INVESTIGATION

'FD-302a (Rev. 10-6-95)

b6 per DOS, FBI
b7C per DOS, FBI

Date of transcription _08/17/2015

On August 14, 2015, from the
U.S. Department of State (STATE), Office of the Inspector General
(0IG), 2121 Virginia Ave., N.W., Washington, D.C., met at their place
of employment pursuant to an agreement reached between STATE and the
FBI to voluntarily turn over a thumb drive containing the STATE .pst
email files for HUMA ABEDIN and CHERYL MILLS. At 11:30am, SA
signed a receipt and accepted custody of the item described in detail
below:

Item 1: A white and grey 32GB Lexar USB 3.0 thumb drive bearing a

sticker on the reverse “Dept of State 703-312-3856"
b6 per DOS

b7C per DOS

Item 2: Yellow note bearing the password

Subsequent to the FBI’'s collection of the above, Items 1 & 2 were
transported to the Washington Field Office of the FBI where they were
entered into evidence, and given 1B numbers. Copies of the intake
sheets and FD-1004 are enclosed with this communication.

~ Items 1 & 2 were then transported to the FBI's Forensic Analysis
Unit to Quantico, Virginia for storage and evaluation.

Investigation on ___08/14/2015 at Washington, D.C. b3

File# _| 4 Date dictated ___N/A b6
b7cC
b7E

By SA

This document contains neither recommendations nor conclusions of the FBL 1t is the property of the FBI and is loaned to your agency; it

and its contents are not to be distributed outside your agency.

HRC-575
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Evidence Detaiis - -- " b3
Case: Ry item: 1B26 b7E

Description: (U) (1) One white/grey Lexar USB 3.0 thumb drive "Dept of State
703-312-3856" sticker (Only paper work submitted)

Coliected On: 08/14/2015 11:30 AM EST

Receipt item #: None Special Handiing: None
CATS iD#: None Hazardous Materiais: None
FBi Seizure #: None
CATS Abandonment #: None Abandonment #: None

Digital Information
Type: USB Micro Storage Device (thumb drive)
" Make: Lexar '
Batteries Charged: No
Number Coiiected: 1
Coiiected by CART: No

Discovery Location b6
Area:_NA . b7cC
Seizing Individual:l I Coiiected By:
Specific; NA Others: None Others Agency:
None

Anticipated Disposition
None on None

Storage Information
Holding Office: WASHINGTON FIELD

b6
Finalized By: Last Inventory: None - b7C
Location: E1167159 - ECR1, MAIN EVIDENCE CONTROL CENTER (B112) WFO-HQ
Barcode#: E5490178
Chaln of Custody
Shipping / Transfer Log
History
Acquisition Event Details
Acquisition Event: (U) Midyear Exam
b6 per DOS
Collected From: ()| | b7 4 DOs
Department of State C per
Recelpt Glven: No
Holding Office: WASHINGTON FIELD
b3
Evidence Log: I I b7E
Serial 55
HRC-576

of 1 8/18/2015 1:34 PM
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DECLASSTIEIED Y- HNSICG: J3708B5734

ON 10-05-2017 '
Obtained by Judicial Watch, Inc.

“SECRET/ /NOFPORN-

To: CD-4 From: CD-4 b3
Re: (U)l |Date: 08/22/2015 bTE
Precedence: ROUTINE Date: 08/22/2015
To: CD-4, Counterespionage Section Attn:
From: CD-4

Contact: SA |
Approved By: Kable Charles H. Ivlégza _ Esc
Drafted By:

25 b3

Case ID #: (Q)| L’, b7E

Title: IS{/NF) MIDYEAR EXAM

' |b6 per DOS

I U.S. b7C per DOS

Department or State (STATE).

¢ D54B29S73
dated 20130301

y On: 20400822

Attachment(s): (U//FO¥S) A print-out of the email and the four

.pdf files mentioned below. b6 per DOS, FBI
’ b7C per DOS, FBI

Details: (U//FO8Q) On August 19, 2015, after an interview

earlier that same day with writer and Sa| 4

provided writer with an email that contained follow-up

information within four separate attachments.

(U/ /Fose) first attachment was a .pdf file D6 per DOS
saved as “11-STATE-65III.eml.pdf” and it was an official STATE P7C per DOS
correspondence from June 28, 2011 from then Secretary of State
Hillary CLINTON with subject line of “Securing Personal E-mail
Accounts.” CLINTON informed recipients they “should exercise
caution and follow best practices in order to protect personal
e-mail and prevent the compromise of government and personal
information.” CLINTON later stated, due to “recent targeting of
personal e-mail accounts by online adversaries,” STATE employees
should “avoid conducting official Department business from
[their] personal e-mail accounts.”

_SESRET] /NoroRN-

HRC-675
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SEDRETZfNSFGRN—

To: CD- From: CD-4
Re: (U) |Date: 08/22/2015

(U//ToHSY second attachment was a .pdf file
saved as “MemoPreservingEmailofSeniorOfficials.pdf” and it was a
memorandum with three attachments of its own that were
distributed to senior STATE officials on August 28, 2014 from
Patrick KENNEDY, Under Secretary of State for Management with
subject line “Senior Officials’ Records Management
Responsibilities.” The memorandum stated “senior officials’
records are generally the most important documents created
within” STATE and that senior officials themselves were
responsible to ensure “all records made or received in the
conduct of agency business regardless of physical format or
media” should be preserved.

(U//Fo¥e) As stated above, KENNEDY's memorandum
included three attachments. KENNEDY's first attachment listed
all positions designated as Senior Officials Positions at STATE.

(U//FO®e) KENNEDY’s memorandum’s second attachment
included 5 Foreign Affairs Manual (FAM) 440. Specifically, 5 FAM
443.2 “Which E-Mail Messages are Records,” published October 30,
1995, instructed STATE officials that e-mail messages are
federal records when they “are made or received by an agency
under Federal law or in connection with public business” with
examples given as “records that document the formulation and
execution of basic policies and decisions and the taking of
necessary actions; records that document important meetings;
records that facilitate action by agency officials and their
successors in office; records that make possible a proper
scrutiny by the Congress or other duly authorized agencies of
the Government; and records that protect the financial, legal,
and other rights of the Government and of persons directly
affected by the Government’s actions.” Additionally, 5 FAM
443 .5 “Point to Remember About E-Mail,” published October 30,
1995, informed STATE officials that “certain e-mail messages
that are not Federal records may still be subject to pending
requests and demands under the Freedom of Information Act, the
Privacy Act, and litigation and court orders, and should be
preserved until no longer needed for such purposes.” Later, 5
FAM 443.5 stated “classified information must be sent via
classified e-mail channels only, with the proper classification
identified in each document.”

(U//FS¥Q) KENNEDY’s memorandum’s third attachment was

entitled “Instructions for Preserving Email of Departing Senior
Officials” with date of August 2014.

fEESREIZZ§ei§ﬁu+

b3
b7E

b6 per DOS
b7C per DOS

HRC-676
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DECLASSTIEIED Y- HNSICG: J3708B5734

CH 10-08-2017 .
] Obtained by Judicial Watch, Inc.

“SECRET//NOFORN:

To: ¢D-4 From: CD-4 | b
Re: (U)] |Date: 08/22/2015 L7E
Precedence: ROUTINE ‘ Date: 08/22/2015
To: C(CD-4, Counterespionage Section Attn:
L From: C(D-4
Contact: SA ESC
Approved By: Kable Charles H. IVzégég__;——
Drafted By:
Case ID #: (U) 70 | b3
. b7E
Title: [S¢7NF) MIDYEAR EXAM
ig: j j T by
| United States Department of State (STATE). b6 per DOS

b7C per DOS

ied By: D54B29S7
Derived From: SIC dated 20130301
y On: 204008

Attachment (s) : (U//EeBO) A print-out of the email and the two
.pdf files mentioned below. b6 per DOS, FBI

. . b7C per DOS, FBI
Details: (U//¥OH©) On August 17, 2015, after an interview
earlier that same day with writer and SA |
provided-SA[:::::::]with an email that contained some follow-up
information and two attachments.

(U//POBS) One attachment was a .pdf file of civil
action number 15-cv-123, Jason Leopold, Plaintiff, v. U.S.
Department of State, Defendant, entitled “Notice of Filing
Declaration of John F. Hackett.” This attachment contained
Hackett’s full declaration from May 18, 2015, wherein he
detailed his position as lead STATE official responsible for
responding to requests for records under the Freedom of
Information Act (FOIA) and described the core responsibilities
of IPS. Furthermore, the declaration described STATE’s plan to
review approximately 55,000 pages of emails and attachments that
former Secretary of State Hillary Clinton provided to the STATE

_SEDsay7/mororn

HRC-6/78
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DECLASSTIEIED Y- HNSICG: J3708B5734

Ol in-05-2017 & : ‘
. Obtained by Judicial Watch, Inc.

wigneiures hove been. verified by b

ocument partcipans have digially skined.
¥ corified FBI- infomation system.

FD-1036 (Rev. 10-16-2009)

SEGRET//NOFORN
FEDERAL BUREAU OF INVESTIGATION

Import Form

Form Type: Court ' Date: 09/01/2015
Title: (U//Fe¥®) b7E
Approved By: SSA bé

. b7C
Drafted By:

AT)

. -T = .
Case ID #: 2 B}ﬁﬂﬂ MIDYEAR EXAM; b3
MISHANDLING OF CLASSIFIED; bTE

UNKNOWN SUBJECT OR COUNTRY;
SENSITIVE INVESTIGATIVE MATTER (SIM)

éU?

Synopsis: (U//Foto) (577ﬁi) The captioned investigation is highly
sensitive and considered a prohibited investigation. Additionally, the
investigation is designated a SIM and has an exemption for uploading
approved by AD Randall Coleman I I Serial 1).

b3
b7E

Derived
Sources
assify On: 2040

e

SECRET]/NOFORN

HRC-681
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FEDERAL BUREAU OF INVESTIGATION
FOI/PA

DELETED PAGE INFORMATION SHEET
FOI/PA# 1353814-0

Total Deleted Page(s) = 2
Page 20 ~ b3; b6; b7C; b7D; bTE;
Page 21 ~ b3; b6; b7C; b7D; bTE;

):0:9,0:0.0:0,0:9.0.:0,0:0.0:0.0.0.0:0.0:9.0.:0,0 .4

X Deleted Page(s) X
X No Duplication Fee X
X For this Page X

):0:9,0:0.0:0,0:9.0.:0,0:0.0:0.0.0.0:0.0:9.0.:0,0 .4
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(WF) (FBI) . b6
b7C
From: I [RO) (FBI)
Sent: Thursday, October 01, 2015 12:18 PM
To: (WF) (FBI)| [WF) (FBI)
Subject: FW: Cor dence from W&C
Attachments: Letter to Consent.pdf
FYSA and submission to file.
' 6
From:I |(NSD) [mailtd | 270

Sent: Thursday, October 01, 2(‘)15 12:11 PM | | : |
To: (WF) (FBI) (CD) (FBI); (RO) (FBD)] | (0GC) (FBI)
ce] |(NSD) (JMD)] |(USAvAE)] [USAVAE)

Subject: Correspondence from W&C

All:

Attached is a letter that just came in from W&C.I:}md I will still need to send a letter to Latham & Watkins and  ©#
W&C memorializing the process to be used with server (in two stages, etc.). We are working on revising that and will P7C
circulate to the group. When we send drafts, please review as quickly as possible and get back to us, as we are trying to
keep things moving.

Thanks

bé

b7cC

bé
b7cC

Counterintelligence and Export Control Section
National Security Division
U.S. Department of Justice

Phone:

HRC-737
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'Y ou are aceessing a U.5. Government infarmation system, which includes (1] this
lcomputer, [2] this computer netwark. [3] all computars connectad ta this network,,
land (4] all devices and storage media attached to this network or to a computer
{on this network. This information system ig provided for U.g,

|G avernment-authorized usge only.

U nauthorized or impraper use of this system may result in disciplinary action, as
|well az civil and criminal penalties.

By using this infarmation system, you understand and cansent to the fnlluwmg

|.." You have no reasonable expectation of privacy regarding any

... communications or data tramgiting ar stored on this information system. Al
.....any time, and for any lawful government purposs, the goverhment may

... monitor, intercept, and search and seize any communication or data transiting
.....of stored an this information system.

|.."..Any communications or data transiting aor stared on thig infarmation systemn may
|.....be disclosed or used for ahy lawful government purpase,

{Nothing herein consents to the search or seizure of a privately-owned computer
|ar other privately owned communications device, or the contents thereof, that is
lin the systam user's home.

¢

1
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s Required System Setup

o
o
o

HELP

Required System Setup - Windows
Required System Setup - Mac

Required System Setup - Kiosk

e Check Your Connection Speed
e User Guides

o Quick Guides

o
o

ick Guides for Mobile Devices
Full User Guides

GO Message Board

SYSTEM STATUS as of 10/13/2015:
To properly log off GO, please follow the instructions below:

[ o I

.

HW

N

=3}

Save and close any files that you wish to continue working on later.

Within the GO session, click the Start button located at the bottom left of the GO
window.

Select Log Off.

When the window turns black, expand the menu by clicking the downward arrow
located at the top and select Disconnect.

From the application screen that displays your User Desktop, select Log off located at
the top right.

Once logged off, you should see a confirmation screen confirming that "You have
been logged off. See you again soon. For security reasons, you must close this browser
window."

Instructions can also be found in the GO User Guides. Failure to log off correctly will
cause your session to hang.

Customers using IE, Version 11 to log into Global OpenNet(GO) should ¢lick here
for important instructions on how-to configure browser settings. If the link does not
work, please follow the steps below.

1. Click on Required System Setup

2. System Setup for Windows 7 User Guide and

3. go to page 18 for instructions.

ANNOUNCEMENT(S): Windows 10 GO Compatibility: The Windows 10
Operating System (OS) has been tested and confirmed to be compatible with Global
OpenNet (GO). For customers using the Windows 10 OS, please reference the

. Windows 10 User Guide found here or by clicking the "Required System Setup” tab

above.

HRC-749
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In order to access this system you must read and accept the following
system monitoring consent notice. Please use the scroll bar to the right.

You are about to enter a Department of State computer system or network.
Use by unauthorized persons, or for unauthorized personal business, is
prohibited and may constitute a violation of 18 U.S.C. 1030 and other Federal
law, as well as applicable Department policies and procedures.

You have NO REASONABLE EXPECTATION OF PRIVACY while using
this computer system or network. All data contained and/or activities
performed herein may be monitored, intercepted, recorded, read, copied, or
captured in any manner by authorized personnel. System management
personnel or supervisors may give law enforcement officials or appropriate
Department managers any potential evidence of crime, fraud, or employee
misconduct found on this computer system or network, and employees may be
subject to discipline for misuse. Furthermore, law enforcement officials may
be authorized to access and collect evidence from this computer system or
network, or from any portable devices that have been connected to this
computer system or network. Nothing herein consents to the search or seizure
of a privately-owned computer or other privately owned communications
device, or the contents thereof, that is in the system user's home. Therefore:

e USE OF THIS COMPUTER SYSTEM OR NETWORK BY ANY
USER, AUTHORIZED OR UNAUTHORIZED, CONSTITUTES
EXPRESS CONSENT TO THIS MONITORING.
e IF YOU DO NOT CONSENT TO THIS MONITORING, OR IF YOU
ARE NOT AN AUTHORIZED USER PLEASE CLOSE YOUR
BROWSER TO EXIT THE SYSTEM. ' v

For help, please contact the IT Service Center (ITSC) at 1-877-246-9493 if you need assistance after
you have completed the installation steps as outlined in the GO User Gujdes.

Home | Required System Setup | HELP | Check Your Connection Speed | User Guides
U.S. Department of State - Global OpenNet

HRC-750
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WILLIAMS 8 CONNOLLY LLP

Uctober 14, 2015
Page 2

President Clinton, and is also used primarily to store personal family files. We have
conducted a review of the names and types of files in user-visible folders on the iMac and
have found no emails from the relevant time period belonging to the former Secretary.

’ In the event that we become aware of any other equipment or devices that
contain or contained any emails from the relevant time period to or from any
@clintonemail.com domain account assigned to former Secretary Clinton, we will inform
you. '

Sincerely

s

David E. Kendall
DEK/bb

b6
b7cC

HRC-753
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b6 per DOS, FBI

From: | I b7C per DOS, FBI
Sent: Monday, November 02, 2015 3:48 PM ’
To:
Cc: |
Subject: FW: TNR Response
Attachments: ~ Mydocument.pdf
. b6
Good Aftemoon|:| ~ . b7C

Attached is the response from INR Bureau. This response in addition to the hard copies provided earlier by the
Executive Secretariat completes the request from the FBI memo dated 10/20/20135. :

All the Best,

b6 per DOS

b7C per DOS

Executive Assistant

Bureau of Diplomatic Security
Office of the Assistant Secretary
Tel
Emai |

Hod bé per DOS
Sent: Monday, November 02, 2015 3:37 PM b7C per DOS
T | ’

Subject: INR Response

Please open the attached document. This document was digitally sent to you using an HP Digital Sending device.

-5Bu—
This email is UNCLASSIFIED.

HRC-762

Y 1 : b3

b7E
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Approved: INR Daniel B. Smith

Drafted: INR | b6

b7cC

HRC-764
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OFrriciaL_ REcorD
Document participants have digitally signed.
Al signatures have been’ verifisd by »°
certifisd  FBI* information  #yatem,

FD-1057 (Rev. 5-8-10)

_SEGRET/ /NOFeRN
FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Title: (U//FE8Be) Request for AD Concurrence for Date: 11/18/2015
OCONUS Travel

cc:| b6
b7C
From: WASHINGTON FIELD
CI-Branch 2
Contact:
Approved'By:
SC KABLE CHARLES H IV
AD COLEMAN RANDALL C
’ b6
Drafted By: | | ‘b7C
Case ID #: | Faaa (528 [fDYERR ExAN; b3
. MISHANDLING OF CLASSIFIED; b7E
UNKNOWN SUBJECT OR COUNTRY;
SENSITIVE INVESTIGATIVE MATTER (SIM)
Synopsis: (U//#688) To request AD concurrence for two WFO Special
Agents to travel to Madrid, Spain, and Manama, Bahrain, to conduct
interviews. '
Re
Derived
NSISC-200
Decl
Full Investigation Initiated: 07/10/2015
Details:
I8/ /4F) Washington Field Office (WFO) Special Agents (SA)[::::::] b6
[:::::::]andl Ireépectfully request concurrence for b7cC

travel to Madrid, Spain, and Manama, Bahrain, to conduct interviews
with two separate individuals related to the captioned prohibited

L “SESRET/ /NOFORN
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DATE OF DOCUMENT:
DATE RECEIVED:

FROM:

TO:
MAIL TYPE:

SUBJECT:

DATE ASSIGNED
11/18/2015

INFO COMPONENT:

COMMENTS:

FILE CODE:.

EXECSEC POC:

. Obtained by Judicial Watch, Inc.

Department of Justice
EXECUTIVE SECRETARIAT
- CONTROL SHEET
10/28/2015 WORKFLOW ID: 3149177
11/18/2015 DUEDATE: 12/3/2015

The Honorable Ron Desantis*
U.S. House of Representatives
Washington, DC 20515

AG
Congressional Priority

(Rec'd from OLA via email) Advising that the FBI is conducting an investigation
into former Secretary of State Hillary Rodham Clinton's use of a private,
unsecured, email server to conduct official government business and whether
Clinton's use of this server violated laws pertaining to federal records and the
transmission of classified information. Stating that a Special Counsel should be
appointed in order to preserve the integrity of this investigation and any
subsequent prosecution to ensure there is no bias or undue influence from the
White House. Letter signed by 55 other MCs. See related corres in ES.

ACTION COMPONENT & ACTION REQUESTED
OLA

For appropriate handling. Advise ES of any action taken.

OAG, OA ODAG, CRM, FBI, NSD, OIP ' b6
] _ be.

11/18/2015: Per OLA assign to OLA for appropriate

handling.

ExecSec date/time stamp 11/18/2015 7:20AM

b6
b7cC

HRC-771

b3

- l'L‘-{ b7E
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. Obtained by Judicial Watch, Inc. ‘

As Attorney General, you are trusted by the American people to pursue justice regardless of
political considerations. Under the extraordinary circumstances established by the President’s
recent remarks, we ask that you appoint a Special Counsel to oversee this critical investigation.

Sincerely,

HRC-773
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HRC-775
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. Obtained by Judicial Watch, Inc. .

Ron DeSantis (FL-6)
Trent Franks (AZ- 8)
Matt Salmon (AZ-5)
Steve King (IA-4)

John Fleming (LA-4)
Andy Harris (MD-1)
Raul Labrador (ID-1)
Mark Meadows (NC-11)
Paul Gosar (AZ-4)

10. Randy Weber (TX-4)

11. Doug LaMalfa (CA-1)
12. Thomas Massie (KY- 4)
13. Mick Mulvaney (SC-5)
14. Gary Palmer (AL-6)

15. David Schweikert (AZ-6)
16. Justin Amash (MI-3)

17. Jeff Duncan (SC-3)

18. Marshall “Mark” Sanford (SC-1)
19. Dana Rohrabacher (CA-48)
20. Marlin Stutzman (IN-3)
21. Tom Rice (SC-7)

22. Mark Walker (NC-6)

23. Thomas Rooney (FL-17)
24. Bill Posey (FL-8)

25. Scott Perry (PA-4)

26. John Ratcliffe (TX-4)

27. David Brat (VA-7)

28. David Rouzer (NC-7)

29. Barry Loudermilk (GA-11)
30. Morgan Griffith (VA-9)
31. Walter Jones Jr. (NC-3)

¥ ® N R

32. Kevin Cramer (ND At-Large)
33. Ryan Zinke (MT At-Large)
34, Bill Flores (TX-17)

35. Michael Burgess (TX-26)
36. Jim Jordan (OH-4)

37. Louie Gohmert (TX-1)

38. Brian Babin (TX-36)

39. Jim Bridenstine (OK-1)

40. Ted Yoho (FL-3)

41. Mike Conaway (TX-11)
42. Tim Huelskamp (KS-1)

43. Trent Kelly (MS-1)

44. Jeb Hensarling (TX-5)

HRC-778
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. Obtained by Judicial Watch, In

From:l |(OLA)

Sent: Tuesday, November 17, 2015 3:37:36 PM b7c

To: DOJExecSec (JMD)

CC; JMD)

Subject: FW: Letter from Congressman Ron DeSantis :
Pls log the attached & assign to OLA for appropriate handling. Thanks. :sc 3

From_____ o)

Sept: ber 17, 2015 3:33 PM bé
To IEOLA) b7C
Cc LA)

Subject: FW: Letter from Congressman Ron DeSantis

[ ] b6

Can you enter into Exec Sec and then assign to OLA? b7C
We will draft and response and circulate to NSD, FBI, ODAG as appropriate.

Many thanks -

Fromj (OLA) _ b6
Sent: Tuesday, November 17, 2015 10:39 AM b7cC
To (OLA) '

Ccj jloLa)

Subject: FW: Letter from Congressman Ron DeSantis .

b7C
Is this one in your portfolio? Please advise. Thanks!

All the best,

From mailt | b6 per FBI, OLA
Sent: ber 17, H b7C per FBI
To OLA) :

Cci | '

Subject: Letter from Congressman Ron DeSantis .

Good Mornin: : b6

b7C
Attached is a letter for your consideration. Please review and advise. '
Respectfully,
| | Congressman Ron DeSantis b6 per FBI, OLA
308 Cannon House Office Building || | http://DeSantis.House.Gov b7C per FBI

HRC-779
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’ Obtained by Judicial Watch, Inc.
[/ ained by Judicial Watch, Inc b7C
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. Obtained by Judicial Watch, Inc.

Bryan Pagliano I NVOICE
bé
b7c

Phond

Date:, 2011

To: For:

Justin Cooper Tech labor

Please make payable to Bryan Pagliano
DESCRIPTION HOURS RATE AMOUNT
Configure basic IPS and troubleshoot email issue mac client issue 4q $125 $500.00
Work on IPS config and anyconnect VPN 4 $125 $500,00
attempt to readdress .39 network 1/7 1.5 $125 " $187.50
Onsite work plus expenses - $1450 $1450,00
Check botnet filter, virtualization and IP5 monitoring 75 $125 93.75
Canfigure VPN, conflgure 2 factor, update Ips Image and signatures 4 $125 $500,00
Configure IPS in logaing mode $125 $250.00
Total $3481.25 |1
HC-002

HRC-785
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Obtained by Judicial Watch, Inc.

" - .I‘. —

B 5102
‘ _ _ _ JPMorgan .
N L : JPMorgan Chase Bank, NA. )
CLINTON EXECUTIVE SERVICE CORP.’ g S
N oL - : 10/22/2012 . 3
{ PAY : . - g
T . et ‘ ;
onbeRor  Bryan Pagliano - $ ~250000. 2 &
* Two Thousand Five Hundred and 00/10Q* #erHrisssrmsir i simnim ey i Y ' TR
._Bryan Pagliano @
. B
b6
. b7cC
MEMO . . : - —
_Inv Dtd:10/15/12 - Tech Labor g
bé
b7cC
CLINTON EXECUTI .
CUTIVE SERVIGE CORP 5102
Bryan Pagliano 10/22/2012
Expenses.IT Services Inv Dtd:10/15/12 - Tech Labor 2,500.00
CESC - JPM Bill Pay  Inv Dtd:10/15/12 - Tech Labor 2,500.00
CLINTON EXECUTIVE SERV .
1CE CORP | 5102
- Bryan Pagliano 10/22/2012
Expenses:IT Services inv Dtd:10/45/12 - Tech Labor 2,500.00
CESC - JPM Bill Pay  Inv Dtd:10/15/12 - Tech Labor 2,500.00
PRAODUCT DI T104 USE WITH 91883 ENVELOPE PRINTED IN U.&;\ A
oA R ’ HC'003

HRC-786
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. Obtained by Judicial Watch, Inc.

Bryan Pagliano I NVOICE
pron{ |
Date:Oct 15, 2012
To: For:
Justin Cooper Tech labor
Please make payable to Bryan Pagliano
DESCRIPTION HOURS RATE AMOUNT
allbox Corruption 7/28 3.5 $125 437.50
ailbox Corruption 7/29 2 $125 250
Lr;;tall service packs, apply exhange server hotfix 6 $125 750
" Install service pack for BES and push security
policles for ipad 8/15 15 $125 187.50
A{  mailbox 8/18 3 $125 375
[maitbox 8719 2 $125 250
t;!l.lezpll)aoe Data in different location fon| |mailbox ) §125 250
Total . $2500 2
HC-004

HRC-787

b6
b7C

b6
b7C

b6
b7C
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CLINTON

Qbtained by ludicial \A\/atch _lnc
- - s -

PAYTO THE - Bryan Paé!ian_o_

ORDER OF

Bryan Pagliano

Two Thousand-Eight Hundred Twelve and 50/100**

. MEMO  Tech Labor

CLINTON
Bryan Pagliano
Personal Expenses:|T Expense

JPM-Bilt Pay-3661-20 Tech Labor

CLINTON
Bryan Pagliano
Personal Expenses:|T Expense

JPM-Bill Pay-3661-20 Tech Labor

PYnmwua core: 1+800-326-0304 www.defuxsfonms.com

2455
. JPMORGAN CHASE BANK, N.A. i
. NEW YORK, NEW YORK " . . '
220 " 411312012 i
S 5
) ) 3
$ 281250 3 %
&
b6
b7cC
- b6
b7cC
2455
411312012
Tech Labor 2,812.50
2,812.50
2455
411312012
Tech Labor 2,812.50
2,812.50
. @ HC-005

HRC-788



‘ Obtained by Judicial Watch, Inc. .

Bryan Pagliano I NVOECE
bé
’ b7cC
Phonq
Date:Aptil 10, 2012
To: “Far:
Justin Cooper Tech labor
Please make payable to Bryan Pagliano
DESCRIP:TIQN _ " HOURS RATE ) AIV]OUNT _
VPN and SSL cert ) _ B 15 $125 $187.50
fix symantec av updating Issue ' 2 $125 - $250
Drive ordering, fix vpn, tune IPS 4 $125 . $500
Blackberry troubishooting 5 $125 ' $750
Dynamic IP blocking 2 $125 4250
Troubleshoot email and vpn 2 " $125 B $250
Troubleshoot blackberry and instali forefront 2010 4 $125 $500
Quote and apply forefront license 1 $125 _$125»
Total $2812.50 |3
- HC-006

: : A ; ' . HRC-789



—- . - -Obtained by Judietal Watch, Inc. ‘

3172
J.PMorgan ]
:‘PM;;Y?':!‘ mnk NA, Qo ,
m g .
CLINTON 12210 g
2/1/2013 3
i
PAY TO THE .
ORDEROF  Bryan Pagliano $ 318750 ¢ 5
Three Thousand One Hundred Eighty-Seven and §0/100*** *rsesrenves il nnishshishisiein ey DOLLARS g
' b6
b7C
i
MEMO — — ’
Tech Labor ’ !
b6
b7C
CLINTON 3172
Bryan Pagliano : 2112013
Personal Expenses:1T Expense Tech Labor 3,187.50
JPM-Bill Pay-3661- 20 Tech Labar 3,187.50
CLINTON | 3172
Bryan Pagliano 2172013
Personal Expenses:|T Expense Tech Labor 3,187.50
f
JPM-Bill Pay-3661-20 Tech Labor 3,187.50

PRODUCT DLTH USE WITH 91863 ENVELOMR

.- A . ® HC-007
HRC-790



. Obtained by Judicial Watch, Inc.

Bryan Pagliano INVOICE
Phond _
~ Date:Oct 15, 2012
(Yo For:
Justin Cooper Tech labor
Please make payable to Bryan Pagliano
DESCRIPTION HOURS RATE AMOUNT
Troubleshoot BlackBeny Issues 10/24 5 $125 $525
Consuit on Sandy aRermath 10/31 2 $125 $250
Restart servers after elechicity restored 11/9 1.5 $125 $167.50
Adjustments to Forefront 14/27, 11/26 15 $125 $167.50
Mailbox 11/29, 11/28 4 $125 $500
Mallbox and powerchute 11/30 4 $125 $500 -
Mailbox kick off before sept2000 job 1 $125 $125
Mallbax Kick off sepr2009 - dec 2009 job 15 '$125 $187.50
Mailbox kick off dec 2009 - apr 2010 K $125 $62.50
Mailbox kick off apr 2010- sept 2010 5 $125 $62.50
Mailbox kickeff sept 2010 - January 2011 5 $125 $62.50
Mailbox kickoff January 2011 - may 2011 and fix corruption in Justin’s maiibox 5 $125 $62.50
Conf Gall w/ infograte consultant 1/3 ’ 2 $125 $250
Conf Call 1/15 1 $125 $125
Total $3187.50
HC-008

HRC-761

bé
b7C



‘ —_Obtained by Jndicial Watch_Inc _.

3393
JPMorgan
m n% Gank, NA. Ll
CLINTON 1.2.210
. 51212013 3
§
R OtRGr  Bryan Pagliano ; $ 181250 ° §
One Thousand Eight Hundred Twelve and 50/100"* anhy emme . ‘ ; " DOLLARS §
Pagliano ‘ \ : a
| b6
b7C
MEMO ! - ] —
Tech Labor
| . beé
l b7C
" CLINTON 3393
Bryan Pagliano . 5/2/2013
CESC Expenses:|T Plan Tech Labor 1.812.50
JPM-Bill Pay-3661-20 Tech Labor 1.812.50
CLINTON . 3393
Bryan Pagliano ”i 5/2/2013
CESC Expenses:IT Plan Tech Labor 1,812.50
JPM-Bill Pay-3661-20 Tech Labor 1.812.50
PARODUCT DLTI04 USE WITH 51663 ENVELOPE
n

' « @ HC-009
, . -HRC-792



. Obtained by Judicial Watch, Inc.

. “ < - ;?‘b -'\:.
Bryan Pagliano INVOITE
; '
phﬁ
Date:Jan, 2013
2 For:
Tech labor
Please make payable to Bryan Pagliano
DESCRIPTION HOURS RATE AMOUNT
Network documentation for consultant 2/9/2013 F $125 $250
Check system report on Raid Battery issue/Botnet filter subscription 1 2125 3125
Consuitation on potential H email issue 1 5125 $125
Apply botnet license 2 $125 $250
Wrate recommendation to Cheryl 3/20 2 $125 $250
Conversation wit] /3 $125 $250
Call with Cheryl and___J/11 1 $125 $125
Call with cherylf Jand document review 4/15 15 $125 $187.50
Emalls t __ |and data coliection forf  fabout tech details 1 $125 $125
Email and document review 4/22 1 $125 $125
Total $1812.50
HC-010

HRC-793

b6

b7cC

b6
b7cC

b6
b7cC



v ‘ Ohtained by Judicial \Wateh lne .
Y y

3598
J.PMorgan
mn mf\k NA W T
ow
CLINTON 1-2-210
‘ 7/12/2013 i
§
PAY TO THE
ORDEROF  Bryan Pagliano $ ~o6875 © §
Nine Hundred Sixty-Eight and 75/100* * renssrvS ihlaiabiriaisiaiciainaninhiinle hiehbisiistol DOLLARS g
BreanPagliann .
&
b6
b7c
MEMO —
Tech Labor
b6
b7c
" CLINTON 3598
Bryan Pagliano 71122013
CESC Expenses:|T Project Tech Labor 968.75
JPM-Bill Pay-3661-20 Tech Labor 968.75
~ CLINTON 3598
Bryan Pagliano 711212013
CESC Expenses:IT Project Tech Labor 968.75
JPM-Bill Pay-3661-20 Tech Labor 968.75
PRODXUCT DLTI0A USE WITH 91663 ENVELOPE
- - @ HC-011

"HRC-794



. Obtained by Judicial Watch, Inc.

Bryan Pagliano

|

DaterJuly 10, 2013

To: ' Fnr:
Tech labor
Flease make payable to Bryan Pagliano
DESCRIPYION HOURS RATE AMOUNT
Troubleshoat message delivery failure and respond to emaits 1.5 $125 $187.50
Cloud Jacket Demo meeting 5/8/13 t $125 $125
Check server for SuuGleutseriesn Winfunaors 5/13/2013 .5 $125 $62.50
Conference cal} witf ler32013 i $125 $125
Conferente call wit] 6/4/2013 75 $125 59375
Emails to Platte Team 6/5/2013 1 $125 s
Troubleshoot Blackberry and Mouse Power issues 6/17 2 $125 $250
Total $968.75
HC-012

b6
b7C

b6
b7C

b6
b7C

HRC-795



. Obtained by Judicial Watch, Inc. .
Bryan Pagliano INVOICE
Oni .
Date:Jan 9, 2011
To: For:
Justin Cooper Tech labor
Please make payable to Bryan Pagliano

DESCRIPTION HOURS RATE AMOUNT

DNS and server slowness issue troubleshooting 2 $125 $250
Falled authentication log file investigation and export 2 $125 $250
Biackberry settings export 1 $125 $125
Proposal writeup for changes and quotes 2 $125 $250
Changing DNS forwarder and setting up PIX Ip blocking 2 $125 $250

TOTAL $1125

HC-013

b6
b7C

HRC-796



. Obtained by Judicial Watch, Inc. .

Bryan Pagliano | INVOICE

Phang IJ A »
Date:, 2011
To: For:
Justin Cooper Tech labor
K Please make payable to Bryan Pagliano
DESCRIPTION HOURS RATE AMOUNT
1/11/2011 Conference call with Security team 2 $125 $250
1/11/2011 Setup outbound ACL restrictions 2,5 $125 $312.50
1/14/2011 Investigate failed logon attempts 1 $125 $125
1/19/2011 Talked to RSA to generate quote 1 $125 $125
1/21/2011 Blocked spamer smtp address for viagra message .5 $125 $62.50
" 1/28/2011 Blocked 1p, changed username for justin, wrote BES IT policy and 3 $125 $375
worked on quote witf_] .
2/12/2011 Responded to emails, preped for Blackberry upgrad, biocked ips at o
1 $125 $125
firewall, _
2/17/2011 Blackberry security policy, quotes with| | B $125 $125
2/19/2011 Upgrade Blackberry server : 9 $125 $500
3/06/2011 2 firewall biocks K $125 $6250
TOTAL $2062.5
HC-014

bé
biC

b6
bicC

HRC-79/
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. Obtained by Judicial Watch, Inc.

From: 'nyanMPagﬂmd l
Subject: Fwa: Total coat .39 - Order Confirmation
Data: Apdil 30, 2011.2:38;
To: JusﬂnCoopei |

From: N‘;wcgg <inft
Date: Sat, Apr 30, 2011 at 2:36 PM

ect N » com - Order Confinnation
‘sl':& .

>

Rewegg ogo. ! (] smnecames |

i i

ek o browse e-Biast

Dozr Bryan (4 Pzglieno,

Thank you for shopping at Newegg.com
we're delighted we had what you were looking fort

confirmation. Please keep a copy for your records.
Please click hers to check order status.
Order Summary:

Sales Order Number: 78908157
Sales Order Date: 4/30/2011 11:35:17 AM

Bliling Intormation " T

~UPS 3 DAYS

Acc

10
bé

b7C

bé
b7C

Customer ID
ount Num

Your order should be processed and ready fo be shipped within 24-48 hours. Below is your order

- o L ——— —

1 x ($300.99} UPS RATIERY APCIRBC24 RT

$309.99

Payment Term: Mastercard
Extended Warranty: $0.00
Subtotai: $305.99

Tax: $0.00

Shipping and Handling: $26.40
Total Amount: $336.39

to cancel the order at any time prior to shipment without {labiiity.

To view mare recommendations, please click here.

Once You Know, You Newegq.®

To view our Return Policles, picase click herg. Newegg.com reserves the right, in its sole discretion,

If you have any guestions, please use our LlyeChat functlon or visit our Contact Us Pace.

bé
b7C

bé
b7C

bé
b7C

HC-016
HRC-7569 .



. Obtained by Judicial Watch, Inc. .

From: "Bryan M. Paglland I
Subject: Fwd: Newegg.com - Rush Order Confirmation

Date: June 6,2011 141 EDT
To: Justin Coope |

Totn! is $610,72
-Bryan
---------- Forwarded mersage ~eem------

Feom: Newegg <ipfo@noweazcon>
Date: Mon, Jun 6, 2011 at 1:40 PM

Su lly_icc;. Newegg.com - Rush Order Confiemation
T

fewegg logo N |

1

Iwitter ° 'YouTube .

k-liclk to browse e-Blast click to browse Shell Shocker klick to

© . Electronies Camerss -Software Gaming

s,

Customer ID

Thank you for shopping at Newegg.com,
We appreciate your confidence and your business!

we will attempt to rush this order for same day shlbping, as you've requested an
that the following conditons are met:

1. Your arder is submitted before 12:00PM PT (noon)

3. Your shipping address matches your credit card billing address.

Disclaimer: -

FORTH OUR BEST EFFORT TO SHIP THIS ORDER ON 6/6/2011, OR YOUR RUSH
PROCESSING FEE WILL BE REFUNDED.

Below Is your order confirmation. Please keep a copy for your records.
Piease click here to check Order Status.

Order Summary:

Sales Order Number; 80741987

Sates Order Date: 6/6/2011 10:39:16 AM
_Blling Infarmation . _ Shipping Information
Bryan M Pagliano Bryan M Pagliano

1

! ‘ P . My Accouns; | | Cuterner Sonvices

b6
b7C

b6
b7C

" Facehoolt Myspace

browse Dally Deals

Se. leon U Bagl ine, Account NumBer1

d paid for, provided

2. Your transaction and credit card authorization is successfully completed before 12:30PM PT.

IN ALL CIRCUMSTANCES, Newegg's MAXIMUM LIABILITY IS LIMITED TO THIS RUSH ORDER FEE
ONLY. WHILE NEWEGG CANNOT GUARANTEE SAME DAY SHIPMENT FOR ALL ORDERS, WE WILL PUT

ORDER

T ——— —— e~ = - — T e ek wem o v—

MarketPlace Outlet Mores

b6
b7C

b6
b7C

HC-017

HRC-800




Obtained by Judicial Watch, Inc.

Item List:
1x 9 P Al X413 RT

11

$499,99

-—

Payment Summary:

Payment Term: Mastercar.c]
Ex;;ded Warranty: $0.00
Subtotal: $499.99
Tax: $0.00
Shipping and Handling: $107.74
Rush Order: V $2.99
Total Amount: B sgio.fz

...... Bh e e, e+

If you have any questions, please use our LiveChat function or visit our Contact Us Page.
Once You Know, You Newegg.

Your Newegg.com Customer Service Team

ONCGE YOU KNOW, YOU NEWEGG. ®

Eolllhgv and Agreemenf I Privaég &llgv I mmmy_m

Newegg.com, 9997 Rose Hills Road, Whittier, CA. 90601-1701 | © 2000-2011 Newegg Inc. All rights reserved.

HC-018
HRC-801



. Obtained by Judicial Watch, Inc.

Bryan Pagliano I NVOIC E
bé
b7¢C
Date:June 14, 2011
To: For:
Justin Cooper : Tech labor
Please make payable to Bryan Pagliano
DESCRIPTION HOURS RATE AMOUNT
Unpacked and setup asa and disk array started config 4/3/2011 2 $125 $250
Worked on syslog server and asa update 4/4/2011 2 $125 $250
Worked on syslog server called cisco about ASA software 4/5/2011 2 $125 $250
Virus investigation and cleanup updated the ASA SW 4/6/2011 2.5 $125_ $625
Clean up virus from bb profile 1.5 $125 $187.50
Basic NAs setup, network design, work on syslog server 4/24/201 1 4 $125 $500
Cisco ASA, and switch configs 4/28/2011 7 $125 $875
Iscsi configuration format of NAS, Battery mixup reorder 4/30/2011 4 $125 $500
Syslog configuration client side traps 5/4/2011 2 $125 $250
ACL configurations on the ASA 5/5/2011 2 $125 $250
Pack equipment and tools and drive to NY, Final ASA configs pre implementation 10 $125 $1250
6/12/2011
Onsite, Implement new equipment, repair battery, troubleshoot and test 12 $125 $1500
6/13/2011 )
Morning final test, return, unpack, troubleshoot printer and reported slow email
7 $125 $875
6/14/2011
Travel Reimbursements $788.33
Total 4835083 | 12
HC-019

HRC-802



» Inc. ‘

. Obtained by Judicial Watch

COMFORT INN AND SUITES (NY618) "“"“"‘I:I1 — -
S 20 SAW MILL RIVER RD ::;:‘. A o
anvtilen 1 i
HAWTHORNE, NY 10532 USA Room: 221 BAR

Ne CnOIEE meTILE Phone: (914r592'8500

Arrival Date: 06/12/11 21:30
Fax: (914) 502-7457 v

Departure Dale: 06/14/11 09:49

gm.NY6 18@choicehotets.com Frequent Traveler 1D
You were checked out by b6
You were checked in by b7C
PAGLIANO, BRYAN
b6
Post Data Description Comment Amount b7C
08/12/11 ROOM CHARGE #221 PAGLIANO, BRYAN 160.00
06/12/11 STATE TAX STATE TAX 11.81
06/12/11 CITY/ICOUNTY TAX CITY/COUNTY TAX 4.80
06/13/11 ROOM CHARGE #221 PAGLIANO, BRYAN 160.00
06/13/11 STATETAX STATE TAX 11.81
068/13/11 COITYICOUNTY TAX CITY/COUNTY TAX 4.80
0614/11 MASTER CARD m&! -353.22
Batancae Due: _—_TE

If payment by crodit card, | agfee to pay the above total charge amount eccording to the card issuer agreement.

COMFORT INN AND SUITES (NY618) A :*;:mt :z:w“ Approvzla ::l:!ber:Mc
20 SAW MILL RIVER RD val Date: ype:
HAWTHORNE, Ny 10532 USA Mammﬁlm‘m:, Cord "“::’elmmil bE
e e Phona: (§14) £62-8600 Frequeni Traveler {D: Totak: 353.22 b7C

Fax: (914) 562-7457

BRYAN PAGLIANO ¥ payment by credit card, | agroe Io pay the above total charge amount accoring 10
the card issusr agreement, . b6

b7C

Thank you for your business! Book your next reservation on choicehotels.com for the best internet rates guaranteed.

HC-020
. : . HRC-803 .



. Obtained by Judicial Watch, Inc. ‘

Page 1 of 1
ENTERPRISE RAC COMPANY, 2020 JEFFERSON DAVIS HWY, ARLINGTON, VA 222023601 (703) 418-7240
RENTAL AGREEMENT REFZ SUMMARY OF CHARGES
592120 9RL5PB ,
: Charge Description Date. Quantity Per Rate Total
RENTER TIME & DISTANCE .05/12 - 06/14 _ 3 DAY $50.99 $179.97
PAGLIANO, BRYAN wo 06/12 - 06/14 3 DAY $17.909 453.97
PAL 05/12-06/14 3 DAY $3.00 $9.00
AT BRI ot G
DATE & TIME IN :,‘23?2‘1’150‘;‘55’5"‘"“ 06/12-06/14 3 DAY $3.99  $11.97
06/14/2011 04:34 PM ———— .
— Subtotal: __ 335491
BILLING CYCLE Taxes & Surcharges
24-HOUR VEHICLE LICENSE )
‘ RECOVERY FEE 06/12 - 06/14 3 DAY $0.23 $0.69
VEM #1 2011 JEEP LBTY SPT4 VIRGINIA ADDITIONAL TAX 06/12 - 06/14 4%  $10.23
VIN# 134PN2GK7BW552009 VIRGINIA RENTAL FEE 06/12 - 06/14 2% $5.11
LIC# XFR2744 VIRGINIA RENTAL TAX 06/12 - 06/14 4% _ $10.22
MILES DRIVEN 296 Total Charges: $281.16
Tota?! Amount Due $0.00
PAYMENT INFORMATION
AMOUNT PAID  TYPE BER
$281.16 Mastercard wENDI NG b6
b7C
6/14/2011
HC-021

' : . HRC-804



. Obtained by Judicial Watch, Inc. .

ad e o e ————

b6
b7C
FOREST GLEN BP
2601 FOREST GLEN RD
SILVER SPRING MD
9320375
You Saved $0.100/ga
DATE 06/12/11 16:45
PUNP § 03
PRODUCT: REGULR
GALLONS : 13.306
PRICE/G: ¢ 3.899
FUEL SALE ' 51.88
THANK You -
CHOOSING oo, :s
(o

Resp Code: 000
Stan: 019083334

SITE ID: 9320375
Earn a 5% rebate
vith the BP Visa
Take application
and Apply Today

THANK YOL
HAVE A NICE DAY

HC-022
= C S HRC:805-
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Bryan Pagliano I NVOICE
b6
b7cC
0
Date;, 2011
To: For:
Justin Cooper Tech labor
Please make payable to Bryan Pagliano
DESCRIPTION ' HOURS RATE AMOUNT
Troubleshoot and tumn off esmtp inspect, install virus protection on syslog server
2 $125 $250
6/15/2011 _
Install solarwinds log forwarder, troubleshoot symantec install, configure syslog 3 $125 $325
for firewal! and servers, block a bfa manually 6/21/2011 )
ASA configurations, scanning filter, botnet filter, spoofing filte, sbsmonacct X
toubleshooting _ 2 $125 $250
Take Screen shots for gui biock of Brute force attack 7/18/2011 1 $125 $125
Block BFA ip’s, patch blackberry server with microsoft patches, look through 15 $125 $187.50
syslogs
Reset password and block bfa 8/1/2011 .75 $125 93,75
Check software version of BES server and download patches, research 2 factor 2 $125 $250
solutions 8/9/2011 7
Patch bb server, block BFA, type up how to biock bfa at firewall 8/11/2011 15 $125 .$187.50
Register Clsoo licenses through disco.com 8/15/2011 1 $125 $125
Uploaded Humas contacts 8/17/2011 1 $125 $125
Block a BFA and install licenses on the ASA 8/18/2011 1 $125 $125
Configure Botnet filter, gather IPS docs 8/23/2011 1.75 $125 218.75
 Pushed new security policy t  |VPN configuration planning 2 $125 $250 b6
i 1 P i b7C
Applied security polfq t B, configured self signed cert on asa . 2 $125 $250
8/25/2011
Total $2762.50 13
HC-023

_HRC-806
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Vendor QuickReport

All Transactions

Payment Type Date Financlal institution | Debit Credit
US21, INC.
Check 03/03/2009| Citi Checking 5,155.00
Check 03/30/2009{JP Morgan 921.00
Check 03/26/2010|JP Morgan 160.00
Check 01/21/2011{JP Morgan 3,957.00
Check 03/02/2011|JP Morgan 216.00
Check 03/02/2011{JP Morgan 6,449.00
Check 08/02/2011|JP Morgan 1,880.00
Credit Card Charge 02/12/2012]|JP Morgan 150.00
Check 05/21/2012|JP Morgan 880.00
Check 01/31/2014|JP Morgan 738.95
Total 0.00 | 20.506.95
Page 1 of 1
HC-024

HRC-807 |
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[WILLIAM CLINTON

US21, Inc.

2721 Prosperity Ave

Suite 300

Fairfax, VA 22031

Phone # 703-560-0021
Fox # 703-560-2336

Obtained by Judicial Watch, Inc.

Invoice

Date:.

Invoice

] 6164

3/30/2022

e

e
R e

ARG

LS |

'WILLIAM CLINTON

e y «’y‘t‘%‘;—&‘ I

bé
b7C
| ;
J g ]
% +-Customer. Phone Shipvia "Wl
electronic b6
TR ot | owows b7C
NET 30 Days 3/30/2012 4/29/2012
o ST e o
Destolptionz.
Microsoft - OV FORFRNT PROT EXCH SVR SNGL. .
36M AP PER U. |
!William Clinton i
Attn: Justin Cooper '
bé
b7C
! |
; !
*License Authorization Number '
License Agreement Number
4
i
: !
] - _— : S
Subtotal USD $880.00
Notes Tax $0.00 |
- ;
Total $880.00
Payments/Credits $0.00  Balance Due $880.,00 @
HC-026

HRC-809
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(9) us21, Inc. Invoice

2721 Prosperity Ave
Sulte 300

USZ1 Fairfax, VA 22031 Invoice # 10210:
Phone # 703-560-0021 L
Fax # 703-560-2336 . Date: 3/12/2013:

JUSTIN COOPER b6
b7C
e R e R D
JUSTIN CQO PER ) electromc
S R R ; R
3/12/2013 3/12/2013
; AR Egjpﬁ AT ."'m{’"m =
Out of Warranty On-Slte Service Incldent -
! Desktop, Workstation and Notebook
Service address is J
. . b6
: | b7C
3
11900-0009 Parts Required on an Out of Warranty Call 69.95 69.95
PART #NU209 :
SRTAG #G842PC1
1{ L-ASAS510-BOT-1YR= 'Cisco ASA 5500 Botnet Traffic Filter License 420.00 420.00
Subscription license { 1 year ) - 1 appWlance -
delivered vla electronic distribution
Product Number
ASAS510-AlP10-K9
Service Product Number
CON-SU1-AS1A10K9
Serial Number
JMX1421L059
Subtotal USD $738.95
Notes Tax | 50.00
Total | - $738.95 .
Payments/Credits $0.00  Balance Due $738.95 < ,32
HC-027

. . . , HRC-810
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INTUITION

Service Level Agreement (SLA Premium)

=——

for CESC
by

Platte River Networks

Effective Date: 7/ /2013

I

rDOCllmellf Owner:

l Platie River Networks

Yersion

Version Description Author
1.1 6/27/2013 Service Level Agreement PRN
Approval

(By signing belaw, all Approvers agree to all terins and condltions outlined in this Agreement,)

Approvers Role Signed Approval Date
Platic River Service Provider / 12013
Networks -
CESC Cuslomer _ /12013
Platie River Networks
2955 Inca Street Suite 2K

Denver, CO 80202

HC-028
HRC-811.
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Platte River K"hn\ -
S S =>>D

INTUITION
1. Agreement Overview

3'

This Agreement represents a Service Level Agreement (“SLA” or “Agreement”) between
Platte River Networks and CESC for the provisioning of IT services required to support and
sustain through the Intuition Premium package. (As Outlined Below)

This Agreement remains valid until superseded by a revised agreement mutually endorsed by
the stakeholders.

This Agreement outlines the parameters of all 1T services covered as they are mutually
understood by the primary stakeholders. This Agreement does not supersede current
processes and procedures unless explicitly stated herein, . :

Goals & Objectives

The purpose of thjs Agreeinent is to ensure that the proper elements and commitments are in
place to provide consistent IT service support and delivery to the Customer(s) by the Service
Provider(s).

The goal of this Agreement is to obtain mutual agreement for IT service provision between
the Service Provider(s) and Customer(s).

The objectives of this Agreement are to:

» Provide clear reference to service ownership, accountability, roles and/or

responsibilities.
o Present a clear, concise and measurable description of service provision to the
‘ custower.
+ Match perceptions of expected service provision with actual service support &
delivery.
Stakeholders

The following Service Provider(s) and Customer(s) wili be used as the basis of the
Agreement and represent the primary stakeholders associated with this SLA:

IT Service Provider(s); Platte River Networks
IT Customer(s): CESC (“Customer”)

37

Platte River Networks
29535 Inca Strect Suite 2K
Denver, CO 80202

HC-030

HRC-813
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Platte River Q’h”t_‘ ) .jjj
A 5 INTUITION

5) SOFTWARE LICENSING:

Platte River Networks does not support unlicensed software, Customer represents that all installed software Is licensed.
in the event that Customer has any unlicensed software on premises, Customer Is responsible for notifying Platte River
Networks of such so that a remedtation plan can be prepared and Implemented to assist Customer In achieving 100%
licensa compliance.

{6) CONFID IAL INFOR N

Platte River Networks will keep all information gained as a result of Its services to Customer about the Customer’s
operations and business practices confidential, except In cases where divulgence of certaln Information Is necessary to
perform a task requested by the Customer, and Platte River Networks receives the Customer’s consent to do so, or in
cases where the information Is or becomes part of the public domain other than as a result of unauthorized disclosure
by Platte River Networks.

[Z) INSURANCE REQUIREMENTS;

Platte River Networks at Its sole cost and expense, shali at all times during the term of this Agreement maintain
Insurance and furnish certificates from the Insurance carrier evidencing sald insurance, which shall include, but is not
limited to: (i) errors and omissions Insurance in the amount of $1,000,000; (i) comprehensive general liability insurance
in the amount of $2,000,000; and (iii) any other usual and customary pollcies of insurance applicable to PRN's line of
business.

(8) LIABILITY:

in no event shall either Party be liable for any indirect, incldental, special or consequential damages, including loss of
profits, ravenue, data, or use, Incurred by either Party or any third party, whether In an action in contract or tort, In any
way arising from either Party’s performance or nonperformance of this Agreement, even If the other Party or any other
person has been advised of the possibility of such damages. In no event shall either party’s liability for damages
hereunder exceed $2,000,000, except for damages which have directly resulted from PRN’s gross negligence or willful
misconduct in connection with providing or failing to provide the services under this agreement.

Platte River Networks
2955 Inca Street Suite 2K
Denver, CO 80202

HC-038
. . HRC-821
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Piatte River
Networks

oF EHVERE YA faee

,‘ | %),
‘ INTUITION

(9) PRINCIPAL CONTACTS:

CUSTOMER INFORMATION:

Company Name: CESC

8illing Address: 750 Third Ave.

City: New York State: NY Zip: 10017
Phone: 212-485-5800

{A) PRIMARY FINANCIAL CONTACT: {Authorized signer)

| .

b7cC

(B) PRIMARY TECHNICAL CONTACT: (Cllent on-slte project manager, responsible for
prioritization of projects and tasks and has authorization to schedule work and act on behalf of
primary financial contact).

(C) BILLING CONTACT: (Invoices wlll be sent to this person at the address listed above unless
alternate billing address Is listed befow. This person Js ngt authorized to request service from
Platte River Networks)

(D) ADDITIONAL TECHNICAL CONTACT: (Piease fist any additional contacts beyond A and B
above that are authorized to request services from Platte River networks.)

Piease provide additional service locations and special billing Instructions.

Platte River Networks
2955 Inca Siveet Suite 2K
Denver, CO 80202

HC-039
: , ) HRC-822
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Platte River Kﬁn& g;m
s | INTUITION

o 1LY 1o Homurti

10C Infrastructuré & Help Desk Customer Inventory

Servers
+  \MWare hiost Dell PowerEdge R620
* Exchange server - ‘
s . DomalivController
»  Blackberry server
+ Datto BDR SIRIS 2000

Network Devices
» ~ Fortinet FortiGate 80C Flrewallx 2
+  Dell PowerConnect 2824 Switchx 2

Users

o  25end users

Platte River Networks
2955 ks Street Silte 2K
Deover; CO 80202

| HC-041
. - o HRC-824
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Platte River M .
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Y ATRVICES TOK DUIIKESS ;‘-

=P,
INTUITION

Intuition Operations Center and Help Desk
Description of Services

CESC (Customer)

July 8, 2013

PLATTE RIVER NETWORKS

WE MAKE TECHNOLOGY WORK FOR YOUR BUSINESS
2935 Inca Strect | Suite 2K | Denver CO 80202 {303 255,194 | | www.platteriver com . H C-0 42

- HRC-825
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Platte River
- Networks

17 SEUVICES FOR BUSINESS

Infroduction

This document specifies the scope, schedule, guidelines and procedures for services delivered by Platte River Networks
(PRN) and our Intuition Operations Center (I0C) and Intuition Help Desk Services to the CESC (Customer) and the
Customers end users. Delivery of these services is bound by the conditions outlined in the Intuition Premium Service
Level Agreement (“SLA”).

|IOC Services
SERVICE 10C SERVICES
Deployment and use of v

Intuition Workplace policy
modules for monitoring

and alerting
Alert Notification -
Performance of Scheduled v

Maintenance Activities
(against SLAs)

Daily Service Summary v
Reporting

Monthly Executive v
Summary Reporting

Remote Remediation v
Advanced Problem v
Management

PLATTE RIVER NETWORKS

WE MAKE TECHNOLOGY WORK FOR YOUR BUSINESS
2935 Inca Street | Suste 2K | Denver GO 811202 13073 255,194 1 | www platieriver com HC_043

) . : . ' . HRC-B26




. Obtained by Judicial Watch, Inc. ' '

Platte River
Networks

{7 SERVICES FOR BUSINESS

IOC Services — Alert, Respond and Resolve

Alerts are verified as genuine and actionable or closed. Management tickets are created for all actionable issues in the
10C and all interconnected systems as applicable for regular reporting. Alerts deemed actionable by the I0C team are
resolved according the SLA. When alerts are not actionable by the 10C team, timely notification to the Customer is
made, based on the priority of the alert and device. Similarly, remediation information is updated in these tickets and
shared across interconnected systems as applicable. '

Internet-access related issues where |0C Engineers have been authorized to act on behalf of the Customer will be
resolved with the Customer’s Internet Service Provider (ISP).

Regular daily and monthly reporting will be available to the Customer as will per-incident recommendations and root
causes analyses. Incidents are prioritized with the following classifications and responded to accordingly as per the SLA.

IOC Maintenance Activities

Any and all maintenance activities that can be completed using pre-existing automation options in {0C will be
performed. Where no current means of automating the activity exists, the 10C may be engaged to supply scripted
‘solutions.

All relevant information about a failure is documented and provided in the ticket, along with any other prescribed
notification (such as email or telephone contact) required. IOC will continue working to resolve the issue until the
maintenance activity has been completed.

For example, if an automated task to defragment a hard drive has failed to complete, I0C will monitor how many times
this activity has failed on the device and identify any possible root causes, like insufficient disk space, to complete the
operation. I0C Engineers will immediately address the low disk space issue by performing a disk cleanup. If that fails to
provide sufficient free space, a list will be compiled of objects occupying the greatest percentage of the disk, and
promptly provided to the Customer with recommendations for freeing more space (such as, identifying databases, data
files, or programs that can be moved to other partitions or network locations).

Any code-related defect suspected or identified in 10C that impacts the ability to deliver maintenance services will be
escalated until the issue is resolved.

PLATTE RIVER NETWORKS

WE MAKE TECHNOLOGY WORK FOR YOUR BUSINESS
2933 Inca Sneet § Swite 2R | Denver CO 86202 1303.255 1941 | www platteriver com HC-044

HRC-827
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Platte River »
Networks g—

17 SZRVICEY TOR BUSINESS

NOC Maintenance Activities for Microsoft Exchange

Monitoring Continuous Coinprehensive monitoring collects continuous performance metrics and
critical Windows log events. SMTP and MTA statistics are gathered and
interpreted 24/7.

Service Assurance Continuous Consistent running state of Windows services is managed 24/7.

Database Continuous Management of all database and log files disk space

Management (selectively/collectively), performance of each disk and I/O balancing across
disks, management and monitoring of database size and traffic.

PLATTE RIVER NETWORKS

WE MAKE TECHNOLOGY WORK FOR YOUR BUSINESS
2955 Inca Street | Suite 2K | Denver CO 80202 | 303.255.1941 | www platteriver com

HC-049
. o C HRC-832
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17 SERVICES FOR BUSINESS

|IOC Services Reporting

Regular reporting on IOC Services includes but is not limited to the following. Reports listed will be available to the
Customer and archived.

Dally Activity Summary
The Dally Activity Summary provides a daily summary of the following:

open tickets

closed tickets

automated activities performed
remote sessions conducted

Monthly Actlvity Summary
The Monthly Activity Summary provides a monthly summary of the following:

open tickets

tickets open for more than one day

closed tickets

automated activities performed

remote sessions conducted

graph summarizing year-to-date tickets, organized by month

PLATTE RIVER NETWORKS

WE MAKE TECHNOLOGY WORK FOR YOUR BUSINESS

2935 Inca Sticet | Suite 2K | Denver CO 80202 ] 303 255 1941 | www platteriver com

HC-051
: R HRC-834
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67 SERVICES FOR BUSINESS

Intuition Help Desk Services

Where 10C Services are focused on the client’s infrastructure, the function of intuition Help Desk Services is to support
individual users. Our Help Desk (HD) team provides 24/7 remote assistance and repair to help the Customer’s end users
use their technology—reducing downtime and increasing their productivity.

We set up a dedicated phone number for the Customer, only the Customer wili have access to this phone number.

We set up a dedicated emaii for the Customer. The Customers end users receive 24 /7 HD support to troubleshoot and
fix all third-party and operating system issues at the workstation level through the dedicated phone number, I0C remote
tools, and email. The method of communication is the choice of the end user. Upon end user approval, our Help Desk
Technicians can remotely control the end user’s desktop in order to expedite remediation, and if requested by the end
user, will call the end user on the phone to expedite the resolution process.

Help Desk issues that cannot be resolved at the level of the single workstation and end user are escalated directly to the
10C for resolution with an explanation of the issue.

Features of Help Desk Services

Intuition Help Desk Services feature the following:

® End-to-end support for PC, Mac and alternative operating systems, applications and devices.

o Certified experts providing live, experienced assistance to the Customer’s end users for all aspects of their
interaction with information technologies.

¢ Dedicated phone number, email instantly connects the Customer’s end users with our Help Desk Technicians so
best-in-class support is available any time of day, from anywhere in the world.

* Remote access technologies enable our Help Desk Technicians to perform direct diagnostics, determine what
the end user’s technical problem is, implement corrections and instruct the end user to achieve resolution
without interrupting the end user.

o Help Desk Technicians will use advanced screen sharing and remote workstation control technologies
extensively, upon Customer’s end user permission, to facilitate superior understanding of end user issues and
questions, and to illustrate and execute appropriate solutions most effectively and efficiently.

¢ Ifrequested by the Customer’s end user, a Help Desk Technician will call the end user on the phone to expedite
the resolution process.

PLATTE RIVER NETWORKS

WE MAKE TECHNOLOGY WORK FOR YOUR BUSINESS

2935 Inea Street | Suile 2R | Denver GO S0202 [ 383 255 1041 ) www platieriver com

HC-052
. - o .+ HRC-835
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1T SERVICES FOR BUIINESS

Intuition IOC Services Exclusions

IOC Services shall not be provided under any of the following circumstances or for the following items or programs:
e  When requested actions violate copyright laws, or introduce liability concerns that limit processes to those that
render incomplete required steps for successful completion of the task.

e Authoring of code-based content, including but not limited to, shell or user mode scripts, applications, web
pages, applets, or other development solutions.

e Authoring of media-based content, including but not limited to, graphics, copy text, audio or visual content.
e  Where resolution of identified faults require correcting code-based defects in applications or firmware.

e When end-users are unable to provide sufficient proof of identity and are asking for security related information
such as non-default access to network resources, passwords, activity histories, etc.

Intuition Help Desk Services Exclusions

Help Desk Services shall not be provided under any of the following circumstances or for the following items or
programs:

e When requested actions violate copyright laws, or introduce liability concerns that limit processes to those that
render incomplete required steps for successful completion of the task.

e Authoring of code-based content, including but not limited to, shell or user mode scripts, applications, web
pages, applets, or other development solutions. ‘

e Authoring of media-based content, including but not limited to, graphics, copy text, audio or visual content.
e  Where resolution of identified faults require correcting code-based defects in applications or firmware.

¢ When the activity requires on-premise physical access to a device during period of work, or following
configuration changes (BIOS flash, power-cycling devices not WOL enabled).

e Change to core components of an operating system or application introduces potential barriers to further
remediation or remote remediation, such as changes to Windows Registry, .NET Framework or WMI repository
made manually and not under direct vendor advisement with express approval of PRN and the Customer.

Additional Clause

PRN employees, 10C and Intuition Help Desk employees, will not access any Customer’s email content or Customer’s
Exchange infrastructure without prior permission from the Customer and only if the approved access is for Customer
account basic remediation purposes. Inthe event remediation requires admin access to the Customer’s Exchange
infrastructure and the Customer grants PRN permission to access, the only appointed and approved PRN employees who
will be granted admin access are the following:

b6
b7cC

PLATTE RIVER NETWORKS

WE MAKE TECHNOLOGY WORK FOR YOIUR BUSINESS
2953 Inca Streer | Suite 2K Denver CO 30202 1363 255 (991 | waww platieriver com

HC-054
HRC-837
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FEDERAL BUREAU OF INVESTIGATION

Date of transcription __1/6/2016

On January 6, 2016, two separate LHMs were provided to the Central Intelligence Agency (CIA)
requesting use authority to show documents containing CIA equities during future interviews related to
the captioned matter. The LHMs were provided to CIA detaillee] | b3 per CIA
b6 per CIA

Copies of the LHMs are enclosed in an attached 1A.

b3
Lo . b7E
Investigation on ___1/6/2016 at Washington, DC
File # J l- 127 Date dictated __ N/A
‘ b6
By SA b7cC

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it
and its contents are not to be distributed outside your agency.

HRC-839
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1. Interim Government Struggling to Restore Order in Capital

nd Across North; Exercising Weak Authority in Country’s
south. Following the 2005 revolution, the new government was able to
restore peace 1o the capital and exercise its authority across the nation
within 72 hours. This was largely due to Feliks Kulov, an opposition leader
‘who was a career policeman and commanded deep respect within the police
forces. Following the 2010 revolution, the interim governnient continues to
have an extremely difficult time restoring order two weeks later. Alarge
part of the problem comes in motivating the police and getting them back
out on the street and doing patrols. Relations between the government and
the police rank-and-file are terrible and police claim that they risk being
beaten or shot simply by going out on the sireets. Much of this stems from
breeding resentment over the deaths (now put at 85, but with hundreds still
in the hospitals with wounds, nearly a hundred with life-threatening
wounds). The break down in law and order is reaching Hobbesian
dimensions. Squatters, frequently armed with iron bars and stones, and
sometimes with guns, attempt to occupy homes and buildings on the
outskirts of the capital. In the Issyk Kul resort area, several hotels and

‘ozens of vacation villas have been seized. But spontaneous “squatters
actions” are reporied all across the country, and government authority is
especially fecble in the south {and hardly apparent in the Jalalabad
Province). Government leaders express confidence that they will get the
situation in hand, though they agree it may take some weeks. But others see
serious vulnerability and point t¢ menacing coverage of the situation in the
Russian media, much of it broadcast into Kyrgyzstan, coupled with concerns
of possible threats against ethnic Russians. The situation could be exploited
by Russia as a pretext for police operations in Kyrgyzstan, but the Kyrgyz
leaders I speak with consider this a remote possibility. Restoring police
order across the country is still the top priority for the interim
government. Recommendation: U.S. support to the new government to
help restore police operations is critical; basics like paying salaries and
furnishing fuel is essential.

Z05768666 ..
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bl per DOS, FBI
b3 per FBI
Jo6 per poOs
fo7c per pos
Je7E per pos

Easa ?’@gmma "“m saiame :{ beheve the M’am% Transzt Center can be
mtcsm% for another year. Beyond that, an assessment shouldn’t be
attempted until after the fall parhamenmw elections and the formation of a
new government. However, the effort is mcreabmgly difficult, and there is
little margin for error. The U.S. has to play its cards very ¢ sfu*ieiy to get
through this. There are three keys to suceess:

1) Work with Russia. As one of Otunbayeva's assistants tells me, “I thisis
a Russia vs. U.S. matter, you shouldn't be in suspense: the U.8. loses.” That
same interlocutor told me, however, that the U.S. was playing things “just
right” by working at the White House level thirough Medvedev and making
*he case for the base in the context of joint interests. Russia will continue
low-level anti-base propaganda, and the U.S. can survive this. But if Russia
turhs up the heat, the new government will jump to its tune. Thereisa
sirong sense that Russia is msﬂ v angry because Bakivev took their money
and betrayed them, and that Russia has to be appeased over this.

(b} Admit Mistakes. Beknazarov is building a case against the U.S8. over the

fuel contracts. He is arguing that they were a form of bmbew pursued by the

U.S. to corrupt the government. He has assembled a strong evzdentmry

portiolio already. Kyrygs prosecutors have shown me documents showing

much of the paper path between Red Star/Mina and DOD; they have

payment records 1o the Bakiy ev-controlled companies; they even have

pricing data showing that fuel was being sold at around $3. 25. They have

{etailed research oy role and tapes of some of his b6 per DOS
Jommurnications which show him operating as if he were a fully integrated :
part of the DESC team, and they've identified other figures in the Red Star
operations in London M’m they believe are U.S. intelligence

12742
HRC-845
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[

. L b6
o 0G/10/2014 03:14:57 PM }
. ant time: i bIC
To: I
Ce: CRC 1 %
Subject: RE: Current CESC user fist
Did you hear anything back?
| CLIENT RESOURCE REPRESENTATIVE
b6

0 303.255.1941 F 303.474.3942
PLATTE RIVER NETWORKS b7C

IT SERVICES FOR BUSINESS

Frorrl '

sent: Monday, June 09, 2014 9:48 AM b6
Tol | b7C
Cc: CRC

Subject: RE: Current CESC user list

. . . Ly
I:IHere are all of the active mailboxes, minus a fe_m( system ones:
E b6

Administrator b7C

b6
b7cC

CCM
| bfﬁce Scheduling

Finances | |0fﬁce
H hrod17

| |
helpdesk
HRC Archive
Huma Abedin

Justin Admin2
Justin Cooper

Press

Fromi ‘[mailg ¢

Sept: Friday_June 06, 2014 3:49 PM ‘ b6
To | b7cC
Cc: CRC

Subject: RE: Current CESC user list

HRC-1482
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Can you provide a fist of alt current maitbox by domain and we will review the list and confirm all the current mailboxes.

Thanks,

Clinton Foundation

‘ Direcli I

— - — e e U O A_;...i...-_v..._ —— mem = eam

gmn{ | mailtd : l

Cc: CRC
Subject: Current CESC user list

H|:| Can one of you provide us with a current list of the active CESC employees? We have all of the old and
current users listed on the servers, but would like to make 'sqre that we're maintaining the 'real’ user list in our ticket/CRM

system accurately. i

This email has been scanned for email related threats and deli\?ei'ed safely by Mimecast.
For more information please visit http:/www.mimecast.com | {

\
l’l‘,

HRC-1483
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P Platte River Networks InVOice

5700 Washington St
netwerks 303.255.1941 2/28/2014 35593
Bill To:
CESC
Marcum LLP c/q bé
750 Third Avenue b7C
New York, NY 10017
Project P.O. No. Terms Due Date
Net 30 3/30/2014
Serviced Description Units Rate Amount
2/25/2014 Task/Ticket: On Call-Email Archive ) 2 125.00 250.00
T20140225.0074
Summary Notes: 2/25 2 hours
* Export/import of ive to current email system
Resource Name: b6
b7C
Thank you for your business! Subtotal $250.00
Your prompt payment is appreciated. A late fee of $25.00 and a monthly finance charge of 1 1/2% (18% Sales Tax (0.0%) $0.00
annually) may be assessed for invoices not paid within terms.
Any disputes should be reported within 15 days of the invoice date or all charges will be deemed as Total $250.00
acceptable by the client. In the event of non-payment, the client will also be responsible for collection and
attorney fees incurred in collections efforts. Payments/Credits -$250.00
Please direct all billing inquiries and requests to the Accounting Department
accounting@platteriver.com :: 303.255.1941 Balance Due * $0_00

HRC-1484
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On Fri, Apr4,2014 at 10:11 AM| |> wrote:
Sorry, missed this the first time around. Yes, the email has been imported into an archive mailbox on
the server, and | can send the mac back to you soon

From:l [mailt
Sent: Friday, April 04, 2014 10:10 AM
To: Monica Hanley

Cc:| |

Subject: Re: HRC emails

Just checking back on thilelis it still with you? Thank you

On Tue, Mar 25,2014 at 4:42 PM,l I> wrote:
Hi guys - iust following up on this. Let me know when the wiped laptop is ready to be
shippedlﬁbest to send it to the foundation at:

Hillary Rodham Clinton

c/d

1271 Avenue of the Americas

42nd Floor

New York, NY 10020

Let me know once it's gone out so we know to expect it. Thanklel

On Mon, Feb 10, 2014 at 9:03 PM, Monica Hanley wrote:
sounds great
if tomorrow falls through for you, we can find another time. Will email you in the morning.

On Mon, Feb 10, 2014 at 9:02 PM > wrote:
Hi Monica-

I'should be able to work with you on this tomorrow morning, can we shoot for around 11a EST?

From: Monica Hanley [mailto:monica.hanley@gmail.com]
Sent: Monday, February 10, 2014 8:55 PM

To | \

Cc |

Subject: HRC emails

H___]
[ am no longer with HRC's office (Jan 31st was my last day) but | wanted to try to finish the
HRC email project which requires sending all of her archived email to your server. You recall

that we couldn't figure out a way for you to connect to the laptop that 1 have in my possession.

b6
b7cC

b6
b7cC

b6
b7cC

b6
b7cC

b6
b7cC

b6
b7cC

b6 per DOS

b6
b7cC

b6
b7cC

b6
b7cC
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FromI
Date: Wed, Apr 9, 2014 at 7:16 PM
Supiect: Re: HRC emails
To

That's perfect

On Apr 9, 2014, at 6:46 PMl |> wrote:

Sure thing. Earlier in the day is better- can we shoot for around 10am?

From |(mailtd |
Sent: Wednesday, April 09, 2014 6:38 PM

Tol |

Subject: Re: HRC emails

Apologies - is there a good time for you to go through this on Friday? Thanks!lIl

On Wed, Apr 9, 2014 at 12:36 PM, wrote:
Hi good to hear you're on the mend' | will try you a little later this afternoon. Bes
On Wed, Apr 9,2014 at 10:00 AM]| | wrote:

H:| Sorry for the delay, | got extremely ill over the weekend and am just now feeling semi-human
again.

If you have some time today, can you call me so | can give you the details on how to access HRC's
archived emails?

From| |[mai|to|
Sent: Saturday, April 05, 2014 1:.55PM
To: Monica Hanley

Ccf |

Subject: Re: HRC emails

makes sense! would love the details - thanks!

On Sat, Apr 5, 2014 at 11:54 AM, Monica Hanley wrote:

hi! '

I know [ don't work with you anymore so no need to reply to me but if HRC wants access to he
email, can she now access it through the web [ think you should update Huma and

on where all of her old email is.

b6
b7cC

b6

b7cC

b6
b7cC

b6
b7cC

b6
b7cC

b6
b7cC

b6 per DOS

b6
b7cC
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bé
From: b7cC
Sent: Frida 12,2014 1:40 PM
To:
Subject: RE: hrod1i/
Does the BB have any field to change the display name? | am not finding anything on this topic so far

b6
From [mailt b7C
Sent: Friday, December 12, 2014 1:30 PM
To:li

Subject: Re: hrod17

Ha!

b6
Fromf J b7C
Date: Friday, December 12, 2014 at 1:28 PM '
To{
Subject: RE: hrod17

! will look into this. All bets are off with Exchange and IMAP however!

bé
From| [maittd]” | : b7C
Sent: Friday, December 12, 2014 1:18 PM
Toh
Subject: Re: hrod17
It worked! Thank you!
it’s showing up as from "clinton/hdr29@clintonemail.com” - and we don’t see an option on our end to change
that on the berry. Is that something that gets done by you or through the web portal? We just want it to say “H"

bé
From: J b7C
Date: Friday, December 12, 2014 at 12:44 PM
To
Subject: RE: hrod17
Phone is going to be a problem, | have a conf call at 1p EST and then I'm in the car directly afterwards.
Have you tried Clinton\hdr29 and hdr29@clintonemail.com for the username?
1 just changed the authentication type for IMAP on the server, can you try it again real quick?

bé
From:| |imailto| | b7C

Sent: Friday, December 12, 2014 12:41 PM

Tor J

Subject: Re: hrodl17

HRC-1516
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Just saw it - thank you. Y

b6
Can [ call you with pn the line, who has the device in hand and bringing it to HRC - because we b7C
can not crack the IMAP code. If so, let me know where to call you.
b6
From b7C
Date: Fri 12 Dec 2014 17-36:59 0000
To
Subject: RE: hrod17
It should be starting to populate now
- : b6
From{ _ | Imailto J b7C

Sent: Friday, December 12, 2014 12:32 PM

To |

Subject: Re: hrodl17

Let me know when | should look to see if it’s populating.

From|7 J | b6

b7C
Date: Friday, December 12, 2014 at 11:52 AM
To{
Subject: RE: hrodl/

Can do

----- Original Message----- b6
Fromj (mailta J b7C
Sent: Friday, December 12, 2014 11:47 AM '

Tol |

Subject: hrod17

You can put a copy of her last 60 days of email received in hrod17 into her hdr29@ clintonemail.com account right? Same
concept as copying her contacts over. That way she has the last 60 by virtue of the hdr29 account.

This email has been scanned for email related threats and delivered safely by Mimecast.
For more information please visit http://www.mimecast.com

*

This email has been scanned for email related threats and delivered safely by Mimecast.
For more information please visit http://www.mimecast.com

This email has been scanned for email related threats and delivered safely by Mimecast.
For more information please visit http: //www.mimecast.com

HRC-1517
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From: Obtained by Judicial Wgtch, Inc.
Sent time: 01/07/2015 03:37:03 PM

To:

Cc: CRC

Subject: RE: Active User List

ZLL THFCEATION CINTAINED
HEREIN IS UMCLASSTEIED
DATE 11-28-2016 BY JT8J18T20 WEICG

The highlighted items are confirmed active mailboxes.

CCM
‘ bffice Scheduling

Finances| bfﬁce

H

Helpdesk (unaware of this account, | assume it is the admin account)
HRC Archive
Huma Abedin

Justin Admin2
Justin Cooper

{should be forwarding to a gmail.com account)

Press
who requested this account?)
1
l(should be forwarding to a clintonfoundatian.org account)
Thanks,

Clinton Foundation

Direct.I |
bronl——— i ]

Sent: Wednesday, January 07, 2015 3:18 PM

To]
Cc: CRC
Subject: RE: Active User List

1

At your convenience, can you please forward over the current user list.

Thanks,

REPRESENTATIVE | CRC

HRC-1525

b6
b7C

b6
b7C
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b6
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PLATTERIVER

networks

Froni b6
b . b7cC

Sent: Fri 23 PM

To

Subject: RE: Active User List

| think we disabled justin’s accounts but never fully removed them, | will get that done

There are no forwards or|:|account. Should that be deleted as well ?

Fro mailt b6
Sent: Friday, December 5, 2014 3:09 PM b7C
To |

Subject: RE: Active User List

beé

I:I;aid she has requested last year for the Justin accounts to be deleted.

Also, what currently happens whenl is emailed? Is the mail being forwarded
anywhere?
Thanks,
bé
| Clinton Foundation b7cC
Direct
Sent: Thursday, December 04, 2014 6:31 PM b7cC
To|
Subject: RE: Active User List
I:lhere is the current list of mailboxes on the server {(mailboxes only, not distribution groups) 11:30
bé
b7cC

M

bffice Scheduling

Finances| |Ofﬁce
H
[ |

helpdesk
HRC Archive
Huma Abedin

Justin Admin2
Justin Cooper

HRC-1526
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Press b7cC

From{ ] b6

Sent: Thursday, December 4, 2014 6:26 PM b7C
To

Cc

Subject: RE: Active User List

This was the list that was sent to me roughly 6 months ago or so. Copied if he has any other insight 11:'67;0

I | CLIENT RESOURCE REPRESENTATIVE
0 303.255.1941 F 303.474.3942

PLATTE RIVER NETWORKS

ITSERVICES FORBUSINESS

From:||mailto_ | b6
Sent: Thursday, December 04, 2014 4:19 PM b7cC
To

Subject: RE: Active User List

He\I | . b6
b7cC

Are we sure this list is complete? What jumps out to me, isI:|is not listed.

| | b6

| Etinton Foundation b7C

Direc‘ I
from__]imaiitg b6

Sent: Thursday, December 04, 2014 12:27 PM b7C
To:
Cc:
Subject: RE: Active User List
b6
b7C
Is that list accurate or do we need to add/delete anyone?
Thanks,
CLIENT RESOURCE REPRESENTATIVE bé
0 303.255.1941 F 303.474.3942 b7C

PLATTE RIVER NETWORKS

ITSERVICES FORBUSINESS

From: | b6
Sent: Wednesday, December 03, 2014 8:03 AM b7cC
To:

Subject: RE: Active User List

Please see attached

| CLIENT RESOURCE REPRESENTATIVE ’ b6
0 303.255.1941 F 303.474.3942 b7C

PLATTE RIVER NETWORKS
HRC-1527
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From:lmailto! J b6
Sent: Tuesday, December 02, 2013 4:51 PM b7C

T
Subject: RE: Active User List

Yes, | would still need them. Tomorrow is fine.

Thanks

] b6

Jinton Foundation b7C
Direc ‘

From::Ilmailtd | b6
Sent: Tuesday, December 02, 2014 6:50 PM b7cC
To|

Subject: RE: Active User List

t can, let me send this to you tomorrow as ! will have to go into each user’s account. This has no effect on their actual account,
this is just for our records only. Stiill need me to send the email addresses over?

| CLIENT RESOURCE REPRESENTATIVE bé
0 303.255.1941 F 303.474.3942 b7C

PLATTE RIVER NETWORKS

ITSERVICES FOR BUSINESS

bé
b7C

From mailto| . J

Sent: Tuesday, December 02, 2014 4:46 PM
Tcl

Subject: RE: Active User List

b7cC

Can you please send me the email address associated with the accounts.

b6

Clinton Foundation b7C
“Direc
From:|:|[mailt§ | b6
Sent: Tuesday, December 0Z, : b7cC

To

Ccl

Subject: Active User List
b6
b7C

Below is the Active User List that | have in our system. Can you please go through this list and let me know if any of these users
are no longer with your organization or if there are any users | need to add to this list? Please send me an update at your
earliest convenience. Thanks!! .

HRC-1528
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We should probably discuss what if...regarding Hillary and the state department emails.
I know we did not take over email until AFTER the mentioned occurrence.

I:ll assume some of those emails may have been migrated when we took over? b6
b7¢C

KS
2955 INCAST 2K  O: 303.255.1941

DENVER, CO 80202 M: 303.253.0386
WWW.PLATTERIVER.COM

[T

NORAM MICRD

ié.‘;';; JCRN SMB i
= b, S0E500

INGRAM

wicro |

Puliu txann
Ount Sty & O o
TOwoRK hrrrimad

oty

OWotl, MATION SO

4
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Obtamned D djcial Watch, Inc. b6
: b7C

Sent time: 08/17/2015 07:02:50 PM
To:

Cc:

Subject: RE: Emails
Attachments: Re: Email/Data Systems

See attached!

b6
b7cC
PLATTE RIVER NETWORKS
5700 WASHINGTON ST| DENVER, CO 80216
303.255.1941 | PLATTERIVER.COM
—Onginal Message—
b6
From b7C
Sent: Monday, August 17, 2015 5:56 PM
To;
Subject: Emails
Guys
Do either of you have info on what we found on the server wheD/vent onsite last spring and what we shared with the Clinton staff? bé
b7cC

[ ]

HRC-1541
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From: . b6
Sent time: , 03/25/2015 02:23:21 PM b7cC
To: I I
Subject: Clintons

What about backups?

HRC-1546
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Subject: FW: Datto remote access Obtained by Judicial Watch, Inc.

?

From:l b6

Sel:.L:.F.Li.daLAAm.tllI 2015 09:10 b7cC
To:

Subject: Re: Datto remote access

Good momin b6

b7cC

Thanks for reaching out.

I believe our legal teams have discussed this issue in detail and have come up with a solution to this problem .1 would check with
your team and see if they have those details. Let me know if you have any other questions I might be able to assist with. Thanks.

Best regards,

b6
b7cC

Datlo, Inc.

www.dalto.com

datto

Total Data Protection:

Protect Your Data Everywhere
You Do Business

LEARN MORE

sointhe comversanont ] ][I LI I(]

On Thu, Aug 20, 2015 at 8:27 PM| wrote: b6
b7C

We are trying to tighten down every possible security angle on this customer. It occurs to us that anyone at PRN with access to
* the Datto Partner Portal (ie, everyone here) could potentially access this device via the remote web feature. Can we set up
" either two-factor authentication, or move this device to a separate partner account, or some other method (disable remote web

HRC-1562
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From: -
Sent time: 08/20/2015 11:37:40 PM b7c
To: I
Subject: RE: CESC Datto
Datto shut it off.
b6
b7cC
PLATTE RIVER NETWORKS
5700 WASHINGTON ST | DENVER, CO 80216
303.255.1941 | PLATTERIVER.COM
From I 11:3
Sent: Thursday, August 20, 2015 9:36 PM c
To
Subject: Re: CESC Datto
did you guys turn off the off-site backups? We had discussed the possible ramifications of shutting them off, but we hadn't heard from b6
Datto yet. All | know is that they are not currently running, and you mentioned them shutting down the node it was backing up to. b7cC

I've emaileDo see if we can further lock down access to the Datto.

------ Original message------

o M— bs
Date: Thu, Aug 20, 2015 23.26 | b7cC
T

Subject:Re: CESC Datto

So does this mean we don’t have offsite backups currently? That could be a problem if someone hacks this thing and jacks it up. We will have
to be able to produce a copy of it somehow, or we're in some deep shit. Also, what ever came from the guys at Datto about the old
backups? Do they have anyway of getting those back after we were told to cut it to 30days?

b6
b7cC

303.255.1941

YPLATTE RIVER

. 6networks
" Solrsa s i o St COLORADO -7
s Sadtiont
GOLO CLRIIIED e Do et Cammacty
Fartnes T oy PARTNEKS
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b6
From| |

7C
Date: Thurs b
To

Subject: RE: CESC Datto

I's no longer replicating data offsite, but we can still use the partner portal to remotely access the device without additional
authentication | believe

b6
Fromm b7¢C
Sent: Thursday, August 20, 2015 18:25

To:|
Subject: RE: CESC Datto

Itis my understanding the node that the data was being replicated to is offline and no longer accessible. If you want to confirm
that, please do.

b6
b7cC
PLATTE RIVER NETWORKS
5700 WASHINGTON ST | DENVER, CO 80216
303.255.1941 | PLATTERIVER.COM
F b6
rom b7cC
Sent: Thursday, August 20, 2015 3:34 PM
To

Subject: CESC Datto

Should we talk with Datto about moving their backup device to a separate partner account or other security features? Right
now, anyone with portal access could potentially access the web Ul of the datto and boot VMs etc
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(LA) (FBI)
b6 per FBI, Dos™
From: oIG | b7C per FBI, DOS
Sent: ednesday, Auqust 19, 2015.10:51 AM .
To: _ (CD) (FBI); |(LA) (FBI)
Subject: policy and memos
Attachments: 11-STATE-65111.eml.pdf, 12 FAM 540 pdf, MemoPreservingEmailofSeniorOfficials.pdf; 14
‘ STATE 128030.pdf

Hopes this helps. For 12 FAM 540, see 544.3. The provision on conducting day-to-day operations on an authorized
system has been in place since 2005.

b6 per FBI, DOS
b7C per FBI, DOS

Office of Inspector General

U.S. DeEartment of State

HRC-2511
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UNCLASSIFIED (U)
U.S. Department of State Foreign Affairs Manual Volume 12
Diplomatic Security

12 FAM 540
SENSITIVE BUT UNCLASSIFIED
INFORMATION (SBU)

(CT:DS-190; 03-05-2013)
(Office of Origin: DS/SI/IS)

12 FAM 541 SCOPE

(CT:DS-190; 03-05-2013)

Sensitive but unclassified (SBU) information is information that is not ClaSSIerd
for national security reasons, but that warrants/requires administrative control
and protection from public or other unauthorized disclosure for other reasons.
SBU should meet one or more of the criteria for exemption from public
disclosure under the Freedom of Information Act (FOIA) (which also exempts
information protected under other statutes), 5 U.S.C. 552, or should be
protected by the Privacy Act, 5 U.S.C. 552a.

a.

. Types of unclassified information to which SBU is typically applied include all

FOIA exempt categories (ref. 5 U.S.C. 552b), for example:

(1)

(2)
(3)
(4)
(5)

Personnel, payroll, medical, passport, adoption, and other personal
information about individuals, including social security numbers and home
addresses and including information about employees as well as members
of the public;

Confidential business information, trade secrets, contractor bid or proposal
information, and source selection information;

Department records pertaining to the issuance or refusal of visas, other
permits to enter the United States, and requests for asylum;

Law enforcement information or information regardlng ongoing
investigations;

Information illustrating or disclosing infrastructure protection
vulnerabilities, or threats against persons, systems, operations, or facilities
(such as, usernames, passwords, physical, technical or network specifics,
and in certain instances, travel itineraries, meeting schedules or
attendees), but not meeting the criteria for classification under Executive
Order (EQ) 13526, dated December 29, 2009;

(6) Information not customarily in the public domain and relafed to the
protection of critical infrastructure assets, operations, or resources,
whether physical or cyber, as defined in the Homeland Security Act, 6

12 FAM 540 Page 1 of 7
UNCLASSIFIED (V)
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UNCLASSIFIED (U)
.U.S. Department of State Foreign Affairs Manual Volume 12
Diplomatic Security

U.S.C. 131(c);
(7) Design and construction information;

(@) Certain information relating to the design and construction of
diplomatic missions abroad, such as graphic depictions of floor plans
and specifications for foreign affairs offices and representational
housing overseas, as outlined in the DS Security Classification Guide
for the Design and Construction of Overseas Facilities, dated May
2003; and

(b) Certain information relating to the design and construction drawings
and specifications of General Service Administration (GSA) facilities, as
outlined in GSA Order PBS 3490.1A, dated June 1, 2009.

(8) Privileged attorney-client communications (relating to the provision of legal
advice) and documents constituting attorney work product (created in
reasonable anticipation of litigation); and

(9) Inter or intra-agency communications, including emails, that form part of
the internal deliberative processes of the U.S. Government, the disclosure
of which could harm such processes.

c. Designation of information as SBU is important to indicate that the information
requires a degree of protection and administrative control but the SBU label
does not by itself exempt information from disclosure under the FOIA (5 U.S.C.
552b). Rather, exemption is determined based on the nature of the
information in question. -

12 FAM 542 IMPLEMENTATION
(CT:DS-117; 11-04-2005)
This policy is effective 11-04-2005.

12 FAM 543 ACCESS, DISSEMINATION, AND
RELEASE |
(CT:DS-161; 03-01-2011)

a. U.S. citizen direct-hire supervisory employees are ultimately responsible for
access, dissemination, and release of SBU material. All employees will limit
access to protect SBU information from unauthorized or unintended disclosure.

b. In general, employees may circulate SBU material within the Executive Branch,
including to locally employed staff (LE staff), where necessary to carry out
official U.S. Government functions. However, additional restrictions may apply
to particular types of SBU information by virtue of specific laws, regulations, or
international or interagency agreements. Information protected under the

12 FAM 540 Page 2 of 7
UNCLASSIFIED (U) -.
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Diplomatic Security

Privacy Act can only be distributed within the Department of State on a “need-
to-know"” basis and cannot be distributed outside the Department of State
except as permitted by specific statutory exemptions or “routine uses”
established by the Department of State.

c. Before distributing any. SBU'informationl, employees must be sure that such
distribution is permissible and, when required, specifically authorized. (See 5
FAM 470.)

d. SBU mformatlon must be marked whenever practical to make the recipient
aware of specific controls. While some documentation, such as standard forms
and medical records, does not lend itself to marking, many documents, such as
emails, cables, and memoranda, can, and must be marked in accordance with 5
FAM 751.3, 5 FAH 1 H-200 and 5 FAH-1 H 135.

e. SBU information that is not to be released to non-U.S. citizens, including locally
employed staff, must be marked SBU/NOFORN (Not for release to foreign
nationals (NOFORN)). The specific requirements for SBU/NOFORN are
identified in 12 FAM 545,

f. Information obtained from or exchanged with a foreign government or
international organization as to which public release would violate conditions of
confidentiality or otherwise harm foreign relations must be classified in order to
be exempt from release under FOIA or other access laws. The SBU label
cannot be used instead of classification to protect such information.

g. Where an individual has expressly. authorized his or her personal information to
be sent unencrypted over any unsecured electronic medium, such as the
Internet, fax transmission, or wireless phone, such information may be
transmitted without regard to the provisions and policies set forth in this
subchapter. See 5 FAH-4, H-442 for guidance on obtaining an individual’s
authorization to transmit personal information in this manner.

12 FAM 544 SBU HANDLING PROCEDURES
(CT:DS-117; 11-04-2005)

a. Regardless of method, the handling, processing, transmission and/or storage of
SBU information should be effected through means that limit the potential for
unauthorized disclosure.

b. Employees while in travel status or on temporary duty (TDY) assignment should
ensure that SBU is adequately safeguarded from unauthorized access in light of
the threat conditions and nature of the SBU (see 12 FAM 544.1 d.) (This
applies regardless of whether the information is being transported in paper
form, CDs, diskettes and other electronic readable media, or on a portable
digital device; such as a laptop, wireless or wired, or PDA.)

. 12 FAM 540 Page 3 of 7
UNCLASSIFIED (V) ,
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12 FAM 544.1 Fax Transmission, Mailing,
Safeguarding/Storage, and Destruction of SBU

(CT:DS-117; 11-04-2005)

a. Unintended recipients can intercept SBU information transmitted over
unencrypted electronic point-to-point links, such as Voice over Internet Protocol
methodology (VoIP), telephones or faxes.

b. Employees transmitting SBU information should consider whether specific
information warrants a higher level of protection accorded by a secure fax,
phone, or other encrypted means of communication. Employees transmitting
SBU information via non-secure fax must ensure that an authorized recipient is
ready to receive it at the other end.

¢. SBU information may be sent via the U.S. Postal Service (USPS) or a
commercial delivery service, e.g., Fed Ex, DHL. SBU information, except
SBU/NOFORN, (see 12 FAM 545) mailed to posts abroad should be sent via
unclassified registered pouch or to a Military Postal Facility (MPF) via USPS,
whenever practicable. Use of foreign mail services is authorized, if required.
Except in those cases where the pouch is utilized, mail must be packaged in a
way that does not disclose its contents or the fact that it is SBU.

d. During non-duty hours, SBU information and removable electronic media in
U.S. Government facilities must be secured within a locked office or suite, or
secured in a locked container. Employees in possession of SBU outside U.S.
Government facilities must take adequate precautions that afford positive
accountability of the information and to protect SBU information from
unauthorized access such as storage in a locked briefcase or desk in a home .
office. SBU should not be left unsecured (e.g. lock in room safe) in unoccupied
hotel rooms or unattended in other public spaces.

e. Custodians of medically privileged information must ensure that it is secured
when not in use.

f. Destroy SBU documents by shredding or burning, or by other methods
consistent with law or regulation.

12 FAM 544.2 Automated Information System (AIS)

Processing and Transmission

(CT:DS-117; 11-04-2005)

The requirements for processing SBU information on a Department AIS are
established in 12 FAM 620 and 5 FAM 700. Where warranted by the nature of the
information, employees who will be transmitting SBU information outside of the
Department network on a regular basis to the same official and/or most personal

addresses, should contact IRM/OPS/ITI/SI/PKI to request assistance in providing a
- secure technical solution for those transmissions. Availability of a Public Key

12 FAM 540 Page 4 of 7
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Infrastructure (PKI) solution for a home computer will depend upon the computer's
operating system (e.g., Windows(r) XP). Employees participating in the home PKI
and telework program must complete the requisite training and sign an
acknowledgement statement prior to being issued the approved security
measures/equipment.

12 FAM 544.3 Electronic Transmission Via the Internet
(CT:DS-117; 11-04-2005)

a. It is the Department’s general policy that normal day-to-day operations be
conducted on an authorized AIS, which has the proper level of security control
to provide nonrepudiation, authentication and encryption, to ensure
confidentiality, integrity, and availability of the resident information. The
Department’s authorized telework solution(s) are designed in a manner that
meet these requirements and are not considered end pomts outside of the
Department’s management control.

b. The Department is expected to provide, and employees are expected to use,
approved secure methods to transmit SBU information when available and
practical.

c. Employees should be aware that transmissions from the Department’s OpenNet
to and from non-U.S. Government Internet addresses, and other .gov or .mil
addresses, unless specifically directed through an approved secure means,
traverse the Internet unencrypted. Therefore, employees must be cognizant of
the sensitivity of the information and mandated security controls, and evaluate
the possible security risks and then decide whether a more secure means of
transmission is warranted (i.e., secure fax, mail or network, etc.)

d. In the absence of a Department-provided secure method, employees with a
valid business need may transmit SBU information over the Internet
unencrypted after carefully considering that:

(1) SBU information within the category in 12 FAM 5‘41b(7)(a) and (b) must
never be sent unencrypted via the Internet;

(2) Unencrypted information transmitted via the Internet is sUsceptible to
access by unauthorized personnel; '

(3) Email transmissions via the Internet generally consist of multipoint
communications that are routed to their destination through the path of
least resistance, which may include multiple foreign and U.S. controlled
Internet service providers (ISP);

(4) Once resident on an ISP server, the SBU information remains until it is
overwritten;

(5) Unencrypted email transmissions are subject to a risk of compromise of
information confidentiality or integrity;

12 FAM 540 Page 5of 7
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(6) SBU information resident on personally owned computers connected to the
Internet is generally more susceptible to cyber attacks and/or compromise
than information on government owned computers connected to the
Internet;

(7) The Internet is globally accessed (i.e., there are no physical or traditional
territorial boundaries). Transmissions through foreign ISPs or servers can
magnify these risks; -and

(8) Current technology can target specific email addresses or suffixes and
content of unencrypted messages.

. SBU information must not be posted on any public Internet website, discussed
in a publicly available chat room or any other public forum on the Internet.

. To preclude inadvertent transmission of SBU information prohibited on the
Internet, AIS users must not use an “auto-forward” function to send emalls to
an address outside the Department’s network.

. SBU mformatlon created on or-downloaded to publicly available non- U.S.
Government owned computers, such as Internet kiosks, should be removed
when no longer needed.

. All users who process SBU information on personally owned computers must
ensure that these computers will provide adequate and appropriate security for
that information. This includes:

(1) Disabling unencrypted wireless accesé;
- (2) The maintenance of adequate physical security;
(3) The use of anti-virus and spyware software; and

(4) Ensuring that all operating system and other software security patches,
virus definitions, firewall version updates, and spyware definitions are
current.

12 FAM 544.4 SBU Transmission Between State
Department Facilities

(CT:DS-117; 11-04-2005)

All SBU transmissions between Department facilities must be encrypted to current
NIST, DS, and IT CCB standards.

12 FAM 545 SBU/NOFORN INFORMATION

(CT:DS-117; 11-04-2005)

a. SBU/NOFORN information is information determined by the originator or a
classification guide to be prohibited for dissemination to non-U.S. citizens. It

must be labeled SBU/NOFORN.
' 12 FAM 540 Page 6 of 7
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b. As the NOFORN caveat indicates, this type of SBU information warrants a
degree of protection greater than that of standard SBU information. Therefore,
employees must:

(1) Process and transmit SBU/NOFORN information only on a system
authorized by the Department for classified information transmission,
storage and processing;

(2) Fax or discuss (over telephone lines) SBU/NOFORN information only via
encrypted telephone lines;

(3) Mail SBU/NOFORN information to posts via classified pouch or to a MPF via
USPS registered mail. Mail sent via USPS registered must be packaged in a
way that does not disclose its contents or the fact that it is SBU/NOFORN;

(4) Secure SBU/NOFORN information during non-duty hours following the
same guidelines for CONFIDENTIAL information; and

(5) Destroy SBU/NOFORN documents in a Department-approved manner, such
as by shredding, burning, or other methods consistent with law or
regulation for the destruction of classified information.

12 FAM 546 THROUGH 549 UNASSIGNED
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CLASSIFICATION: UNCLASSIFIED
Page 2 of'3

leVerage new .technologies to .ensure .officials. and the public today, .as: well as
future ‘genérations, will kndw what we have done to promote our foreigh policy
mission with its related programs, operatlons and. activities,

5. With that in mind, we recéntly reminded sehnior officials and othér selected
.employees' of theéir records respon51b111t1es, and provided instructions: for
preserving the e—mall of senior off1c1als See' 14 STATE 111506 and: my August 28,
2014 memorandum, “Senior Officials Records Management Responsibllitles “ Boph
'a%e availablé on thé Departmert’s Records Mahacement website.

6. Whlle employees, 1nclud1ng senior officials, may delete personal e—malls, they
-should be. aware that the delnltlon of a personal e-mail is very narrow. The. onliy:

e-nails that aré personal or rnon-record aré those that dé rot. relate to ‘ofF affedt.
the transaction of Government.business. Departlng employees :are dlso reminded
'they may take with: them only personal papers and non-record materlals, subject to
réview by recotrds officers to.ensure compliance with federal records laws -and
tegulations. All federal redords génerated by employées, including ‘senior
officials, belong to the Department of State.

7. In addition to. the responsibility for preserving the documentation of official
activities insofaxr as it is cdptured in email, employees genérally should riot use’
private e-mail accounts (e.g., Gmail, ‘A0L, -Yahoo, etc.) for ‘official business.
However, in those very llmited ‘circumstances when it becomes .necessary to do so;
‘thé émail messages covering official businéss sent from or receivéd in a personal
‘account must be captured and preserved in ‘one of ‘the -Department's official
/elec;ronic records’ systems (1 e., SMART or POEMS) The best way for employees ‘to
ensure this is to forward e-mail messages from a pr;vate account to their
réspective ‘Stdté dccount. Private email .accourits should not be used for
classified infotmation.

8. T appreciate your cooperation in adhering to this policy guidance. This is an
ésséntial part of your official. responsibilities. Further instructions will ‘bé
Jforthcoming, as well as codification of thHis policy in the FAM. Should: you, have
any guestions, please -address: them to Records-DLestate.qov . or visit ‘the
Depattment’s Records Managemert website for more information. -As part of the
Department’s records management responsibility there is .an on-going effort, to
promulgate guidance that covers such. technologies as: email, instant messaging,
social media and other online too‘s that are becomlng more widely used,

Signature: Kerry
Drafted By: AJGIS:: MPGRAFELD
Cleared By: A:JBARR A/GIS:MPGRAFELD A/GIS/IPS ACTING:JHACKETT
A/GIS WFISCHER M/PREATEPLITZ H:CDUVAL AF/EX:MTABLER-STONE
DS/S P/EX:KSTANTON
EURJOEXJAR&NLRVBEKNENSGNEXPHOFFMAN+ b6 per DOS
WHAEX: ‘ARAN A/EX.JDEGARMO AFO: DWHITTEN S/ES-O; MTOUSSAINT
b7C per DOS
WASHDC\JarercE
Approved By: M:KAUSTIN-FERGUSON
Released By IRM_OPS_MSOQ:Jarero, Eduardo
Dissemination Rule: Archive Copy
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DRAFT; Designated Senior Official Positions — March 5, 2014

*The positions identified below reflect NARA guidance to satisfy the Presidential Directive on
retaining Email for Senior Officials. The Electronic Records Management Worklng Group will
subsequently address the companion NARA guidance for netammg all other Emml

Secretary of State

Deputy Secretary

Under Secretary

Assistant Secretary (AS).

Regional Deputy Assistant Secmmy
Principal Deputy Assistant Secretary
(PDAS)

Chief of Staff

Deputy Chief of Staff

Executive Secretary

Deputy Executive Secretary
Executive Assistant to the Principal
Officers

Policy Advisor

Strategic Advisor

Chief Speechwriter

Director of Communications
Director of Foreign Assistance
Director of M/PRI

White House Liaison

Chief Financial Officer

Chief Economist

Chief Information Officer

Chief of Protocol

Assistant Chief of Protocol

Deputy Chief of Protocol
Counselor

Comptroller

Legal Adviser

Deputy Legal Adviser

Assistant Legal Adviser

Counselor on International Law
Special Assistant to the Legal Adviser
Principal Deputy Legal Adviser
Inspector General

Deputy Inspector General

Counsel to the Inspector General
Geographer

Accountability Rev:ew Board Members

Senior Advisers to the Princlpals
Ambassador
Ambassador-At-Large -

Chief of Mission

Charges d’ Affaires

Charges &’ Affaires ad interim
Consuls General

Consuls

Principal Officer of Us. lntemt
Sections :

Deputy Chief of Mission

Deputy to the Ambassador-At-Large
Deputy Principal Officers

Assistant Chiefs of Mission

Special Envoy

Deputy Special Envoy

Special Representative

United States Permanent Representative
United States Representative

United States Deputy Representative
Alternate Representative

All individuals formally designated (i.e.
by memorandum) as “Acting” in the
above listed positions

Applicable Special Assistants and Staff
Assistants to the above listed positions,

when they receive and respond to emails

on the Senior Official’s behalf

**Beyond this list, Bureaus may determine at an
office level which individual positions would be
considered “Designated Senior Official
Positions” for the purposes of email
preservation.
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5 FAM 440
ELECTRONIC RECORDS, FACSIMILE
RECORDS, AND ELECTRONIC MAIL RECORDS

(CT:IM-126, 02-28-2012)
(Office of Origin: A/GIS/IPS)

5 FAM 441 ELECTRONIC RECORDS MANAGEMENT

(TL:IM-19; 10-30-1995)

These requirements apply to all electronic records systems: microcomputers;
minicomputers; and mainframe computers in networks or stand-alone
configurations, regardless of storage media.

a. Electronic Data files.

(1) Those employees who are responsible for designing electronic records
systems that produce, use, or store data files, shall incorporate
disposition Instructions for the data into the design plan

(2) System Administrators must maintain adequate and current technical
documentation for electronic records systems that produce, use, or store
data files. At a minimum, include:

(@) a narrative description of the system (overvlew);

(b) a records layout that describes each field, its name, size, starting or
relative position;

(c) a description of the form of the data (e.g., alphabetic, zoned
decimal, packed decimai or numeric) or a data dictionary. Inciude
the equivalent information and a description of the relationship
between data elements In the data bases when assoclated with a
data base management system; and

(d) any other technical Information needed to read or process the
records.

(3) Electronic data bases that support administrative or housekeeplng
functions and contain information derived from hard copy records
authorized for disposai may be deleted if the hard copy records are
maintained in official files.

(4) Data in electronic form that is not preserved in official. hard copy files or
supports the primary program or mission of an office, even If preserved in
official hard copy flles, may not be deleted or destroyed except through
authorities granted as prescribed In sections h. and i. beiow.

mhtml:file://H:\ERecords\S FAM 440 Records Management - Electronic Records.mht 8/25/2014
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b. Documents.

(1) Electronic records systems that maintain the official file coples of
documents shall provide a capability for the disposition of the
documents. This includes the requirements for transferring permanent
records to the National Archives, when necessary.

(2) Electronic records systems that maintain the official file copy of
documents shall identify each document sufficiently to enable authorized
personnel to retrieve, protect, and carry out the disposition of documents
in the system. Appropriate identifying information may include: office of
origin, TAGS/Terms, subject line, addressee (if any), signatory, author,.
date, security classification, and authorized disposition.

(3) Electronic records systems that maintain the official file copy of
documents shall provide sufficient security to ensure document Integrity.

(4) Documents such as ietters, messages, memorandums, reports,
handbooks, directives, and manuals recorded on electronlc media may be
deleted If the hard copy record is maintained In ofﬂclal files. '

(5) Documents such as letters, messages, memorandums, reports,
handbooks, directives, and manuals recorded and preserved on electronic
media as the official flle copy shall be deleted in accordance with
authorized disposition authorities for the equivalent hard copy. If the
authority does not exist, the documents In electronic form may not be
deleted or destroyed except through authorities granted as prescrlbed in
sections h. and j. below.

c Spreadsheets

(1) Spreadsheets recorded on electronic media may be deleted when no
longer needed to update or produce hard copy If the hard copy record is
maintalned in official files. :

(2) Spreadsheets recorded and preserved on electronic medla shall be
deleted in accordance with authorized disposition authorities for the
equivaient hard copy.

d. Electronic records are acceptable as evidence in federal courts. Rule 803 (6),
Federal Rules of Evidence, has been interpreted to include computer records.
Further under Ruie 1006, summary electronic records may be provided to limit
the quantity of information considered during judicial proceedings. The courts
must believe that records admitted before it are “trustworthy" that is, they
must clearly and accurately relate the facts as originally presented orin
summary form.

e. Administrators of electronic records systems shall ensure that only authorized
personnel have access to electronic records.

f. Administrators of electronic records systems shall provide for the backup and
recovery of records.

mhtml:file://H:\ERecords\5 FAM 440 Records Management - Electronic Recoids.mht 8/25/2014
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g. Administrators of electronic records systems shall make certaln that storage
media meet applicable requirements prescribed in MLZBA;ZQ These
requirements are also contained in FIRMR Bulletin B-1 and are discussed in the
RMH, 5 FAH-4 H-219 .

h. Retention of electronic records.

(1) The information in electronic records systems and related documentation
and indexes must be scheduled for disposition no Iater than one year
after the implementation of the system.

(2) Procedures must be established for systematically backlng up, copying,
reformatting, and providing other necessary maintenance for the
retention and usability of electronic records throughout their prescribed
life cycles.

i. Destruction of electronic records.

(1) Electronic records may be destroyed only in accordance with a records
disposition authority approved by the Archivist of the United States. This
authority Is obtained through the Records Management Branch

(OIS/RA/RD).

(2) This process Is excluslve, and records of the United States Government,
including electronic records, may not be alienated or destroyed except
through this process.

(3) Electronic records scheduied for destruction must be disposed of in a
manner that ensures protection of any sensitive, proprletary or national
security information. Magnetic recording media are not to be reused If
the previously recorded information can be compromlsed in any way.
Refer to 12 FAM for requirements regarding the secunty of magnetic
media.

j. All automated information systems (AIS) or facslmlle machlnos used to process
or store eiectronic records must comply with the security regulatlons contained
in 12 FAM.

5 FAM 442 FACSIMILE RECORDS

(TL:IM-19; 10-30-1995)

The use of facsimile (FAX) equipment in appropriate and cost-effective
circumstances is encouraged In the Department. Facsimile transmissions have the
same potential to be Federal records as any other documentary materiais received
in Federal offices. The method of transmitting a document does not relieve
sending or recelving offices of the responsibility for adequately ;and properly

- documenting official actions and activities and for ensuring the integrity of
records. See the RMH, 5 FAH-4 , for more guidance on facslmlle records. See 5
EAM 561 for policies on FAX transmlsslons, including use of secure FAX equipment
and using FAX equipment to send correspondence to members of Congress.
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5 FAM 442.1 Facsimile Label
(TL:IM-19; 10-30-1995)

The Records Management Branch (OIS/RA/RD) has deslgned a faeslmlle
transmission label (Form DS-1905), to be affixed to facsimile equlpment The
label serves as a reminder to users of the responsibility to file record coples of
facsimiles and to photocopy record copies of thermal paper facsimiles onto plain
paper for flling. The labels are availabie from OIS/RA/RD.

5 FAM 442.2 FAX Transmittal Forms
(TL:IM-19; 10-30-1995)

a. Form DS-1890, Unclassified Facsimile Transmittal Cover Sheet and Form DS-
1890-A, Cliassified Facsimile Transmittal Cover Sheet, are Department forms
that are avallable for use in transmitting documents. Their;use Is not
mandatory. These forms are available on the INFOFORMS disk, which is part of
the Department’s INFOEXPRESS application. Ata mlnlmun?, the transmittai
form which Is used by an office, should contain the following information:

—date of transmittal

—sending and receiving office information (symbol, name, voice & fax
telephone numbers)

—subject information, inciuding TAGS/Terms to help properily file the
documents

—any comments regarding the transmission ,
—appropriate security classification, when using a se(’:ure fax machine.

b. Transmittal cover sheets containing substantive comments ere to be filed with
related record material. Those containing informal messages can be destroyed
upon receipt or when no longer needed :

5 FAM 443 ELECTRONIC MAIL (E-MAIL)
RECORDS

-5 FAM 443.1 Principles Governing E-Mall
Communications
(TL:IM-19; 10-30-1995)

a. All Government employees and contractors are required by law to make and
preserve records containing adequate and proper documentation of the
- organization, functions, policies, decisions, procedures, and essential
transactions of the agency (Federal Records Act, or “FRA,” 44 U.S.C. 3101 et
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seq). In addition, Federal regulations govern the life cycle of these records: they
must be properly stored and preserved, avallabie for retrieval, and subject to

appropriate approved disposition schedules.

b. As the Department's information modernization program goes forward new
forms of electronic communications have become Increasingly available within
the Department and between the Department and overseas posts. One
example of the improvements that modernization has brought Is the automatic
electronic preservation of departmental teiegrams. Employees are reminded
that under current poiicy departmental telegrams should be used to convey
policy decisions or instructions to or from posts, to commit or request the
commitment of resources to or from posts, or for official reportlng by posts.

c. Another important modern improvement is the ease of communlcatlon now
afforded to the Department world-wide through the use of E-mall Employees
are encouraged to use E-mail because It is a cost-efficient communlcatlons
tool. All employees must be aware that some of the varlety of the messages
being exchanged on E-maii are important to the Department and must be
preserved; such messages are considered Federal records under the law. The
following guidance is designed to help empioyees determine lwhlch of their E-
mail messages must be preserved as Federai records and which may be
deleted without further authorization because they are not Federal record

materials.

5 FAM 443.2 Which E-Mail Messages are Récords

(TL:IM-19; 10-30-1995)

a. E-mail messages are records when they meet the definition of records in the
Federal Records Act. The definition states that documentary materiais are
Federal records when they:

—are made or received by an agency under. Federal Iaw or in connection
with public business; and

—are preserved or are appropriate for preservation asgevldence of the
organization, functions, policies, decisions, procedures, operations,
or other activities of the Government, or because of the
informational value of the data in them. :

b. The intention of this guidance Is not to require the preservation of every E-mali
message. Its purpose is to direct the preservation of those;messages that
contain Information that is necessary to ensure that departmental policies,
programs, and activities are adequately documented. E- mail message creators
and recipients must decide whether a particular message is;approprlate for
preservation In making these decisions, all personnel shouid exercise the
same judgment they use when determining whether to retaln and file paper
records.

¢. Under FRA regulations (36 CFR 1222.38), principal categorles of materials,
including E-maii, that are to be preserved are:
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—records that document the formulation and executldn of basic policies
and decisions and the taking of necessary actions;

—records that document important meetings; :

—reoorg; that facilitate action by agency officials andi;thelr successors in
office;

—records that make possible a proper scrutiny by theﬁ Congress or other
duly authorized agencies of the Government; and

|

—records that protect the financlal, legal, and other rights of the
Government and of persons directly affected by the Government’s
actions. : , '

d. For example, just like paper records, E-mall messages that may constitute |
Federal records inciude: \

(1) E-mali providing key substantive comments on a draftj action
memorandum, if the E-mail message adds to a proper understanding of
the formulation or execution of Department action; .

(2) E-malil providing documentation of significant Departnf'lent decisions and
commitments reached orally (person to person, by telecommunications,
or in conference) and not otherwise documented In Department files;

(3) E-mall conveying information of value on important Department activities,
e.g. data on significant programs specially compiled by posts in response
to a Department solicitation, if the E-mall message adds to a proper
understanding of Department operations and respons;slbilltles.

5 FAM 443.3 How to Preserve E-Mail Records
(TL:IM-19; 10-30-1995) '

For those E-mall messages and attachments that meet the stai'tutory definition of
records, It s essential to ensure that the record documentation include the E-mail
message, any attachments, and essential transmission data (l.,’e. who sent the
message, the addressees and any other recipients, and when It was sent). In
addition, information about the recelpt of messages should be retained If users
conslider it necessary for adequately documenting Department:activities. If
transmission and necessary recelpt data Is not printed by the particular E-maili
system, the paper coples must be annotated as necessary to include such data.
Untii technology allowing archival capabilities for iong-term electronic storage and
retrieval of E-mail messages is avallable and installed, those messages warranting

preservation as records (for periods longer than current E-malil systems routinely
maintaln them) must be printed out and filed with related records. Instructions for

printing and handiing of Federal records for most of the Department’s existing E-
mail systems have been prepared and will be avaliable through bureau Executive
Offices : '

mhtml:file://H:\ERecords\5 FAM 440 Records Management - Electronic Records.mht 8/25/2014
‘ HRC-2533



5 FAM 440 Records Management - ElectronicsRecordscial Watch, Inc. Page 7 of 8

5 FAM 443.4 Records Management Reviews

(TL:IM-19; 10-30-1995)

The Department’s Records Management Office (OIS/RA/RD) conducts periodic
reviews of the records management practices both at headquarters and at
overseas posts. These reviews ensure proper records creation, malntenance, and
disposition by the Department. These perlodic reviews now will include monitoring
- of the implementation of the Department’s E-mall policy.

5 FAM 443.5 Points to Remember About E-Mail

(TL:IM-19; 10-30-1995)
—Department E-mall systems are for official use on'ly by autho'rlzed personnei.
—~The information in the systems is Departmental, not personai No expectation
of privacy or confidentiality applies.

—Before deleting any E-mail message, apply these guldellnes to determine
whether it meets the legal definition of a records and If so, prlnt it.

—Be certain the printed message kept as a record contains the essential
transmission and receipt data; if not, print the data or annotate the printed

copy.

—Flie the printed messages and essential transmission and recelpt data with
related files of the office. -

—Messages that are not records may be deleted when no longer needed.

—Certain E-mall messages that are not Federal records may stili be subject to
pending requests and demands under the Freedom of Information Act, the
Privacy Act, and litigation and court orders, and should be preserved until no

longer needed for such purposes.

—Classified Information must be sent via classified E-mail channels only, with the
proper classification identified on each document.

—When E-mall is retained as a record, the periods of its retentlon is governed by
records retention schedules. Under those schedules, records are kept for
defined periods of time pending destruction or transfer to the Nationai Archives.

5 FAM 443.6 Future Technology
(TL:IM-19; 10-30-1995)

a. The Department is actively worklng to develop systems that ,‘wlll enable those E-
mail messages that are officlai records to be preserved elect'ronlcally

b. These regulations are in compliance with those set forth by the National
Archives and Records Administration. :
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c. The Department and all posts are requested to bring these i'egulations to the
attention of all Department employees and contractors and to begin its
lmplementatlon immediately.

5 FAM 444 THROUGH 449 UNASSIGNED
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Instructions for Preserving Email 6f

Departing Senior Officials
August 2014

As part of the employee check-out process, Executive Directors and Post Management
Officers must notify their system administrators of the departure of desngnated Senior
Officials and direct the system administrators to replicate the Offi c1a|’s]remam|ng email
onto CDs according to the following directions. If possible ask departmg Officials to delete
truly personal emails (to/from family, friends, and other non-work rclated emails) from their
inbox, sent mail and PST. folders. !

Note, preceding the Senior Officials’ departure, at no time during their',tenurc in a position
will their email account be deleted, cleared, or wiped for any reason. If, for instance, they
reach their maximum allotted space in their mailbox, the Executive Director, Post
Management Officer, and the system administrator will work constructively with the Senior
Official to move older emails into stable and secure storage until the check-out process

delineated in lnstructlon | is initiated.

System administrators must disable (but NOT delete) the OpenNet, ClassNet POEMS and
PACE Active Directory (AD) accounts of departing Officials.

System administrators do NOT delete the OpenNet, ClassNet, POEMS and PACE email
accounts of departing Officials. :
!

System administrators DO hide (but not remove) names of departing Of;’ﬁcials from GALs.

System administrators DO delete the names of departing Officials from~DLs

Executive Directors, Office Directors or equivalent (Domestic Offi ccs) or Management
Counselors/Officers (Posts) must provide A/GIS/IPS/RA (by OpenNet mall to Records-
DL@state.gov) with (a) the name of departed officials, (b) the designated Bureau/Post
Records Management Coordinator, and (c) the Bureau/Post System Administrator. After the
information is copied to the CDs, the bureau/post must verify that the CDs are readable

before sending

System administrators should create CDs for each OpenNet, ClassNet, ROEMS and PACE
email account of departed Officials. One set must be created for retlrement using the form
DS-693, to A/GIS/IPS/RA for records preservation; the other is for Bureau/Post use, if
required. See the How to Retire Records page of the DOS Records Management intranet
site for further guidance on retiring records using the DS-693:
http://a.m.state.sbu/sites/gis/ips/RA/Pages/RetiredRecords.aspx.

System administrators must use the following .PST naming conventions:
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a. For “Mailbox” content, use the user name followed by “_MB?’.

b. i.e., Smith_ John H_MB. If the mailbox exceeds the capacity of one CD, use:
Smith_ John H_ MBI for the first .PST created by the system admlmstrator and
Smlth John H MBZ for the second .PST created by the system administrator,
etc. (System administrators can decide where/how to split the content among
multiple CDs.)

c. For existing (user created) PSTs, aka “personal folders”, (thus is a misnomer used
by Microsoft since the content is “official”, not “personal™), use the user name
followed by “_PF" i.e. Smith, John H_PF . If the existing PSTs exceed the
capacity of one CD, or there are multiple .PSTs, use Smith, John H_PF1 for the
first .PST, Smith, John H_PF2 for the second .PST, etc. (System administrators
can decide where/how to split the content among multiple CDs.)

10) CD markings:

a. CDs from OpenNet, POEMS and PACE should be marked “SBU” (i.e., content
not intended for public disclosure in accordance with 12 FAM 5400). CDs from
ClassNet must be market "Secret" (12 FAM 632.1-6).

b. CDs must be marked with the user’s name and office symbol or Post (example:
John H. Doe, IRM/OPS/MSO).

c¢. CDs must be marked with the users SMTP address (example _]doe@state gov or
jdoe@state.sgov.gov).

d. In the event .PST exceeds one CD, the CDs must include X of Y (example | of
3)

i

11) Distributed System Administrator roles:

.a. IRM will handle CD production for email accounts of users under IT Desktop
Consolidation. ‘
b. Bureau/Office system administrators will handle CD productuon for email
accounts that are NOT managed under IT Desktop Consolldatlon
c. Post system administrators should handle CD production for their email accounts.

d. IRM’s IT Service Center ( IT Service Center(@State.gov or (202) 647-2000) will

be available to assist Post and Bureau system administrators wnth technical
support for the .PST and CD creation process.

12) System administrators must NOT delete the source mailbox or PST files until after
receipt of an email confirmation from A/GIS/IPS/RA and authorlzatlon to delete.

I13) Technical questions relating to the CD creation can be sent to the l'l? Service Center on

OpenNet at ITServiceCenter@state gov or on ClassNet to !
1TServiceCenter(@state.sgov.gov or by calling 202-647-2000. Otheir questions can be

sent to A/GIS/IPS/RA on OpenNet at records-di@state.gov or on; ClassNet at

records-dl(@state sgov.gov .

NOTE: Transferring records through Direct Network Transfer is u/so an available aption
Jor the emuils of Senior Officiuls. For assistance, please contact records@state.goy.
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Approved: Alaina Teplitz, M/PRI

Drafted:

Cleared:

M/PRI - Katie Kirkpatrick, ext. 7-4725, and home/cell]

D-MR

M Assistants
A
A/GIS/IPS
IRM/FO
IRM/OPS
L/EX

LM
PA/HO
S/ES-IRM
S/ES-S(CR)

Deb Taylor
Grace Levin
Diane Whitten
John Hackett
Nichelle Thomas
Brian Hering
Jerry Blake
Richard Visek
Stephen Randolph
Yvette Jacks
Clarence Finney

OK
OK
oK
oK
OK
OK
OK
OK
OK
OK
OK

bé per DOS
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(CD) (FBI) . | e

From: [ | . b6 per DOS, FBI
Sent: I_Monday_Aum.lsul7, 2015 6:08 PM b7C per DOS, FBI
To: (CD) (FBI)

Subject: Follow-up

Attachments: Leopold v State 15-123 Ntc of Decl re Release of HRC Emails ECF Copy.pdf; Leopold v State

15-123 ECF No 022 JSR re July 31 release.pdf

b6

b7cC

Here is some of the information | promised you:

1.1 am enclosing for your information the attached declaration and status report for the Leopold FOIA litigation case
which describes the Department’s review process for the 55K pages. This includes a description on how we are using
the IC’s reviewers. ‘

2. April 28, 2015--The date of the meeting with DOJ/Fed Programs, the staff of the Office of Legal Advisor and my staff

where] |said that she did not understand what was taking so long with the FOIA review of the 296 emails
" relating to Benghazi. She repeatedly stated that the emails had already gone through the inter-agency review process

and there were nothing classified in them. ‘ '

b6 per DOS
b7C per DOS

Office of Information Programs and Services (IPS)
Bureau of Administration

Department of State

SA-2, Roo

Washington, DC 20520

202-261-8590 (fax)

b6 per DOS, FBI
b7C per DOS, FBI
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Date: May 18, 2015 - Respectfully submitted,

BENJAMIN C. MIZER
~ Acting Assistant Attorney General

MARCIA BERMAN
Deputy Branch Director

 /s/Robert J. Prince
ROBERT J. PRINCE (D.C. Bar No. 975545)
United States Department of Justice
Civil Division, Federal Programs Branch
20 Massachusetts Ave., N.W.
Washington, DC 20530
Tel: (202) 305-3654
robert.prince@usdoj.gov

Counsel for Defendant
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‘not all of the paper records that the. Department recelved were double-s1ded It took the
Department f ve weeks to perforrn the scannrng process ‘whrch was completed recently ‘1n May.

' There w1ll be further work requlred to load these into'a searchable database, which will be

completed by mid-June. | .

o 16. - In the weeks followrng the Department s rece1pt of the e-marls from Secretary

. Cllnton the Department conducted a separate manual review of a date-lrmrted portion of the
55,000 pages to locate any that were responsrve to requests of the House Select Committee on
Benghazi. As a result ‘of that manual review the Department located and produced to the House
Select Commrttee 296 e-mails composed of approxrmately 850 pages. In lrght of the publlc

| 1nterest in those records and the fact that the Department already has 1dent1ﬁed them within the
larger collectron, the Depar_tment has prioritlzed the FOIA revrew of those 296 e-mails. These

296 e-mails were therefore scanned first, folloWing the procedures described above. The review

process for those e-mails included an initial review within the FOIA office, followed by

" consultations and review by Department subject matter experts and other U.S. Govemment

‘ age:n'c_ies,. asappropriate, for any documents containing information that originated with that

' agency and/or_ in which that agency has a vested interest.? The Office of the Leéal Adviser also
rev.iewed these materials to ensure the_ proper application of FOIA exemptions: ;All' material that '

-

can be released from the 296 e-miails will be made publicly available on the Depar'tmentls FOIA
website. .

? The Department reviews every FOIA request for U.S. Government interagency interests. In some instarices, as
with some of the 296 e-mails discussed above, a document that originated with the Department of State may include
information that originated with another U.S. Government agency. In accordance with Department FOIA
regulations, that document would be referred to the applicable agency for a release recommendation or
determination. The relevant agency then conveys its release recommendatlon or determmatlon to the Department

. for response to the requester See 22 CF.R. § 171. 11(k)(3) -

, S 7 " S : o ) -
A 1 Co Yo 3 Leopoldv. U.S. Dep’t of State
: . . . ‘ 1;15-cv-000123-RC
- Hackett Declaration
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17.  The Department’s review of the Benghazi e-mails has highlighted several factors
that it expects will affect the timing of the review of the remaining e-mails provided by
Secretary Clinton. Like tne Department of State itself, each of the U.S. Govei'nment aéencies
that need to review these documents deals with sensitive, emergent issues, wliich rnay require
thein to reallocate priorities and resources in responsé to changing events around the globe.
Thus, the amount of time ihat other agéncies may need to review these documents cannot be-

_ predictéd with precision. The Under Secretary for Management iias advised senior leadership.in
- other government entities (Central Intelligence Agency, Department of Defensé, Department of
J uétice, Office of the.Director of National Intelligeni:e, National Security Council, and the White
Hnuise) of this review and has asked for their assistance. The Department has attempted to take
into account these issues in developing iis plan for the review and processing of the remaining e-
'? mails piovided by Secretary Clinton and in estimating the amount of time the review and
pronessing will take. It is, however, possible that the time required for the interagency review
process could impact the Department’s pronosed review timeline.

18.  The Department’s review of fhe rest of the remaining records in the collection
provided by Secretary Clinton is underway. As ncited above, the Department’s objective is to
make this information available to the public as quickly as possible.

19.  The Department has begun to impleinent the following plan to review the
remaining material in the 55,000 pages. The collection has been separated into 300 segments of
approximately 100 e-mails messages ench. The Department plans to post on its FOIA website all
‘the releasable material in the collection after all of the e-mails have been reviewed using the

following process, which involves ongoing, serial reviews of 10-segment batches:

Leopoldv. US. Dep’t of State
1:15-cv-000123-RC
Hackett Declaration
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Initial FOIA Office Review

e Beginning in May, while scanning was still ongoing, the FOIA office began the
review of the 55,000 pages. The FOIA office plans to review a batch (approximately
1,000 e-mails) each week and apply initial proposed redactions consistent with our
FOIA practice, A

Consultation With Subject Matter Experts

o The FOIA office then plans to send the batch to appropriate Department subject
matter experts (“SMEs”) for consultation and review within one week. These SMEs
are drawn from the ranks of the Department’s experienced foreign policy experts,
who have continuing national security responsibilities. While SMEs are reviewing
the first batch that the FOIA office has already reviewed, the FOIA office will begin
reviewing the next batch. -

e At the end of the week, the Department plans for the SMEs to return the batch that
they reviewed, at which time the FOIA office would incorporate any appropriate
review recommendations from the SMEs. The time required to do this will naturally
vary, depending on the extent of the feedback from the SMEs, but the Department
plans to adjust its resource allocation to ensure that this is accomplished as quickly as
possible. '

Agency Consultations

e The FOIA office will then refer any e-mails in segments implicating other agencies’
interests to those agencies for their review.

e The agencies will be asked to complete their review of each batch and return the
materials to the FOIA office within one week.

e Upon receipt of feedback from the relevant agencies, the FOIA office will incorporate
any appropriate review recommendations. As with the SMEs, the time required to do
this will naturally vary, depending on the extent of the feedback from the agencies.

Legal Revnew

e Afier the SME and agency review, the FOIA ofﬁce plans to provide the batch to the
Office of the Legal Adviser for areview. The Office of the Legal Adviser will be
asked to complete its review of the batch within one week. ’

e Upon receiving feedback from the Office of the Legal Adviser, the FOIA office will
incorporate any appropriate review recommendations. ‘

* Thus, in the first- week, the FOIA office would review segments 1-10; in the second week, the FOIA office plans to '
send segments 1-10 to SMEs and begin reviewing segments 11-20.

9

Leopoldv. U.S. Dep't of State
1:15-cv-000123-RC
Hackett Declaration
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Final Review

e Any divergent recommendations among reviewing entities will be resolved through
" discussions.

o The Department plans to repeat the above process until all of the materials are
reviewed.

o After all of the materials have been reviewed, the Department plans to conduct a final
review of the records to ensure that similar subject matter has been redacted in a
fashion that is both internally consistent and legally appropriate.

At the conclusion of this process, the Department will pbst all non-exempt material on the
Department’s publicly-available FOIA website.

20.  The Department’s plan, as outlined above, would result in its revjew being
completed by the end of the year. To factor in the holidays, howeveg the Department would ask
the Court to adopt a proposed completion date of January 15, 2016. As ltoted abot/e, the
A Department understands the considerable public’s interest in these records and is endeavoring to
complete the review and production of them as expeflitiously as possible. The collection is,
however, voluminous ztnd, due to the breadth of topics, the nature of the communications, and
the interests of several agencies, presents several challenges, asvdescribed above. Accordingly,
the Department requests that the deadline for production of former Secretary Clinton’s e-mails to
Plaintiff, via the Departmeht’s production of the e-matils to the public on its FOIA website, be
Jaltuary 15, 2016. This date is premised on the .Department’s good faith estimate of the time
required to complete this involved, intensive process. Should unanticipated circumstances, or
circumstances beyond the Department’s control, force any delay, the Department will, of course,

keep the Court appiised of any such changes and seek modification of this deadline.

L

10
Leopoldv. U.S. Dep't of State
1:15-cv-000123-RC
Hackett Declaration
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UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

JASON LEOPOLD,
Plaintiff,

V. Civil Action No. 15-cv-123 (RC)

U.S. DEPARTMENT OF STATE, | -

Defendant.

DEFENDANT’S STATUS REPORT REGARDING
RELEASE OF RECORDS ON JULY 31, 2015

Defendant U.S. Department of State (“the Department”), in response to the Court’s Order

of May 27, 2015 (ECF No. ‘1 7) (“Scheduling Order”), respectfully submits this status report
’ regarding its release of the non-exempt portions of records subject to FOIA contained in the
emails provided to the Department by former Secretary of State Clinton:

i. . In December 2014, the Department received 53,988 pages of documents
consistiﬁg of emails and attachments to erﬂails from former Secretary Clinton. In consultation
with the National Archives and Records Administration, the Department idehtiﬁed
approximately 1,533 pages of those documents as entirely'personal correspondence, that is,
documents that are not federal records and thus tﬁat are not subject to the FOIA, leaving a total
of appr.oximately 52,455 pages remaining to be reyiewec_i and released.

2. . The Court ordered the De‘partment to aspire to produce certain percentagds of

. cumulative pages of former Secretary Clinton’s emails each month, to file a status report within a

! This number has a margin of error of about plus or minus four pages. That difference does not affect the
percentage provided below.

2 This number has the same plus-or-minus-four-page margin of error as the number of pages of entirely personal
correspondence. Again, this has no effect on the percentage provided below. :

\
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week of each monthly production reporting on the number of pages'pro.duced, and in the event
the Department misses a production goal, to explain in the report how it intends to catch up. The
production goal' for July 31, 2015 is 15% of the total n_umbgr of pages to be reviewed.
Scheduling Order at 1-2.

3. As previously reported to the Court, the Department had posted 3,9742'page's, or
7.5% of the total number of pages to be reviewed, as of June 30, 2015, slightly surpassing its 7%
goal for June. See Def.’s Status Report1[ 5 (ECF No; 20).

4. OnJuly 31, 2015, the Department postefi on its FOIA web site 2,206 additional -
pages of documents from the collection provided by former Secretary Clinton. These documents
may be viewed at the following URL:

' http://foia.state.gov/Search/Results.aspx?collection=Clinton_Email July_Release

5. Thus, as of July 31, 2015, the Department has posted a total of 6,148 pages, or
11.7% of the total number of pages to be reviewed. This is 1,721 pages, or 3;3 percentage
points, short of the goal set forth in the Scheduling Order. The attached declaration of John F.

* Hackett (“Hackett Declaration”), Director of the Department’s Office of Information Programs
.and Services, explains in detail how the Department plans to'make up half of the deficit in its
release on August 31, 2015, and half in its release on September 30. Hackett Decl. § 7.

| 6. As the declaration explains, the Department, in response to recommendations
from the Inspectors General (“IG™) for the Department and for the intelliAgence Cqmmunity
(“IC”), made arrangements for the IC to provide reviewers to assist the Department in
identifying potential IC equities in its re\view of the emails. Hackett Dgcl. 9 4. The IC reviewers

began working in a Department facility on July 15, 2015 to screen documents to identify their

-2.-
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agencies’ equities; docum.ents with‘ such equlities must be sent to the relevant agency for
consultation before they can be processed for release. Id. 9 5. The IC reviewers had only eight
business days, until July 24, to screen documents for the July 31 release. Id. As part of its
implementatibn of the IGs’ recommendations, and in order to avoid any potential issués
involving IC equities in the July 31 release, the Department only released emails that had been
screened by the IC reviewers and identified as not having agency equities. Id. 6. As aresult,
the Department was unable meet the Court’s goal for the month of July.

7. Mr. Hackett antfcipates that the IC reQiewers will be able to screen documents at a

. pace sufficient to allow the Department to make up the deficit during the August and Septembe'r y

releases.? Hackett Decl. 7. Mr. Hackett believes that the IC reviéwers will be able screen
documents at this rate because they are now.fully integrated intq the process and will become _
(increasinglly familiar with the documénts. Id. And Mr. Hackett has been advised that, if |
necessary, the IC reviewers will devote additional hours to the revie\;v process. Id. 4 8.
Accordingly, the Department believes it will be abl;a to catch up with the schedule set forth in the

Scheduling Order by September 30, 2015.

3 The Hackett Declaration also explains that the number of emails that have cleared the other steps in the
Department’s review process meets or exceeds the milestones in the original plan developed to comiply with the
Scheduling Order. Hackett Decl. § 8.

-3-
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s

2. - In the Court’s o:rder'pertaining to the prodtiction of records in the approximately
55,000 pages of email‘s provided to the Departrnent of State by former Secretary of State Clinton
(“the emails”), the Court ordered the Department to “asptre to abide by [a] production sched.ule”
with a “Cumulative Pages Completed” target of 15% by July 31, 2015. (ECF No. 1)
(“Scheduhng Order”) As of July 31, 2015 the Department has produced 11.7% of the pages of
emails and is 1 721 pages behlnd the Court’s goal The purpose of this declaration is, in
accordance with the Court’s orde_r, for the Department to “explain in detail . . . how it intends to
catch up with the schedule by adding resources or otherwise.” Id. at 2. |
3. ' In my previous declaration of May 18, 201§ (;‘Previohs Declaration”) (ECF No.
12-1),1 expiained that the Department would conduct an ongoing, serial review of the emails for -
_public release, consistentwith the FOIA, inYOl\rin'g the following steps: (t) initial FOIA office
review, (2) consultation with shbject matter experts withtn the Department; 3 consultationsl
with‘ other agencies who have equities in the documents (only if necessary); (4) review.\h_y the . °
Office of Le-ga_l.Adviser; (5) final review to _resolVe‘r'ecom’mendations\ and\ process documents for
| “_vrelease. Previous De_clar'.ationiﬁl 19. |

4

4, The Departmentrecently added another step.in the review process, at the

recommendation of the Inspectors General for the Départment and the Intelligence Community

_(“IC”)." These Inspectors General raised concemns about the Department’s evaluation of other

! The Office of the Inspector General of the Intelligence Community was established

* pursuant to Section 405 of the Intelligence Authorization Act of Fiscal Year 2010, which
amended the National Security Act of 1947. (Pub. L. No. 111-259, 124 Stat, 2709 (Oct. 7,
2010)). “The IC IG is responsible for conducting IC-wide audits, investigations, inspections, and
reviews that identify and address systemic risks, vulnerabilities, and deficiencies that cut across

- IC agency missions, in order to positively impact IC-wide economies and efficiencies.”
“http://www.dni.gov/index.php/about/organization/office-of-the-intelligence-community-

Léopold v. U.S. Dep’t of State
- 1:15-cv-000123-RC
Second Hackett Declaration
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gain fam'iliarity with the documepts, I expect the screening of emails fc;r IC equities to proceed
" more quickly. Accordingly, the D\cépaftment plans to maké up the 1,721 pages it is behind over
fhe course of the next two submissions, such that it is back on track by Septembef 30, 2015.
More specifically, the Deba.rtment plans to release 6,106 or more pages on August 31, bringing
the cumulative progress to at least 23.4% (just shy of the Court’s goal of 25% for August 31),
and 7,156 on September 30, bringing the cumulative progress to 37% (the goal set by the Court
for Scptember 30). |

8. A schedule has been established and shared with the IC Reviewers that will allow
the deficit to be made up over thg next twd months. I héve béen advised that, if hecessary, the IC
reviewers 'will devote additional hours to the review process. My belief that the Department can
get back on track by the end of September is ﬁlrther.informed by the fact that the number of
emails that have cleared the other steps in the Department’s review process meets or exceeds the

milestones in the original plan developed to comply with the Scheduling Order.

Leopold v. U.S. Dep’t of State
1:15-cv-000123-RC
Second Hackett Declaration
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Tdeclare under penalty of perjury: thiit the foregoing is true and correct to the best of my
knowledge,

Execiited this; i :day of August 2015, Washington, D.C.

” | John F. 'Hadke“tft-‘ .

pold v. US. Dep't of State
1:15-cv-000123-RC
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United States Department of State

Washington, D.C. 20520

August 13, 2015

MEMORANDUM

TO: DS/ICI/CI - | G nar DS
THROUGH: DS/ICI/CI

FROM: DS/ICI/CI —

SUBJECT: Preliminary Inquiry Opening Memorandum for b7E per DOS

In accordance with 12 FAM 262.3-1(C) and based upon the information set forth below,
authorization is requested to open a preliminary inquiry.

M@MOIS, DS/ICI/CI received a record request| 1. !515 pexr DOS

L LR The information was requested to satisfy a Section 811(c) that the FBI

received from the Inspector General of the Intelligence Community. '

m bl per DOS

1181
YSUM) DS/ICL/CI was able to located thd bl per DOS

pvnnni} fn
8]
. . ,'/ b6 per DOS
APPROVED: Y[ / l// » DISAPPROVED: b7C per DOS

_ (Initial and Date) (Initial and Date)

SEERET/NOFORN b6 per DOS
Classified-by | Division Chief DSICTCT oo oo

HRC-2585
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CLASSIFIED INFORMATION NONDISCLOSURE AGREEMENT

AN AGREEMENT BETWEEN - Hillary Rodham Clinton AND THE UNITED STATES
(Name of Individual - Printed or typed)

1. intending to be legally bound, | hereby accept the obligations contained in this Agreement in consideration of my being granted
access to classified information. As used in this Agreement, classified information is marked or unmarked classified information,
including oral communications, that is classified under the standards of Executive Order 12958, or under any other Executive order or
statute that prohibits the unauthorized disclosure of information in the interest of national security; and unclassified information that
meets the standards for classification and is in the process of a classification determination as provided in Section 1.1, 1.2, 1.3 and
1.4(e) of Executive Order 12958, or under any other Executive order or statute that requires protection for such information in the
interest of national security. 1 understand and accept that by being granted access to classified mformahon, special confidence and
trust shall be placed in me by the United States Government. - -~ -

2. 1 hereby acknowledge that | have received a security indoctrination concerning the nature and protéction of classified information,
including the procedures to be followed in ascertaining whether other persons to whom | contemplate disclosing this information have
been approved for access to it, and that | understand these procedures.

3. 1 have been advised that the unauthorized disclosure, unauthorized retention, or negligent handling of classified information by me
could cause damage or irreparable injury to the United States or could be used to advantage by-a foreign nation. 1 hereby agree that |
will never divulge classified information to anyone uniess: (a) | have officially verified that the recipient has been properly authorized by
the United States Government to receive it; or (b) | have been given prior written notice of authorization from the United States
Govemment Department or Agency (hereinafter Department or Agency) responsible for the classification of information or last granting
me a security clearance that such disclosure is permitted. | understand that if | am uncertain about the classification status of
information, | am required to confirm from an authorized official that the information is unclassified before 1 may disclose it, except to a
person as provided in (a) or (b), above. | further understand that { am obligated to comply with laws and regulations that prohibit the
unauthorized disclosure of classified information.

4. | have been advised that any breach of this Agreement may result in the termination of any security clearances | hold; removal from
any position of special confidence and trust requiring such clearances; or termination of my employment or other relationships with the
Departments or Agencies that granted my security clearance or clearances. In addition, | have been advised that any unauthorized
disclosure of classified information by me may constitute a violation, or violations, of United States criminal laws, including the
provisions of Sections 641, 793, 794, 798, *952 and 1924, Title 18, United States Code, ‘the provisions of Sectioh 783(b), Title 50,

United States code, and the provisions of the intelligence Identities Protection Act of 1982. | recognize that nothing in the Agreement
constitutes a waiver by the United States of the right to prosecute me for any statutory violation.

5. | hereby assign to the United States Govemment all royalties, remunerations, and emoluments that have resulted, will result or may
result from any disclosure, publication or revelation of classified information not consistent with the terms of this Agreement.

6. | understand that the United States Government may séek any remedy available to it to enforce this Agreement including, but not
limited to, application for a court order prohibiting disclosure of information in breach of this Agreement.

7. | understand that all classified information to which { have access or may obtain access by signing this Agreement is now and will
remain the property of, or under the cdntrol of the United States Government unless and until otherwise determined by an authorized
- official ot final ruling of a court of law. | agree that | shall retumn all classified materials which have, or may come into my possession or
for which | am responsible because of such access: (a) upon demand by an authorized representative of the United States
Govemment; (b) upon the conclusion of my employment or other relationship with the Department or Agency that last granted me a
security clearance or that provided me access to cdlassified information; or (c) upon the conclusion of my employment or other
relationship that requires access to classified information. If | do not return such materials upon request, { understand that this may be
a violation of Sections 793 and/or 1924, Title 18, United States Code, a United States criminal law.

8. Unless and until | am released in writing by an authorized representative of the United States Government, | understand that all
conditions and obligations imposed upon me by this Agreement apply during the time | am granted access to classified information,
and at all times thereafter.

8. Each provision of this Agreement is severable. If a court M}d find. any provusuon of this Agreement to be unenforceable, all other
provisions of this Agreement shall remain in full force and effect S 3
e W U S R

IR )
$lie
(Contiiue on' reyerse:) - «
NSN 7540-01-280-5409 i STANDARD FORM 312 (Rev. 1-00)

Previous edition not usable ) Prescribed by NARAMISOO
32 CFR 2003.€.0. 12958
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10. These restrictions are consistent with and do not supersede, conflict with or otherwise alter the employee obtigations, rights or
liabilities created by Executive Order 12958, Section 7211 of Title 5, United States code (governing disclosures to Congress); Section
1034 of Title 10, United States code, as amended by the Military Whistleblower Protection Act (goveming disclosure to Congress by
members of the military); Section 2302(b) (8) of Title 5, United States Code, as amended by the Whistieblower Protection Act
(governing disclosures of illegality, waste, fraud, abuse or public health or safety threats); the intelligence Identities Protection Act of
1982 (50 U.S.C. 421 et seq.) (govemning disclosures that expose confidential Government agents), and the statutes which protect
against disclosure that may compromise the national security, including Sections 641, 793, 784, 798, 952 and 1924 of Title 18, United
State Code, and Section 4(b) of the Subversive Activities Act of 1950 (50 U.S.C. Section 783(b)). The definitions, requirements,
obligations, rights, sanctions and liabllities created by said Executive Order and listed statutes are incorporated into this Agreement
and are controlling. )

11. | have read this Agreement carefully and my questions, if any, have been answered. | acknowledge that the brefing officer has
made avallable to me the Executive Order and statutes referenced in this agreement and its implementing regulation (32 CFR Section

2003.20) so that | may read them at this time, if | so choose. - -~ -
SIGNATURE DATE (mm-dd-yyyy) SOCIAL SECURITY NUMBER

k\Q- %‘1—}\/\’— 11 <p\~"100] (SeeNoﬁcebelow)l b6 per DOS

ORGANIZATION (IF CONTRACTOR, LICENSEE, GRANTEE OR AGENT, PROVIDE: NAME, ADDRESS, AND IF APPLICABLE, FEDERAL SUPPLY CODE NUMBER}
(Type or print)

artment of State
2201 C Street NW
Washington, DC 20520

WITNESS ' ACCEPTANCE

THE EXECUTION OF THIS AGREEMENT WAS WITNESSED | THE UNDERS[GNED ACCEPTED THIS AGREEMENT ON

BY THE UNDERSIGNED. BEHALF OF THE UNITED STATES.GOVERNMENT.

SIGNAT DATE (mm-dd-yyyy) | SIGNATURE DATE (mmadyyyy)
Q\u“:\- *’wﬁ b6 pos

NAME AN ESS (Type or print) ‘ NAME AND ADDRESS (Type or print} per

b7C per DOS
Department of State
2201 C Street NW -
Washington, DC 20520

SECURITY DEBRIEFING ACKNOWLEDGMENT

-1 reaffirm that the provisions of the espionage laws, other federal criminal laws and executive orders applicable to the safeguarding of classified
information have been made available to me; that | have retumed all classified information in my custodé; that | will not communicate or transmit
ciassified information to any unauthorized person or organization; that | will promptly repart to the Federal Bureau of investigation any attempt by an
unauthorized person to solicit dassified information, and that | (have) (have not) (strike out inappropriate word or words) received a secunty debriefing.

SIGNATURE OF EMPLOYEE : DATE (mm-dd-yyyy)

NAME OF WITNESS (Type or prn) SIGNATURE OF WITNESS

NOTICE: The Privacy Act, 5 U.S.C. 5§52a, requires that federal agencies inform individuals, at the time information is solicited from them, whether the
disdosure is mandatory or voluntary, by what autherity such information is solicited, and what uses will be made of the information. You are hereby
advised that authority for soliciting your Social Security Number (SSN) is Executive Order 9397. Your SSN will be used to identify you precisely when it
is necessary to 1) certify that you have access to the information indicated abave or 2} determine that your access to the information indicated has
terminated. Although disclosure of your SSN is not mandatory, your failure fo do so may impede the processing of such certifications or determinations,
or possibly result in the denial of your being granted access to dassified information. )

*NOT APPLICABLE TO NbN-GOVERNMENT PERSONNEL SIGNING THIS AGREEMENT,
STANDARD FORM 312 BACK (Rev. 1-00)

HRC-2589
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FEDERAL BUREAU OF INVESTIGATION
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Total Deleted Page(s) =1
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| | ‘ b3 per ODNI
. b6 per FBI—

. b7C per FBI
From: Hession, Leo J (OIG) <HessionL@state.gov>
Sent: , Thursday, June 25, 2015 12:33 PM ' ,
To: . ' | fo1G)] JoIG)] koic) |
. (©o16) forG)| [oI1G)] |1G)] |
| )
Subject: "~ FW: Congressional Letter and Documentation
Attachments: A 2015.06.23 - Chairmen Corker Johnson Letter to Sec Kerry - FOIA release ....pdf; Outside

Agency POCs; HRC email review; FW: Update on 296; RE: Assume....; L Review of Former
Secretary Clinton's Emails ; FW: At my desk; Re: Update; RE: Status of Review ; Re: Status
of Review; Fw: Status of Review; Fw: Status of Review; RE: Status of Review; today's
status; RE: Bureau Security Officers (BSOs); Re: Follow Up to Yesterday's Meeting

Team — | am forwarding to you an email that | received today from | discussed this
with . ’ . b6 .
‘b7C

| have reviewed the attachments as well as the email. Elements of this will be of interest to all,
and especially to|:| and any others working on the issue of classification of the emails,
is currently in process of reviewing a large number of documents previously prowded
by and some of those documents may relate to this.

‘ | have not entered this packet into SharePoint. | assume that will be done by the team Ieads
on this issue, for ease of retrieval under their names.

Thanks. Leo

Leo J. Hession Jr.

Senior Inspector

Office of Inspections, Office of The Inspector General (OIG/ISP)
U.S. Department of State

703-284-2765

SBY- .
This email is UNCLASSIFIED.

From ] b6
Sent: Thursday, June 25, 2015 11:12 AM ‘ . b7C
To: Hession, Leo ] (OIG) ,

Subject: Congressional Letter and Documentation

Leo,

1  HRC-2650
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On more than one occasion, I've counseleDbout security practices here in the Department; I only didso b6
when I thought that something he wanted to do would affect GIS (or was wrong with regard to federal or b7c
Department policy or law). For example, he was bringing people from other agencies to review Benghazi

material in SA-2. We stored a lot of that material here for the reviews related to Congressional productions to

HOGR and then the Select Committee. I asked him to make sure that he was passing clearances along from

other agencies because SA-2 is an open storage facility and just because someone works for an agency does not
necessarily mean that s/he is cleared. See attached email (RE: Bureau Security Officers) for an example.

As you know, there was one B1 redaction in the 296 emails. It was based on feedback from the FBL. Several
people from outside of the FOIA office (but within the Department) tried to get the FBI to change their B1
redaction to something else (like BS). If you wanted-to ask the FBI about what happened, our FOIA POC at

FBI is b6
b7C

The moment tha| ound out about the B1 redactions (i.e. classified material — four from NEA and one

from the FBI) he told me that he would need to talk to the DAS in NEA who made the decision to classify

information and asked for his name, which I provided. The NEA DAS i | It is my b6

understanding that L (and possibly others) went to NEA to brief them on FOIA and how other redactions like b7C

B5 could be used; it appears that the intention of such a briefing was to get NEA to agree to change their B1
redactions to something else (like B5)| |our new acting Assistant Legal Adviser, was involved in
this effort. '

As you can imagine, our staff wh_o knows about this letter from Congress is concerned; this concern will only
spread when word gets out about the letter. I want to make sure that you have the facts and some of the
background (as I understand-it) in this case because there are now serious allegations being made.

‘ I hope that this helps.

Best

[ . | os

b7cC

Office of Global information Services (A/GIS)
U.S. Department of State’

HRC-2652
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b3 per ODNI

‘ From:
Sent: Monday, June 29, 2015 12:27 PM ,
To: |

Subject: FW:-5BY: Fw: Concerns about the HRC Review...

As discussed.

From: Chuck Mccullough

Sent: Monday, June 29, 2015 11:16 AM
Tof | : b3 per ODNI

Subject: FW: 8Bt Fw: Concerns about the HRC Review...

[ ]

Need you plugged in on this. Need to coordinate w/ State's WB person.

Chuck

[. Charles McCullough, 1l
Intelligence Community Inspector Genera

From: Linick, Steve A (OIG) [mailto:linicksa@state.gov]
Sent: Monday, June 29, 2015 6:13 AM

To: Chuck Mccullough

Subject: Fw: SBY.: Fw: Concerns about the HRC Review...

See below

From.l |(OIG)| | b6
Date: June 28, 2015 at 9:40:17 PM EDT | | | b7c
To: (OIG‘ I.inick, Steve A (OIG) <linicksa@state.gov>| [o1G)

[ | ' :

Subject: Fw: SBY: Fw: Concerns about the HRC Review...

b3 per ODNI

Fyi, see bottom email or|:|assessment over the weekend. | will draft an MA to go out prior to Tuesday's
release and will circulate in the am. '

b6
b7cC

From:

Sent: Sunday, June 28, 2015 09:30 PM

Toi |OIG); (0lG)

Subject: Fw: SBY: Fw: Concerns about the HRC Review...

1 _ HRC-2653
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alL FHT THAURMETHIN (CDNTATHED
HEREIN 18 UHCILASSIEIRI
LateE 1--06h-2016 By Siecletal HolOO
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Non-Electronic Copies

1) Please locate any non-electronic copies of the classified document in your possession.

2) Place any copies of the document that you locate in a brown envelope, seal it, address it to

| eputy Legal Adviser, U.S. Department of State, Washington, D.C., and b6
mark the word “SECRET™ on the outside of that envelope. Once that is done, please notify b7c
us and we will pick up the envelope from your office.

Finally, please note that the classification of this document pursuant to Executive Order 13526,
Section 1.7(d), does not in itself indicate that any person previously acted improperly with
respect to the document or the information contained therein.

b6
b7cC

If vou should have any questions regarding the steps set forth above, please contac
Iflin the Office of the Legal Adviser. In the meantime, I ask that you confirm receipt of this
letter as soon as possible.

¢

Vely truly yours

/Wf

Patrick F. Kennedy

HRC-2668
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LAW OFFICES
WILLIAMS 8 CONNOLLY LLP
725 TWELFTH STREET, N.W. _
WASHINGTON, D. C, 20005-5901 LOWARD BENNATT WILLIAMS (1030-1088)

DAVID E KENDALL PAUL R CONNOLLY (1033-1078)
(202) 434-5145 (202) 434-5000
dkendall@we.com FAX (202) 434-5029
gecd! 6 (515~
June 15, 2015
BY AH AND

Mr. Patrick F. Kennedy

Under Secretary of State for Management
United States Dcpartment of Statc

2201 C Street NW

Washington, DC 20520-6421

Dear Mr. Kennedy:

Thank you for your letter dated May 22, 2015, refercncing an c-mail which
former Secretary Clinton produced to the State Department on December S, 2014 (e-mail
fonwvarded by Jacob Sullivan to Sccretary Clinton on November 18, 2012, at 8:44 pm
(Subject: Fw: FYT-Report of arrests—possible Benghazi connection)). You notc that this
e-mail, while previously unclassified, was recently classified “Secret”, pursuant to
Section 1.7(d) of Executive Order 13526, following a I'reedom of Information Act review
by the State Department.

This will confirm recelpt of your letter and that, pursuant to your request,
we have located all non-electronic copics of this document in our possession and n]agﬁd
them in a sealed brown envelope, addressed to Deputy Legal Adviser e - b6

. 4 . — b7C
envelope was picked up by a Swate Depariment representative on iviay 28, 2615.

This will also confirm that, pursuant lo your request, we will copy onto a
disc the electronic version of the e-mails previously produced in hard copy to the
Department on December 5. 2014. We will arrange for delivery of this disc to the
Department as requested in your letter.

This will also confirm that, pursuant to your request, wc have delcted all .
electronic copies of this document, with the following exception. [ have reccived
document preservation requests pertaining to the 55,000 pages of c-mails from the House

. of Representatives Select Committce on Benghazi, the Inspector General of the State
Department, and the Inspector General of the Intclligence Community (DNI). [ have
responded to each preservation request by confinming to the requestor that I would take

HRC-26/70
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WILLIAMS 8 CONNOLLY LLP

Mr. Patrick F. Kennedy
June 15, 2015
Page 2

Department, and the Inspector General of the Intelligence Community (DNI). 1 have
responded to each preservation request by confirming to the requestor that I would take
reasonable steps to prescrve these 55,000 pages of former Secretary Clinton’s e-mails in
their present electronic form. I thercfore do not believe it would be prudent to delete, as

you request, the above-refcrenced e-mail from the master copies of the PST file that we
arc preserving.

Once the document preservation requests referenced above expire, we will
proceed to make the requested deletions. This present arrangement would cover the single
document recently classified “Secret”. Should there be further reclassifications during the
Department’s FOIA review of former Secretary Clinton’s e-mails, it also would cover any
such additional documents.

We would be gratcful for the return of the 1246 e-mails which the
Department, in consultation with the National Archives and Records Administration, has
determined not to be federal records, as referenced in the May 6, 2015 letter from
NARA’s Paul Wester to Ms. Margaret Grafeld, Deputy Assistant Secretary for Global

Information Services at the Department.
Siacerely,
e,
David E. Kendali
DEK/bb

HRC-2671
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'WILLIAMS 8 CONNOLLY LLP

Mr. Patrick F. Kennedy
June 15, 2015
Page 2

Department, and the Inspector General of the Intelligence Community (DNI). I have
responded to each preservation request by confirming to the requestor that I would take
reasonable steps to preserve these 55,000 pages of former Secretary Clinton’s e-mails in
their present electronic form. T therefore do not believe it would be prudent to delete, as
you request, the above-referenced e-mail from the master copies of the PST file that we
are preserving. ‘

Once the document preservation requests referenced above expire, we will
proceed to make the requested deletions. This present arrangement would cover the single
document recently classified “Secret”. Should there be further reclassifications during the
Department’s FOIA review of former Secretary Clinton’s e-mails, it also would cover any
such additional documents.

We would be grateful for the return of the 1246 e-mails which the
Department, in consultation with the National Archives and Records Administration, has
determined not to be federal records, as referenced in the May 6, 2015 letter from
NARA'’s Paul Wester to Ms. Margaret Grafeld, Deputy Assistant Secretary for Global
l_nformation Services at the Department.

Siacgrely,

7

David E. Kendall
DEK/bb

HRC-2672
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NATIONAL
ARCHIVES

JUL 0 2 2015

Margaret P. Grafeld

Deputy Assistant Secretary for Global Information Services
.Bureau of Administration

U.S. Department of State

SA-2, Suite 8000

515 22nd Street, NW

Washington, DC 20522-0208

Dear Ms. Grafeld:

I am in receipt of your letter of April 2, 2015, responding to the National Archives and Records
Administration’s (NARA) formal request of March 3, 2015, that you provide us with the report

* required in 36 CFR 1230.14 concemning the potential alienation of Federal email records created
and received by former Secretary of State Hrllary R Chnton

e . T’!,'}:. et

I apprecxale the detmls you have: prov1ded to‘date, however, recogmzmg that the situation’-'
continues:to be fliiid; there are currently fwo major questions or concerns'thaf the Department
needs to address

Frrst, in your response you described and forwarded key policy directives issued by the
Department in 2014, on records management in general, including specific guidance related to

the management of email and other electronic records of senior agency officials. Related to these
--policies, I am requesting additional information on how the Department implemented these
directives with senior officials. More specifically, we would like to understand the specific
training, procedures, and other controls the Department employed to ensure the key directives
were implemented. This will allow NARA to evaluate whether there are appropriate safeguards

in place to prevent the allenatlon of records from occurring in the future.

Second as'we haVé' disciiésed; I woiild like to reiterate our request that the Départment contact
the representatives:of former Secretary Clintdii‘'to sécure the native éléctronic versions with
associated metadata of the approximately 55,000 hard copy pages of emails provided to the
. Sl s Tl TN i e, T "-‘:‘ A P
NATIONAL ARCHIVES dnd
RECORDS ADMINISTRATION = Lo
8601 ADELPHI ROAD
COLLEGE PARK. MD 20720-6001

www.archives.gov . ‘ HRC-2674
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Department. If the Department is unable to obtain the electronic versions of these messages from

) Secretary Clinton, I am requesting that the Department inquire with the internet service or email
provider of former Secretary Clinton, and also of former Secretary Powell, with regard to
whether it is still possible to retrieve the email records that may still be present on their servers.
As stated in the OMB/NARA M-12-18 Managing Government Records Directive, Federal
agencies are required by the end of 2016 to maintain all electronic records, including email, in
their native electronic format to facilitate active use and future access.

I am aware that there are multiple ongoing inquiries into the details of this case, including by
Congressional oversight committees and the Department’s Inspector General, which may already
be addressing the requests that I have made. I would therefore appreciate continuing updates on
the current status of these activities to the extent possible, particularly where the investigations
may reveal that the collection Secretary Clinton provided to the Department is incomplete. I also
look forward to receiving copies of the final reports of all such investigations, as well as the
Department’s plans for corrective action, This documentation will assist us in understanding this
situation and the Department plans to ensure a comparable situation will not happen in the future.

In closing, I would like to convey my appreciation for the Department’s efforts in following up
with the representatives of the former Secretary on the many concerns that have surfaced in the
past several months. We share many of the Department’s concerns and stand ready to provide
advice when needed on the records management issues that arise.

I look forward to receiving your response and appreciate your continued attention to this matter.

Sincerely,

Tl 70 3L o

PAUL M. WESTER, JR.
Chief Records Officer
for the U.S. Government

cc: Ambassador Patrick F. Kennedy
Under Secretary for Management
Senior Agency Official for Records Management
U.S. Department of State
Washington, DC 20520

HRC-2675
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. Obtained by Judicial Watch, Inc.

FD-302a (Rev. 10-6-95)
-1-

FEDERAL BUREAU OF INVESTIGATION

Date of transcription _10/22/2015 P6 per FBI
. b7C per FBI

b7E per DOS

On October 20, 2015 [nformation Technology Specialist/Forensic
Examiner (ITS/FE) of the Operational Technology Division (OTD), attempted to access the data
on evidence item 1B26 (OTD reference “QHQ4”), a white and grey Lexar USB 3.0 thumb drive
labeled "Dept of State 703-312-3856," using the password| |previously provided by
the United States Department of State (STATE) and referenced in Serial 58.

On October 21, 2015, ITS/FH Fontacted Richard Puglisi (PUGLISI) (202- b6
663-0662), Special Assistant to the Deputy Insnector General, STATE, by telephone. PUGLISI b7c
provided the following password to ITS/FE in order to access the data on evidence
item 1B26:

b7E per DOS

On October 22, 2015, ITS/FE sent the writer an email containing the :s c
password.
Reference Document: Serial 58
Investigation on __10/22/2015 at Washington, DC b3
File # _| CART ~ ‘fDate dictated N/A b7E
b6
By ITS/FE b7C

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it
and its contents are not to be distributed outside your agency.

HRC-29859
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b6
b7C
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Obtained by Judicial Watch,

nc.

FEDERAL BUREAU OF INVESTIGATION
FOI/PA

DELETED PAGE INFORMATION SHEET
FOI/PA# 1353814-0

Total Deleted Page(s) = 8
Page 1 ~ Duplicate;
Page 2 ~ Duplicate;
Page 3 ~ Duplicate;
Page 4 ~ Duplicate;
Page 5 ~ Duplicate;
Page 6 ~ Duplicate;
Page 7 ~ Duplicate;
Page 25 ~ Duplicate;

):0:9,0:0.0:0,0:9.0.:0,0:0.0:0.0.0.0:0.0:9.0.:0,0 .4

X Deleted Page(s) X
X No Duplication Fee X
X For this Page X

):0:9,0:0.0:0,0:9.0.:0,0:0.0:0.0.0.0:0.0:9.0.:0,0 .4



Serials

Filing and Security

Primary Case:

Serial Number:
Serialized:

Category:
Initiated:

Referenced By:

Details

Obtained by Judicial Watch, Inc. b7E

LECLASSTIETEIl By HNSTCC Caowdapll
N D2-13-2013

(U} Details: Ye#F)

Indexing

SECGRETHNOFORN
Deriv - Multi Tces
Classify On;
v
{U}Case Title:  ¥§/NF) MIDYEAR b3
EXAM; MISHANDLING b7E
OF CLASSIFIED;
UNKNOWN SUBJECT
OR COUNTRY,;
SENSITIVE
INVESTIGATIVE
MATTER (SIM)
195
04/19/2017
Full Investigation
07/10/2015
s | | & b3
= lead5 &= Lead 5 Coverage b7E
v
{U} Document Title: - {&#NFY Document Storage of TOP SECRET/SPECIAL ACCESS PROGRAM
Evidence
- Synopsis:— }J€#NF To document the storage of TOP SECRET//SPECIAL ACCESS
PROGRAM evidence.
,,,,, Kﬁ(m‘l‘-) Evidence items 1B75, 1B76, 1B77, and 1B78 contain information
classified at the TOP SECRET//SPECIAL ACCESS PROGRAM leve!l and can
only be handled by individuals read on to the programs. As a result, the items
identified above are stored with CI-13 in a safe located in the limited access b7E
moom. This communication documents the location and requests 1S-4
update the evidence logs with this information and remove their charge out
status.
v
HRC-13772

1of2

2/4/2019 2:51 PM



Serials

Obtained by Judicial watch, Inc. < ~=
b7E

No Entities to display.

Intelligence v

Intelligence Value: No Intelligence Value
Potential IR/SIR? No
Sentinel Tags: No Sentinel Tags Selected

Can you identify the No
source of this
information?

Routing v

From: WASHINGTON FIELD , WF-CI13
Drafted By: | L] bé
Approved By: SSAl n b7¢

HRC-13773
) of 2 2/4/2019 2:51 PM



Sentinel Working Copy

- Obtained by Judicial Watch, Inc.

Evidence Detaiis

Case: I I item: 1B75

LELCLASSIFIED HY: MS1G
UM D2-13-201%

iU) ,,,,, Description:..3&] One 8 GB Patriot Memory Supersonic XT USB Drive, Black in Color,

contains CART Working Files.

CollectedOn: 03/22/2016 08:08 AM EST
Receipt Item #: None
CATS ID#: None
FBI Seizure #: None
CATS Abandonment #: None

Special Handling: None
Hazardous Materials: None

Abandonment#: None

AT} Late Justification: (%} FD-1087 was not submitted until 4/18/16.

Digital Information

Type: SD Card/Flash Drive
Batteries Charged: No
Number Coliected: 1
Coliected by CART: No

Discovery Location

Area: Mi ] il " ility
Seizing Individual:

Collected By:|

Others: None
Others Agency: None

Specific: TAU

Anticipated Disposition

None on None

Storage Information

Holding Office: WASHINGTON FIELD

Finalized By: Last Inventory: Norne

Location: NA - Retained by Agent

Barcode #: 5490350
Chain of Custody
Shipping / Transfer Log

History

Acquisition Event Details

éU'? rrrrrrrrrrrrrrrrr Acquisition-Event:—{& Mid Year Exam

{0 Gollected From:—§) |

FBI

Receipt Given: No

Holding Office: WASHINGTON FIELD

Evidence Log: | |
Serial 159

of 1

b7E
LoaahdeR]]

b3
b7E

b6
b7cC

b6
b7cC

b6
b7C

b3
b7E

HRC-13774
4/18/2016 12:39 PM




Obtainedé}/ Judicial Watch, Inc.

EVIDENCE CHAIN OF CUSTODY
Relinguished Custody Date and Aécepted Custody Date and
: Time Time
Signature: Signature:
Printed Name/Agency: Printed Name/Agency:
Reason: Reason:
Relinquished Custody Date and | Accepted Custody Date and
o o Time Time
Signature: Signature:
Printed Name/Agency: Printed Name/Agency:
Reason: Reason:
Relinquished Custody Date and | Accepted Custody Date and’
Time Time
Signature: Signature:
Printed Name/Agency: Printed Name/Agency:
Reason: Reason:
Relinguished Custody Date and | Accepted Custody Date and
T . Tme. 4 Time
Signature: Signature:
Printed Name/Agency: Printed Name/Agency:
Reason: Reason:
Relinquished Custody Date and | Accepted Custody Date and
‘ Time Time
Signature: Signature:
Printed Name/Agency: Printed Name/Agency:
Reason: Reason:
" Relinguished Custody Date and | Accepted Custody Date and
: Time " Time
Signature: Signature:
Printed Name/Agency: Printed Name/Agency:
Reason: Reason:
Relinquished Custody Date and | Accepted Custody Date and
! Time Time
Signature: Signature:
Printed Name/Agency: Printed Name/Agency:
Reason: Reason:
Relinquished Custody Date and | Accepted Custody Date and
Time Time
Signature: Signature:
Printed Name/Agency: Printed Name/Agency:
Reason: Reason:
Relinguished Custody Date and | Accepted Custody Date and
; Time Time
Signature: Signature:
Printed Name/Agency: Printed Name/Agency:
Reason: Reason:
Relinquished Custody Date and | Accepted Custody Date and
; Time Time
Signature: Signature:
Printed Name/Agency: Printed Name/Agency:
Reason: Reason:
Relinqilished Custody Date and | Accepted Custody Date and
; Time Time
Signature: Signature:
Printed Name/Agency: Printed Name/Agency:
Reason: Reason:
Case ID: 1B: Barcode:

HRC-13775



) Time ) ) 1i‘irnvlﬁe*ﬁ
Signatur] Qb @?q# iciSigdatons:Inc. 4
Printed Name/}\genc_ (2 B Printed Name/Agency:

Reason: ~] & NN Reason:
Relinquished Custody 7 Date and | Accepted Custody gDate and
Time :Time
Signature: Signature:
Printed Name/Agency: Printed Name/Agency:
Reason: Reason:
Relinquished Custody ‘Date and | Accepted Custody ' erate and
 Time ' ‘Time
Signature: Signature:
Printed Name/Agency: Printed Name/Agency:
Reason: Reason:
Relinquished Custody Date'and | Accepted Custody ;Date and
: . ‘Time . {Time
| Signature: Signature:
Printed Name/Agency: Printed Name/Agency:
Reason: Reason:
Relinquished Custody Date and | Accepted Custody %Date and
Time Time
Signature: Signature:
Printed Name/Agency: Printed Name/Agency:
Reason: Reason:
Relinquished Custody Date and | Accepted Custody ; Date and
- Time Time
Signature: Signature:
Printed Name/Agency: Printed Name/Agency:
Reason: Reason:
Firearm Certification by (PFI/SWAT) / Explosive Material Certification by (SABT): ATF Trace Form Completed: [ ]
Printed Name: NcIc: [
Signature:
Date:
e —_
Case [D: 1B: ?‘5 Barcode: E Sq q O >9 O

HRC-13776

bé

b7C

b3
b7E



Sentine] Working Copy

Evidence Detaiis

Case:

fiﬂlﬁ """""""" De’seripﬁon: """ M Clone of QHQ14/1B48

Collected On: (03/22/2016 08:08 AM EST
Receipt item#:. None

b7E

Obtained by Judicial Watch, Inc.
DECLABEIFIED D : NBTCC

N 02-13-2019

Item: 1876

Special Handling: None

CATS ID#:. None Hazardous Materials: None

FBI Seizure #: None
CATS Abandonment#: None

Digital Information

Type: Hard Drive
Batteries Charged: No
Number Collected: 1
Collected by CART: No

Discovery Location
Area: Mission Ridge Facility
Seizing Individual:] |
Specific: TAU

Anticipated Disposition

None on None

Storage Information

Holding Office: WASHINGTON FIELD

Finalized By

Location: NA - Retained by Agent
Barcode # ES5490351
Chain of Custody
Shipping / Transfer Log

History

Acquisition Event Details

“}) """"""""""" Acquisition Event: - [3{ Mid Year Exam

EH) ,,,,,,,, Coliected From:........ @{

FBI

Receipt Given: No

Holding Office: WASHINGTON FIELD

Evidence Log:

Serial 159

of 1

Abandonment #: None

"""" tate'dustiﬁcation:"""'M FD-1087 was not submitted until 4/18/16.

Collected By: I I
Others: None
Others Agency: None

Last Inventory: None

Carsidanl 1

b3
b7E

b6
b7cC

b6
b7cC

b6
b7cC

b3
b7E

HRC-13777
4/18/2016 12:42 PM



L RFALE AN

oty ok dari ettt | M| muu | OaLsvpuiu Laswuy ;
Time : Time
Signati Obtaji{c-py duypigiMatoreinc.
Printed Name/Agenc] {Z: ey | Printed Name/Agency: ’
Reason: ”7‘/[/ 5ng4( LA S Reason:
Relinquished Custody . Date and | Accepted Custody Date and-
T ' : Time’ ' i Time™
Signature: Signature:
Printed Name/Agency: Printed Name/Agency:
Reason: Reason:
Relinguished Custody ‘Date and | Accepted Custody - - {?D‘ate and
, Time L : Time.
Signature: Signature:
Printed Name/Agency: Printed Name/Agency:
Reason: Reason:
Relinquished Custody Date and Accepted Custody - %Date and
i Time |{Time -
Signature: Signature:
Printed Name/Agency: Printed Name/Agency:
Reason: Reason:
Relinquished Custody Date and | Accepted Custody ;,é'yl)ate‘ and '
: Time - ' Time -
Signature: Signature:
Printed Name/Agency: Printed Name/Agency:
Reason: Reason:
‘Relinquished Custody 'Dat_e‘ and | Accepted Custody %Date and
v Time ‘Time."
Signature: Signature:
Printed Name/Agency: Printed Name/Agency:
Reason: Reason:

Firearm Certification by (PFI/SWAT) / Explosive Material Certification by (SABT):

ATF Trace Form Completed: [_]

Printed Name: NCIC: []
Signature:
Date:
| 549035
Case 1D 1B: _'}5 Barcode: t b / O‘) 5

HRC-13778

bé
b7C

b3
b7E




Sentinel V-orking Copy

~

Evidetice Details

Obtained by Judicial Watch, Inc.
n2-12-2019

Case: Item: 1877
gﬂ:{ """"" Description:-—{%{ Containing a forensic image of QHQ3 (BP Server), QHQ8 (VM's form
PRN Server), QHQS (BP external drive), and QHQl2 (PRN Server)
CollectedOn: 03/22/2016 08:08 AM EST

Receiptitem #: None

CATSID#: None

FBl Seizure #: None

U? 77777 CATS Abandonment#: None
L

Digital Information

Type: Hard Drive
Batteries Charged: No
Number Collected: 1
Collected by CART: No

Discovery Location

Area: Mission Ridge Facility
Seizing Individual:

Specific: TAU

Anticipated Disposition

None on None

Storage Information

Holding Office: WASHINGTON FIELD

Finalized By

Location: NA - Retained by Agent

Barcode#: E5490353
Chain of Custody
Shipping / Transfer Log
History

Acquisition Event Details

'('H“J"""""""”'Ac‘:l‘"SFﬁOﬂ"Event:— M Mid Year Exam
| T Coilected From:;.— B
€U1 FBI

Receipt Given: No

Holding Office: WASHINGTON FIELD

Evidence Log:

Terial 159

of 1

Special Handling: None

Hazardous Materials: None

Abandonment#: None

"""" 8¢ FD-1087 was not submitted until 4/18/16.

Collected By
Others: None
Others Agency: None

Last Inventory: None

LECLASSIFIEDR By Nalit, Coandsbil b7E

b3
b7E

bé
b7cC

bé
b7cC

bé
b7cC

b3
b7E




Time ) i ’ Time b6
Signatu Coiaybi 4y Aot dFienstureinc, | b7c
Printed Name/Agen {200 ZP Printed Name/Agency: ) T
Reason: ~ /¢ ""/k}i,g g DOV CC Reason:
Relinquished Custody Date and | Accepted Custody | Date and

Time' Time
Signature: Signature:
Printed Name/Agency: Printed Name/Agency:
Reason: Reason:
Relinquished Custody Date and | Accepted Custody Daté and

- Time Time

Signature: Signature:
Printed Name/Agency: Printed Name/Agency:
Reason: Reason:
Relinquished Custody Dateand | Accepted Custody Date and

Time | ‘Time
Signature: Signature:
Printed Name/Agency: Printed Name/Agency:
Reason: Reason:
Relinquished Custody Date and | Accepted Custody L Date and

R . Time | Time
Signature: Signature:
Printed Name/Agency: Printed Name/Agency:
Reason: Reason:
Relinquished Custody Date and | Accepted Custody " Date and
) Time - Time
Signature: Signature:
Printed Name/Agency: Printed Name/Agency:
Reason: Reason:
Firearm Certification by (PFI/SWAT) / Explosive Material Certification by (SABT): ATF Trace Form Completed: [ ]
Printed Name: Ncic: [
Signature:
Date:
4 o b3
Case ID: 1B: 7 ! Barcode: = 9 q L) 0553 b7E

HRC-13780



Sentinel Working Copy

Obtained by Judicial Watch, Inc.
DECLASSTFIRED BY NsICG

- ’ ON 02-13-2013
Evidencg, Details
Case: Item: 1878
fH:} ——————————— Deseription:-— Kﬁ( One 4 TB Western Digital Hard Drive Labeled DEHQ3, Model
WF4003FZEX, S/N
Coliected On:  (03/22/2016 08:08 AM EST
Receipt item #: None Special Handling: None
CATS ID#: None Hazardous Materials: None
FBI Seizure #: None
CATS Abandonment #: None Abandonment #: None
”‘J‘} ,,,,,,,,,,,,,,,,,,,,, Late Justification:— (M FD-1087 was not submitted until 4/18/16.
1

Digital Information

Type: Hard Drive
Batteries Charged: No
Number Coliected: 1
Gollected by CART:  No

Discovery Location

Area: Mission Ridge Facility
Seizing Individual: I
Specific:

Collected By
Others: None
Others Agency: None

Iau

Anticipated Disposition

None on None

Storage Information

Holding Office: WASHINGTON FIELD

Finalized By: Last Inventory: None

Location: NA -~ Retained by Agent

Barcode #: E5490355
Chain of Custody
Shipping / Transfer Log
History

Acquisition Event Details

o Acquisition-Event:-—{ J Mid Year Exam

Receipt Given: No

Holding Office: WASHINGTON FIELD

Evidence Log: I I
Serial 159

of |

CEAMIERIL b7E

b3
bé
b7C
b7E

bé
b7C

bé
b7C

bé
b7C

b3
b7E

HRC-13781
4/18/2016 12:44 PM



Time Time | be
Signatur e . b7cC
Printed Name;Agen {2 ce¥ | Printed Name/Agency: ~
Reasonf// o ‘6&4/@ TICTaE - Reason:
Relinquished Ctistpdy ‘ ’ ' Dat§ and | Accepted Custody ~Date and
. i - Time Time
Signature: Signature:
Printed Name/Agency: Printed Name/Agency:
Reason: Reason:
Reli'l"lquis‘hed«.ckt,,lstody g o 1-Date and" | Accepted Custody o "Da‘te_fa’nfi
T | Time - SR | Time
Signature: Signature:
Printed Name/Agency: Printed Name/Agency:
Reason: Reason:
-Relinguished Custody Date and Accepted Custody Date and
S B Time “p Time.
Signature: Signature:
Printed Name/Agency: Printed Name/Agency:
Reason: Reason:
Relinquished‘Custody ' Date and | Accepted Custody Date and
: i . Time -Time
Signature: Signature:
Printed Name/Agency: Printed Name/Agency:
Reason: Reason:
Relinquished Custody - 'Date_ and | Accepted Custody ‘Date and
‘ Time' + Time
Signature: Signature:
Printed Name/Agency: Printed Name/Agency:
Reason: Reason:
Firearm Certification by (PFI/SWAT) / Explosive Material Certification by (SABT): ATF Trace Form Completed: [_]
Printed Name: NCIC: [
Signature:
Date:
b3
Case 1]J 1B: {’h% Barcode: ESL} C)O 5 55 b7E

HRC-13782



Serials

Filing and Security

Primary Case:

Serial Number:
Serialized:

Category:
Initiated:

Referenced By:

Details

w} """"" Document Title: -

{7 Synopsis:
L Details: -
-
Indexing

1of2

Obtained by Judicial Watch, Inc. b7E [ELLASSIFIED By HNEICC Coaswisnil

i 02-13-2015

SECRETHNOFORN-
Defi : Multi fces
assify On: 31
v

EXAM; MISHANDLING
OF CLASSIFIED;
UNKNOWN SUBJECT

OR COUNTRY;
SENSITIVE
INVESTIGATIVE
MATTER (SIM)
196
04/20/2017

Full Investigation
07/10/2015

18

S| =

£ lLeadb £ Lead 6 Coverage

~(RHNFr Document Storage of TOP SECRET//SPECIAL ACCESS PROGRAM

Evidence

""%IINE-).TO document the storage of TOP SECRET//SPECIAL ACCESS

PROGRAM evidence.

,,—»KII‘N-F)‘Evidence item 1B79 contains information classified at the TOP

SECRET//SPECIAL ACCESS PROGRAM level and can only be handled by
individuals read on to the programs. 9 is stored with CI-13 in safe

ocated in the limited acces room. This communication
documents the location and requests IS-4 update the evidence log with this
information and remove 1B79's charge out status.

HRL A1

P e [PAV]

&
17 o

3

b3
b7E

b3
b7E

51 PN



Serials

Intelligence

Intelligence Value:
Potential IIR/SIR?
Sentinel Tags:

Can you identify the

source of this
information?

Routing

From:
Drafted By:
Approved By:

Yof2

Obtained by Jullicialk\\atchlac

No Entities to display.

No Intelligence Value
No
No Sentinel Tags Selected

No

WASHINGTON FIELD , WF-CI13

= h

b7E

b6
b7C

HRC-13784
2/4/2019 2:51 PM



Sentinel Working Copy

- - . Obtained by Judicial Watch, Inc. b7E

- IECLASSIRIED By MNSLEGE CaswdeRll
CH 02-13-2015

Evidence Details

Case: I I Item: 1B79 b3
bé
m One 500 GB Seagate Barracuda Hard Drive Labeled DEHQ55 S/N b7¢C
containing forensic images of QHQl (1Bl) and QHQ2 (1B2) b7E

Created for IAU Review

H—T? rrrrr Desceription:

CollectedOn: (02/02/2016 01:00 PM EDT

Receipt item#: None Special Handling: None
CATSID# None Hazardous Materials: None

FBI Seizure #2 None
CATS Abandonment # None Abandonment#: None

Late Justification: (U) FD-1087 was not received until 4/19/16

Digital Information

Type: Hard Drive
Serial Number: b6
Batteries Charged: No b7C
Number Collected: 1
Collected by CART. No

Discovery Location
Area: FBI/OTD
Seizing Individual: [ ] Collected By: | | b6
Specific: Na Others: None b7¢C
Others Agency: None

Anticipated Disposition

None on None

Storage Information

Holding Office: WASHINGTON FIELD

Finalized By{ Last Inventory: None b6
b7C

Location: NA ~ Retained by Agent
Barcode #: E54390352
Chain of Custody
Shipping / Transfer Log
History

Acquisition Event Details

in """""""""" Acquisition-Event: —3¢§ Mid Year Exam
{U) ,,,,,,,,,,,, Collected-From: P&} 1T Specialist/Forensic Examiner bé
FBI b7C

Receipt Given: No

Hoiding Office: WASHINGTON FIELD

Evidence Log: b3
Serial 160 b7E

HRC-13785

of 1 4/19/2016 11:32 AM



o Time | [——— Time
Signaty ' _Z)_b_tflgfc; W fudifisighatdn, Inc. qJifie |-
Printed Nam-e/Agen ﬁgz P Printed NamerAgency / FEL| .
Reason:  {'lze % ohsloormae at SEH T Rewson: s /o L b £5A Ay
Relinquished Custody Date and | Accepte v :Date and
: Time | Time
Signatur s/je / { (| Signatu ! 5/ L/Z» i
Printed N gen / Fe1l 2 155 Printed Nme/Agenc Zi08 T'\,*;)
Reason: '7(; {*,f; E /4 Ga AT i oA Reason: %W’Euqu—»-
Relinquished Custody J Datg'#nd Accepted Custody / ‘Date and
o : Time ' ‘Time -
Signature: Signature:
Printed Name/Agency: Printed Name/Agency:
Reason: Reason:
Relinguished Custody Dateand | Accepted Custody ; fDate and
. Time : |/ Time
Signature: Signature:
Printed Name/Agency: Printed Name/Agency:
Reason: Reason:
Relinquished Custody Date and | Accepted Custody ?D_alte_ and
Time, ‘Time
Signature: Signature:
Printed Name/Agency: Printed Name/Agency:
Reason: Reason:
Relinquished:Custody Date and | Accepted Custody iD:}:te and
‘ r Time Time
Signature: Signature:
Printed Name/Agency: Printed Name/Agency:
Reason: Reason:
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