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In July 2017, Privacy International and Yale Law School’s Media Freedom & Information Access Clinic (MFIA) filed a lawsuit
against the National Security Agency, the Office of the Director of National Intelligence (ODNI), the State Department, and
the National Archives and Records Administration seeking access to records related to the Five Eyes alliance under the
Freedom of Information Act. The Five Eyes alliance emerged from spying arrangements forged during World War II and
facilitates the sharing of signals intelligence (SIGINT) among the U.S., the U.K., Australia, Canada and New Zealand.

At the time Privacy International and MFIA filed the lawsuit, the most recent publicly available version of the agreement
governing the Five Eyes alliance—known as the UKUSA Agreement—dated back to 1955. That version of the agreement
provides that the Five Eyes are to share, by default, all SIGINT they gather, as well as methods and techniques relating to
SIGINT operations. An appendix to that agreement elaborates further that the Five Eyes are to share “continuously,
currently and without request” both “raw” (that is, unanalyzed) intelligence in addition to “end product” (intelligence that
has been subjected to analysis or interpretation).

Beginning in December 2017, the NSA and the State Department began making disclosures in response to the lawsuit. We’ve
written previously about some of the records disclosed by the government and what they reveal about the government’s
approach to classification and publication of these types of agreements. In September 2018, the NSA released several
additional batches of records, containing disclosures that significantly enhance our understanding of the history and nature
of the UKUSA Agreement. Below, we summarize the most interesting of these disclosures and how they update what we
know about the Five Eyes intelligence-sharing arrangement. Privacy International has also made available on its website
the records the government disclosed. Nevertheless, critical questions regarding the Five Eyes alliance, including its
implications for the constitutional rights of Americans, remain.

Snapshots of the UKUSA Agreement from the 1970s to the 1990s

Among the records the government has produced is a series of documents, dating from the 1970s to the 1990s, that aid our
understanding of the history and nature of the UKUSA Agreement, particularly as it has evolved over time.

“Historical Note on the UKUSA COMINT Agreement” (Oct. 27, 1972) (attaching President Truman Memorandum [Sept. 12,
1945])

In 1972, a historical officer at the NSA produced a “Memorandum for the Record” entitled

“Historical Note on the UKUSA COMINT Agreement,” which provides further insight into the formation of the agreement. It
begins by noting that “[t]he question occasionally arises as to the governmental levels at which the UKUSA COMINT
Agreement was authorized or approved” but quickly clarifies that “the President of the United States authorized an
agreement in this field, and that the British Foreign Minister must have been aware of it.” (Compare that with, for example,
the statement by David Lange, the former prime minister of New Zealand, who remarked that “it was not until I read [the]
book [“Secret Power” by Nicky Hager, which details the history of New Zealand’s Government Communications Security
Bureau] that I had any idea that we had been committed to an international integrated electronic network.” He continued
that “it is an outrage that I and other ministers were told so little, and this raises the question of to whom those concerned
saw themselves ultimately answerable.”)
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As support for the NSA’s history of the agreement, the memorandum attaches a 1945 memorandum from President Truman
authorizing the then-secretary of war and the secretary of the Navy “to continue collaboration in the field of
communication intelligence between the United States Army and Navy and the British, and to extend, modify or
discontinue this collaboration, as determined to be in the best interests of the United States.” This presidential
memorandum is of particular interest because it provides evidence that the president directly authorized the various
military branches to determine the future course and contours of the UKUSA Agreement. This arrangement has not
necessarily been clear to the public (nor was it clear, based on the wording of the 1972 memorandum, to the NSA itself).
Interestingly, President Truman’s memorandum was not among the documents the NSA released in 2010 relating to the
history of the UKUSA Agreement, which cover the period between 1940 and 1956.

“Description of SIGINT Relations between NSA and GCHQ” (December 1985)

In December 1985, the NSA produced what it described as “a review of the NSA-GCHQ [U.K. Government Communications
Headquarters] SIGINT relationship including an assessment of the present value of the exchange and identifiable
problems.” The purpose of the review was “to serve as a basis for determining ... plans for the conduct of this relationship in
the future, for any improvements/changes regarding control and accountability of the existing exchange, as well as
developing proposals for additional contributions which should be made by each party.” The document provides one of the
clearest explanations of the status of the UKUSA Agreement and a detailed overview of its scope and operation at this point
in time.

With respect to the origins of the agreement, the “Background” section of the document describes how “SIGINT
collaboration with the UK began in 1941 and was formalized in the UKUSA Agreement of 1946.” Significantly, however, the
section goes on to explain that the agreement “was so generally written that, with the exception of a few proper nouns, no
changes to it have been made” and that “[t]he principles remain intact, allowing for a full and interdependent partnership.”
(The NSA’s 2010 release of documents relating to the history of the UKUSA Agreement include both the original agreement
and an updated version of the agreement, concluded in 1955, the main texts of which are nearly identical.)

The “Background” section notes that “[o]ver the years numerous appendices have been added [to the agreement] to cover
specific areas of widening interest and ever-increasing sophistication.” Annex B to the document—“A Description of the
Appendices to the UKUSA Agreement”— is perhaps the most complete inventory that we have to date of the agreement’s
appendices and includes a short explanation of each appendix. Notably, Annex B divides the appendices into two categories
—those “that may be amended only by board agreement” and those “which the directors, NSA and GCHQ, may change or
interpret by mutual agreement.”

The “Background” section further indicates that “Divisions of Effort (DOE) and/or understandings between NSA and GCHQ
are undertaken to respond to existing requirements.” (Annex C to the document—*“Details of UKUSA Division of Effort”—
may offer further details on how DOEs are concluded and what they cover but is entirely redacted.) Later in the document,
in a section called “Areas of Cooperation/Exchange,” the NSA admits that while “[t]here are many MOA’s [Memoranda of
Agreement] and MOU’s [Memoranda of Understanding] between the parties; however, a significant amount of division of
effort is accomplished without any formal DOE or MOU and has evolved through cooperation engendered by personal
contact and exchange.” The document then notes that “[a]n understanding is created on each target of mutual interest in
terms of collection, processing and reporting.”

The document offers some insight into how the two agencies manage this kind of fluid and informal division of effort. In
addition to integrating analysts into each other’s headquarters and running joint operations, the two agencies exchange
“[a] great number of visits” from “various levels of personnel from the Directorate down” ranging from “analyst-to-analyst
discussions, conferences, periodic meetings, management/planning reviews and consultations, [and] Directorate level
policy decisions.” In addition, the two agencies hold a number of conferences, typically “on an annual basis” with two of the
most significant being the “Program Management & Review” and “Joint Management Review” conferences. The former
involves “Senior Management participation” while the latter involves “Senior Management, at Deputy Director level,
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participation.” (Additional conferences listed are redacted.) (Privacy International has previously discussed the extent and
nature of Five Eyes coordination in a report and in its ongoing case against the U.K. government, which challenges, among
other issues, its access to intelligence gathered by the U.S. government.)

In addition to clarifying the nature of the original UKUSA Agreement and how the NSA and the GCHQ have adapted it over
time, this document confirms our understanding of the broad scope of the UKUSA Agreement. In the “Background” section,
it observes that “the basic agreement ... for the exchange of all COMINT results including end product and pertinent
collateral data ... for targets worldwide, unless specifically excluded from the agreement at the request of either party” has
“[o]ver the years ... been the case.” In its high-level “Findings/Conclusions,” it also documents that “[t]here is a heavy flow
of raw intercept, technical analytic results, and SIGINT product between NSA and GCHQ.” Additional language contained in
the “Findings/Conclusions” section has been redacted. And in its concluding “Areas of Cooperation/Exchange” section, it
indicates that “GCHQ-NSA SIGINT exchange involves a sharing of a wide variety of targets worldwide, ranging from
military activities to [REDACTED] terrorist activities, and [REDACTED]” and “includes the exchange of material (raw
intercept, analytic, product) on [REDACTED].” The document hints at how the two agencies facilitate such sharing in
practice, including by ensuring that the “GCHQ has direct access to NSA computer systems.”

Finally, the “Background” section notes that the nature and scope of the agreement between the NSA and the GCHQ
extends to third-party countries as well. It explains that “the agreement makes provision for obtaining agreement between
the two partners for COMINT relationships established with Third Parties and to ensure that materials received from such
Third Party arrangements are made available to GCHQ and NSA.” It adds that “special consideration” has been given to
“Canada, Australia, New Zealand and to not consider them as Third Parties.” (This special consideration is documented in
Appendix ] of the 1955 version of the agreement and gives rise to what we now know as the Five Eyes Alliance.)

“Review of US-UK Exchange Agreement” (Jan. 25, 1994) (attaching “Review of US-UK Exchange Agreement” [Nov. 18, 1993])

In 1994, the NSA director of foreign relations issued an action memorandum, which appears to request input from various
divisions within the agency regarding another review of the UKUSA Agreement. The memorandum notes that the purpose
of the review is to “satisfy the foreign reviews and audits currently underway with Congressional, DoD [Department of
Defense], and GAO [Government Accountability Office] staffs, in addition to providing a comprehensive study of current
exchange policies with GCHQ.” The memorandum further notes that the Operations Directorate had already initiated “an
operational review ... to include a list of what is not currently exchanged with the British, what we should not exchange in
the future, and new things that should be exchanged in the future,” documented in a 1993 memorandum included as
Attachment A. The 1994 memorandum also indicates that a second attachment consists of a template for presenting “(1) by
country, and (2) by topic ... exactly what is exchanged in terms of raw traffic, product and technical reports, [REDACTED]
technology, etcetera.” Finally, it orders that “[w]here possible,” “copies of any Memorandums of Understanding or Divisions
of Effort between NSA and GCHQ be provided in support of the exchanges [REDACTED].”

The most interesting aspect of this disclosure is the attached 1993 memorandum, which describes the Operations
Directorate’s ongoing operational review of the UKUSA Agreement. First, it states that there is “no single document [that]
exists in sufficient detail to serve as such an agreement,” confirming to some extent the description of the evolution of the
UKUSA Agreement in the 1985 document discussed above. Second, it admits that “to list what IS shared would be extremely
expensive in terms of required man-hours.” It therefore proposes “to break the task into three parts,” consisting of (1)
“[]isting in sufficient detail those things that are not (to the best of your knowledge) exchanged with the UK today,” (2)
“those things that managers and senior technical experts believe may well need to be altered or declared unexchangeable in
the near future (5-8 years out or less),” and (3) “those new things that should be exchanged with the UK in the future.”

“U.S. Cryptologic Partnership with the United Kingdom” (May 1997)
In 1997, the NSA produced a background paper on the “US-UK Cryptologic relationship” for President Clinton in advance of
his upcoming meeting with then-U.K. Prime Minister Tony Blair. The paper describes the relationship as “based on a formal

‘UKUSA Agreement, which was signed in 1946, and includes numerous supporting agreements signed over the years with
NSA’s counterpart, the Government Communications Headquarters (GCHQ).” The paper also confirms that the agreement’s
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original understanding of “unrestricted” exchange “except for those areas that are specifically excluded (e.g. U.S. ONLY
information) at the request of either party” continues into this period. The language immediately following this statement
is redacted.

One line stands out in particular: “Some GCHQ [REDACTED] exist solely to satisfy NSA tasking.” The unredacted portion of
this sentence may indicate that the NSA is—or, at least, was—directly outsourcing certain SIGINT activities to the GCHQ.
What we know about the purpose of the UKUSA Agreement certainly suggests this type of activity could fall within its
scope. Appendix C of the 1955 version of the UKUSA Agreement discusses how the object of the agreement “is to ensure
that maximum advantage is obtained from the combined available personnel and facilities of both parties.” Government
officials have also acknowledged the pooling of resources among the Five Eyes. Former Defense Secretary Caspar
Weinberger, for example, has observed that the “United States has neither the opportunity nor the resources to unilaterally
collect all the intelligence information we require. We compensate with a variety of intelligence sharing arrangements with
other nations in the world.” But the language contained in the background paper is a particularly stark suggestion of
outsourcing.

“An Assessment of the UKUSA Relationship: Where We Go From Here” (undated)

This undated document is authored by one of the NSA’s special U.S. liaison officers (SUSLO-4). SUSLO-4 describes it as “an
honest effort ... to describe the strengths and weaknesses of the UKUSA relationship so that NSA might better be able to
make some hard decisions about the future of the relationship.” This document is a particularly fascinating disclosure
because it is one of the few to reveal and discuss tensions in the UKUSA relationship. While much of the document is
redacted, the language that has not been expresses alarm regarding certain aspects of the NSA-GCHQ relationship.

The document notes particular concern regarding the exchange of personnel between the two agencies. It indicates that
“[a]side from the respective liaison staffs, NSA and GCHQ exchange large number of integrees” and that “in recent years,
some operational and staff elements in GCHQ have begun to use integrees as their representatives, and some integrees
have assumed liaison-like functions.” The document continues, noting that “[m]aking matters worse has been a recent
trend to send integrees to function as special assistants, sometimes to alpha plus-one components working sensitive
missions” meaning that “they also serve as lobbyists for GCHQ seniors in policy matters.”

Below, we discuss several newly released NSA policy documents, which clarify the policies governing Five Eyes partner
access to U.S. SIGINT and help elucidate the distinction between a liaison and an integree. USSID FA6001, which addresses
“Second Party SIGINT Relationships,” describes the “Special United States Liaison Officer (SUSLO)” as “represent[ing]
ODNI ... in all SIGINT relationships with that Second Party, and, in so doing, execut[ing] National Intelligence Board (NIB)
policy guidance.” Presumably, liaison officers from the other Five Eyes partners play a similar role vis-a-vis the United
States. By contrast, NSA/CSS [Central Security Service] Policy 1-13, which addresses the policies and procedures for
integrating Five Eyes partner employees into the NSA defines “Second Party Integrees” as individuals “who ... are working
solely under the direction and operational control of the DIRNSA/CHSS [Director of the NSA/Chief of the Central Security
Service] to conduct cryptologic or information assurance activities that support NSA/CSS mission.” In other words, whereas
the role of a liaison officer is to explicitly advocate for the interests and policies of the second party that they represent, the
role of an integree is more operational in nature and intended to support the activities of the host agency.

The document provides two specific, troubling examples regarding integrees. First, it described how a GCHQ official
“[r]ecently ... lobbied hard to place an integree in” a particular position within the NSA, which the NSA “rightly rejected ...
as it would give GCHQ insight into certain sensitive operations we do not share.” Second, it described how “[i]n another
instance a strategically placed GCHQ drafted an MOA that committed [REDACTED] assistance from NSA to GCHQ” and
concluded that “without addressing the correctness of this assistance, the propriety of this situation is disturbing.” The
second example is of particular interest because the disclosures as a whole reveal that the UKUSA Agreement’s evolution
over time has taken place through the exchange of MOUs/MOAs and DOEs (and, in some instances, without any written
documentation). This example suggests a lack of oversight, at least at the time the document was written, as to how all
these various arrangements are hashed out.
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Indeed, the document then points to a broader lack of organization and control over the UKUSA relationship. It notes that
whether it is exchanging SIGINT or integrees, the mode of interfacing with the GCHQ evolves based on myriad decisions at
various levels within the NSA. It asks:

Do we need to have an overall policy to ensure that these agreements are consistent with our plans for the future?
For instance, should we determine a modus vivendi for exchange of integrees? Should the type of work be limited
by charter? Should there be a common NSA position on the number and kind of electronic interfaces between NSA
and GCHQ? Should the number be driven by NSA design or by GCHQ needs?

Five Eyes Partner Access to U.S. SIGINT

Among the records that the government has produced are several previously unreleased NSA policy documents, all dated
within the past seven years, that illuminate a long-opaque feature of the Five Eyes relationship—the policies governing Five
Eyes partner access to U.S. SIGINT.

USSID FA6001—“Second Party SIGINT Relationships” (Aug. 22, 2012)

U.S. Signals Intelligence Directive FA6001 addresses the many ways that U.S. SIGINT flows throughout the Five Eyes, albeit
at a high level. Specifically, Annex B of the directive discusses the “Release of U.S. SIGINT Information to Second Party
SIGINT Organizations” and notes that Five Eyes partners:

¢ Collaborate on a wide range of targets, with MOUs or DOEs, which are provided to the NSA/CSS Office of Corporate
Policy, documenting the specific targets and degree of collaboration.

e “[R]eceive raw traffic, technical material, and serialised SIGINT reports derived from the U.S. effort on mutual
targets.”

* Receive “intelligence information on issues impacting international relations, and on events related to the partners’
political, economic, military, or security interests.”

Though this annex partially answers how the U.S. shares information with its Five Eyes partners, it also raises more
questions: What is the scope of “targets” for which the countries collaborate? How “targeted” are they? And what kinds of
authorization processes do each of the agencies undergo before agreeing to collaborate on mutual “targets”? Despite what
we’ve learned at a general level about the content and nature of Five Eyes information sharing, these more specific contours
remain largely unknown.

Signals Intelligence Directorate Management Directive 427—“Access to Classified U.S. Intelligence Information for Second
Party Personnel” (Sept. 14, 2015)

Signals Intelligence Directorate Management Directive 427 is originally dated Aug. 1, 2009, but was subsequently revised on
Dec. 28, 2013, and more recently on Sept. 14, 2015. This directive is most notable for its discussion of Five Eyes partner
access to data that haven’t been evaluated for foreign intelligence value or gone through the minimization process. The
directive addresses Five Eyes personnel access to “NSA-CSS maintained databases or data sets” and then specifies that such
databases or data sets should “only contain classified information marked releasable to that partner” or be “capable of
restricting access only to that data which is marked as releasable to that partner.”

The value of these limitations depends on the definitions of “databases” and “data sets.” The directive later defines a data
set as “a large collection of intelligence data that has not been evaluated for foreign intelligence or minimized to protect
U.S. identities but is not a formal database subject to the SIGINT Contact Center (SCC) process” and may also be “[a] data
feed such as would be needed for a research/development effort.” This definition suggests that data sets may contain “data
that has not been evaluated for foreign intelligence or minimized to protect U.S. identities,” which raises questions as to
how the U.S. restricts in practice what should or shouldn’t be accessible to their Five Eyes partners.
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The directive defines a database as “a structured collection of records or data that is stored in a computer system and
organized in a data management system for quick retrieval of those records.” It further notes that a database “is generally
subject to the SCC process or a similar access control” but does not clarify what the SCC process is or to what (other) extent
the data have been evaluated or minimized before being retained in a database.

The directive also discusses, although at a very high level, the procedures before a Five Eyes partner can access data. For
partners working from within their own country’s SIGINT agency, there appears to be a registration process in addition to
training and auditing. However, the Snowden disclosures revealed how insubstantial training for NSA analysts can be, which
continues to raise doubts about training requirements for Five Eyes partners. For Five Eyes partners who are integrated
within a U.S. SIGINT component, there’s a requirement to list databases or data sets that they’ve accessed.

NSA/CSS Policy 6-20—“Second Party Access to NSA/CSS TS/SCI Classified Information System” (Nov. 8, 2016)

NSA/CSS Policy 6-20 is originally dated March 31, 2014, but was revised Nov. 8, 2016. Though this policy mainly addresses
the grainier details of Five Eyes partner access to NSA systems, it also holds some interesting insights.

The policy cites the UKUSA Agreement as its governing basis for information sharing (as do the two policy documents
discussed above). However, this policy also notes the existence of “subsequent bilateral understandings with each Second
Party partner,” before proceeding to outline three relevant bilateral understandings, although two out of the three are
redacted. The policy also notes, as a more general matter, that MOUs shall govern system connection and access policy and
that these documents will be maintained by the Office of Policy.

The policy also mentions that Five Eyes partners are explicitly prohibited from accessing “U.S.-only keying materials or
Nuclear Command and Control Information Assurance Materials (NCCIM).” However, the policy does not define “U.S.-only
keying materials” and it is not clear what types of materials would fall under this category. It therefore says little about the
bounds of what Five Eyes partners may and may not view.

NSA/CSS Policy 1-13—“Second Party Integrees” (Dec. 31, 2014)

NSA/CSS Policy 1-13 addresses the policies and procedures for integrating Five Eyes partner employees into the NSA. The
NSA also disclosed what appears to be a forerunner of this document, a NSA/CSS Directive on “Second Party Integrees”
dated Nov. 26, 1990. Both documents may be of interest in light of the discussion above of the undated record, “An
Assessment of the UKUSA Relationship: Where We Go From Here,” which raises concerns regarding GCHQ integrees and
the lack of policy governing them.

Questions, Answers ... and More Questions

Taken together, these documents begin to flesh out some of the unknowns surrounding the Five Eyes relationship. Thanks
to this litigation, we’ve learned much more about the UKUSA Agreement’s history and evolution, as well as its current
policies governing the flow of U.S. SIGINT within the Five Eyes. However, while these documents have answered some of our
questions, they continue to leave many others unaddressed and have prompted even more.

For example, these disclosures have helped clarify the basis of the Five Eyes alliance, which appears to continue to be the
general language of the original 1946 agreement, supplemented by appendices and a potentially dizzying array of
memoranda of understanding and divisions of effort (not to mention more informal arrangements). Yet the government was
unable to locate, let alone produce, most of these additional records. That failure suggests continuing challenges to manage
a sprawling intelligence-sharing enterprise, hinted at in the disclosures discussed above. Without clear sight of these
various records forming the UKUSA Agreement, we continue to remain in the dark about the overall nature and scope of
intelligence sharing among the Five Eyes, particularly as it is carried out today.
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Even more troubling, we still don’t know the rules, if they exist, that govern U.S. intelligence agencies’ access to and
dissemination of Americans’ private communications and data. What happens to U.S. persons’ information when it’s
collected by partner agencies? When it’s collected by the U.S. and shared with partner agencies? Whether purposely or
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IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

==

PRIVACY INTERNATIONAL
62 BRITTON STREET
LONDON, ECIM 5UY, UNITED KINGDOM

Plaintiffs,

V.
Civil Action No.

NATIONAL SECURITY AGENCY,

OFFICE OF THE DIRECTOR OF NATIONAL
INTELLIGENCE,

DEPARTMENT OF STATE, and

NATIONAL ARCHIVES AND RECORDS
ADMINISTRATION

Defendants.

COMPLAINT

Plaintiff, Privacy International, by its undersigned attorneys, alleges:

1. This is an action under the Freedom of Information Act (“FOIA”), 5 U.S.C.
§ 552, et seq., for declaratory, injunctive, and other appropriate relief brought by Privacy
International, a non-profit, non-governmental organization that defends the right to privacy
around the world and seeks to ensure that government surveillance complies with the rule of law.

2. By this action, Privacy International seeks to compel the National Security
Agency (“NSA”), the Office of the Director of National Intelligence (“ODNI”), the Department
of State (“State”), and the National Archives and Records Administration (“NARA”)
(collectively, “Defendants”) to release requested records relating to the government’s agreement
to exchange signals intelligence with the governments of the United Kingdom (“U.K.”), Canada,

Australia and New Zealand (collectively, “Five Eyes alliance”).
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3. The origins of the Five Eyes alliance stretch back to World War 11, but the
relationships between the five countries are formalized in the United Kingdom-United States
Communication Intelligence Agreement (“UKUSA Agreement”), first signed in 1946 and
amended numerous times thereafter. Pursuant to the UKUSA Agreement, the countries agree to
the presumption of unrestricted exchange of signals intelligence as well as the methods and
techniques related to signals intelligence operations.

4. A 1955 revision of the UKUSA Agreement is the most recent version of the
agreement to be have been made public. Communications methods have dramatically changed
since 1955. The development of new technology, especially the internet, has transformed the
way individuals communicate with each other and increased the amount of information that can
be collected by several orders of magnitude. These advancements vastly increase the
opportunities for governments to acquire, store and/or analyze communications and data and to
share that information with other governments.

5. The nature of signals intelligence has also changed dramatically since 1955. As
modern communications have evolved, intelligence agencies have developed more advanced
ways to access, acquire, store, analyze and disseminate information.

6. How the government exchanges signals intelligence, and whether it appropriately
accommodates the constitutional rights of American citizens and residents as well as the human
rights of non-American citizens and residents, are matters of great public significance and
concern.

7. Privacy International seeks access to the current text of the UKUSA Agreement,
information about how the government implements the Agreement, and records concerning the

standards and procedures for exchanging intelligence under the Agreement. These records are of
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paramount concern because the public lacks even basic information about the Five Eyes alliance,
including the current text of the Agreement and the rules and regulations that govern the
government’s access to and acquisition, storage, analysis and dissemination of Americans’
communications as part of that arrangement. The public has equally scant information
concerning the rules and regulations that govern the government’s exchange of signals
intelligence it has acquired, stored and/or analyzed with the other members of the Five Eyes
alliance. This lack of transparency raises questions about whether the Five Eyes intelligence-
sharing arrangement satisfies constitutional and statutory requirements.

8. Defendants have improperly withheld the requested records in violation of FOIA
and in opposition to the public’s strong interest in understanding the government’s authority and
legal basis for exchanging signals intelligence with other governments pursuant to the UKUSA
Agreement.

PARTIES

9. Privacy International is a non-profit, non-governmental organization based in
London, the U.K., that defends the right to privacy around the world. Privacy International is
committed to ensuring that government surveillance complies with the rule of law and the
international human rights framework. As part of this commitment, Privacy International seeks
to ensure that the public is informed about the conduct of governments in matters that affect the
right to privacy. Privacy International is a registered charity in the U.K. and its principal place of
business is in London.

10.  Defendant NSA is an intelligence agency established within the executive branch

of the U.S. government and is an agency within the meaning of 5 U.S.C. § 552(f)(1).
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11.  Defendant ODNI is an intelligence agency established within the executive
branch of the U.S. government and is an agency within the meaning of 5 U.S.C. § 552(f)(1).

12.  Defendant State is a department of the executive branch of the U.S.
government and is an agency within the meaning of 5 U.S.C. § 552(f)(1).

13.  Defendant NARA is a department of the executive branch of the U.S. government
and is an agency within the meaning of 5 U.S.C. § 552(f)(1).

JURISDICTION AND VENUE

14. This Court has subject-matter jurisdiction over this action and personal
jurisdiction over Defendants pursuant to 5 U.S.C. § 552(a)(4)(B) and § 522(a)(6)(E)(iii). This
Court also has jurisdiction over this action pursuant to 28 U.S.C. § 1331 and 5 U.S.C. §§ 701-06.

15. Venue is proper in this district under 5 U.S.C. § 552(a)(4)(B).

FACTS

History of the UKUSA Agreement

16.  During World War II, the U.S. Army and Navy began independently developing
signals intelligence relationships with their military counterparts in the U.K., Canada, Australia
and New Zealand. In 1946, in the aftermath of the war, the London Signals Intelligence Board
(“LSIB”) (the predecessor to the Government Communications Headquarters (“GCHQ”), the
U.K.’s present-day signals intelligence agency) and the State-Army-Navy Communication
Intelligence Board (“STANCIB”) (the body then coordinating U.S. signals intelligence activities)

ratified the UKUSA Agreement to share signals intelligence.' See George F. Howe, The Early

" The original UKUSA Agreement was titled the “British-U.S. Communication Intelligence
Agreement” and was later re-named the UKUSA Agreement.
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History of NSA, Cryptologic Spectrum (1974), available at https://www.nsa.gov/news-
features/declassified-documents/cryptologic-spectrum/assets/files/early history nsa.pdf.

17.  The NSA declassified the 1946 Agreement in 2010, along with 41 other
documents relating to its formation, implementation, and alteration. All 42 documents are
publicly available on the NSA’s website. See UKUSA Agreement Release 1940-1956, NSA.gov
(May 3, 2016), https://www.nsa.gov/news-features/declassified-documents/ukusa/.

18.  As part of the 2010 series of declassifications, the NSA also declassified a 1955
revision of the UKUSA Agreement concluded between LSIB and the U.S. Communications
Intelligence Board (which replaced STANCIB). See UKUSA Agreement 9§ 11 (Oct. 10, 1956),
https://www.nsa.gov/news-features/declassified-
documents/ukusa/assets/files/new ukusa agree 10may55.pdf (indicating that the Agreement
“supersedes all previous Agreements between U.K. and U.S. authorities in the [communications
intelligence] COMINT field”). A true and correct copy of the 1955 version of the UKUSA
Agreement is annexed hereto as Exhibit A.

19. Upon information and belief, the 1955 UKUSA Agreement was a binding
executive agreement, imbued with the force of law.

20. An appendix attached to the 1955 UKUSA Agreement reveals that Canada,
Australia, and New Zealand officially joined the intelligence sharing alliance as “UK-USA
collaborating Commonwealth Countries.” Id. at ap. J 9 2.2

21. The 1955 UKUSA Agreement defines “communication intelligence”

(“COMINT”) as “all processes involved in, and intelligence information and technical material

* The appendices attached to the UKUSA Agreement are “considered integral parts” of the
Agreement at the time of its amendment.” UKUSA Agreement, supra, at “Introduction to the
Appendices to the UKUSA Agreement.”
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resulting from, the interception and study of (a) foreign communications passed by wire, radio
and other electromagnetic means . . . and (b) of selected foreign communications sent by non-
electromagnetic means.” /d. at ap. A.

22. It further defines “foreign communications™ as “[c]Jommunications of the
Government, or of any military, air or naval forces, faction, party, department, agency or bureau
of a foreign country, or of any person or persons acting or purporting to act therefor, and shall
include [REDACTED] communications originated by nationals of a foreign country which may
contain information of value.” /d.

23. The 1955 UKUSA Agreement provides for the parties to “exchange” the
“products” of “operations relating to foreign communications,” including the “collection of

9 <6

traffic,” “acquisition of communications documents and equipment,” “traffic analysis,”
“cryptanalysis,” and “decryption.” Id. at § 4(a). It further provides for the parties to “exchange . .
. information regarding methods and techniques involved in the operations” relating to foreign
communications. /d. at 4 5(a).

24.  For the exchange of foreign communications “products,” the 1955 UKUSA
Agreement provides that “[sJuch exchange will be unrestricted on all work undertaken except
when specifically excluded from the agreement at the request of either party and with the
agreement of the other” and that “[i]t is the intention of each party to limit such exceptions to the
absolute minimum.” /d. at § 4(b). For the exchange of “methods and techniques,” the Agreement
provides that “[s]Juch exchange will be unrestricted on all work undertaken except that upon
notification of the other party information may be withheld by either party when its special

interests so require” and that “[i]t is the intention of each party to limit such exceptions to the

absolute minimum.” /d. at § 5(b). The Agreement also provides, in an appendix articulating
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“General Principles of Collaboration on COMINT Production and Collection,” that “[t]he objects
of these arrangements is to ensure that maximum advantage is obtained from the combined
available personnel and facilities of both parties.” Id. at ap. C 9 2. The appendix further states
that “[i]n accordance with these arrangements, each party will continue to make available to the
other, continuously, currently, and without request, all raw traffic, COMINT end-product and
technical material acquired or produced, and all pertinent information concerning its activities,
priorities and facilities, both present and planned, subject only to” provisos contained in the
Agreement.” Id. at ap. C § 3. In a separate appendix titled “Communications,” the parties
indicate their intent to maintain “[e]xclusive and readily extensible telecommunications . . . in
order to make possible; (a) the rapid flow of COMINT material from points of interception to the
Agencies; (b) the rapid exchange of all types of raw traffic, technical material, end-products, and
related material between the agencies; (c) the efficient control of COMINT collection and
production.” Id. at ap. H 9] 1.

25. The 1955 UKUSA Agreement indicates that “[a]rrangements involving COMINT
collection and production shall be established by agreement between Directors NSA and GCHQ”
and that such arrangements “will implement the UKUSA Agreement.” Id. at ap. C § 1. The

arrangements implementing the 1955 UKUSA Agreement have not been publicly disclosed.

The Evolution of Communications Technology and Surveillance

26.  Methods of communication have dramatically changed since 1955. The
development of new technology, especially the birth of the internet, has transformed the way
individuals communicate with each other and increased the amount of information that can be

collected by several orders of magnitude.
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27.  Many individuals today live major portions of their lives online. They use the
internet to communicate with others, impart ideas, conduct research, explore their sexuality, seek
medical advice and treatment, correspond with lawyers, and express their political and personal
views. They also increasingly use the internet to conduct many ordinary activities, such as
keeping records, arranging travel, and carrying out financial transactions. Today, much of this
activity is conducted on mobile digital devices such as cellular phones, which “could just as
easily be called cameras, video players, rolodexes, calendars, tape recorders, libraries, diaries,
albums, televisions, maps, or newspapers.” Riley v. California, 134 S. Ct. 2473, 2489 (2014).

28. The internet has also enabled the creation of greater quantities of personal data
about communications, known as “metadata.” Metadata is information about a communication,
which may include the sender and recipient, the date and location from where it was sent, and the
type of device used to send it. Metadata can reveal web browsing activities, which might reveal
medical conditions, religious viewpoints, or political affiliations. It can also reveal items
purchased, news sites visited, forums joined, books read, movies watched and games played.

29. Communications — emails, instant messages, calls, social media posts, web
searches, requests to visit a website — that utilize the internet can take any viable route to their
destination; distance is not a determinative factor. They have the potential to travel around the
world before reaching their destination, even if the information is being sent between two people
(or a person and an entity) within a single country, or even a single city. The dispersion of
communications across the internet vastly increases the opportunities for communications and
data to be intercepted by foreign governments, who may then share them with other

governments.
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30. The nature of signals intelligence has also changed dramatically since 1955. As
modern communications have evolved, intelligence agencies have developed more advanced
ways to access, acquire, store, analyze and disseminate this information. In particular, they have
developed methods for acquiring communications and data transiting the internet. The costs of
storing this information have decreased drastically and continue to do so every year. At the same
time, technology now permits revelatory analyses of types and amounts of data that were
previously considered meaningless or incoherent. Metadata, in particular, is structured in such a
way that computers can search through it for patterns faster and more effectively than similar
searches through the content of communications. Finally, the internet has facilitated remote
access to information, meaning communications and data no longer need to be physically

transferred from sender to recipient.

Prior Disclosures Concerning Five Eyes Surveillance

31. Over the last few years, information about the nature and scope of the surveillance
conducted pursuant to the Five Eyes alliance has been disclosed to the public. The media has
revealed, for example, that the NSA, together with its British counterpart GCHQ, acquired the
contact lists and address books from hundreds of millions of personal email and instant-
messaging accounts as well as webcam images from video chats of millions of Yahoo users.
Barton Gellman & Ashkan Soltani, NS4 Collects Millions of E-mail Address Books Globally,
Wash. Post (Oct. 14, 2013), http://wapo.st/2stOyAl.; Spencer Ackerman & James Ball, Optic
Nerve: Millions of Yahoo Webcam Images Intercepted by GCHQ, The Guardian (Feb. 28, 2014),
https://www.theguardian.com/world/2014/feb/27/gchq-nsa-webcam-images-internet-yahoo. It

has further revealed that the two agencies have cooperated to tap and extract data from the
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private fiber optic cables respectively connecting Yahoo and Google data centers, which are
located around the world. Barton Gellman & Ashkan Soltani, NS4 Infiltrates Links to Yahoo,
Google Data Centers Worldwide, Snowden Documents Say, Wash. Post (Oct. 30, 2013),
http://wapo.st/1UVKamr.

32. The media has disclosed that, in addition to joint surveillance operations, the Five
Eyes countries also grant each other broad access to the signals intelligence they each gather. For
instance, it has revealed that the NSA has access to data flowing through undersea cables that
land in the U.K. and intercepted by GCHQ and that GCHQ has access to a database containing
the content and metadata of hundreds of millions of text messages collected by the NSA. Ewen
MacAskill et al., GCHQ Taps Fibre-Optic Cables for Secret Access to World’s Communications,
The Guardian (June 21, 2013), https://www.theguardian.com/uk/2013/jun/21/gchqg-cables-secret-
world-communications-nsa; James Ball, NS4 Collects Millions of Text Messages Daily in
‘Untargeted’ Global Sweep, The Guardian (Jan. 16, 2014),
http://www.theguardian.com/world/2014/jan/16/nsa-collects-millions-text-messages-daily-
untargeted-global-sweep. It has further revealed that the Five Eyes countries each have access to
a network of servers storing information acquired under various programs operated by their
respective intelligence agencies. Glenn Greenwald, XKeyscore: NSA Tool Collects ‘Nearly
Everything a User Does on the Internet,” The Guardian (Jul. 31, 2013),
https://www.theguardian.com/world/2013/jul/3 1/nsa-top-secret-program-online-data; Morgan
Marquis-Boire Et. Al., XKeyscore: NSA’s Google for the World’s Private Communications, The
Intercept (July 1, 2015), https://theintercept.com/2015/07/01/nsas-google-worlds-private-

communications/.

10
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33.  Inrecent years, the discussion of the government’s foreign surveillance powers
has focused primarily on the limitations imposed by several statutes, in particular, the Foreign
Intelligence Surveillance Act (“FISA”), Section 215 of the Patriot Act (which expired in 2015),
and the FISA Amendments Act of 2008. The discussion has also touched upon, to a lesser
degree, the government’s foreign surveillance powers pursuant to Executive Order 12,333 and
the rules that regulate the government’s acquisition, storage, analysis and dissemination of the
communications of Americans pursuant to that surveillance. Little to no attention has been paid
to the Five Eyes alliance and what rules govern the government’s access to and acquisition,
storage, analysis and dissemination of Americans’ communications as part of that arrangement.
Equally, little to no attention has been paid to what rules govern the government’s exchange of
signals intelligence it has acquired, stored and/or analyzed with the other members of the Five

Eyes alliance.

The Current UKUSA Agreement

34.  The 1955 revision is the most recent version of the UKUSA Agreement to have
been made public. Over the past six decades, the NSA has disclosed no further documents
relating to the UKUSA Agreement, including any subsequent revisions to the 1955 version of the
Agreement.

35.  The 1955 version of the UKUSA Agreement acknowledged that a reappraisal of
the 1946 Agreement was necessary, in part, due to “the passage of time which has made out of
date much of the detail contained in the Agreement.”

36. Three parties to the 1955 UKUSA Agreement—the U.K., Australia, and New

Zealand—have officially acknowledged that some version of the UKUSA Agreement remains in

11
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effect and continues to serve as the framework for intelligence sharing between the five
countries. See International Partners: How Sharing Knowledge and Expertise with Other
Countries Helps Us Keep the UK Safe, GCHQ (Sept. 29, 2016),
https://www.gchq.gov.uk/features/ international-partners; UKUSA Allies, Australian Signals
Directorate, available at https://www.asd.gov.au/partners/ allies.htm; UKUSA Allies,
Government Communications Security Bureau (December 6, 2016),
https://www.gcsb.govt.nz/about-us/ukusa-allies/.

37.  Upon information and belief, the UKUSA Agreement has been altered, amended,
and/or extended many times since 1955.

38.  Upon information and belief, since 1955 Defendants have adopted and/or created
regulations, policies, legal opinions, and implementing documents, among other records, that
constitute their statements of policy and interpretations of the UKUSA Agreement.

39.  Upon information and belief, since 1955 Defendants have adopted and/or created
strategy documents, directives, definitions, and technical manuals, among other records, that
concern the implementation of the UKUSA Agreement and that constitute administrative staff
manuals and instructions to staff that affect members of the public.

40.  Defendants have failed to disclose publicly these statements of policy,
interpretations, staff manuals, or instructions.

41.  Any revisions to the UKUSA Agreement since 1955 also remain secret.

42. The public has no way of assessing whether the currently operative terms of the
UKUSA Agreement contain sufficient constraints against the access to and acquisition, storage,

analysis and dissemination of signals intelligence to satisfy domestic or international law.

12
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43. Disclosing the currently operative provisions in the UKUSA Agreement for
protecting privacy and Defendants’ interpretations of those provisions is manifestly in the public
interest. To the extent that the Agreement currently contains sufficient safeguards to protect
privacy, the public will benefit from knowing that their rights remain protected. Should the
Agreement lack such safeguards, the public will be able to demand change from their relevant

executive officers.

The Requested Records

44. By letter dated December 13, 2016, Privacy International filed substantially
similar FOIA requests with defendants NSA, ODNI, and State, and by letter dated March 16,
2016, Privacy International filed a substantially similar FOIA request with defendant NARA (the
“Requests”). Those Requests sought disclosure of:

1. Any records governing, amending, extending or appended to the UKUSA
Agreement.
2. Any records relating to the implementation of the UKUSA Agreement by the
United States government, including, but not limited to:
a. Regulations, policies, memoranda, legal opinions, strategy documents,
directives, definitions, and technical manuals or specifications;
b. Records pertaining to planning, technical and other relevant
conferences, including, but not limited to, minutes, reports and
recommendations.
3. Any records construing or interpreting the authority of the [agency] pursuant to

the UKUSA Agreement; any regulations, policies or other implementing

13
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documents issued thereunder; or any other relevant authorities pertaining to the
UKUSA Agreement.
4. Any records describing the standards that must be satisfied for the “exchange”
of “products” of “operations relating to foreign communications,” as the [agency]
defines these terms, pursuant to the [agency]’s authority under the UKUSA
Agreement; any regulations, policies or other implementing documents issued
thereunder; or any other relevant authorities governing the “exchange” of
intelligence “products” under the UKUSA Agreement.
5. Any records describing the minimization procedures used by the [agency] with
regard to the “exchange” of “products” of “operations relating to foreign
communications,” as the [agency] defines these terms, pursuant to the [agency]’s
authority under the UKUSA Agreement; any regulations, policies or other
implementing documents issued thereunder; or any other relevant authorities
governing the “exchange” of intelligence “products” under the UKUSA
Agreement.
6. Any other records governing the exchange of intelligence between the United
States government and the governments of the United Kingdom, Canada,
Australia and/or New Zealand.

True and correct copies of the Requests are collectively annexed hereto as Exhibit B, and

incorporated by reference herein.

45.  Inits FOIA requests, Privacy International also sought a waiver of search, review,
and duplication fees because the requested records were not sought for commercial use, Privacy

International is a “representative of the news media” under 5 U.S.C. § 552(a)(4)(A)(i1)(II), and

14
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the requested information is in the public interest as defined under 5 U.S.C. § 552(a)(4)(A)(iii).

Defendants’ Treatment of Plaintiff’s FOIA Requests

NSA

46. By letter dated December 27, 2016, NSA stated that, due to “delays in
processing,” it had not yet begun processing Privacy International’s Request. The NSA further
explained that it would not address Privacy International’s request for a fee waiver until “further
processing is done.”

47. By letter dated February 24, 2017, Privacy International, through counsel,
appealed NSA’s constructive denial of Privacy International’s Request (the “First NSA
Appeal”).

48. By letter dated April 24, 2017, John R. Chapman, Chief of the FOIA/PA Office,
denied Privacy International’s FOIA Request, asserting that all the records responsive to the
FOIA Request were exempt from disclosure.

49. By letter dated May 31, 2017, Privacy International, through counsel, timely
appealed the NSA’s decision to withhold the requested documents (the “Second NSA Appeal”).

50. By letter dated June 13, 2017, the NSA acknowledged Privacy International’s
appeal, assigned Plaintiff with an appeal case number, and stated that it would not comply with
the appeal within the required statutory timeframe.

51.  As of the filing of this Complaint, Privacy International has received no further

information or communication from the NSA concerning the NSA Request or the First or Second

NSA Appeals.

15
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52.  As of the filing of this Complaint, it has been 204 days since the Request was
submitted, 131 days since the First NSA Appeal was submitted, and 35 days since the Second
NSA Appeal was submitted.

ODNI

53. By letter dated January 11, 2017, ODNI informed Privacy International that it
had initiated a search for the records requested. In that letter, ODNI granted Privacy
International’s request for a fee waiver.

54. By letter dated February 24, 2017, Privacy International, through counsel,
appealed ODNI’s constructive denial of Privacy International’s Request.

55.  As of the filing of this Complaint, Privacy International has received no further
information or communication from the ODNI concerning the ODNI Request.

56.  As of the filing of this Complaint, it has been 204 days since the Request was
submitted, and 131 days since the appeal was submitted.

STATE

57. By letter dated December 14, 2016, State notified Privacy International that it
was going to begin processing Privacy International’s Request, and that the request for a fee
waiver had been granted.

58. By letter dated February 24, 2017, Privacy International, through counsel,
appealed State’s constructive denial of Privacy International’s Request.

59. By email dated March 8, 2017, Privacy International received a response from
Jeanne Miller, Branch Chief at State, acknowledging the Request and the administrative appeal.
Ms. Miller notified Privacy International that State was in the process of conducting a search for

responsive records but had not located any to date.

16
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60. By letter dated April 6, 2017, Lori Hartmann, Appeals Officer at State’s Office of
Information Programs and Services, denied Privacy International’s appeal on the basis that the
Request had not been denied and was still being processed.

61. By email dated May 18, 2017, Privacy International received a response from Ms.
Miller indicating that the FOIA Request would be “administratively closed” unless Privacy
International responded within twenty days.

62. By email dated May 19, 2017, Privacy International, through counsel, responded,
indicating that State should continue to process the Request and search for responsive records.

63.  As of the filing of this Complaint, Privacy International has received no further
information or communication from State concerning the State Request.

64.  As of the filing of this Complaint, it has been 204 days since the Request was
submitted and 90 days since the appeal was denied.

NARA

65. By email dated March 16, 2017, NARA sent Privacy International an automated
response confirming its receipt of Privacy International’s Request and explaining that it had
forwarded the Request to the “Office of Research Services, Special Access and FOIA” division.
NARA additionally stated that Privacy International would be assigned a new tracking number.

66.  As of the filing of this Complaint, Privacy International has not received a
tracking number for its Request.

67.  As of the filing of this Complaint, Privacy International has received no further
information or communication from NARA concerning the NARA Request.

68.  As of the filing of this Complaint, it has been 111 days since the Request was

submitted.
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69.  None of the four Defendant agencies has produced any records responsive to

Privacy International’s Requests.

CAUSES OF ACTION

Count I

Violation of FOIA for wrongful withholding of agency records

70.  Plaintiff repeats, re-alleges, and incorporates the allegations in the foregoing
paragraphs as though fully set forth herein.

71. Defendants are agencies subject to FOIA. 5 U.S.C. § 556(f); 5 U.S.C. § 551.
The FOIA Requests properly seek records within the possession, custody, and/or control of
Defendants.

72.  Defendants’ failure to make available the records requested by Plaintiff in a
timely manner violates FOIA. 5 U.S.C. § 552(a)(3)(A).

73. Plaintiffs have or are deemed to have exhausted applicable administrative
remedies. 5 U.S.C. § 552(a)(6)(C)(i).

Count II

Violation of FOIA by NSA and NARA for failure to srant fee waiver

74.  Plaintiff repeats, re-alleges, and incorporates the allegations in the foregoing
paragraphs as though fully set forth herein.
75.  Defendants NSA and NARA’s failure to grant Plaintiff’s request for a public

interest fee waiver violates FOIA. 5 U.S.C. § 552(a)(4)(A)(iii).
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Count III

Violation of FOIA for failure to make records available under “Reading Room” provision

76.  Plaintiff repeats, re-alleges, and incorporates the allegations in the foregoing
paragraphs as though fully set forth herein.

77.  Defendants have failed to make available for public inspection in an electronic
format their statements of policy and interpretations concerning the UKUSA Agreement, which
they have adopted and not published in the Federal Register, and all administrative staff manuals
and instructions to staff concerning the UKUSA Agreement that affect a member of the public.

78.  Defendants’ failure to make available for public inspection in an electronic format
their statements of policy and interpretations of the UKUSA Agreement, staff manuals and
instructions violates FOIA, 5 U.S.C. § 552(a)(2).

RELIEF REQUESTED

WHEREFORE, Plaintiff respectfully requests this Court to:

a. Declare that Defendants have failed to comply with the disclosure
obligations of 5 U.S.C. 552(a)(3);

b. Order Defendants to conduct a thorough search for all records responsive
to Plaintiff’s Requests and to immediately disclose, in their entirety, all
responsive records that are not specifically exempt from disclosure under
FOIA;

C. Declare that Defendants have failed to comply with the disclosure
obligations of 5 U.S.C. 552(a)(2);

d. Order Defendants to make available for public inspection in an electronic

format those responsive documents that constitute statements of policy
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and interpretations of the UKUSA Agreement, which have been adopted
by the agency and are not published in the Federal Register;

Order Defendants to make available for public inspection in an electronic
format those responsive documents that constitute staff manuals and
instructions concerning the UKUSA Agreement that affect a member of
the public;

Declare that Plaintiff is entitled to a public interest fee waiver;

Award Plaintiff the costs of this proceeding, including reasonable
attorneys’ fees and costs; and

Grant such other and further relief as the Court deems just and proper.

Respectfully submitted,

YALE LAW SCHOOL MEDIA FREEDOM
AND INFORMATION ACCESS CLINIC

By: /s/ Hannah Bloch-Wehba

Hannah Bloch-Wehba (Bar ID 1031703)
Media Freedom and Information Access Clinic
Yale Law School

P.O. Box 208215

New Haven, CT 06520-8215

Tel: (203) 436-5824

Fax: (203) 432-3034
hannah.bloch-wehba@yale.edu

David A. Schulz (Bar ID 459197)
321 West 44th Street, Suite 1000
New York, NY 10036

Tel: (212) 850-6100

Fax: (212) 850-6299
dschulz@lskslaw.com

Counsel for Plaintiff
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Of Counsel:

Scarlet Kim

Caroline Wilson Palow

Privacy International

62 Britton Street

London, ECIM 5UY

United Kingdom

Tel: +44 (0) 20 3422 4321
scarlet@privacyinternational.org
caroline@privacyinternational.org
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LSIB/141/55.

. 10%h 12y, 1955.

Cony No. ....?.....

AMENDMENT NO. 4 TO THE APPENDICES

TO THX UKUSA AGREEMENT

TilIRD EDITION

Please add the following lote after paregreph 16 of the
" Introduction to the UKUSA Appendices (dated lst June 1951):

"On 15t May 1955 USCIB and ISTB agreed that a general
. revision of the Lppendices wasa required. They further
agreed that as a Tirst step tovard such revision USCIB
would furnish LSIR, for comment, detailed provosals waich
are being prepared by USCIZ. Tending agreement by bothk
parties on a general revision of the Appendices, the
Directors, NSA and GCEQ will:

(a) determine jointly any changes which may be
required in Append:.ecsc D, E, F, K, L, and
¥ and

(b) implement any such changes which they agrec to be
NECEsSaxTy.

Although this interim authorization ensbles the
Ducctors, NSA and GOHQ, to change or interpret spscified
Appendices by mutusl agreement, it does rot regquire USCIB
or LSIB to approve such chenges or interpretations
nrovided these are within the spirit and intent of curreny
UXUSa policy. '™

Secretary,
Sigint Board.

eclassified and approved for release by NSA on 04-08-2010 pursuantto £.0. 12958, as
mended. ST56834
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10th October, 1956.

' . Director. (Copies to:-

UKOSA Agreement -

BRE httached are copies of the UKUSA Agreement and its policy appendices
as now informally agreed between the representatives of NSA and GCHQ. NSA -
will now reconsider these papers and will then submit them to USCIB for the
latter. to propose formally to LSIB.

2. The factors affecting the need for a reappraisal of the Agreement at- this
time are:-

(a) the setting up and development of NSA and the defining of the
reaponsibilities of Director, NSA; this has led to a similar
_relationship between Director, NSA and USCIB as existed between
Director, GCHR and LSIB; .

(b) the passage of time which has made out of date much of the.deteil
contained in the Agreement.

@ 3. The work in preparing these papers has been done on the basis: of

. (a) making a separation as between the technical and the policy
ot materiasl contained in the basic Agreement and the appendices, and

(b) =80 redrafting the basic Agreement and the policy appendices that
they contain 81l the matter which is the province of the two .-
Boards leaving all technical matters for mutual agreement between
the Dhirectors of GCHR end NSA.

Y The following are the salient points \ai‘feoﬁ_ng the papers as now revised:-

Ay The Agreement

(a) It was agreed that it would be preferable to amend the old
hgreement rather than to negotiate a new Agreement. The
changes made have been kept to the minimum practicable.

(b) The modernisation of the first parsgreph of the Agreement
ocomnits the US and the UK as a whole and not only the
Jorganisations represented on the twdo Boards.

(¢) Paragrapb 3 is new and has been inserted to define the

status of the policy appendices as integrel parts of the
bagic fLgreement,

B. AE @ndj_x e

(a) The new appendix A contains considersbly fewer definitions
since only such definitions as are _required far the




F.
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interpretation of the Agreement and its policy appendices

have been included. Such other definitions es mey be required

-for the interpretation of the technical working documents to be
agreed btetween Directors, NSL and GCHR will form an integral lr
part of each such docurent.

(b) The definition of SIGINT refers to both COMINT and ELINT, but -
GCI) has agreed to the NSA preference not to maLe the def‘in:r.tlon
of ELINT a separate heading.

fppendix B.

Comparatively minor changes have been agreed at this stage to meet
NSAi's wish to avoid raising any controversial issue affecting
categorisation which is now under detailed review in USCIB.

Iggend.lx GC.

The new Lppendix C covers what is appropriate to the Boards of the
0ld appendices D, E and F and most of the old Introduction to the
appendices.

}g EE nd.ix I .

The new fLppendix I has been so drafted as to make clear the distinction
between the Senlor Liaison Officers in both countries who are appointed
by and accredited to the two Boards and other Iliaison personnel and
COMINT specialists appointed by the Directors, NSA and GCHQ to meet their
own requirements. (There is a possibility that SUSLO may at a later
stage not report to Director, NSA).

Appendix H.

The new Lppendix H has been so drafted thet the detailed content of the
annexures to the old appendix become specifically the responslb:!_‘uty of
the Directors, NS4 and GCHR.

Appendix N.

The new paragraph 3 of this Appendlix has been s0 drafted that it magy
correctly reflact both the rather wider yesponsibilitiss of Director,
NS4 and also the co-ordinating fimction of Director, GCHY in this context.

Appendix Q.

The new Appendix @ is now a sgtatement of tbe general principles of war

time co-operation and the detailed planning based in the pre-1954 con

of globel war which was contained in the 0ld appendix has all been omitted,
including that for the CE. It was agreed that when present planning
activity reaches the point where mutual discussions may dra fruitful, plems
carresponding to the post-1954 concept should be sat up, but as NSA/GGHQ
docunents.
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5. NSA/GCHQ) agreement of the new technical working documents.

4 (8)

(b)

On the question of how, in future, to record the technical
agreements between the Directors, NS4 and GCHY it was agreed
that no attempt should be made to over-formalise and that the
present direct exchanges of signals and letters should continue.
Nevertheless, some series of documents would be adviseble,

with the devolution of responsibility for blocks within the

series to carresponding perts of NSA and GCHQ. Typical blocks
would be:-

Research orypt - (H)
T/i data J and K)
Division of cover Sg
Reporting policy Z

Lspects of the o0ld appendices D, E, F, O, H and the whole of
eppendices K, L and M will all have to be considered for
inclusion in this series of technical documents. At some
stage in the official exchanges between the Boards it will
need to be recorded that trese remain in force until agreed
otherwise by the two Directors.
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U.K, ~ U.S., COMMUNICATIONS INTELLIGENCE

AGREEMENT (UKUSA AGREEMENT)

1. Parties to the Agreement

The following a@:’eemént is made between the Umited States Commmications

Intelligence Board (USCIB) (formerly kz'lcw.q_ as STANCIB, representing the U.S.)

~and the London Signal Intelligence Board (LSIB) (representing the U.K.).

2. ~ Scope of Agreement

The agreement governs the reiations of the above-msntioned parties in
commmnications intelligence (hereinafter referred to as CCI\H_NT) matters only.
However the exchange of such collateral material as is applicable for technical
purposes and is not prejudicial o national interests will be effected between
the National Commmication Intelligence Agencies of both countries.

3 Appendices to the Apreemsmt

Certain terms used in the Agreen;e;nt are defined in Appendix A, Additional
documents are appended for the purpose of clarifying the agreement, stating the
principles of COMINT secwurdity, and otherwise guiding or governing the collaboxr-
ation betwsen the two countries in COMINT matters. The appendices are described
more fully in an introduction to the appendices (attached hereto). |

L. Extent of the Agreemant ~ Products

(a) The parties agree to the exchenge of the products of the foilowing
operations relating to foreign commumications:-
(1) Collection of traffic.
(2) Acquisition of commumications documents and equipment.
(3) Traffic anelysis. |
(4). Cryptanalysis.
(5) .Decryption and'fx-mshtion.

(6) Acquisition of informstion regarding commmications

orgenizations, procedures, practices and equipment.

/(b)
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(b) Such exchange will be unrestricted on all work undertaken exvept

when specifically excluded from the agreement at the requsst of sithey.
party and with the agreement of the other. It is the intention of each
party to limit such exceptions to the absolute minimum and to exercise

no restrictions other than those reported and mutually agreed upon.

‘5. Bxtent of the Agreement - Miethods and Techniques

(2,

(b)

The parties agree to the exchange of information regarding methods

and techniques involved in the operations outlined in pargé,raph L(a).
Such exchangs will be unrestricted on all work undertaken excgpt that
upon notification of the other party information may be withheld by
elithar party when its special intgmsts 80 require. Such notification
will include a dsscription of the information being Withbela.,_.
sufficient in the opinion of the withholding party, to convey its
significence. It is the intention of each party to limit such -

exceptions to the absolute minimmum.

6. Third Parties to the Agreement

Both parties will regard this agreement as precluding action with third

parties on any subJject eppertaining to COMINT except in accordence with the

following wndersatanding:~

(a)

(b)

(c)

It will be contrary to this Agreement to reveal its existence to

any third party unless otherwise agreed by the two parties.

Except as laid down in Appendix P, each party will sesk the agreement

of the other to actions with third parties, and will take no such actiom
wmtil its advisability is agreed upon.

The agreement of the other having been obtained, it will be left %o

the party concerned to carry out the agreed action in the most
appropriate-way, without obligation to disclose precisely the channels

through which action is taken.
/(&)
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() Each party will ensure that the results of any of its actions with
third parties are made available to the other.

T Commonwee_th Countries other than the U.K.

(a) While Commonwealth Countries other than the U.K. are not perties
to this agreement, they will not be régsraed as third parties.

(b) LSIB will keep USCIB informed of any an'angemenﬁ or proposed
ari‘angemen‘bs with other Commonwealth COMINT Authorities.

(¢) USCIB will meke no arrangements in the sphere of COMINT with any
Commonwealth COMINT Authorities other than Canaedien, 'excep‘b through,
or with the prior approvai of, LSIB. | |

(4) 4s regards Canada, USCIB will comp;lete' no a.rrangements with eny
COMINT Authority therein, without fivst Shkatnitdy the wiews uf TSIB.

(e) It will be conditional on any Commonwsalth Authorities with whaim
collaboration takes place that they a'bidé by the terms of paragraphs
6, 9 and 10 of this agreement and by the arrangements laid down in

pavragraph 8.

8. Arrangements between LSTB and U.S. Authorities snd USCIB end U.K. Authorities
(a) LSIB vill malos' no arrengements in -tbe sphere of COMINT with any U.S.
authority except through, or with prior approvael of, USCIB.
(b) USCIB will make no arrangements in the sphere of COMINT with any ‘
U.K. authérity except _'_i:hrough, or with prior approval of, LSIB..

9. Dissemination and Security

" Clagsified COMINT information and materials will be "disseminated and safe-
guAr&ed in accordance w::.th principles drawn up and kept under review by USCIB
and ISTB in collsboration. These principles shall be the basis for all regu-
lations on this subject issued by or wnder the suthority of USCIB or LSIB and
other appropriate aufhoriti.es of the Govermments of the two parties. Within the

terms of these regulations dissemination by either party will be made to U.S.
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recipients only a8 approved by USCIB; to Commonwsalth recipients other than
Canadien, only as approved by LSIB; to Canadien recipients only as approved
. ei_ther USCIB o;:‘ LSiB; and to third party recipients only es ;jt':!intly approved. by
USGIB and LSIB as provided in Appendix P.

10. Dissemination and Ssourity - Commercial

USC]I! and LSIB will ensure that without prior notification and consent
of 'the other party in esch instance no a;x.ssenu.nat:.on of information dsrived
from COhﬂI\IT sources is made to any :Lndn.v:Ld_nal qr ‘agency, governmental or other-

, that will exploit it for comnercial»purposes‘.

11. Previous Agreements

This Agreémeht supergedes all previous Agreements between U.'K. and U.S.
authorities in the COMINT field.

12. Amsndment and Termination of Agreement

This A.g'i‘eement may be amsnded or terminated completely or in part at &ny
time by mutual agreement. It may be terminated completely at eny time on notice
by either party, should either consider its interests best served by such action.

13. Activation end Implementation of Agreement

This Agreement becomes effective by signature of duly authorlzed represent-
atives of the parties. Thereafter, its implementation will be aﬁanged between

‘the COMINT authorities concerned subject to the epproval of LSIB and USCIB.

For and in behalf of the For end in behalf of the United States
London Bignal Intelligence Board Communications Intelldigence Board

/Introduotion to
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INTRODUCTION TO THE APFENDICES TO

THE UKUSA AGEEEMENT

»

(W 1. .The following is a list of doocuments which were attached to, and considered
"' integral parts of, the UKUSA Agreement at the time of its amendment:-
(a) This Inh‘oduction.
(bj Appendix A, Definitions of Certain Terms Used in the UXKUSA Agreement.
(¢) Appendix B, Principles of Seowrity end Dissemination.

(d) Appendix C, General Principles of Collaboration between COMINT

Agencies.,
OGA - - (e) Appendix G, Exchange of Collateral Material and COMINT Material which
ol 18" dbtainea

(f) Appendix H, Communications.

(g) Appendix I, Liaison and Methods of Communication.

(h) Appendix J, Principles of UKJSA Cocllaboration with Commonwealth

Countries, other than the U.K.

(i) Appendix N, FEmergency Planning.

(3) Appendix P, COMINT Relations with Third Parties.

(k) Appendix Q, COMINT Collaboration in War.
2. The object of the appena.lces is to clarify ‘the basic agreement by stating in
some detail the principles of COMINT security and otherwise guiding or governing
the collaboration between the two parties. Amendmenta to the sppendices (includ~
ing the addition of new appendices) will be made as required and agreed by USCIB'
and LSIB. |
2. The technical aspeots of COMINT 'qollaboration, i.e. those which do not

{ require the approval of LSIB or USCIB, will be arranged as required and agreed

by the Director, NSA, and the Director, GCHQ. Such errongements will be made in
accordance with the principles of collaboration as set forth in the UKUSA Agreement.
The object of these techrniocal arrangements is to ensure tﬁat maxcimum adventage is

obtained from the combined available facilities of both parties.
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APPENDIX A

DEFINITIONS OF CERTAIN TERMS USED IN THE UKUSA AGREEMENT

( -»British Cmonwealthx

€

Collateral Material Non-COMINT material which is of assistance in the
collection or preduction of COMiM, or is otherwise
appliasble for technical COMINT purposes.

M_ ' The name given to all processes involved in, and

| intelligence information and technical materiel
rosulting from, the interception and study of (a)
foreign commmications passed by wire, radio and
other .elec‘tromagnetic means (except press, propa-
ganda, and 'publi_c broadcasts) and (b) of selected
Poreign commmications sent by non-electromagnetio
e arns . . .

COMINT Agency . A national COMINT collection and production

authority, i.e, in the U.S. NSA, in the U.K. GORQ.

OOMINT Authority ‘ An authority who is responsible for the collection,
production, dissemination, or use of COMINT,

Foreign Communications Comnumications of the Govermment, or of any military,

air or neval forces, fastion, party, department,
agency or bureau of a foreign coumtry, or of any

person or persons acting or purporting to act there-

OGA s
EOC 1.4.(c) Tfér, 'and shall -include
EO 1.4.(d)

A communications originated by nationals of a foreign

comtry vhich may contain information of valws.
/Signel

E .3 .
USCIB proposes that this definition be drafted by LSIB.




TO BE HANDLED IN ACCORDANCE WITH IRSIG

Signal Intelligence (SIGINT)

»

Fbmign Country

" Technicel Material

Third Perties

Pt (Appendix A)
Includes both COMINT and ELINT (ELINT is inform-
ation obtained by intercepting and an.alyzing non-
commmications transmissions). ' (
iny country, whether or not its government is
recognized by the U.S. or the U.K., excluding
only the U.S. and The Commonwealth,
(1) Data concerning (a) cryptographic systems,
(b) commnications including procedures and
methods, (e) methods used in the collection and
production of COMINT, (d) equipment as used in er
designed for COMINT processes;
(2) information or material related to data of
the types enumerated in (1) above,
M1 individuals or authorities other than those

of the U.S. and The Commonwealth.

NOTE: Other /ppendices to the UKUSA Agreement may contain certain terms having
specialized meanings for the purpose of those appendices. In such cases the '
texms are defined in those appendices,

/Append:bc/ B..
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Para. L -

Paras, 6 (b) and 7 -

Paras, 12 and 13 -

Para, 31 -

Para, 354 -

Para. 3%5e -~

Paras, 36a -

APPENDIX B
(2) Pirst sentence to read:-

"There are two types of COMINT end-product: Crypt

Intelligence and Traffic Intelligerice / See note 2_/,n

(v) "intelligence .information" to be substituted for
"COMINT" in subparas, a. and b,

To be amended as may be finally agreed by USCIB and
LST18B,

Amend second sentences to read (as recently agreed by
USCIB and ISIB);:-

"Such codewords shall be replaced when in the opinion
of either USCIB or ISIB a requirement exists for a

change."
Insert after first sentence:

"In the case of Allied Commands involving the U,S. and
the U,K., the level will be established for each com—
mand by agrecment between USCIB and ISIB. It is under-
stood that the responsibility thus assigned will be
exercised over all subordim te U,S. and U,K. person=
nel, Exceptions shall be authorized only after care-
ful consideration in cach instance of the advantages

to be gained, as opposed to the risk involved."

Insert after second sentence:

"In the case of allied commands involving the U,S, and
the U.K., the lcvel will be established for each com-
mand by agrecment between USCIB and ISIB,"

Insert after sccond sentence:

“In the case of allied commands involving the U.S, and
the U.K., the level will be established for each com-
mand by agreement between USCIB and ISIB, '

Substitute:

"Whenever Category I COMINT is to be transmitted by a
means cxposed to interception, it shall normally be
transmitted in an appropriate cryptographic system,
When there is no suvitable means of secure communica-
tion available, Cetegory I COMINT classified CONFI-
DENTIAL may be transmitted in plain language if there
is an urgent operational need to do so. Whenever
possible such plain language transmission shall be

in the form of operational orders so worded that the
subject matter cannot be traced specifically to its
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Para, 37b -

. Para, 40b,(2) -

Para, 45c., -

Note 4 -~

Note 2 -

Paras, 3 and § -

COMINT origin, Category I COMINT which may be clag-
gified higher than Confidential may not be transmitted
in plain language by a means exposed to interception. "
Add to end of paragraph: : (
"In the case of allied commands involving the U.S. and
the U.K,, the level will be established for each com-
mand by agreement between USCIB and ISIB,"

Amend last sentence to read;-

"Similarly, the classification (and codeword) need not
appear on every sheet of raw traffic and technical
material passed between COMINT agencies and units,”
Delete "mutually" in line 1,

To be delected, Now absorbed in Appendix 'A',

To be amended as may be finally agreed by USCIB and
ISIB,

ANNEXURE B1

To be amended as may be finally agrecd by USCIB and
LSIB.
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APPENDIX C

GENERAL PRINCIPLES OF COLLABORATION ON COMINT PRODUCTION AND COLIECTION

1. Arrengenents involving COMINT collection and production shall be estab-
lished by sgreement between Directors NSA and GCHR. These arrangements will
implement the UKUSA Agreement and will take effect within the scope and
limitations established therelby.

2. Tha object of these arrangements is to ensure that maximm advantage is
obtained from the combined svailable personnel end facilities of both parties.
3+« In accordance with these arrangements, each party will cortinue to make
available to the other, continuously, currently, and without request, all raw
traffic, COMINT end-product and technical material asquired or produced, and
all pertinent information concerning its activities, priorities and facilities,
both present and planned, subject only to the proviso contained in paragraphs
L(b) and 5(b) of the Agreement .

L. The conveyance by one agency or unit to another, pursuent to paragraphs
Le(2) and (6), and 5(a) of the UKUSA Agreeuent, of a device or apparatus, may
take the form of a gift, loan, sale, rental or rendering available, as meay be
agreed and arranged by the agencies concerned in the specific instance. The
fact that the dimsclosing agency may have the privilege of using a method or
technique, or a device or apperatus pertaining thereto, on & royalty-free
basis, shall not of itself relieve the receiving agency of the cbligation to

pay royalties.

*
The channel for this exchange will be between the Directors NSA and GCHR
unless they agree othexrwise.

/Appendix H.
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APPENDIX O

COMMUNICATIONS

1. Telecommmications Reguired

Exclusive and readily extensible telecommmications between Agencies, and
between Agencies and their outlying stations, will be maintained in order to

make possible; (a) the rapid flow of COMINT material from points of interception

to the Agencies; (b) the rapid exchange of all types of raw traffic, technical

material, end-products, and related material between the Agencies; (c) the
efficient control of COMINT collection and production. In addition lateral
commmications between stations of one party and the Agency or stations of the
other may be provided for the same purposes.as necessary and niutua].’ly ggreed.

2. The Director, GCHQ and the Director, NSA will ensure that m;ltual COMTNT
commmications problems are kept under review and will essist each other as may be
required on such problems. They will ascertain commmications requirements for
oollection and exchange, take -l:he necessary steps to see that these commmications
are provided end keep each other informsd of progress.

3. Installation, Maintenance and Operation of Terminals.

The terminals of circuits or chamels intended exclusively to carry CGMINT
traffic between the Britiah Commonwealth and the Unlted States .Will be installed,
maintained and aperafed as arranged by the appropriate COMINT authorities of the
countries concernsd, and, although normelly such terminals will be instelled,
maintained end operated by the appropriate U.S. or British Commorwealth authority
on whose territary the terminals are situated, this will not be obligatory.

L. Provision of Equipment

The proviston of equipment of all types will be by mutual sssistance where
necessary and practiceble and as agreed in each specific case.
5. Cryptographic Aids.

(a) Common eryptographic aids will be used for combined COMINT communications.

The matter of cryptographic aids will be kept continuously umder review

with the object of maintaining and increasing sscurii
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-2- (Appendix H)

facilitating communications.

(b) In orQFr to reduce the number of personnel required for commmication {
and cryptographic operations and thereby to augment the forces availablé
for direct intercept operations, and also to improve speed and aceuracy,
the ultimate goal should be the transmission of all COMINT material in
on-line cryptosystems. Every cffort should be made towerds this end,
congistent with the policies of both éountries.

6. DBag Routes

Bag routes will be kept under review with the object of talkdng full

edvantage of sea and air Aervices.
7. Microfilm
Both Agencies will be equipped to handle microfilm so that it may be

available for usc when it ig not precticable to send the original materdal.

/hppendix I.
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APPENDIX T

¢ LIATSON AND METHODS OF COMMUNICATION

LIATSON PERSONNEL

( ll. . Each party shall maintain, in the country of the other, a senlor liaison
officer 'accrédited to the other. Such officers shall be responsible each in
the country to which he is accredited for all liaison matters.
2. The Directars, NSA and CCHR, shall provide 1or ad.diti.onél lia:l_s-cn, a8 myy

. be required between the agencies, All such additional liaison personnel shall
be under the control end direction of the senlor liaison officer. Upon agreement
between the Directors, COMINT apecialists may be asasigned to agencies or umits of
either party by the other. In so doing, the Directors shall reach a mutually
acceptable understanding on the control and direction of the COMINT specialistas.
Suitable office facilities will bo made available as necessary by the agency to
vhich liaison personnel ars essigned.
3. Each perty shall normslly assist the other'ls senior liaison offilcer by malkdng
available to him facilities for packaging and preparing material for transportation.
bach perty shall, to the extent of facilities operated by or available to it,
asgist the other's senlor liaison officer with safe-hand and other transportation
within its own countxy. |
4, Liaison offioer; of one party shall normally have wmrestricted access to
those partz of the other's agencies which are engaged directly in the produstion
of COMINT, except such parts thereof which contain wmexchangesdble information.
The points of contact of liaison officers within sgencies for requests and
enquiries shall be determined, established and delimited by the party to which
they are acc;'edited,
5. In addition to the above regularly assigned persomnnel, vislts by selected
personnel for short periods of time to deal with special problems will be

encouraged.

/6.
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COMMUNTICATION VIA SENIOR LTATSON OFFICERS

6. The charmel whereby either party commmicates with the other shall be (
the sender's senior liamison officer. The receiving party shall respond +to
such action via the seme lisison officer. . A

7. The provisions of pe.régraph 6 gbove shall not be oconstrued as preventing
either party from accommodating the o‘hhervby transporting or commmicating

information or material for the other party.

/Appendix J.
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APPENDIX J
p ANNEXURE J4
Certain oconsequential amendments of the references to paragrephs in the
Agreement will be necessary,
Paragraph 6 - Substitute;
"The direct collaboration and consequent exchanges between
NSA and DSB will be regulated by pertinent provisions of
Appendices C, G, H and'I to the UKUSA Agreement, and by pertinent
technical procedures which shall be established by NSA and

GCHQ pursuant to Appendix C,
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APPEMDIX Q

ORGANIZATION OF UKUSA COMINT COLLABORATION IN WAR

INTRODUCTION

1. The UKUSA Agreement (including its appendices) and the operating arrange-

ments based thereon will continue to be the basis of relations between the two

parties in war,

2 In interpretation of this agreement the general principles and considera-

tions stated below provide Por particular spheres of collaboration between

the two pérties during a war in which the U,S. and the U.K. are allied.

3 The aim of the two parties is to ensure that the greatest possible contri-
bution consistent with security is made by their combined COMINT effort to the

prosecution of a war,

PRINCIPLES OF COLLABORATION B@TWEEN

COMINT AGENCTIY®S OR UNITS IN WARTIME

L, Specific U,S. and U,K. Yequirements and capabilities regarding wartime
collaboration between COMINT agenciecs or units shall be established. The
Directors shall maintain in a mutually agreed formm a detailed plan for such
wartime collaboration, Insofar as practicable, phasing for implementing
actions shall be indicated in the plan, including those actions which are in
the nature of wartime preparations, and which must be initiated prior to the
outbreak of hostilities. Consistent with each party's freedom to establish its
own COMINT organization, and to undertake any task relevant to its national
worldwide interests, the Directors, NSA and‘GCHQ, shall consider in their
planning the necessity and feasibility of the follpwing types of action:f

(2) A broad division of COMINT tasks bctween the U,S. and U.K.

organizations,
(b) The augmentation of one party's resources by the supply of sclected

personnel and materiel from the other,




(c) The integration of selected U,S. and U.XK, organizations,

(&) The est;blishment of new channels for liaison or for the exchange of -
raw traffic, t echnical material, and end-product between selected
U.S, and U.K., authorities, -

(e) The assignment of working groups of one party to the other party's
agencies of units,

(f) The participation by either party in the other's COMINT organizations,
including the arrangements for operational, technical or administra- |
tive control, logistical support, and the establishment and mainten;nce
of communicatiouns.,

5. Planning for tactical Comint, 'Y' or close support constitutes a special
case, Coordination of such planning within Allied Commands will be in accordance
with Appendix P, Coordination of such planning outside Allied Commands will

be in accordance with assigned national responsibilities,
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LPPENDIY E

CO~ORDINLTION OF, /ND EXCE/NGE OF INFORM.TION
OM, CRYPTANALLYSIS /ND ASSCOCIATED. TECHNIQUES

ALIOCATION OF TASKS

1. Allocation of major tasks, conferring a one~sided responsibility, is
undesirable and impracticable as 2 main principle; however, in order that
the widest possible cover of foreign cypher comminications be achieved,

the Comint Agencies of the two parties shall- exchange ~proposals for the '
elimination of duplication. In addition, collaborstion between those
Lgencies will take the form oi suggestion and mutuol arrangement as to

the undertaking of new tasks and changes in status of old tasks.

2. ' Notwithstanding any informal allocations based on the above, all
raw traffic shall continue to be¢ exchanged except in cases where one or

the other party aprees to forso its cony
OGA
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APPENDLX E o ghost 1

APPENDIX H
FEET————

COMMUNLICATIONS

(Fer deteils See Annsxurs Hji)
1, TELECOMMUNICATIONS ‘REQUIRED

Exaluzive snd readily extensibls telscemmumicaticns
betwean Agencles, snd bstween Agencies and their outlylng statiens,
will bo maintained in order to make possible ths rapid flow of all
typea of raw traffic from the points of interception to the several
Agencissg the rspid exchange of all types of raw traffic, techaical
matter and Cormunication Intelligence batwesn the jgencies: and the
efficient contrel of interception coversge. In addition loteral’
cormunications between atations of ons party and Agencles or stationa
of ths other msy be provided for the same purposes as nacessgary and
nutually aegreed, ’

2. INSTALLATION, MAINTENANCE AND OPERATION OF
TR RALS

The temminals of circuits or channels intendsd exs
olusivaly % carry Comint traffic between the British Commonwealth
end the Unitad States will be installed, mainteined end opsrated as
arrangsd by the appropristae Comint Authorities of the countries con-
@erned and, although nomally such terminals will be installed, main-
tained end opsrated by the appropriate U,S or British Ommum&h
suthority on wiuge territory the terminals ara situsted, tiis will not
be chligatory, .

3. PROVISION OF EQUIFMENT

. Ths provision of equipment of all types will De by
mutual assistence where necessary and practicable and ag sgreed in
each spscific case,

Y, CRYPTOGRAPHIC AXDS

(&) Comnon cryptogrephlic ajds will be uvsed foie
cgmbined Comint communications, Tis matter
of cryptegraphic aids will be kept contlnuouxiy
under review with the object of maintainiag
end incressing security and of facilitating
sommunications,
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(b) .In order to reduce ths number of personnel required fox
cammuni cation and cryptographie operations and thuerszby
to augment the forcss available for direct iuterceph
operations, and also to improve speed and accuracy,
the ultimgte goal should be the transmission of all
Comint materiel in on-lins cryptosystems, Every effort
should be made towards this end, consistent with the
policies of the services of both countries.

5 DAQ ROUTES

Bag routes will be kept umder review with the obJect of
taking full advantage of sesz and &ir services.

& MICROPTIN

All agencles will be equipped to handle mlercfilm so hab
it may be aveilable for use when it is not practicable to send h‘.he
original material,

1o COMMUNICATIONS LIAISION

A representative of the Director, GCHQ, and a representative
of the Director, National Security Agency, will be given ths specific
duty of keeping under review Comint communicaticns problems and of
ralging end adviging on such problems as thay oecur,

8, - CAMUNICATION REQUIREMENTS IMPOSED BY OFHER APPENDICES

It is agreed that when all appendices which imposs a
communication requirement are aprroved by Comint authorities of all
partiss to the proposed Comint Conference, the communications annsxures
appended thereto will be included in Appendix H and made object of
such action as is necessary to fulfill their requirements,
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. - APPENDIX J

PRINCIFLES OF UKUSA COLLABORATION WITH COMMDNWEALTH
COUNTRIES OTHER THAN THE U.K, -

INTRODUCTION

4. This Appendix records the general principles governing URKUSA

Comint collasboration with Commonwealth countries (other than the U.K.)
end certain agreements that have been made on Comint policy affecting
those countries, For convenience and clarity, certain of the provisions
of the U.X,-U,S. Communication Intelligence Agreement, 1946, are
incorporated (in paragraphs 2 to 6 below).

GENERAL

2. While Cammonwealth countries other than the U,X. are not parties
to the U, K.=U.S, Camint agreement, they will not be regarded as Third
Porties, .

3 L,S.I.B. will, however, keep U.S.C.I.B.'infofmed of any arrénée~
ments or proposed arrangements with other Commonwealth agencies.

4, U.8.C.I.B., will make no arrangements with any Commonwealth agency,
other than Cenadian, except through or with the prior approval of L.S.I.B.

5. As regards Canada, U,S.C.I.B. will complete no arrangements with any
agency thérein without first obtaining the views of L.S.I.B.

6. It will be conditional on any Commonwealth agencies with whom
collaboration takes place that they abide by the terms of paras. 5,

8 and 9 of the U.K.-U,S, Canint agreement and by the arrangements laid
down in para. 7 thereof.

ARRANGEMENTS\WITH UKUSA-COLLABORATING COMMONWEALTH COUNTRIES

7. At this time only Canada, Australia and New Zealand will be regarded as
UKUSA-colleborating Commonweslth countries, In interpretation of paras 3
above L.S,I.B, will not initiate or pursue Camint arrangements with’
Commonwealth countries other than Cansda, Australia and New Zealand (with
each of which the L.S.I,B, alresdy has such arrangements) without first
obtaining the views of  U,S,C.I.B.

8 It is noted that L.S.I.B. has obtained from the Comint authoritles
of Canada, Australla and New Zealand formal agsurances that they will abide
+ by the terms of paras, 5, 8 and 9 of the U.K.~U.S. Comint Agreement and of
. para. 7 of Appendix E thereto. It is also noted that a prerequisite of
Comint collabaration by the U,K. with Cenada, Australia and New Zealand
was an unequivooal acceptanoe by those countries of the provisions of the
"Explanatory Instructions and Regulations concerning the handling of Signal
»¥ Intelligeuce (IRSIG)"$foountries, and thet continued U,K, Comint collabora-
tion with those countries is dependent on their adherence to the proviaions
of those regulatiouns,

o Qv Cbcnplasit had btron ot f‘;ﬂ Kina Corpninnts
O th e dinde a—% blorst - - ... ek :
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9. U.S.C.I.B. and L.S.I.B, agree:

3

(a) not to pass to & collaborating Commonwealth country Comint

®

UXUSA ARRANGEMENTS AFFECTING AUSTRALIA AND NEW ZEALAND

items originated by agencies of the other party without
the conasent of that party, except as may be agreed from
time to time;

to pass to collaborating Commounwealth countries, via agreed
Camint channels, only such technical Comint materials-as
are deemed to be relevant to the tasks of the Commonwealth:
agencies concerned or as may be otherwise agreed between
the two parties from time to time; the relevaunce of
technical Comint materlals to the tesks of those
Commonwealth agenocies shall be determined by the Director
G.C.H.Q. or the Director N.S.,A.; relevant materials

shall theu be relsaszable subjeot to.whatever restrictions may

be aspecified by the agency which produced the material
(ise. G.C.E,Q. or N.S.A.).

<

Agreed arrangements affeocting Australia and New Zealand are-
contained in Annexure J1 hereto. ¢
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APPENDIX J
ANNEXURE J1

UKDSA ARRANGEMENTS AFFECTING AUSTRALIA AND
NEW ZEALAND

1. It is noted that Defence Signals Branch Melbourne (D.S.B.)

ig, in contrast to Communications Branch Ottawa, not a purely national
centre. It is and will continue to be a joint U,K. - Austrelien - New
Zealand organigation, menned by an integrated staff. It is a civilian
organization under the Australian Department of Defence and undertekes
Canint tasks as agreed between the Comint governing authorities of

Australia and New Zealand on the one hand and L.S.I.B. on the other.

On technical matters only, control is exercised by Govermment Communiocations
Headguarters on behalf of L,S,I.B.

2. G.C.H.Q. will keep N.S.A. informed of the tasks that have been
-agreed for D.S.B. and will notify N.S.A. in advance before any new or
altered task is agreed for D,S.B.

3. N.S.4. and D,S.B. will collaborate directly on those D.S.B.

tasks which, as determined by N,S.4,, fall within the field of collaboration

and will exchange raw material, technlcal materisl and end product of

these tasks, In eddition N.S.A. will provide D.S.B. with raw material

technical material and end product as appropriate on other tasks determined

by N.S.A. to be relevant to the tasks of D.S.B. A list of tasks underygp

both these heads will be maintained currently by N.S.A. and G.C.H.Q. §Eo 1.4.(¢)
. EO 1.4.(d)

4o , N.S.A, end D.S.B, will also exchange technical intergeotion "'

dat@ relating to the General Search effort of each in the

5. Exchanges between N.S.A. and D.S.B. under the above paragraphs will
be complete in scope but in special circumstances each agency will heve
the right to withhold material at its discretion.

6. The direct collaboration and consequent exchanges between N.S.A.
and D.S.B. will be regulated by the provisions of the following appendices
to the UKUSA agreement; C, D, E, F, G, B, I, L, M, |

7. Tt is noted that, in interpretation of Appendix I to the UKUSA

agreement, N,S.A. has acoredited lliaison officers to D.S.B. and that
D.S.B. will accredit a liaison officer or officers to N.S.A, when it is
in a position to do 80«

.8 It is further noted that, in interpretation of Appendix I to

the UKDSA agreement, U,S8.C.I.B. will possibly decide et some future

date to modify the terms of reference for the senior liaisom officer now
accredited to D,S.B., whereby he will be the senlor U,S. representative
for conduotion liaison with Australia and New Zealand and, as may be

" agreed by L.S.I.B., with U.K. officials in those countries, on matters
pertaining to Comint,
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Newly Disclosed Documents on the Five Eyes Alliance and What They
Tell Us about Intelligence-Sharing Agreements

By Scarlet Kim, Diana Lee, Asaf Lubin, Paulina Perlin Monday, April 23, 2018, 5:00 PM

The United States is party to a number of international intelligence sharing arrangements—one of the most prominent
being the so-called “Five Eyes” alliance. Born from spying arrangements forged during World War II, the Five Eyes alliance
facilitates the sharing of signals intelligence among the U.S., the U.K., Australia, Canada and New Zealand. The Five Eyes
countries agree to exchange by default all signals intelligence they gather, as well as methods and techniques related to
signals intelligence operations. When the Five Eyes first agreed to this exchange of intelligence—before the first
transatlantic telephone cable was laid—they could hardly have anticipated the technological advances that awaited them.
Yet, we remain in the dark about the current legal framework governing intelligence sharing among the Five Eyes, including
the types of information that the U.S. government accesses and the rules that govern U.S. intelligence agencies’ access to
and dissemination of Americans’ private communications and data.

In July 2017, Privacy International and Yale Law School’s Media Freedom & Information Access Clinic filed a lawsuit against
the National Security Agency, the Office of the Director of National Intelligence, the State Department, and the National
Archives and Records Administration seeking access to records related to the Five Eyes alliance under the Freedom of
Information Act. Over the past few months, we have begun to receive limited disclosure from the NSA and the State
Department. While we have not seen the text of the current agreement—as well as other records that would shed important
light on how the agreement operates—the disclosures to date give us insight into the nature and scope of U.S. intelligence
sharing agreements.

Below, we summarize a few of these disclosures and talk through their implications. In particular, we highlight how, taken
together, they suggest that the U.S. government takes an inconsistent approach to legal classification and therefore
publication of these types of agreements. We also take a closer look at one agreement—the 1961 General Security
Agreement between the Government of the United States and the Government of the United Kingdom—which further
illuminates our understanding of the privatization of intelligence activities and provides us with a rare glimpse of the “third
party rule,” an obstacle to oversight and accountability of intelligence sharing.

The Disclosures
1959-61 Appendices to the United Kingdom-United States Communication Intelligence (UKUSA) Agreement

The sharing arrangements undergirding the Five Eyes alliance were first memorialized in the British-U.S. Communication
Intelligence Agreement in 1946, later renamed the United Kingdom-United States Communication Intelligence Agreement.
At the time we brought our lawsuit, the 1956 version of the that agreement was the most recent publicly available. In
response to our litigation, the NSA disclosed several appendices that span from 1956-61 and therefore update our
understanding of the agreement by several years.

1961 General Security Agreement between the Government of the United States and the Government of the United Kingdom
(General Security Agreement)

The State Department disclosed the General Security Agreement as well as a set of procedures developed to implement the
provisions of that agreement. The General Security Agreement relates to the protection of classified information exchanged
between the U.S. and the U.K. and provides that “[o]fficial information given a security classification by either of [the] two
Governments ... and furnished by either Government to the other through Government channels will be assigned a
classification by ... the receiving Government which will assure a degree of protection equivalent to or greater than that
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required by the Government furnishing the information.” The State Department also disclosed an exchange of letters
between then-U.K. Ambassador to the U.S. Harold Caccia and then-U.S. Secretary of State Dean Rusk expressing their
respective governments’ acceptance of the terms of the agreement.

1998 Agreement to Extend the 1966 Agreement between the Government of Australia and the Government of the United States of
America relating to the Establishment of a Joint Defence Facility at Pine Gap (Pine Gap Agreement)

The State Department disclosed an exchange of letters between then-Australian Minister for Foreign Affairs Alexander
Downer and then-U.S. Ambassador to Australia Genta Holmes expressing their respective governments’ agreement to
extend the terms of the 1966 “Agreement between the Government of Australia and the Government of the United States of
America relating to the Establishment of a Joint Defence Facility at Pine Gap.” Pine Gap is a base located in Alice Springs,
Australia jointly operated by the U.S. and Australia. From Pine Gap, the U.S. controls satellites across several continents,
which can conduct surveillance of wireless communications, such as those transmitted via cell phones, radios and satellite
uplinks. The intelligence gathered supports both intelligence activities and military operations, including drone strikes.

The letters express the U.S. and Australian governments’ agreement to extend the Pine Gap Agreement “for a period of ten
years from 16 November 1998” and to have it remain in force thereafter “until terminated.” The letter from Downer to
Holmes expressly proposes that

this Note and your confirmatory reply thereto shall together constitute an Agreement between our two Governments
concerning this matter which shall enter into force on the date that the Government of Australia notifies the Government of
the United States of America that all domestic procedures as are necessary to give effect to this Agreement in Australia have
been satisfied.

Observations
An Inconsistent Approach to International Agreements

The Pine Gap and General Security Agreements described above differ in a notable respect: While the 1998 extension to the
Pine Gap Agreement is available to the U.S. public, the 1961 General Security Agreement has not been published by the
United States. This difference reveals gaps in the laws requiring the publication of international agreements. And it bolsters
calls, raised elsewhere, for greater executive branch transparency and accountability in the formation and legal bases of
these types of agreements.

The United States plainly considers the 1998 extension to the Pine Gap Agreement a legally binding international
agreement. The U.S. State Department has made the 1998 Pine Gap Agreement publicly available in the Treaties and Other
International Agreements Series (TIAS), a repository which serves as “competent evidence” of the treaties and other
international agreements entered into by the United States. 1 U.S.C. § 113. Likewise, the Australian government has
published the Pine Gap Agreement in the Australian Treaty Series. But whereas the Australian government has also
published the text of the original 1966 Pine Gap Agreement, the United States has not. This omission is significant. Only the
1966 agreement contains the terms agreed upon by both parties—in other words, the nature and scope of the agreement to
establish a joint defense facility to conduct intelligence activities.

Similarly, neither the U.S. nor the U.K. appear to have published the 1961 General Security Agreement. According to the U.K.
government’s response to a Parliamentary question in 2000, the General Security Agreement had not been declassified at
that time. Searching through a variety of publicly available materials, including government websites and academic
databases, we found several references to the General Security Agreement, but not the Agreement itself (nor portions of it).
For example, the 2007 Treaty with United Kingdom Concerning Defense Trade Cooperation recognizes “principles
established under the General Security Agreement.” However, prior to the State Department’s disclosure in response to our
FOIA request, we did not know what these principles were.
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There is a colorable argument that State has a legal duty to publish both the original text of the Pine Gap Agreement and
the 1966 General Security Agreement, as well as any updates to both. Under 1 U.S.C. § 112a, the Secretary of State is
required to publish all treaties and non-treaty international agreements to which the United States is a party. This duty is
subject to a short list of exceptions outlined in § 112a(b). Most notably, the State Department may elect not to publish an
international agreement if, “in the opinion of the President,” disclosure would prejudice national security interests.

The government could justify its failure to publish the agreements on two grounds. First, the national security exemption
might apply. However, this claim falls apart in light of the facts that the original Pine Gap Agreement has already been
published by the Australian government and the United Nations, and State released the General Security Agreement in
response to a FOIA request notwithstanding FOIA’s national security exemption in 5 U.S.C. § 552(b)(1).

A second argument could be made that at the time of their formation, the U.S. State Department did not consider the 1966
Pine Gap Agreement and the General Security Agreement to be binding international agreements. Under current U.S. law,
legally binding international agreements may take the form of treaties or executive agreements. The majority of U.S.
international agreements are executive agreements, which, as the Congressional Research Service outlines, take three
general forms:

(1) congressional-executive agreements, in which Congress has previously or retroactively authorized an international
agreement entered into by the Executive;

(2) executive agreements made pursuant to an earlier treaty, in which the agreement is authorized by a ratified treaty; and

(3) sole executive agreements, in which an agreement is made pursuant to the President’s constitutional authority without
further congressional authorization.

The 1966 Pine Gap Agreement and the General Security Agreement appear to fall into the third category. Both were formed
under the executive’s Article II powers in foreign affairs and national security and without congressional authorization.

Prior to the 1970s, executive agreements were unregulated and undefined. Indeed, it was not until after the Case-Zablocki
Act’s passage in 1971 that the State Department outlined criteria for identifying non-treaty international agreements. By
this logic, the United States perhaps did not publish the agreements because it did not understand them to trigger § 112a’s
publication requirement at the time they were signed.

This argument, however, is suspect because both agreements appear to remain in force. In fact, evidence suggests that the
1966 General Security Agreement is not the most recent version in effect. The British House of Commons referenced 1983
and 1984 amendments to the General Security Agreement, as well as a “new Security Implementing Arrangement for
operations between the [U.K. Ministry of Defense] and the [U.S. Department of Defense]” formed in 2003. And since it was
the State Department that gave us these disclosures, State possessed these agreements (and even recognized the Pine Gap
Agreement in the TIAS). Accordingly, the State Department should have published the agreements pursuant to § 112a.

The U.S. government’s failure to publish these agreement adds to longstanding confusion about what constitutes an
international agreement under U.S. law, their legal bases, how many have been formed, and what they contain. It also makes
it more difficult for the public to hold the government accountable. As others have noted, “Today nearly all of U.S.
international law is made by the President acting alone with little oversight by Congress or the U.S. public.” Put simply,
members of the public should not have to undertake lengthy FOIA processes (these disclosures were made nearly a year
after we filed our request) in order to uncover the text of agreements that underpin our understandings of national security
and international cooperation.

The 1961 General Security Agreement
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Below, we take a closer look at the 1961 General Security Agreement. In particular, we consider its provisions on the role of
private contractors, which contributes to our understanding of the privatization of intelligence activities. We further
consider the General Security Agreement’s invocation of the “third party rule,” a rarely-seen but common feature of
intelligence sharing agreements, which presents a challenge to the effective oversight and accountability of intelligence
sharing.

The History of Privatizing Espionage

The 1961 General Security Agreement sheds important light on the history and scope of the privatization of espionage,
particularly during the formative years of the U.S. intelligence community. A substantive body of literature on this topic
does exist, one prime example being Tim Shorrock’s “Spies for Hire,” which discusses the “American Intelligence-Industrial
Complex, the agencies it serves, its key industrial players, and the former high-ranking national security officials who run
its largest companies.” In his book, Shorrock maps out the historical origins and underpinnings of this partnership. For
instance, he describes how the CIA contracted with Lockheed Corporation to build the U-2 Spy planes, which were used to
gather intelligence during the Cold War, including on the Soviet Union and the People’s Republic of China. He also describes
how the CIA contracted with General Electric, Itek, and Lockheed to commission the CORONA photoreconnaissance
satellites, which catalogued Soviet ICBM complexes. The CIA was hardly the only government player in such partnerships.
As Shorrock highlights, “outsourcing has always been part of the U.S. spying enterprise,” suggesting that other parts of the
U.S. intelligence community have long been involved in the practice. For example, in the 1950s, IBM, Bell Labs, and Cray
developed the first supercomputers and encryption equipment which the NSA “used to crack coded diplomatic and military
messages and convert huge volumes of signals intelligence into actionable intelligence.”

Much of the existing literature focuses on the relationship between the U.S. intelligence community and American
corporations, but very little is known about outsourcing from U.S. intelligence agencies to foreign corporations and from
foreign intelligence agencies to U.S. corporations. Even less is known about the level of access that foreign contractors
might have to classified American intelligence. The “Industrial Security Annex” of the General Security Agreement sheds
some light on these relationships:

The Annex governs “those cases in which contracts, subcontracts, precontract negotiations or other government approved
arrangements involving classified information of either or both countries, hereinafter referred to as classified contracts, are
placed or entered into by or on behalf of the” U.K. or U.S. governments.

The Annex provides a mechanism by which U.S or U.K. contractors can be treated as government entities for the purposes of
sharing classified information. The general rule is that “[t]Jransmission of classified information and material shall be made
only through representatives designated by each of the governments ... known as transmission through government-to-
government channels.” But

[a]s an exception, the US may transmit classified material directly to a firm located in the US which is under the ownership,
control, or influence of a UK entity, and the UK may transmit such information directly to a firm in the UK which is under
the ownership, control, or influence of a US entity provided such firms have been granted a reciprocal security clearance ...
and the information is determined to be releasable under the national disclosure policy of the releasing government.

In very limited circumstances, the Annex also provides a mechanism by which non-U.S/U.K. contractors might be “eligible
to be awarded classified contracts.” The general rule is that “[f]irms which are under the ownership, control, or influence of
a third party country are not eligible.” But “[r]equests for exception to this requirement may be considered on a case-by-
case basis by the releasing government.”

As Shorrock notes “many of the companies that dominate the intelligence industry today got their start by providing
technical services and products to the Intelligence Community.” The conventional wisdom is thus that the public-private
partnerships of the 1950s and 1960s were predominantly of a technological nature, namely to facilitate the development of
new surveillance capabilities. One would therefore expect the Industrial Security Annex to limit the scope of access by
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contractors to information strictly necessary to accomplish those kinds of technical assignments. In reality, however, the
Annex places no such limitation on the type of information that may be shared with contractors. Rather, the Annex covers
the transmission of “classified information in any form, be it oral, visual or in the form of material,” and defines material as
encompassing “everything regardless of its physical character or makeup including” documents, writing, maps and letters.
Furthermore, the Annex establishes no criteria for what intelligence community activities may be outsourced, whether they
may be outsourced to foreign contractors, and under what circumstances.

Scholars have, in the past, raised concerns about the privatization of espionage. For example, Professor Martin Trybus has
argued that privatizing intelligence work degrades a set of fundamental objectives:

First, democracy and the rule of law are compromised. Escaping parliamentary and judicial scrutiny are important reasons
for privatisation in the first place. Second, value for money is compromised since the private sector operates at higher costs
and the necessity of security clearances limits competition to an extent undermining the economic rationale for
privatisation in this sector dominated by national security and secrecy concerns. Finally, national security is compromised
by the higher costs for intelligence on the one hand and intelligence and know-how being transferred outside the
intelligence agencies on the other hand. The public interest enshrined in the three objectives of the triangle does not
appear to be served by the current state of privatisation of intelligence services in the United States.

The privatization of espionage also raises concerns about the outsourcing of inherently governmental functions. U.S. law
has long prohibited contractors from performing such functions. But there is insufficient guidance on what constitutes
“inherently governmental functions.” (For a review of conflicting definitions under U.S. law, see this 2009 summary by the
Congressional Research Service). For example, should a private contractor be permitted to engage in target selection or
intelligence analysis and verification? Professor Simon Chesterman has noted that “uncertainty in this area appears to be
intentional and thus exacerbates the accountability challenges posed by secrecy and problematic incentives.”

The “Third Party Rule” or the “Originator Control Principle”

The 1961 General Security Agreement also provides a rare glimpse of the “third party rule” or “originator control principle,”
considered a common feature of many intelligence sharing arrangements. The third party rule prohibits the disclosure of
information shared between agencies to third parties, which may include oversight bodies, without the prior consent of the
state from which the information originated. As Privacy International has noted, such rules limit oversight and weaken
accountability of intelligence sharing.

While the use of the third party rule is commonly remarked upon in discussions of intelligence sharing (by both civil society
and multilateral organizations), we have had few opportunities to see what the rule actually looks like in practice, as
intelligence sharing agreements are rarely subject to public scrutiny. The General Security Agreement contains two
different articulations of the third party rule: one contained within the letter exchange concerning the Agreement from the
U.S. to the U.K. and the other within an annex to the Agreement on General Security Procedures. The former is more
expressive and less stringent than the latter and reads as follows:
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Recognizing that the protection of all classified information communicated directly or indirectly between our governments
is essential to the national safety and security of both our countries, I have the honor to suggest the following mutual
understanding for the protection of such information, namely, that the recipient:

a. Will not release the information to a third Government without the approval of the releasing Government.

b. Will undertake to afford the information substantially the same degree of protection afforded to it by the releasing
Government.

c. Will not use the information for other than the purpose given.

d. Will respect private rights, such as patents, copyrights, or trade secrets which are involved in the information.” (emphasis
added)

The third party rule as expressed in the Annex is far shorter, stating: “The recipient government will not use such
information for other than the purposes for which it was furnished and will not disclose such information to a third
Government without the prior consent of the Government which furnished the information.”

As articulated, the third party rule illustrates the desire for a partner agency to retain some measure of control over shared
information. In some instances, that control might also protect human rights. For example, the rule helps to prevent the
further dissemination of shared information to third party agencies, particularly those that the originating agency is
concerned would potentially misuse the information. One example of misuse is the Maher Arar case where the Canadian
government produced inaccurate intelligence, which was later shared with the U.S. government. The U.S. government
subsequently detained Mr. Arar for 12 days and then proceeded to subject him to rendition in Syria where he was tortured.

Governments have also interpreted the third party rule as prohibiting disclosure to other third parties and have included
oversight bodies within that prohibition. Under this interpretation, the rule can be fundamentally detrimental to
intelligence oversight. As a matter of principle, requiring oversight bodies to seek consent from a foreign agency to access
intelligence information shared with a domestic agency can cripple their capacity to exercise independent and impartial
oversight. And as a matter of practice, foreign partners are unlikely to consent to such requests. Seeing the two different
articulations of the third party rule in the General Security Agreement highlights that there is no “one size fits all”
phraseology for the rule. Alternative versions of the rule attentive to human rights might include, for example, a carve-out
that would explicitly permit oversight bodies in both countries to review shared information.

Correction: A previous version of this post incorrectly identified the extension to the Pine Gap agreement as agreed to in 1988. The
extension agreement was reached in 1998.
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Privacy International v. NSA et al. (US 5EY FOIA)

United States District Court for the District of Columbia
Case No. 17-cv-01324
Status: Open

On 5 July 2017, Privacy International filed a Freedom of Information Act (“FOIA”) lawsuit
seeking to compel the disclosure of records relating to a surveillance agreement governing
the exchange of signals intelligence between the governments of the U.S., U.K., Canada,
Australia and New Zealand (“Five Eyes alliance”). Privacy International is represented by the
Media Freedom Information Access Clinic at Yale Law School.

The origins of the Five Eyes alliance stretch back to World War II, but the relationships
between the five countries are formalized in the United Kingdom-United States
Communications Intelligence Agreement (“UKUSA Agreement”), first signed in 1946.
Pursuant to the UKUSA Agreement, the Five Eyes countries agree to exchange by default all
signals intelligence they gather, as well as the methods and techniques related to signals
intelligence operations.

A 1955 version of the Agreement is the most recent version to have been made public.
Communications methods have changed dramatically since 1955, vastly increasing the
opportunities for governments to acquire, store and/or analyse communications and data
and to share that information with other governments. The nature of signals intelligence
has also changed dramatically since 1955. As modern communications have evolved,
intelligence agencies have developed more advanced ways to access, acquire, store, analyse
and disseminate information.

Privacy International has sought for years to obtain information about the UKUSA
Agreement and the rules governing the Five Eyes alliance via freedom of information
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requests and other methods. In the U.S., Privacy International has made FOIA requests to
the National Security Agency (“NSA”), the Office of the Director of National Intelligence
(“ODNI”), the State Department (“State), and the National Archives and Records
Administration (“NARA”).

Privacy International’s requests seek the current text of the UKUSA Agreement and the rules
and regulations governing the exchange of signals intelligence pursuant to the Agreement.
Privacy International seeks these records so as to determine whether the Five Eyes
intelligence sharing activities appropriately accommodate the constitutional rights of
American citizens and residents as well as the human rights of non-American citizens and
residents.

Reports and Analysis

Long Read

Why Do We Still Accept That Governments Collect |8
And Snoop On Our Data?

r
sssiess Tl
Long Read

How Bulk Interception Works

Long Read

https://privacyinternational.org/legal-action/privacy-international-v-nsa-et-al-us-5ey-foia 2/7


https://privacyinternational.org/feature/1671/why-do-we-still-accept-governments-collect-and-snoop-our-data
https://privacyinternational.org/feature/827/how-bulk-interception-works

6/7/2019 Privacy International v. NSA et al. (US 5EY FOIA) | Privacy International

Five Eyes Integration and the Law

Long Read

The Snoopers’ Loophole: Why Winning Against
GCHQ Is Bittersweet

— -

Long Read

Snowden Vindicated: The Truth About Raw
Intelligence Sharing

Long Read

The Trap of Simplicity: Why Analogies for
Surveillance Fail Us

Long Read

| "\ goal i .

d (AT < PP
" wli ’i}-’.._,_ﬂ_-;._g .r":.ﬁw _h_J ol

https://privacyinternational.org/legal-action/privacy-international-v-nsa-et-al-us-5ey-foia 3/7


https://privacyinternational.org/feature/1672/five-eyes-integration-and-law
https://privacyinternational.org/feature/1673/snoopers-loophole-why-winning-against-gchq-bittersweet
https://privacyinternational.org/feature/1675/snowden-vindicated-truth-about-raw-intelligence-sharing
https://privacyinternational.org/feature/1676/trap-simplicity-why-analogies-surveillance-fail-us

6/7/2019 Privacy International v. NSA et al. (US 5EY FOIA) | Privacy International

Despite Claims of 'Going Dark', Five Eyes More

Powerful than Ever

Report

Eyes Wide Open

Long Read

GCHQ Tapping into International Fibre Optic

Cables, Shares Intel with NSA

News and Updates

News & Analysis

Five Eyes’ quest for security has given us

widespread insecurity

https://privacyinternational.org/legal-action/privacy-international-v-nsa-et-al-us-5ey-foia

417


https://privacyinternational.org/feature/1677/despite-claims-going-dark-five-eyes-more-powerful-ever
https://privacyinternational.org/report/1126/eyes-wide-open
https://privacyinternational.org/feature/1678/gchq-tapping-international-fibre-optic-cables-shares-intel-nsa
https://privacyinternational.org/blog/1175/five-eyes-quest-security-has-given-us-widespread-insecurity

6/7/2019 Privacy International v. NSA et al. (US 5EY FOIA) | Privacy International

Press release

Privacy International files complaint with
Australian spy authorities over Five Eyes data
sharing

¥ BE LIARIMY FT 4 L .rll_.‘ z o .:.” = ¥
News & Analysis
oL,
The Five Eyes Fact Sheet
Ta e v e Yorn 4 1 5t
T — S b s Wl 1
p i

Sign up for alerts about Privacy International's work on law, regulation and litigation.

Sign Up!
Legal Files
A. Disclosure

Attachment Size
5 State Department (10 Oct. 2018) 4.24 MB
= NSA (21 Sept. 2018) 5.72 MB
7 State Department (21 Sept. 2018) 189.58 KB
5 NSA (12 Sept. 2018) 5.87 MB

https://privacyinternational.org/legal-action/privacy-international-v-nsa-et-al-us-5ey-foia 5/7


https://action.privacyinternational.org/
https://privacyinternational.org/legal-case-files/1758/disclosure
http://privacyinternational.org/sites/default/files/2019-03/2018.10.10_State_Production.pdf
http://privacyinternational.org/sites/default/files/2019-03/2018.09.21_NSA_Production.pdf
http://privacyinternational.org/sites/default/files/2019-03/2018.09.21_State_Production.pdf
http://privacyinternational.org/sites/default/files/2019-03/2018.09.12_NSA_Production.pdf
https://privacyinternational.org/press-release/1553/privacy-international-files-complaint-australian-spy-authorities-over-five-eyes
https://privacyinternational.org/blog/1204/five-eyes-fact-sheet

6/7/2019 Privacy International v. NSA et al. (US 5EY FOIA) | Privacy International

Attachment Size
5 NSA (27 July 2018) 657.13 KB

3 Department of Defense (11 July 2018) 1.61 MB

7 NSA (11 May 2018) 3.88 MB
r State Department (16 April 2018) 84.05 KB
= NSA (6 April 2018) 2.91 MB
7 State Department (15 March 2018) 67.85 KB
3 State Department (15 Feb. 2018) 320.08 KB
7 State Department (2 Jan. 2018) 2.76 MB
7 State Department (4 Dec. 2017) 1.03 MB
3 State Department (2 Nov. 2017) 341.91 KB

B. U.S. District Court

Attachment Size
7 Answer (21 Aug. 2017) 2.51 MB
r Complaint (5 July 2017) 189.66 KB

5 Exhibit A to the Complaint (5 July 2017) 1.38 MB

3 Exhibit B to the Complaint (5 July 2017) 899.74 KB

How We Fight About

News Our Impact
Advocacy and Policy Governance
Legal Action People
Technical Analysis Opportunities

https://privacyinternational.org/legal-action/privacy-international-v-nsa-et-al-us-5ey-foia 6/7


http://privacyinternational.org/sites/default/files/2019-03/2018.07.27_NSA_Production.pdf
http://privacyinternational.org/sites/default/files/2019-03/2018.07.11_DOD_Final_Response_and_Document.pdf
http://privacyinternational.org/sites/default/files/2019-03/2018.05.11_NSA_Production.pdf
http://privacyinternational.org/sites/default/files/2018-04/2018.04.16%20Privacy%20International%20Production.pdf
http://privacyinternational.org/sites/default/files/2018-04/2018.04.06%20Letter%20and%20UKUSA%20Rel%20B%20Memo%2020180406.pdf
http://privacyinternational.org/sites/default/files/2018-04/2018.03.15%20F-2016-17168%20RD%20Letter.pdf
http://privacyinternational.org/sites/default/files/2018-04/2018.02.15%20F-2016-17168%20%20Production.pdf
http://privacyinternational.org/sites/default/files/2018-04/2018.01.02%20Production%2017168.pdf
http://privacyinternational.org/sites/default/files/2018-04/2017.12.04%20Production.pdf
http://privacyinternational.org/sites/default/files/2018-04/2017.11.02%20Privacy%20International_State%20Production.pdf
https://privacyinternational.org/legal-case-files/1757/b-us-district-court
http://privacyinternational.org/sites/default/files/2018-04/9.%20Answer.pdf
http://privacyinternational.org/sites/default/files/2018-04/1.%20Complaint.pdf
http://privacyinternational.org/sites/default/files/2018-04/1-1.%20Exhibit%20A.pdf
http://privacyinternational.org/sites/default/files/2018-04/1-2.%20Exhibit%20B.pdf
https://privacyinternational.org/recent-developments
https://privacyinternational.org/how-we-fight/advocacy-and-policy
https://privacyinternational.org/legal-action
https://privacyinternational.org/how-we-fight/technical-analysis
https://privacyinternational.org/impact
https://privacyinternational.org/type-resource/governance
https://privacyinternational.org/type-resource/people
https://privacyinternational.org/type-resource/opportunities

6/7/2019

Investigations and Research

Recent Campaigns

Privacy

Why We Use Your Data
How We Use Your Data
How We Learned

Why Cookies?!

Contact Us

62 Britton Street,
London, EC1M 5UY
UK

Charity Registration No: 1147471

Click here to contact us.

Media: press@privacyinternational.org

Privacy International v. NSA et al. (US 5EY FOIA) | Privacy International

Why Privacy?

Financial

Resources

What is GDPR?

Explainers

Invisible Manipulation Cases
Privacy Country Briefings
Hacking Safeguards
Surveillance Industry Index

Data Protection Guide

https://privacyinternational.org/legal-action/privacy-international-v-nsa-et-al-us-5ey-foia

77


https://privacyinternational.org/how-we-fight/technical-analysis
https://privacyinternational.org/how-we-fight/investigation-and-research
https://privacyinternational.org/campaigns
https://privacyinternational.org/type-resource/opportunities
https://privacyinternational.org/about
https://privacyinternational.org/type-resource/annual-reports-and-finances
https://privacyinternational.org/blog/986/what-we-collect-and-why-we-collect-it
https://privacyinternational.org/basic-page/618/how-we-use-and-protect-your-data
https://privacyinternational.org/blog/989/our-history-security-and-what-we-do-now
https://privacyinternational.org/basic-page/618/how-we-use-and-protect-your-data#cookies
https://privacyinternational.org/topics/general-data-protection-regulation-gdpr
https://privacyinternational.org/type-resource/explainers
https://privacyinternational.org/feature/1064/invisible-manipulation-10-ways-our-data-being-used-against-us
https://privacyinternational.org/type-resource/state-privacy
https://privacyinternational.org/type-resource/necessary-hacking-safeguards
https://sii.transparencytoolkit.org/
https://privacyinternational.org/data-protection-guide
https://privacyinternational.org/contact
mailto:press@privacyinternational.org

6/7/2019 National Security Agency | Central Security Service > News & Features > Declassified Documents > UKUSA

News & Features v Resources For ...~  Join our Team v  Doing Business With Us v

HOME (HTTPS://WWW.NSA.GOV/) > NEWS & FEATURES (HTTPS://WWW.NSA.GOV/NEWS-FEATURES/) > DECLASSIFIED DOCUMENTS (HTTPS://WWW.NSA.GOV/NEWS-
FEATURES/DECLASSIFIED-DOCUMENTS/) > UKUSA

UKUSA Agreement Release
1940-1956

Please Note: These historical documents are PDF images of formerly classified carbon paper and reports that have been declassified. Due to the age and po
PDF images, a screen reader may not be able to process the images into word documents. In accordance with Section 504 of the Rehabilitation Act of 1973,
may request that the government provide auxiliary aids or services to ensure effective communication of the substance of the documents. For such request
Public Affairs Office at 301-688-6524.

The tradition of intelligence sharing between NSA and its Second party partners has deep and widespread roots that have been cultivated
quarters of a century. During World War Il, the U.S. Army and Navy each developed independent foreign SIGINT relationships with the Brit
of Canada, Australia, and New Zealand. These relations evolved and continued across the decades. The bonds, forged in the heat of a wor
decades of trust and teamwork, remain essential to future intelligence successes.

The March 5, 1946, signing of the BRUSA (now known as UKUSA) Agreement marked the reaffirmation of the vital WWII cooperation betwe
and United States. Over the next 10 years, appendices to the Agreement, some of which are included with this release to the public, were
These appendices and their annexures provide details of the working relationship between the two partners and also address arrangeme
Second Parties (Australia, Canada, and New Zealand).

Release Contents

Early Papers (1940-1944)

» Early Papers Concerning US-UK Agreement - 1940-1944 (/Portals/70/documents/news-features/declassified-documents/ukusa/early_pa

1943

= Agreement between British Government Code and Cipher School and U.S. War Department in Regard to Certain "Special Intelligence" -
(/Portals/70/documents/news-features/declassified-documents/ukusa/spec_int_10jun43.pdf)

= An Agreement between the U.S. Army and British CG and CS Concerning Cooperation in Matters Relating to Communication Intelligence
(/Portals/70/documents/news-features/declassified-documents/ukusa/comms_int_23jun43.pdf)

1944

m U.S. - British R.I. ("BRUSA")_Circuit - 7 Jan. 1944 (/Portals/70/documents/news-features/declassified-documents/ukusa/brusa_7jan44.pdf)
m U.S. - British R.I. ("BRUSA")_Circuit: Instructions for Use - 14 March 1944 (/Portals/70/documents/news-features/declassified-
documents/ukusa/brusa_14mar44.pdf)
» The BRUSA Circuit - Establishment Date - 29 April 1944 (/Portals/70/documents/news-features/declassified-documents/ukusa/brusa_29.
SkipMemeniandute fergreBWWatenOfficers - BRUSA System - 23 June 1944 (/Portals/70/documents/news-features/declassified-documents/u
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BRUSA Traffic - 23 June 1944 (/Portals/70/documents/news-features/declassified-documents/ukusa/brusa_traffic 23jun44.pdf)
OP-20-G Dispatch Traffic (Including BRUSA) - 26 June 1944 (/Portals/70/documents/news-features/declassified-documents/ukusa/op-20-

British-U.S. Agreement on German and Japanese Projects - 4 July 1944 (/Portals/70/documents/news-features/declassified-
documents/ukusa/german_japanese_proj_4juld4.pdf)

An Agreement between GC & CS and Negat on Japanese Cryptanalytic Tasks - 23 Oct. 1944 (/Portals/70/documents/news-features/decle
documents/ukusa/gc-cs-negat 23oct44.pdf)

1945

Memorandum from Army-Navy Communications Intelligence Board (ANCIB)._re: Signals Intelligence - 22 Aug. 1945 (/Portals/70/documer
features/declassified-documents/ukusa/ancib_22aug45.pdf)

Joint Meeting of ANCIB and ANCICC - 15 Oct. 1945 (/Portals/70/documents/news-features/declassified-documents/ukusa/joint_ mtg_150

Joint Meeting of ANCIB and ANCICC - 29 Oct. 1945 (/Portals/70/documents/news-features/declassified-documents/ukusa/joint_ mtg_290

Draft British-U.S. Communication Intelligence Agreement - 1 Nov. 1945 (/Portals/70/documents/news-features/declassified-
documents/ukusa/draft_agrmt_1nov45.pdf)

Joint Meeting of Army-Navy Communications Intelligence Board Joint Meeting Summary, -

1 Nov. 1945 (/Portals/70/documents/news-features/declassified-documents/ukusa/joint_mtg_1nov45.pdf)

1946

STANCICC Subcommittee on Intelligence and Security - 8 Jan. 1946 (/Portals/70/documents/news-features/declassified-documents/ukus

STANCICC Ad Hoc Subcommittee for Technical Conference Planning Establishing of -

Draft British-U.S. Communications Intelligence Agreement Proposed Revision of -

15 Jan. 1946 (/Portals/70/documents/news-features/declassified-documents/ukusa/proposed_rev_15jan46.pdf)

Draft British- U.S. Communications Agreement - Accepted by British - 16 Jan. 1946 (/Portals/70/documents/news-features/declassified-
documents/ukusa/draft_accepted 16jan46.pdf)

Draft British-U.S. Communications Agreement Referred by STANCIB for Approval - Not dated (/Portals/70/documents/news-features/de
documents/ukusa/draft_for_app_notdated.pdf)

Preparation and Delivery of Drafts of Tentative British-U.S. COMINT Agreement - 18 Jan. 1946 (/Portals/70/documents/news-features/de
documents/ukusa/tentative_agree_18jan46.pdf)

Appendix to BRUSA Cl Agreement: British-U.S. COMINT Security and Dissemination Regulations - 22 Jan. 1946 (/Portals/70/documents/n

Communications Intelligence - 8 Feb. 1946 (/Portals/70/documents/news-features/declassified-documents/ukusa/comms_int_8feb46.pc

Copies of Draft Appendices to British-US Cl Agreements - 12 Feb. 1946 (/Portals/70/documents/news-features/declassified-
documents/ukusa/copies_draft_appendices_12feb46.pdf)

Joint Meeting of STANCIB and STANCICC - 15 Feb. 1946 (/Portals/70/documents/news-features/declassified-documents/ukusa/STANCIB

U.S.-British Agreement and FBI Membership on STANCIB - 19 Feb. 1946 (/Portals/70/documents/news-features/declassified-
documents/ukusa/fbi_stancib_19feb46.pdf)

Appendices A-G to British-U.S. Cl Agreement British - U.S. Communications Intelligence Security and Dissemination Regulations - 26 Feb
(/Portals/70/documents/news-features/declassified-documents/ukusa/appendices_a-g_26feb46.pdf)

STANCIB and STANCICC Joint Meeting - 27 Feb. 1946 (/Portals/70/documents/news-features/declassified-documents/ukusa/STANCIB_ST

Skipderreaitberne BRIPSASSIABBndices Dated 26 Feb. 1946 - 28 Feb. 1946 (/Portals/70/documents/news-features/declassified-
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documents/ukusa/corrections ci_appendices 28feb46.pdf)

Corrections to BRUSA Cl Appendices - 1 March 1946 (/Portals/70/documents/news-features/declassified-
documents/ukusa/corrections ci_appendices 1mar46.pdf)

British-U.S. Communications Intelligence Agreement and Outline - 5 March 1946 (/Portals/70/documents/news-features/declassified-
documents/ukusa/agreement_outline_5mar46.pdf)

Minutes of the Inauguration Meeting British Signal Intelligence Conference -
11-27 March 1946 (/Portals/70/documents/news-features/declassified-documents/ukusa/minutes_inauguration_11mar46.pdf)

Final Recommendation of the Technical Conference 11-27 March 1946 (/Portals/70/documents/news-features/declassified-
documents/ukusa/final_rec_tech_conf 1mar46.pdf)

1948

Appendices to U.S.-British Communications Agreement - 15-26 July 1948 (/Portals/70/documents/news-features/declassified-
documents/ukusa/appendices_jul48.pdf)

Tabular Comparison of 1946 and 1948 Appendices to U.S. - British COMINT Agreement (/Portals/70/documents/news-features/declassif
documents/ukusa/tabular_comparison.pdf)

1951-1953

UKUSA COMINT Agreement and Appendices Thereto (/Portals/70/documents/news-features/declassified-documents/ukusa/ukusa_com

BRUSA Planning Conference Final Report (/Portals/70/documents/news-features/declassified-documents/ukusa/brusa_final_rep_1953.p

1956-1961

New UKUSA Agreement - 10 May 1955 (/Portals/70/documents/news-features/declassified-documents/ukusa/new_ukusa_agree_10may
Classification and Handling of Information Related to COMINT or COMINT Related Activities; Appendix B; Annexure B3 5 October 1959
(/Portals/70/documents/news-features/declassified-

documents/ukusa/classification_and_handling_of information_related to_comint_or _comint_activities_appendix_b_annexure b3 5 octc

Principles of Security and Dissemination; Appendix B 1 July 1959 (/Portals/70/documents/news-features/declassified-
documents/ukusa/principles_of security_and dissemination_appendix _b_1_july_1959.pdf)

Principles of UKUSA Collaboration with Commonwealth Countries Other Than the UK; Appendix J 13 February 1961 (/Portals/70/documt
features/declassified-

documents/ukusa/principles_of ukusa_collaboration_with_commonwealth_countries_other_than_the_uk_appendix_j_13_february 1961
Security Principles Governing the Conduct of COMINT Operations in Exposed Areas; Appendix B; Annexure B2 21 March 1960 (/Portals/
features/declassified-

The Assignment of COMINT to Categories and Sub-Categories; Appendix D; Annexure B1 1 July 1959 (/Portals/70/documents/news-featt
documents/ukusa/the_assignment_of comint to_categories_and_sub-categories_appendix_d_annexure b1 _1_july_1959.pdf)

Types of Information to be Given the Same Protection as COMINT; Appendix B; Annexure B3; Annex A 1 January 1959 (/Portals/70/docu
features/declassified-
documents/ukusa/types_of_information_to_be_given_the_same_protection_as_comint_appendix_b_annexure_b3_annex_a_1_january_1'

features/declassified-
documents/ukusa/types_of information_to_be_handled via_comint channels_only_appendix b _annexure b3 annex b_1_january 1959

Types of Information Which May be Handled in Accordance with Normal Security Regulations; Appendix B; Annexure B3; Annex C 1 Jant
(/Portals/70/documents/news-features/declassified-
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= UKUSA Arrangements Affecting Australia and New Zealand; Appendix J;_ Annexure |1 13 February 1961 (/Portals/70/documents/news-fe:
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HANDLE VIA COMINT CHANNELS

WARNING

This document contains classified information affecting the national
security of the United States within the meaning of the espionage
laws, US Code, Title 18, Sections 793, 794, and 798. The law prohibits
its transmission or the revelation of its contents in any manner to
an unauthorized person, as well as its use in any manner prejudicial
to the safety or interest of the United States or for the benefit of any
foreign government to the detriment of the United States. -

.THIS DOCUMENT MUST BE KEPT iIN COMMUNICATIONS
INTELLIGENCE CHANNELS AT ALL TIMES

It is to be seen only by US personnel especially indoctrinated
and authorized to receive COMMUNICATIONS INTELLIGENCE
information; its security must be maintained in accordance with
COMMUNICATIONS INTELLIGENCE REGULATIONS,

No action is to be taken on any COMMUNICATIONS INTELLI-
GENCE which may be contained herein, regardless of the advantages

to be gained, unless such action is first approved by the Director
of Central Intelligence.

—TFOP-SECRET—
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SC-11478/72

27 October 1972

MEMORANDUM FOR THE RECORD

SUBJECT: Histofical Note on the UKUSA COMINT Agreement

1, The question occasionally arises as to the
governmental levels at which the UKUSA COMINT Agreement
was authorized or approved. The attached documents show
that the President of the United States authorized an
agreement in this field, and that the British Foreign
Minister must have been aware of it.

2. Attachment A is a copy of a Presidential
.. Memorandum, dated 12 September 1945, authorizing the
continuation of wartime U.S.-British "collaboration in
the field of communication intelligence."

3., Attachment B is a copy of an 8 February 1946 page
from the notebook which formed the principal basis for the
published Diaries of the late Secretary of Defense Forrestal.
The account of the meeting contained in this excerpt shows
the high levels of the U.S. at which the Agreement was
considered, and suggests that Secretary of State Byrnes
had discussed the matter with British Foreign Minister Bevin.

4. Attachment C is a copy of the account of the above-

mentioned meeting as it appeared in the published Diaries.
At. the request of the Department of Defense, the editors
deleted all references to communications intelligence and
Sir Edward Travis. They developed an innocent introductory
sentence, omitted the first paragraph, and changed the sub-
title from "Communicdtions Intelligence” to "Meeting."
(Not pertinegnt to this discussion, but of some editorial

: interest, is the deletion of 'mot" from~the sixth line of

' the original notebook.) -

EZ IMPDET
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NSA FOIA Case 100386 Page 00298



Doc ID: 6635984

5. The UKUSA Agreement was ultimately signed on
5 March 1946 by Col. Patrick Marr-Johnson, British
Army General Staff, for and in behalf of the London
Signal Intelligence Board (LSIB), and by Lt. Gen. Hoyt S.
Vandenberg, GSC, Senior Member, for and in behalf of the
State-Army-Navy Communications Board (STANCIB). The
parties to the Agreement are described as STANCIB,
"(representing the U, 5., State, Navy, and War Depart-
ments and all other U, S. Communication Intelligence
authorities which may function}" and LSIB '"(representing
the Foreign Office, Admiralty, War Office, and all cther.
British Empire Communication Intelligence authorities
which may function).”

6. Obviously, these parties and signatories were
themselves hardly operating at a lofty diplomatic level;
however, the documents contained in the Attachments show
that they were not working unilaterally or without author-
ity and approval at the highest leveéls.

(signed) Fred Griffin

FRED GRIFFIN
Historical Officer
Division B

An oraney
e

F R W

IEERY A 1
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MEVMORANDUM FOR:

Tha Secretary of State
The Secretary of War
The Secyetary of the Navy

The Sacretary of War and ihe Secretary of the Navy cre
hereby authorized to dirsct the Chief of Staff, U. 8. Arcy and
fhe Comuander in Caief, U, 8. Fleet, and Culef of Faval Querstions
to continue colleboration in ths ileld of ceninication intelligence
between the United States Ar—y and Havy and the Britisiﬁl, ecd to
Vexfénd, moddify or discontinue thig coileboration, es determined to

ba in the best interests of the United States.

/8/ Eerry 8. Trimen

12 September 1945 )
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Decemnber 1985

{b) (1)
() (3)-P.L. B6-36

DESCRIPTION OF
SIGINT RELATIONS BETWEEN NSA AND GCHQ (U)

Approved for Release by NSA on N -~
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I. INTRODUCTICN

The following is a review of the NSA-GCHQ SIGINT relationship
including an assessment of the present value of the exchange
and identifiable problems. This review is intended to serve
as a basis for determining our plans for the conduct of this
relationship in the future, for any improvements/changes
regarding control and accountability of the existing exchange,
as well as developing proposals for additional contributions

which should be made by each party. (U)

(b} (1)
(b} (3)-50 USC 3024 (i)
1I. FINDINGS/CONCLUSIONS oy (31 p 1 5636

- There is a heavy flow of raw intercept, technical
analytic results, and SIGINT product between NSA and GCHQ,
to include direct distribution of product by each party to

both country users. —5-Ccor— K
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1

ITI. BACKGRCUND
- General

The SIGINT collaboration with the UK began in 1941
and was formalized in the UKUSA Agreement of 1946 (enclosed
in Annex A)., It has developed into one of virtually full
partnership and interdependence, to include combined work-
ing parties, joint operations, the exchange of liaison and
assignment of analysts to integrated posts. In addition,
Divisions of Effort (DOE) and/or understandings between
NSA and GCHQ are undertaken to respond to existing require-
ments. Each country makes unique contributions, and while
the U.8. has moved far ahead in total resources committed
and in technoleogy development, the contribution of the UK
continues to be of great value. —{F5—€E€6

- UKUSA Agreement and Appendices

The UKUSA Agreement, dated 5 March 1946, has twelve
short paragraphs and was so generally written that, with
the exception of a few proper nouns, no changes to it have
been made. It was signed by a UK representative of the
London Signals Intelligence Board and the U.S. Senior Member
of the State-Army-Navy Communications Intelligence Board
{a predecessor organization which evolved to be the present
National Foreign Intelligence Board). The principles remain
intact, allowing for a full and interdependent partnership.
In effect, the basic agreement allows for the exchange of
all COMINT results including end product and pertinent col-
lateral data from each partner for targets worldwide, unless
specifically excluded from the agreement at the request of
either party. 1t also makes provision for restricting ex-
change of select materials when it is of special interest
to either party, but notes that such exceptions should be
kept to an absolute minimum. Over the years this has been
the case. Additionally, the agreement makes provision for
obtaining agreement between the two partners for COMINT
relationships established with Third Parties and to ensure
that materials received from such Third Party arrangements
are made available to GCHQ and NSA. Provision was made to
give special consideration to COMINT agencies of British
Dominiens (e.g., what are now Canada, Australia, New Zealand
and to not consider them as Third Parties). Over the years
numerous appendices have been added to cover specific areas
of widening interest and ever-increasing sophistication.
The Appendices to the UKUSA Agreement address such items
as principles of security and dissemination, principles of
relationships with Third Parties, standardization of intercept
formats, common classification and categorization criteria,

IA Case 100386 Page 00381
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exchange of material obtained through clandestine or covert
sources, and principles of UKUSA collaboration with common-
wealth countries. (A listing of each appendix with an
explanatory comment is included as Annex B.) —{P5=€€0YT

: _x (b} (1)
- Llaison (by (3)-P.L. 86-36

In accordance with Appendix I of the UKUSA Agreement,5
NSA and GCHQ maintain a liaison officer in each other s .
country to facilitate SIGINT collaboratiom. In the UK, the
U.5. officer is the Special U.S., Liaison Officer, London
(SUSLOL) and in Washington the UK. officer is the Senior
UK Liaison Officer, Washington,- D.C. (SUKLOW). SUSLOL
represents the National ronelgn Intelligence Board (NFIB)
as well as NSA in all SIGINT relationships with''the UK.
The liaison staffs for each center K |
[ constitute qualified '
people who can liaise with the major key components of
each agency as well as the major operational’ production
groups, a cryptanalytic expert, and necessqiy administra-
tive and communications support personnel.® SUSLOL and
SUKLOW and their respective staffs perform the official
interaction between the two national centgrs, as well as
provide SIGINT support to their national.embassies.

s ‘.\pf
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{b) (1)
(b) (3)-P.L. 8e-36

- Integrated Analysts et v

NSA and GCHQ have assigned cpyptologic specia11sts
into each other's HQ operational elements for purposes of
_comblned operations on select target problems, expandlng
experience and tralnlng, @nd for contribut1ng unigue special
talent or skill. This provides almost complete access to
| by these rintegrated aqalysts in

materials|
the areas where they are assigned. [

- Combined Operations

(b} (1)
(b} (3)-50 USC 3024 (i) 4

(b) (3)-P.L. 86-36
HANBLE-VIA-COMINT-GHANNELS ONLY-
. . r e 50 ETh [ NSA FOIA Case 100386 Page 00383




Doc ID: 6636093

(b) (1)
(b) {3)}-50 USC 3024 (i)
(b} (3)-P.5L. BE&-36

.
+

¥

Other Areas of Combined Operations or Integrated Qperations

The United States and UK have SIGINT personnel asﬁigned to
various select field sites of each other. Thes& include
the following: n

Number of '
People

Assigned

Site

- Exchange of Visitors

A great number of visits are exchanged between the
Naticnal SIGINT HQ of each party representing various levels
of personnel from the Directorate down. These visits take
on different forms, e.g., analyst-to-analyst discussions,
conferences, periodic meetings, management/planning reviews

5

IR RN Y R VI o
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(b) (1)
(b) (3}-P.1., 86-36

.
.

and consultations, Directorate level polié§ decisions.

- Major Conference Exchanges

There are many conferences held between NSA and GCHQ
which cover a multitude of topics. Most are held on an
annual basis and usually alternate meeting places between
the two centers. The more significant conferences include
the following:

Conference Comments
Program Management & Review Senior Management participation
Joint Management Review Senior Management (at Deputy

Director level) participation

(b) (1) 6
() 13)-18 UsC 798
() (3)-50 USC 3C24(1)
(b) (3)-P.L. B6-36
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(b} (3)-18 UsSC 798

(b} (3)-50 USC 3024 {i)
tb) (3)-B.L. 86-36

Doc ID: 6636095

- Communications Tie-ins

Other than CRITICOMM and mail correspondence, GCHQ and
NSA have various means for communications with each other.
There are several OPSCOMM circuits between the two centers.

ERWEE - Computer Tie-ins/Accessibility

(b) (3)-P.L. 86-3¢

v GCHQ has direct access to various NS3 computer systems.

.

~ Technoloeogy Exchangé‘n

There is select technology exchange between both centers,




(L) (1)

() (3)-18 USC 798

{k} (3)-50 UsC 3024(1)
{b) (3)-F.L. 85-38&

Doc ID: 6636095

Iv. VALUE OF RELATIONSHIP

- The value of this relationship is high and allows for
a much fuller SIGINT effort than is possible with only U.S.
resources. -—5—CCoO

(b)Y (1)
(b) (3)-18 USTC 798 8
(b} (3)-50 USC 3C24 (i)
(b) (3)-F.L. B6-3b

Y fala ' ¢
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{bb) (1)

(b) (3)-18 uUsc 798

(b) (3)-50 ysC 3024(1)
(b) {3)-P.L. 86-35

- GCHQ is a contributor to our cryptanalytic effférts,

V. PROBLEMS

(b) (1)
(b} (3)-P.L. B&-26
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L)y (1)
{b) (3)-P.L. B6-36

VI. AREAS OF COOQOPERATION/EXCHANGE

- The GCHQ-NSA SIGINT exchange involves a sharing of a
wide variety of targets worldwide, ranging from military
activities to] lterrorist activities, and

It involves all
facets of SIGINT, 1Le., COMINT, ELINT, AND FISINT. This
arrangement 1ncludes the exchange of materlal {raw intercept,
analvtic, product) onl

- Theré ‘are many xon' 5- and MOU's between bhe partners,
however , & 51gn1flcant amount cf division of effort is
accompl1shed witheut any formal DOE or MOU and'.has. evolved
through cooperation £engendered by personal contact and
exchange~ An understandlng is created on each target of
mutual mnterest in terms of collection, procesking and report-

ing. |
’ ¥
o o () 11)
i (0 (1) (£] (3)-18 LSC 7908
era) ) - - (b) (3)-50 USC 3324(1)
(01130759 Use a9zt Ly B 19 {c) (3)-P.L. 86-35
(b} (3)-P.L. B&-36
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- See Annex C for a more specific desci:‘iption of the division
of effort between the two parties. (U) '

(o) (1)
{(b) (3)-P.L. 86-36

11
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ANNEXES: A UKUSA AGREEMENT OF 1946 -3
B LIS:TING OF APPENDICES TO THE UKUSA AGREEMENT 5+
C DETAILS OF UKUSA DIVISION OF EFFORT (U)
D PRINCIPAL UK CRYPTOLOGIC INSTALLATIONS 45

B U.S8, CRYPTOLOGIC SITES IN THE UK S+

M CHANNELS-ONLY-
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ANNEX A

BRITISH - U.S. COMMUNICATIONS
INTELLIGENCE AGREEMENT 83—

5 MARCH 1946

(UKUSA AGREEMENT)

Iy Slegiin 75— NSA FOIA Case 100386 Page 00392
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BITISH-U. §. COXMUNTCATION INTZLLIGENCEZ AGREEZMTN

r.‘. -

1. Pertles to the Asreezent.

The following agreemeat ls mede between
Stete-Aray-Ravy. Conmun*cat1on Intellizsnce Boar

EoLENT

the

(STANCIB) (representling the U. S. State, Navy, and

Wer Departments gnd &ll other U. 5. Cozx

. (K senting the roleibn O“'ice Adni raltf, War

= ir Ministry, &nd &ll otiier Eritish Empire?

u..".ic:_ u 1 On
Intelligencel authorities which zay funuu_oh) end
: the London Sigrnal Intellizenca. (S GINT) Board

0..1. .LCE.‘
Comani—

cation xute Ligchc authoritiss which ray functlon).

2. scove of _ths Arresper

:) mentloned parties in Commmunlceatd

ation Inteclliponco
only., Hoyever, the cxchanpge of such collaterel

rial es ig2 sappllcable for technical purposes and is

not prejudicial to natlonal intere

. The agrecment governa the reiatlions of

. - N

-

between the Corwunic&ticn Intelligence aygencies in o

both cousitiles,
{,,.I. «..,“/

'Y

\

3 1Thr0u nout Lhls egreement Comnunicsll

-

pauions

e -

\ For the pu‘roqeu of th*s ag“eC"Pnt

Lt

pire 1s underztood 10 mes&n all Britlsh te
\fhan the Dominions.,

— e ————
[ — —— - m———— -

g ‘['\ \'_\_)_ nu..t: ;‘_.lfJJJI_ ]"LAL r"—a_ i\_) :":4

L)

ligence is), umcgrczood to comvhfca all proce
7 velved in the collection, production, and d
l of information derlived from the communlcatl

———————a

3
NSA FOIA Case 100386 Page 6
e

e ———— m——

('hepne_

t
i

Ry

toe above-
meLLers
o AN T

gstvs will be effeocted

-
3

9]

G

of otirer

R

EVN

e

s

L e
I TTTT0 r s i mm v it e e 6t bR

Tt

aailhd

¥

IR el S LR s

Lxa sy o g to o g

'

PN N R S SN

Tpir.

T

e

T
Ry vOROrT i 3

i

)

i

a0 PR H & ¥
Trk ite SV TR RN TR

TR X

Rz

o

v

T

WIS iR

T

e

LS

B
.
-’

,95




D¢ ID: 6636095
o L s e e P T o -
RS RS e R S A S DA NI

o o A ] — e * -..—..,-..-_....__,.___._ . __.‘_

L3

: 3
o 17
i
}
]
LA
e
L
A
A ]
e
@E?
. ;
%’} &
. N
s
L
.
.
AT

.
»
-
L3910 4

.
-

.

T

e

b

BE
——

3. ZExtent of the Agreszent - Products

(a)  The parties agree to thz exchange of the '
products of the followirny operatlonz relating to
.5 :

forelgn communicatlons

! ' _ : (1)  collection of traffic ‘ E i.lf .

(2) eacquisition of communicetion docu- s
ments and equipment S e

(3) trafiic enalysis e
-_(ﬂ}_'cryptanalysis

(5) decryption and transiation

o ' (8) acqu*s*t*on of inforzesilion re ard- ®
e . ing communicetion orgenizeatlion
:} practicas, procedu4es, and equipuv;

A N B o, L

Throughout this egreement forslgn communice- ;
tions are understoocd to zean ell cozmunication:z of o B :
~e government or of any militery, air, or naveal T >
Tirce, fectilon, parity, department, agency, Or burezu o 3
or & Torelgn country, or of any perscin or persons 7y
ecting or purportlrng to act therafor, end shall 1u- o . 5

h
[

2

ADFRTIT e SN

clude commercial comﬂunicaulong of & fo“e$5n counvry

which may contein information of military, po‘iuLCLl

or economic value,, Foreign couniry as used herein
. 4s underatood to Include eny couniry, wWhether or not _
its government is recognlized by the U, S, or the T
British Empire, excluding O"lj the U. 38,, the British
Commonvwealth of Netlons, and the British Emﬂi&e. o

Yy

. gy
v

A

L)

T N
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"formntion regpnrding methods and technlgues
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P

}  Such exchange will be unrestricted on all
dertaken excezt whan anecifically exclude
uest of 2ither paruy '
cinar, I3 iz the oo
- -- - :-':":-"_”"-.. -
1o axorefas o restsiciliona
muitually aprecd upon,
L., Extent of the Aprenment - Kethodnr nand Technlques

(o)

Tr.e partiez. agree Lo the-exchange of in-
Involved
in the operations ovutlined in pArsagranpn {a)., . -

Gxchanze willl be unrestrlicted on all -

(b) Such
work undertakon,” cexceopt Lhat upon notification of .
the other perty information may be withiheld by elther
party vwhan 1ts zpecisal Interssis 8o reguire. Sucn )
notificeotlon will Include 2 description of the in-
formaticn being withield, suflicient in the opinion
of the withholding pariy, to convey 1its slgnificence,
It is the intertlon of eegch party to limit such ex-
cepiiona to the absolule minizour, '
5, Third Partizss 1o the Avraemént

Both pertles will regard inlg egreement es pre-
cluding action wlth third portiecs on any subject
sozertalning to Communicetion Intelligence except in
eccordance with the folloWwing understiending:

throughout this agreement third rarties are
understood to =meen all individuals or &uthorities
othe®" then thase of the United Steotes, the British .
Empire, and the British Dominions,

“Sl

B
. P . .
7
AR AR FE ARG 1 Hin Ao g £oNig ) Tkt il 34 000 JoA S ARE VAR R P 4 L 4 O A

)

s BRI LA ORI ST i)

‘
AR TR

»
T
s W

T T [y T

YTy " :
SLE T AN SR P LN TR

e RSt

TRTe e
el i F TR

s

i i e

B
e
el

1

Vo

i

86 Page 00

== ’m:% ARt A S .
O : NSA FOIA.Case 1003




DocID‘663§095

“a

P I u,...........n-\.,m,...,, e EA IR i ,; EA gy
v T ¥ AR e L T s

*4“} -

A

Etainionte

-~ - FITCCRE S . (= e
. e o T e B

al

ST ’ ‘

.
LR PP 4 Yo a2t

i ¥ vt gt

(n) It will be contrary to this agrcemant Lo i :
reveal 1ts exlsatence to eny third party whoatever, . ° ,

(b) ach party will acek tho agreencnt of the
cther to any actlon with third parties, nrd will

i

. 1

take no such ectlon untlil 1ts adviaabillity L3 apreed !
" upon, . o :
. - - - - i

{¢) The egreemznt of the other having beea .- . .. = °
cbtaeined, it wlll be leflt to .

the pariy concerned to
carry out the agreed oction in the most appropriate
way, without obli sation Lo Cisclose nrecisgly the
channcls thirough whicn actlon 1s taken,

i
i
!

{a) =Eacn pasty will ensure that the rosulis .

of &ny such z#ction are made avallablo to thws othor, I
—~. 6. Thnes Domrinions . |
~ (&) vhile trhe Dominions &re not parties to :
:) this agrgement, they willl not be regardicd &z third !
rarties. :

(b) The London SIGIHT Loard wiil, howover, o

keen the U. 5. informad of &ny arrangumentd or pro- T

posed .arrangenents witn any Domlnlon ngencles

(¢) STANCI® will make no arrangemenis witn 4ny ' :
Dominion agency other than Canadian except through, 2

or with the prior &pprovel of; the London SIGILHT ) ot
Board. )
(d) A= rega»«da Cansda, STANCIZ will r-o...pletc
no errangaments with eny dg=ncy therein without Tirst .
obteining the views of the London uIG:hT Boerd. 3
T
. : i b4
(e} It will be conditionsl on eny Dominion , if
agerncles with whoz collaoo-¢tlo“ takes plece that . 5%
P L
2
© o
.
D ' 3
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B : ‘ !
} N wem e e e TmmIees A
A ez i e a menm
tfey ablde by the terms of paregraphs 5, &, and g
of this agre=ament and to the arrengcaents laid
downa In paragrasn 7.
7

t U, S. and British Zmoive Lzancies

(8) STANCTE will make no arrangements in the
sphere of Communlcatlon Intalligence with any British
egency except through, or with the prior ap-
proval of, the London SICINT ZBoard.,
X (o)} The London SIGINT 3card will make no ar-
) rangements In ths sphers of Comuwalcation Intelligencs
with any U, 5, agency gx:ept through, or with the
prlor approval of, STAXCIB. : .

¢. Dissemlnatlon and Saour

. 187
Communicatlon Inteliligence and Secrst or above
tzchnical matters connzctsd ifhkrewith will be dis-~
— seminated in accordance with Ildentlcel szcuritity
" regulations to bs drzwn up and Xest under review
:7 by STANCI3Z and th2 London SIGINT Zoard in colliabo-
= retion. "Witnin the terma of thgse reguiztlions
.disseminetion By either party will be mede to U, S.
recZplents only &3 approved Ty STAUCIE; to British
Empire reciplents and to Dozinlon recinients other
tloin Canadien only eas apnroved oy the Leondon 3IGINT
Bourd; te Canadlon reclulents Oonly &3 &oproved by
elvher OTAKCIS or the London SICINT Board; and to
third party rescisgients only &3 joinily epproved oy
STANCIZ end (ns Loondon Zoervi,
X G. IDfceominsvicn ond Lesorlus - LormsTClial
k2 STANCIZ &nd the London LICILT Beard will srsurs
s nat without prlor notiflicatlon end conssnpt of ine
‘ other party in each instance no disssminmtlion -of in-~
;formetion derived from Communication Intelligence
"sources L1s aade t¢ &ny individua) or agency, goveérn-
‘mental or othesrwise, that will exploit 1t for com-

merciael purposec.

e, b4
Lo T

. ERE T *

By
S

TR ,\:33'3."::.
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5 March 19L6

P e R Sk e e o e e i L ey - - —, P
. :)-_ . . 2 L] &
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‘ =iia ; LT e T
R FET. ] N — p—
T
10, Preovicus Apnreaonants
This agrsengnt supcraedos £ll prhevicus Gpras- .
ments vetwsen BEriiisn and U, 2. cutnoritles L. Loe '
Conmunlcation Intelllipeonce [leld, ;
1
11, Amendnent end Termirsbtion of Arrasrarns
ThLs eprecs et may ve masended or termlinated i
completely or in : aL o an; time by mutual sprac- i
ment, 16 nay be InLves ceopletely &t any uvine :
ocn notice by elin i, fniouid either conoider 4
ils interests bes 4 by suen ecvion, Ty
¢
- '
12, Activesion end Lnnliomaniciion of
An @]
effective ¢!
5 T atives of '
S STANCIE, Thersafier,
nent&tica wiil be arranged belween thne |
— Intelligence suthorities concerned, guedccu Lo ire = |
T —_ - - - PR - 1
. approval of the London SIGINT Zocard and STANCIR. !
= - ;
l
i
‘i
y
For and In benalf ol the For oand in DYenaifl of the, i
_ondon Signel Invelli- State-Army~ievy Communi- J
sence Boerd: cetion Inleliigence Boord: v
L
r) . - L:y\jrg ™ ~~ :
LA 1 .. . , 1 A .
EL 1N {a' i, \b‘_' |\‘ - 9_:&-‘_’_’-—‘__4'—3—-.—-.
k Fatrlex Merr-jonnson Koyt 8. VerGenoer s
Colonzl, British Army Lieuvtenant Generel, GIC
General Stell Senlor dMember -
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ANNEX B

A DESCRIPTION OF THE APPENDICES
TO THE UKUSA AGREEMENT {83
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UKDJ3A AGREDIEIT ATSTIDTINL
CEL 1Y i

by (1)

.. {b) (3}-18 USC 798
PET 4 - TERMS T = v (b) (3)-50 USC 3024 (1)

APFEMDIX A TERMS TO BE USED o e poL. 56236

ATPENDIY B « PRTNCIPIES OF SECURITY AND DISSEMITATION

ATPERDIY G - EDOOHATGE OF COLIATERAT, MATTRTAT AMD Cmm"r MATERTAT, -
OBTR’EHZD[

ATTENDIX H - COMMUNICATIONS
ATPIDIN I - LIAISON AND METHODS OF EXCHANGE

APTTNDRIY J - PRICTRPLES OF UZISA COLLABORATION WITH COMAONUEALTH
COUMTRIZS CTHER THAN TIE U.K.

' ATPENDIX H - ARPANCEMENTS3 FOR EMERGENCY RE-LOCATION OF COMDIT UNITS

APPERDIX O « SUPPLFMGITARY ARRAIGEMENTS FOR COOPERATION BETVEEN
SPECIFIED U.C. AND UK. COMINT UNITS

APPELDIX P ~ COMINT RETATIANI VITH THIRD PARTIES AFFECTIHG UKUSA
RETATIONSHIFES

APPENDTK Q - OPCAWIZATINN o7 U, G,-BRIICH NI IINICATIC RTLLLISTHOR
COLIABORATION I WAR

r

APPENDICES WHTCH THE DIRDCTICRS, MOA AMD CGCHO, MAY
CEANGE OR IGIERPREY BY [TYUAL AGKEEIENT

APPENDIX C - DESIGNATION OF INTERCEPT TARGETS

CO~CPDTLATICON OF TRATFIC AMALYEIS AND EXCIHLMWGE OF TRAYFIC

RTAL

ADYEEDTCE - GR-RRDTIATION OF, AND IECRANGE OF ITCRATIo o4,

CRYPTAUALYSTS AlLID ASSOCIATED TTCENITQULE

ATFENEIX F - EXCHANGE OF COMMUNICATICH DNITILIGENCE AND CO-ORDIMATION
7 PRAMNSIATINN

SITIDNITY K = COITABORATIN I TUE FIJSSIAN ITITHIML INLAT] IE<T FIELD

EYPENDIA I = FXQInIr O DIFORMATTON OFN INTERCEIT EQUITMENT, FACILITIES,
PROTAJCTION, FLCEARSH AND DEVRIODIEID

PEIPRUDEC M - FACIIWE OF PAW JWTFRTAL AHD STANDARDIZATION OF RAW
MATERIAL [ORT
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TTRODUCTION TO TEE AFPENDICES

A listing of arrangements which govern the collaboration between
the U.S. and U.K. COMINT Agencies, including statements of exchange,
liaison, standardization, allocation of resources, telecommunication,
courier, review of Appendices.

TENDI{ A « TERMS 0 BE USED

A definitive listing of terms placed in the context of the
Agreement,

1

APPENDIX B -~ PRINCIPLES OF SECURITY AND DISSIMIVATION

Defines a nurber of terms peculiar to the SIGINT agreemenis; specifies
the considerations for assigning CCMINT to categories; establishes besic
security principles governing cellection, access, dissemination and
transmiseion under all conditions of world climate.

APPENDIX B AIEXURE Bl - THE ASSICIRINT OF COMIUT TC CATEGORIES ALD
SUB-CATEGORTES

This arnewxure delineates the basis for (a) the estzblishment of
sub-categories, (b) ths assignment of COMINT to categories and sub-
categories, (cs the elassificatieon of COMITT aesigned to categories and
sub-categories, ard (d) the applisation of ccievords to catezories and
sub-categories. It éoes not accomplish the detaziled categorizaiticn of
all COMINT, but along with the criteria described in Appendix B, it
governs the preparation and maintenance of current mutuelly sgreed lists
1o indieate the precise assignment of all COMINT categories and sub-
categories.

ADPE

UDIX B AIWEWUEE B2 - SECURTTY PRTICTPIES GOVERUING THz CCILUCT OF
< i S5 :

. OfBERTTNIS T REEOSE

This section defines exposed areas, risky situations, dengercus
gituaticns, and hazardous activities. It sets up safegusrds for con-
trollinz the azaiznment of personnel to hazardous ectivities and
provides safeguards far the conduct of COMINT operations In exvesed
arcas or in risky or dangerous situations.

APPEMDIX B AIDTENURE B3 - CULASSTFICATICYN AND HANDLTHG OF LTFORMATICH

FEIATED 90 CCMINE OB OOLID ACTIVITIES

This annexure estaeblishes minimum standards with respect to the
herdling and elassification of informaticn which 15 neither COMELIT nor
that contained in technical material ovr documeats that reveal achiwel or
prognosti:ated zuvcess or efiort concerning the productien of COMINTD,

NSA FOIA Case 100386 Page 00404
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FOP-SECRET
VRN

yeh resoals directly or by implication the existence or nature of CONINT
or of COMINT a:tzv:.t*es

ATPENDIX B AMNEXURE B3 ANEX A - TYPES OF INFORMATION TO BE GIVEN THE

SAME PROTECTION AS COMINT

Lists the information whizh is neither COMINT nor “technical
material” and wHich must be accorded the seme protectlon of the classifi-
cation end codeword of the hizhest category of COMINT {o whick it relates.

APEEMDIA R ANIFXURE B3 AMNEX B ~ TYPES OF TFORMATION TO BE HANDIED VIA
COuIN. CHATMTELS OHLY

Thls Anrex prescribes the classification end hendling procedures
for information that does not require coevword protection, tul wnich
relates to COMINT or COMINT activities.

APPENDIX B AWEXURE B3 AINEX C - TYPES OF TFORMATION WHICH MAY BE
HANDLED I ACCORDANCE WITH NMOZUAL SECURITY REGUIA‘I‘IGNS

Discusses the types of information pertaining to COMINT which
requires neither codeword protection nor the caveat "EANDIE VIA COMINT
CHANHTIS OIEY" and 7111 be classified and bapdled in accordance with
V.S, or UK. govermmental security regulations in effect for informoiion
uraornectsd with COMITD or COMIT activitles,

APPENDIX C - DESIGNATION OF INTERCEPT TARGETS

Cutlines the ITA case munbering system for deseribing intercept
targets in all f£i=lds cther than Internationzl Commercial, for which
8 siparate pysten is noted.

LD - CO-ORDIVATIEON OF TPATRIT AVALYSIS AUD EXCUVANTE O TRATTIC
5 LA TR TAL
Provides guldelines for the exchange of T/A materlials and for
coordination of intercept ¢omi»ol to minimize duplicatlon.
APPIEETITE D AITIEIRE DL - WP AF"‘.'“"’”-T:TTS FFPACISEDR AT TI5 1657
COURLRENGE FOR THE J.TPLL;-?J.,:.__-“._lJ_l oK)
Fiir 26 ‘ - S
r= e e ey P b {3)-18 USC 798
- MR NSA FOIA &ase Qﬂl&&Bag&QOwS
(b) {3)-P.L. B&-35
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APPRUDTE B - COORDINATION OF !L"D EXCHALGE OF TMFORMATION ON,

AL \L.’.bTo AT \t.SG(.L‘-\J. -0 "V REMEN]

A statement of the principles governing coordination of, ard
exchacge of information on, cryptanalysis and assoclated techniques,
irnluding standardization of sycsten nemenclature, status of tasks,
allczation of tasks methods techniques and technical products, crypto
intelligernce and transfer of devices arnd apraratus. .

o

APPF‘NDIZ{ B AMIEDERE 1 - WORNIE: ARPANGEMENTS RPACOED AT TEE 1248
y POR TaZ Ih.‘”:'_”EL-EA TT00 OF AVPyDIL B

f

T

Conzists of arrangements for informal allocation of eryptanalytic

art reference titling or systsm nomenclature, how to propose
& title and prevaration of Sysuem Identificeticn Sheets, preparation
of the Master File and preparation of the fuartsnly Status Report.

APPENDIX F - FXCHANGE QF CTaRJNICATION INTELLIGENCE AND COORDINATTION
i "’?J" HILATION

- -

. Provides guidance as to stendardization on format and content of
translations ard Tor editcorial comment on COMIHT which is exchanged.

.A"PJ"FIT"TX T - FEXCHANGE ("OT JATERAT, I«‘A'I‘RI’XL AWD ¢ "DLTEE MATERTIAL
o PRTIERG IR r*fﬂ‘ﬁ‘-t*mr I R R A A R

.. i TINYS

Provides edditicnal gouidence beyond that in paregraphs 2 and b
of the Agreement on the handling or exchange of collateral materials
ard COMET materlals obiained clandestine or covert sources.

ATPERDTN T - COMMHILATICNS

-

Vrovides general guidenne as to telecommunications required,
irgteation, main ”.=~'-ﬂrvr> ""“’_L cparaiicn of fterminmals, provisica ai‘
ecuiymant, crypivographic 15, courier or tag rouiss, microiilm and

G 1:;ni:d.‘bions lizdison

T THE 1953

Diseuscses toe reqiirsments for:

1. U.S. Statlirs and Uniis lacated or relotatad in the UK.

2. Communleaticn arrangements for stations end wnifs located o
reloeated in the U.X.

2. U.S. Stations sbread relocased io Bri‘::’.sb controlled tzrritory
gnd Britien Stations abresd relouatsd %5 U.S. controlled territory.

27
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r ™ ~ ] d
ML A

L, Tranc.ntlontl: Foollities

5. Trans-Pacific Facllities

6.~ Other combined cozmunication Nets and Links (Existing and
Planned)

APPENDI I - LIATSON ANID METHODS OF EXCHANGE

-,
Provides for liaison personnel., channcls for requests on exchange
of materials, and assistance to liaison persconnel by the hosi country.

APPENDIX J - PRTICIPIES QF UXIISA COLLAEORATION WITH CCMMONWEALTH
COUNIRIES OIFER SHAH THE U.K.

This appendix records the general principles goveralng UKUSA COMIT
collaboration with Commonwealih countries other than the U.K.

APPESINTY J ATMNIDOIRE J)1 - UKJSA ARRANGEMENTS AFFEC""I’G AUSTRALIA ALD:
1B HEW ZEATLAID

1
Selfw-explaratory. Eﬁ; 23;—18 usc 798

(b) (3}=-50 USC 3024 (1)
(b} {3)-BE.L. B6-35

APPIITLIX K = COTLAROPATTION W71 710 PTATH TEYT RTINS - P

Provides for guideliras on intercsph priorit:;,-tm__—ic excharge,
product exchanze end forecast of outvut tzsed -or |plain text as

ATPENDTN K AI[‘W‘QTPJ‘ K. - WORKTIG ARRATIGFMENTS REACHED AT THE 1948
COHFLEENCE FOR hp LPTEME TV TON OF APIMIDIY K

Conalsts of erhibite to tha apperdix showing o spacivan prioriiy
list, a spaoiman Interespt record, o forecast of plaln text reports, and
other formats pertircent to Appendix K.

P" un.'c‘“y:

Provides for a comprehensive Armal Techuieal Petort concerning
(a 811 interespt facllities installed and evailable for use ah Inlerespd
and D/F stations whether or not such facilities are in use end (b) Cetails
of mmbers and types and descriptions of iIntercept equipment under contizos
end/or in produetion, togsther with proovzble delivery dates.

~HAHPER-VIA-COME T TR ETS—EHEY—

My VM T T ALER NSA FOIA Case 100386 Page 00407




Doc ID: 6636095
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Jighn e L A"'WTF.L. Il « BT ':f:_‘-"f“*'I“"'I""fs OF The UNITED KTIGDOM = WRIDTED

TR A Al pmnie it So
DADEAN COIRTREVCR O ¢ UOREIERT SUTE SUR/ERS, 1353

This sectlon gets up objectives and general principles of operation in
making site swrveys in the nerthern arw2 (noth of +he 55%th I:am.llc-l).

APPIINTY M~ ENOTEANGE 0F RAW MATCEI T AMD STANDARDIZATION OF RAW.

!\.T.‘-l.L.C.J“ TAT, PUORGAT «

Bets wp procedures and a standard format for use in the exchange of
rav material,

APPERIMTEL M ATTIXIRE ML - WRMNIMG
C‘r".'..;

ARFAICENMETTS REACHED AT THE 1948
REHCE FOR WAR DMETEEUTATION OF AFR:MIX M

v Consists of exhibits to the Appendix, showing formats or layout for
various kinds of raw traffic.

APPEIDIX I - AREANIEMENTS FOR ERERGENCY FWLOCATION OF COMINE UNTITS

This section deserives conditions and situations under which exergency
mtinn of either or both U.S. and U.XK. COMINT units is desireble and
itins the recponsitilitias of the several rporties 1f such an event

OIX INTEMIRE T - RelATION O Ul.S. AND UK, COUITY UNIES -
PRU:’"‘ ;0T QF Ek"JIPs_Z,' B

Discusses responsibility for providing necessary eauipment to the
variocus units whiech might have to be relccaied on an emergency basis.

I T
COMTTD IS ATTSADY

"
.,

ALY SO

A listing of the various U.S5. ard U.k . CQMITT Units located on
territory controlled by the other pariy.

FHE P03 GOOTLRATION REDWIENT S‘DE""TT‘

. L~ Aesien M2l 00

Self-explanatory.

29
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- ﬁﬁﬂ-“‘l"ri‘"‘ff'.‘?b FOR COOFPTRATTION RETHTEY G H

.
1}
Lol BADTIO .5' TADEQLT BO3T

Provides for liainon and cxcharge of personnel, coordination of
intorcention and exchange of infersephed traflfiz between the 1fth RSH
and Cheadic and the X0 FCM and GOIN.

’
a4

AI‘PI‘__ T = G2 RERATTIANS WiTH THIRD PARTIES AFFECTING UXUSA

Baszis prirziples gevsrning COMIT arrangements by the U.K. and U.S.
with Third Partiez.

COIRE Pl - DERTMITICIS

terms used in Appendix P.

APPENDIX P AMURMIJRE P2 - CTTFPIMATICHAL COMINT ARRANCEMENTS FOR ALLIED
COMMAITD EVROPE

A staltement of principles governing the irternationsl, as
dfstdingoizhned from Lhe ooaredy WTJEA, COZYE swpmort +9 be provided to
UL.c AlZied Command Eurcwe (AJE) in toth pezce and war.

APPL‘D"'{ TIONAT, COMITTT ARRANGEMENTS FOR ALLIED

TIID Alis
A shatoment of principles governing the international, as distiugadshed
from The purely CAMLEGIS, CMMET support 3o be provided to Allied Command

Atdantis (AUTANT) in oouh poaas and war.

SRS, - BRITISY GOMNTTII0ATIAN THTAILICT

[ A SRR A U S N M i e msemw el _-—

as to govern CIMEIT collaboration between the

SATECH BETUWIEH ULS. ATTo LI, JATIONAT

This avnsxure ce4s forth agreed arrsngerents for Implementation «f
the prireirleg o exllatorstlon in & wartime siivation and the form=tisn
of the Cuntined Cinter Eureme (HUZ).
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¥ FrLCURIES GF TARTTE COIL’XﬁORATION AMONG coMTY

ADOTIIN O AIGTEOTRE @2 <
CELLLRS oo 245y T8, LK, 40D OO BRITIS CULTuVEALTH CCOUTTRIES

Deseribes steps to be taken in the event of hostilities involving
U.8., U.K., Canada, Australia, and New Zealand to ensure the greatest
possible contribution to prosecuting the wmr ronsistent with security,
Lncluding planned oversens Natiornal CCWIT Centers.,

Ll
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ANNEX C .

by (13
(B} (3)-P.L. 86-3¢

DETAILS OF UKUSA
DIVISION OF EFFORT 55—
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o} (3)-18 USC 798
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ANNEX C (o) (3)-P.L. 86-35
DETAILS OF .UKUSA DIVISION OF EFFORT (U) S
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U.K. SIGINT DEPLOYMENT

The U,K. SIGINT deployment has major concentrati

" personnel at the following locations:

== of xesources and
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BRITISH-U. S, COMMUNICATION INTELLIGENCE AGREEVENT
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l. Parties to the Agreement

‘2. Scope of the Agreement

3. Extent of the Agreement - Products

L, Extent of the Agreament - Methods and Techniqueai
B 'Third Parties to the Ag reement

A

©. The Dominions

7. 'Channels betwecn U, 'S. and British Empiro Azoncios
8. Dissem;nation and Security. ’
9. Dissenination and. Security - Gommercial

10. Previous _Agreenents

1l. Amendment and Terminatlon of Agreoménﬁ

12. Activation and Implementation of Agraeﬁen#
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BRITISH-U., S. COMMUNICATION IYT:LLIGEbCE AGREENENT . o . } K
1. Parties to the Azreement. - A A wE TED
- % - s ,‘ . x ¢ ,-.‘.""- -
The following agreezment 1s made between the - .

State-Army-Navy Comounication Intelllgence Board -~ - . &
(STANCIB) (reprgsenting the U. S. State, Navy, and "
War Departments and all other U, S. Comzunication %f?*f-‘ﬁ-
Intelligencel authorities which may function) end
the London . Signal Intelligzence .(SIGINT) Board: (repre-
senting the Forelgn szice Aamiralty, War Qffice, .E.
Alr Ministry, and &1l other British Enpire2 Cozmmunt- - -
cation Intel;igence authorities wnich nas funcuion). |
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The oagreoment governs the relatlons of the above-
mentioned partles irn Commnunlcation Intclligenco matiers

only. However, the cxchange of such colluteral nute- ,
rlal es iy applicable for tecunicael purposess and is £ b, B
l .not prejudicial to national interests will be effected ; f
: between the Communicaticn Intelligence agenciea in o7 4f;
both countries, T - 3
o l' e ,‘a - L. s C o e e e % ~El
* s 3 o
3. 1Throv¢boat thisg agreement Communicstion Intal- R b 2;
R ligence 1s:undarstood to comprise all processes Lin- e © 1
“ / volved irn the collection, ﬂroduction snd digseminatlion } g . B
of information derived from the communicatlons of otcer / 5.
natiogs. _ VY SRR, -
“For the purposes of this agreement British Em-- % .. .. | }§
pire is understood to mesn a&ll British territory other Porte s : éﬁ
than the Dominions, - Ny T g
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3.  Extent of the Agreement ~ Products

' (a) . The parties azree to the exchange of the
‘products of the following operations relating to
' foraign communic&tions-3

:j "Ti B ML (l)‘ collection of traffic B “j?;ﬁ!-

(2) 'acquisition of communication docu- fﬁ#fﬁ““f.“
ments and equipment o 25 Lpest

(3) traffic anslysis
}f T e o f(h)_.cryptanalysis

| e (5) decryption end transiation . I'°
/;?  : i (6) .acquisition of inforzation-régﬁ;ai.

Nt ' : ing cczunication orgenizstions,
’:} - practices, procedures, and ‘equipment.

3Throu5hodh this agreement forelgn communica-
tions are understood to mean a2ll commuricationz of
the government or of any military, alr, or navael. .
T.»ce, faction, party, department, agency, Or bure&u
Oor & Torelilgn country, or of any person or persons
ecting or purporting to act therefor, and shall in-
clude | |corﬂun1cations of a foreizn country
-wvhich ray contain information of military, political,
or economic value;, Forelgn country &s used herein
. s uwnderstood to include axy country, whether or not
lts government 1s recoznized by tre U, S, or the
British Emplre, excluding oaly the U: 3., the British
Commonwealth of Nations and the- British Empire.
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(b) Such exchange will be unrestricted on 81l et
work undertaken except when 33°cif1callj excludecd R
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. frem the agreezent &t the reguest of either party T
End TLEN tna aZresTint €5 CAs ounat, % Az hs fo. %, :
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whe aTn3iuils rinisus and to cxercissz ro restrictiona
cther than those reperted and mutunllj agrecd upon..

L 4, Extent of the Azrecment - Methods nnd Techniques

) (a) Tre *arties.ugree to the exchange of in-;ifw
formation reygarding methnods and techiniques, 1nvolved
“in the oparutlons outllned in parugrnph J(u)

(b) Such oxchande w11l be unrestricted on all
vork undertﬂurn ¢rccpt that upon notification of .
the otner party informatlion may be withheld by elither

_;-;; party unnn its special intéerssts so require, Sucnh ;
s " notificatioa will include a deszcription of the in- '
D = . formatica peing withireld, sufficient in the opinion

of the .1tn:o‘c1n" parly, to convey its signilicarnce,.
It 1s the intention of each sariy to limit such ex-
ceptions to the absolute min‘nmuz,

b; Third Partlies to_the Agreem,»A

Both parties will regord thlp sgroement &s pre-
cluding action with third parties* on any subject -
wprertainlng to Communication Intellligence except in | G,
accordance with the following understanding: . -. .. _:nzgf
2‘l"l*mou;g,nout. this agreement third garties are . ;.ﬁ
understood to msan ell individuals or authoritlies Lo
other~then those of the United States, the British e
Empire, and the Brltish Dominlons. - . EREPTRE I -
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(a) It will bo contrary to this ogroement to
raveal its existence to any third u&rtj wnatevur._f’

(b) Each party will scek tho agresreat of the
ouhcr to any actlion with third parties, and will

take no such action until its advi;abilitJ 13 agréé&
upon, :

_ (¢c) The agreement of the other having been ... .o
‘obtailned, 1t will be left to the party concerned to”;ﬂ
carry out the agreed action in the most appropriate .
way, without obligntion to cisclose nreciselJ the
channels through which action is tQYGn._
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(d) =ach p&rty will ensure that thu.rcsuiﬁﬁ»
of any such action aro mnde avallablo to tnf: othor

" 6. The Dominions - . V ' 4 - e

b
i
i
]
|
I

= _ () ¥hile the Dominion3 &re not parties to .
:) this agregement, they will not be regardcd as third
rartles.

(b) The London SIGINT Eoard will, howsver,
. koen the U, S, Iinformad of any arrnnécmrntu or pro=
,posed arrangements witkz any Dominion aganclies.

(¢c) sTANCIZ will make no arrangewvuts with any - 0 . B
Dominion agency otner than Canadian except tlrirouga, ' - b ES
or with the prior approval of; the London SIGIwm P IE :
Board. "

_ (d) As regards Cenada, STAKCIE will complece"
no arrangements with any agency thnerein without first
ovtaining the views of the London SIGINT Bcerd.

(e) It will be condltlonal on any D0711¢Oﬂ
agencles with whoa coll&oo*ation takes place thot
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they ablde by the terms of parezraphs 5, &, end 9
of thils agreement and to the arrangements laid
down in parazranh 7.

it 7. Channels Between U, S. ard British Empire Azencles

W

.

- proval of, the Londsn SIGIKT Board

8. Dissemination ard Se;ur;tv

(a) STARCIS will make no arrangements in the
sphere of Communication Intelligence with any British
Empire agency except through, or with the prior ap=-

(b)  The London SIGINT 3oard will make no ars

rangements in thez sphere of Communication Lntelligenqe"

with any U, S. ageacy except unrouuh, or with the
prior npp“oval of, STAXCIG.

Communicatlion Intelligeace and Sscret or ajhove
technlcal matiers connected tharewlith will te dig-
exinated in accordance witk ildentlcal socur*ty

regulations to be drawn up and xept under review
by STANCI® and th2 Lorndoan SIGINT Board in colliaho-
ration. Witinlin the terms of these regzulatlons

.dissemination by either party will be mece to U, S,

reciplents only a3 approved Ty ZT:ICIB; to British
Empire recipients and to Dominion reciplents other
tran Carndinn only as approvef Dy the London SICGINT
Bowrd; to Canadian recipients only a&s approved by

either GTAKCIB or the London SIGIKT 2oard; and to

third party recizlents only as joinily approved by
"STANCIZ and the Lomdon SIGILT Zaavid
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STANCI3 and the London JIGINT Bosrd will er nEunE
- that without prlor netification eand conssent of ine '
other party 1n each instanze no dissemination -of in-
sformetion derived from Communicatilon Intellizence
sources is made to any individval or agency, govern-
‘mentnl or otherwise, that will explolt Lt for com-
merclal purpocecz. .
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10, PFrevious Agzrecrents

This sgreecxant supersedes gll previous Lygruc-
mente between British and U, £, authorities lh Lie
L - Conmunlcation Intelligence field. .

il gggndngdt and Termirution of Apreerert

. This agreenent may Ve susenced or. Lcrn;n&tcu
. completely or in part &b an; time by mutual opreao- T
ment. It may be terminciec ccmplete;J et any tine : ¥
) ) on notice by eltier 1AL, shiouid either considsr - ’
. l1ts interests best =erved vy such sction,
e

sigrt

‘:a
.(’l

12. Activation end izclemantation of

Tals &greesdant becomes effective by ciznature - T
ol culy authorizeo renresentetives of e Loncon
SIGINT Boerd anc STANUIR., Thereaftie lte irnle-
mentation vill be ar:ranged between tre Communieatliqa
~ Intelligence sutroritius concerred, subjcet to tre S
o approval of the London SIGINLT Board and STANCIB. '

G . .

Fdr an& in behsal? of the For and lu dehzalf of the,
_ondon Signel Intelli- State~-Army-~Levy Conmunl- i
Zence Board: ceticn Intellipence Boord:

Y

3 1 / = % 4
N <y &L
SIS N S {,," i, ; M be\..%/_‘r_h‘;‘_.
“osrick Merr-Johnzon’ Eoyil S. Verderioerg
Colonel, British Army Lieutenent General, G3C
General Staff - Senlor kenber

Ve

5 March 1846
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EUROPEAN COURT OF HUMAN RIGHTS
COUR EUROPEENNE DES DROITS DE LHOMME

T:+33(0)388412018
F:+33(0)3 88 41 27 30

www.echr.coe.int

ECHR-LE21.7R
PMC/ji

Ms Megan Goulding
LIBERTY

Liberty House

26-30 Strutton Ground
UK — London SW1P 2HR

GRAND CHAMBER

Application nos. 58170/13, 62322/14 and 24960/15

Big Brother Watch and Others v. the United Kingdom
Application concerned: 24960/15 — 10 Human Rights Organisations and Others v. the United

Kingdom

Dear Madam,

21 February 2019

BY E-TRANSMISSION ONLY

Further to my letter of 4 February 2019 informing the parties that the above case has been
referred to the Grand Chamber, | write to advise you that the Grand Chamber constituted to
consider this case (Rule 24 of the Rules of Court) is composed as follows:

Guido Raimondi, President,
Angelika NuBberger,

Robert Spano,

Vincent A. De Gaetano,

Jon Fridrik Kjglbro,

Paulo Pinto de Albuquerque,
André Potocki,

Faris Vehabovic¢,

lulia Antoanella Motoc,
Yonko Grozev,

Carlo Ranzoni,

Martins Mits,

Gabriele Kucsko-Stadimayer
Marko Bosnjak,

Tim Eicke,

Darian Pavli,

Erik Wennerstrom, judges,
Isil Karakas,

Egidijus Kdris,

Paul Lemmens, substitute judges.

EUROPEAN COURT OF HUMAN RIGHTS
COUNCIL OF EURCPE

67075 STRASBOURG CEDEX

FRANCE

COUNCIL OF EUROPE

CONSEIL DE LEUROPE

COUR EUROPEENNE DES DROITS DE L'HOMME
CONSEIL DE L'EUROPE

67075 STRASBOURG CEDEX

FRANCE



Written Procedure

The President of the Grand Chamber has directed that the parties shall have until 3 May 2019
to make further written submissions. You will be informed shortly of the particular issues which the
Court wishes the parties to address in those submissions.

A copy of each party’s memorial will be sent to the other party for information and, where
appropriate, comment.

The President has also directed that the applicants in the 3 joined cases should submit a single
memorial. | would therefore ask you to agree to a representative who will act as the one point of
contact in these applications and to inform me as soon as possible of the details of that person.

The core bundle of documents agreed by the parties in advance of the Chamber hearing will
be admitted to the Grand Chamber hearing file.

Finally, | draw your attention to the fact that your claims under Article 41 of the Convention
remain as originally submitted. However, within the above-mentioned time-limit, you may amend
the original claims for costs and expenses in order to take account of the proceedings before the
Grand Chamber.

Oral Procedure

Any specific points on which the Court might wish to hear the parties will be sent to you at a
later stage.

The President of the Grand Chamber has directed that the hearing shall take place on
10 July 2019 at 9.15 a.m. He will meet the parties’ representatives in his office on the same date at
8.45 a.m. in order to discuss certain preliminary procedural issues. Each party shall have a maximum
of thirty minutes for initial submissions to the Court and ten minutes for submissions in the second
round. In both rounds the floor will be given first to the applicants’ and then to the Government’s
representatives. The hearing should end by 11.15 a.m. at the latest.

| would also advise you that a hearing in the case of Centrum fér rdttvisa v. Sweden
(application no. 35252/08) will take place on the same date at 2.45 p.m.

Yours faithfully,

s

Sgren Prebensen
Deputy Grand Chamber Registrar



6/7/2019 New U.K. Law Fails European Court Standards on Mass Interception Disclosed by Snowden - Just Security

by Scarlet Kim
September 27, 2018

Last week, the European Court of Human Rights issued a major judgment in three
consolidated cases challenging the U.K. government’s mass interception program,
which was first revealed by Edward Snowden in 2013. That judgment finds notable
deficiencies in the legal framework governing mass interception, rendering the
program unlawful under Articles 8 and 10 of the European Convention on Human
Rights (ECHR), which protect the rights to privacy and freedom of expression.

The response of the U.K. government has been to point to new surveillance
legislation — the Investigatory Powers Act 2016 (IPA) — passed during the course of
the proceedings, which it asserts fixes the flaws identified by the Court. David
Omand, a former director of the Government Communications Headquarters
(GCHQ), the U.K. signals intelligence agency, similarly dismissed the judgment on
the grounds that “[i]t tells us very little new since parliament had already accepted
the need to tighten up the regulation of bulk powers.”

But the particular failings identified by the Court persist in the U.K.’s new
surveillance framework. Those failings relate to how GCHQ (1) selects the “bearers”
within fiber optic cables for interception, (2) searches communications obtained
from those cables, (3) examines communications-related metadata, and (4)

searches and examines information subject to journalistic privilege.

The U.K.’s Mass Interception Program

https://www.justsecurity.org/60878/u-k-law-fails-european-court-standards-mass-interception-snowden-disclosed/ 111
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GCHQ conducts mass interception of internet traffic by tapping the undersea fiber
optic cables landing in the U.K. Fiber optic cables contain fibers that carry internet
traffic, and those fibers in turn carry “bearers.” GCHQ has described “bearers” as
being “analogous to different television channels — there are various ways of
feeding multiple bearers down a single optical fibre, with the commonest being to
use light of different frequencies.”

GCHQ selects bearers to intercept, then directs a copy of intercepted internet
traffic to buffers, which are temporary storage spaces that reportedly retain content
for three days and metadata for 30 days. This information is then filtered and
searched according to “selectors” and “search criteria.” The U.K. government has
provided email addresses and telephone numbers as common examples of
“selectors,” but the full scope of permissible selectors is not known. And we know
even less about what can constitute “search criteria.”

Intercepted information is stored in databases, which analysts can query, data-
mine, or use to call up information to examine further. In September 2015, a new
disclosure of Snowden documents revealed three GCHQ programs, which shed light
on the ways in which the U.K. government uses the mass interception of metadata.
One program is Black Hole, a metadata repository storing “email and instant
messenger records, details about search engine queries, information about social
media activity, logs related to hacking operations, and data on people’s use of tools
to browse the internet anonymously,” according to The Intercept. Another
program, Mutant Broth, sifts through Black Hole data related to cookies — which
are stored on devices to identify and track people browsing the internet — to
monitor internet use and uncover online identities. The third program cited in the
disclosed material is Karma Police, which the documents say “aims to correlate
every user visible to passive SIGINT with every website they visit, hence providing
either (a) a web browsing profile for every visible user on the internet or (b) a user
profile for every visible website on the internet.”

The Court’s Findings on the Mass Interception Program

https://www.justsecurity.org/60878/u-k-law-fails-european-court-standards-mass-interception-snowden-disclosed/ 211
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1. The Violation of the Right to Privacy under Article 8

The European Court of Human Rights held that the U.K. government’s mass
interception program, authorized under section 8(4) of the Regulation of
Investigatory Powers Act 2000 (RIPA), violated Article 8 of the ECHR in two key
respects. First, the process for selecting “bearers” and filtering and searching
communications lacked “safeguards...sufficiently robust to provide adequate
guarantees against abuse” (§ 347). Second, the program lacked “any real
safeguards” for selecting communications-related metadata for examination (8§
387).

a. “Bearers,” “Selectors,” and “Search Criteria”

With respect to “bearers,” while the Court concluded that “the safeguards
governing the[ir] selection...for interception” were not “sufficiently robust,” it
provided little guidance as to what those safeguards should entail (§ 347). Its only
recommendation comes in its citation to a report by the Intelligence and Security
Committee (ISC) of Parliament, produced in the aftermath of the Snowden
revelations, which noted that neither Ministers nor Commissioners “have any
significant visibility” of the selection of bearers. The ISC further recommended
“retrospective review or audit” of this process. The Court agreed that, “[a]s the ISC
observed, it would be desirable for the criteria for selecting the bearers to be
subject to greater oversight by the Commissioner.” (§ 338)

The Court’s criticism of the process for filtering and searching communications
using “selectors” and “search criteria” was significantly more pointed. In
particular, it suggests that this process should be subject to some form of ex ante
independent or judicial oversight.

For instance, the Court noted that the “certification by the Secretary of State,”
which accompanies any warrant to authorize mass interception, sets out
“categories...in very general terms (for example, ‘material providing intelligence on
terrorism...”).” The Court observed that “it would be highly desirable for the

https://www.justsecurity.org/60878/u-k-law-fails-european-court-standards-mass-interception-snowden-disclosed/ 311
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certificate to be expressed in more specific terms” (but the ruling clarified that the
specific “selectors” and “search criteria” themselves do not “necessarily need to be
listed in the warrant™) (8§ 340, 342).

The Court also noted with dismay that “the only independent oversight of the
process of filtering and selecting intercept data for examination is the post factum
audit by the Interception of Communications Commissioner.” It concluded that,
“[i]n a bulk interception regime, where the discretion to intercept is not
significantly curtailed by the terms of the warrant, the safeguards applicable at the
filtering and selecting for examination stage must necessarily be more robust.” (§
346)

b. Communications-Related Metadata

The Court also found unacceptable that the U.K. government’s mass interception
regime permits “related communications data of all intercepted communications -
even internal communications [(i.e. communications of persons in the UK)]
incidentally intercepted as a ‘by-catch’” to be “searched and selected for
examination without restriction.” (§ 348) Notably, the Court rejected the
government’s assertion that “the acquisition of related communications data is
necessarily less intrusive than the acquisition of content.” (§ 349) The Court
explained:

“For example, the content of an electronic communication might be encrypted
and, even if it were decrypted, might not reveal anything of note about the
sender or recipient. The related communications data, on the other hand, could
reveal the identities and geographic location of the sender and recipient and
the equipment through which the communication was transmitted. In bulk, the
degree of intrusion is magnified, since the patterns that will emerge could be
capable of painting an intimate picture of a person through the mapping of
social networks, location tracking, Internet browsing tracking, mapping of
communication patterns, and insight into who a person interacted with...” (§
356).
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The Court found specifically unlawful the U.K. government’s exemption of
communications-related metadata from safeguards set out in section 16 RIPA.
Those safeguards generally require that “intercepted material is read, looked at or
listened to...[only] to the extent” that it is not “referable to an individual who is
known to be for the time being in the British Islands.” In other words, they protect
the communications of persons within the U.K. from the mass interception regime,
“since persons of interest to the intelligence services who are known to be in the
British Islands could be subject to a targeted warrant under section 8(1) of RIPA.” (§
343)

The Court concluded that the exemption of metadata from this safeguard does not
strike “a fair balance between the competing public and private interests” and
should be limited only “to the extent necessary to determine whether an individual
is, for the time being, in the British Islands.” (§ 357)

2. The Violation of the Right to Freedom of Expression under Article 10

The Court extended and amplified its criticisms about “the lack of transparency
and oversight of the criteria for searching and selecting communications for
examination” in the context of journalistic communications. It noted:

“[T]t is of particular concern that there are no [public] requirements...either
circumscribing the intelligence services’ power to search for confidential
journalistic or other material (for example, by using a journalist’s email as a
selector), or requiring analysts, in selecting material for examination, to give
any particular consideration to whether such material is or may be involved.
Consequently, it would appear that analysts could search and examine without
restriction both the content and the related communications data of these
intercepted communications.” (§ 493)

The Court indicated that there should be “arrangements limiting the intelligence
services’ ability to search and examine such material other than where ‘it is
justified by an overriding requirement in the public interest.”” (§ 495) And it
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suggested that there should be “sufficient safeguards relating both to the
circumstances in which they may be selected intentionally for examination, and to
the protection of confidentiality where they have been selected, either
intentionally or otherwise.” (§ 492) Unfortunately, however, the Court articulated
no additional guidance in its decision, including what those safeguards might look
like in practice.

The Investigatory Powers Act Fails to Fix the Problems
1. “Bearers,” “Selectors,” and “Search Criteria”

Before delving into the details of whether the IPA has anything to say about the
authorization and oversight of “bearers,” “selectors,” and “search criteria” (spoiler
alert, it doesn’t), it’s worth stepping back and considering how these processes are
set out more generally within the U.K.’s new surveillance framework.

The U.K. government has coined the phrase “double lock” to describe its new
authorization process for approving certain surveillance powers, including mass
interception. But the supposed “double lock” is really just a single lock and that
lock is not especially secure.

As with the prior mass interception regime under RIPA, the IPA preserves the
power of the Secretary of State to issue warrants. From a human rights perspective,
the Secretary of State’s involvement is not a lock because, as a member of the
executive branch, the Secretary of State lacks the necessary independence.

And while the IPA permits Judicial Commissioners to “approve” this decision, there
remain significant questions about the scope of scrutiny they may exercise in
reviewing warrants. For example, section 140 of the IPA provides that Judicial
Commissioners must “review the Secretary of State’s conclusions” on whether a
warrant is necessary and proportionate and “apply the same principles as would be
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applied by a court on an application for judicial review.” Debate continues to swirl
around what the “judicial review” standard will mean in practice, especially in the
context of bulk warrants.

As for oversight, the IPA provides for an Investigatory Powers Commissioner, who
has replaced the prior Interception of Communications Commissioner, the Chief
Surveillance Commissioner, and the Intelligence Services Commissioner. The
consolidation of oversight under a single Commissioner is a welcome improvement.
But what that oversight will look like in practice remains subject to some
speculation. The IPA speaks in broad, sweeping terms, providing that the new
Commissioner “must keep under review” the various surveillance powers
authorized by the IPA (section 229).

So at least with respect to the face of the IPA itself, it has absolutely nothing to say
about whether there should be ex ante authorization or ex post oversight of
“bearers,” “selectors,” and “search criteria.” And what the above digression reveals
is that the very structure of the new authorization process raises serious questions
as to how it would function as a vehicle for reviewing issues at the granularity of
“selectors” and “search criteria.” Whether the selection of “bearers” becomes a
subject of the oversight activities of the new Investigatory Powers Commissioner is
a development we can only wait to observe.

2. Communications-Related Metadata

The IPA treats communications-related metadata similarly to RIPA, with one
exception. Like RIPA, it generally adds another layer of safeguards for the
communications content of persons known to be in the U.K. but does not extend
those protections to the metadata attached to such communications. The
perpetuation of this distinction is even more troubling considering that the IPA,
unlike RIPA, provides that certain content, in and of itself, can be extricated from
intercepted communications and treated as metadata (section 137(5) IPA).
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The IPA does provide that the selection for examination of metadata — as with
content — now must be for a stated operational purpose (section 152 IPA). But
those purposes are exceedingly broad and simply those “specified in a list
maintained by the heads of the intelligence services...as purposes which they
consider are operational purposes for which intercepted content or secondary
data...may be selected for examination” (section 142(4) IPA). In any event, this
safeguard falls far short of what the Court indicates is necessary, which is to subject
the communications content and metadata of persons in the U.K. to the same
protections except for when examining metadata for the purpose of “determin[ing]
whether an individual is, for the time being, in the British Islands.” (§ 357)

3. Confidential Journalistic Material

The IPA contains a single safeguard related to “confidential journalistic material”
in the section devoted to mass interception - that where such a communication “is
retained, following its examination, for purposes other than [its] destruction,” the
agency “must inform the Investigatory Powers Commissioner” (section 154 IPA).
The Interception of Communications Code of Practice provides some additional
guidance. Where an analyst intends to select for examination confidential
journalistic material (or content “in order to identify or confirm a source of
journalistic information”), “he or she must notify a senior official” outside of the
agency who “may only approve...if he or she considers that the Agency has
arrangements in place for the handling, retention, use and destruction” of such
communications (paras. 9.84, 9.86).

Neither of these safeguards satisfy the requirements set out in the Court’s ruling.
First, the Court indicates that such communications should be selected for
examination only where “justified by an overriding requirement in the public
interest,” and no such assessment is built into the safeguards described above.
Second, the Court provides that there should be safeguards both for “the
circumstances in which [confidential journalistic material] may be selected
intentionally for examination, and to the protection of confidentiality where they
have been selected.” The safeguards described above do not address the latter;
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while the Code of Practice “handling” safeguard could potentially encompass this
point, it does not appear sufficiently clear. Moreover, it remains questionable
whether authorization by a “senior official” (who would appear to be someone
designated by the Secretary of State for that purpose) is appropriate, as opposed to
an independent authority.

Intelligence Sharing and the IPA

The Court’s judgment did not just address the U.K. government’s mass interception
program but also its access to information collected by foreign intelligence
agencies, including the U.S. National Security Agency. That part of the judgment
explicitly articulated, for the first time, that where a government obtains
information through such access, the interference with the right to privacy is
equivalent to obtaining that information through direct surveillance.

The Court held that such a regime, like any direct surveillance regime, must
therefore “be ‘in accordance with the law’..., proportionate to the legitimate aim
pursued, and [provide] adequate and effective safeguards against abuse.” It added
that “[i]n particular, the procedures for supervising the ordering and
implementation of the measures in question must be such as to keep the
‘interference’ to what is ‘necessary in a democratic society.”” (§ 422)

Unfortunately, the Court’s judgment sanctions the U.K.’s intelligence-sharing
regime, despite the fact that it falters under these very principles, both under RIPA
and the IPA. RIPA had nothing to say about intelligence sharing. But the Court
nevertheless found the “statutory framework” governing this activity sufficient
because the U.K. government had disclosed a “note” during the domestic
proceedings purporting to lay out the rules governing intelligence sharing. Never
mind that the note consisted of 2 pages, with no heading, no author, and no
indication of whether it represented an actual policy, part of a policy, a summary of
a policy, or a summary of submissions made by the U.K. government during a
closed hearing on the issue.
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The Court also made much of the fact that the note was substantially reproduced in
the Interception Communications Code of Practice. But the language of the note
and Code of Practice remain woefully inadequate. Notably, both speak of the U.K.
government making a “request” for “unanalyzed intercepted communications
content (and secondary data).” The concept of “request” is an antiquated one that
fails to address the manner in which intelligence agencies swap information in the
digital age, for example, by offering direct and unfettered access to raw data
intercepted in bulk or databases of material collected in bulk. No “request” is
required in such circumstances.

The IPA suffers from the same deficiencies and more. Only one provision explicitly
addresses the U.K. government’s access to foreign intelligence information. That
provision (section 9 IPA) provides that the U.K. may not ‘request” foreign
authorities to “carry out the interception of communications sent by, or intended
for” a person in the U.K. unless an appropriate warrant has been issued. Thus, this
provision again focuses on “requests” by the U.K. to foreign authorities. It is also
limited to the interception of communications related to a person in the U.K.

Finally, the Court, perhaps because of its basic misunderstanding of the nature of
modern intelligence sharing, essentially sanctions aspects of the U.K.’s mass
interception framework as it applies to intelligence sharing, even as it found that
very framework unlawful. It notes that “those requirements which relate to...
storage, examination, use, onward dissemination, erasure and destruction” in the
direct surveillance context must also “be present” in the intelligence sharing
regime (§ 423). And yet, it found no need to extend its concerns about how the U.K.
government filters and searches bulk intercept material to how it might similarly
filter and search databases of bulk intercept material maintained under a foreign
government’s mass surveillance program.
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In the coming months, the U.K. government is likely to continue to trot out the
passage of the IPA as evidence that its mass interception program now rights the
failings identified by the Court. As discussed above, that claim falters against a
close reading of the IPA.

The U.K. is far from the only country to operate a mass interception program. The
U.S. operates analogous programs, as do several Council of Europe members. The
Court’s judgment provides a new and important guidepost for evaluating these
programs as well.

NSA whistleblower Edward Snowden speaks via videoconference during the 2014 SXSW Music, Film + Interactive Festival in Austin,
Texas. (Photo by Michael Buckner/Getty Images for SXSW)
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UNITED STATES GOVERNMENT

memorandum
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ATINOF: N52

SUBJECT: Review of UKUSA Exchange Agreement 5—€€6F - ACTION MEMORANDUM

To: DISTRIBUTION

1. +5—€eo-MFE) Reguest your support in reviewing the UKUSA
Exchange Agreement. This information will satisfy the foreign
reviews and audits currently underway with Congressional, DoD, and
GAO staffs, in addition to providing a comprehensive study of
current exchange policies with GCHQ.

2. {5—<€esARy In Nov 1993, DDO initiated an operational review
of the UKUSA Exchange Agreement to include a list of what is not
currently exchanged with the British, what we should not exchange
in the future, and new things that should be exchanged in the
future. Attached is a copy of the memo asking each DDO Group to
review the agreement (ref Attachment A).

3. 56/ In Dec 1993, the Country Desk Officer (CDO) for
the United Kingdom met with DDO, DDT, and DDI staff elements to
discuss the aforementioned effort and explain that N52 was trying
to satisfy external audits and reviews of UKUSA as well. Everyone
agreed that a full Agency review would be appreopriate in light of
the complexities inveolved in providing a full picture of the
exchange. By combining efforts, we could eliminate duplication and
provide a more comprehensive paper that could be easily updated on
a routine basis.

_ 4. +{5—-eeoNFy Attachment B provides a format for presenting
the information, denoting 2 categories: (1} by country, and (2) by

topic (ref Attachment C for list of topics). For each country and
topic, identify exactly what is exchanged in terms of raw traffic,
product and technical reports, | | technology,

etcetera. A similar report was prepared by DDO in 1987 to satisfy
a DCI-Directed Study of the US-UK SIGINT relationship; if each
group can find their submission to this study, it would make an
excellent basis for the working levels tofinput into Attachment B.

(k) (1)
(b) (3)-5C USC 3024 (1)
(b) {3)-P.L. 86-36
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(U) The Director of GCHQ, David Omand. will be
briefing UK Prime Minister Tony Blair on the US/UK
Cryptologic relationship in preparation for an upcoming
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U.S. CRYPTOLOGIC PARTNERSHIP WITH THE UNITED KINGDOM

Background (1)}

{EQUO}FThe U.S.-UK Cryptologic relationship is the oldest and most productive of NSA’s
foreign partnerships. [t is based on a formal “UKUSA Agrcement,” which was signed in 1946,
and includes numerous supporting agreements signed over the years with NSA’s counterpart, the
Government Communications Headquarters (GCHQ). This agrcement is the basis for
comprchensive cooperation ont SIGINT and, to a lesser extent, INFOSEC activities. The U.S.-UK
Cryptologic Relationship will continue to be broad and deep well into the 215t Century.

(o) (1)
(b) (3)-50 USC 3024 (i)

Key Elemnents of Cryptologic Relations (U) (o) 13) B.L. 86-3€

—~FS=CE€0Y Under the UKUSA Agreement, each side agrees to share all S[GjN"[}::erated
information; the exchange is unrestricted except for those arcas thal 27g: %pCClﬁca'Hy excluded
{c.c. US _ONLY information) at the request of either party. [ -

—F5-E€NSA’s and GCHQ's mtellmeuce priorities are largely convergent and GCHQ’s
SIGINT collection and pro;essmg cnpab:htles often complement our, own. Oune vibrant
example is] .- . ' ]
They have agreed to continuc this participation in future. and arc currently J
makmg arrangements with their government to do so. GCHQ offers resources for advanced
collection. processing. and analysis cfforts. Some GCHQ[ exist solely to satisfy NSA
tasking. NSA and GCHQ jointly address collection plans to reduce duplication and maximize
coverage through joint sites and cross-tasking. despite site closures.

£€3 The cryptomathematics exchange with GCHQ is at the heart of our INFOSEC
relationship. GCHQ is NSA’s only peer in the ficld of cryptomathematics and virtually all major
advances within the ficld of eryptography have occurred as a result of our mutual sharing. We
enjoy a mutually beneficial exchange at the highest technical level in the design and cvaluation of
cryptoalgorithms. As NSA supports U.S. Government efforts towards achieving a secure global
information infrastructure. GCHQ stands as our most influcntial forcign partner in advancing
INFOSEC policics in the international arena.
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-IN THE UNITED STATES DISTRICT COURT i
FOR THE DISTRICT OF COLUMBIA

UNITED STATES OF AMERICA

V. ,
Criminal No. B6-
JONATHAN JAY POLLARD,

defendant.
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DECLARATION OF THE SECRETARY OF DEFENSE

CASPAR W. WEINBERGER HEREBY DECLARES AND SAYS:

1. (U) I have been the Secretary of Defense and the c:
executive officer of the Department of Defense (DOD),
executive department of the United States, 10 U.S.C. :

20 January 1981. As Secretary of Defense, I have authc

direction and control over the DOD, 10 U.S.C. 133(b), -2

member of the National Security Council.

s (U) As Secretary of Defense, I possess original
classification authority for TOP SECRET information,
Sensitive Compartmented Information (SCI). SCI is in:

which derives from sources or methods which are espec:

vulnerable to unauthorized disclosures. That vulnerai.. .
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stem from particularly fragile acquisition methodology, from
sources especially susceptible to counter measures or deception
techniques or even from danger to human life if the substantive
information obtained is exposed. The fact that I possess this
classification authority means that I am authorized to
determine the significance and the proper classification of
national security information, including TOP SECRET, SENSITIVE
COMPARTMENTED INFORMATION (SCI), on behalf of the United
States. The information I have prepared for the Court is
submitted based upon my personal review of relevant information
and my discussions with personnel who are knowledgeable about
the data described herein.

3. (U) The information in this declaration is subﬁitted for
use by the Court as an aid in determining an appropriate
sentence for the defendant, Jonathan Jay Pollard. It is my
purpose to explain the nature and significance of the
defendant's actions as I perceive them to have affected the
security of the United States. I have detailed a considerable
quantity of highly sensitive information, and therefore reguest
that the Court review this document and deliver 1t under Court
seal back into the hands of its bearer immediately upon
completion of review. I also request that no one else be
permitted to review this document unless 1t 1S necessary as a
matter of law to do so, and then only 1f proper clearance ang
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access is ascertained. Should the document again be required
by the Court, or by any Court with jurisdiction over this case,
it will immediately be made available. I have directed that
this document be retained by the Director of Naval Intelligence
who will be responsible for its safekeeping and further

delivery to the Court as required.

4. (U) I believe it is necessary to understand the purpose of
intelligence acquisition before one can comprehend the |
significance of 1its loss. There are two primary reasons for
gathering and analyzing intelligence information. The first,
and most important in my view, is to gain the‘information
required ﬁo direct U.S. resources as necessary to counter
threats of external aggression. The second reason ié to obtain
the information necessary to efficiently and effectively direcet
the foreign policy of the United States. It necessarily -
follows that inappropriate cdisclosure of properly classified
intelligence 1information intended to serve these purposes can
be used to frustrate both the defensive and foreign policy
goals of the United States, regardless of i1its recipient.

a. Intelligence information disclosed to a hostile foreign
power can be used to produce counter measures, promote

disinformation technigues, and even permit the more efficient

and effective utilization of resources in manners inimical to

copy 9 of 9 copies
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U.S. interests,

b. Unauthorized disclosures to friendly powers may cause as
great a harm to the national security as to hostile powers
because, once the information is removed from secure control
systems, there is no enforceable requirement nor any incentive
to provide effective controls for its safekeeping. Moreover,
it is more probable than not that the information will be used
for unintended purposes. Finally, such disclosures will tend
to expose a larger picture of U.S. capabilities and knowledge,
or lack thereof, than would be in the U.S. interest to reveal

to another power, even to a friendly one.

5. (U) In this case, the defendant has admitted passing to his
Israeli contacts an incredibly large quantity of classified

information. At the outset I must state that the defendant's
unlawful disclosures far exceed the limits of any official w
exchange of intelligence information with Israel. That being
true, the damage to national security was complete the moment
the information was given over. Ideally, I would detail for
the Court all the information passed by the defendant to his
Israeli contacts; unfortunately, the volume of data we know to
have been passed 1s too great to permit that. Moreover, the
defendant admits to having passed to his Israelli handlers a
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quantity of documents great enough to occupy a space six feet
by six feet by ten feet. I have chosen to present in three
parts the datﬁ I consider significant. In the first part I
have detailed the categories of information compromised and
given brief but specific examples of actual documents passed.
In the second part I explain the harm I perceive to have
occurred, again with specific examples. In the third part I
capsulize the overall significance of the defendant's

activities.

PART ONE

CATEGORIES OF INFORMATION DISCLOSED

copy 9 of 9 copies
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PART TWO

DAMAGE TO THE NATIONAL SECURITY
14. tgmmam») As noted previously, the breadth of the
disclosures hade by the defendant was‘incredibly large,
Accordingly, the damage to U.S. national security interests
resulting from those activities 1is similarly broad. I will
detail herein, the more pertinent aspects of damage to U.S.
national security as I perceive them:

a. Damage to Intelligence Sharing Agreements.

Since the activities of the defendant impact directly on
U.S. intelligence activities, it is appropriate to begin with
inteiligence. It should be obvious that the United States has
neither the opportunity nor the resources o unilaterally
collect all the intelligence information we require., We
compensate with a‘Varie;y of intelligence sharing agreements-
with other nations of the world. 1In some of these arrangements
there 1is virtually a full partnership which stems from
recognition of common and indelible interests. Most, however,
are fashioned on a quid pro quo basis. For example, the United
States agrees to share with an ally certain types of
intelligence information in exchange for desired information or
other valuable assistance. Further, once such agreements are
entered into, decisions to disclose particular classified

documents or i1items of intelligence information are made by high

level officials after a careful evaluation of the costs of

Copy 1 of 9 copies
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disclosure to our national security versus the benefits
expected to be obtained if disclosure is approved. 1In some
instances, especially sensitive intelligence information that
1s sought vy én ally is traded because the ally agrees to
furnish equally sensitive information vital to U.S. security

interests.

o~ g ~ e R
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disclosure is vitally important for U.S. interests because all
criteria must be balanced against one another. For example,
the requirement to protect sources and methods of information
acquisition, as well as the requirement to protect the
substantive information received, must conform with the
recipients "need® for that information and the expectation of
benefit for the United States. This usually means that
substantive information is redacted from the original documents

containing the information prior to disclosure. The result is

The defendant nas specifically identified more than 800

U.S. classified publications and more than 1,000 U.S.

e

classified messages and cables which he sold to Israel. Of
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To the best of my knowledge, not one of the
publications he provided them was authorized for official
release to Israel in unredacted form.

15. 43R The actions of the defendant have jeopardized the
substantive intelligence information he provided to the
Israelis, as well as the sources of that information, by
placing it outside of a Q.S. controlled security environment.
The United States, and virtually all of those who cooperate
with us bf sharing intelligence, have developed a system of
protecting classified information which depends on the
reliability of individuals for 1its effectiveness. It is also a
system which varies 1its requireﬁents‘%or protection with the
sensitivity of the information at stake. All classified
material is required to be placed in proper storage,
appropriate to i1ts classification level, and all personnel who
have custody are accountable for ensuring that proper
procedures for protecting it are followed. The system
necessarily depends on the integrity and reliability of the
individual. So long as an iqdividual 1s accountable for
classified material in his custody, we can dgenerally assume
that personal interest will guarantee its safekeeping. It 1is

when an individual obtains custody of classified material for

Copy Y of 7 cCopies
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which he is not responsible that safekeeping is jeopardized.

In such an instance, there is no real incentive to adequately
protect such information. One example of an occasion when this
happens in the normal course of business is the necessary use
of couriers to carry highly sensitive information from one
location to another. The defendant frequently acted as such a
courier, and it was his abuse of this system, a system
necegsarily dependent on the integrity of the individual, which
permitted his espionage activities to occur. Moreover, in a
situation such as this one, there is every incentive to use the
acquired information in a person's self interest. Examples of

my reasoning follow:
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PART THREE
THE SIGNIFICANCE OF THESE DISCLOSURES

21. (§EY) HARM TO U.S. FOREIGN POLICY:

In my opinion, the defendant's unlawful disclosures to the
government of Israel have harmed U.s. foreign policy. My

conclusions flow directly from the information I have discussed

previously.




- S I e,

22. (g COMPROMISED SOURCES AND HMETHODS:

I will not repeat the difficulties in reacquiring damaged

sources of intelligence acquisition which have been

compromised

Copy 7 ot f G e~
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23. MW RISK TO U.S. PERSONNEL:

Finally, the United States must expect some amount of risk
to accrue directly to U.S. persons from the defendant's

activities.

: concomitant risk with which I,
as Secretary of Defense, am particularly cogcerned, is that
U.S. combat forces, wherever they are deployed in the world,
could be unacceptably endangered through successful

exploitation of this data.

24 . (0) I have provided the foregoing statements to provide
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my views of the significant harm caused to national security by
the defendant and as an aid to the Court. The data provided
represents my opinions and conclusions stemming from my review
of the data compromised, as well as from information obtained
by me in my capacity as Secretary of Defense and as a member of
the National Security Council. The defendant has substantially
harmed the United States, and in my view, his crimes demand
severe punishment. Because it may not be clear to the court
that the defendant's activities have caused damage of the
magnitude realized, I fe;t it necessary to provide an informed
analysis to the Court so that an appropriate sentence could be
fashioned. My foregoing comments will, I hopé, dispel any
presumption that disclosures to an ally are insignificant; to
the contrary, substantial and irrevocable damage has been done
to this nation. Punishment,”of course, must be appropriate to
the crime, and iﬂﬁmy opinion, no crime is more deserving of
severe punishment than conducting espionage activities against
one's own country. This is especially true when the 1ndividual
spy has voluntarily assumed the responsiblity of protecting the
nation's secrets. The defendant, of course, had full knowledge
and uhderstanding of the sensitivities of the information
unlawfully disclosed. To demonstrate that knowledge, I have

attached copies of non-disclosure agreements which he

voluntarily executed. Should the Court require further
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information or explanation of anything contained herein, you

may provide the bearer of this document with your requirements

and I will respond to them,.

Under penalties of perjury, I hereby declare the foregoing
statements to be true and correct to the best of my knowledge

information and belief,.

Executed this day of 1986.

Cagspar W. Weinberger

Copy 9 of 9Jcopies.
Page 46 of 46 Pages.




b
GLOSSARY

1. TOP SECRET (TS): Information which if inappropri
disclosed would cause exceptionally grave damagg tg tgzely
national security of the United States,

2. SECRET (S): Information which if inappropriate] .
would cause serious damage to the national security gfdéizlosed

United States,.

3. CONFIDENTIAL (C): Information which if inappropr i
disclosed would cause damage to the national seggrig;lggeége

United States.




8. TOP SECRET CODEWORD (TSC): Top Secret information derived
from intelligence and methods,

9., SECRET CODEWORD (SC): Secret information derived from
intelligence sources a methods.
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i k AN ASSESSMENT OF THE UKUSA RELATIONSHIP:

. %,

k% WHERE WE GO FROM HERE T

- . .
. " -
n

': -(-S—ﬁf‘—}- 'I‘ne UKUSA relationship has béen of 1nest1mable value
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SA and cannot be abandoned]
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‘This paper 1s an honest effort by SUSLO-4 to describe
the strengths and weaknesses.of the UKUSA relationship so that

NS might better be'.able to make some hard decisions about the
future of the relatlonshlp :

f?SANP& There is mo doubt that _UKUSA offers NSA much. Just
to document a few 1mportant contrabutlons we must include:

Y <
0

.
N .

gnlque collection from GGHQ.convantlonal sites, freelng
US resources; use of UK | ', .
has none ;|

where the US

v,
.

|
| the compatlblllty and 1ntaroperab111ty of US &
UK SIGINT=systemS° a strong analytic workforce, with a capability

for independent interpretation of events; an espgc1ally competent
crytanalytic workforce; savings in US resources by analytic
divisions: of efforts;

the poollng of resources on key technical
projects during austere fiscal periods;|

, a record of
supporting the US as an ally in confronting world problems.

gnd, perhaps mostU impcrtant

+5—HF}- Despite these outstanding areas of success, there
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INTERFACES

—€—N®Fy NSA and GCHQ interface in a number of ways, to
include connection of Jjoint processing systems, communications

links of many types,

integrated positions. |

and the exchange of personnel to work in

by (1}
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Doc ID: 6636841 (b} {3)-50 USC 3024(1)

{b) (3)-P.L. 86-386

communications between NSA and GCHQ run- smqothly,
both sides meet reqularly to plan improved communlcataons of
varied kinds.

—{5NE) Aside from the respective liaison staffs, NSA and
GCHQ exchange large number of integrees [  |NSA/CSS personnel
at GCHQ; some __ GCHQ integrees at NSA). Most integrees work
hard at technical skills and contribute greatly to a mutual
interchange of ideals and technigques that benefit both side
greatly. More so in recent years, some operational and staff
elements in GCHQ have begun to use integrees as their
representatives, and some integrees have assumed liaison-like
functions. Making matters worse has been a recent trend to send
integrees to function as special assistants, sometimes to alpha
plus-one compohents working sensitive missions. While they are
no doubt of great help to NSA managers, they also serve as
lobbyists for GCHQ seniors in policy matters. Recently GCHQ/K1
lobbied hard to place an integree in the G2/SA position. G2
rightly rejected this as it would give GCHQ insight into certain
sensitive operations we do not share. In another instance a
strateqgically placed GCHQ integree drafted an MOA that committed
|assistance from NSA to GCHQ -- without
addre551ng the correctness of this assistance, the propriety of
this 51tuat10n is disturbing.

-+S~N¥+ Whether comms links or exchange of integrees, the
mode of 1nterfac1ng with GCHQ eveolves based on a myriad of
decisions: at various levels within NSA. Do we need to have an
overall pollcy to ensure that these agreements are consistent
with our plans for the future? For instance, should we determine
a modus vivendl for exchange of integrees? Should the type of
work be llmlted by charter? sShould there be a common NSA
position on the number and kind of electronic interfaces between

NSA and GCHQ’ Should the number be driven by NSA design or by
GCHQ nee@s’
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Y BIAC\ STATES

INTELLIGENCE
DIRECTIVE

USSID FA6001
(U) SECOND PARTY SIGINT RELATIONSHIPS

ISSUE DATE: 22 August 2012

REVISED DATE:

(U) OFFICE OF PRIMARY CONCERN

(U) National Security Agency/Central Security Service (NSA/CSS)
Foreign Affairs Directorate

(U) LETTER OF PROMULGATION, ADMINISTRATION, AND AUTHORIZATION

(U) Topic of (UAFSH6) USSID FA6001 provides policy and guidance to elements of the United

Promulgation States SIGINT System (USSS) concerning relationships with Second Party SIGINT
organizations, While USSID FA6101, “Third Party SIGINT Relationships,” dated 31
October 2007, revised 29 September 2009, provides policy and guidance concering
other foreign relationships, NSA/CSS maintains a closer relationship with the SIGINT
organizations in Australia, the United Kingdom, Canada and New Zealand by virtue of
the British-UJ.S. Communications Intelligence Agreement (UKUSA), dated 5 March
1946.

(U) USSID Edition (U) This USSID supersedes USSID FA6001, dated 22 March 1993, which must now be

1
—SECRET/SHREEFOGSATVEY—

— , NSA-FOIA Case 100386 Page 00555
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{U) Legal Protection
of Sensitive
Information

(U) Handling of
USSID

(U) Location of
Official USSID

{U) Access by
Contractors and
Consultants

7

destroyed.

(U/AFSH05 This USSID contains sensitive information that is legally protected from

release to any member of the public and is to be used only for official purposes of the
NSA/CSS.

(U) Users must strictly adhere to all classification and handling restrictions (see
NSA/CSS Policy Manual {-52, “NSA/CSS Classification Manual,” dated 23 November
2004, revised 8 January 2007) when:

» (U} storing hard or soft copies of this USSID, or
¢ (U) hyperlinking to this USSID.

(U) Users are responsible for the update and management of this USSID when it is stored
locally.

(U/A0H653 The Chief, SIGINT Policy will maintain and update the current official
USSID on NSANet (type “go ussid™). Selected USSIDs are also available on an access-
controlled INTELINK Web page. Requests for access to the INTELINK USSID Page are
granted based on mission need. (See the following INTELINK site:

https://forcon.mall nsa.ic.gov/producer/ussid/.)

(U) For NSA/CSS elements to include the SIGINT Extended Enterprise:

(U/FOBOFUSSS contractors or consultants assigned to NSA/CSS Headquarters or
to other elements of the SIGINT Extended Enterprise are pre-authorized for access to
USSIDs via NSANet, INTELINK, or in hard-copy formats as needed to perform their
jobs. However, for those sensitive USSIDs for which access is password-controlled,
all users, to include contractors, must undergo additional security and mission
vetting.

(U) OQutside NSA/CSS elements;

(U#FOHE) Non-USSS contractors or consultants working at external facilities are
pre-authorized for soft-copy access to USSIDs via NSANet or INTELINK, if
connectivity to those systems is allowed by the contractors’ NSA/CSS sponsor.
Where such connectivity is not established, any hard-copy provision of USSIDs must
be authorized by the Chief, SIGINT Policy (NSA/CSS Secure Telephone System
{NSTS): 966-5487, Secure Terminal Element (STE): (443) 479-1489, Defense

—SECREHSHREETFSUSA FVEY—
NSA FOIA Case 100386 Page 00556



Doc ID: 6636915

: (o) (3)-P.L. 86-36

Switched Network (DSN): 689-5487).

(U) Access by Third
Party Partners

(1) To request a shareable version:

¢ (U) Refer to USSID SP0002, Annex B; and

¢ (U Contact the appropriate Country Desk Officer (CTXO) in the NSA/CSS
Foreign Affairs Directorate (DP).

(U) Executive Agent (U) The executive agent for this USSID is;

HSH
TERESA H. SHEA
Signals Intelligence Director

(U) TABLE OF CONTENTS

(U) Sections SECTION 1-(U) POLICY

SECTION 2 - (U) RESPONSIBILITIES

SECTION 3 - (U) GENERAL

SECTION 4 - (U) TECHNICAL EXCHANGE AND VISITS

SECTION 5 - (U) COMBINED PARTIES AND INTEGRATED PERSONNEL
ASSIGNMENTS

SECTION 6 - (U) SECURITY AND CLASSIFICATION

SECTION 7 - (U) SECOND PARTY SIGINT ORGANIZATIONS AND LIAISON
OFFICES

NSA FOIA Case 100386 Page 00557
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(U) Annexes and
Appendices

—SECREFASHREETOUSAFYEY—
ANNEX A - (U) SIGINT LIAISON WITH AUSTRALIA, CANADA, NEW

ZEALAND, AND THE UNITED KINGDOM

ANNEX B - (U) RELEASE OF .S, SIGINT INFORMATION TO SECOND
PARTY PARTNERS

SECTION 1 - (U) POLICY

(U) Policy

(U) Executive Agent

1.1 (UAFOYEY The SIGINT Director is committed to continuing foreign partner
cooperation in mutually beneficial relationships, in accordance with U.S. laws and
policy, including Director of National Intelligence (DNT) and Secretary of Defense
(SECDEF) quidance The Office of the Director of National Intelligence (ODNI)
establishes policy governing procedures for the overall conduct of all SIGENT
arrangements with foreign governments in accordance with DCID 5/5, “Conduct of
SIGINT Liaison with Foreign Governments and the Release of U.S. SIGINT to Foreign
Governments.”

1.2. (UFEQHO) SIGINT relationships with foreign nations, to include close
international partners Australia, Britain, Canada, and New Zealand, have in the past
provided, and must continue to provide a clear benefit for the United States and, as
specified in DCID 6/6, “Security Controls of the Dissemination of Intelligence
Information,” dated 11 July 2001, promote the interests of the United States, is consistent
with U.S. law, and does not pose unreasonable risk to U.S. foreign policy or nationa!
defense. U.S. SIGINT technology, resouirces, and collection shared with foreign partners
must also enhance U.S. national interests through contributions by the SIGINT partner,
support U.S. strategy when SIGINT is to be shared, and contribute to U.S. defense and
intelligence goals.

1.3. (U/F©Y6Y The Director, National Security Agency/Chief, Central Security Service
{(DIRNSA/CHCSS) executes ODNI policy guidance in the conduct of SIGINT
arrangements with Australia, Canada, New Zealand, and the United Kingdom (UK}
(hereinafter referred to as Second Parties). The Second Party SIGINT organizations are
the Defence Signals Directorate (DSD) for Australia, the Comnunications Security
Establishment Canada (CSEC) for Canada, the Government Communications Security

Bureau {GCSB) for New Zealand, and the Government Communications Headquarters
(GCHQ) for the UK.

SECTION 2 - (U) RESPONSIBILITIES )

4
—SECRETHASHREETOESATYEY—
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(U) 2.1. (UFFeHSy DIRNSA/CHCSS, with the approval of the ODNI, appoints a Special

DIRNSA/CHCSS  United States Liaison Officer (SUSLO) for each Second Party SIGINT organization.
Each SUSLO is responsible for SIGINT liaison and exchange with the applicable
accredited Second Party SIGINT organization. The SUSLO represents the ODNI and
DIRNSA/CHCSS in all SIGINT relationships with that Second Party, and, in so doing,
executes National Intelligence Board (NIB) policy guidance.

2.2, (UABY6Y The SUSLO facilitates direct exchange of information to ensure that
NIB members obtain SIGINT information produced by the appropriate Second Party
SIGINT organization. The SUSLO also assists in arranging meetings and exchanges of
information between NIB members and their Second Party counterparts.

(U) NSA/CSS 2.3. (UHESHO) The NSA/CSS Associate Directorate for Policy and Records (DJ) is
Organizations responsible for the staff administration of the policies and procedures established in this
USSID.

2.4, (UHFSHe) NSA/CSS Mission/Resource Authorities (MRAs) and Senior Functional
Authorities (SFAs) are responsible for ensuring compliance with established palicy
conceming the release of SIGINT materials.

(&) (3)-P.T.. saf3e|

SECTION 3 - (U) GENERAL

(U) US. -Second 3.1 (U#EGH63 U.S -Second Party collaboration (including |

Party Collaboration | Iplanning for emergencies, wartime
operations, and combined exercises; and defining and conducting needed SIGINT
research) is arranged by DIRNSA/CHCSS and the Second Party involved.

3.2, (UHFSYHO SIGINT procedures, nomenclature, and temminology are coordinated
with Second Parties, using liaison channels, to ensure standardization insofar as
practicable.

(U) Access to U.S. 3.3, (UHEBYO To access U.S. SIGINT information, Second Party nationals must meet

SIGINT and comply with all U.S. legal, security, oversight, and training guidelines. Access by a
Second Party national to U.S. SIGINT organizaticns or U.S. SIGINT information is
permitted onky when the individual's clearance and Communications Intelligence
(COMINT) category and subcategory access authorization have been certified, using
liaison channels, and the request for access has been approved by the individual's parent
organization, NSA/CSS is the final approving authority for Second Party access in

accordance with Signals Intelligence Directorate (SID}) Management Directive (SMD)
427, “Access to Data for Second Party Personnel Engaged in SIGINT Production,” dated
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1 August 2009.

SECTION 4 - (U) TECHNICAL EXCHANGE AND VISITS

4.1. (UAFGY6) Technical SIGINT is exchanged between U.S. and Second Party centers
or field units in accordance with the provisions of USSID AP2402, “Technical Electronic
Intelligence (ELINT) Signals Analysis, and Data Forwarding Procedures,” dated 23
April 2001, and the forwarding instructions in the sites' respective unit USSID.

4.2 (UHEQUOY |

A A R AR 18 8 1 R o 15 o e i s v o e i s s

4.3. (U/FO56}-Proliferation and availability of secure communications technology provides
fumerous opportunities to CO!’}'\:’E)‘I and exchange information that were previously
unavailable. While in-perspst visits are important, USSS personnel will be increasingly
encouraged to explore athér means to convey and exchange information. When a visit is
necessary, approval is based on the following criteria.

a. (UAFOYE®Y The visit fulfills a requirement that cannot be satisfied through other
establishéd liaison channels.

bf(U/vaGQQ}The size of the visiting party and duration of the visit are consistent with
_+the stated purpose of the visit and can be accommodated by the host facility.

a"

c. (UHFOEO) The dates of the visit are convenient to the host facility.

d. (UAAOB6) The visit is mutually beneficial.

. 4.4, (UHFSYO3} Visits between USSS elements (national to tactical) and Second Parties

must be arranged in accordance with the guidelines established below. The affiliation of
the visitor AND the organization to be visited determine which procedures should be
followed: .

4.5.(U) Second Party personnel visiting U.S. SIGINT organizations:

a. (U The'{fisi.tor must propose the visit through the national SIGINT
authority (GCHQ, CSEC, DSD or GCSB),

b. (U/AESYE} The national SIGINT authority will forward the visit proposal and

E;EE:R E;USIHRE{ ¥e {}S A - FJ !E;L
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EXCEPTION 1: (U/FOU6) Intratheater visits should be processed locally (for
example, SUSLOL handlgs proposed UK visits to U.S. SIGINT facilities in
Europe; SUSLOC and SUSLOW respectively handle proposed Australian and
New Zealand personnél visits to U.S. SIGINT facilities in the Pacific).

EXCEPTION Zz'fU/fFGHG} For visits to the Cryptologic Centers - The national
SIGINT authority will forward the visit proposal and clearance certification to
their| |

l

4.6. (U) NSA/CSS personnel vig.it‘ih'g Second Party facilities:
a. () Visits to Segon’d, Paity facilities within Second Party national borders:

" o (U)Fhevisitor should forward visit proposal and clearance certification
| Inessage to:

o (U/FBB0FSpecial United States Liaisen Officer, London {SUSLOL) and
SUSLOL, Cheltenham (SUSLOL CHELT) for visits to the UK

o (U/EOE6) Special United States Liaison Officer, Ottawa (SUSLOQO) for
visits to Canada;

o (U/AOHO]} Special United States Liaison Officer, Canberra (SUSLOC)
for visits to Australia; and

e _{(UHEGHO) Special United States Liaison Officer, Wellington (SUSLO?}
Tor.visits to New Zealand.

“
'e
re

H
tb} {3)-P.L. 86-36

o (U/FOUEY DPshould be included on distribution for all such visit proposals,
"+, but is no longer required to show concurrence on each of these messages;

o (U/FOUO) The appropriatg theater NSA/CSS Representative (NCR) should
be on distribution for all such visit‘pl:qposals;
o (UHPOHS)| |
I

(UAEBHO) The SUSLO will coordinate with Second Party Partners for these
visits.

b. (UASHO3 Visits to Second Party facilities based outside the Second Party
naticnal borders:

—SECREFHSHREETFOUSAFVEY—
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o (UHEOQUYOS The visitor should contact the appropriate Second Party country
CDQ in DP for guidance early in the trip planning process.

4.7 (UHEOHOY U S. service cryptologic personnel visiting in-theater Second Party
SIGINT facilities:

¢ (UHFOBO) DIRNSA/CHCSS or appropriate theater NCR must approve visits
involving policy issues.

4.8. (UAOHYE) Other U.S. government personnel visiting Second Party SIGINT
facilities:

a. (HFEOHO) Visits to Second Party SIGINT organizations:

¢ (UAFOUOY The visitor must propose the visit and forward the clearance to
DP, who will coordinate within NSA/CSS and forward the proposal to the
proper SUSLO; and

EXCEPTION: (UAFSBE Intratheater visits should be processed locally, For
example, United States European Command (USEUCOM) visits to UK SIGINT
facilities should be proposed directly to SUSLOL; United States Pacific
Command (USPACOM) visits to Australia or New Zealand SIGINT facilities
should be proposed directly to SUSLOC and SUSLOW respectively.

o (UAEOHEY All visit proposals must be formally approved by the Second
Party partner; the forwarding of clearances does not constitute visit approval.
DP or SUSLO will notify visitors of approval when received from the Second
Party.

b. (U/ESUO3-Visits to Second Party government facilities if special intelligence
certitication is required:

o (UAFBYES [f the visit is to a military facility, visitor should forward a visit
proposal and clearance certification message directly to the Staff Security
Officer (S50) of the Second Party military center as follows:

o (UHFEHO) For visits to UK military facilities, send a message to British

(b} (3}-P.L. 88-38

o (U/HEOYOFFor visits to Canadian military facilities, send a message to

—SEEREFFHSHREETOYSATFYEY—
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)
«

(b) (3)-P.L. 86-36

~
"

a

.
Yo

o (U/HEOUO) For visits to Australian military facilities, send a message to

o (U/FOYO) For visits to New: Zealand military facilities, send a message

-

(U/HEOUO) If,th’e-visit is to a nonmilitary facility, the visitor should forward a
visit proposél and clearance certification message as follows:

-

.’ ‘,of " (U/HFOH6) For visits to UK nonmilitary facilities, send a message to

SUSLOL CHELT//SSO// with an information copy to “SUSLOL”;

o (U/HFOY0) For visits to Canadian nonmilitary facilities, send a message
to SUSLOO;

o {U/ASH63 For visits to Australian nonmilitary facilities, send a message
to SUSLOC; and

o (U/AOYE For visits to New Zealand nonmilitary facilities, send a
message to SUSLOW.

4‘.9; /FOY) U.S. contractors visiting Second Party SIGINT facilities for Sl-level
discusstons:

a. (szée.{?tea The contractor must have an NSA/CSS sponsor.

. (U//Fé&;‘@} If the contractor is working directly with a Second Party SIGINT

organization and does not have an NSA/CSS sponsor, DP will fulfill the
NSAUCSS sponsor role,

(U//FOHOY The.NSA/CSS sponsor is responsible for verifying clearances and
forwarding the visili proposal and clearance certification message to the
appropriate SUSLO; and

(U/FOHR In‘(‘:lpde thc;,'NSA/C SS Office of Industrial and Acquisition
Security {Q13) oh‘distriblii:i‘on for all contractor clearance messages.

4.10. (U/AEB€ Second Party cryptologic personnel and their contracting
representatives visiting U.S. contractor facilities for ST-level discussions:

2. (U/EOUO) |

—SECREFASHREETOUSA T EY—
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(U/AFOHOY-Visit

Proposal Messages

(b) (3)~P.L. B6-36

—SEERETFHSHREEFO-USATFYEY—

b. (U/ASHOY DP will conduct any coordination required for the visit;

c. (U/AF6HO3 The NSA/CSS sponsoring organization must complete the Clearance
Certification Form (form G2901) and forward it to DP for signature; and

e (U/FOYUO) If NSA/CSS is not sponsoring the visit, the appropriate liaison
office must complete form G2901 and forward it to DP for signature.

d. (U/A6H63DP will sign the form and forward it to the NSA/CSS Special Access
Office (Q23).

4.11. (U/FOH0y All visit proposal messages must be forwarded
and contain the following visitor mformauon et

SECTION 5 - (U) COMBINED PARTIES AND INTEGRATED PERSONNEL

(U) SIGINT
Agreements

(U) Second Party
Integration

ASSIGNMENTS

5.1. {U/FOHE) Agreements between DIRNSA/CHCSS and Second Party SIGINT
directors provide for the establishment of combined operational and research efforts and
Integrated personnel assignments at SIGINT locations.

3.2, (U/AFOE0) In accordance with NSA/CSS Policy 1-13, “Second Party Integrees,”
dated 29 December 2010, the integration of Second Party personnel into USSS sites will

10
—SEEREHSHREEFOGSATFYEY—
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(U) Security

Ramifications

|£) (3)-P.T.. 86~36| =

(U) SIGINT

—SECREFSHREETOYSATFVEY—

be supported when it is beneficial to the U.S. SIGINT or mission. The establishment of
these positions must be coordinated with, and approved by DP prior to staffing more
fully within NSA/CSS.

5.3. (UHFEYEY Security ramifications { I

associated with Second Party integrees must be

considered priot 1o cstapfishiag and staffing any positions. In accordance with NSA/CSS

.. Policy 1:13 and-SMD 427, Second Party integrees should not be placed in positions

- ‘where they might influence or represent the U.S. SIGINT decision-making process,

including both contractual and policy deliberations.

SECTION 6 - (U) SECURITY AND CLASSIFICATION

6.1. (UHEOH) SIGINT security procedures and criteria are mutually agreed to by U.S.

Security Procedures and Second Party policy authorities and are contained in USSID SP0003.

(U) Classification

[ 3 -p.L. 86-36]

6.2. (UFFEHOT As of December 1983, the fact that DIRNSA/CHCSS has a relationship
with any or all Second Party countries, or that they exchange liaison officers and conduet

SECTION 7 - (U) SECOND PARTY SIGINT ORGANIZATIONS AND LIAISON OFFICES

(U) Second Party

SIGINT

Organizations
-COMNFBENTALAREETOUSA IV EY—

7.1, (UASHOY>The Second Party locations and liaison offices, and NSA/CSS liaison
offices associated with Second Parties, that appear in NSA/CSS correspondence are:

Second Party SIGINT Organizations

(b) (1}
(b) (3H-P.L.

86-36

11
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USSID FA6001
ANNEX A - (U) SIGINT LIAISON WITH AUSTRALIA, CANADA,
NEW ZEALAND, AND THE UNITED KINGDOM

SECTION 1 - (U) PURPOSE

(U) Purpose Al.1. (U) This Annex delineates procedures and responsibilities for conducting SIGINT

12
—SECREH/SHREEFO-USA FVEY—
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(U) SUSLO

(U) The Associate
Directorate for
Policy and Records

(U) Director of
Foreign Affairs

{U) Commanders of
the U.S. Service
Cryptologic
Components (SCCs)

(o) (1)
(b) (3)-P.L. 86-36

—SECREHSHREETOYSA FVEY—

liaison with Second Party collaborating centers.

SECTION 2 - (U) RESPONSIBILITIES

A2.1. (U) The SUSLO, as the senior representative of DIRNSA/CHCSS to the Second

Party organization, is responsible for ensuring the continued effectiveness of SIGINT
collaboration.

A2.2, (U/EFOY) DI is responsible for the conduct of policy for DIRNSA/CHCSS. STD,
the Information Assurance Directorate (IAD), and DP are responsible for the conduct of
foreign relations planning.

A23 (U/AFOYO) The Director, Foreign Affairs is the principal agent of
DIRNSA/CHCSS for supervising the conduct of liaison with foreign partners. Within
DP, DP1 (SIGINT Operations) is responsible for Second Party SIGINT relations, and
DP2 is responsible for Second Party Information Assurance relations.

A2 4 (/FGHO) The commanders of U.S. SCCs, and their respective service
representatives, are authorized to conduct liaison with respective in-theater Second Party
military colleagues on SIGINT matters relating to the interoperability of military tactical
systems, SIGINT operational capabilities, tactics, training, personunel utilization, etc. This
includes exchange visits between cryptologic personnel attached to military units and
other non-SIGINT organizations.

a. (SUSIRELY Prior approval for liaison on non-routine SIGINT matters must be
obtained by the SCC from DIRNSA/CHCSS. Respective SCC Headquarters and the
appropriate SUSLO must be included on correspondence requesting such approval.

b. {UAFSEEY SCC subordinate elements must report any significant actions taken,
agreements made, or subjects discussed during such liaison to DIRNSA/CHCSS, the
respective SCC Headquarters, DP, and the appropriate SUSLO.

SECTION 3 - (U) PROCEDURES

13
—SECREHASHRETTOUSA FvEY—
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(U) General A3.]l. (UHFOYOY Effective SIGINT liaison between DIRNSA/CHCSS and Second Party
Partners requires the use of SUSLOs as the channels to Second Party Partners. Similarly,
Second Party Partner liaison officers are channels to liaison with NSA/CSS.

A3.2. (U/AFSHEBINSA/CSS Headquarters elements use “DIRNSA” (vice NSA) as the
"FROM" addressee when corresponding with SUSLOs or Second Party centers.

A3.3. (UAFOYEY For administrative-related matters (Temporary Duty (TDY), personnel
actions, etc.), do not include either the Second Party HQ or its liaison office at NSA/CSS
as an action or information addressee.

A3 .4, (UAFBYEY Information Assurance inquiries should be forwarded to the
Information Assurance Directorate (IAD) with information copies to DP’s SIGINT
Operations Group (DP1) and Information Operations Group (DP2). Since this is a
USSID (SIGINT Directive), it is NSA/CSS FAD's recommendation that the information
on [A be limited to what has been proposed. IAD documentation should address foreign
partner engagement.

(U) Second Party  A3.5. (UHFOUOF The SUSLOs include the SUSLOC (Canberra), the SUSLOO

Liaison and (Ottawa), the SUSLOW (Wellington), and the SUSLOL (London). Each SUSLO must be

Collaboration kept informed of developments that pertain to, or may affect, NSA/CSS and Second
Party relationships.

A3.6. (U#FOYEY DSD, CSEC, GCSB and GCHQ have established|

(5) (3)-P. L. 86—36]. .....

a. (UAFEYHOYIf it is necessary to consult these offices before approaching the
SUSLO, advise the SUSLQO as soon as possible thereafter. Whenever substantive
information is passed orally to a liaison officer, prepare a brief Memorandum for the
Record of the conversation, and forward copies to the SUSLQ, DIRNSA/CHCSS,
DP1, and DP2 for IA, by the most expeditious means.

b. (UAFOYOY Send to the concerned Second Party liaison office all replies to
queries or actions from that office, even if the correspondence responds to a
communication that has been forwarded from the director or chief of a Second Party
HQ. Such correspondence must be coordinated with DP prior to release. Furnish
information copies to the SUSLOs concerned.

14
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USSID FA6001

ANNEX B - (U) RELEASE OF U.S. SIGINT INFORMATION TO
SECOND PARTY SIGINT ORGANIZATIONS

(U) Purpose

(U) Second Party
Collaboration

(U) SIGINT
Material

(U) Intelligence
Information
Requirements

by (1)
(by (3)-P.L.

86-356

SECTION 1 - (U) PURPOSE

B1.1. (U/HEOYE) This Annex sets forth the procedures for releasing U.S. SIGINT
information to the Second Party SIGINT organizations.

SECTION 2 - (U) GENERAL

B2.1. (U/AOHE) NSA/CSS and the Second Party Partners collaborate on a wide range
of targets. The specific targets and degree of collaboration may change from time to time
by mutnal agreement and should be documented by a Memorandum of
Understanding/Memorandum of Agreement (MOU/MOA) or a Division of Effort (DOE)
staterment. Copies of all MOU/MOAs must be provided to the NSA/CSS Office of
Cerporate Policy (DJ), DP and SID SIGINT Policy. If a DOE Statement between
NSA/CSS and Second Party elements is used to document efforts against similar targets,
a copy of this statement must be provided to DP1.

B2.2. (54SHRELSecond Party Partners receive raw traffic, technical material, and
serialized SIGINT reports derived from the U.S. effort on mutual targets, in accordance
with U.S. government policy and guidelines to include SMD 427, as applicable.

B2.3. (SH#SHAREELY Second Party Partners require intelligence information on issues
impacting international relations, and on events related to the partners’ political,
economic, military, or security interests. However, no U.S. SIGINT information will be
used or disseminated by Second Party Partners in a way that contradicts U.S. government
policy and national security goals and objectives or is inconsistent with U.S. law. In
addition to serialized reports furnished to Second Party Partners to meet the specific
intelligence requirements, consideration must also be given to:

a. {SUSIHREL)|

L

b, {SHSHRELY|

P

15
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{b) (1)
(b) (3)-P.L. 86-36

SECTION 3 - (U) RESPONSIBILITIES

(U) NSA/CSS Senior B3.1. (UHESHGY NSA/CSS Deputy Directors/Associate Directors/Chiefs are responsible

Management

(U) Information
Sharing Services

for ensuring compliance with established procedures when releasing SIGINT material
under their purview to Second Party Partners. They are also responsible for providing
any attendant technical support.

B3.2. (UAFOHOY NSA/CSS SID Information Sharing Services (S12) maintains records
of serialized reports, including field-produced serialized reports, that are released to
Second Party Partners. Proposed distribution changes must be coordinated with S12 and
DP1. S12 will review SIGINT exchanges with Second Party Partners that also involve
distribution to a third nation, such as in combined exercises.

(U) Release of
SIGINT Material

Proceed To:

SECTION 4 - () PROCEDURES

B4.1. (U/EOYOF-SIGINT material relevant to the requirements of a Second Party
Partner is directly forwarded to the partner location.

B4.2. (UAFOHOY Release of new categories or types of SIGINT materiaf is to be
coordinated with DPI and S12.

B4.3. (U/EQUOHIf U S, SIGINT materials are required by a particular Second Party
Partner, but cannot be released because of restrictions imposed by the preducing,
procuring, or supplying agency, S12 will review the need and coordinate with DP1.

NSA | Director | SID | SID Staff | SID Policy | USSID Index

16
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SIGNALS INTELLIGENCE
DIRECTORATE

MANAGEMENT DIRECTIVE 427

Issue Date: 01 August 2009
Revised Date: 28 December 2013
Second Rev: 14 September 2015

POC: S02

(U) ACCESS TO CLASSIFIED U.S. INTELLIGENCE
INFORMATION FOR SECOND PARTY PERSONNEL

(U) Purpose (U#AFSYE0) This document provides guidance for granting Second Party SIGINT
personnel access to classified U.S. intelligence information in accordance with
Department of Defense Directive (DoDD) C-5230,23, “Intelligence Disclosure
Policy” (Ref A); Director of Central Intelligence Directive 6/7, “Intelligence
Disclosure Policy” (Ref B); and DoDD 5240.1-R. “Procedures of DoD

Intelligence Components that Affect U.S. Persons” (Ref C)

NOTE: (U) Underlined terms are defined under Annex D Definitions.

(U) Scope (U) This Signals Intelligence Directorate (SID) Management Directive applies to
all U.S. SIGINT productien elements located at NSA Headquarters (NSAW) and
across the United States SIGINT System (USSS).

(U) This guidance supersedes all previously approved SIGINT Directorate
guidance and authorizations for Second Party access to classified U.S.
intelligence information. Second Party personnel who require access for the
performance of the SIGINT mission must be re-justified and resubmitted for
approval by the SIGINT Director or Deputy Director.

—CONEIDENTIAL/SHREL TO-USAFVEY—
|
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(U) All new requests for Second Paity accesses after the date of issue of this
document must follow the guidelines herein.

st

RONALD S. MOULTRIE
Signals Intelligence Direcior

DISTRIBUTION:
Signals Intelligence Directorate, All
SIGINT Enterprise, Field, All
Office of General Counsel
Office of Corporate Policy

(U) BACKGROUND

(U) Background 1. {U) NSA/CSS has a tradition of signals intelligence {SIGINT) collaboration
with its Second Party SIGINT Partners that has served us well. NSA/CSS and
the Intelligence Community (IC) have benefited from this exchange and have
broadened and improved U.S. knowledge and capabilities. Notwithstanding our
special partnerships with our Second Party SIGINT Partners, NSA/CSS must
first ensure that activities with our partners comply with all U.S. legal and policy
guidelines. This management directive is established to define, document, and
implement internal procedures to ensure consistency and compliance with all
legal and policy guidelines.

2. (U} Granting access to Second Party personnel to classified U.S. intelligence
information must be done in accordance with procedures established within
INSA/CSS and consistent with policies and procedures of the Director of
National Intelligence and the Secretary of Defense. In addition, NSA/CSS, first
and foremost, has a responsibility to protect intelligence information that
contains or may contain equities of other members of the IC. Granting access to
or approving release of information to Second Party personnel applies equally to
SIGINT as well as to intelligence gathered under the authority of other IC
agencies, or any intelligence from those agencies that is fused with SIGINT (to
include that from collaborative access efforts). Often, only the originating agency
or element may be aware of the sensitivities of the intelligence information,
therefore that agency’s permission must be obtained prior to sharing.

NSA FOIA Case 100386 Page 00572
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3. (U/FOUYS) Per Director of Central Intelligence Directive (DCID) 5/5P
“Conduct of Liaison with Foreign Governments and Release of U.S. SIGINT to
Foreign Governments” (Ref D), DIRNSA/CHCSS is the executive agent of the
U.S. Government for the conduct of SIGINT arrangements with the Second
Parties. DCID 6/6, “Security Controls on the Dissemination of Intelligence
Information” (Ref E), specifies that intelligence may be shared with foreigners
(including Second Party personnel) to the extent such sharing promotes the
interests of the United States, is consistent with U.S. law, does not pose
unreasonable risk to U.S. foreign policy or national defense, and is limited to a
specific purpose and normally of limited duration. The directive mandates
NSA/CSS' responsibility to apply appropriate controls to and accountability for
the access to or release of intelligence to our foreign partners,

(U) Data 4. (UAFOHE) Far the purposes of this policy, data, databases, and data sets
Categories maintained by NSA/CSS will be categorized as follows:

(9) (3)-P.L. 856-36

-

. (UyPOLICY

(U) Approval 5. (UHRQUO)|

Authorities

~CONEIDENTIALASHREL-TO-USA VY-
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6. (UHEOHO)|

7. (UHFOBEOY If the Second Parey person is an integree as defined in NSA/CSS
Policy 1-13 “Sec0nd Party Integrees” (Ref F), then | il
be recorded by. the integreé’s supervisor and the appropmate Foreign Affairs
Dlrectorate desk ofﬁce‘r shall be notified. e

8, (U#F-GUG} S’econd Party personnel secess to NSA/CSS-maintained databases
or daté sets. that only contain classified information marked releasable to that
partner of databases that afre capable of restricting access only to that data which
i matked releasable’to that partner, regardless of the originating agency of the
data will be-granted to Second Party personnel in accordance with Annex A to
thls_ pohcy Approval authority for Second Party access marked releasable
- tésides with the relevant SIGINT Directorate Deputy Director or Associate
L Director (i.e., DDEM/ADDEM, DDAP/ADDAP, DDDA/ADDDA, and

(b} (3)-P.L. 86-36) ADDY/SSG), NTOC DIR, and SUSILOs Canberra, London, Ottawa, and

Wellington).

LRI

(U/EOB0)
—CONEIDENTIALASHREL TO-USA FV-EY—
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.. -NOTE: (Urouey]

[y Gi-p L. s6-36] i

1. (UHESHSFThe NSA/CSS Director, the NSA/CSS Deputy Director, or
authorized Designated Intelligence Disclosure Officers (DIDOs) may authorize
release to a Second Party Integree of classified U.S. intelligence that bears no
specific control markings (i.e., that is not marked with “NOFQRN” “REL TOQ,”
or another control marking such as “ORCON™). The details of the DIDO
program and authorities may be found in DCID 6/7, “Intelligence Disclosure
Policy.” and the list of designated NSA/CSS DIDQOs.

(U} Data Uses 12. (UAFOHOY Access to data by or release of data to Second Party personnel
does not convey authorization or approval for Second Party follow-on use.
Further use guidance will accompany each Second Party access provision.

tb) (3) -B.L. 86—36|
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|(b) (3)-P.L. 86—36'

(U) Termination
of Access

(U) Emergencies

15. (UAEOQHO3} When a Second Party person changes work assignments or
locations, any access to NSA/CSS maintained data, databases, or data sets
granted through an NSA/CSS approval process (such as the SIGINT Contact
Center (SCQ)) is similarly terminated in accordance with SID Management
Directive 421, “United States SIGINT System Database Access” (Ref H).

16. (U) For emergency sharing authorization, the NSA Director or Deputy
Director and/or the SIGINT Director and Deputy Director are the sole approving
authorities. Emergency situations are defined and will be implemented per
guidance in DCID 6/6, Section 10.

(U) A.N.NEX-A
ACCESS TO RELEASABLE DATA

(U) General

(U} Access for
Personnel in
Second Party
SIGINT

A.l. (UHESYEY Second Party personnel, whether integrated into an NSA/CSS
established SIGINT production element or assigned to a Second Party SIGINT
organization, may be granted access to NSA/CSS maintained SIGINT databases
and data sets that contain only data marked as releasable to that Second Party
partner or databases that are capable of restricting access only to that data which
is marked as releasable to that partner. All Second Party personnel accessing
NSA/CSS maintained databases and data sets must adhere to the same standards
as U.S. SIGINT personnel with regard to U.S. intelligence oversight, to include
U.S. Intelligence Oversight Officers (I00s), U.S. aunditors, and appropriate
intelligence oversight training and reporting programs. Second Party Integrees
shall not be assigned positions for which access to NOFORN information is
routinely required, without prior approval frem all originators of that
information.

A2 (UFAFBYET Second Party SIGINT elements requiring access to releasable
databases or data sets must first be registered in the NSA/CSS Mission
Correlation Table (MCT) in accordance with SID Management Directive 422,
“LJSSS Mission Delegation” (Ref 1), by following the SID SIGINT Contact

—CONEIDENTIALA/SH/REL-TO-USAEVEY—
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Elements

[te) (3)-p.L. 86-35 i

(U) Access for
Second Party
Integrees

{U) Termination
of Access

[} i3)-p.L. 85-35
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Center (SCC) process

| |for Sponsors
and Data Masks, GGiven fhat these will be Second Party missions, the relevant
Analysis.and Production Global Capability Managers will coordinate on, but not

. .approve, the registration of the mission and the associated databases.

. A3.(UAFOU0) Second Party SIGINT elements will work with the appropriate
-, SeniorU.S, Liaison Office (SUSLQ) and the appropriate NSA/CSS Foreign
T .Affa1rs Dlrectorafe (FAD)_ Desk Ofﬁcer to draft and coordmate the access

and Comphance (O&C) C omphance and Verification Teaml
ko determine the appropriate oversight path,

training, and auditing requirements for each element and associated database
being registered in the MCT. If access is approved, access to individual
releasable databases is then granted through the SCC standard procedure.

A 4. (UABB65 Second Party SIGINT personnel integrated into NSA/CSS
SIGINT production elements under NSA/CSS Policy 1-13. “Second Party
Integrees” will be sponsored for access through established procedures in
SIGINT Management Directive 421. Supervisors of Second Party integrees must
maintain a list of any databases or data sets accessed by the integree and will
notify the appropriate FAD Desk Officer of any changes during the integree’s
assignment which would require a change to access. Approval authority for
database and/or data set access to “NSA/CSS or IC Not-Releasable” will be the
NSA Director, Deputy Director, SIGINT Director or SIGINT Deputy Director.

AS. (UHFOHOY When Second Party personnel change work assignments or
locations, any access to SIGINT databases or data sets will be terminated
immediately. The SIGINT production element’s NSA/CSS Sponsor or
Intelligence Oversight Officer (I0O) is responsible for requesting the database
System Administrators to terminate and remove the individual’s accounts from
their systems in accordance with SID Management Directive 421. For Second
Party Integrees, the immediate supervisor (U.S. or Second Party) is responsible
for the termination of accesses and will notify the appropriate FAD desk officer
and personnel in accordance with SID Management Directive 421,

(U) ANNEX B
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(Uy ANNEX C
REFERENCES

a. (U/AOH63} Department of Defense Directive (DoDD) C-5230.23
“Intelligence Disclosure Policy”

b. (U/AFSHE&) Director of Central Intelligence Directive 6/7, “Intelligence
Disclosure Policy”

c. (U/AFeH3 DoDD 5240.1-R, “Procedures of DoD Intelligence Components
that Affect U.S. Persons”

d. (U/6HE6) Director of Central Intelligence Directive (DCID) 5/5P.
“Conduct of Liaison with Foreign Governments and Release of U.S. SIGINT
to Foreign Governments®

e. (UHFOY0O) Director of Central Intelligence Directive (DCID) 6/6_“Security
Controls on the Dissemination of Intellieence Information”

f. (UAFOHO) NSA/CSS Policy 1-13, “Second Party Inteprees”

(UAESHO) NSA/CSS POLICY 1-41. “The NSA/CSS Exceptionally
Controlled Information (ECI) Svstem”

)

h. (UAFSES) SID Management Directiveé 421, “United States SIGINT System
Database Access”

i (U#AFOUe) SID Management Directive 422, “USSS Mission Delegation”
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j. (UReY8) Executive Order (E.Q.) 12333, “United States Intelligence
Activities”
k. (UAFOUO) National Securitv Act of 1947
1. (UHFOES) UKUSA Agreement, dated 5 March 1946
(U) ANNEX D
DEFINITIONS
(U) Data Set D.1. (U) For the purpose of this policy, a large collection of intelligence
data that has not been evaluated for foreign intelligence or minimized to
protect U.S. identities but is not a formal database subject to the SIGINT
Contact Center (SCC) process or a similar access control. A data set may
also be a data feed such as would be needed for a research/development
effort.
(U) Database D.2. (UHESHH For the purpose of this policy, a structured collection of
records or data that is stored in a computer system and organized in a data
o) (317 L. 86-34 management system for quick retrieval of those records. A database is
---------- generally subject to the SCC process or a similar access control and listed
(U) Designated D.3. (U) The heads of departments and agencies with organizations in the
Intelligence Intelligence Community or the heads of such organizations, and their
Disclosure specifically designated subordinates whose names and positions are
Official (DIDO) certified to the Director National Intelligence (DNI) in writing, and other
U.S. officials designated by the DNIL.
(U) Exceptionally D.4. (U) COMINT sub-control system/sub-compartment to protect TOP
Controlled SECRET exceptionally sensitive COMINT sources, methods and activities.
Information
(ECT)
{U) Evaluated, D.5. (U) Traffic that has been minimized for U.S. identities and assessed for
Minimized foreign intelligence value,

Traffic (EMT)
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(U) Integree D.6. (U4#FSHYO) The term “integree” in this document refers to Second
Party Partner personne] integrated into or detailed to SIGINT production
element {as defined in USSID CR1610) who, when integrated into an
NSA/CSS environment, are working solely under the direction and
operational control of the DIRNSA/CHCSS to conduct SIGINT activities
that support information needs validated by NSA/CSS in accordance with
NSA/CSS authorities, rules, and regulations. Integrees may be civilians or
military members, Integrees must be approved in accordance with
NSA/CSS Policy 1-13, “Second Party Integrees.”

(U) Intelligence D.7. (U) Includes the following information, whether written or in any other
medium, classified pursuant to Executive Order 12958 or any predecessor
or successor Executive Order:

a. {U) Foreign intelligence and counterintelligence defined in the
National Security Act of 1947 (Ref X), as amended and Executive
Order 12333;

b. (UMEGH®) Information describing U.S. foreign intelligence and
counterintelligence activities, sources, methods, equipment, or
methodology used for the acquisition, processing, or exploitation of
such intelligence; foreign military hardware obtained through
intelligence activities for exploitation and the results of the
exploitation; and any other data resulting from U.S. intelligence
collection efforts; and

(U) Information on Intelligence Community protective security programs
(e.g. personnel, physical, technical, and information security).

(U) Intelligence D.8. (U) The Intelligence Community comprises the:
Community (IC) o Central Intelligence Agency (CIA),
o National Security Agency {(NSA),

¢ Defense Intelligence Agency (DIA),

« Bureau of Intelligence and Research (within the Department of
State),

« National Geospatial-Intelligence Agency (NGA),
+ National Reconnaissance Office (NRO),

» Intelligence and Counterintelligence Elements of the Army, Navy,
Air Force, Marine Corps, and Coast Guard.

o Staff elements of the Director of National Intelligence (DNI), and
» Intelligence elements of the:

~CONEIDENTEAL/SHRELTO-USAIVEY—
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o Drug Enforcement Administration,

o Federal Bureau of Investigation (FBI),
o Department of Justice,

o Department of the Treasury,

o Department of Homeland Security, and
o Department of Energy.

(U) SIGINT D.9. (U) The actual information (e.g., voice, data, or video) exchanged
Content between one or more individuals, systems or devices.

(U) SIGINT D.10. (U/A0H65 Refers to structured "data about data.” Metadata includes
Metadata all information associated with, but not including content, and includes any

data used by a network, service, or application to facilitate routing or
handling of a communication or to render content in the intended format.
Metadata includes, but is not limited to, dialing, routing, addressing, or
signaling information and data in support of various network management
activities (e.g. billing, authentication or tracking of communicants).

(U) Mission D.11. (U/ESYO)

Correlation
Table (MCT)

{b) {3)-P.L. 86—36'

(U) Product D.12. (U) Foreign intelligence (derived from SIGINT processes) that is
made available in readable form to authorized recipients in response to
stated or implied Information Needs. SIGINT Product reporting standards
are governed United States Signals Intelligence Directives (USSIDs) and
other SIGINT policy.

(U} Raw SIGINT  D.13 (&HSHFREETFO-USACFYEY Raw SIGINT data is any SIGINT data

Data acquired either as a result of search and development or targeted collection
operations against a particular foreign intelligence target before the
information has been evaluated for foreign intelligence AND minimization
purposes. It includes, but is not limited to, unevaluated and/or unminimized

(b} (1)

(b} (3)-18 USC 798

(b) (3)-50 USC 3024(1)
(b) (3}-B.L. 36-36 12

NSA FOIA Case 100386 Page 00582



Doc ID: 6636916

(b (1]
-CONFHBENTIAL/ASHREETOUSA FVYEY— {b} {3}-18 USC 798

(b} (3)-50 USC 3024 (i}
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(U) Second Party D.14. (U) Any of the four countries with which the U.S. Government
maintains close, cooperative SIGINT and Information Assurance (IA)
relationships: Australia, Canada, New Zealand, and the United Kingdom
(UK). The strategic alliance among these nations stems from the strong
cryptologic partnerships that developed during World War II and were first
formalized in the UKUSA Agreement (Ref L), dated 5 March 1946.

(U) Second Party D.15. (U) The foliowing SIGINT organizations, their subordinate units, and
SIGINT Partners other cryptologic units affiliated with, or approved by, the National SIGINT
authority. The organizations are:
a. (U) UK - Government Communications Headquarters (GCHQ)

b. (U) Canada - Communications Security Establishment Canada(CSEC)
c. (U) Australia - Defence Signals Directorate (DSD)

d. (U) New Zealand - Government Communications Security Bureau
(GCSB)

(U) Second Party D.16. (U) This includes all Second Party personnel assigned to and working

SIGINT under the SIGINT Authorities of the respective Second Party Partner

Personnel organization. This includes Second Party civilian, military, and contractor
personnel.

(U) SIGINT D.17. (U) A formally recognized and documented element {organization,

Production unit) that executes at least one of the SIGINT production functions

Element (collection, processing, analysis, retention, and dissemination) performed by

United States SIGINT System (USSS) and/or foreign SIGINT production
personnel (collectors, cryptanalysts, intelligence analysts, linguist, reporters,
SIGINT development analysts, research personnel, staff, support elements,
and managers) necessary for the conduct of an assigned SIGINT mission.

~CONEIDENTIAL/SHREL-TO-USAHNEY-
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(U Stakeholder D 18, (U) Stakeholders in the access of data Not Releasable by a Second
Party person would be any office with an equity in the information. This list
might include:

s S| Customer Relations,

e 52 Analysis and Production,
s 53 Data Acquisition,

e SSG SIGINT Development,

¢ Associate Deputy Directorates for Counter Terrorism {ADD/CT)
and Technical SIGINT and Electronic Warfare(ADD/TSE),

» National Threat Operations Center (NTOC),

o NSA/CSS Commercial Solutions Center (NCSC),

¢ Research Directorate (RAD),

¢ Associate Directorate for Education and Training (ADET),

e Associate Directorate for Security and Counterintelligence
(ADS&CI), and

e National Cryptologic Representatives and Senior Liatson Officers,
as appropriate.

(U) United States D.19. (U) The United States SIGINT System (USSS) is the SIGINT part of

SIGINT System  the United States Cryptologic System (USCS) and refers to the U.S.

(USSS) Government SIGINT activities worldwide under the direction of the
Director, National Security Agency/Chief, Central Security Service
(DIRNSA/CHCSS). The USSS is composed of the NSA/CSS SIGINT
Directorate, the SIGINT functions and elements of the military departments,
and other governmental elements (other than the Federal Bureaun of
Investigation) authorized to perform SIGINT activities under the direction
and authority of the DIRNSA/CHCSS.
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This article is more than 5 years old

XKeyscore: NSA tool collects nearly everything a user
does on the internet’

@.XKeyscore gives 'widest-reaching’ collection of online data ®. NSA analysts require
no prior authorization for searches ®. Sweeps up emails, social media activity and
browsing history ®. NSA's XKeyscore program - read one of the presentations

Glenn Greenwald
Wed 31 Jul 2013 08.56 EDT

A top secret National Security Agency program allows analysts to search with no prior
authorization through vast databases containing emails, online chats and the browsing
histories of millions of individuals, according to documents provided by whistleblower
Edward Snowden.

https://www.theguardian.com/world/2013/jul/31/nsa-top-secret-program-online-data 1/10
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The NSA boasts in training materials that the program, called XKeyscore, is its "widest-
reaching" system for developing intelligence from the internet.

The latest revelations will add to the intense public and congressional debate around the
extent of NSA surveillance programs. They come as senior intelligence officials testify to
the Senate judiciary committee on Wednesday, releasing classified documents in response
to the Guardian's earlier stories on bulk collection of phone records and Fisa surveillance
court oversight.

The files shed light on one of Snowden's most controversial statements, made in his first
video interview published by the Guardian on June 10.

"I, sitting at my desk," said Snowden, could "wiretap anyone, from you or your accountant,
to a federal judge or even the president, if I had a personal email".

US officials vehemently denied this specific claim. Mike Rogers, the Republican chairman of
the House intelligence committee, said of Snowden's assertion: "He's lying. It's impossible
for him to do what he was saying he could do."

But training materials for XKeyscore detail how analysts can use it and other systems to
mine enormous agency databases by filling in a simple on-screen form giving only a broad
justification for the search. The request is not reviewed by a court or any NSA personnel
before it is processed.

XKeyscore, the documents boast, is the NSA's "widest reaching" system developing
intelligence from computer networks - what the agency calls Digital Network Intelligence
(DNI). One presentation claims the program covers "nearly everything a typical user does
on the internet”, including the content of emails, websites visited and searches, as well as
their metadata.

Analysts can also use XKeyscore and other NSA systems to obtain ongoing "real-time"
interception of an individual's internet activity.

Under US law, the NSA is required to obtain an individualized Fisa warrant only if the target
of their surveillance is a 'US person’, though no such warrant is required for intercepting the
communications of Americans with foreign targets. But XKeyscore provides the
technological capability, if not the legal authority, to target even US persons for extensive
electronic surveillance without a warrant provided that some identifying information, such
as their email or IP address, is known to the analyst.

One training slide illustrates the digital activity constantly being collected by XKeyscore
and the analyst's ability to query the databases at any time.

https://www.theguardian.com/world/2013/jul/31/nsa-top-secret-program-online-data 2/10
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The purpose of XKeyscore is to allow analysts to search the metadata as well as the content
of emails and other internet activity, such as browser history, even when there is no known
email account (a "selector" in NSA parlance) associated with the individual being targeted.

Analysts can also search by name, telephone number, IP address, keywords, the language
in which the internet activity was conducted or the type of browser used.

One document notes that this is because "strong selection [search by email address] itself
gives us only a very limited capability"” because "a large amount of time spent on the web is
performing actions that are anonymous."

The NSA documents assert that by 2008, 300 terrorists had been captured using
intelligence from XKeyscore.

Analysts are warned that searching the full database for content will yield too many results
to sift through. Instead they are advised to use the metadata also stored in the databases to
narrow down what to review.

A slide entitled "plug-ins" in a December 2012 document describes the various fields of
information that can be searched. It includes "every email address seen in a session by both
username and domain", "every phone number seen in a session (eg address book entries or
signature block)" and user activity - "the webmail and chat activity to include username,

buddylist, machine specific cookies etc".

Email monitoring

In a second Guardian interview in June, Snowden elaborated on his statement about being
able to read any individual's email if he had their email address. He said the claim was
based in part on the email search capabilities of XKeyscore, which Snowden says he was
authorized to use while working as a Booz Allen contractor for the NSA.

https://www.theguardian.com/world/2013/jul/31/nsa-top-secret-program-online-data 3/10
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One top-secret document describes how the program "searches within bodies of emails,
webpages and documents", including the "To, From, CC, BCC lines" and the 'Contact Us'

pages on websites".

To search for emails, an analyst using XKS enters the individual's email address into a
simple online search form, along with the "justification"” for the search and the time period

for which the emails are sought.

The UnoMficial Xemyscore Users Gulce

[Taf27) At Page Whsh

Email Addresses Query:

One of the most common queries is (you guessed it) an Email Address Query searching
for an email address. To create a query for a specific email address, you have to fill in the

name of the query, justify it and set a date range then you simply fill in the email

address(es) you want to search on and submit.
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The analyst then selects which of those returned emails they want to read by opening them

in NSA reading software.

The system is similar to the way in which NSA analysts generally can intercept the
communications of anyone they select, including, as one NSA document put it,
"communications that transit the United States and communications that terminate in the

United States".

https://www.theguardian.com/world/2013/jul/31/nsa-top-secret-program-online-data
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One document, a top secret 2010 guide describing the training received by NSA analysts for
general surveillance under the Fisa Amendments Act of 2008, explains that analysts can
begin surveillance on anyone by clicking a few simple pull-down menus designed to
provide both legal and targeting justifications. Once options on the pull-down menus are
selected, their target is marked for electronic surveillance and the analyst is able to review
the content of their communications:
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Chats, browsing history and other internet activity
Beyond emails, the XKeyscore system allows analysts to monitor a virtually unlimited array
of other internet activities, including those within social media.

An NSA tool called DNI Presenter, used to read the content of stored emails, also enables an
analyst using XKeyscore to read the content of Facebook chats or private messages.

TOP willisnsiairssssarnnss s sasacias uss sies e n.N, GBR,

e
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An analyst can monitor such Facebook chats by entering the Facebook user name and a

date range into a simple search screen.

TOP SECRET/COMINT//REL TO USA, FVEY
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User Activity Possible Queries

User Activity

Datetime: 1 Day

Search For:
Saanch Vahea:  |12345675510

Realm: facebook

Datetime:

Search For:

Sparch Value:
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Analysts can search for internet browsing activities using a wide range of information,
including search terms entered by the user or the websites viewed.
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As one slide indicates, the ability to search HTTP activity by keyword permits the analyst
access to what the NSA calls "nearly everything a typical user does on the internet".

https://www.theguardian.com/world/2013/jul/31/nsa-top-secret-program-online-data
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Why are we interested in HTTP?
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the Internet uses HTTP
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The XKeyscore program also allows an analyst to learn the IP addresses of every person
who visits any website the analyst specifies.

1. 1f you know the particular website the target visits. For this example, I'm looking
for everyone in Sweden that visits a particular extremist web forum.

Search: HTTE Activity
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other hosts.
MTTR Typa: - - I R
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must AND that with some
Scroll down to enter a country code (Sweden is :1 ather information like an IP or
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The quantity of communications accessible through programs such as XKeyscore is
staggeringly large. One NSA report from 2007 estimated that there were 850bn "call events"
collected and stored in the NSA databases, and close to 150bn internet records. Each day,
the document says, 1-2bn records were added.

William Binney, a former NSA mathematician, said last year that the agency had
"assembled on the order of 20tn transactions about US citizens with other US citizens", an
estimate, he said, that "only was involving phone calls and emails". A 2010 Washington Post
article reported that "every day, collection systems at the [NSA] intercept and store 1.7bn
emails, phone calls and other type of communications."

The XKeyscore system is continuously collecting so much internet data that it can be stored
only for short periods of time. Content remains on the system for only three to five days,
while metadata is stored for 30 days. One document explains: "At some sites, the amount of
data we receive per day (20+ terabytes) can only be stored for as little as 24 hours."

https://www.theguardian.com/world/2013/jul/31/nsa-top-secret-program-online-data 7/10
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To solve this problem, the NSA has created a multi-tiered system that allows analysts to
store "interesting" content in other databases, such as one named Pinwale which can store
material for up to five years.

It is the databases of XKeyscore, one document shows, that now contain the greatest
amount of communications data collected by the NSA.

Meta-data from a subset
of tasked strong -Selecions

Content selected from
dictionary tasked terms

User Activity” meta-data with front end full
take feeds and back-end selected feeds MARIMNA

Unique data beyond user actiity from Xkeyscore \ High
front end full take {eeds
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In 2012, there were at least 41 billion total records collected and stored in XKeyscore for a
single 30-day period.

Legal v technical restrictions

While the Fisa Amendments Act of 2008
requires an individualized warrant for the
targeting of US persons, NSA analysts are
' permitted to intercept the communications
. of such individuals without a warrant if
ANEYSCORE  they are in contact with one of the NSA's
47, F9F AL 140 .
; 2 el foreign targets.
L]

Wy Topd Tese The ACLU's deputy legal director, Jameel
. Jaffer, told the Guardian last month that

national security officials expressly said that

TR S S e .

P - a primary purpose of the new law was to

P— - enable them to collect large amounts of
KS11 Photograph: Guardian Americans' communications without

individualized warrants.

"The government doesn't need to 'target' Americans in order to collect huge volumes of
their communications," said Jaffer. "The government inevitably sweeps up the
communications of many Americans" when targeting foreign nationals for surveillance.

https://www.theguardian.com/world/2013/jul/31/nsa-top-secret-program-online-data 8/10
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An example is provided by one XKeyscore document showing an NSA target in Tehran
communicating with people in Frankfurt, Amsterdam and New York.

Example #2

Full Log table contains the standard DNI meta-data
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In recent years, the NSA has attempted to segregate exclusively domestic US
communications in separate databases. But even NSA documents acknowledge that such
efforts are imperfect, as even purely domestic communications can travel on foreign
systems, and NSA tools are sometimes unable to identify the national origins of
communications.

Moreover, all communications between Americans and someone on foreign soil are
included in the same databases as foreign-to-foreign communications, making them
readily searchable without warrants.

Some searches conducted by NSA analysts are periodically reviewed by their supervisors
within the NSA. "It's very rare to be questioned on our searches," Snowden told the
Guardian in June, "and even when we are, it's usually along the lines of: 'let's bulk up the

justification’.

In a letter this week to senator Ron Wyden, director of national intelligence James Clapper
acknowledged that NSA analysts have exceeded even legal limits as interpreted by the NSA
in domestic surveillance.

Acknowledging what he called "a number of compliance problems", Clapper attributed
them to "human error" or "highly sophisticated technology issues" rather than "bad faith".

However, Wyden said on the Senate floor on Tuesday: "These violations are more serious
than those stated by the intelligence community, and are troubling."

In a statement to the Guardian, the NSA said: "NSA's activities are focused and specifically
deployed against - and only against - legitimate foreign intelligence targets in response to
requirements that our leaders need for information necessary to protect our nation and its
interests.

"XKeyscore is used as a part of NSA's lawful foreign signals intelligence collection system.

https://www.theguardian.com/world/2013/jul/31/nsa-top-secret-program-online-data 9/10
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"Allegations of widespread, unchecked analyst access to NSA collection data are simply not
true. Access to XKeyscore, as well as all of NSA's analytic tools, is limited to only those
personnel who require access for their assigned tasks ... In addition, there are multiple
technical, manual and supervisory checks and balances within the system to prevent
deliberate misuse from occurring."

"Every search by an NSA analyst is fully auditable, to ensure that they are proper and
within the law.

"These types of programs allow us to collect the information that enables us to perform our
missions successfully - to defend the nation and to protect US and allied troops abroad."

Since you're here...

... we have a small favour to ask. More people are reading and supporting our independent,
investigative reporting than ever before. And unlike many news organisations, we have
chosen an approach that allows us to keep our journalism accessible to all, regardless of
where they live or what they can afford.

The Guardian is editorially independent, meaning we set our own agenda. Our journalism
is free from commercial bias and not influenced by billionaire owners, politicians or
shareholders. No one edits our editor. No one steers our opinion. This is important as it
enables us to give a voice to those less heard, challenge the powerful and hold them to
account. It’s what makes us different to so many others in the media, at a time when
factual, honest reporting is critical.

Every contribution we receive from readers like you, big or small, goes directly into funding
our journalism. This support enables us to keep working as we do - but we must maintain
and build on it for every year to come. Support The Guardian from as little as $1 - and it
only takes a minute. Thank you.

Support The Guardian
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(U) SECOND PARTY ACCESS TO NSA/CSS TS/SCI CLASSIFIED INFORMATION
SYSTEMS

(U) PURPOSE AND SCOPE

(U) This policy defines processes and procedures for Second Party access to NSA/CSS
classified information systems (ISs). This policy applies to all United States Cryptologic System
(USCS) organizations that sponsor Second Party integrees, USCS personnel who initiate or
approve requests for Second Party personnel access to U.S. classified intelligence and
cryplographic information, and USCS personnel who implement Second Party personnel and
systems access to any NSA/CSS classified {Ss.

ICHARD/H. LEDGETT, JR.
Acting Director, NSA

Endorsed

Associate Director for Policy

(U) Encl:
Annex — Second Party Access Information

(L) DISTRIBUTION:
1823
DIl
DJ2 (Vital Records)
DI6 (Archives)

(U) This Pelicy 6-20 supersedes NSA/CSS Policy 6-20 dated 2 July 2007,
(U) OP1: NSA/CSS IT Policy, TS23. 303-1896s.
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(U) This Policy 6-20 supersedes NSA/CSS Policy 6-20 dated 2 July 2007. The Chief, Policy
approved an administrative update on 26 February 2015 to reflect new guidance on limited
administrator access, align the definition of Second Party Integree with NSA/CSS Policy 1-13,
and make other administrative changes. The Chief, Policy approved an administrative update on
2 November 2015 to update the definition “Authorizing Official.” The Chief, Strategy, Plans,
and Policy approved an administrative update on 8 November 2016 to enable qualified Second
Party Liaison officers to routinely obtain direct access to NSANet. The administrative update
also clarifies the terms ‘second party personnel” and ‘second party integrees’, and makes their
use more consistent; improves accuracy in specifying NSANet access type; clarifies a Second
Party and Multinational Affairs Division (P523) responsibility; updates definitions; and makes
minor administrative updates.

(U) OPI: Technology Policy, P12T, 717-0220s.

(U) No section of this document shall be released without approval from the Office of Policy
(P12).

[() (3)-7. 1. 86-36]

(U) POLICY
1. (U) Itis the policy of NSA/CSS to share with Second Party (" f_')gg!ologz partners all
information relevant to the arrangements outlined in “U K--U. S. Communications Intelligence
Agreement (UKUSAY”’ (Reference a) and subsequent bllateral understandings with each Second
Party partner as outlined in| [(Reference b),
NSA/GCHQ/DSD/CSE/GCSB “Second Partv Intranet Connection MOU” (Reference ¢), and
kReference d).

2. (U) Second Party system access shall be provided in accordance with the
requirements specified in Intelligence Community Directive 503, “Intelligence Community
Information Technology Systems Security Risk Management” (Reference e).

3. (U/He63 Second Party Personnel may not perform information technology (1T)
systems administrative functions or be granted privileged access on NSA/CSS IT systems, with
the exception of limited administrative privileges in direct support of mission requirements (i.e.,
a virtual machine or workstation the administrative access to which is expressly required for
mission purposes).

4. (U) Second Party system connection and access policy agreements between the USCS
information steward and each Second Party country shall be established in a Memorandum of
Understanding (MOU). Documents will be maintained and posted by Office of Policy (P12} on
NSA/CSS Classified Network (NSANet).

5. (U) Second Party integrees and Second Party Liaison officers who meet the access
requirements in this policy shall routinely be given direct access to NSA/CSS ISs via individual
NSA/CSS accounts.

6. (U) Second Partv Headguarters Personnel shall routinely access NSA/CSS classified
ISs indirectly via the Second Party proxy server.

2
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7. (U/EOBYOY Second Party Personnel who are not eligible for direct access and whose
requirements cannot be accommodated via the proxy server may request an gxception to obtain
direct access to NSA/CSS IS via an individual NSA/CSS account.

8. (Uy Al requests for Second Party direct access to NSA/CSS ISs shall be approved by
the Second Party authority with parallel responsibility to NSA/CSS mission or mission-support
information (e.g., signals intelligence (SIGINT), information assurance {IA), research) before
presentation to NSA/CSS for consideration. Second Party requests for individual NSANet
accounts must be authorized in writing by the responsible Second Party authority.

9. (U) All Second Party personnel who require direct access to classified NSA/CSS ISs
for the performance of a SIGINT production mission must also follow the gnidance within:

a. (U) SIGINT Directorate (SID) Management Directive 421, “United States SIGINT
System Database Access” (Reference f);

b. (U) SID Management Directive 422, “USSS Mission Delegation” (Reference g);
and

¢. (U) SID Management Directive 427, “Access to Classified U.S. Intelligence
Information for Second Party Personnel” (Reference h).

10. (U) For direct access tc NSA/CSS classified ISs, eligible Second Party personnel
must be appropriately cleared and approved by the Second Party and Multinational Affairs
Division (P523). In addition, Second Party integrees must be sponsored by a Global Enterprise
Leader.

11. {U) All Second Party personnel who have obtained an NSANet user account shall
complete NSA/CSS Information Assurance training (e.g., OIAC1180, “Cyber Awareness
Challenge,” OVSCI1000, “Intelligence Oversight Training”) prior to access and yearly thereafter.

12. () All Second Party personnel with direct access to NSANet must obtain and use
Cryptologic Agencies Domain certificates if possessing citizenship in a Five Eyes country.
Additional information can be found on the NSA Corporate Public Key Infrastructure (PKJ)
Information Page;

13. (U) All Second Party personnel with direct access to NSA/CSS ISs shall be subject
to all NSA/CSS Information Technology policies and procedures.

14. (U) The citizenship of all Second Party personnel given individual NSANet accounts
shall be uniquely identified in the NSA/CSS Directory Service (i.e., SEARCHLIGHT) in order
to provide strong network and ISs access control.

15. (U) Second Party personnel with individual NSANet accounts may be directly
connected only to those NSA/CSS classified ISs required to perform sponsored functions. For
integrees, the sponsoring organization shall be the authority to identify what is required and shall

3
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|(m (3)-P.L. 86-36

have a process to account for the systems and information accessed by the mtegrea Ths:é’ sten
Security Plans (SSPs) of all systems identified for Second Party mtegree access must, be updated
to reflect this access. .

P
- .
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16. (UHFOEOY |

17, (U] S

18. (U/EQUOY |

19. (U} All Second Party access to non-NSA/CSS information on NSA/CSS ISs shall be
controlled in accordance with an agreement with the information steward or procedures
established by the information steward. Access to ISs containing non-NSA/CSS information
must be approved, in writing, by the originating agency of the data, and documented in the SSP.

20. (U) Under no circumstances will any Second Party Personnel to include partners,
liaison officers or integrees be provided direct access to NSA/CSS ISs that are used to generate,
produce, or electronically track and distribute U.S.-only keying matenals, or Nuclear Command
and Control Information Assurance Maferials (NCCIM).

21. {(U) All Second Party personnel who ne longer require access to NSA/CSS classified
ISs shall have their access terminated upon completion of those specific official duties. This
access is not transferable. If Second Party personnel require access in a new position, they must
reapply for the access based on their new duties.

(U) PROCEDURES

22.(U) Procedures for Second Party Indirect Access to NSA/CSS Information
Systems via Second Party Proxy Server:

a. (U) Written authorization is not required for Second Party personnel access to
NSA/CSS ISs via Second Party proxy servers; and

4
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b. (U) Second Party personnel are not required to register with NSA/CSS before
accessing NSA/CSS resources via Second Party proxy servers.

23.(U) Procedures for Second Party Direct Access to NSA/CSS Information
Systems: As noted above, Second Party liaison officers and integrees at NSA/CSS will be
routinely sponsored for accounts on NSANet. Other Second Party personnel may be approved
for such access on a case-by-case basis. The following procedures, therefore, apply to all Second
Party liaison officers and integrees and to specially approved other Second Party personnel, as

noted below. USCS organizations that wish to sponsor Second Party personnel for direct access
to NSA/CSS [Ss shall:

a. (U) Acquire and maintain, for each Second Party candidate, a record of the
information specified within the Annex;

b. (U) For integrees only, prepare a formal requirements statement describing the
systems, information, and services required for the Second Party individual(s) to perform
official NSA/CSS-sanctioned duties; and

¢. (U) Forward the sponsor and candidate information described in the above
subparagraphs a (and b when applicable), to the Second Party and Multinational Affairs
Division (P523) for approval and subsequent transferal to the Office of Security and
Counterintelligence (AS) for NSA/CSS Personnel Security System Database (e.g ,
CONCERTOj) record development. Service Partriers will forward sponsor and candidate
information through their respective cryptologic offices at NSAW (NSA/CSS Washingion).

24. (U} Exceptions to Access Policy: Organizations requesting an exception to this
policy or its annex shall coordinate a written request with their Information System Security
Officer {ISSO). Requests will be reviewed by the Information System Security Manager (ISSM)
and Second Party and Multinational Affairs Division (P523), prior to submission to the
NSA/CSS Aurhorizing Official (AO} for decision.

(U) RESPONSIBILITIES

25. (U) USCS organizations sponsoring Second Party personnel for direct NSA/CSS IS
access and NSA/CSS accounts shall:

a. {(U) Verify that formal access requirements, including requirements for ISs,
data, and services, are defined for Second Party personnel and appropriately coordinated
with other organizations when access to data from multiple information stewards is
required;

b. (U) Ensure that access requests are consistent with requirements for
performance of official NSA/CSS-sanctioned duties;

5
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c. (U) Advise the Second Party and Multinational Affairs Division (P523) and
Service Cryptologic Offices (if applicable) of the formal access request requirement and
obtain Second Party and Multinational Affairs Division (P523) concurrence;

d. (U) Confirm that the sponsored Second Party personnel are registered in the
NSA/CSS Personnel Security System Database (i.e., CONCERTO) and the NSA/CSS
Directory Service (i.e., SEARCHLIGHTY;

e. (U) Verify that the Capabilities Directorate {Y) has approved all connectivity
and access mechanisms before granting Second Party data access;

f. (U) Notify the Second Party and Multinational Affairs Division (P523),
respective Service Cryptologic Offices (if applicable), the ISSO, the manager of the
controlled interface, and system administrators when Second Party personnel access is no
longer required,

g. () Be accountable for Second Party direct system access. Report any
suspected anomalies, known or suspected unauthorized access, or problems associated
with sponsored Second Party access in accordance with NSA/CSS Policy 6-23,
“Reporting and Handling of NSA/CSS Information System Security Incidents”

{Reference k); and

h. (U) Report anomalous activity and incidents to the Office of Security and
Counterintelligence (A5) and the Capabilities Directorate (Y) for appropriate
investigation.

26. (U) The Capabilities Directorate (Y) shall:

a. (U) Establish and maintain central oversight and accountability for Second
Party access through the controlled interface and its separate services; and

b. (U} Provide technical guidance on quality, technical risk assessment, and
procedures for connecting any Second Party personne! to NSA/CSS classified ISs.

27. (U) The Second Party and Multinational Affairs Division (P523} shall:

a. (U/AFOY6T Ensure that appropriate NSA/CSS elements such as Capabilities
Directorate (Y) and the Office of Security and Counterintelligence (A3) receive
information relative to the arrivals and departures of Second Party persons sponsored for
Direct NSA/CSS 1S access/NSANet accounts. This will enable Standard Identification
(sid) creation, SEARCHLIGHT record/account development/deletion as appropriate, and
PKI approvals. These database records will form the core information set to enable
NSA/CSS to satisfy internal, Departrment of Defense, and Intelligence Community
requirements for secure and discrete information access and exchange; and

6
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b. (UAFGBSY Approve the creation of NSANET accounts for Second Party
Personnel eligible for direct access.

28. (U) The Security and Counterintelligence (A5) shall:

a. (U/AFOHO) Receive and review approved requests from the Second Party and
Multinational Affairs Division (P523) for Direct NSA/CSS IS access/NSANet accounts
by Second Party persons and develop and maintain appropriate security records (e.g.,
CONCERTO) and convey sid and record data to Capabilities Directorate (Y) directorate
systems that support and mediate such access (e.g., SEARCHLIGHT, CASPORT); and

b. (U) Investigate anomalous activity and incidents associated with Second Party
access to NSA/CSS classified ISs in coordination with the NSA/CSS Capabilities
Directorate (Y).

29. (U) The NSA/CSS Headquarters and Field ISSMs shall work with USCS

organizations sponsoring Second Party integrees to ensure that information system security
issues are addressed and resolved.

30. (U) NSA/CSS AO shall review requests for exceptions to this policy and render

decisions.

31. (U) Privileged access users and ISSOs shall:

a. (U) Notify USCS system users when Second Party personnel have accounts on
an IS or local area network;

b. (UAHSUOY Confirm that Second Party accounts are set up correctly and
removed upon completion of specified official duties per NSA/CSS Policy 6-8,

“Information System User and Supervisor Security Responsibilities™ (Reference 1);

c. {(U) Report any anomalous activities in accordance with Reference k and assist,
as necessary, in any investigations or analyses of such anomalies; and

d. (U) Assist in the enforcement of the data access procedures established by the
information steward’s or sponsor’s policies and directives.

(U) REFERENCES
32. (U) References:

a. (U) U.K.-U.S. Communications Intelligence Agreement (UKUSA) dated
5 March 1946.

(b} (3)-P.L. 86-36' 7
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o) (3)-P.L, 86—36|

e c.(U) NSA/GCHQ/DSD/CSE/GCSB Second Party Intranet Connection MOU
dated 27 October-1998.

Sdan|

e. (U) Intelligence Community Directive 503, “Intelligence Community
Information Technology Systems Security Risk Management,” dated 21 July 2015.

f. (U) SID Management Directive (SMD) 421, “United States SIGINT System
Database Access,” revised 25 March 2008.

g. (U) SID Management Directive (SMD) 422, “USSS Mission Delegation,”
revised 15 April 2008,

h. (U) SID Management Directive (SMD) 427, “Access to Classified U.S.
Intelligence Information for Second Party Personnel,” revised 28 December 2013.

i. {U} SID Delegation of Approval Authorities Matrix dated 20 November 2014.

Jj. (U) IAD Management Directive 128, “Approval and Release of Technical 1A
Information,” dated 22 June 2012.

k. (U) NSA/CSS Policy 6-23, “Reporting and Handling of NSA/CSS Information
System Security Incidents,” dated 4 December 2012 and revised 14 November 2014.

L. (U) NSA/CSS Policy 6-8, “Information System User and Supervisor Security
Responsibilities,” dated 1 August 2016.

(U) DEFINITIONS

33. (U) Authorizing Official {AO) — A senior (Federal) official or executive with the
authority to formally assume responsibility for operating an information system at an acceptable
level of risk to organizational operations (including mission, functions, image, or reputation),
organizational assets, individuals, other organizations, and the Nation. {Source: CNSS
Instruction (CNSSI) 4009 dated 6 April 2015)

34. () Cryptologic — Related to the collection and/or exploitation of foreign
communications and non-communications emitters, known as SIGINT; and solutions, products,
and services to ensure the availability, integrity, authentication, confidentiality, and non-
repudiation of national security telecommunications and information systems, known as
Information Assurance (IA). {Source: NSA/CSS Corporate Policy Glossary)

35. (U) Exception — Indicates that an implementation of one or more security
requirements is tempeorarily postponed and that satisfactory substitutes for the requirement{s)

8
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may be used for a specified period of time. This is in contrast to a waiver that implies a security
requirement has been set aside and need not be implemented at all.

36. (U) Global Enterprise Leaders — NSA/CSS Directors, the NSA Chief of Staff, SCC
Commanders, Senior NSA/CSS Representatives, and the military commanders/civilian chiefs of
NSA/CSS Extended Enterprise sites. (Source: NSA/CSS Corporate Policy Glossary)

37. (U) Information System (IS) — Any telecommunications and/or computer-related
equipment or interconnected system or subsystems of equipment that is used in the
acquisition/collection, storage, manipulation, management, movement, control, display,
switching, interchange, transmission, or reception of voice and/or data, and includes software,
firmware, and hardware. IS examples are: stand-alone systems, Local Area Networks,
supercomputers, process control computers that perform special purpose computing functions
(e.g., Supervisory Control and Data Acquisition, other Industrial Control Systems, embedded
computer systems), and the communications networks that disseninate information. (Source:
NSA/CSS Corporate Policy Glossary)

38. (U) Information Steward — An agency official with statutory or operational authority
for specified information and responsibility for establishing the controls for its generation,
collection, processing, dissemination, and disposal. {Source: CNSSI 4009)

39. () NSA/CSS Classified Network (NSANet) — The TS/SCI information technology
that enables the NSA/CSS to conduct its cryptologic missions, including signals intelligence and
information assurance, and to support cyber operations missions in concert with the NSA/CSS
Global Cryptologic Enterprise. Several conditions must be satisfied before an IS can be
considered part of the NSANet. In particular each and every IS that is part of the NSANet must
have a registered unique IP address; must be located in a SCIF {sensitive compartmented
information facility] accredited by NSA/CSS or another IC agency or a Second Party Partner and
approved by NSA/CSS to conduct NSA/CSS activities; and be under NSA/CSS authority.
(Source: NSA/CSS Corporate Policy Glossary)

40. (U) NSA/CSS Washington (NSAW) — NSA/CSS facilities af the Fort Meade,
Friendship Annex (FANX), and associated campuses [Finksburg, Kent Island, and all leased
facilities in the Baltimore/Washington metropolitan area]. (Source: NSA/CSS Corporate Policy

Glossary)

41. (UHBOHO6Y Nuclear Command and Control IA Material (NCCIM) — IA materials

used in safeguarding and validating the use of nuclear weapons and weapon systems. These
include, but are not limited to materials used in authentication, encoding/decoding, and/or
locking/unlocking functions associated with the command and contro! of nuclear weapons.
(Source: NSA/CSS Corporate Policy Glossary)

42. (U) Privileged Access (PRIVAC) — A special access above those privileges required
for the normal data acquisition or operation of an agency information system. PRIVAC is
granted to the following types of users:

9
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a. {U) Users having “super-user,” “root,” “administrator,” or equivalent special
access to a system (e.g., systems administrators, computer system operators, system
security officers, webmasters). Those individuals who have near or complete control of
the operating system of the machine or information system, or who set up and administer
user accounts, authenticators, and the like;

b. (1) Users who have been given the power to control and change other users’
access to data or program files {(e.g., application software administrators, administrators
of specialty file systems, database managers, administrators);

c. (U) Users having access to change control parameters (routing tables, path
priorities, addresses, etc.) on routers, multiplexers, and/or other important components;
and

d. (U) Users who have been given special access for troubleshooting of
information system security monitoring functions. (Source: PRIVAC website (“go
privac’™))

43. (UHEOYE Second Party — Any of these countries: Australia, Canada, New
Zealand, and the United Kingdom.

44. (U) Second Party Headquarters Personnel — Second Party personnel who work at
Government Communications Headquarters (GCHQ), Communications Security Establishment
(CSE), Australian Signals Directorate {ASD), or Government Communications Security Bureau
(GCSB) headquarters or field elements and who have a valid need to access NSA/CSS classified
ISs and for whom an NSA/CSS sponsor is identified.

45, (UAFSHO} Second Party Integree — Second Party personnel integrated into an
NSA/CSS or United States Cryptologic System element who, when integrated into an NSA/CSS
environment, are working solely under the direction and operational control of the
DIRNSA/CHCSS to conduct cryptologic or information assurance activities that support the
NSA/CSS mission in accordance with NSA/CSS authorities, rules, and regulations. Integrees
may be civilian or military Second Party SIGINT or IA personnel but may not be contractors; an
individual from one of the Second Party cryptologic entities assigned to work for NSA/CSS,
under DIRNSA/CHSS authorities. Duties associated with an Integree’s position shal! be
performed in support of the NSA/CSS mission and in compliance with Executive Order 12333,
“United States Intelligence Activities,” as amended. (Source: NSA/CSS Corporate Policy
Glossary)

46. (U) Second Party Liaison Officers — A government official from a Second Party
country, either military or civilian, who works in support of his or her country’s objectives at a USG
organization or installation. These individuals generally act as the immediate point of contact for
official interaction between USG and the 2P for that geographic location. (Source: working
definition, [C ITE and 5-Eyes Partner Fact Sheet, June 3, 2015)

10
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47. (U} Service Partners — Those organizations with the five armed services that operate

under Director, National Security Agency/Chief, Central Security Service {DIRNSA/CHCSS)
authority, or joint members of the larger Unified Cryptologic System, but that are not part of the
CSS (e.g., Army Corps, Division, Separate Brigade and Armored Cavalry Regiment or Navy
Fleet SIGINT assets that are normally under SIGINT Operational Tasking Authority (SOTA) of
a tactical commander). {Reference j)

48. (U) System Security Plan (SSP) — The formal document prepared by the information

system owner (or common security controls owner for inherited controls) that provides an
overview of the security requirements for the system and describes the security controls in place
or planned for meeting those requirements. The plan can also contain as supporting appendices
or as references, other key security-related documents such as a risk assessment, privacy impact
assessment, system interconnection agreements, contingency plan, security configurations,
configuration management plan, and incident response plan. (Source: CNSSI 4009)

49. {U) United States Cryptologic System (USCS) — The various U.S. Government

entities tasked with a SIGINT mission, i.e., the collection, processing, and dissemination of
SIGINT, or with an information assurance mission, i.e., preserving the availability, integrity,
authentication, confidentiality, and nonrepudiation of national security telecommunications and
information systems. (Source: NSA/CSS Corporate Policy Glossary)

50. (U} USCS Personnel — United States Government personnel who derive their

authority to direct and conduct cryptologic operations (SIGINT and IA) from the Director,
NSA/Chief, CSS (DIRNSA/CHCSS). USCS Government personnel can be defined in three
categories:

a. (U) Civilian employees of the National Security Agency;

b. (U) Military personnel and service civilians of the Service Cryptologic
Components; and

c. (U) Military personnel and service civilians of the non-CSS military
organizations and civilian integrees from other U.S. Intelligence Community agencies
who are considered members of the USCS when performing SIGINT or IA operations
under the direction, authority, and control of DIRNSA/CHSS. (Source: NSA/CSS
Corporate Policy Glossary)
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(U) SECOND PARTY INTEGREES
(U) PURPCSE AND SCOPE

(U/He63-This policy assigns responsibilities and procedures for the establishment of
Second Party Integree positions and the placement of Second Party Integrees, including
personnel involved in military exchange programs, into NSA/CSS. This policy applies to
NSA/CSS Washington, the NSA/CSS Extended Enterprise, and United States Signals Intelligence

System tactical locations.
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Director, NSA/Chief, CSS
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{U) This Policy 1-13 supersedes NSA/CSS Policy 1-13 dated 16 August 2004.

" (U) OPI: Foreign Affairs Directorate, DP, 963-5454s.
{U) No section of this document, regardless of classification, shall be released without approval
from the Office of Corporate Policy (DJ1).

(U) POLICY

1. (U/AEOY0 NSA/CSS shall support the integration of Second Party personnel into
the NSA/CSS workforce throughout the NSA/CSS Global Cryptologic Enterprise when it is
beneficial to the United States Cryptologic System mission, strengthens relationships with the
Second Party nations, and is consistent with U.S. Government law, policy, strategy, and interests.
The integration of Second Party personnel into the NSA/CSS workforce must be in compliance
with Department of Defense Directive (DoDD) 5230.20, “Visits, Assignhments, and Exchanges of
Foreign Nationals” (Reference a).

2. (U/AOY6Y Second Party Integrees shall not perform inherently governmentat
functions, which must remain the responsibility and within the purview of NSA/CSS
Government employees.

a. (U/HEBB6Y Second Party Integrees shall not be assigned responsibilities that
involve direction of NSA/CSS decision-making processes or that include performing
activities that require exercise of substantial direction in applying government authority,
including binding NSA/CSS to take or not to take some action by contract, policy, or
regulation; to make personnel decisions, including hiring functions; or to make
financial/resource decisions. Second Party Integrees may not solely represent the
corporate interests of NSA/CSS in internal or external meetings or conferences. While
Second Party Integrees may occasionally be called upon o contribute unique expertise to
such meetings or conferences, this is permissible only if the Second Party Integree is not
asked to commit NSA/CSS resources or to represent NSA/CSS in a policymaking
capacity.

b. (U/AE0H6S Second Party Integrees may not perform information technology
(IT) systems administrative functions or hold privileged user access on NSA/CSS IT
systems, with the exception of local administrative privileges in direct support of mission
requirements (i.e., a virtual machine or workstation the administrative access to which is
expressly required for mission purposes). All Second Party accesses will comply with
Intelligence Community Directive (1CD) Number 503, “Information Technology Systems
Security Risk Management, Certification and Accreditation” (Reference b), DoDD
8500.01, “Cybersecurity” (Reference ¢), NSA/CSS Policy 6-3, “NSA/CSS Operational
Information Systems Security Policy” (Reference d), and NSA/CSS Policy 6-20, “Second
Party Access to NSA/CSS TS/SCI Classified Information Systems” (Reference e).
Requests for exception to this paragraph shall be reviewed and endorsed by the
Information System Security Officer (ISSO) prior to submission to the NSA/CSS
Authorizing Official for decision.
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c. (U/AFOE6Y Second Party Integrees may be assigned to leadership positions;
however, any supervisory responsibilities that are reserved by law or regulation to an
officer or employee of the U.S. Government must be performed by the next higher level
U S. supervisor in the management or command chain. This prohibits the Second Party
Integree leader from preparing human resource-related documents, including final
performance evaluations, making pay decisions, making decisions regarding the
employee’s advancement to the next pay level or grade, making award decisions, or
similar personnel actions, for any subordinate NSA/CSS employee. Second Party
Integrees may, however, provide input to a U.S. Government employee’s official
supervisor concerning these matters. Additionally, access restrictions may prohibit a
Second Party Integree in a leadership position from having full access to the specific
details and scope of an NSA/CSS employee’s most sensitive mission activities.

3. (U/FOYOY Information necessary for Second Party Integrees to perform their
functions shall be shared unless specifically prohibited by NSA/CSS, Director of National
Intelligence (DNT), DoD, or Committee on National Security Systems (CNSS) policy, applicable
Executive Orders, or U.S. law. Security ramifications associated with Second Party Integrees
must be considered before establishing and staffing any Second Party Integree position.

4. (U) Organizations wishing to establish and staff new Second Party Integree posmons
shall follow the procedures detailed below. .

(b) (3)-P.L. 86-38

(U) PROCEDURES

5. (U/FOUE6Y Requirements for Second Party Integree positions will be identified
within NSA/CSS Directorates, Associate Directorates, the NSA/CSS Chief of Staff organization,
or NSA/CSS Extended Enterprise elements. This policy permits informal exchanges between
NSA/CSS and Second Party organizations to identify and define those requirements.

6. (UAFEYS-The gaining organization wishing to establish, extend, or reallocate an
integrated position will prepare, coordinate, and formally track the necessary documentation
through the Second Party Affairs Office of the Signals Intelligence (SIGINT) Operations Group
(DP1), Foreign Affairs Directorate (FAD), and the Associate Directorate for Security &
Counterintelligence (ADS&CI) to the appropriate Director, Deputy Director, Associate Director,
or NSA/CSS Chief of Staff. Extended Enterprise elements will work through the appropriate
governing Headquarters Directorate for review and approval, For SID, the approval authority is
in accordance with the SID Delegation of Approval Authorities matrix. The approved package
will be returned to FAD for final review and coordination with the affected Second Party Ligison
Office and subsequent administration of the accountability processes.

7. (UHFOYOY The appropriate Director, Associate Director, the NSA/CSS Chief of
Staff, or a designee may approve waivers to this policy when necessary to effect rapid
reallocation of Second Party Integree resources in response to urgent mission requirements.

3
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8. (U) General criteria for establishing and staffing a new Second Party Integree "

position, "

a. (UHeH0- NSA/CSS organizations establishing a new Se(;can_a: Party Int:egree
position must first clearly identify and carefully consider the specific mission and :
associated data needs. Raw SIGINT dala, intelligence products; or the immediate |
capability to produce them shall be shared with Integrees.afly it accordance with oD,
Intelligence Community (IC), NSA/CSS, and SID policy, as appropriate.

[In addition, a Non-Disclosure Agreement (NDA) shall
be executed with the Second Party Integree before release of any PROPIN data,

b. (UHFOHEY There is no minimum assignment length required for a Second
Party Integree to obtain an NSANet account. Further, there is no minimum assignment
length required for a Second Party Integree to be eligible for access to raw SIGINT data.

¢c. (U/ARSHOYT Second Party personnel who are solely attending NSA/CSS
sponsored training are exempt from this policy. However, if access to NSA/CSS
networks is a required part of their training, Second Party personnel shall adhere to
NSA/CSS Policy 6-20 (Reference e).

d. (U/HFOHO)- Security considerations regarding the work-related activities of
Second Party Integrees and associated access requirements shall be analyzed, and
associated risks mitigated, by the operational element and subject to ADS&CI review and
approval, to ensure compliance with information systems, physical, and personnel
security policies before establishing and staffing any position.

e. (UHEBHOT Prior to establishing and staffing a proposed Second Party Integree
position, all requirements shall be fully coordinated with the appropriate NSA/CSS
offices. New Second Party Integree positions or Second Party Integree assignment
extensions must receive prior approval by the head of the organization to which the
Integree will be assigned, or by those having specifically delegated approval authority.
Second Party Integree reassignment actions shall be coordinated through both the gaining
and the losing approval authorities; disagreements will be resolved at the lowest
appropriate levels. If the proposed Second Party Integree position will require rotational
assignments, such as is required for many developmental programs (e.g., Cryptologic
Mathematician Program, Language Analyst Training Program, etc.), each rotational
assignment shall be handled as a Second Party Integree reassignment. All appropriate
approvals and applicable documentations must be obtained at least 90 days prior (or less,

4
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if agreed to by the gaining and losing approval authorities) to the Second Party Integree
beginning the new rotational assignment.

9. (UMHOBEEY Tn cases where a Second Party Integree will require interaction with any
U.S. Government contractor, the U.S. Government contractor will be required to comply with
U.S. laws, rules, and regulations, including those governing exports (e.g., the Arms Export
Control Act and the International Traffic-In-Arms Regulations (ITAR), 22 CFR 120-130
(Reference f)). The Office of Export Control Policy (DJ3) is the signatory and authority for
exemptions. DJ3 identifies the process required for contractors to interact with Second Party
Integrees (Reference g).

10. (U) The Office of the General Counsel will advise on any questions regarding
whether the integration of Second Party personnel into the NSA/CSS workforce or Second Party
use of NSA/CSS capabilities is consistent with the U.S. laws and procedures that govern
NSA/CSS activities.

(U) RESPONSIBILITIES

11. (U/HFOY6Y Directors, Associate Directors, the NSA/CSS Chief of Staff, and the
Extended Enterprise Comumanders/Chiefs shall:

a. (UHEOQYES- Identify requirements for Second Party Integree positions and
approve assignments, extensions, and reassignments within their respective
organizations;

b. (UAEOHO) Document Second Party Integree requirements for the Second
Party Affairs Office (DP1). This documentation shall include the following:

1) (UMFOH6Y A justification stating why establishing a particular Second
Party Integree position is necessary or beneficial to either the U S. cryptologic
mission or the Second Party relationship;

2) (UHFOBHO-A description of the specific duties the Second Party
Integree will be performing;

3) (U) Affirmation that the level of intelligence and information assurance
sharing is consistent with current operational requirements and a statement that
lists the security clearances required for the position;

(U/ /Fo86)-4Hdr A statement of information system connectivity or access
requirements, including access to| [databases or
datasets and access to raw SIGINT data; Integrees into SID will follow SID
Management Directive 427, “Access to Data for Secont Party Personnel Engaged
in SIGINT Production” (Reference h);

5
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5) (UHEOYDS A description of the specific procedures that will be
instituted within the assigned operational element to prevent the inadvertent
disclosure of NOFORN information, information that is releasable to a
community of which the Second Party Integree is not a member (for example,
REL US/AUK information for a Canadian Integree) (hereafter referred to as non-
releasable information), or NSA/CSS Special Access Program material
(Reference i) unless separate approval has been granted per paragraph 3;

6) (UHFOHOY Agreement regarding nondisclosure of proprietary or
“commercial-in-confidence” information which would otherwise be required or
available during a Second Party Integree's tenure. Non-disclosure will be
managed within the organization to which the Integree is assigned and an
acceptable plan must be in place to prevent the unauthorized and unintended
release of PROPIN;

7) (U) Requirements for special training needed by the Second Party
Integree, including mandatory intelligence oversight training, other training
required of personnel working under DIRNSA/CHCSS SIGINT authority, or
National Cryptologic School courses;

8) (U/ABY6BF Assurance that the Second Party parent organization,
through the Second Party Liaison Office, maintains security oversight and
provides guidance for their assigned Second Party Integree personnel, in
coordination with FAD, ADS&CT, and the involved OPI(s);

9) (UHFEH)|

(b) {3)-P.L. 86-36[-=-----

10) (U/FSFOY An acknowledgement of specific, gaining organization
responsibilities with regard to the Integree’s operational and personnel
management needs. The gaining organization accepts responsibility for
performing active oversight of the Integree’s SIGINT or information assurance
(¥A) activities. This includes, at a minimum, that the Integree’s U.S. supervisor
will have an Annual Contribution Evaluation with objectives that require the
supervisor to:

a) (U/AOYO-Keep records of data access, especially non-
releasable data; and

b) (U/EQLBY Perform audits of requisite databases accesses.
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¢. (U/HEQY6Y Coordinate with ADS&CI, the Technology Directorate, and the
relevant Oversight and Compliance Organization to assess potential security
vulnerabilities for integrating Second Party personnel into a specific operational element;

d. (UAHFSUO)- Review the qualifications of, and approve or disapprove,
candidates who are nominated to fill Second Party Integree positions. Forward Second
Party Integree selections or non-selections to the Second Party Affairs Office (DP1);

e (UAFOUe)

f. (UHFOUOY- Coordinate with the Information Assurance Directorate (IAD)
when a Second Party Integree has an Office of Primary Interest (OP[)-approved
requirement for access to United States Information Security data, including, but not
limited to, IA threat and vulnerability information, U.S. cryptographic algorithms, 1A
techniques, or U.S. computer security information;

g. (UAFOU6Y- Coordinate with the appropriate Information Systems Security
Officer and/or Information Systems Security Manager so that appropriate security
certification and accreditation documents, risk assessments, and security controls {if
required) can be updated before the Second Party Integree arrives for duty and is given
access to an information system, in accordance with NSA/CSS Policy 6-20, “Second
Party Access to NSA/CSS TS/SCI Classified Information Systems” (Reference e); and

h. (U/AOHO)-Advise the FAD Second Party Affairs Office of any proposed
changes in the status of Second Party Integree positions, including rotation, extension,
and/or replacement of specific personnel, at least 90 days in advance of the proposed
change whenever possible.

12. {U) The Foreign Affairs Director shall:

a. (UAFOYO6F Review all requests for establishing, extending, or reassigning
Second Party Integree positions, This includes verifying and endorsing conformance
with existing policy and procedures;

b. (UAESYOF Coordinate with Second Party Liaison Offices to establish Second
Party Integree positions and/or personnel status changes;

c. (UHFOB6Y- Advise the requesting operational element of candidates
nominated to fill Second Party Integree positions and the dates of availability. Solicit
operational element approval(s); '

d. (U) Notify the affected Second Party Liaison Office of approvals and
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disapprovals of Second Party Integree positions;

¢. (UAFOUOT Advise appropriate organizations when all necessary
administrative, security, and personnel actions have been addressed by the responsible
offices prior to the arrival or transfer of an individual Second Party Integree;

f. (U#FOY6)- Maintain a current corporate record of all Second Party Integrees at
NSAW and the Extended Enterprise, including names, assigned organization, and length
of tour; and

g. (UAFOESY- Ensure that the Second Party parent organization, through the
Second Party Liaison Office, provides ADS&CT with clearance certification and relevant
background information on a proposed Integree (at a minimum, name, date and place of
birth, date of last security background investigation or reinvestigation, citizenship, and
citizenship of spouse or “significant other” partner cohabitating with the Integree);

13. (U) The Associate Director for Security and Counterintelligence shall:

a. (UHFEY6 Review and assess the personnel and physical security
vulnerabilities of integrating Second Party personnel into specific NSA/CSS operational
element positions and, if appropriate, provide recommendations to mitigate associated
risks;

b. (UAFOHOSY Establish individual security records on each Second Party
Integree consisting of basic identification, clearance certification status, and current
accesses, excluding personal data associated with background/vetting investigations and
updates, that remain under the purview of an Integree’s home agency;

¢. (UAFOY6Y Certify and maintain applicable identification, clearance, and
eligibility for access information for all Second Party Integrees;

d. (U) Administer and maintain records of NSA/CSS “Special Access”
information granted to Second Party Integrees in accordance with Reference i; and

e. (U) Issue each Second Party Integree the appropriate access token (badge)
required for access to NSA/CSS-controlled campuses and buildings in accordance with
NSA/CSS Policy 5-7, “NSA/CSS Badge ldentification System” (Reference j).

14. (U) The Technology Director, as the NSA/CSS Chief Information Officer, and the
NSA/CSS Chief Information Security Officer (CISO) shall:

a. (UHFOYO) Review and assess the information systems security ramifications
of integrating or retaining Second Party personnel within specific NSA/CSS operational
element positions;
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b. (UAFEHE6Y-Provide information systems security guidance, in accordance with
the requirements of References a, b, and c, to organizations requesting Second Party
access to NSA/CSS computer systems or networks and company PROPIN; and

c. (U0} Implement and oversee the technical infrastructure that supports
digital identity (i.e. Cryptologic Agencies Domain, Reference ¢) for Second Party
Integrees, enabling appropriate identification, authorization, and audit capability for the
NSA/CSS TOP SECRET SCI network,

(U) REFERENCES
15. (U) References;

a. (U) DoDD 5230.20, “Visits and Assignments of Foreign Nationals,” dated
22 June 2005,

b. (U) ICD 503, “Information Technology Systems Security Risk Management,
Certification and Accreditation,” dated 15 September 2008. (Intelink)

c.(U) DoDI 8500.01, “Cybersecurity,” dated 14 March 2014,

d. (U) NSA/CSS Policy 6-3, “Information Technology Security Authorization
Using the Risk Management Framework,” dated 7 March 2014.

e. (U) NSA/CSS Policy 6-20, “Second Party Access to NSA/CSS TS/SCI
Classified Information Systems,” dated 31 March 2014,

f. (U) International Traffic in Arms Regulations (ITAR). 22 CFR 120-130, dated
29 August 2005,

¢ (U) NSA/CSS Policy 1-7, “Technology Security Program,” dated
24 December 2013.

h. (U) SID Management Directive 427, “Access to Classified U.S. Intelligence
Information for Second Party Personnel,” dated 28 December 2013.

i (U) NSA/CSS Policy 1-41, “Programs for the Protection of Especially Sensitive
Classified Information,” dated 7 March 2013 and revised 6 February 2014.

j. (U) NSA/CSS Policy 5-7, “NSA/CSS Badge Identification System,” dated
26 October 2007.

k. (U} Executive Order 12333, “United States Intelligence Activities,” as
amended.
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(U) DEFINITIONS

16. (UFFOUEY- Non-releasable Information — NOFORN information or information that
is releasable to a community of which the Second Party Tntegree is not a member (for example,
REL US/UK information for a Canadian Integree).

17. (U) NSA/CSS Global Cryptologic Enterprise — NSA/CSS worldwide personnel,
systems, and facilities:

a. (U) NSA/CSS Headquarters: Primary location of the NSA/CSS Senior
Leadership Team.

b. (U) NSA/CSS Washington (NSAW): NSA/CSS facilities at the Fort Meade,
FANZX, and associated campuses [Finksburg, Kent Island, and all leased facilities in the
Baltimore/Washington metropolitan area.

¢. (U) NSA/CSS Extended Enterprise (Field): NSA/CSS personnel, systems, and
facilities at locations other than NSAW. (Source: Corporate Glossary)

18. (UAFOH0)- Raw SIGINT Data - Any SIGINT data acquired either as a result of
search and development or targeted collection operations against a particuiar foreign intelligence
target before the information has been minimized and evaluated for foreign intelligence
purposes. (Source: Corporate Glossary)

19. (UH#EGHO) Second Party — Any of the four countries with which the U.S.
Government maintains SIGINT and [A relationships, namely the United Kingdom, Canada,
Australia, and New Zealand.

20. (U#FOE0OY-Second Party Integrees — Second Party personnel integrated into an
NSA/CSS or United States Cryptologic System element who, when integrated into an NSA/CSS
environment, are working solely under the direction and operational control of the
DIRNSA/CHCSS to conduct cryptologic or information assurance activities that support
NSA/CSS mission in accordance with NSA/CSS authorities, rules, and regulations. Integrees
may be civilian or military Second Party SIGINT or IA personnel but may not be contractors.
Equivalent to the term Foreign Exchange Personnel: an individual from one of the Second Party
cryptologic entities assigned to work for NSA/CSS under DIRNSA/CHCSS authorities. Duties
associated with an Integree's position shall be performed in support of the NSA/CSS mission and
in compliance with Executive Order 12333, “United States Intelligence Activities,” as amended
(Reference k).

21. (UHEOQUO5- Second Party Liaison — An individual representing one of the Second
Party nations’ SIGINT or IA counterpart organizations at NSA/CSS. Duties associated with this
position will be performed primarily in support of the counterpart organization.
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NATIONAL SECURITY AGENCY

CENTRAL SECURITY SERVICE
FORT GEORGE G. MEADE, MARYLAND

NSA/CSS DIR. NO, 21-3
DATE: 26 November 1990

NSA/CSS DIRECTIVE

SECOND PARTY INTEGREES (U)

SECTION
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SECTION T - PURPOSE AND APPLICABILITY

1. This directive establishes policy,
assigns responsibilities and prescribes procedures
for the establishment of Second Party integree
positions within the NSA/CSS. This directive is
applicable to all cryptoleogic sites and facilities
located within CONUS or overseas and includes
those sites or facilities operated/managed either
directly by the NSA/CSS or the Service Cryptologic
Elements (SCEs).

-

SECTION I1I -~ DEFINITIONS
2. Second Party: That term applied either
individually or collectively to the following
nations with whom the NSA/CSS maintains special
SIGINT and INFOSEC exchange relationships:
- The United Kingdom
- Canada
- Australia
- New Zealand
3. Second Party Integree Position: A

position established by NSA/CSS (to include CONUS
or overseas cryptologic facilities) which will be

Tlifilled on a permanent change of station (PCS)

- -Approved for Release
OPI: DDPP ( - | 041, 963-3086) by NSA on 09-20-2018,
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basis by an individual representing one of the Second
Party nations. Duties associated with this position will
be performed in furtherance of the mission of NSA/CSS.

SECTION TITIT — POLICY

4., The integration of Second Party personnel into the
NSA/CSS work force is supported when it is beneficial to the
U.S8. SIGINT or INFOSEC mission, or its SIGINT or INFOSEC
relationships with the Second Party Nations identified in
paragraph 2., above.

5. Security ramifications to include possible exposure to
special operations or compartments, NOFORN, industrial
proprietary or any other informaticon not releasable to Second
Parties, must be considered prior to the establishment and
staffing of any Second Party integree positions.

6. All reguirements for Second Party integrees will be
fully coordinated with appropriate Second Party SIGINT or
INFOSEC authorities and approved by the affected Key Component
Chief (or the Chief of a CONUS or overseas cryptologic site or
facility) prior to the establishment and staffing of the
proposed positions.

7. Second Party integrees will not be placed in positions
in which they have a direct effect upon the NSA/CSS decision-
making process, to include both contractual and policy
deliberations. Under no circumstances should they be placed in
positions wheréby they are solely responsible for addressing
such issues, nor represent Agency interests in external meetings
or conferences.

8. The processing, staffing and assignment of Second
Party personnel to CONUS or overseas cryptologic sites or
facilities will be handled in the same manner as Second Party
personnel integrated into NSA/CSS Headquarters elements.

9. The temporary assignment of Second Party personnel for
on-the-job or classroom training {(for a period not to exceed six
months) is not subject to the processing and approval
requirements of this Directive. Host organizations, however,
must ensure that security and administrative steps are taken to
preclude inadvertent disclosure of U.S. or NSA/CSS-only
information for the duration of the training period.
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SECTION IV - RESPONSIBILITIES

10. The Chiefs of Key Components and Chiefs of CONUS or
overseas cryptologic sites or facilities will:

a. Identify requirements for Second Party integree
positions and assignments within their respective organizations.

b. Prepare written documentation of Second Party
integree requirements. This documentation will include the
following information:

(1) A justification as to why the establishment
of the position is necessary or important to either the U.S.
SIGINT or INFOSEC mission or the Second Party relationship.

(2} A description of the specific duties the
Second Party integree will be performing.

(3) The specific procedures that will be
instituted within the assigned organization to preclude the
inadvertent disclosure of U.S.-only information or Special
Activities Prograns.

c. Coordinate with the Deputy Director for Operations
(DDQ), Special Activities Office (P05/SA0) regarding special
access regquirements, and with the Deputy Director for
Administration (DDA), Security (M5), to assess any special
security considerations, e.g. key control, lock installations,
access control to ADP systems, etc., that may be needed to
provide adequate safeguards to preclude the inadvertent
disclosure of sensitive U.S.-only information or other
proprietary equities.

d. Forward Second Party integree position requests to
the Deputy Director for Plans and Policy (DDPP) for review
(verification of conformance with existing policy) and approval.

e. Review the qualifications of and approve
candidates who are nominated to fill Second Party integree
positions.

f. Advise the DDPP of any changes in the status of
Second Party integree positions to include rotation and
replacenent of specific personnel.
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g. Establish procedures for the non-disclosure of
preoprietary or "commercial-in-confidence" information which is
required during an integree’s tenure.

h. Coordinate with the NSA/CSS SCSM (Senior Computer
Security Manager) and the Information Systems Security
International Relations, Policy and Doctrine Organization (S1)
when an integree or trainee has a requirement for access to U.S.
Information Systems Security information, including but not
limited to INFOSEC threat and vulnerability information, U.S.
cryptographic algorithms or INFOSEC techniques, or U.S. computer
security information.

11. The Deputy Director for Plans and Policy (DDPP) will:

a. Review and approve all requests for establishment
of Second Party integree positions to verify and endorse
conformance of the requests with existing policy.

b. Coordinate with the Second Party liaison offices
to staff these positions.

c. Solicit the approval of requesting organizations
for candidates nominated to fill Second Party integree
peositions.

d. Maintain a record of all Second Party integrees
to include names, assigned elements, length of tour, etc. (Q32).

e, Obtain, from the Second Party parent organization,
a certification of the clearances/accesses of proposed
integrees, as well as relevant background information on the
proposed integree (to include at a minimum name, date and place
of birth, date of last Security Background Investigation or
reinvestigation, citizenship, and citizenship of spouse). The
Office of Foreign Relations (Q3) will provide this information
to M5 and P05/SA0 and will advise those organizations of any
changes in the status of integrees which would affect their
clearances/access certifications.

12. The Deputy Director for Administration (DDA) will:

a. Provide advice and assistance regarding physical
and personnel security pelicies and procedures as they may
relate to integrating Second Party personnel into specific
NSA/CSS organizations in CONUS or overseas.
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b. Establish and maintain a data base of clearance
and security background information initially provided and kept
current by Q3 for all Second Party integrees.

c. Review security background data provided by 03 on
nominated Second Party integrees, and provide endorsements to Q3
prior to Agency acceptance of the integree for assignment.

13. The Deputy Director for Operations (DDO) will
administer and maintain records of accesses to NSA/CSS special
access programs by all Second Party integrees (P05/SAO).

14. The Deputy Director for Telecommunication and Computer
Services, (DDT), under the auspices of the 0ffice of Operational
Computer Security {(T03), will:

a. Review and assess the computer security
ramifications of integrating Second Party personnel into
specific NSA/CSS positions.

b. Provide, in accordance with the requirements of
DCID 1/16 (Security Policy for Uniform Protection of
Intelligence Processed in Automated Information Systems and
Networks), computer security guidance to organizations
requesting Second Party access to NSA/CSS computer systems or
networks.

SECTION V - PROCEDURES

15. Requirements for Second Party integrees will be
identified within the operational elements of the Key Components
or CONUS or overseas cryptologic sites or facilities. This
regulation does not preclude informal exchanges between NSA/CSS
and Second Party operational elements for purposes of
identifying and defining those requirements.

16. The operational element wishing to establish an
integrated position will prepare and forward the necessary
paperwork to their Key Component Chief (or Chief of CONUS or
overseas cryptologic site or facility) for review and approval.

17. The Chiefs of Key Components or Chiefs of CONUS or
overseas cryptologic sites or facilities will review, approve
and forward Second Party integree requirements to the Deputy
Director for Plans and Policy.
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18. @3, in coordination with the 0Office of Policy (Q4),
will perform necessary policy reviews and prepare an appropriate
recommendation for the DDPP.

19. Subject to DDPP endorsement, Q3 will coordinate with
the Second Party liaison offices to begin the staffing process.

20. Q3 will advise the requesting organization of
candidates nominated to f£ill Second Party integree positions and
reporting dates and solicit their approval to proceed with
fellow-on staffing actions.

21. Q3, upon approval of the Key Component Chief or the
Chief of a CONUS or overseas cryptologic site or facility, will
advise M5 and P05/SA0 of the individual selected to fill a
Second Party integrated position. This will ensure that all
necessary administrative, security and personnel actions are
adequately addressed prior to the arrival of that individual.

(.01

W. O. STUDEMAN
Vice Admiral, U.S. Navy
Director
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The upcoming expiration of Section 702 of the Foreign Intelligence Surveillance
Act (FISA) has launched a fresh wave of debate on how the statute’s “backdoor
search loophole” allows the U.S. government to access Americans’ communications
by searching information gathered on foreign intelligence grounds without a
warrant. But while discussion about domestic information sharing is important, a
critical element of the debate is missing: the privacy risks posed by global
information sharing between the United States and foreign powers. Like its
domestic analog, global information sharing may also permit the U.S. government
to access and search Americans’ data without appropriately accommodating their
constitutional rights.

The U.S. is party to a number of international information-sharing arrangements—
the most prominent being the Five Eyes alliance. Born from spying arrangements
forged during World War II, the Five Eyes alliance facilitates the sharing of signals
intelligence among the U.S., the United Kingdom, Australia, Canada, and New
Zealand. These sharing arrangements are memorialized in the United Kingdom-
United States Communication Intelligence (UKUSA) Agreement.

Still, little is known about the legal frameworks governing intelligence sharing
among the Five Eyes. The UKUSA Agreement has been amended several times, but
the most recent publicly available version dates back to 1955. That version of the
agreement indicates that the Five Eyes are to share, by default, the “products” of
“operations relating to foreign communications,” as well as the methods and
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techniques relating to such operations. An appendix to the agreement further
indicates that the Five Eyes are to share “continuously, currently, and without
request” both “raw” (i.e. unanalyzed) “traffic” in addition to analyzed “end
product.”

Our limited understanding of how intelligence sharing might operate, particularly
in the digital era, is informed by the U.S. government’s intelligence programs under
Section 702. Through “Upstream” surveillance, the NSA undertakes bulk
interception of Americans’ international communications, including emails and
web-browsing content, as they transit the cables, switches, and routers that
constitute the internet “backbone.” The NSA then searches these communications
using tens of thousands of “selectors,” or keywords. Media reports have revealed
that the NSA has access to a U.K. bulk surveillance program similar to “Upstream,”
which intercepts internet traffic as it flows through the undersea cables landing in
the U.K. We do not know the extent to which the U.K. intelligence agencies have
similar access to information stored within Section 702-derived databases.
However, media reports have revealed that the Five Eyes (as well as other foreign
partners) have access to databases storing information collected through various
NSA programs, including MARINA, a metadata repository, and XKEYSCORE, which
uses hundreds of servers around the world to store information acquired under
various NSA programs.

Privacy Implications

Intelligence sharing raises significant privacy concerns. Technological advances
have dramatically changed both communication methods and signals intelligence
capabilities since 1955. The development of new technology, especially the
internet, has transformed the way we communicate with each other and increased
the amount of information that can be collected by orders of magnitude. As our
communications have evolved, intelligence agencies have developed more
advanced ways to acquire, store, analyze, and share this information. They can
intercept in bulk communications and data transiting the internet. Computers
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permit revelatory analyses of types and amounts of data that were previously
considered meaningless or incoherent. And the internet has facilitated remote
access to information, easing sharing between agencies.

Critics of Section 702 note that the NSA’s intelligence operations targeting
foreigners could sweep in millions of Americans’ private communications. It is
possible that under the UKUSA Agreement, the NSA both shares this information
with foreign governments and receives U.S. persons’ communications that foreign
agencies collect. It is not clear, for example, how the Five Eyes exchange raw
signals intelligence intercepted in bulk—"continuously, currently, and without
request”—while constraining access to the data of their respective citizens.

The scarcity of information about the Five Eyes alliance compounds these privacy
concerns. The U.S. government has not explained how the UKUSA Agreement
currently operates, the types of information that the U.S. government accesses, or
the rules that constrain U.S. intelligence agencies’ access to and dissemination of
Americans’ private communications.

This lack of transparency weakens the oversight and accountability mechanisms
available to check global intelligence sharing. Absent additional information
regarding the UKUSA Agreement and Five Eyes alliance, Americans must rely on a
60-year-old, likely outdated, document; veiled government statements; and media
reports to understand how their privacy might be implicated by foreign intelligence
practices. Adding to this concern is that while the Five Eyes alliance is the best
known intelligence sharing arrangement, the U.S. is also party to many more.

Privacy International, together with Yale Law School’s Media Freedom &
Information Access Clinic, is currently pursuing litigation under the Freedom of
Information Act to obtain the updated text of the UKUSA Agreement and its
minimization procedures. To date, however, the NSA, the agency primarily
responsible for signals intelligence, has not yet disclosed any responsive records. (A
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similar request to the U.K.’s Government Communications Headquarters (GCHQ)—
the British signals intelligence agency—was denied on grounds that GCHQ is
entirely exempt from the U.K.’s freedom of information framework.)

Privacy advocates concerned about Section 702 should therefore broaden their
attention to the privacy risks inherent in global information sharing. The U.S.
government should make available the text of the current version of the UKUSA
Agreement, as well as related implementing procedures. It should also make public
subsequent revisions to the UKUSA Agreement and other agreements governing
intelligence sharing with foreign parties. And to the extent that these documents
reveal that the U.S. government receives Americans’ information without
appropriate procedural safeguards, lawmakers should demand additional privacy
protective restrictions.

As Congress turns its attention to Section 702, we should not ignore the privacy
risks posed by longstanding international intelligence sharing practices that
proposed domestic reforms will not touch. Without more information about the
legal underpinnings of these agreements, and how they operate in practice, we
cannot adequately protect the privacy of Americans and foreigners alike.

Image: Getty

https://www.justsecurity.org/47282/backdoor-search-loophole-isnt-problem-dangers-global-information-sharing/ 4/4






Eyes Wide Open

ppppppppppppp




Executive Summary

The recent revelations, made possible by NSA-whistleblower Edward Snowden, of the
reach and scope of global surveillance practices have prompted a fundamental re-
examination of the role of intelligence services in conducting coordinated cross-border
surveillance.

The Five Eyes alliance of States — comprised of the United States National Security
Agency (NSA), the United Kingdom’s Government Communications Headquarters
(GCHQ), Canada’s Communications Security Establishment Canada (CSEC), the
Australian Signals Directorate (ASD), and New Zealand’s Government Communications
Security Bureau (GCSB) - is the continuation of an intelligence partnership formed in the
aftermath of the Second World War. Today, the Five Eyes has infiltrated every aspect of
modern global communications systems.

The world has changed dramatically since the 1940s; then, private documents were
stored in filing cabinets under lock and key, and months could pass without one having
the need or luxury of making an international phone call. Now, private documents are
stored in unknown data centers around the world, international communications are
conducted daily, and our lives are lived — ideas exchanged, financial transactions
conducted, intimate moments shared — online.

The drastic changes to how we use technology to communicate have not gone
unnoticed by the Five Eyes alliance. A leaked NSA strategy document, shared amongst
Five Eyes partners, exposes the clear interest that intelligence agencies have in
collecting and analyzing signals intelligence (SIGINT) in the digital age:

“Digital information created since 2006 grew tenfold, reaching 1.8 exabytes in
2011, a trend projected to continue; ubiquitous computing is fundamentally
changing how people interact as individuals become untethered from information
sources and their communications tools; and the traces individuals leave when
they interact with the global network will define the capacity to locate,
characterize and understand entities.”!

Contrary to the complaints of the NSA and other Five Eyes agencies that they are ‘going
dark’ and losing the visibility they once had, the Five Eyes intelligence agencies are in
fact the most powerful they've ever been. Operating in the shadows and misleading the
public, the agencies boast in secret how they “have adapted in innovative and creative
ways that have led some to describe the current day as ‘the golden age of SIGINT".”

The agencies are playing a dirty game; not content with following the already permissive
legal processes under which they operate, they’ve found ways to infiltrate all aspects of

"NSA SIGINT Strategy, 23 February 2012, available at:
http://www.nytimes.com/interactive/2013/11/23/us/politics/23nsa-sigint-strategy-
document.html?ref=politics&gwh=5E154810A5FB56B3E9AF98DF667AE3C8



modern communications networks. Forcing companies to handover their customers’
data under secret orders, and secretly tapping fibre optic cables between the same
companies’ data centers anyway. Accessing sensitive financial data through SWIFT, the
world’s financial messaging system, spending years negotiating an international
agreement to regulate access to the data through a democratic and accountable
process, and then hacking the networks to get direct access. Threatening politicians
with trumped up threats of impending cyber-war while operating intrusion operations
that weaken the security of networks globally; sabotaging encryption standards and
standards bodies thereby undermining the ability of internet users to secure information.

Each of these actions have been justified in secret, on the basis of secret interpretations
of international law and classified agreements. By remaining in the shadows, our
intelligence agencies — and the governments who control them — have removed our
ability to challenge their actions and their impact upon our human rights. We cannot hold
our governments accountable when their actions are obfuscated through secret deals
and covert legal frameworks. Secret law has never been law, and we cannot allow our
intelligence agencies to justify their activities on the basis of it.

We must move towards an understanding of global surveillance practices as
fundamentally opposed to the rule of law and to the well-established international human
right to privacy. In doing so, we must break down legal frameworks that obscure the
activities of the intelligence agencies or that preference the citizens or residents of Five
Eyes countries over the global internet population. These governments have carefully
constructed legal frameworks that provide differing levels of protections for internal
versus external communications, or those relating to nationals versus non-nationals,
attempt to circumvent national constitutional or human rights protections governing
interferences with the right to privacy of communications.

This notion must be rejected. The Five Eyes agencies are seeking not only defeat the
spirit and purpose of international human rights instruments; they are in direct violation
of their obligations under such instruments. Human rights obligations apply to all
individuals subject to a State’s jurisdiction. The obligation to respect privacy extends to
the privacy of all communications, so that the physical location of the individual may be
in a different jurisdiction to that where the interference with the right occurs.

This paper calls for a renewed understanding of the obligations of Five Eyes States with
respect to the right to privacy, and demands that the laws and regulations that enable
intelligence gathering and sharing under the Five Eyes alliance be brought into the light.

It begins, in Chapter One, by shining a light on the history and structure of the alliance,
and draws on information disclosed by whistleblowers and investigative journalists to
paint a picture of the alliance as it operates today. In Chapter Two, we argue that the
laws and regulations around which Five Eyes are constructed are insufficiently clear and
accessible to ensure they are in compliance with the rule of law. In Chapter Three, we
turn to the obligations of Five Eyes States under international human rights law and
argue for an “interference-based jurisdiction” whereby Five Eyes States owe a general
duty not to interfere with communications that pass through their territorial borders.
Through such a conceptualization, we argue, mass surveillance is cognisable within a



human rights framework in a way that provides rights and remedies to affected
individuals.

While the existence of the Five Eyes has been kept secret from the public and
parliaments, dogged investigative reporting from Duncan Campbell, Nicky Hager, and
James Bamford has gone some way to uncovering the extent of the arrangement. Now,
thanks to Edward Snowden, the public are able to understand more about the spying
that is being done in their name than ever before.

Trust must be restored, and our intelligence agencies must be brought under the rule of
law. Transparency around and accountability for these secret agreements is a crucial
first step.

Privacy International to grateful is Ben Jaffey, Caspar Bowden, Dan Squires, Duncan Campbell,
Eric Metcalfe, lan Brown, James Bamford, Mark Scott, Marko Milanovic, Mathias Vermeulen,
Nicky Hager, Shamik Dutta, for their insight, feedback, discussions, investigation and support.
We are grateful to all of the whistleblowers whose responsible disclosures in the public interest
have brought transparency to the gross violations of human rights being conducted by the
intelligence agencies in our name.

Given the current rapid nature of information disclosures regarding the intelligence agencies, this

paper will be regularly updated to reflect the most accurate understanding we have of the nature
of the Five Eyes arrangement. Any errors or omission are solely attributable to the authors.

Version 1.0 - 26 November 2013



Chapter 1 - Understanding the Five Eyes

The birth of the Five Eyes alliance

Beginning in 1946, an alliance of five countries (the US, the UK, Australia, Canada and
New Zealand) developed a series of bilateral agreements over more than a decade that
became known as the UKUSA (pronounced yew-kew-zah) agreement, establishing the
Five Eyes alliance for the purpose of sharing intelligence, but primarily signals
intelligence (hereafter “SIGINT”). While the existence of the agreement has been noted
in history books and references are often made to it as part of reporting on the
intelligence agencies, there is little knowledge or understanding outside the services
themselves of exactly what the arrangement comprises.

Even within the governments of the respective countries, which the intelligence agencies
are meant to serve, there has historically been little appreciation for the extent of the
arrangement. The arrangement is so secretive the Australian Prime Minister reportedly
wasn’t informed of its existence until 19732. Former Prime Minister of New Zealand,
David Lange, once remarked that “it was not until | read this book [Nicky Hager’s
“Secret Power”, which detailed GCSB's history] that | had any idea that we had been
committed to an international integrated electronic network.” He continued: “it is an
outrage that | and other ministers were told so little, and this raises the question of to
whom those concerned saw themselves ultimately answerable.”?

There has been no debate around the legitimacy or purpose of the Five Eyes alliance in
part due to the lack of publicly available information about it. In 2010, the US and UK
declassified numerous documents, including memoranda and draft texts, relating to the
creation of the UKUSA agreement. However, generally the Five Eyes States and their
intelligence services have been far too slow in declassifying information that no longer
needs to be secret, resulting in no mention on any government website of the
arrangement until recently.

The intelligence agencies involved in the alliance are the United States National Security
Agency (NSA), the United Kingdom’s Government Communications Headquarters
(GCHQ), Canada’s Communications Security Establishment Canada (CSEC), the
Australian Signals Directorate (ASD), and New Zealand’s Government Communications
Security Bureau (GCSB).

The extent of the original arrangement is broad and includes the

(1) collection of traffic;
(2) acquisition of communications documents and equipment;

2 Canada's role in secret intelligence alliance Five Eyes, CTV News, 8 October 2013, available at:
http://knlive.ctvnews.ca/mobile/the-knlive-hub/canada-s-role-in-secret-intelligence-alliance-five-eyes-
1.1489170

5 Secret Power, Nicky Hager, 1996, page 8 available at: http://www.nickyhager.info/Secret_Power.pdf



3) traffic analysis;

4) cryptanalysis;

(5) decryption and translation; and

(6) acquisition of information regarding communications organizations,
procedures, practices and equipment.

(
(

A draft of the original UKUSA agreement, declassified in 2010, explains that the
exchange of the above-listed information

“will be unrestricted on all work undertaken except when specifically excluded from
the agreement at the request of either party to limit such exceptions to the absolute
minimum and to exercise no restrictions other than those reported and mutually
agreed upon.”

Indeed, in addition to facilitating collaboration, the agreement suggests that all
intercepted material would be shared between Five Eyes States by default. The text
stipulates that “all raw traffic shall continue to be exchanged except in cases where one
or the other party agrees to forgo its copy.”

The working arrangement that was reached in 1953 by UKUSA parties explained that
“while Commonwealth countries other than the UK are not party to the UKUSA COMINT
agreement, they will not be regarded as Third Parties.”* Instead “Canada, Australia and
New Zealand will be regarded as UKUSA-collaborating Commonwealth countries,” also
known as Second Parties. One retired senior NATO intelligence officer has suggested
“there is no formal over-arching international agreement that governs all Five Eyes
intelligence relationships.”® It is not known how accurate that statement is, or how the
agreement has been modified in subsequent years as the text of the Five Eyes
agreement in its current form has never been made public.

Today, GCHQ simply states it has “partnerships with a range of allies [...] [o]ur
collaboration with the USA, known as UKUSA, delivers enormous benefits to both
nations.”® The NSA makes no direct reference to the UKUSA arrangement or the Five
Eyes States by name, except by way of historical references to partnerships with “the
British and the Dominions of Canada, Australia, and New Zealand” in the
declassification section of their website.’

The original agreement mandated secrecy, stating “it will be contrary to this agreement
to reveal its existence to any third party unless otherwise agreed” resulting in modern
day references to the existence of the agreement by the intelligence agencies remaining

4 Appendix J, Principles of UKUSA collaboration with commonwealth countries other than the UK. Page 39,
available at: http://www.nationalarchives.gov.uk/ukusa/

5 Canada and the Five Eyes Intelligence Community, James Cox, Strategic Studies Working Group Papers,
December 2012, page 4, accessible at:
http://www.cdfai.org/PDF/Canada%20and % 20the % 20Five % 20Eyes % 20Intelligence % 20Community.pdf
8 International Partners, GCHQ website, available at:
http://www.gchqg.gov.uk/how_we_work/partnerships/Pages/International-partners.aspx

" UKUSA Agreement Release 1940-1956, NSA website, available at:
http://www.nsa.gov/public_info/declass/ukusa.shtml|




limited. The existence of the agreement was not acknowledged publicly until March
1999, when the Australian government confirmed that the Defence Signals Directorate
(now Australian Signals Directorate) "does co-operate with counterpart signals
intelligence organisations overseas under the UKUSA relationship."

Canada’s CSEC? states it maintains intelligence relationships with NSA, GCHQ, ASD
and GCSB, but only New Zealand’s GCSB'® and ASD'" mention the UKUSA agreement

by name."?

This obfuscation continues, with only cursory mentions made across a wide range of
public policy documents to the existence of an intelligence sharing partnership. For
example the UK Counter-Terrorist Strategy CONTEST, referred to the existence of the
Five Eyes agreement only in passing when stating the UK will “continue to develop our
most significant bilateral intelligence relationship with the US, and the ‘Five Eyes’
cooperation with the US, Australia, Canada and New Zealand.”™

We have been unable to locate any major public strategic policy document that
describes Australia’s, Canada’s, New Zealand’s or the United States’ involvement in the
Five Eyes in any detail.

The extent of Five Eyes collaboration

The close relationship between the five States is evidenced by documents recently
released by Edward Snowden. Almost all of the documents include the classification
“TOP SECRET//COMINT//REL TO USA, AUS, CAN, GBR, NZL" or “TOP
SECRET//COMINT//REL TO USA, FVEY.” These classification markings indicate the
material is top-secret communications intelligence (aka SIGINT) material that can be

8 The state of the art in communications Intelligence (COMINT) of automated processing for intelligence
purposes of intercepted broadband multi-language leased or common carrier systems, and its applicability
to COMINT targetting and selection, including speech recognition, October 1999, page 1, available at:
http://www.duncancampbell.org/menu/surveillance/echelon/IC2000_Report%20.pdf

9 CSEC's International Partnerships, CSEC website, available at: http://www.cse-cst.gc.ca’home-
accueil/about-apropos/peers-homologues-eng.html

10 UKUSA Allies, GCSB website, available at: http://www.gcsb.govt.nz/about-us/UKUSA.html

W UKUSA Allies, ASD website, available at: http://www.asd.gov.au/partners/allies.htm

2 The New Zealand Prime Minister, John Key, has specifically referred to “Five Eyes” on several
occasions; at his 29 October 2013 press conference, for example, in answer to the question, ‘Do you think
the GCSB was aware of the extent of spying from the NSA on foreign leaders?” he replied: “Well | don't
know all of the information they exchanged, the discussions they had with their counterparts. They are part
of Five Eyes so they had discussions which are at a much more granular level than | have....”, audio
available at: http://www.scoop.co.nz/stories/HL1310/S00224/pms-press-conference-audio-meridian-
spying-and-fonterra.htm. Similarly, at his 25 October, press conference, with reference to Edward
Snowden, he stated “He has a massive amount of data, we're part of Five Eyes, it's highly likely he's got
information related to New Zealand”, video available at http://www.3news.co.nz/Snowden-highly-likely-to-
have-spy-info/tabid/1607/articlelD/322789/Default.aspx#ixzz2lgdCecll.

13 Securing Britain in an Age of Uncertainty: The Strategic Defence and Security Review, HM Government,
2010, page 46, available at:
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/62482/strategic-defence-
security-review.pdf




released to the US, Australia, Canada, United Kingdom and New Zealand. The purpose
of the REL TO is to identify classified information that a party has predetermined to be
releasable (or has already been released) through established foreign disclosure
procedures and channels, to a foreign country or international organisation.’ Notably
while other alliances and coalitions exist such as the North Atlantic Treaty Organisation
(e.g. TS//REL TO USA, NATO), European Counter-Terrorism Forces (e.g TS//REL TO
USA, ECTF) or Chemical Weapons Convention States (e.g. TS//REL TO USA, CWCS)
none of the documents that have thus far been made public refer to any of these
arrangements, suggesting the Five Eyes alliance is the preeminent SIGINT collection
alliance.

The arrangement in this way was not just to create a set of principles of collaboration, or
the facilitation of information sharing, but to enable the dividing of tasks between
SIGINT agencies. The agreement explains that

“[a]llocation of major tasks, conferring a one-sided responsibility, is undesirable
and impracticable as a main principle; however, in order that the widest possible
cover of foreign cypher communications be achieved the COMINT agencies of the
two parties shall exchange proposals for the elimination of duplication. In addition,
collaboration between those agencies will take the form of suggestion and mutual
arrangement as to the undertaking of new tasks and changes in status of old
tasks.”1®

The continuation of this sharing of tasks between agencies has been acknowledged with
former Defense Secretary Caspar Weinberger observing that the "United States has
neither the opportunity nor the resources to unilaterally collect all the intelligence
information we require. We compensate with a variety of intelligence sharing
arrangements with other nations in the world."'® The Canadian SIGINT agency CSEC
explain how it “relies on its closest foreign intelligence allies, the US, UK, Australia and
New Zealand to share the collection burden and the resulting intelligence yield.” ' Other
former intelligence analysts have confirmed'® there is “task-sharing” between the Five
Eyes groups.

4 Security Classification Markings—Authorization for ReleaseTo (RELTO)and Dissemination Control/
Declassification Markings, USTRANSCOM Foreign Disclosure Office, available at:
http://www.transcom.mil/publications/showPublication.cfm?docID=04A4D891-1EC9-F26D-
0715CB3ESAF1309B

® Appendix E, Co-ordination of, and exchange of information on, cryptanalysis and associated
techniques. page 34, available at: http://www.nationalarchives.gov.uk/ukusa/PDF page 34

16 Declaration of the Secretary of Defence Caspar W Weinberger in USA v Jonathan Pollard, 1986.
Available at: http://www2.gwu.edu/~nsarchiv/NSAEBB/NSAEBB407/docs/EBB-PollardDoc6.pdf

7 Safeguarding Canada's security through information superiority, CSEC website, available at:
http://www.cse-cst.gc.ca/home-accueil/media/information-eng.html

'8 Britain’s GCHQ ‘the brains,” America’s NSA ‘the money’ behind spy alliance, Japan Times, 18%
November, 2013, accessible at: http://www.japantimes.co.jp/news/2013/11/18/world/britains-gchqg-the-
brains-americas-nsa-the-money-behind-spy-alliance/#.UozmbMvTngB



The level of co-operation under the UKUSA agreement is so complete that "the national
product is often indistinguishable."'® This has resulted in former intelligence officials
explaining that the close-knit cooperation that exists under the UKUSA agreement
means “that SIGINT customers in both capitals seldom know which country generated
either the access or the product itself.”?° Another former British spy has said that
“[c]ooperation between the two countries, particularly, in SIGINT, is so close that it
becomes very difficult to know who is doing what [...] it's just organizational mess."?!

The division of SIGINT collection responsibilities
Investigative journalist Duncan Campbell explains that historically

“[u]lnder the UKUSA agreement, the five main English-speaking countries took
responsibility for overseeing surveillance in different parts of the globe. Britain's
zone included Africa and Europe, east to the Ural Mountains of the former USSR;
Canada covered northern latitudes and polar regions; Australia covered Oceania.
The agreement prescribed common procedures, targets, equipment and methods
that the SIGINT agencies would use.”?

More recently an ex-senior NATO intelligence officer elaborated on this point, saying

“[e]ach Five Eyes partner collects information over a specific area of the globe
[...] but their collection and analysis activities are orchestrated to the point that
they essentially act as one. Precise assignments are not publicly known, but
research indicates that Australia monitors South and East Asia emissions. New
Zealand covers the South Pacific and Southeast Asia. The UK devotes attention to
Europe and Western Russia, while the US monitors the Caribbean, China, Russia,
the Middle East and Africa.”?

Jointly run operations centres
In addition to fluidly sharing collected SIGINT, it is understood that many intelligence

facilities run by the respective Five Eyes countries are jointly operated, even jointly
staffed, by members of the intelligence agencies of Five Eyes countries. Each facility

% Robert Aldrich (2006) paper 'Transatlantic Intelligence and security co-operation', available at:
http://www2.warwick.ac.uk/fac/soc/pais/people/aldrich/publications/inta80_4_08_aldrich.pdfIntelligence’
203, Lander, 'International intelligence cooperation: an inside perspective', in Cambridge Review of
International Affairs, 2007, vol. 17, n°3, p.487.

21 Britain's GCHQ ‘the brains,” America’s NSA ‘the money’ behind spy alliance, Japan Times, 18"
November, 2013, accessible at: http://www.japantimes.co.jp/news/2013/11/18/world/britains-gchqg-the-
brains-americas-nsa-the-money-behind-spy-alliance/#.UozmbMvTngB

2 Inside Echelon, Duncan Campbell, 2000, available at: http://www.heise.de/tp/artikel/6/6929/1.html

% Canada and the Five Eyes Intelligence Community, James Cox, Strategic Studies Working Group
Papers, December 2012, accessible at:
http://www.cdfai.org/PDF/Canada%20and % 20the % 20Five % 20Eyes % 20Intelligence % 20Community. pdf
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collects SIGINT, which can then be shared with the other Five Eyes States.

An earlier incarnation of ASD, the Defence Signals Branch in Melbourne,?* was
described in the original 1956 UKUSA agreement as

“not purely a national centre. It is and will continue to be a joint U.K — Australian —
New Zealand organization manned by and integrated staff. It is a civilian
organization under the Australian Department of Defence and undertakes COMINT
tasks as agreed between the COMINT governing authorities of Australia and New
Zealand on the one hand and the London Signal Intelligence Board on the other.
On technical matters control is exercised by GCHQ on behalf of the London Signal
Intelligence Board.”

This jointly run operation has continued, with the Australian Joint Defence Facility at Pine
Gap being staffed by both Australian and US intelligence officers. The facility collects
intelligence that is jointly used and analysed.?® In fact, only half of the staff are
Australian,?® with US intelligence operatives from NSA and other agencies likely
accounting for the rest. An American official runs the base itself, with the posting being
considered “a step towards promotion into the most senior ranks of the US intelligence
community” with an Australian acts as deputy.?” With such an overwhelming US
presence, it is likely that that majority of the cost of running is base is paid for by the US;
the Australian Defence Department says Australia’s contribution to Pine Gap’s in 2011-
12 was a mere AUS$14 million.?

The systems run at the base are tied into the largest Five Eyes intelligence structure with
“personnel sitting in airconditioned offices in central Australia [being] directly linked, on
a minute-by-minute basis, to US and allied military operations in Afghanistan and indeed
anywhere else across the eastern hemisphere.” 2 As a result it has been reported that
“[t]he practical reality is that Pine Gap's capabilities are now deeply and inextricably
entwined with US military operations, down to the tactical level, across half the world.”%
The New Zealand GCSB was similarly entwined with the NSA: the GCSB’s Director of

24 See: “The Defence Signals Bureau was established in 1947, as part of the Department of Defence, with
responsibility for maintaining a national sigint capability in peacetime. In 1977, DSD assumed its current
name” available at: http://www.dpmc.gov.au/publications/intelligence_inquiry/chapter7/4_dsd.htm

% Pine Gap drives US drone kills, The Age, 21st July 2013, available at:
http://www.smh.com.au/national/pine-gap-drives-us-drone-kills-20130720-2gbsa.html

% Australian outback station at forefront of US spying arsenal, The Sydney Morning Herald, 26th July 2013,
available at: http://www.smh.com.au/it-pro/security-it/australian-outback-station-at-forefront-of-us-spying-
arsenal-20130726-hv10h.html

27 Australian outback station at forefront of US spying arsenal, The Sydney Morning Herald, 26th July 2013,
available at: http://www.smh.com.au/it-pro/security-it/australian-outback-station-at-forefront-of-us-spying-
arsenal-20130726-hv10h.html

2 Pine Gap drives US drone kills, The Age, 21st July 2013, available at:
http://www.smh.com.au/national/pine-gap-drives-us-drone-kills-20130720-2gbsa.html

2 Pine Gap drives US drone kills, The Age, 21st July 2013, available at:
http://www.smh.com.au/national/pine-gap-drives-us-drone-kills-20130720-2gbsa.html

%0 Australian outback station at forefront of US spying arsenal, The Sydney Morning Herald, 26th July 2013,
available at: http://www.smh.com.au/it-pro/security-it/australian-outback-station-at-forefront-of-us-spying-
arsenal-20130726-hv10h.html



Policy and Plans from 1984-1987, for example, was an NSA employee.?'

In addition to bases in Australia and New Zealand, Britain’s history of Empire left GCHQ
with a widespread network of SIGINT outposts. Intelligence stations in Bermuda,
Cyprus, Gibraltar, Singapore and Hong Kong have all played critical collection roles over
the past 60 years.

One of the largest listening posts outside the US is based in northern England, yet has
been under US ownership since the 1950s. In 1996 the base was renamed RAF Menwith
Hill and it was reported that for the first time the Union Jack was raised alongside the
Stars and Stripes. David Bowe, MEP for Cleveland and Richmond, said this was
“designed to mislead” and that “[m]y information is that the RAF representation on the
base amounts to one token squadron leader. The name change was presumably decided
to make the whole site look more benign and acceptable.”? The base was the subject of
a six billion pound investment over last 20 years, with the majority of that likely to be US
funds.?

Other bases, such as GCHQ's operation in the South West of England at Bude, are also
jointly staffed. The Guardian reported* that in addition to jointly developing the
TEMPORA program, 300 analysts from GCHQ and 250 from the NSA were located at
Bude and directly assigned to examine material collected under the programme.

In his seminal report Interception Capabilities 2000, Duncan Campbell named a number
of foreign or jointly run NSA bases. He wrote

“[t]he US Air Force installed 500 metre wide arrays known as FLR-9 at sites
including Chicksands, England, San Vito dei Normanni in ltaly, Karamursel in
Turkey, the Philippines, and at Misawa, Japan. Codenamed "lron Horse", the first
FLR-9 stations came into operation in 1964. The US Navy established similar bases
in the US and at Rota, Spain, Bremerhaven, Germany, Edzell, Scotland, Guam, and
later in Puerto Rico, targeted on Cuba.”*

51 A fact unknown to the Prime Minister at the time: Hager, Secret Power, p. 21.

52 US spy base ‘taps UK phones for MI5', The Independant, 22 September 1996, available at:
http://www.independent.co.uk/news/uk/home-news/us-spy-base-taps-uk-phones-for-mi5-1364399.html

3 US spy base ‘taps UK phones for MI5', The Independant, 22 September 1996, available at:
http://www.independent.co.uk/news/uk/home-news/us-spy-base-taps-uk-phones-for-mi5-1364399.html

% An early version of TEMPORA is referred to as the Cheltenham Processing Centre, additionally
codenamed TINT, and is described as a "joint GCHQ/NSA research initiative". The Guardian quotes an
internal GCHQ report that claims "GCHQ and NSA avoid processing the same data twice and proactively
seek to converge technical solutions and processing architectures." It was additionally reported that NSA
provided GCHQ with the technology necessary to sift through the material collected. The Guardian
reported that 300 analysts from GCHQ and 250 from NSA were directly assigned to examine the collected
material, although the number is now no doubt much larger. GCHQ have had staff examining collected
material since the project’s incarnation in 2008, with NSA analysts brought to trials in Summer 2011. Full
access was provided to NSA by Autumn 2011. An additional 850,000 NSA employees and US private
contractors with top secret clearance reportedly also have access to GCHQ databases

% Inside Echelon, Duncan Campbell, 2000, available at: http://www.heise.de/tp/artikel/6/6929/1.html
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Many of these sites remain active, as an NSA presentation displaying the primary foreign
collection operations bases shows. The presentation® details both the US sites

distributed around the world as well as the 2" party bases as follows:

Type Location Country Codename

US site | Yakima usS JACKNIFE

US site | Sugar Grove usS TIMBERLINE

US site | Sabana Seca Puerto Rico CORALINE

US site | Brasillia Brasil SCS

US site | Harrogate (aka Menwith UK MOONPENNY
Hill)

US site | Bad Aibling® Germany GARLICK

US site | New Delhi India SCS

US site | Thailand Thailand LEMONWOOD

US site | Misawa®® Japan LADYLOVE

2" Party | Bude UK CARBOY

2" Party | Oman Oman SNICK

2" Party | Nairobi Kenya SCAPEL

2" Party | Geraldton Australia STELLAR

2" Party | Cyprus Cyprus SOUNDER

2" Party | New Zealand New Zealand IRONSAN

It is important to note that, just because a base is being operated from within a
particular country, this does not forestall Five Eyes parties from collecting intelligence
therein on the host country. Ex-NSA staff have confirmed that communications are
monitored from “almost every nation in the world, including the nations on whose saill
the intercept bases are located.”*

Intelligence collection, analysis and sharing activities

It is believed that much of the intelligence collected under the Five Eyes arrangement can
be accessed by any of the Five Eyes partners at any time. Some codenamed
programmes that have been revealed to the public over the last decade go some way to
illustrating how the Five Eyes alliance collaborates on specific programmes of activity
and how some of this information is shared. It should be noted that these are just a
selection of programmes that have been made public, and are likely to represent a tiny
fraction of the joint collection undertaken by Five Eyes partners. Nevertheless these
codenamed programmes reveal just how integrated the Five Eyes SIGINT collection and
analysis methods are, and the existence of shared SIGINT tools and technologies

% New slides about NSA collection programs, Electrospaces blog, 16th July, 2013, available at:
http://electrospaces.blogspot.co.uk/2013/07/new-slides-about-nsa-collection-programs.html

%7 Bad Aibling Station, Wikipedia, available at: http://en.wikipedia.org/wiki/Bad_Aibling_Station

%8 http://www.misawa.af.mil/ and http://www2.gwu.edu/~nsarchiv/NSAEBB/NSAEBB23/docs/doc12.pdf
% Inside Echelon, Duncan Campbell, 2000, available at: http://www.heise.de/tp/artikel/6/6929/1.html
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themselves.

As early as the 1980s, Five Eyes countries used a “global Internet-like communication
network to enable remote intelligence customers to task computers at each collection
site, and receive the results automatically.”*° This network was known as ECHELON and
was revealed to the public in 1988 by Duncan Campbell.#" An often-misunderstood term,
ECHELON is in fact a

“code name given by the NSA (U.S. National Security Agency) to a system that
collects and processes information derived from intercepting civil satellite
communications. The information obtained at ECHELON stations is fed into the
global communications network operated jointly by the SIGINT organisations of
the United States, United Kingdom, Australia, Canada and New Zealand.
ECHELON stations operate automatically. Most of the information that is selected
is automatically fed into the world-wide network of SIGINT stations.”#

It is not known how long the ECHELON programme continued in that form, but the NSA
went on to develop programmes such as THINTHREAD, which emerged at the turn of
the millennium. THINTHREAD was a sophisticated SIGINT analysis tool used "to create
graphs showing relationships and patterns that could tell analysts which targets they
should look at and which calls should be listened to."# One of the creators of
THINTHREAD, Bill Binney described the tool to the New Yorker:

“As Binney imagined it, ThinThread would correlate data from financial
transactions, travel records, Web searches, G.P.S. equipment, and any other
"attributes" that an analyst might find useful in pinpointing "the bad guys." By 2000,
Binney, using fibre optics, had set up a computer network that could chart
relationships among people in real time. It also turned the N.S.A."'s data-collection
paradigm upside down. Instead of vacuuming up information around the world
and then sending it all back to headquarters for analysis, ThinThread processed
information as it was collected - discarding useless information on the spot and
avoiding the overload problem that plagued centralized systems. Binney says,
“The beauty of it is that it was open-ended, so it could keep expanding."

This programme was distributed around the world and trialed in conjunction with the Five
Eyes partners. Tim Shorrock explains:

“The THINTHREAD prototype went live in the fall of 2000 and [...] several allied
foreign intelligence agencies were given the programme to conduct lawful

40 Inside Echelon, Duncan Campbell, 2000, available at: http://www.heise.de/tp/artikel/6/6929/1.html
41 Somebody's listening, New Statesmen, 12 August 1988, available at:
http://web.archive.org/web/20070103071501/http://duncan.gn.apc.org/echelon-dc.htm

42 http://www.duncancampbell.org/menu/surveillance/echelon/IC2001-Paper1.pdf, page 2.

45 US spy device 'tested on NZ public', The New Zealand Herald, 25th May 2013, available at:
http://www.nzherald.co.nz/nz/news/article.cfm?c_id=1&objectid=10886031

4 The Secret Sharer, The New Yorker, 23 May 2011, available at:
http://www.newyorker.com/reporting/2011/05/23/110523fa_fact_mayer?currentPage=all
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surveillance in their own corners of the world. Those recipients included Canada,
[...] Britain, Australia and New Zealand.”“

Analysis tools such as these have been developed in secret over many years, often at
huge cost. That this tool was shared, even in trial version with Five Eyes partners, is an
important indicator of how tightly integrated the relationship is. Subsequent related

programmes codenamed TRAILBLAZER, TURBULENCE and TRAFFICTHIEF were later

adopted and used by Five Eyes partners.*

More recently, the Guardian reported*’ that 300 analysts from GCHQ and 250 from the
NSA were directly assigned to examine material collected under the TEMPORA
programme. By placing taps at key undersea fibre optic cable landing stations, the
programme is able to intercept a significant portion of the communications that
traverses the UK. TEMPORA stores content for three days and metadata for 30 days.
Once content and data are collected, they can be filtered.

The precise nature of GCHQ's filters remains secret. Filters could be applied based on
type of traffic (e.g. Skype, Facebook, Email), origin/destination of traffic, or to conduct
basic keyword searches, among many other purposes. Reportedly, approximately 40,000
search terms have been chosen and applied by GCHQ, and another 31,000 by the NSA
to information collected via TEMPORA.

GCHQ have had staff examining collected material since the project’s inception in 2008,
with NSA analysts brought to trial runs of the technology in summer 2011. Full access
was provided to NSA by autumn 2011. An additional 850,000 NSA employees and US
private contractors with top-secret clearance reportedly also have access to GCHQ
databases. GCHQ boasted that it had “given the NSA 36% of all the raw information
the British had intercepted from computers the agency was monitoring.”*® Additional
reporting from GCHQ internal documents explains how they "can now interchange
100% of GCHQ End Point Projects with NSA."

GCHQ received £100 million ($160 million) in secret NSA funding over the last three
years to assist in the running of this project. This relationship was characterized by Sir
David Omand, former Director of GCHQ, as “a collaboration that's worked very well
[...] [w]e have the brains; they have the money.”®°

4 http://motherboard.vice.com/blog/the-nsa-reportedly-tested-its-top-spyware-on-new-zealand

46 http://www.smh.com.au/world/snowden-reveals-australias-links-to-us-spy-web-20130708-2plyg.html

4 An early version of TEMPORA is referred to as the Cheltenham Processing Centre, additionally
codenamed TINT, and is described as a “joint GCHQ/NSA research initiative". The Guardian quotes an
internal GCHQ report that claims "GCHQ and NSA avoid processing the same data twice and proactively
seek to converge technical solutions and processing architectures." It was additionally reported that NSA
provided GCHQ with the technology necessary to sift through the material collected.

8 http://www.theguardian.com/world/2013/nov/02/nsa-portrait-total-surveillance

49 GCHQ: Inside the top secret world of Britain’s biggest spy agency, The Guardian, 2 August 2013,
available at http://www.theguardian.com/world/2013/aug/02/gchqg-spy-agency-nsa-snowden

%0 http://www.japantimes.co.jp/news/2013/11/18/world/britains-gchq-the-brains-americas-nsa-the-money-
behind-spy-alliance/
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Liaison officers are charged with the ultimate responsibility of ensuring continued
harmony and cooperation between their agencies and as James Bamford, author or
multiple books on the NSA explains “it is the senior liaison officers, the SIGINT
community's version of ambassadors, who control the day-to-day relations between the
UKUSA partners. And it is for that reason that the post of SUSLO (Office of the Senior
United States Liaison Officer) at NSA is both highly prized and carefully considered.”5!
These positions to facilitate co-operation continue to exist throughout the arrangement.
A recent diplomatic cable from the US Ambassador in Wellington, New Zealand,
released by WikiLeaks, noting that “[t]he National Security Agency (NSA) has requested
a new, permanent position in Wellington.”%2 The cable went on to state:

“The new position will advance US interests in New Zealand by improving liaison
and cooperation on vital signals intelligence matters. This is an area where the US
and NZ already work together closely and profitably, and continuing to build and
expand that relationship clearly stands to benefit both countries. This is especially
true in the post-September 11 environment, where NZ SIGINT capabilities
significantly enhance our common efforts to combat terrorism in the region and the
world.”

It is believed that much of the intelligence collected under the Five Eyes arrangement can
be accessed by any of the Five Eyes partners at any time. Shared NSA-GCHQ wikis are
used by both parties to exchange surveillance tips® and leaked NSA documents reveal
that different Five Eyes partners have created shared and integrated databases, as
revealed by one NSA document that references “GCHQ-accessible 5-eyes [redacted]
databases.”® One Guardian article explained:

“Gaining access to the huge classified data banks appears to be relatively easy.
Legal training sessions — which may also be required for access to information from
Australian, Canadian, or New Zealand agencies — suggest that gaining credentials
for data is relatively easy. The sessions are often done as self-learning and self-
assessment, with "multiple choice, open-book" tests done at the agent's own desk
on its "iLearn" system. Agents then copy and paste their passing result in order to
gain access to the huge databases of communications.”*

A core programme that provides this capability is known as XKEYSCORE. That has been
described by internal NSA presentations as an “analytic framework” which enables a

5 The Puzzle Palace: A Report on America's Most Secret Agency, James Bamford, accessible at:
http://cryptome.org/jya/pp08.htm

%2 http://www.nzherald.co.nz/nz/news/article.cfm?c_id=1&objectid=10695100

% http://mobile.nytimes.com/2013/11/03/world/no-morsel-too-minuscule-for-all-consuming-
nsa.html?pagewanted=2,all&hp=& r=0; the New Zealand GCSB’s 2001/2012 Annual Report refers the
GCSB being able “to leverage off the training programmes of its overseas partners to increase
opportunities for staff to develop their tradecraft skills. Available at:
http://www.gcsb.govt.nz/newsroom/annual-reports/Annual % 20Report%202012.pdf, p. 11.

% US and UK struck secret deal to allow NSA to 'unmask' Britons' personal data, 20 August 2013, available
at: http://www.theguardian.com/world/2013/nov/20/us-uk-secret-deal-surveillance-personal-data#

% Portrait of the NSA: no detail too small in quest for total surveillance, 2 November 2013, accessible at:
http://www.theguardian.com/world/2013/nov/02/nsa-portrait-total-surveillance
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single search to query a “3-day rolling buffer” of “all unfiltered data” stored at 150
global sites on 700 database servers.%®

The NSA XKEYSCORE system has sites that appear in Five Eyes countries,®” with the
New Zealand’s Waihopai Station, Australia’s Pine Gap, Shoal Bay, Riverina and
Geraldton Stations, and the UK's Menwith Hill base all present. It has been confirmed
that all these bases use XKEYSCORE and “contribute to the program.”% The system
indexes e-mail addresses, file names, IP addresses and port numbers, cookies, webmail
and chat usernames and buddylists, phone numbers, and metadata from web browsing
sessions including searches queried among many other types of data that flows through
their collection points. It has been reported that XKEYSCORE

“processes all signals before they are shunted off to various "production lines"
that deal with specific issues and the exploitation of different data types for
analysis - variously code-named NUCLEON (voice), PINWALE (video), MAINWAY
(call records) and MARINA (internet records)”®®

One of these programmes, MARINA, “has the ability to look back on the last 365 days'
worth of DNI metadata seen by the SIGINT collection system, regardless whether or not
it was tasked for collection”® giving Five Eyes partners the ability to look back on a full
year's history for any individual whose data was collected — either deliberately or
incidentally — by the system.

The no-spy deal myth

While UKUSA is often reported as having created a ‘'no spy pact’ between Five Eyes
States, there is little in the original text to support such a notion. Crucially, first and
foremost no clause exists that attempts in any form to create such an obligation.
Instead, if anything the converse is true: the scope of the arrangement consciously
carves out space to permit State-on-State spying even by parties to UKUSA. It limits the
scope to governing the “relations of above-mentioned parties in communications
intelligence matters only” and more specifically that the “exchange of such ... material
... is not prejudicial to national interests.”®!

Additionally, while the text mandates that each party shall “maintain, in the country of
the other, a senior liaison officer accredited to the other,” once again the text is
caveated, stating that

% http://www.theguardian.com/world/interactive/2013/jul/31/nsa-xkeyscore-program-full-presentation
57 http://www.theguardian.com/world/interactive/2013/jul/31/nsa-xkeyscore-program-full-presentation
page 5
%8 http://www.smh.com.au/world/snowden-reveals-australias-links-to-us-spy-web-20130708-2plyg.html
% http://www.smh.com.au/world/snowden-reveals-australias-links-to-us-spy-web-20130708-2plyg.html
€0 http://www.theguardian.com/world/2013/sep/30/nsa-americans-metadata-year-documents
61
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“[l]iaison officers of one party shall normally have unrestricted access to those
parts of the other’s agencies which are engaged directly in the production of
COMINT, except such parts thereof which contain unexchangable information."”®2

As best can be ascertained, therefore, it seems there is no prohibition on intelligence-
gathering by Five Eyes States with respect to the citizens or residents of other Five Eyes
States. There is instead, it seems, a general understanding that citizens will not be
directly targeted, and where communications are incidentally intercepted there will be an
effort to minimize the use and analysis thereof by the intercepting State. This analysis
has been confirmed by a leaked draft 2005 NSA directive entitled “Collection,
Processing and Dissemination of Allied Communications.”% This directive carries the
classification marking “NF” meaning “No Foreign”, short for “NOFORN" or "Not
Releasable to Foreign Nationals." The directive states:

“Under the British-U.S. Communications Intelligence Agreement of 5 March 1946
(commonly known as the United Kingdom/United States of American (UKUSA)
Agreement), both governments agreed to exchange communications intelligence
products, methods and techniques as applicable so long as it was not prejudicial
to national interests. This agreement has evolved to include a common
understanding that both governments will not target each other’s
citizens/persons. However when it is in the best interest of each nation, each
reserve the right to conduct unilateral COMINT against each other’s
citizens/persons. Therefore, under certain circumstances, it may be advisable and
allowable to target Second Party persons and second party communications
systems unilaterally when it in the best interests of the U.S and necessary for U.S
national security. Such targeting must be performed exclusively within the
direction, procedures and decision processes outlined in this directive.”5

The directive continues:

“When sharing the planned targeting information with a second party would be
contrary to US interests, or when the second party declines a collaboration
proposal, the proposed targeting must be presented to the signals intelligence
director for approval with justification for the criticality of the proposed collection.
If approved, any collection, processing and dissemination of the second party
information must be maintained in NoForn channels."

Significantly, the details of some NSA programmes, not intended to be shared with Five
Eyes countries, indicate that intelligence collection is taking place in Five Eyes partner
countries. NSA’s big data analysis and data visualization system BOUNDLESS

62 page 23

8 US and UK struck secret deal to allow NSA to 'unmask' Britons' personal data, 20 August 2013, available
at: http://www.theguardian.com/world/2013/nov/20/us-uk-secret-deal-surveillance-personal-data#

6 Draft 2005 directive, reprinted in “US and UK struck secret deal to allow NSA to 'unmask' Britons'
personal data,” The Guardian, 20 August 2013, available at:
http://www.theguardian.com/world/2013/nov/20/us-uk-secret-deal-surveillance-personal-data#
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INFORMANT®® are marked “TOP SECRET//SI//NOFORN". These documents show that
in March 2013 the agency collected 97 billion pieces of intelligence from computer
networks worldwide. The document grades countries based on a color scheme of green
(least subjected to surveillance) through to yellow and orange and finally, red (most
surveillance). Five Eyes partners are not excluded from the map and instead are shaded
green, which is suggestive that some collection of these States’ citizens or
communications is occurring.

Changes to the original arrangement, however, suggest a convention is in place
between at least two of the Five Eyes partners — UK and US - that prevents deliberate
collection or targeting of each other’s citizens unless authorised by the other State. The
2005 draft directive states: “[t]his agreement [UKUSA] has evolved to include a common
understanding that both governments will not target each other’s citizens/persons.” This
of course has not prevented spying without consent, but it appears it is preferable that
when Five Eyes partners want to spy on another member of the agreement, they do so
with the other country’s consent. It is unclear on what basis consent may be given or
withheld, but the directive explains:

“There are circumstances when targeting of second party persons and
communications systems, with the full knowledge and co-operation of one or more
second parties, is allowed when it is in the best interests of both nations."’

The directive goes on to state that these circumstances might include "targeting a UK
citizen located in London using a British telephone system;" "targeting a UK person
located in London using an internet service provider (ISP) in France;” or "targeting a
Pakistani person located in the UK using a UK ISP."

Historically, the Five Eyes members expected each other to make attempts to minimise
the retention and dissemination of information about Five Eyes partners once
intercepted. Duncan Campbell explains:

“New Zealand officials were instructed to remove the names of identifiable UKUSA
citizens or companies from their reports, inserting instead words such as "a
Canadian citizen" or "a US company". British COMINT staff have described
following similar procedures in respect of US citizens following the introduction of
legislation to limit NSA's domestic intelligence activities in 1978. The Australian
government says that "DSD and its counterparts operate internal procedures to
satisfy themselves that their national interests and policies are respected by the
others ... the Rules [on SIGINT and Australian persons] prohibit the dissemination
of information relating to Australian persons gained accidentally during the course
of routine collection of foreign communications; or the reporting or recording of the

¢ David Cameron's phone 'not monitored' by US, BBC News, 26" October 2013, available at:
http://www.theguardian.com/world/interactive/2013/jun/08/nsa-boundless-informant-data-mining-slides

67 US and UK struck secret deal to allow NSA to 'unmask' Britons' personal data, 20 August 2013, available
at: http://www.theguardian.com/world/2013/nov/20/us-uk-secret-deal-surveillance-personal-data#
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names of Australian persons mentioned in foreign communications."®®

A 2007 document explains that this is no longer an expectation, as the Five Eyes are
consenting to the broad trawling of data incidentally intercepted by other Five Eyes
partners. The document explains:
"Sigint [signals intelligence] policy ... and the UK Liaison Office here at NSAW
[NSA Washington] worked together to come up with a new policy that expands the
use of incidentally collected unminimized UK data in SIGINT analysis][...] Now SID
analysts can unminimize all incidentally collected UK contact identifiers, including IP
and email addresses, fax and cell phone numbers, for use in analysis."®

Outside the Second Party partners that make up the Five Eyes, there is no ambiguity
about who else can be spied on, including third party partners. An internal NSA
presentation made clear “[w]e can, and often do, target the signals of most 3rd party
foreign partners.”’® In other words, the intelligence services of the Five Eyes agencies
may spy on each other, with some expectation that they will be consulted when this
occurs; everyone else is fair game, even if they have a separate intelligence-sharing
agreement with one or several Five Eyes members.

This understanding that allies may still be spied upon has been echoed in other public
statements made by the US, which in the wake of the Snowden revelations has
confirmed, through an unnamed senior official, that "we have not made across the
board changes in policy like, for example, terminating intelligence collection that might
be aimed at all allies.""!

Spying on heads of State

Questions remain, however, as to whether arrangements within Five Eyes may prevent
the surveillance of the respective heads of States of Five Eyes partners. It has been
confirmed by the White House that UK Prime Minister David Cameron’s communications
“have not, are not and will not be monitored by the US.”72 However, while New Zealand
Prime Minister John Key has agreed that he is satisfied that the US has not spied on him
and that he is “confident of the position,” he will not confirm whether this is because the
Five Eyes members have agreed to this.”? Additionally after German Chancellor Angela

8 http://www.duncancampbell.org/menu/surveillance/echelon/IC2000_Report%20.pdf page 3

8 http://www.theguardian.com/world/2013/nov/20/us-uk-secret-deal-surveillance-personal-data#

0 http://www.spiegel.de/international/world/secret-documents-nsa-targeted-germany-and-eu-buildings-a-
908609.html

"1 Feinstein: White House Will Stop Spying on Allies. White House: Not So Fast, The Atlantic Wire, 28
October 2013, available at: http://www.thewire.com/politics/2013/10/sen-feinstein-white-house-will-stop-
spying-allies/71023/

2 http://www.bbc.co.uk/news/uk-politics-2466886 1

3John Key, 29 October 2013, Post-Cabinet Press Conference, audio available at:
http://www.scoop.co.nz/stories/HL1310/500224/pms-press-conference-audio-meridian-spying-and-
fonterra.htm

Key confident US didn't spy on him, Stuff.co.nz, 29" October 2013, available at:
http://www.stuff.co.nz/national/politics/9338530/Key-confident-US-didn-t-spy-on-him
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Merkel demanded’ that the United States sign a no-spy agreement to prohibit the
bilateral spying between nations, the US has indicated that while they would be willing to
engage in "a new form of collaboration” a no-spy pact is not on the table.”

Allied spying more broadly is a common activity. In 1960, when Bernon Mitchell and
William Martin infamously defected to the Soviet Union, they revealed the scope of
NSA's activities, reporting that:

“We know from working at NSA [that] the United States reads the secret
communications of more than forty nations, including its own allies... NSA keeps
in operation more than 2000 manual intercept positions... Both enciphered and
plain text communications are monitored from almost every nation in the world,
including the nations on whose soil the intercept bases are located.”’®

Other surveillance partnerships

Over almost seven decades, the Five Eyes alliance has splintered notably only once
when, in 1985, New Zealand’s new Labour Government refused to allow a US ship to
visit New Zealand, in accordance with the government’s anti-nuclear policy (not to allow
ships into its New Zealand waters without confirmation they were neither nuclear-
powered, nor carrying nuclear weapons). This policy was turned into law in 1987 with the
creation of the New Zealand Nuclear Free Zone.”” The political fallout from the
introduction of the policy included the splintering off of New Zealand, at least
temporarily, from the Five Eyes, and the creation of a Four Eyes alliance with the
acronym ACGU. This split has been confirmed in a number of military classification
marking documents.” It is understood that there was some distancing of New Zealand
from the Five Eyes in the years immediately following the incident, but that the schism
was less significant than previously thought;” by making reference to documents dated
in the past decade, released as part of the Snowden leaks, it is clear that New Zealand
remains an integral part of the Five Eyes alliance.

4 Germany to seek ‘no spying’ deal with US, Financial Times, 12" August 2013, available at:
http://www.ft.com/cms/s/0/67eef7t4-0375-11e3-980a-00144feab7de.html

5 Germans Rejected: US Unlikely to Offer 'No-Spy' Agreement, Der Spiegel, 12" November 2013,
available at: http://www.spiegel.de/international/germany/us-declines-no-spy-pact-with-germany-but-
might-reveal-snowden-secrets-a-933006.htm|

78 Inside Echelon, Duncan Campbell, 2000, available at: http://www.heise.de/tp/artikel/6/6929/1.html

7 New Zealand Nuclear Free Zone, Disarmament, and Arms Control Act 1987: s 9(2) states “The Prime
Minister may only grant approval for the entry into the internal waters of New Zealand by foreign warships
if the Prime Minister is satisfied that the warships will not be carrying any nuclear explosive device upon
their entry into the internal waters of New Zealand.” Section 11 states “Entry into the internal waters of
New Zealand by any ship whose propulsion is wholly or partly dependent on nuclear power is prohibited.”)
78 http://www.afcea.org/events/pastevents/documents/LWN11_Track_1_Session_5.pdf;
https://www2.centcom.mil/sites/foia/rr/ CENTCOM %20Regulation%20CCR%2025210/Wardak % 20CH-
47% 20Investigation/r_EX%2060.pdf

% See, Nicky Hager, Secret Power, 1996, pp. 23-24.
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Additionally, other ‘Eyes-like’ relationships exist, in various forms with membership
ranging through 3-, 4-, 6-, 7-, 8-, 9- and 10- and 14-Eyes communities. These ‘Eyes’
reference different communities with varying focuses dealing with military coalitions,
intelligence partnerships with many having established dedicated communication
networks.® The Guardian describes two such arrangements:

“the NSA has other coalitions, although intelligence-sharing is more restricted for
the additional partners: the 9-Eyes, which adds Denmark, France, the Netherlands
and Norway; the 14-Eyes, including Germany, Belgium, Italy, Spain and Sweden;
and 41-Eyes, adding in others in the allied coalition in Afghanistan.”®!

This is supported by statements made by an ex-senior NATO intelligence officer:

“The Five Eyes SIGINT community also plays a ‘core’ role in a larger galaxy of
SIGINT organizations found in established democratic states, both west and east.
Five Eyes ‘plus’ gatherings in the west include Canada’s NATO allies and
important non-NATO partners such as Sweden. To the east, a Pacific version of
the Five Eyes ‘plus’ grouping includes, among others, Singapore and South Korea.
Such extensions add ‘reach’ and ‘layering’ to Five Eyes SIGINT capabilities."®?

A New York Times article® again confirms such groups exist by acknowledging "[m]ore
limited cooperation occurs with many more countries, including formal arrangements
called Nine Eyes and 14 Eyes and Nacsi, an alliance of the agencies of 26 NATO
countries." Different intelligence co-operation groups also exist outside the broader
abovementioned structures dealing with narrower areas of collaboration.?* Within these
groups, no attempt to create a no-spy deal has been made; these countries "can gather
intelligence against the United States through CNE (computer network exploitation) and
therefore share CNE and CND (Computer Network Defense) can sometimes pose clear
risks."®

8 http://electrospaces.blogspot.co.uk/2013/11/five-eyes-9-eyes-and-many-more.html

8 http://www.theguardian.com/world/2013/nov/02/nsa-portrait-total-surveillance

82 Canada and the Five Eyes Intelligence Community, James Cox, Strategic Studies Working Group
Papers, December 2012, accessible at:
http://www.cdfai.org/PDF/Canada%20and % 20the % 20Five % 20Eyes % 20Intelligence % 20Community.pdf
page 7

8 No Morsel Too Minuscule for All-Consuming N.S.A., New York Times, 2" November, 2013
http://mobile.nytimes.com/2013/11/03/world/no-morsel-too-minuscule-for-all-consuming-
nsa.html?pagewanted=2,all&hp=&_r=0

8 One co-operation group is mentioned in an NSA document entitled “sharing computer networking
operations cryptologic information with foreign partners”. This document names the Five Eyes partnership
a “Tier A" group that has ‘comprehensive cooperation.” The much larger “Tier B” of 19 countries has
‘focused co-operation’ and is mostly made up of European States, except Japan, Turkey and South Korea.
The full list includes Austria, Belgium, Czech Republic, Denmark, Germany, Greece, Hungry, Iceland, Italy,
Japan, Luxembourg, Netherlands, Norway, Poland, Portugal, South Korea, Spain, Sweden, Switzerland
and Turkey.

El CNI facilité el espionaje masivo de EEUU a Espafia , El Mundo, 10" October, 2013, accessible at:
http://www.elmundo.es/espana/2013/10/30/5270985d63fd3d7d778b4576.html

8 E| CNI facilito el espionaje masivo de EEUU a Espafia , El Mundo, 10" October, 2013, accessible at:
http://www.elmundo.es/espana/2013/10/30/5270985d63fd3d7d778b4576.html
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It was reported® in 2010 when the UKUSA documents were first released, that “Norway
joined [the eavesdropping network] in 1952, Denmark in 1954, and Germany in 1955”
and that “ltaly, Turkey, the Philippines and Ireland are also members.” This however has
been contested with a journalist working on the current Snowden documents staying
they were “confused by that reference.”?’

The NATO Special Committee, made up of the heads of the security services of NATO
member countries, also provides a platform for intelligence sharing, although due to the
alliances diverse and growing membership it is thought there are concerns about sharing
sensitive military and SIGINT documents on a systematic basis.®® As explained by
Scheinen and Vermeulen,® however:

“The Agreement between the parties to the North Atlantic Treaty for the security of
information of 1949 is quite short, but article 5 for instance gives states carte
blanche ‘to make any other agreement relating to the exchange of classified
information originated by them,’ leaving room for many technically detailed
arrangements in which the actual cooperation is being regulated.”

8 http://www.theguardian.com/world/2010/jun/25/intelligence-deal-uk-us-released

87 https://twitter.com/jamesrbuk/status/403643887685611520

8 The 28 NATO countries are Albania, Belgium, Bulgaria, Canada, Croatia, Czech Republic, Denmark,
Estonia, France, Germany, Greece, Hungary, Iceland, Italy, Latvia, Lithuania, Luxembourg, Netherlands,
Norway, Poland, Portugal, Romania, Slovakia, Slovenia, Spain, Turkey, United Kingdom, United States,

8 Scheinin, M and Vermeulen, M, “Intelligence cooperation in the fight against terrorism through the lens
of human rights law and the law of state responsibility,” in Born, Leigh and Wills (eds), International
Intelligence Cooperation and Accountability (Oxon: Routledge, 2011), 256.
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Chapter Two - Secret law is not law

The intelligence agencies of the Five Eyes countries conduct some of the most
important, complex and far-reaching activities of any State agency, and they do so
under behind the justification of a thicket of convoluted and obfuscated legal and
regulatory frameworks. The laws and agreements that make up the Five Eyes
arrangement and apply it to domestic contexts lack any semblance of clarity or
accessibility necessary to ensure that the individuals whose rights and interests are
affected by them are able to understand their application. As such, they run contrary to
the fundamental building blocks of the rule of law.

The rule of law and accessibility

The accessibility of law is a foundational element the rule of law. Many have different
views of what exactly constitutes the rule of law, but it is widely understood to play a
critical role in checking excessive or arbitrary power. Core to the rule of law is the idea
that all individuals are able to know what law is exercised over them by those in power,
and how conduct must be accordingly regulated to ensure it is in compliance with such
laws. Lord Neuberger's first principle of the rule of law explains just how critical the
accessibility of law is to the rule of law:

“At its most basic, the expression connotes a system under which the relationship
between the government and citizens, and between citizen and citizen, is
governed by laws which are followed and applied. That is rule by law, but the rule
of law requires more than that. First, the laws must be freely accessible: that
means as available and as understandable as possible.”

If law itself isnt published in a clear and understandable way then citizens cannot
evaluate when an action by another person, or by their government, is unlawful. As Tom
Bingham explains, “if the law is not sufficiently clear, then it becomes inaccessible; if
people cannot properly access (i.e. understand) the law that they are governed by, then
so far as they are concerned, they are being governed by arbitrary power.” For all
actions by the State there must be a legal justification. Simply because there is law on
the statute books does not necessarily mean that it isn’t arbitrary.

Accessing the laws regulating the actions of the Five Eyes

It has been alleged that “there is no formal over-arching international agreement that
governs all Five Eyes intelligence relationships,”® but rather a myriad of memoranda,

% http://www.supremecourt.gov.uk/docs/speech-131015.pdf

9 Canada and the Five Eyes Intelligence Community, James Cox, Strategic Studies Working Group
Papers, December 2012, accessible at:
http://www.cdfai.org/PDF/Canada%20and % 20the % 20Five % 20Eyes % 20Intelligence % 20Community.pdf
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agreements, and conventions that must be considered in tandem with complex national
legislation.

Scheinin and Vermeulen argue that

“The overwhelming majority of these intelligence cooperation arrangements are
secret — or at least they are never published nor registered at the UN Secretariat
pursuant to Article 102 of the UN Charter.®? From the perspective of international
law they are likely to fall within a murky area of ‘non-treaty arrangements’, which
can include arrangements such as ‘memoranda of understanding’, ‘political
agreements’ ‘provisional understanding’, ‘exchanges of notes’, ‘administrative
agreements’, ‘terms of reference’, ‘declarations’ and virtually every other name
one can think of.”%

However, taken together, the Five Eyes agreements arguably rise to the level of an
enforceable treaty under international law. It is clear from their scope and wide-reaching
ramifications that the Five Eyes agreements implicate the rights and interests of
individuals sufficiently to raise the agreements to the level of legally-binding treaty.

In any event, it is impossible to know whether the initial intentions of the drafters or the
scope of the legal obligations created under the agreements elevate them to the status
of legally-binding treaty because the agreements are completely hidden from public
view. Indeed, not only are the public unable to access and scrutinise the agreements
that regulate the actions of the Five Eyes, but even the intelligence services themselves
do not have a complete picture of the extent of intelligence sharing activities. The NSA
admitted during legal proceedings in 2011 that the information-gathering infrastructure
was so complex that "there was no single person with a complete understanding.” %

The domestic legal frameworks implementing the obligations created by the Five Eyes
obligations are equally obfuscated. With respect to the US, for example, the NSA
acknowledged in a recently-released strategy document that

“[t]he interpretation and guidelines for applying [American] authorities, and in
some cases the authorities themselves, have not kept pace with the complexity of
the technology and target environments, or the operational expectations levied on
NSA’s mission.”®

page 4

9 Article 102 of the UN Charter states that: 1. Every treaty and every international agreement entered into
by any Member of the United Nations after the present Charter comes into force shall as soon as possible
be registered with the Secretariat and published by it. 2. No party to any such treaty or international
agreement which has not been registered in accordance with the provisions of paragraph 1 of this Article
may invoke that treaty or agreement before any organ of the United Nations.

% Scheinin, M and Vermuelen, M, “Intelligence cooperation in the fight against terrorism through the lens
of human rights law and the law of state responsibility,” in Born, Leigh and Wills (eds), International
Intelligence Cooperation and Accountability (Oxon: Routledge, 2011), 256.
%http://www.theregister.co.uk/Print/2013/09/11/declassified_documents_show_nsa_staff_abused_tappin
g_misled_courts/

% (U) SIGINT Strategy, 2012-2016, 23 February 2012
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The chair of the Senate intelligence committee, Diane Feinstein, has strongly criticised
the actions taken by the NSA under the purported ambit of the relevant legislation,
noting that “[...] it is clear to me that certain surveillance activities have been in effect
for more than a decade and that the Senate Intelligence Committee was not
satisfactorily informed.”%

In the UK, the Intelligence and Security Committee — in charge of overseeing the actions
of the UK intelligence agencies, including GCHQ - have responded to the Snowden
leaks by remarking:

“It has been alleged that GCHQ circumvented UK law by using the NSA’s PRISM
programme to access the content of private communications [...] and we are
satisfied that they conformed with GCHQ's statutory duties. The legal authority
for this is contained in the Intelligence Services Act 1994.”97

Yet the chair of the ISC has in fact admitted to confusion about whether “if British
intelligence agencies want to seek to know the content of emails can they get round the
normal law in the UK by simply asking an American agencies to provide that
information? "%

When the head of the committee charged with overseeing the lawfulness of the actions
of intelligence services is unsure as to whether such agencies have acted lawfully, there
is plainly a serious dearth in the accessibility of law, calling into question the rule of law.
Without law that is accessible, citizens are unable to regulate their conduct or scrutinise
that of their governments. In such circumstances, it is impossible to verify whether
governments are acting in accordance with the law as required of them under human
rights law.

Ensuring the Five Eyes act ‘in accordance with the law’

There is a significant body of European Court of Human Rights jurisprudence on what
constitutes interference “in accordance with the law” in the context of secret
surveillance and information gathering, such as that undertaken by the Five Eyes.

The Court begins from the perspective that surveillance, particularly secret surveillance,
is a significant infringement on human rights, and in order to be justified under the
European Convention on Human Rights must be sufficiently clear and precise “to give
citizens an adequate indication as to the circumstances in which and the conditions on

% Paul Lewis and Spencer Ackerman, “NSA: Dianne Feinstein breaks ranks to oppose US spying on
allies,” The Guardian, 29 October 2013, available at http://www.theguardian.com/world/2013/oct/28/nsa-
surveillance-dianne-feinstein-opposed-allies.

9 https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/225459/ISC-Statement-
on-GCHQ.pdf

% Nicholas Watts, “GCHQ ‘broke law if it asked for NSA intelligence on UK citizens’, The Guardian, 10
June 2013, available at http://www.theguardian.com/world/2013/jun/10/gchqg-broke-law-nsa-intelliegence
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which public authorities are empowered to resort to this secret and potentially
dangerous interference.”®

It must be clear “what elements of the powers to intercept are incorporated in legal rules
and what elements remain within the discretion of the executive” and the law must
indicate “with reasonable clarity the scope and manner of exercise of the relevant
discretion conferred on the public authorities”'® in order that individuals may have some
certainty about the laws to which they are subject and regulate their conduct
accordingly.

Yet “the degree of certainty will depend on the circumstances.”'®" As the Court has
noted, “foreseeability in the special context of secret measures of surveillance, such as
the interception of communications, cannot mean that an individual should be able to
foresee when the authorities are likely to intercept his communications so that he can
adapt his conduct accordingly...” %

Where a power vested in the executive is exercised in secret, however, the risks of
arbitrariness are evident: in the words of the Court in Weber v Germany, “a system of
secret surveillance for the protection of national security may undermine or even destroy
democracy under the cloak of defending it.”'® In such circumstances, “is essential to
have clear, detailed rules on the subject, especially as the technology available for use is
continually becoming more sophisticated...”%

What, then, does human rights law require of a law in order to ensure secret surveillance
does not infringe the principles of accessibility and foreseeability? The Court’s decision
in Weber is authoritative on this point:

“In its case law on secret measures of surveillance, the Court has developed the
following minimum safeguards that should be set out in statute law in order to
avoid abuses of power: the nature of the offences which may give rise to an
interception order; a definition of the categories of people liable to have their
telephones tapped; a limit on the duration of telephone tapping; the procedure to
be followed for examining, using and storing the data obtained; the precautions to
be taken when communicating the data to other parties; and the circumstances in
which recordings may or must be erased or the tapes destroyed.”'®

% Malone v United Kingdom (1985) 7 EHRR 14 [67]

190 |bid, at [79].

19" Ormerod., R. and Hooper, Blackstone’s Criminal Practice 2012, London 2012.
192 Weber v Germany, Application 54934/00, (2008) 46 EHRR SE5 at [77.]

193 |bid, at [106].

104 Kruslin v France (1990) 12 EHHR 547, at [33].

1 |bid, at [95]
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Applying human rights requirements to the laws of the Five Eyes

There is no clear and accessible legal regime that indicates the circumstances in which,
and the conditions on which, Five Eyes authorities can request access to signals
intelligence from, or provide such intelligence, to another Five Eyes authority. Each of the
Five Eyes states have broad, vague domestic laws that purport to warrant the sharing of
and access to shared signal intelligence with the authorities of other States, but fail to
set out minimum safeguards or provide details of or restrictions upon the nature of
intelligence sharing.

In the United Kingdom, the ISC has indicated that the authority to share and receive
intelligence is granted by the Intelligence Services Act 1994. Section 3(1) of the 1994 Act
specifies the functions of GCHQ in these terms:

(1) There shall continue to be a Government Communications Headquarters under
the authority of the Secretary of State; and, subject to subsection (2) below, its
functions shall be -
(a) to monitor or interfere with electromagnetic, acoustic and other
emissions and any equipment producing such emissions and to obtain and
provide information derived from or related to such emissions or equipment
and from encrypted material; and
(b) to provide advice and assistance [...]"”

Section 3(2) of the 1994 Act specifies the purposes for which the functions referred to in
s3(1)(a) shall be exercisable, and makes clear that they shall be exercisable only -

(a) in the interests of national security, with particular reference to the defence
and foreign policies of Her Majesty’s Government in the United Kingdom; or
(b) in the interests of the economic well-being of the United Kingdom in relation to

the actions or intentions of persons outside the British Islands; or
(c) in support of the prevention or detection of serious crime.

Section 4(2)(a) of the 1994 Act imposes on the Director of GCHQ a duty to ensure -
(a) that there are arrangements for securing that no information is obtained by
GCHQ except so far as necessary for the proper discharge of its functions
and that no information is disclosed by it except so far as necessary for that
purpose or for the purpose of any criminal proceedings.

In the United States, the scope of intelligence activities was initially set down in
Executive Order 12333 — United States intelligence activities, of December 4, 1981.7%
Even though the structure of the United States intelligence community changed
considerably after 9/11, the powers granted in the Executive Order nevertheless
continue to be invoked.

16 http://www.archives.gov/federal-register/codification/executive-order/12333.html#1.9
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Section 1.12 (b) provides that the responsibilities of the National Security Agency shall
include, inter alia:

(5) Dissemination of signals intelligence information for national foreign intelligence
purposes to authorized elements of the Government, including the military services,
in accordance with guidance from the Director of Central Intelligence;

(6) Collection, processing and dissemination of signals intelligence information for
counterintelligence purposes;

(7) Provision of signals intelligence support for the conduct of military operations in
accordance with tasking, priorities, and standards of timeliness assigned by the
Secretary of Defense. If provision of such support requires use of national collection
systems, these systems will be tasked within existing guidance from the Director of
Central Intelligence;

[...]

(12) Conduct of foreign cryptologic liaison relationships, with liaison for intelligence
purposes conducted in accordance with policies formulated by the Director of Central
Intelligence [...]

Section 1.7 deals with the responsibilities of Senior Officials of the Intelligence Community,
and designates the following responsibility to the Director of Central Intelligence:

(f) Disseminate intelligence to cooperating foreign governments under arrangements
established or agreed to by the Director of Central Intelligence [...]

Section 1.8 relates to the Central Intelligence Agency, and includes among that body’s
functions to

(a) Collect, produce and disseminate foreign intelligence and counterintelligence,
including information not otherwise obtainable [...]

The legislation in Australia is slightly more detailed with regards to the circumstances in
which intelligence can be shared with and received from foreign intelligence agencies.
The actions of the Australian intelligence agencies are governed by the Intelligence
Services Act 2001, section 7 of which articulates the functions of the Australian Signals
Directorate, which include

(1) to obtain intelligence about the capabilities, intentions or activities of people or
organisations outside Australia in the form of electromagnetic energy, whether
guided or unguided or both, or in the form of electrical, magnetic or acoustic
energy, for the purposes of meeting the requirements of the Government, and
in particular the requirements of the Defence Force, for such intelligence; and

(2) to communicate, in accordance with the Government’s requirements, such
intelligence; and

(3) to provide material, advice and other assistance to Commonwealth and State
authorities on matters relating to the security and integrity of information that
is processed, stored or communicated by electronic or similar means; [...]
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Pursuant to s11(2AA) of the Act, intelligence agencies may communicate incidentally
obtained intelligence to appropriate Commonwealth or State authorities or to authorities
of other countries approved under paragraph 13(1)(c) if the intelligence relates to the
involvement, or likely involvement, by a person in one or more of the following activities:

(a) activities that present a significant risk to a person’s safety;

(b) acting for, or on behalf of, a foreign power;

(c) activities that are a threat to security;

(d) activities related to the proliferation of weapons of mass destruction or the
movement of goods listed from time to time in the Defence and Strategic
Goods List (within the meaning of regulation 13E of the Customs (Prohibited
Exports) Regulations 1958);

(e) committing a serious crime.

Section 13(1)(c) permits the agency to cooperate with “authorities of other countries
approved by the Minister as being capable of assisting the agency in the performance of
its functions.”

The New Zealand similarly provides the Government Communications Security Bureau
with broad powers and functions, including under section 8A

(a) to co-operate with, and provide advice and assistance to, any public authority
whether in New Zealand or overseas, or to any other entity authorised by the
Minister, on any matters relating to the protection, security, and integrity of—

(i) communications, including those that are processed, stored, or
communicated in or through information infrastructures; and
(ilinformation infrastructures of importance to the Government of New
Zealand; [...]

and under section 8B

(a) to gather and analyse intelligence (including from information infrastructures) in
accordance with the Government's requirements about the capabilities,
intentions, and activities of foreign persons and foreign organisations; and

(b) to gather and analyse intelligence about information infrastructures; and

(c) to provide any intelligence gathered and any analysis of the intelligence to—

(i) the Minister; and
(i) any person or office holder (whether in New Zealand or overseas)
authorised by the Minister to receive the intelligence.

Section 8B(2) also sanctions the sharing of information with foreign intelligence
authorities, stipulating “[f]or the purpose of performing its function under subsection
(1)(a) and (b), the Bureau may co-operate with, and provide advice and assistance to,
any public authority (whether in New Zealand or overseas) and any other entity
authorised by the Minister for the purposes of this subsection.”
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In Canada, the functions of the Communications Security Establishment Canada
(CSEC) are articulated in Part V.1 to the National Defence Act. Section 273.64(1) sets
out CSEC's three-part mandate, namely

(a) to acquire and use information from the global information infrastructure for the
purpose of providing foreign intelligence, in accordance with Government of
Canada intelligence priorities;

(b) to provide advice, guidance and services to help ensure the protection of
electronic information and of information infrastructures of importance to the
Government of Canada; and

(c) to provide technical and operational assistance to federal law enforcement and
security agencies in the performance of their lawful duties.

Part V.1 of the National Defence Actin relation to CSEC does not contain any
provisions on cooperation with other agencies, including foreign agencies.

An analysis of these cursory legal provisions reveals that they fall far short of describing
the fluid and integrated intelligence sharing activities that take place under the ambit of
the Five Eyes arrangement with sufficient clarity and detail to ensure that individuals can
forsee their application. None of the domestic legal regimes set out the circumstances in
which intelligence authorities can obtain, store and transfer nationals’ or residents’
private communication and other information that are intercepted by another Five Eyes
agency, nor which will govern the circumstances in which any of the Five Eyes States
can request the interception of communications by another party to the alliance. The
same applies to obtaining private information such as emails, web-histories etc. held by
internet and other telecommunication companies. There is there a legal regime that
indicates, once such communications are provided to the authorities of one State, the
procedure for examining, using or storing the communication, the conditions for
transferring it to third parties and the circumstances in which it will be destroyed.

The legal and regulatory frameworks that govern and give effect to Five Eyes cannot be
said to be sufficiently clear and detailed to meet the requirement of being “in
accordance with the law,” nor they are they sufficiently accessible to ensure that they
comply with the rule of law. Secret, convoluted or obfuscated law can never be
considered law within a democratic society governed by the rule of law. The actions of
the Five Eyes run completely contrary to the fundamental building blocks of such a
society.
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Chapter Three - Holding the Five Eyes to account

The recent revelations of global surveillance practices have prompted a fundamental re-
examination of the responsibility of States under international law with respect to cross-
border surveillance. The patchwork of secret spying programmes and intelligence-
sharing agreements implemented by parties to the Five Eyes arrangement constitutes an
integrated global surveillance arrangement that now covers the majority of the world’s
communications.

At the heart of this arrangement are carefully constructed legal frameworks that provide
differing levels of protections for internal versus external communications, or those
relating to nationals versus non-nationals. These frameworks attempt to circumvent
national constitutional or human rights protections governing interferences with the right
to privacy of communications that, States contend, apply only to nationals or those
within their territorial jurisdiction.

In doing so, the Five Eyes states not only defeat the spirit and purpose of international
human rights instruments; they are in direct violation of their obligations under such
instruments. Human rights obligations apply to all individuals subject to a State’s
jurisdiction.’”” Jurisdiction extends not only to the territory of the State, but to anyone
within the power and effective control of the State, even if they are outside the
territory.'® |t is argued here that jurisdiction extends to situations where a State
interferes with the right to privacy of an individual whose communications are
intercepted, stored or processed within that State’s territory. In such circumstances, the
State owes obligations to that individual regardless of their location.

By understanding State jurisdiction over human rights violations in this way we can give
effect to international human rights obligations in the digital age. Through the concept of
“interference-based jurisdiction”, whereby, subject to permissible limitations, States owe
a general duty not to interfere with communications that pass through their territorial
borders, mass surveillance is cognisable within a human rights framework in a way that
provides rights and remedies to affected individuals. Without such a perspective on
responsibility for violations that properly reflects the nature and scope of Five Eyes
surveillance, and the way in which privacy violations occur, States will continue to
conduct surveillance in a way that renders human rights obligations meaningless.

197 |CCPR, Article 2: “Each State Party to the present Covenant undertakes to respect and to ensure to all
individuals within its territory and subject to its jurisdiction...”; ECHR, Article 1: “The High Contracting
Parties shall secure to everyone within their jurisdiction the rights and freedoms defined in Section | of this
Convention;” American Convention on Human Rights, Article 1: “The States Parties to this Convention
undertake to respect the rights and freedoms recognized herein and to ensure to all persons subject to
their jurisdiction the free and full exercise of those rights and freedoms, without any discrimination for
reasons of race, color, sex, language, religion, political or other opinion, national or social origin,
economic status, birth, or any other social condition.”

1% Human Rights Committee General Comment 31, para 10.
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We seek to introduce an alternative perspective on jurisdiction and to further
understandings of how human rights law can be understood in the digital age. Our
intention is to supplement - not to detract from — other arguments around how
jurisdiction in international human rights law functions in relation to mass surveillance.
For example, interferences occurring outside the territory of the state may be
attributable to that state under the ordinary principles of state responsibility. However,
we are concerned exclusively with a State’s obligations in relation to interferences with
the right to privacy (when communications are collected, stored or processed) occurring
within the physical territory of that State.

The right to privacy of communications

The right to privacy is an internationally recognized right. Article 17 (1) of the
International Covenant on Civil and Political Rights provides
“No one shall be subjected to arbitrary or unlawful interference with his privacy,
family, home or correspondence, nor to unlawful attacks on his honour and
reputation.”

According to the United Nations Human Rights Committee, in its General Comment No.
16:

“Compliance with article 17 requires that the integrity and confidentiality of
correspondence should be guaranteed de jure and de facto. Correspondence
should be delivered to the addressee without interception and without being
opened or otherwise read. Surveillance, whether electronic or otherwise,
interceptions of telephonic, telegraphic and other forms of communication, wire-
tapping and recording of conversations should be prohibited.”%®

Article 8 of the European Convention on Human Rights provides a right to respect for
one’s “private and family life, his home and his correspondence”, subject to certain
restrictions that are "in accordance with law" and "necessary in a democratic society".

The European Court of Human Rights has consistently held that the interception of
telephone communications, as well as facsimile and e-mail communications content, '
are covered by notions of “private life” and “correspondence” and thus constitute an
interference with Article 8.

Importantly the European Court has found''? the interception and/or storage of a
communication constitutes the violation, and that the “subsequent use of the stored

109 CCPR General Comment No. 16: Article 17 (Right to Privacy), para. 8.

10| iberty & Ors v United Kingdom (2008) Application 58243/00

" See Malone v United Kingdom (1985) 7 EHRR 14 [64]; Weber v Germany (2008) 46 EHRR SE5 at [77];
and Kennedy v United Kingdom (2011) 52 EHRR 4 at [118]).

12 Amann v Switzerland (2000) application 27798/95; Leander v. Sweden judgment of 26 March 1987,
Series Ano. 116, p. 22, § 48
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information has no bearing on that finding“'"® nor does it matter “whether the
information gathered on the applicant was sensitive or not or as to whether the applicant
had been inconvenienced in any way.”'* It is argued that the same reasoning applies to
the processing of communications.

Therefore, the right to privacy, extending as it does to the privacy of communications, is
a relatively unusual right in the sense that its realization can occur remotely from the
physical location of the individual.

When an individual sends a letter, email or a text-message, or makes a phone call, that
communication leaves their physical proximity and travels to its destination. In the course
of its transmission the communication may pass through multiple other States and,
therefore, multiple jurisdictions. The right to privacy of the communication remains intact,
subject only to the permissible limitations set out under human rights law.'"

Mass surveillance as a breach of the right to privacy of
communications

The Special Rapporteur on the promotion and protection of the right to freedom of
expression and opinion has described the invasiveness of mass interception of fibre
optic cables:'®

“By placing taps on the fibre optic cables, through which the majority of digital
communication information flows, and applying word, voice and speech
recognition, States can achieve almost complete control of tele- and online
communications.”

The Special Rapporteur reasons that “[m]ass interception technology eradicates any
considerations of proportionality, enabling indiscriminate surveillance. It enables the
State to copy and monitor every single act of communication in a particular country or
area, without gaining authorization for each individual case of interception.”"”

Mass surveillance has also been found to be an interference with the right to privacy
under European human rights law. In Weber and Saravia v Germany (2006) Application
54934/00, the Court reiterated that

“the mere existence of legislation which allows a system for the

13 Amann v Switzerland (2000) application 27798/95 para 69

14 Amann v Switzerland (2000) application 27798/95 para 70

5 A comprehensive account of the permissible limitations on the right to privacy is presented in the report
of the UN Special Rapporteur on the freedom of expression and opinion of 17 April 2013 (A/HRC/23/40).
116 Report of the Special Rapporteur on promotion and protection of the right to freedom of expression
and opinion, Frank La Rue, 17 April 2013, A/HRC/23/40, available at
http://www.ohchr.org/Documents/HRBodies/HRCouncil/RegularSession/Session23/A.HRC.23.40_EN.pdf,
at para. 38.

"7 lbid, para. 62.
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secret monitoring of communications entails a threat of surveillance for all those
to whom the legislation may be applied. This threat necessarily strikes at freedom
of communication between users of the telecommunications services and thereby
amounts in itself to an interference with the exercise of the applicants’ rights
under Article 8, irrespective of any measures actually taken against them.”

The collection and storage of data that relates to an individual’s private life is so
invasive, and brings with it such risk of abuse, that it alone amounts to an interference
with the right to privacy, according to European Court of Human Rights jurisprudence.’®
Accordingly, mass surveillance programmes must violate international law.

Jurisdiction and human rights obligations

Traditional conceptions of State human rights obligations focus on a nexus between the
territory where the obligation is owed and an individual’s connection with that territory
(by virtue of nationality, residence or physical location within it). In the context of
obligations under international human rights treaties, jurisdiction has traditionally served
as a doctrinal bar to the recognition and realization of human rights obligations extra-
territorially. Although, as noted by Milanovic:

“[q]uestions as to when a state owes obligations under a human rights treaty
towards an individual located outside its territory are being brought more and
more frequently, before courts both international and domestic. Victims of aerial
bombardment'', inhabitants of territories under military occupation'® — including
deposed dictators'', suspected terrorists detained in Guantanamo by the United
States'??, and the family of a former KGB spy who was assassinated in London
through the use of a radioactive toxin, allegedly at the orders or with the collusion
of the Russian government'? — all of these people have claimed protection from
human rights law against a state affecting their lives while acting outside its
territory.”

The jurisdiction clauses in two of the most relevant human rights instruments — the
European Convention on Human Rights (ECHR) and the International Covenant on Civil
and Political Rights (ICCPR) — are notably different in their construction and numerous

18 S and Marper v United Kingdom (2009) 48 EHRR 50 at [67].

"% Bankovic and Others v Belgium and Others, App. No. 52207/99, (dec.) [GC], 12 December 2001,
hereinafter Bankovic.

120 R (Al-Skeini and others) v Secretary of State for Defence, [2007] UKHL 26, [2007] 3 WLR 33, [2007] 3 All
ER 685, on appeal from [2005] EWCA Civ 1609, [2007] QB 140, hereinafter Al-Skeini.

121 Saddam Hussein v 21 Countries, App. No. 23276/04, (dec.), March 2006.

122 See the Conclusions and Recommendations of the Committee against Torture: United States of
America, CAT/C/USA/CQO/2, 25 July 2006, paras. 14 & 15 and the Concluding Observations of the Human
Rights Committee : United States of America, CCPR/C/USA/CQO/3, 15 September 2006, para. 10,
available at http://www.unhchr.ch/tbs/doc.nsf

125 See ‘Lawyers for slain Russian agent Litvinenko take case to European court’, International Herald
Tribune, 22 November 2007, available at http://www.iht.com/articles/ap/2007/11/23/europe/EU-GEN-
Britain-Litvinenko.php?WT.mc_id=rsseurope.
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arguments have been mounted to support an understanding of the obligations arising
under such treaties as being applicable outside the strict territorial boundaries of the
State.

Article 1 of the ECHR holds:

“The High Contracting Parties shall secure to everyone within their jurisdiction the
rights and freedoms defined in Section | of this Convention.”

In Al-Skeini v United Kingdom,?* the European Court of Human Rights moulded - if not
departed from — its earlier jurisprudence in Bankovi¢ '? to issue a decision that affirms
extra-territorial jurisdiction, stating:

“whenever the State through its agents exercises control and authority over an
individual, and thus jurisdiction, the State is under an obligation under Article 1 to
secure to that individual the rights and freedoms under Section 1 of the
Convention that are relevant to the situation of that individual. In this sense,
therefore, the Convention rights can be “divided and tailored” (compare
Bankovi¢, cited above, § 75)."1%

While Milanovic (2011) notes' some inconsistencies in the Court’s reasoning,
particularly vis a vis Bankovi¢, crucially the case stands as authority that, although the
jurisdictional competence of a State is primarily territorial, it is not limited by territory. It
can also extend to those over whom the State exercises authority or control.

In contrast, Article 2(1) of the ICCPR holds:

“Each State Party to the present Covenant undertakes to respect and to ensure
to all individuals within its territory and subject to its jurisdiction the rights
recognized in the present Covenant...”

In 1966, the International Law Commission, in its Draft Articles on the Law of Treaties
(subsequently the Vienna Convention on the Law of Treaties) noted that “[c]ertain types
of treaty, by reason of their subject matter, are hardly susceptible of territorial
application in the ordinary sense. Most treaties, however, have application to territory
and a question may arise as to what is their precise scope territorially.” 1?8

For the purpose of defining the conditions of applicability of the Covenant, the notion of
jurisdiction refers to the relationship between the individual and the state in connection
with a violation of human rights, wherever it occurred, so that acts of States that take

124 Application 55721/07, 7 July 2011

125 Application 52207/99, 12 December 2001

126 Bankovic, at para [73].

127 http://www.gjiltalk.org/european-court-decides-al-skeini-and-al-jedda/

128 |LC, ‘Draft Articles on the law of Treaties with Commentaries,’ (1966) 2 Yearbook of the International
Law Commission 187 at 213.
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place or produce effects outside the national territory may be deemed to fall under the
jurisdiction of the state concerned.'®

As noted above, the right to privacy extends to the privacy of cross-border
communications, so that the physical location of the individual may be in a different
jurisdiction to that where the interference with the right occurs.

This distinction is examined by Milanovic (2011) who asserts that extraterritorial
application can take one of two forms:

“it will most frequently arise from an extraterritorial state act, i.e. conduct
attributable to the state, either of commission or of omission, performed outside
its sovereign borders... However — and this is a crucial point — extraterritorial
application does not require an extraterritorial state act, but solely that the
individual concerned is located outside the state’s territory, while the injury to his
rights may as well take place inside it.” %

With regard to the right to privacy, many violations are not due to extra-territorial acts,
but jurisdictional acts with extra-territorial effects. The instances in which jurisdictional
acts have extra-territorial effects are infrequent but not without precedent.

One example provided by Milanovic is the question of property rights of foreigners or
those absent from the territory. A person may have property rights in the UK by virtue of
owning a property in the territory, but may be temporarily or permanently located outside
the UK. If the property were to be searched or seized without adherence to legal
standards there would be a violation of the individual’s right to privacy, regardless of
their location at the time of the interference. This is an example of “interference-based”
jurisdiction.

A second example is that of enjoyment of Article 6 ECHR fair trial rights during trials in
absentia where the individual in question has absconded outside the State’s territory.
The European Court of Human Rights has repeatedly upheld the right of defendants to
enjoy the protections of Article 6 even when they are absent from their trial and outside
the territory of the State. In Sejdovic v Italy,’3" for example, the Court held, at [91]:

“Although not absolute, the right of everyone charged with a criminal offence to
be effectively defended by a lawyer, assigned officially if need be, is one of the
fundamental features of a fair trial (see Poitrimol, cited above, § 34). A person
charged with a criminal offence does not lose the benefit of this right merely on
account of not being present at the trial (see Mariani v. France, no. 43640/98, §
40, 31 March 2005).”

129 Delia Salides de Lopez v. Uruguay, Communication No. 52/1979, 13th Sess., at 88, 91

i 12.2, U.N. Doc. CCPR/C/OP/1 (29 July 1981).

130 Marko Milanovic, Extraterritorial Application of Human Rights Treaties: Law, Principles, and Policy
(Oxford: Oxford University Press, 2011).

131 Application 56581/00, 1 March 2006
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A further example is the situation in the European Court of Human Rights’ case
Bosphorus Hava Yollari Turizm ve Ticaret Anonim Sirketi v Ireland (2005) 42 EHRR 1,
where Irish authorities at Dublin Airport impounded an aircraft that had been leased by a
Turkish company from the national airline of the former Yugoslavia. The company argued
that the Irish authorities had acted in a way that was incompatible with the European
Convention on Human Rights. In considering the issue of jurisdiction, the Court noted
the territorial basis of jurisdiction in international law and observed:'?

“In the present case it is not disputed that the act about which the applicant
company complained, the detention of the aircraft leased by it for a period of
time, was implemented by the authorities of the respondent State on its territory
following a decision made by the Irish Minister for Transport. In such
circumstances the applicant company, as the addressee of the impugned act, fell
within the “jurisdiction” of the Irish State, with the consequence that its complaint
about that act is compatible ratione loci, personae and materiae with the
provisions of the Convention.”

With respect to the right to privacy, the European Court has considered at least two
cases' in which surveillance has involved the interference with the right to privacy of
those outside of the respective State's territory. In neither has the Court directly
considered the issue of whether obligations owed are extended to individuals outside
the territory.

Application to interferences with the right to privacy in the digital age

With the advent of the internet and new digital forms of communication, now most
digital communications take the fastest and cheapest route to their destination, rather
than the most direct. This infrastructure means that the sender has no ability to choose,
nor immediate knowledge of, the route that their communication will take. Even when a
digital communication is being sent to a recipient within the same country as the sender,
it may travel around the world to reach its destination.

This shift in communications infrastructure means that communications travel through
many more countries, are stored in a variety of countries (particularly through the
growing popularity of cloud computing) and are thus vulnerable to inception by multiple
intelligence agencies. From their bases within the territory of each country, each
respective intelligence agency collects and analyses communications that traverse their
territory and beyond. While there are many methods used by intelligence agencies to
intercept communications, one of the consistent techniques is to exploit the

132 Para 137.

135 In Weber and Saravia v. Germany, Application 54934/00, 29 June 2006, the Court found that the
application was inadmissible by other means; in Liberty and Ors v United Kingdom, Application 58243/00,
1 July 2008, the Government proceeded on the basis that the applicants could claim to be victims of an
interference with their communications sent to or from their offices in the UK and Ireland.
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communications infrastructure itself, often in the form of the transnational cables that
carry the world’s communications.

For more than 50 years the security agencies have intercepted these transnational links.
From 1945 onwards the US intelligence agencies systematically intercepted telegraphic
data entering or exiting the United States under the codename Project SHAMROCK. As
technology developed, newer fibre optic cables were laid that could carry many more
communications. These links were also intercepted by intelligence agencies within their
territory. Investigative journalist Duncan Campbell explained in 2000 how the NSA was
intercepting the foreign communications within US territory:

“Internet traffic can be accessed either from international communications links
entering the United States, or when it reaches major Internet exchanges. Both
methods have advantages. Access to communications systems is likely to be
remain clandestine - whereas access to Internet exchanges might be more
detectable. [...] According to a former employee, NSA had by 1995 installed
“sniffer” software to collect such traffic at nine major Internet exchange points
(IXPs)." 134

The UK is using more modern versions of this technique to intercept, store and process
communications that enter and exit the country in the form of their mass surveillance
program TEMPORA. While these undersea fibre-optic cables will land in multiple different
countries, due to the UK's geographical position, a disproportionate number of undersea
cables land in the UK before they cross the Atlantic Ocean. The Guardian'™® reported
that by the summer of 2011, GCHQ had attached probes to more than 200 links within
their territory, including at main network switches and undersea cable landing stations.
Similar capabilities exist allowing intelligence agencies to intercept satellite
communications. 6157

Crucially, by intercepting communications in this way, the communication is being
interfered with within the territory of the intercepting state. This amounts to an
interference with the right to privacy and must be justified according to the restrictions
of human rights law. Such an interference invokes the negative obligation and
responsibility of the interfering State not to violate fundamental rights.

134 NSA slides explain the PRISM data-collection program, The Washington Post, June 6, 2013, Updated
July 10, 2013, available at: http://www.washingtonpost.com/wp-srv/special/politics/prism-collection-
documents/; see also, Temporary Committee of the European Parliament on the ECHELON Interception
System, Report on the existence of a global system for the interception of private and commercial
communications (ECHELON interception system) (2001/2098(INl)), tabled in the European Parliament on
11 July 2001.

135 GCHQ taps fibre-optic cables for secret access to world's communications, The Guardian, 21 June
2013, available at: http://www.guardian.co.uk/uk/2013/jun/21/gchqg-cables-secret-world-communications-
nsa

136 The state of the art in communications Intelligence (COMINT) of automated processing for intelligence
purposes of intercepted broadband multi-language leased or common carrier systems, and its applicability
to COMINT targetting and selection, including speech recognition, Duncan Campbell, Oct 1999
http://www.duncancampbell.org/menu/surveillance/echelon/IC2000_Report%20.pdf

17 Secret Power, Nicky Hager, 1996, http://www.nickyhager.info/ebook-of-secret-power/
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Regardless of their location or nationality, all individuals are entitled to have their right to
privacy respected not only by the State upon whose territory they stand, but by the
State within whose territory their rights are exercised. If their communications pass
through the territory of another State, and that State interferes with the communications,
it will activate that State’s jurisdiction under international human rights law. Accordingly,
the US and UK owe the same obligation to each individual whose communications pass
through their territory: not to interfere with those communications, subject to permissible
limitations established under international law. Such “interference-based jurisdiction”
obligations extend globally, regardless of boundaries.

Five Eyes legal frameworks that circumvent human rights obligations

Each of the Five Eyes members have complex legal frameworks governing the
interception, monitoring and retention of communications content and data. This paper
does not attempt to comprehensively outline such frameworks, and only excerpts some
relevant provisions to illustrate the obfuscatory nature of legal frameworks that enable
the rights of non-nationals or those outside the territory to be diminished.

United States
FISA section 1881a is entitled “Procedures for targeting certain persons outside the
United States other than United States persons”.

Section 1881(a) ss (a) provides:

(a) the Attorney General and the Director of National Intelligence may authorize
jointly, for a period of up to 1 year from the effective date of the authorization,
the targeting of persons reasonably believed to be located outside the United
States to acquire foreign intelligence information.

An authorisation pursuant to FISA section 1881(a) permits “foreign intelligence
information” to be obtained both by directly intercepting communications during
transmission and by making a request to an electronic service provider that stores the
information to make it available to the authorities.

United Kingdom

The Regulation of Investigatory Powers Act 2000 distinguishes between “internal” and
“external” surveillance. Where the communication is internal (i.e. neither sent nor
received outside the British Islands, see RIPA s 20), a warrant to permit lawful
interception must describe one person as the “interception subject” (s 8(1)(a)) or
identify a “single set of premises” for which the interception is to take place (s 8(1)(b)).
The warrant must set out “the addresses, numbers, apparatus or other factors, or
combination of factors, that are to be used for identifying the communications that may
be or are to be intercepted” (s 8(2)).
Where the communication is “external”, that is either sent or received outside the British
Islands, RIPA s 8(1) and 8(2) do not apply. There is no need to identify any particular
person who is to be subject of the interception or a particular address that will be
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targeted.

New Zealand

The Government Security Communications Bureau (GCSB) is permitted to conduct
interception by applying for an interception warrant under s15A of the Government
Communications Security Bureau Act 2003 (amended 2013). However, s14 of the Act (as
amended) states that in performing the function of intelligence gathering and analysis,
the GSCB cannot “authorise or do anything for the purpose of intercepting the private
communications of a person who is a New Zealand citizen or a permanent resident of
New Zealand, unless (and to the extent that) the person comes within the definition of

n

foreign person or foreign organisation....”.

However, this limitation does not apply to the GCSB's two other functions — surveillance
of New Zealanders related to cyber-security and assisting other agencies (such as the
Police) — and the definition of “private communications” could be interpret to exclude
meta-data.

Australia

Under the Intelligence Services Act 2001, the Australian intelligence agencies can
conduct any activity connected with their functions'® provided they have the
authorisation of the relevant Minister (s8).

However, where there is an Australian person involved the Minister must be satisfied of
the following before making an authorisation (s9):

(a) any activities which may be done in reliance on the authorisation will be
necessary for the proper performance of a function of the agency concerned;
and

(b) there are satisfactory arrangements in place to ensure that nothing will be
done in reliance on the authorisation beyond what is necessary for the proper
performance of a function of the agency; and

(c) there are satisfactory arrangements in place to ensure that the nature and
consequences of acts done in reliance on the authorisation will be reasonable,
having regard to the purposes for which they are carried out.

In addition, the Minister must (s9(1A))

(a) be satisfied that the Australian person mentioned in that subparagraph is, or is
likely to be, involved in one or more of the following activities:
(i) activities that present a significant risk to a person’s safety;
(i) acting for, or on behalf of, a foreign power;
(iii) activities that are, or are likely to be, a threat to security;
(iv) activities related to the proliferation of weapons of mass destruction or
the movement of goods listed from time to time in the Defence and

138 Which include to obtain foreign intelligence (ASIS), to obtain intelligence relevant to security (ASIO), to
obtain foreign intelligence using the electrical, magnetic or acoustic energy (ASD), or to obtain geospatial
and imagery intelligence via electromagnetic spectrum (DIGO)

39



Strategic Goods List (within the meaning of regulation 13E of the Customs
(Prohibited Exports) Regulations 1958);
(v) committing a serious crime by moving money, goods or people;
(vi) committing a serious crime by using or transferring intellectual property;
(vii) committing a serious crime by transmitting data or signals by means of
guided and/or unguided electromagnetic energy; and
(b) if the Australian person is, or is likely to be, involved in an activity or activities
that are, or are likely to be, a threat to security (whether or not covered by
another subparagraph of paragraph (a) in addition to subparagraph (a)(iii))—
obtain the agreement of the Minister responsible for administering
the Australian Security Intelligence Organisation Act 1979.

There are separate Rules to Protect the Privacy of Australians for each of the intelligence
agencies, stating that where it is not clear whether a person is an Australian, it is
presumed that a person within Australia is Australian and outside of Australia is not
Australian (Rule 1.1). Where an intelligence agency does retain intelligence information
concerning an Australian person, the agency must ensure the information is protected by
security safeguards, and access to the information is only to be provided to persons
who require it (Rule 2.2).

Canada
The National Defence Act pertains to the Communications Security Establishment
Canada (CSEC) and establishes that the mandate of CSEC is (s273.64 (1))

(a) to acquire and use information from the global information infrastructure for the
purpose of providing foreign intelligence, in accordance with Government of
Canada intelligence priorities;

(b) to provide advice, guidance and services to help ensure the protection of
electronic information and of information infrastructures of importance to the
Government of Canada; [...]

Para (2) of the section provides that activities

(a) shall not be directed at Canadians or any person in Canada; and
(b) shall be subject to measures to protect the privacy of Canadians in the use and
retention of intercepted information.

It is evident that the legal frameworks of the Five Eyes States currently distinguish
between the obligations owed to nationals or those within the States’ territories, and
non-nationals and those outside. In doing so, these legal frameworks infringe upon the
rights of all individuals within the respective States’ jurisdiction (i.e. anyone whose
communications pass through and are interfered with within the territory of that State) to
enjoy human rights protections equally and without discrimination.

In human rights law, discrimination constitutes any distinction, exclusion, restriction or
preference, or other differential treatment based on any ground, including national or
social origin, or other status, and which has the purpose or effect of nullifying or
impairing the recognition, enjoyment, or exercise by all persons, on an equal footing, of
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all rights and freedoms. The Human Rights Committee has deemed nationality a ground
of “other status” with respect of article 2(1) of the ICCPR in Gueye and ors v France.’*®

It is both irrational and contrary to the spirit and purpose of international human rights
norms to suppose that the privacy of a person’s communications could be accorded
different legal weight according to their nationality or residence. An equivalent
distinction on the basis of ethnicity or gender would be deemed to be manifestly
incompatible with human rights law; why then should States be able to purport to offer
varying protections based on an individual’s nationality or location? If an individual within
a State’s jurisdiction is granted lower or diminished human rights protections — or indeed
is deprived of such protections — solely on the basis of their nationality or location, this
will not only lead to a violation of the right they seek to enjoy, but will amounts to an
interference with their right to be free from discrimination.

Towards an understanding of interference-based jurisdiction

Individuals have a legitimate expectation that their human rights will be respected not
only by the State upon whose territory they stand, but by the State within whose territory
their rights are exercised. The current legal frameworks of the Five Eyes States purport
to discriminate between the rights and obligations owed to nationals or those physically
within their territory, and those outside of it, or non-nationals. Yet the concept of
jurisdiction, under human rights law, is not a rigid one. States have interference-based
jurisdiction for particular negative human rights obligations when the interference with
the right occurs within their territory. The way the global communications infrastructure is
built requires that the right to privacy of communications can be exercised globally, and
communications can be monitored in a place far from the location of the individual to
whom they belong. Accordingly, the States Parties to the Five Eyes arrangement have
jurisdiction over — and thus owe obligations to — individuals whose communications they
monitor, which jurisdiction is invoked when the State interferes with the communication
of an individual, thus infringing upon their right to privacy.

This understanding of jurisdiction and human rights obligations pertaining to the right to
privacy is key to ensuring that individuals can seek redress against global surveillance
arrangements that are threatening their rights to privacy and free expression.

13 Gueye and Others v. France (Comm. No. 196/1985)
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