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Dear Mr. Marshall:

This is a fifth interim response to your Freedom of Information Act (FOIA) request
dated and received in this Office on December 12, 2017, in which you requested: (1)
communications between former Associate Deputy Attorney General Bruce Ohr and named
individuals and entities, (2) travel documents pertaining to Mr. Ohr, and (3) all calendar entries
of Mr. Ohr, dating since January 1, 2015. This will also serve as a first interim response to
your FOIA request dated and received in this Office on May 29, 2018, in which you requested:
records from the Office of the Deputy Attorney General (ODAG) relating to Fusion GPS,
Nellie Ohr, and/or Christopher Steele, dating since January 2016. This response is made on
behalf of ODAG. In the course of processing the latter request, the Organized Crime Drug
Enforcement Task Force (OCDETF) also referred material to this Office for processing and
direct response to you. This response includes material referred by OCDETF.

On August 24, 2018, October 1, 2018, November 1, 2018, and December 14, 2018, we
provided you with interim responses to your request. We have now completed processing 344
additional pages containing records responsive to your request. | have determined that 337
pages containing records responsive to your request are appropriate for release with excisions
made pursuant to Exemptions 6, 7(A), 7(C), 7(D), and 7(E) of the FOIA, 5 U.S.C. § 552(b)(6),
L)) (A), (b)(7)(C), (b)(7)(D), and (b)(7)(E), and copies are enclosed. Additionally, | have
determined that seven pages should be withheld in full pursuant to Exemptions 6, 7(A), 7(C),
7(D), and 7(E). Some of the excisions in these records are made on behalf of other entities,
including the Federal Bureau of Investigation (FBI) and the Department’s Criminal Division.
Please be advised that duplicative records were not processed, and are marked accordingly.

Exemption 6 pertains to information the release of which would constitute a clearly
unwarranted invasion of the personal privacy of third parties. Exemption 7(A) pertains to
records or information compiled for law enforcement purposes, the release of which could
reasonably be expected to interfere with enforcement proceedings. Exemption 7(C) pertains to
records or information compiled for law enforcement purposes, the release of which could
reasonably be expected to constitute an unwarranted invasion of the personal privacy of third
parties. Exemption 7(D) pertains to records or information compiled for law enforcement
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purposes, the release of which would disclose the (identity of a confidential source).
Exemption 7(E) pertains to records or information compiled for law enforcement purposes, the
release of which would disclose certain techniques or procedures for law enforcement
investigations or prosecutions.

For your information, Congress excluded three discrete categories of law enforcement
and national security records from the requirements of the FOIA. See 5 U.S.C. § 552(c) (2012
& Supp. V 2017). This response is limited to those records that are subject to the requirements
of the FOIA. This is a standard notification that is given to all our requesters and should not be
taken as an indication that excluded records do, or do not, exist.

If you have any questions regarding this response, please contact Michael Gerardi of
the Department’s Civil Division, Federal Programs Branch, at 202-616-0680.

Sincerely,

Vanessa R. Brinkmann
Senior Counsel

Enclosures
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Phone Log for Thursday, December 8, 2016

1. Called Julius, filled him in. He will be on the call.

2. Called for Rob Patterson, left message.

3. LisaH 123 I
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6. Called Glenn Simpson, coffee tomorrow at 3.

7. Called for Tom Kelly, left message. Spoke with him, told him that | spoke with Chuck Rosenberg
last night (XS

O
g 00

Julius DONE

MJ SENT EMAIL asking when would be a good time. DONE

Document ID: 0.7.17531.6384 20180618-0000349
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Rob Patterson LEFT MESSAGE
Tom K Left message

No FEAR act DONE

Document ID: 0.7.17531.6384 20180618-0000350
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Phone Log for Tuesday, December 13, 2016
1. Called for Bill Busis

2. Glenn Simpson. Some more news. Yestreday 9:27 a.m. Spoke with him.

Rod Rosenstein 5:48 pm (DI DONE CALL JIM CROWELL

- |

Rob Patterson LEFT MESSAGE, SENT EMAIL

Call FBI DONE

Document ID: 0.7.17531.6365 20180618-0000341
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Document ID: 0.7.17531.6365 20180618-0000342
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From: Holtyn, Lisa (OCDETF)

Sent: Wednesday, May 4, 2016 1:44 PM

To: Nellie Ohr

Subject: RE: Making sure you saw this: Spain issues warrants for Zubkov and other top officials

This message has been archived.

Thanks, Nellie. If you come across any references to an arrest warrant on him, could you please let me
know? Thanks again for keeping me posted!

From: Nellie Ohr [mailt

Sent: Wednesday, May 04, 2016 12:21 PM

To: Holtyn, Lisa (OCDETF)

Subject: Re: Making sure you saw this: Spain issues warrants for Zubkov and other top officials

Yeah, | may have jumped to conclusions after seeing his name in the RFERL article.

The ElI Mundo report mentions Zubkov at the very end but doesn't specifically seem to say there was an
arrest warrant

"Entre las personas mas importantes con las que se relacionaba Petrov estaba Anatoli Serdiukov, ministro
de Defensa entre 2007 y 2012 y yerno del ex primer ministro Viktor Zubkov. El propio Zubkov habria
favorecido a la organizacion de Petrov con algunas decisiones politicas, segln apunta la investigacion. "
http://www.elmundo.es/espana/2016/05/03/57279e9e468aeb2a568b4589.html
<http://www.elmundo.es/espana/2016/05/03/57279e9e468aeb2a568b4589.htm|>

The term "reclamados" seems to be used for the ones for whom they issued arrest warrants, and the term
doesn't seem to be specifically applied to him.

From: Holtyn, Lisa (OCDETF) (OCDETF)
To: Nellie Ohr
Sent: Wed, May 4, 2016 12:00 pm
Subject: RE: Making sure you saw this: Spain issues warrants for Zubkov and other top officials

>

Hi Nellie,

Did you actually see something indicating that an arrest warrant was issued for Zubkov? When | read the
below article, | only saw reference to him being connected to the gang, not actually the subject of an
464
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arrest warrant. I've been looking on line but can’t find anything to corroborate it.

Thanks!

Lisa

From: Nellie Ohr [(9K(®)

Sent: Wednesday, May 04, 2016 8:46 AM

To: Holtyn, Lisa (OCDETF); Wheatley, Joe; Nizich, Ivana; Ohr, Bruce (ODAG)

Subject: Making sure you saw this: Spain issues warrants for Zubkov and other top officials

Spain Issues Warrants For Top Russian Officials, Putin Insiders

Last Updated:May 03, 2016http://www.rferl.mobi/a/russia-spain-warrant-top-officials-putin-
insiders/27713179.html

* RFE/RL

Those named include Vladislav Reznik (pictured), a lawmaker from the ruling United Russia party and first
deputy chairman of the Finance Committee in the lower house of parliament, and Nikolai Aulov, the head
of the Interior Ministry's directorate-general.

A Spanish judge has issued international arrest warrants for several current and former Russian
government officials and other political figures closely linked to President Vladimir Putin.

The named Russians include a former prime minister and an ex-defense minister, as well as a current
deputy prime minister and the current head of the lower house of parliament's finance committee.

The Spanish documents target alleged members of two of Russia's largest and best-known criminal
organizations -- the Tambov and Malyshev gangs -- in connection with crimes committed in Spain,
including murder, weapons and drug trafficking, extortion, and money laundering.

Russians with alleged ties to the crime groups include a former prime minister and an ex-defense minister,
as well as a current deputy prime minister and the current head of the lower house of parliament's finance
committee.

Spanish police also conclude that one of the gangs was able to penetrate Russian ministries, security
forces, and other key government institutions and businesses with the help of an influential senior
legislator.

Judge Jose de la Mata issued 12 arrest warrants in January but the action was not announced to the press
until May 2.

Russian President Vladimir Putin (right) listens to Deputy Prime Minister Dmitry Kozak

Spanish authorities are seeking the arrest of Vladislav Reznik, a lawmaker from the ruling United Russia
465
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party and first deputy chairman of the Finance Committee in the lower house of parliament, the State
Duma.

Those alleged to be tied to the gangs include Deputy Prime Minister Dmitry Kozak, a former public
prosecutor in Putin's native St. Petersburg who joined Putin's Kremlin administration as chief of staff at its
inception in 1999-2000.

Another is Viktor Zubkov, who served as Russian prime minister from September 2007 until May 2008. He
then served as Putin's first deputy prime minister from May 2008 until May 2012, during Dmitry
Medvedev's presidency.

Also named as alleged members are Nikolai Nikolaevich Aulov, the head of the Interior Ministry's
directorate-general; former Defense Minister Anatoly Serdyukov; former Deputy Prime Minister Igor
Sobolevsky; and former Information Technology Minister Leonid Reiman.

The arrest warrants follow an investigation by Spanish police into the Russian gangs' activities in Spain
from 2008 to 2011. A copy of the Spanish prosecutor's resulting 400-page report that reached the media
in June indicated that ties between the Tambov gang's activities in Spain and the Kremlin insiders was
established largely through recordings of phone calls.

The investigation particularly highlights the role of Gennady Petrov, who is believed to be the head of the
Tambov group. He was arrested during a raid on his Majorca villa in 2008 in a sweep that also netted 20
other suspected members of the Spanish branch of the Tambov gang. However, Petrov was later allowed
to travel to Russia and has been living in St. Petersburg ever since.

"The criminal organization headed by Petrov managed to achieve a clear penetration of the state
structures of his country, not only with the lawmaker [Vladislav] Reznik but with several ministers," the
prosecutor's report said.

Spanish police allege that Petrov managed to penetrate Russian institutions including municipalities,
ministries, security forces, ports authorities, and private organizations such as banks and corporations
through Reznik's influence.

Petrov became co-owner of the Bank Rossia in 1998 to 1999, together with three of Putin's close friends:
Nikolai Shamalov, Viktor Myachin, and Yury Kovalchuk. The three Putin friends were founding members of
the Ozero Collective.

The Ozero ("Lake") Collective is a residential housing cooperative that Putin and close acquaintances
formed in 1996 to purchase lakeside property and build vacation homes for themselves near St.
Petersburg. The homes form a gated community and the members of the cooperative have since gone on
to prominent positions in Russian government and business and become very wealthy.

The Tambov and Malyshev gangs both originated as protection rackets in St. Petersburg in the late 1980s.
Rivals in the past, the two fought a bloody battle for supremacy in 1989 and are believed to control scores
of industrial enterprises and engage in drug trafficking, prostitution, protection rackets, and money
laundering.

A criminal investigation into a 1 billion-euro money-laundering operation in Bulgaria in 2008 by the
Tambov gang provided one recent measure of its scale of operations.

The question now is whether Moscow will react to Spain's issuance of arrest warrants and whether it would
extradite any of those named. Almost all are believed to be currently residing in Russia.

"Today the main figures in the Spanish [prosecutor's] report are living in Russia without any problems,
and they are doing fine," Andrei Zykov, a retired senior investigator who specialized in corruption and
serious economic crimes in areas including St. Petersburg, told RFE/RL in December.

With reporting by EI Mundo and Republica
466
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*This article has been amended to clarify that Vladislav Reznik was named in a Spanish arrest warrant.
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Holtyn, Lisa (OCDETF)

Wednesday, May 4, 2016 11:15 AM

Nellie Ohr;Wheatley, Joe;Nizich, Ivana;Ohr, Bruce (ODAG)

RE: Making sure you saw this: Spain issues warrants for Zubkov and other top officials

OMG! Just noted my old pal Zubkov is listed!!!

From: Nellie Ohr (K@)

Sent: Wednesday, May 04, 2016 8:46 AM

To: Holtyn, Lisa (OCDETF); Wheatley, Joe; Nizich, lvana; Ohr, Bruce (ODAG)

Subject: Making sure you saw this: Spain issues warrants for Zubkov and other top officials
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From: Wheatley, Joe

Sent: Wednesday, May 4, 2016 9:02 AM

To: ‘Nellie Ohr';Holtyn, Lisa (OCDETF);Nizich, Ivana (CRM);Ohr, Bruce (ODAG)

Subject: RE: Making sure you saw this: Spain issues warrants for Zubkov and other top officials

Thanks so much, Nellie. I'm back in the country and will touch base soon on the email you sent us
yesterday.

All the best,

Joe

Joseph Wheatley
Trial Attorney, Organized Crime and Gang Section

U.S. Department of Justice

(b) (6)

From: Nellie Ohr [(9K(®)
Sent: Wednesday, May 04, 2016 8:46 AM

To: Holtyn, Lisa (OCDETF); Wheatley, Joe; Nizich, Ivana; Ohr, Bruce (ODAG)

Subject: Making sure you saw this: Spain issues warrants for Zubkov and other top officials
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From: Holtyn, Lisa (OCDETF)

Sent: Wednesday, May 4, 2016 11:06 AM

To: Nellie Ohr

Subject: RE: More on the Spanish arrests and VVP's Tambov group history--27 high officials said

to be involved

This message has been archived.

Thanks, Nellie! | have been following this story with quite a bit of interest, so | appreciate the latest,
more detailed info!

From: Nellie Ohr (K@)

Sent: Wednesday, May 04, 2016 10:26 AM

To: (QXOEEUEX® ; Holtyn, Lisa (OCDETF); Wheatley, Joe; Nizich, lvana; Ohr, Bruce (ODAG)
Subject: More on the Spanish arrests and VVP's Tambov group history--27 high officials said to be
involved

[This report seems to go even further than earlier reports on Putin’'s ties with his judo instructor.

It also identifies Aulov as a Drug Control Service (FSKN) deputy chief, which I think is correct--the RFERL
report said Aulov was in the MVD (which may eventually absorb the FSKN but hasn't yet).

It is unclear whether there are arrest warrants against all of the 27 people named as being involved in the
case -- NHO]

Spanish Judge Issues Warrants for Russian Mafia Close to Putin; Was Judo Instructor Involved?
17:28 (GMT) <http://www.interpretermag.com/russia-update-may-3-2016/#13681>

<https://www.facebook.com/sharer/sharer.php?u=http%3A%2F%2Fwww.interpretermag.com%2Frussia-
update-may-3-2016%2F%3Fpressld%3D13681> The Spanish newspaper El Mundo reported today, May
3, that a Spanish judge has issued an order for the arrest of high-ranking Russian officials said to be
<https://www.facebook.com/sharer/sharer.php?u=http%3A%2F%2Fwww.interpretermag.com%o2Frussia-
update-may-3-2016%2F%3Fpressld%3D13681> close to Russian President Vladimir Putin and involved in
organized crime <http://www.elmundo.es/espana/2016/05/03/57279e9e468aeb2a568b4589.htmli> .

While the full list has not yet been published, Nikolai Aulov, deputy director of the Federal Narcotics
Control Agency (FSKN), and Vladislav Reznik, a United Russia deputy in the State Duma, are among them.

Prosecutors Juan Carrau and Jose Grinda had delivered a petition to the Central Court on May 29, 2015
and it seems it has taken a year to respond with international arrest warrants.

The warrants do not necessarily mean a trial can be expected soon because Spain does not try people in
absentia and it will be hard to arrest the defendants. To be sure, at one point Reznik, who has denied the
charges said he would be happy to clear his name by coming to Spain to take part in the trial.
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This indictment follows past arrests from two Spanish police operations, code-named Avispa (2005-07)
and Troika (2008-09), in which four Russian mafia lords said to be related to the Tambov
<https://en.wikipedia.org/wiki/Tambov_Gang> organized crime gang were arrested: Gennady Petrov,
Alexander Malyshev (Petrov's deputy), Vitaly Izguilov (a key lieutenant of the mafia group) and Zakhar
Kalashov, said to be the most senior mafia figure to be jailed outside of Russia, the Guardian said in 2010.

Petrov was released and able to flee Spain, and now lives again in Russia
<http://www.businessinsider.com/prosecutors-putins-cronies-helped-the-russian-mafia-work-in-spain-for-
more-than-a-decade-2015-6> where he continues his business activities. Petrov was co-owner of Bank
Rossiya from 1998-199 along with Nikolai Shamalov, Viktor Myachin and Yury Kovalchuk, who is currently
on Western sanctions list as "Putin’'s banker" in connection with the annexation of Crimea. All three of
Petrov's business partners along with Putin were founding members of the Ozero Collective, a dacha
ownership company.

In June 2015, based on a copy of the prosecutors' May 29 petition to the court, Bloomberg reported
<http://www.bloomberg.com/news/articles/2015-06-29/putin-allies-aided-russian-mafia-in-spain-
prosecutors-say> on the connections alleged between the Tambov crime syndicate in St. Petersburg and
Reznik, who is also deputy head of the parliament's finance committee. They said the Tambov members
moved to Spain in 1996, when Putin was deputy mayor of St. Petersburg, to continue criminal activities:

The 488-page complaint, the product of a decade of investigations into the spread of Russian organized
crime during the Putin era, portrays links between the criminal enterprise and top law-enforcement
officials and policy makers in Moscow. The petition, based on thousands of wiretaps, bank transfers and
property transactions, is a formal request to charge 27 people with money laundering, fraud and other
crimes. Approval by a judge would clear the way for a trial, but Spain doesn’t try people in absentia.

The only Russian official facing possible charges is Vladislav Reznik, a member of Putin’s ruling United
Russia party and the deputy head of the finance committee in the lower house of parliament. The
complaint, earlier reported by Spain’s El Mundo and ABC newspapers, says Reznik helped the alleged
leader of the enterprise, Gennady Petrov, get his associates appointed to key posts in Russia in exchange
for assets in Spain. Prosecutors are seeking to confiscate a property they say Reznik owns on the resort
island of Majorca.

Assistance to Spanish prosecutors in such mafia prosecutions was a possible motive for the murder of
former intelligence officer Alexander Litvinenko
<http://www.theguardian.com/world/2016/jan/12/alexander-litvinenko-russia-murder> , which was
"probably"” ordered by Putin himself, according to the British High Court.

The mafia ring's activities from the time Putin was deputy mayor of St. Petersburg under Mayor Anatoly
Sobchak seemed to be beyond the reach of the Spanish prosecutors.

But today's announcement shows the prosecutors have gathered enough evidence to issue other arrest
warrants, following their "Operation Troika" in which 20 were arrested in 2008. Judge Jose de la Mata,
who investigates organized crime groups, says there are "very serious facts" against them.

According to El Mundo, Reznik was said to perform "all necessary activities, legal or illegal (trafficking in
influence, privileged information, etc.) involving the highest levels of the Russian government in favor of
Petrov."

"The relationship between Petrov and Reznik is also economic in nature, both in Spain and Russia," said
the judge. A warrant has also been issued for Reznik's wife, Diana Gindin.
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The prosecutors said Aulov, the Russian narcotics agency official, "uses his power" to "carry out acts of
intimidation or threats to certain people who try to harm Petrov." From wiretaps, the prosecutors learned
that Aulov obtained "secret information relation to the investigation” itself which he informed his boss.
Another warrant was issued for Leonid Khristoforov, who acted as a liaison for Aulov.

Yet another is Igor Sobolevsky, deputy prime minister for "maintaining communication and exchange of
favors with Petrov."

The prosecutors said they had obtained 78 telephone conversations between Aulov, a former KGB
colleague of Putin's in St. Petersburg, with the gang leader Petrov.

The Spanish prosecutors have made the claim that Petrov has helped put people into high-ranking
positions

The prosecutors say their case, which has been under investigation for 8 years, will be completed soon
and will ultimately involve 27 high-ranking Russian officials, and "all ties lead directly to Putin," although it
is not known if Putin himself will be named.

Could Putin know more than he lets on from the gangsters' leaks from the investigation or his own
espionage?

Last weekend, Putin undertook a massive reorganization of law-enforcement
<http://www.reuters.com/article/us-russia-putin-reshuffle-lawenforcement-idUSKCNOXROP2> which
included among other changes, subordinating the Federal Narcotics Control Service, which had been a
separate agency, under the National Guard. Over the weekend, Putin fired a number of high-ranking
officials including Sergei Dmitriyev, public prosecutor, Igor Klimenov, head of the Federal Penitentiary
Service in Moscow, and Dmitry Neklyudov, deputy interior ministry for occupied Crimea. He also dismissed
Yury Nyrkov and Vasily Piskarev, two deputies of the Investigative Committee, and promoted Lev Gura, a
special cases investigator to senior investigator.

Maj.Gen. Igor Krasnov, who has prosecuted violent Russian ultranationalists, was the first prosecutor put
on the case of the murder of opposition leader Boris Nemtsov, has now been appointed deputy to
Aleksandr Bastrykin, head of the Investigative Committee. Spanish prosecutors have referenced
Bastrykin's name in the past but it is not clear whether he will be indicted.

No reason was given for these dismissals or appointments and those directly related to the Spanish
prosecution don't appear to be involved, but could Putin be taking precautions? The Kremlin position on
the Spanish claims, however, has always been that the allegations are "utter nonsense."

The issue of the Tambov Gang fixing official seats for various people becomes relevant when Putin's own
early biography is probed -- and an implication made that Putin himself owed his own university
placement and hence his subsequent career to this mafia.

Alexei Sobchenko, writing recently for Eurasianet.org <http://www.eurasianet.org/node/76726> ,
describes an unsigned piece at the popular blog putinism.wordpress.com (see under "Soratniki po bor'be
<http://bit.ly/220rZcT> ") that makes the connection between the Tambov gang and Putin via his old
judo instructor Leonid Usvyatsov, who twice served 10-year stretches in labor camp, the first on charges
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of group rape and the second on charges of illegal foreign currency dealings. The blogger says Usvyatsov
was "a prominent member of the so-called Tambov Gang." In between his terms in labor camp (1968-
1982), in the 1960s, Usvyatsov became Putin's trainer in the art of sambo <javascript:void(0)> , a
martial art developed by the Soviet Army.

Putin mentions Leonid lonovich, but only by his first name and uncommon patronymic, in his book First
Person
<https://putinism.wordpress.com/2015/12/21/%25u0441%25u043E%25u0440%25u0430%25u0442%25
u043D%25u0438%25u043A%25u0438-%25u043F%25u04 3E-
%25u0431%25u043E%25u0440%25u044C%25u0431%25u0435-2/> . The blogger describes this as a
"fond" memory. Here is the passage, in which Putin explains why he was in the Trud [Labor] judo club,
but not in the karate class, because those lessons cost money and he was too poor.

Once we went to the gym with Leonid lonovich, the senior coach from Trud. The karate students were
working out on the mat, though it was our turn. Leonid went up to their trainer and told them it was time
for our class. The karate trainer didn't even look his way - as if to say, get lost. Then Leonid, without
saying a word, flipped him, squeezed him lightly and dragged him off the mat. He had lost consciousness.
Then Leonid turned to us and said, "Go in and take your places." This was our attitude toward karate.

The young Putin then emulates this behavior as he describes later, judo-flipping a guy at a bus stop who
asked him for a cigarette. As an athlete, he didn't smoke.

This blogger claims it was Usvyatsov who got Putin into law school in 1970 under the athletic quota,
although we note that in his book, Putin himself claims it was due to his diligent studies, even though he
was not a member of the Komsomol (Young Communist League).

If anything, Putin takes pains in his book to claim that another coach wanted to get him into the Academy
of Civil Aviation as an athlete, but Putin didn't want to go into aviation. By that time, he had already
decided in the 9th grade that he wanted to be a spy, and a recruiter had told him he would need a higher
degree for this purpose, and suggested law school. This set Putin on the path to a legal degree.

Later in his book, Putin portrays Leonid lonovich as angry at that career choice -- given the role that
lawyers played in Soviet society, which was essentially as accomplices to prosecutors, not defenders
(lonovich was an ex-con). In fact, most people with "law degrees" served not in the bar, but in the police
or prosecutors' offices.

Putin writes:

Then another coach of mine from the Trud Club, Leonid lonovich, came to visit. He was a clever guy.
"Well," he said to me. "Where are you going?" Of course he already knew. He was just acting sly. | said,
"To university." "Oh, that's great, good for you," he said, "in what department"? "The law school," |
answered. Then he roared: "What?! To catch people? What are you doing? You'll be a cop. Do you
understand?!" | was insulted. "I'm not going to be a copy!" | yelled back.
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"For a year, they put pressure on me every day. That only increased my desire to go to law school," says
Putin, adding that both his coaches and parents threatened that he would end up in the army if he didn't
chose the aviation school -- but he said that he in fact the army "suited me just fine."

Interestingly, contrary to what the blogger claims, Putin then goes even further to tell a story that would
supposedly prove that he wasn't placed by lonovich or anyone else at all. It is so elaborate, that the
reader -- once familiar with the context of the Tambov Gang provided by the blogger and the Spanish
prosecutors -- begins to wonder if it was deliberately fabricated to cover up the truth.

In a book otherwise fairly sparse on biographical detail, Putin takes great pains to explain that when he
came to the law faculty of Leningrad State University, he ostensibly discovered that another athletic club,
Burevestnik [Storm Petrel], was demanding that he join them because they had supposedly helped him to
get a place in the law school.

Putin says that he was indignhant at such supposed "fixing," and went to the dean and told him he was
being "forced" to transfer into Burevestnik and that he didn't think he should. The kindly dean asked why,
and Putin replied, "Because they supposedly helped me, as an athlete, to get into the university, and now
I must pay them back by joining Burevestnik."

The dean checks his list of those who were to be placed in the university on the strength of their athletic
ability and tells Putin that he isn't on the list. "So you can safely tell everybody to get lost," he concluded.
"Which I did,"” Putin recounted.

Putin illustrates his loyalty to this sports club later explaining why he wouldn't accept the proposals of
other clubs:

I told them a hundred times | would not leave Trud--all my friends were there, and my first coach. |
said | would never join another club. | would play for the one | wanted.

Interestingly, the same unknown blogger digs up a section in the biography of another figure from those
years Nikolai Vashchilin, a prominent Soviet stuntman and wrestler who know Putin, Usvyatsov, and
Rotenberg in the 1960s as he was in the same athletic organizations. He writes that Rotenberg worked as
an assistant to Usvyatsov at Trud for a time and later was almost blown away himself during a gunfight at
a mafia funeral. The bloggers summarizes what Vashchilin writes:

Vova [Vladimir] Putin was placed by L.l. Usvyatsov himself at LGU [Leningrad State University]
through the athletic selection and personally through V.E. Solovyov (a sambo trainer) and M.M. Bobrov
(deputy director of the physical education department)... By the way, L.l. Usvyatsov landed himself a
second round [of imprisonment] in 1982, but now under Art. 88 [of the criminal code] and languished
until 1992. When he got out, Leonid lonovich Usvyatsov organized athletes into a unit of bodyguards (with
the permission of Smolny [the St. Petersburg government]) and was murdered by competitors in 1994,
and his place in the organization was taken by Vladimir Kumarin.

But if we go back to the source of Vashchilin himself, <http://www.proza.ru/2011/12/31/637> we find
some intriguing detail where the [...] indicated text that was cut (see emphasis in quoted text):

Vashchilin first says "I know Vova Putin not by hearsay and for rather a long time" as they were in sambo
together at Trud on No. 21 Decembrists' street. He describes other trainers that Putin also had, but notes
in particular Usvyatsov, under whom Putin and the Rotenberg brothers trained, "who greatly helped place
them in jobs and institutes.” Then he writes:

Yes, Vova Putin, too was placed at LGU through the sports selection and personally V.E. Solovyov (sambo
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trainer) and M.M. Bobrov (deputy of the physical education department), and then refused to transfer him
into Burevestnik, blackmailing the dean with the fact that he would expose their machinations with the
athletic selection of students at LGU.

Thus according to this other memoirist, there is an alternative narrative than the one Putin tells in his
book: it wasn't that Putin was mysteriously being pressured to join Burevestnik although he "wasn't on
the list"; in fact, the officials at the university with whom his trainer Usvyatsov was able to place him
insisted on putting Putin in Burevestnik (perhaps because it was not associated with an ex-con) -- and
then Usvyatsov, furious, threatened blackmail to keep his prized pupil out of Burevestnik. Putin remained
loyal to Trud.

Usvyatsov was jailed again in 1982 when Putin was still a junior KGB officer in charge of monitoring
foreigners and consular officials and likely could not at his level have found a way to intervene to save his
coach from jail.

But ultimately, his fellow judo students in the Trud club were to become part of Putin's inner circle --
Arkady and Boris Rotenberg, oligarchs who have a vast business empire now who received contracts in
the Sochi Olympics, and Vasily Shestakov, a State Duma legislator. An old picture shows them together --
and from that time, it seems Putin never did join another "club” and "played for the one he wanted."

<http://d26xdkmgy4hem4.cloudfront.net/interpreter_mag/the_three_1462298833800_1462298860.jpg
>

(L-R) Arkady Rotenberg, Vladimir Putin and Vasily Shestakov in a judo match together in an undated
photo.

As the blogger relates,
<https://putinism.wordpress.com/2015/12/21/%25u0441%25u043E%25u0440%25u0430%25u0442%25
u043D%25u0438%25u043A%25u0438-%25uU043F%25uU043E-
%25u0431%25u043E%25u0440%25u044C%25u0431%25u0435-2/> and another source
<https://leprosorium.dirty.ru/leonid-ionovich-usviatsov-787720/> also mentions, Rotenberg had also
worked with Usvyatsov as a stuntman in Lenfilm movies, as judo wrestlers were in demand; Usvyatsov
was said to use his connections to get himself and his students into the films. Some photos of them
together have survived.

<http://d26xdkmgy4hem4.cloudfront.net/interpreter_mag/stuntmen_1462310574979 1462310601.jpg>
Stuntmen in a Soviet WWII movie: Leonid Usvyatov (3rd from L) and Arkady Rotenberg (3rd from R)

By the time Usvyatsov was released after his second labor camp term in 1992, Putin was now in the St.
Petersburg mayor's office. The blogger says Usvyatsov was "a prominent member of the so-called Tambov
Gang" but it is not known if there is evidence of contact between Usvyatsov and Putin in any capacity after
he got out of prison. Ultimately, Usvyatsov was killed in gang warfare in 1994.

In 2008, Spanish authorities also arrested Aleksandr Malyshev <http://rumafia.com/en/dosje/62> , said
to be another mafia leader who competed with Tambov but then joined them who had moved to Spain to
flee gangland assassination attempts and continue his money-laundering activities. Both Petrov and
Malyshev had "a great level of influence and control,” say the prosecutors with "contacts among ministers,
judges and high-ranking military, and many of them relations of intense friendship." The prosecutors claim
that this network was involved in commissioned threats and beatings, murder, arms traffiking, extortion,
fraud, forgery, influence-peddling, bribery, smuggling, drug-trafficking, crimes against the state treasury,
fraudulent capitalization of companies.

The prosecutors say the most important names that surfaced was that of Anatoly Serdyukov, minister of
defense from 2007-2012, who was also a graduate of the St. Petersburg University Law School, and Viktor
Zubkov, a financial crimes investigator and former prime minister from 2007-2009, who then served as
Putin’'s first deputy prime minister when Putin himself was prime minister during Dmitry Medvedev's
presidency.
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Serdyukov was prosecuted in Russia for "negligence" for using the army to build a road to his private
country residence, and served some time in prison but was then amnestied in 2014; his mistress, who
was implicated in various corrupt housing schemes at the Defense Ministry was also prosecuted and
served a light sentence and was released "for good behavior." Serdyukov now serves as a director of the
state Rostec company which builds helicopters and airplane engines.

Some of the information bout Tambov came out via WikiLeaks' publication of State Department cables.
<http://www.theguardian.com/world/2010/dec/01/wikileaks-cable-spain-russian-mafia>

Other names indicated by El Mundo are Dmitry Kozak, head of the ministry of regional development,
who joined Putin's administration in 1999-2000, RFE/RL reports <http://www.rferl.mobi/a/russia-spain-
warrant-top-officials-putin-insiders/27713179.html> , and Leonid Reiman, former minister of information
technology and communications, who is a partner of Petrov's in a company.

Where will all this go? Likely the Spanish prosecutors will never get to the people they've indicted who are
all safe in Russia and won't travel abroad to risk arrest. As RFE/RL reported:

"Today the main figures in the Spanish [prosecutor's] report are living in Russia without any problems,
and they are doing fine," Andrei Zykov, a retired senior investigator who specialized in corruption and
serious economic crimes in areas including St. Petersburg.

Will Putin himself remove or even prosecute some of the obvious corrupt individuals to avoid any further
risk to himself? That remains to be seen, and the Serdyukov case indicates that whatever punishment
may be in store could be light.

-- Catherine A. Fitzpatrick

Published in Press-Stream Russia Update: May 3, 2016
<https://pressimus.com/Interpreter_Mag/stream/2712> in Publication Russia Update
<https://pressimus.com/Interpreter_Mag/publication/324> http://www.interpretermag.com/russia-
update-may-3-2016/

From: Nellie Ohr (K@)

To: (DICIEGEN 3(0) (6). (0) ()(C) - Joe Whealley 30 ©.©) (G

- lvana Nizich ; bruce.g.ohr <bruce.g.ohr@usdoj.gov=>
Sent: Wed, May 4, 2016 8:45 am
Subject: Making sure you saw this: Spain issues warrants for Zubkov and other top officials

Spain Issues Warrants For Top Russian Officials, Putin Insiders
Last Updated:May 03, 2016http://www.rferl.mobi/a/russia-spain-warrant-top-officials-putin-

insiders/27713179.html

* RFE/RL
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Those named include Vladislav Reznik (pictured), a lawmaker from the ruling United Russia party and first
deputy chairman of the Finance Committee in the lower house of parliament, and Nikolai Aulov, the head
of the Interior Ministry's directorate-general.

A Spanish judge has issued international arrest warrants for several current and former Russian
government officials and other political figures closely linked to President Vladimir Putin.

The named Russians include a former prime minister and an ex-defense minister, as well as a current
deputy prime minister and the current head of the lower house of parliament's finance committee.

The Spanish documents target <http://en.news-4-u.ru/spain-announced-the-deputy-of-the-country-on-
the-international-wanted-list-on-the-case-of-the-russian-mafia.html> alleged members of two of Russia's
largest and best-known criminal organizations -- the Tambov and Malyshev gangs -- in connection with
crimes committed in Spain, including murder, weapons and drug trafficking, extortion, and money
laundering.

Russians with alleged ties to the crime groups include a former prime minister and an ex-defense minister,
as well as a current deputy prime minister and the current head of the lower house of parliament's finance
committee.

Spanish police also conclude that one of the gangs was able to penetrate Russian ministries, security
forces, and other key government institutions and businesses with the help of an influential senior
legislator.

Judge Jose de la Mata issued 12 arrest warrants in January but the action was not announced to the press
until May 2.

Russian President Vladimir Putin (right) listens to Deputy Prime Minister Dmitry Kozak
<http://gdb.rferl.org/F7C1AC70-315B-410A-AE51-5477F4F55907_ w250 rO_s.jpg>

Russian President Vladimir Putin (right) listens to Deputy Prime Minister Dmitry Kozak

Spanish authorities are seeking the arrest of Vladislav Reznik, a lawmaker from the ruling United Russia
party and first deputy chairman of the Finance Committee in the lower house of parliament, the State
Duma.

Those alleged to be tied to the gangs include Deputy Prime Minister Dmitry Kozak, a former public
prosecutor in Putin's native St. Petersburg who joined Putin's Kremlin administration as chief of staff at its
inception in 1999-2000.

Another is Viktor Zubkov, who served as Russian prime minister from September 2007 until May 2008. He
then served as Putin's first deputy prime minister from May 2008 until May 2012, during Dmitry
MedvedeV's presidency.

Also named as alleged members are Nikolai Nikolaevich Aulov, the head of the Interior Ministry's
directorate-general; former Defense Minister Anatoly Serdyukov; former Deputy Prime Minister Igor
Sobolevsky; and former Information Technology Minister Leonid Reiman.

The arrest warrants follow an investigation by Spanish police into the Russian gangs' activities in Spain
from 2008 to 2011. A copy of the Spanish prosecutor’s resulting 400-page report that reached the media
in June indicated that ties <http://www.rferl.mobi/a/27433558.html> between the Tambov gang's
activities in Spain and the Kremlin insiders was established largely through recordings of phone calls.

The investigation particularly highlights the role of Gennady Petrov, who is believed to be the head of the
Tambov group. He was arrested during a raid on his Majorca villa in 2008 in a sweep that also netted 20

484



Obtained via FOIA by Judicial Watch, Inc.
other suspected members of the Spanish branch of the Tambov gang. However, Petrov was later allowed
to travel to Russia and has been living in St. Petersburg ever since.

"The criminal organization headed by Petrov managed to achieve a clear penetration of the state
structures of his country, not only with the lawmaker [Vladislav] Reznik but with several ministers," the
prosecutor’s report said.

Spanish police allege that Petrov managed to penetrate Russian institutions including municipalities,
ministries, security forces, ports authorities, and private organizations such as banks and corporations
through Reznik's influence.

Petrov became co-owner of the Bank Rossia in 1998 to 1999, together with three of Putin's close friends:
Nikolai Shamalov, Viktor Myachin, and Yury Kovalchuk. The three Putin friends were founding members of
the Ozero Collective.

The Ozero ("Lake") Collective is a residential housing cooperative that Putin and close acquaintances
formed in 1996 to purchase lakeside property and build vacation homes for themselves near St.
Petersburg. The homes form a gated community and the members of the cooperative have since gone on
<http://navalny-en.livejournal.com/116947.html> to prominent positions in Russian government and
business and become very wealthy.

The Tambov and Malyshev gangs both originated as protection rackets in St. Petersburg in the late 1980s.
Rivals in the past, the two fought a bloody battle for supremacy in 1989 and are believed to control scores
of industrial enterprises and engage in drug trafficking, prostitution, protection rackets, and money
laundering.

A criminal investigation into a 1 billion-euro money-laundering operation
<http://www.europarl.europa.eu/document/activities/cont/201207/20120730ATT49511/20120730ATT495
11EN.pdf> in Bulgaria in 2008 by the Tambov gang provided one recent measure of its scale of
operations.

The question now is whether Moscow will react to Spain's issuance of arrest warrants and whether it would
extradite any of those named. Almost all are believed to be currently residing in Russia.

"Today the main figures in the Spanish [prosecutor’s] report are living in Russia without any problems,
and they are doing fine," Andrei Zykov, a retired senior investigator who specialized in corruption and
serious economic crimes in areas including St. Petersburg, told RFE/RL in December.

With reporting by El Mundo and Republica

*This article has been amended to clarify that Vladislav Reznik was named in a Spanish arrest warrant.
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is not the threat; Open Russia has more on Putin’s ties to organized crime,; Spain puts Deputy FSKN

Director AulOV 0N @ WARIEA LISE) .......c.cocueriieiiiieisiii st ectteste st sttt s e e st e ss e steebeesseesnteenseenseesnsesnsean 4
Strelkov: NO MUPAer CRATGES?.........ccooiiiiiiiiee ittt sttt sttt st et st e sbesbeebesbeebesbesaeens 6
Land to be given away inthe Far East..............ccccocoiiiiiiiiiiiieeeeee s 7

Note on notes (Zolotov and the Security Council)

First we read that with the creation of the National Guard, Zolotov was to be elevated to the
status of permanent Security Council member. Gryzlov was to be taken off the council. Then
we read that Putin had issued an order reversing the earlier decision, with Zolotov designated an
ordinary SovBez member (See the 12 April notes). But he’s still listed as a permanent member:
http://www.kremlin.ru/structure/security-council/members

Latynina circles back to the Independent Oil Company, VTB, Sechin, Khudaiynatov
(Another “violinist”?; Shumkov/Lesin and “the pool”)

From the 22 February notes:

[On Sechin, Khudaiynatov, and a $4 billion credit, Latynina refers to a post by Maksim Blant:
http://mblant.livejournal.com/669.html

Eduard Khudaiynatov was general director of Rosneft when Sechin was vice premier. Khudaiynatov was Sechin’s
shadow. When Sechin came back to Rosneft, Khudaiynatov created the Independent Oil and Gas Company (NNK)
and NNK began to accumulate assets and licenses, many of them rather small assets. The main asset acquisition
was Musa Bazhayev’s Alliance group. The transaction was made in 2014, when Russia was already under
sanctions, and the assumed value of the deal was $4 billion. But where did Khudaiynatov, who had always been a
hired manager, not a business owner, get the money? And Sechin had been consolidating oil assets in Rosneft then
his own former right hand makes such an acquisition.

Blant tells the story: Rosneft deposited $4 billion in VTB, while simultaneously NNK was given a $4 billion credit.
Making a bank deposit that instantly becomes a credit is a common money laundering method in Russia. Where did
Rosneft get the $4 billion? Latynina thinks it was sales to China. Latynina also believes the sale price was jacked

up and part of the transaction was Khudaiynatov getting a kickback for making the deal on Rosneft’s behalf.
Comment: I’m not sure I follow all this is the deposit to credit transaction illegal? How is it money
laundering? Anyway, Latynina says that with all Rosneft’s financial troubles, Sechin wanted VTB to give its
money back and VTB is not playing along. I don’t understand that bit of the story at all hadn’t NNK
acquired the company on Rosneft’s behalf? That’s what Latynina is claiming here. Blant referred to protocols
from a Rosneft board meeting showing that the transaction was at a loss for Rosneft (Comment: OK, so the price
was too high to account for the kickback Latynina also says that the terms of the deposit-to-loan deal were
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a loser for Rosneft. So when she said Rosneft wanted its money back, maybe it wanted back the loss on the
deposit-to-loan transaction). Latynina goes on to imply that she thinks Sechin has been using NNK to go after oil
assets for a while like Bashneft. NNK made Sistema an offer, not Rosneft, on the asset. And Sistema’s
Yevtushenkov wound up under house arrest (See, for instance, the 30 October 2014 notes)...So, regarding the NNK
purchase of Alliance group, Rosneft was financing the purchase (at a loss) while demanding money from the

National Welfare Fund...]

Comment: So it appeared that a Rosneft that was under sanctions was using NNK, not
under sanctions, as a vehicle for making acquisitions—but there was that money
laundering part that I wondered about. In her program last week, Latynina asked whether
NNK was the equivalent of Roldugin’s offshore—another “violinist” being used to launder
money acquired by dubious means. The acquisition, claimed Latynina, whose terms were
not good for Rosneft, was really a put up deal designed to funnel and legalize shady money.
The transaction fee—a kickback—was paid to Khudaiynatov as part of the laundering
deal:

http://echo.msk.ru/programs/code/1752700-echo/ Latynina says the deposit-to-credit transaction
is a common cover for money laundering...She adds that she thinks the approval for the deal
(NNK purchasing Bazhayev’s Alliance group) went all the way up to Putin  at the time,
everyone figured oil prices would go up, but they didn’t...But there’s something else there’s a
connection between the deal and the late Dmitriy Shumkov (See the notes from 8 and 10
December 2015 and 5 and 11 January). Latynina says that’s why she came back to the story,
though there was also Khudaiynatov’s purchase of a villa in Porotfino (for 25 Million Euro) in
2015, after Putin told everybody not to buy any property abroad. The Roldugin offshore was shut
down in 2014 after Crimea. By 2012, it became clear that the Americans were taking a
negative attitude to such offshores so they were no longer safe and Putin gave the order on no
foreign property. But Khudaiynatov bought his villa in 2015.

She gets back to Shumkov he was close to Bazhayev, and was a sometime business partner of
his. He was making big investments, was involved in big deals in Moscow when he reportedly
committed suicide. Where did he get the money for those deals? Latynina thinks he got the
money from the “strange” NNK/Bazhayev deal. Later, he supposedly committed suicide was
he desperate because he had been caught siphoning money off from the deal? Was he killed
because he was stealing? (Comment: She doesn’t tell us why she believes Shumkov stole
money from the NNS/Bazhayev deal). Latynina says the Shumkov story reminds her of

Lesin also found dead, but in Washington, a death she says was most likely an unfortunate
incident related to Lesin’s extravagant habits. But Lesin lost his post after a deal that was similar
to the deal Khudaiynatov made. In the Lesin case, there was Kovalchuk’s Gazprom Media. Prof
Media was purchased for Gazprom Media at a price of $600 million. The word was that the sale
price was above market value. Lesin had been loudly bragging about that. And the “violinist”
affair let us know that 20% of Video International belonged to that violinist with a Stradivarius.
So maybe the Lesin story wasn’t about the Kovalchuks (Comment: One versiya explaining
Lesin’s death was that he was killed partly because he owed Kovalchuk money. One of the
Panama Papers offshores was connected to Lesin).

Latynina again circles back to Shumkov she goes on about “the pool” (“basseiyn”). The pool

is a second, informal budget, a personal part of the treasury. It existed semi-unofficially and they
say that it provides the salaries for highly-placed officials. But it was mainly for emergency
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expenditures, like Crimea. Latynina says she thinks that it became apparent that the pool did not
have has much money in it as was thought, and those that had their hands on the taps that fed the
pool had their own streams. If the pool was leaking like a sieve, well, that could lead to some
interesting re-distributions of authority in the elite. We already have the well-known story of
Yakunin’s resignation, after it came to light that his son had acquired citizenship in the UK.
There was the interesting story of VEB’s bankruptcy how much did VEB hand over for the
purchase of Sibuglement in 2014? $1.8 billion? Wasn’t that a lot for that company?
Uralvagonzavod bought the Zarechniy mine, the Russian Coal Holding together, that was 45
billion. Did that reflect their real value? Latynina ends by saying she thinks there will be more
stories of the “leaky pool” and that Shumkov will not be the only victim...

Comment: “The pool,” as Latynina casts this story, may also be something like an
“obshak,” a mafia organization’s slush fund. She’s implying here that both Lesin and
Shumkov abused the pool and that others have as well, leading to some shakeups and
maybe some murders. She is also saying that the NNK transaction and some others were
money laundering operations held, apparently, on behalf of the pool and some who had
access to it, such as Roldugin.

Let’s backup and see what dots we can connect...In the 8 December 2015 notes, we read
that there was a kompromat war underway and that Shumkov’s death might be associated
with it. One of Shumkov’s patrons was an assistant of Chayka’s, Aleksandr Zvyagintsev,
who was dismissed following the scandal over kompromat on Chayka’s son (See the 11
January notes). Recently, there have been numerous kompromat dumps on elites, a
number of them involving foreign property. In December, around the same time as the
kompromat attacks on Chayka, there were stories in the notes on Putin’s links to organized
crime (See the 29 and 31 December 2015 notes). In November and December, we saw
stories on “Tikhonova” and her alleged husband, Shamalov (See, for instance, the 10 and
11 November 2015 notes and the notes from 21 December). There was an item in the 8
February notes linking Chayka’s son to Shumkov.

Recall that Navalniy was behind a call for a check up on Yakunin and his operations at
Russian Railways and that Millennium Bank was linked to RR. RR and Artyom Chayka
owned shares in the bank, which had its license revoked (See the 8 February notes).
Chayka claimed Browder and Navalniy were behind the dumps against him (See the 14
December 2015 notes; back in the 21 December 2015 notes, Yabloko’s Sergey Mitrokhin
said that Navalniy’s attacks on Chayka were “ordered”; This spring, Browder and
Navalniy were attacked by Rossiya TV as foreign agents. See the 11 April notes)—so we
circled back to the Magnitskiy affair. Then Roldugin and the Panama Papers came along
(4 April)—and Roldugin’s offshore was subsequently tied to the Magnitskiy affair as a
money laundering platform for the cash stolen in that case (27 and 28 April). The
Nekrasov film appeared to be another reply to the kompromat dumps that related back to
the Magnitskiy affair (27 April).

In the 4 April notes, I suggested that the attacks on Kasyanov were connected to the
previous kompromat on Russian elites, especially the Panama Papers. My comments:
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[Looks like the Kremlin anticipated the media reaction to the Panama papers and sought to soften the impact
by showing that the opposition was dirty, too. And, as I wrote last week, I think Khodorkovskiy, some elites
in Russia, and people associated with them are probably a major source or at least a major distributor of
dirt like the Baevskiy material we saw last week (See the 31 April and 1 March notes), so there’s a bit of
retaliation going on. The Kremlin is showing that it can play that game as well. I doubt the illicit liaison in the
Kasyanov video will shock anybody, nor will the corruption mentioned by Kasyanov, but that’s not the

point.]

Baevskiy was an associate of the Rotenbergs who had handled apartment purchases for
“Putin’s women,” including Tikhonova and Kabayeva (See the notes from 31 March and 1
April).

Solovey commented on these “information attacks” on Russian vlast and their likely
intended audience in the 1 April notes:

[Solovey on the intended audience for the “information attacks”
http://vk.com/id244477574?w=wall244477574 16316%2Fall

...The talk about “information attacks” follows classic theory “vaccinate” the public, that is, warn them that
enemies intend slander. The question is, just who is being vaccinated? The Russian public? They’ll brush off
foreign exposés. They won’t surprise anyone, or open anyone’s eyes, or, and this is the main thing, change anyone’s
attitude to vlast. These exposés are aimed primarily at the Western elite. They are indifferent to the warnings of
Russian officials. ..

Comment: I think he’s right about the target audience for the kompromat dumps, which don’t really tell us
anything new. I think Khodorkovskiy and some Russian elites who would like it if there was not another
Putin term are intending to help prevent any talk of lifting sanctions at this time, hoping for increased
pressure on Putin. Maybe some of the elite are willing to endure more pain now for the prospect of Putin’s
leaving the Kremlin in 2018. Belkovskiy, who I think has been working for Khodorkovskiy, has been seeming
to (sometimes) say that an exit that would not put him in danger is still possible for Putin. Pavlovskiy said
that earlier this week (See the 30 March notes). Khodorkovskiy has been a little different, saying that those
not implicated in crimes have no reason to fear a change in regime. When kompromat wars are going on,
though, it can get a little blurry maybe others might toss out some dirt on rivals, too. There may be more

than one source for the material and more than one motivation. |

But Stanovaya thought that the cumulative impact of the kompromat might be relevant in
the long run—and could turn Putin’s base against him. From the 31 March notes:

[Stanovaya on kompromat about Putin (Putin is more vulnerable than he seems...but Western mass media is not
the threat; Open Russia has more on Putin’s ties to organized crime; Spain puts Deputy FSKN Director Aulov on
a wanted list)

See yesterday’s notes...

https://slon.ru/posts/66002

Stanovaya wonders whether Putin should be worried about the “information attacks” Peskov has mentioned...Right
now, all the criticisms aimed at Putin are coming from channels that have an axe to grind the non systemic
opposition and the West. But when the criticism comes from, say, the protesting long haul truckers, then that
changes the picture quite a bit. When the “fifth column” in the eyes of vlast becomes the narod, then a revolution is
underway...Putin less and less seems to believe that his rating could fall as a consequence of his own mistakes. It’s
not hard to see that Putin isn’t just satisfied with the results of his rule, he is proud of them. And it will be hard for
him to believe in the reality of popular disappointment when it manifests itself...Vlast also does not understand that
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“Krym nash” in the eyes of the general public means what it says NASH not Krym Putina or Krym Rotenberga,
but Krym nash, that is, Putin is seen only as the instrument of re establishing historical justice. Crimea should have
been Russian with or without Putin.

Putin is more vulnerable than it seems. But the main sources of a threat are not Navalniy or Western mass
media. The threat to Putin will appear when the accusations are coming from his own electorate...Anti Putin
information will be replenished, expecting consumers and it is they who will raise the question of justice, unless
GKChP 2 intervenes... |

To recap and formulate a picture of what’s going on... With elections approaching and an
economic crisis underway, Putin’s enemies (Khodorkovskiy, and perhaps people in the
Russian elite discontented with the way things have gone) are stepping up the kompromat
attacks. The Magnitskiy affair and the Panama papers point to massive money laundering
and asset transfer operations done on the behalf of high level players, with trusted figures
like Roldugin acting as operators of the mechanisms involved. The money launderers may
both try and create “clean” money for “the pool” and legitimize funds that have wound up
there from operations like the tax rebate schemes connected to the Magnitskiy affair.
Putin is not involved in this directly or in any hands-on way. The launderers/acquisition
operatives may try and clean up money for lower level players like the MVD and Tax
Service people involved in the Magnitskiy affair. They are rewarded for their efforts with
kickbacks or shares in companies like Video International or Rosneft. “The pool” could
operate, at least partly, like a mafia obshak—Kkey players kick in funds that are available
for major asset acquisitions and use “the pool” as a deposit for money that needs to be
laundered.

Some of the players have abused their access to “the pool”—maybe Lesin, maybe Yakunin.
Perhaps Shumkov was mixed up in operations that cost the pool too much and angered key
pool members. At the time of Yakunin’s ouster—and especially after his warning to other
elites—I thought that we were seeing signs of friction in the inner elite at a time of
diminishing resources, a smaller corruption pie, and tensions over the results of sanctions
(See the 13 January notes, for instance). So I repeat that there may be more than one
ultimate source of kompromat on Putin and other players—I could see an angry Yakunin
maybe retaliating with dirt he surely knows about.

Navalniy and Browder are players in their own right, as well as channels for transmitting
kompromat. I think Navalniy is still with us and not in prison because he gets at least
“situational” cover from whichever Kremlin “tower” might be using him at a given
moment. He is associated with anti-Putin forces, but he probably gets some help from
people in the elite—maybe Alfa Group people—who are also thinking that it’s time for a
change (See the notes from 11 January; 17 May 2015; 29 December 2014; and 6 November
2014).

Another way to think of the pool is a place where players lower down the corruption food
chain may Kick in a piece of the action for their superiors. Questions: How does all this
operate in practice? Who all is a part of what must be an intricate network of interlocking
channels for money laundering and asset transactions in a system that has access to the
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pool? Who accounts for the money in the pool and where it may end up? I doubt that
every pool-connected transaction is coordinated with other players—there is probably a
high degree of independent operation within the network, with not all of those involved
aware of all the others. The network that has access to the pool and includes elaborate
money laundering channels and avenues for asset transactions probably arose
spontaneously out of a few deals and grew from there, working out its own mode of activity
and ground rules. The people who pulled off the scam in the Magnitskiy case were
operating on their own, though they were connected to people higher up the food chain in
various ways, and then they tapped into the channels that were linked to Roldugin and the
pool. But how are the details worked out and who does the planning and organization? We
are only hearing about a very small part of what goes on in the guts of what must be an
elaborate informal machine that no one player probably knows inside and out.

Russia’s overlapping money laundering channels are vast and involve lots of games—apart
from the Magnitskiy affair, recall the lengthy GUEBIPK scandal, which pointed to a clash
between the MVD economic security department (probably allied with elements in the
Prosecutor’s office) and the FSB and its allies in the Investigative Committee. The battle
was said to be over controlling money laundering channels—see the 31 March notes.

To wind this up, Putin sees the Khodorkovskiy-Kasyanov-Navalniy-Browder types as a
united front in the West’s war against him. He is aware of frictions in the elite and of the
possibility of protests that could play into the hands of his enemies or dissatisfied Russian
elites who might be looking for an alternative. One such alternative could be Sergey
Shoygu (See the 8 April notes, for instance). So VVP creates the National Guard under
trusted bodyguard Zolotov as his personal palace guard.

Latynina carried on in this past weekend’s program: http://echo.msk.ru/programs/code/1756772-

echo/

Why couldn’t Russian vlast uncover the people responsible for the scam in the Magnitskiy
affair? It wasn’t because they were so highly placed. It was because they were using the same
money laundering “washing machine” that some completely different people were also using
including Roldugin. It wasn’t that Roldugin was involved in the Magnitskiy affair it’s that he
and the others used the same “washing machine” ...

Latynina also takes some time to discredit Oleg Lure, who testified in an American court in the
case involving Denis Katsyv and a money laundering case linked to the Magnitskiy affair she
has Lure basically repeating a lot of the claims made by Nekrasov in his film about Magnitsky
(cited above). Lure claims Browder hired Navalniy. She points out that Lure was in jail for
defrauding Senator Slutsker and she also notes that Lure has claimed that he saw documents
indicating that Navalniy was a spy (the same documents shown on NTV’s attack piece against
Navalniy and Browder).

Strelkov: No murder charges?
From the 25 April notes:
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[Strelkov’s post on the murder charges: http://m.vk.com/wall347260249 2127

Strelkov says that two men who identified themselves as police officers had visited his mother’s residence and told
her that he was being charged for two murders in St. Petersburg they wanted to know whether she had seen her son
around the time of the killings... So what were they up to? What are they trying to show me?, asks Strelkov. Surkov
and company should not bother organizing these kinds of vile actions won’t work with me. They won’t stop me

from doing what I have to do I’'m ready for anything they can throw at me... ]

http://m.vk.com/wall347260249 3529

About the criminal charges supposedly made against me maybe there is a case and maybe not.
So far I have no official word on that. There’s supposed to be a public meeting on Suvorov
Square on 2 May, but nobody will be there how many people will think a meeting in honor of
fallen countrymen is more important than shashlik on a holiday?

Land to be given away in the Far East
http://www.themoscowtimes.com/news/article/russians-given-free-land-in-countrys-far-
east/567729.html

President Vladimir Putin has approved a law giving Russian citizens free plots of land in the country's Far

East, the Interfax news agency reported Monday.

All citizens will be entitled to apply for up to hectare of land in the Kamchatka, Primorye, Khabarovsk,
Amur, Magadan and Sakhalin regions, the republic of Sakha, or the Jewish and Chukotka autonomous

districts.

The land can be used for any lawful purpose but can only be rented, sold, or given away after an initial

five-year waiting period, according to the bill.

The program is one of a number of initiatives aimed at boosting the economy in Russia's Far East,
including the construction of the new Vostochny cosmodrome. A recent deal also saw a number

of Chinese companies set on relocating to the area.
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From: Nellie Ohr (6)

Sent: Tuesday, January 5, 2016 5:45 PM

To: Holtyn, Lisa (OCDETF)

Subject: Re: How Corrosive Practices from Russia Penetrate and Undermine US and UK

This message has been archived.

I hate to burden you with a 55-page document. 1 only skimmed it myself. It has a nice summary graphic
on p.3. Much of the material he mentions is familiar stuff; it's just helpful to have it brought together in
one place.

----- Original Message-----

From: Holtyn, Lisa (OCDETF) (OCDETF) (K@)
CICH

To: Nellie Ohr [(9X(®)]
Sent: Tue, Jan 5, 2016 5:35 pm
Subject: RE: How Corrosive Practices from Russia Penetrate and Undermine US and UK

Wow, thank you Nellie — I will have to make time to read this one.
Hope you and the family had a very Merry Christmas and Happy New Year!

From: Nellie Ohr (K@)

Sent: Tuesday, January 05, 2016 5:14 PM

To: Holtyn, Lisa (OCDETF); Ohr, Bruce (ODAG)

Subject: How Corrosive Practices from Russia Penetrate and Undermine US and UK

This article has a section summarizing effects of criminal activities, other non-criminal but questionable
activities (breaching trade rules, manipulating Interpol), and soft power means of undermining rule of law
etc. in the US and UK

http://imrussia.org/media/pdf/Research/llya_Zaslavsky How_Corrosive_Practices_from_Russia Penetrat
e_and_Undermine_US_and_UK.pdf

It is by llya Zaslavsky, --apparently the one by that name who's at Chatham House
https://www.chathamhouse.org/about-us/directory/197781

This appears be the same fellow who worked for TNK-BP and was arrested in Russia on charges of spying
on Gazprom--just to make things interesting (http://www.themoscowtimes.com/news/article/us-brothers-
found-guilty-of-espionage/376971.html0O

819
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Internet Notes 13 November 2015

IMOTE 0N LL@SIN ..ottt 2
Bailing out VEB...........ooooii e 5
Solovey on propaganda and public Opinion .................cc.ccooiiiiiiii 6
Former Russian policeman convicted of espionage ..................cccoccoeviiiiniieiieceeneeen. 8
New press rules after the “leak” .................ccooiiiiiiiiiiiee e 8
Nearly half of Russians fear a terrorist attack ... 9
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More on Lesin

See the 6, 9, and 11 November notes.

http://www.dailymail.co.uk/news/article-3315994/Vladimir-Putin-s-media-mastermind-
dead-DC-hotel-murdered-FBI-informant-alive-claim-Russians.html

The death from a 'heart attack' of a longtime close ally of Vladimir Putin in a Washington hotel has led to
a swirl of speculation that he was murdered on Moscow's orders after offering to help the FBI.

Mikhail Lesin, 57, was announced last weekend to have been found dead in the US capital. He was a
Svengali figure for Putin, who was alleged to have menaced the Russian media into idolizing the strongman
president.

The shock death has created an eave of speculation in Moscow that it is related to previous reports that he
was helping the FBI and could be murder.

There are even separate allegations that Lesin may still be alive, with his demise faked by the US
authorities.

According to this version, he is being kept safe as part of a witness protection scheme, while spilling to the
FBI all he knows on Putin's Russia.

Daily Mail Online can reveal that only weeks before his death was announced, he fathered a child with
glamorous model and flight attendant Victoria Rakhimbayeva.

She is believed to be aged 29, with whom he had enjoyed a close relationship since at least mid 2014.

She has not commented on his death other than to thank friends on social media for their commiserations,
but before the tragedy she made clear that they intended to set up home permanently in New York.

Despite Russian reports of a heart attack, police in DC have said no cause of death has been determined
while also indicating there was no obvious sign of foul play.

'A ruling on the cause and manner of death is pending further investigation,' said a Saturday statement.

Nicknamed the '‘Bulldozer', Lesin was one of the key props of the Putin presidency, personally
masterminding a wide ranging media crackdown which has left the vast majority of Russian TV stations
and newspapers obedient to the Kremlin.

He also set up Russia Today, now RT, seen by critics as a 'propaganda’ channel aimed at the West.

But earlier this year, after the break up of his marriage, and in a new relationship with his Siberian lover
who he may have wed she referred to him as her 'husband' he suddenly quit the latest of several high
profile positions, as head of Gazprom Media, a major state owned media conglomerate.
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There are unsubstantiated claims in Moscow that when he died he was in debt to billionaire Yury
Kovalchuk, one of Putin's closest big business friends.

'He owed huge amount of money to Kovalchuk, which he supposedly didn't intend to pay back,' an
unnamed source told The Moscow Times.

His presence and death in Washington shocked many Russians.

Lesin was found dead at 11:30am on November 6 while staying on an upper floor at the $240 a night
Dupont Circle Hotel, seen as modest for his multimillionaire lifestyle.

It is unclear if Rakhimbayeva was in the US with him at the time.

Yet some 16 months earlier, Senator Roger Wicker had called for a Justice Department probe into whether
Lesin was engaged in money laundering.

The status of any subsequent FBI investigation is unclear, but rightly or wrongly in Russia it was widely
believed that a probe was indeed under way.

Many elite Russians with links to the Putin regime are currently giving the US, and other parts of the West,
a wide berth amid fears of arrest, hence the surprise and bewilderment at him being in Washington.

But there are also suggestions that Lesin had taken a decision to leave Russia for good before his untimely
death in America. ...

Prominent commentator Sergey Parkhomenko said of Lesin's death: 'To be honest, I wouldn't rule out the
option of a program for witness protection.'

The one time close Putin apparatchik is said to have owned property worth $28 million in Los Angeles, a
rumored focus of the supposed FBI investigation, and two adult children who live in America.

Lesin's company the Dastel Corporation bought a 13,000 sq ft Beverly Hills home in August 2011 for
$13.8 million and a 10,600 square foot property in Brentwood for $9 million in 2012, it was reported.

'For over a year he was living under FBI scrutiny and a total check on his assets,' he said.

'For some reason he came to Washington where he suddenly died but not from not of something he had
been suffering from.'

Echoing Kokh, he suggested Lesin 'had something to swap his death for' adding: 'There was a lot to swap
it for.'

Moscow is prone to conspiracy theories when prominent people die before their time, but while Lesin had a
number of medical issues, they were not seen as life threatening and there was genuine shock among his
friends and those who crossed paths with him.

'Lesin died. It's impossible to believe this,' tweeted Margarita Simonyan, editor in chief of RT.

Alexey Venediktov, one of Russia's most respected journalists, who had dealings and clashes with him,
wrote online:
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'He left the country. September 25 he had a baby daughter. This September, now, so it's been a month, a
month and a half.

'And honestly, when I found out about his death, my first thought was about the baby, to be honest. It's also
about empathy, because, okay, he's gone but the girl with a baby how is she?...

The head of Russian media regulator Rospechat, Mikhail Seslavinsky, said of Lesin: ' saw him a month
ago.

'He was full of energy, going through a new period in his life, talking about forgotten feelings because of
his newborn little daughter'.

In private, Lesin 'highlighted his responsibility for all the members of his extended family, loved all of his
family, and was hoping for an harmonious existence in a world new to him.'

He spoke of a succession of surgeries that Lesin who had been a heavy drinker and smoker had
undergone. These were not for heart problems, but linked to his spine.

'He was always a fighter, even after going through several complex surgeries, He had recovered, was doing
sports, and looked absolutely healthy,' he said.

Simonyan revealed he had lost 66 pounds after breaking his spine three years ago, and undergone 13
operations after his back became infected.

After his death was announced, RT said without explanation that Lesin 'had been suffering from a
prolonged unidentified illness'...

In the months before his death, Irkutsk born Rakhimbayeva traveled on an odyssey to some of the most
exotic places in the world, according to her social media accounts...

It is unclear if Lesin who she does not name was with her at all times, but in one online exchange she
made clear they intended to settle in New York, although she preferred Los Angeles.

'Russia is already left behind, and I haven't yet made it to America,' she wrote at one point.
'Getting there with connections: 3 months in Europe and 3 months in Asia.'
She said: 'Los Angeles is the best city in the world but husband is against', adding "Poor me.'

She was asked: 'How did you manage to travel so globally between America and Russia, if it's not a secret?
Savings?'

She replied: 'Traveling is about my husband he's a brilliant mind and a great organizer of his (and also
my) life.'

Five weeks ago, she posted from Hawaii, seven weeks ago from Los Angeles. Earlier she was in the
Komodo Islands, Switzerland, Singapore, Bali, and Greece.

'We passed through all the islands in Greece on yacht,' she boasted around nine months ago.

In August 2014, she posted from Italy saying: 'Every day of my life is so full of happiness that it seems it
can't get any better.
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'But a new day comes and shows me new goals. I start thinking that happiness has no limits.
'Wish everyone love and unlimited happiness!'...

Controversy surrounded him, as when during his stint as press minister the media empire of oligarch
Vladimir Gusinsky media assets noted for their independence were transferred to state energy giant
Gazprom.

He was also rumored to have played a key role in the creation of a secret tape compromising former
Prosecutor General Yuri Skuratov.

Skuratov was seen in bed with two women, claimed to be prostitutes, forcing the resignation of a man who
was probing alleged corruption in then president Boris Yeltsin's circle.

When he quit Gazprom Media in December, a move seen as a shock, he cited 'family reasons' although
there were unconfirmed claims he had fallen out with other influential figures close to Putin.

Senator Wicker said of Lesin: 'That a Russian public servant could have amassed the considerable funds
required to acquire and maintain these assets in Europe and the United States raises serious questions.'...

Another comment from Venediktov: http://www.thedailybeast.com/articles/2015/11/12/putin s pals are
russian patriots until they get sick.html

Venediktov confirmed that in the last few months of his life, “Lesin was trapped in problems, investigated
in the U.S., facing debts of about $90 million here in Russia.” As such, he expressed doubts about the
current version of Lesin’s death. “He did not have any ID on him in the hotel room, that is very strange; his
family were not with him when he died. They sounded too quick to jump on the heart attack version, as if
they were trying to secure some different story,” Venediktov added, expressing a hope to hear the truth
about Lesin’s death.

Bailing out VEB

http://kommersant.ru/doc/2852200

VneshEkonomBank has got some major liquidity problems and lots of debt (R1.2
trillion) a political decision has been made to help the bank, which under Central Bank
rules is not eligible for refinancing from the CB, but the government has yet to come up
with a plan. At a session yesterday chaired by Igor Shuvalov, there was a possible plan
under discussion for shifting some packets of shares held by the state to VEB (worth R1.5
trillion; the shares would be sold to raise capital) and for the government to take over
some of VEB’s “toxic” or “problem assets” (including special construction projects
dating to the Sochi Olympics) but there was no agreement made on supporting the plan
as it would cause more problems for the budget and potentially endanger Russia’s
financial ratings...

Apart from the Olympics, VEB has been saddled with a number of other costly projects,
including financing the development of the SSJ 100 plane at a low interest rate, a
Rostek/Vi Holding plan to develop platinum deposits in Zimbabwe, and aid to Globeks
Bank...In October, Medvedev directed the Finance Ministry and the Economic
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Development Ministry to come up with a plan, but no set plan has as yet
materialized...Economist Vladimir Tikhonov says that VEB, a state corporation with
considerable weight, should be saved, but only if it increases its own “effectiveness.” At
Russian Railways, the leadership was changed, state subsidies cut, and the company set
on the path to cutting expenses. Tikhonov thinks that the best plan for avoiding damage
to Russia’s financial ratings is to use National Welfare Fund reserves to re-capitalize
VEB although the sum involved would amount to 30% of that fund, and that
expenditure would also be taken as a “negative signal”...Tikhonov, however, adds that
the budget deficit will probably be less than expected, so maybe the difference between
the projection and the actual shortfall could be used for the bailout...

Solovey on propaganda and public opinion

http://rus.postimees.ee/3395127/valerij solovej bolshinstvo ljudej ne imeet svoego
mnenija?utm_source=rus.postimees.ece&utm medium=button article&utm content=3395127&utm campaign=vk soci
al

MGIMO'’s Valeriy Solovey says that the prevalence of TV viewing in Eastern Europe is
a holdover from Soviet times, especially among older viewers and, say, ethnic Russians
living in the Baltic states. The situation is a bit different with younger people, though
sociologists report they watch TV only about 5% less than their elders (Solovey mentions
the Internet/social networks as additional sources of information for young people). As
the older generations pass on, TV will have less impact, but it will remain the single most
influential propaganda instrument as people trust television. Why? It’s psychological
people have a sense of being present at an event when watching TV.. . Propaganda has its
limits it’s not effective when we are talking about something that has an impact directly
on the viewers’ interests or about something they know about. It’s not as hard to convince
Russians that Americans are children of the Devil, as they do not know Americans. It’s
harder to cast Ukrainians as Satan’s spawn, though...It would make sense to have
pluralism in media sources, with different views offsetting each other. That would be a
defense against propaganda. It would be better if people limited TV viewing. And it’s
very important to read, as reading engages the critical reflex, which tends to become
disengaged with TV viewing...The kind of “information wars” we are witnessing today
have not been seen for decades, but they will have to end eventually as it is not possible
for society to remain in a mobilized state for a long time, even in Russia. People grow
weary psychologically. The events in Ukraine have not interested Russian TV viewers
for some time, and the war in Syria is taken like a Hollywood action movie.

Most people don’t have their own opinions, maybe 70%-80% are easy marks for
propaganda. They have opinions only about things close to them, things that are
important to them personally, but most don’t have opinions on political questions.
There’s nothing insulting about saying that, it’s just human nature. Propaganda has no
effect on maybe 5%, intelligent people with strong critical reflexes. Most people take
information in to learn what the social consensus is and support it those who do not can
be the revolutionary core driving change...For an authoritarian or totalitarian regime to
sustain itself, it needs a “spiral of silence” people have to be afraid to speak up.
Revolutionary change takes place when the “spiral” stops sometimes that takes years,
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sometimes it happens very quickly. Nobody knows why. Revolutions are impossible to
predict. It’s only after the fact that commentators look back and say it was inevitable. It’s
the 3%-5% who push the limits, who take to the streets, who speak up. But then others
will follow. Mass dynamics are unpredictable. We can predict a crisis, but no one knows
how it will develop. We see that Russia is in a serious crisis, for example, but no one
knows how to end it. Will it end in a revolutionary way? With stagnation? Regardless,
the end game will likely begin soon.

What about polls showing that Russians don’t really feel the consequences of the crisis?
People say what they think the pollsters want to hear. There are “socially approved
answers.” People will say everything is alright, everything is moving in the right
direction. But those same people who say they are proud of Russian foreign policy
victories also say they are preparing for a long term crisis. They don’t make any
connection between the political and the economic situations but popular behavior is
changing, as people are spending less, they are economizing.

On Putin’s high ratings: Well, if you give respondents a list of names Putin, Medvedev,
Navalniy and ask them who they trust, you know what the answer’s going to be.
Nevertheless, VVP’s approval rating is high, though not 90%. But the quality of the
support is not real high. Russians are alienated from politics. Society sees politics as the
prerogative of a small group of elites. So the 3%-5% turns up on the street, but the rest
think that politics is something for vlast, not them (Comment: This is close to my view
of things. Most Russians don’t think politics is any of their business. You can get
ordinary people stirred up—not just the 5%--when something that directly has an
impact on their daily life comes up, as we saw earlier this week with truckers
blocking roads over a levy on freight trucks.* See the 11 November notes. What the
issue is usually resolved—maybe the government backs down, for now, or some
concession is made—then everyone goes back to their private lives. Putin’s support
is broad, but not necessarily very deep). We should keep in mind that this was the state
of affairs when the USSR collapsed. The CPSU had 15 million members. And it all
disappeared. So we should not overestimate the quality of Putin’s rating.

People have selective memories, that’s both as individuals and collectively. We
remember some things and prefer to forget others. Propaganda can boost the selective
element of memory. You can take an account of a certain event and clean up its negative
connotations. Right now we hear that the attitude to Stalin has improved, that a lot of
people support re-installing the Dzerzhinsky memorial there is no basis for doubting
this. But let’s ask people this question: “Would you want to live under Stalin or
Dzerzhinskiy?” An attitude toward a symbol is one thing, a person’s actual preferences
quite another...Speaking seriously, Russians are rather rational, more so than propaganda
or polls show. Otherwise, Russian society would simply not have survived.

As far as selective memory, recall how Gorbachev was welcomed by everyone, they all
wanted freedom and democracy. Then they welcomed Yeltsin. But if you ask people if
they voted for Yeltsin, nobody will say they did. ...Some time down the line, it will be

the same for Putin...
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*http:// www.themoscowtimes.com/business/article/new-truck-fees-may-lead-to-
goods-shortages-russian-retailers-say/548970.html

Major Russian retailers have warned that the introduction of a new federal levy on 12 ton trucks could
disrupt supplies and lead to goods shortages in stores, the Kommersant newspaper reported Friday.

The new fee for using federal roads, set to come into force on Nov. 15, has angered truck owners across the

country, with roadblock protests springing up in major cities including St. Petersburg, the Siberian city of
Novosibirsk and the Urals' Yekaterinburg.

However, according to the Kommersant report, the main problem for logistics companies will likely be the
requirement to have satellite devices installed onboard the trucks. These would be linked to personal

accounts, enabling drivers to pay the federal levy in advance of or after a journey.

Truck owners and companies were able to register for the scheme a month in advance. However,
representatives of retail chains told Kommersant that many drivers will not have been issued the devices in
time.

A spokesperson for X5 Retail Group, a leading Russian food retailer owning the supermarket chains
Pyatyorochka, Perekryostok, and Karusel, estimated that a third of their supplies might not reach store
shelves in time, the NTV channel reported.

Kremlin spokesman Dmitry Peskov told news agency RIA Novosti on Friday that the Transportation
Ministry "was making every effort" to reach a compromise with the protesting truckers, adding that both

sides "needed to show flexibility" with regard to the new levy system.

Former Russian policeman convicted of espionage

http://www.themoscowtimes.com/news/article/former-russian-police-officer-sentenced-to-13-
years-for-espionage/548914.html

A former Moscow policeman has been sentenced to 13 years in prison for spying for the U.S. Central
Intelligence Agency (CIA), the Interfax news agency reported Thursday, citing a statement from the
Russian Federal Security Service (FSB), the successor to the Soviet KGB.

A Moscow regional court on Thursday convicted former Ministry of Internal Affairs officer Yevgeny
Chistov with treason in the form of espionage after the man “pled completely guilty, confirmed the fact that

he was recruited by the CIA, and delivered to them information on ministry activities,” Interfax reported.

According to Interfax, Chistov's case file shows that in 2011, the officer, “acting out of selfish motives,
took the initiative to make contact with the CIA,” and began transferring state secrets out of the country.

Chistov's case is the latest in an alarming string of spy scandals to shake Russia since the start of the
Ukraine crisis in early 2014.

New press rules after the “leak”

Document ID: 0.7.17531.5389-000001 20180618-0002106



Obtained via FOIA by Judicial Watch, Inc.

See yesterday’s notes.

http://www.themoscowtimes.com/news/article/kremlin imposes stricter press rules following nuclear sub
leak/548965.html

Following the “unintentional” leak of a secret military project by state television on Tuesday, the Kremlin
has instituted new guidelines for covering military meetings: cameramen must keep their cameras pointed
at the wall until the president arrives, the Kommersant newspaper reported Friday.

During a meeting between President Vladimir Putin and his senior military advisors and officials in the
seaside village of Sochi on Tuesday, a cameraman briefly filmed over the shoulder of a military officer,
catching a description of a new weapons system known simply as “Status 6.”

Status 6 appears to be an unmanned submarine packed with a high megaton thermonuclear warhead and
radioactive material to create a massive dirty bomb, which would render an enemy's port or coastline a
radioactive wasteland “for long periods of time.”

The Pentagon has reportedly been aware of such a weapon under development in Russia for at least a year,
and Russian analysts have argued that the leak was intentional to demonstrate the lengths Russia is willing
to go in preserving its nuclear deterrent in the face of U.S. missile defenses.

Nonetheless, Kremlin spokesman Dmitry Peskov on Wednesday lamented the allegedly unintentional leak,
promising to tighten procedures for state media reporters covering meetings between Putin and his military
staff.

Reporters will now have to leave their cell phones with security guards before entering such meetings,
photographers cannot take photos before Putin enters the room, and television cameras must be pointed at
the wall until the meeting starts, Kommersant reported.

Furthermore, military officials present at meetings are being encouraged to study their documents prior to
the arrival of the press.

Nearly half of Russians fear a terrorist attack

http://www.themoscowtimes.com/news/article/nearly half of russians fear terrorist attack
poll/548960.html

Nearly half of Russians fear a terrorist attack or hostage taking situation in the near future, the Interfax
news agency reported, citing data from independent pollster the Levada Center.

(http://www.levada.ru/2015/11/13/terakty/ )

Of the 48 percent who fear an attack, 76 percent consider terrorist group the Islamic State as the greatest
threat, Interfax reported Friday.

International terrorism as a whole worried 39 percent of Russians polled, while 17 percent were concerned
by Russian extremists and radicals. One third (34 percent) of respondents did not believe in the possibility
of a terrorist attack.

The poll was conducted on Oct. 23 26 among 1,600 people in 134 cities and towns around Russia, Interfax
reported. No margin of error was given.
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The Islamic State terrorist group released an Internet video promising to attack Russia “very soon,” the
SITE monitoring group reported on Thursday.

The Islamic State has previously called for Islamic fighters to take revenge on Russia after President
Vladimir Putin launched an air strike campaign in Syria against Islamic State militants and opposition
forces fighting against Syrian President Bashar Assad.
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