Attribute Summaries of Election System Certificate Authorities by U.S. State, compiled Nov. 06, 2018
Source: *.xIsx spreadsheet attachedto this PDF.
See PDF Bookmarks for Certificate Authorities (CA), State by State

Key Server Location

Description State Certificate Authority (non-US)
Only five (5) states do not appear to use third party digital certificate authorities

Alaska Unknown Unknown

Kansas Unknown Unknown

Nebraska Unknown Unknown

New Hampshire Unknown Unknown

New Mexico Unknown Unknown

Ten (10 )states use COMODO RSA certificate authorities and servers offshore using a British company
run by Brit Melihwith ABDULHAYOGLU with approximately seven (7) iterations of holdings related to
COMODO HOLDINGS LIMITED, Co. No. 10518643, namely Comodo Limited Co. No. 05239532, Sectigo
Limited Co. No. 04058690, Comodo Holdings Limited Co. No. 10518643, Comodo Security Solutions
Limited Co. No. 06505055, Comodo Trustees Limited Co. No. 06019966, Comodo Trustix Limited Co. No.
04943805, Comodo Group Co. No. 09899540

Rhode Island Comodo RSA Sweden
Arizona Comodo RSA UK
Arkansas Comodo RSA UK
Idaho Comodo RSA UK
Indiana Comodo RSA UK
Minnesota Comodo RSA UK
Montana Comodo RSA UK
New York Comodo RSA UK
North Dakota Comodo RSA UK
Utah Comodo RSA UK

Two (2) states use CloudFlare-DigiCert with servers offshore owned by Hillary Clinton collegues from
Thoma Bravo/ENTRUST San Franciso, California. In Dec. 2014, Cloudflare raised $110 million led Fidelity

Investments with participation from Google Capital, Microsoft, Qualcomm, and Baidu (China, Cayman

Island)

Nineteen (19) states use Digi

Franciso, California

Florida DigiCert-CloudFlare Ireland

Hawaii DigiCert-CloudFlare Ireland

Ohio DigiCert-CloudFlare

Cert owned by Hillary Clinton collegues from Thoma Bravo/ENTRUST San

Connecticut DigiCert
Illinois DigiCert
Kentucky DigiCert
Lousiana DigiCert
Maine DigiCert
Maryland DigiCert
Massachusetts DigiCert
Michigan DigiCert
Nevada DigiCert
North Carolina DigiCert
Oregon DigiCert
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Five (5) states use ENTRUST,

Five (5) states host their keys with GlobalSign offshore

Two (2) states host their keys with Microsoft - a maj

South Carolina DigiCert

Tennessee DigiCert

Vermont DigiCert

Virginia DigiCert

Washington DigiCert

West Virginia DigiCert

Wisconsin DigiCert

associated with Hillary Clinton, Thoma Bravo, Michael Chertoff
Colorado ENTRUST

Oklahoma ENTRUST

Pennsylvania ENTRUST

South Dakota ENTRUST

Wyoming ENTRUST

Alabama GlobalSign Belgium
California GlobalSign Belgium
lowa GlobalSign Belgium
Missouri GlobalSign Belgium
New Jersey GlobalSign Belgium

or Clinton Foundation donor

Two (2) state host their keys

Georgia Microsoft

Mississippi Microsoft

with GoDaddy/Amazon - a major Clinton Foundation donor
Delaware GoDaddy/Amazon

Texas GoDaddy/Amazon
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State Election Encryption Certificate Authorities by State (Alphabetical), compiled Nov. 06, 2018

State Certificate Authority |[Server Location (non-US) FEMA Region [Elections URL

Alabama GlobalSign Belgium 4 https://sos.alabama.gov/alabama-votes/voter/register-to-vote
Alaska Unknown 10 https://voterregistration.alaska.gov/

Arizona Comodo RSA UK 9 https://azsos.gov/elections/voter-registration-historical-election-data
Arkansas Comodo RSA UK 6 https://www.sos.arkansas.gov/elections/voter-information
California GlobalSign Belgium 9 https://voterstatus.sos.ca.gov/

Colorado ENTRUST 8 https://www.sos.state.co.us/

Connecticut DigiCert 1 https://voterregistration.ct.gov/OLVR/welcome.do
Delaware GoDaddy/Amazon 3 https://ivote.de.gov/

Florida DigiCert-CloudFlare Ireland 4 https://dos.myflorida.com/elections/

Georgia Microsoft 4 http://sos.ga.gov/index.php/elections

Hawaii DigiCert-CloudFlare Ireland 9 https://elections.hawaii.gov/

Idaho Comodo RSA UK 10 https://sos.idaho.gov/elect/index.html

lllinois DigiCert 5 https://www.elections.il.gov/

Indiana Comodo RSA UK 5 https://www.in.gov/sos/elections/

lowa GlobalSign Belgium 7 https://sos.iowa.gov/elections/voterinformation/
Kansas Unknown 7 http://www.kssos.org/elections/elections.html
Kentucky DigiCert 4 https://www.sos.ky.gov/elections/

Lousiana DigiCert 6 https://www.sos.la.gov/ElectionsAndVoting/
Maine DigiCert 1 https://www.maine.gov/sos/cec/elec/index.html
Maryland DigiCert 3 https://results.elections.maryland.gov/
Massachusetts DigiCert 1 https://www.sec.state.ma.us/ele/

Michigan DigiCert 5 https://webapps.sos.state.mi.us/MVIC/

Minnesota Comodo RSA UK 5 https://www.sos.state.mn.us/elections-voting/
Mississippi Microsoft 4 http://www.sos.ms.gov/Elections-Voting/Pages/default.aspx
Missouri GlobalSign Belgium 7 https://www.sos.mo.gov/elections

Montana Comodo RSA UK 8 https://sosmt.gov/elections/

Nebraska Unknown 7 http://www.sos.ne.gov/elec/2018/elections.html
Nevada DigiCert 9 https://www.nvsos.gov/sos/elections

New Hampshire Unknown 1 http://sos.nh.gov/Elections.aspx

New Jersey GlobalSign Belgium 2 https://www.njelections.org/

New Mexico Unknown 6 http://www.sos.state.nm.us/Voter Information/voter-information-overview.aspx
New York Comodo RSA UK 2 https://www.elections.ny.gov/

North Carolina DigiCert 4 https://www.ncsbe.gov/index.html

North Dakota Comodo RSA UK 8 https://sos.nd.gov/elections

Ohio DigiCert 5 https://www.sos.state.oh.us/elections/

Oklahoma ENTRUST 6 https://www.ok.gov/elections/

Oregon DigiCert 10 https://sos.oregon.gov/voting-elections/
Pennsylvania ENTRUST 3 https://www.dos.pa.gov/VotingElections/

Rhode Island Comodo RSA Sweden 1 https://vote.sos.ri.gov/

South Carolina DigiCert 4 https://www.scvotes.org/

South Dakota ENTRUST 8 https://sdsos.gov/elections-voting/

Tennessee DigiCert 4 https://sos.tn.gov/elections

Texas GoDaddy/Amazon 6 https://www.sos.state.tx.us/elections/

Utah Comodo RSA UK 8 https://elections.utah.gov/

Vermont DigiCert 1 https://www.sec.state.vt.us/elections.aspx
Virginia DigiCert 3 https://www.elections.virginia.gov/

Washington DigiCert 10 https://www.sos.wa.gov/elections/

West Virginia DigiCert 3 https://sos.wv.gov/elections/

Wisconsin DigiCert 5 https://elections.wi.gov/elections-voting
Wyoming ENTRUST 8 https://soswy.state.wy.us/elections/
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State Election Encryption Certificate Authorities by Certificate Authority (Alphabetical), compiled Nov. 06, 2018

State Certificate Authority Server Location (non-US) FEMA Region
Rhode Island Comodo RSA Sweden 1
Arizona Comodo RSA UK 9
Arkansas Comodo RSA UK 6
Idaho Comodo RSA UK 10
Indiana Comodo RSA UK 5
Minnesota Comodo RSA UK 5
Montana Comodo RSA UK 8
New York Comodo RSA UK 2
North Dakota Comodo RSA UK 8
Utah Comodo RSA UK 8
Connecticut DigiCert 1
Illinois DigiCert 5
Kentucky DigiCert 4
Lousiana DigiCert 6
Maine DigiCert 1
Maryland DigiCert 3
Massachusetts DigiCert 1
Michigan DigiCert 5
Nevada DigiCert 9
North Carolina DigiCert 4
Ohio DigiCert 5
Oregon DigiCert 10
South Carolina DigiCert 4
Tennessee DigiCert 4
Vermont DigiCert 1
Virginia DigiCert 3
Washington DigiCert 10
West Virginia DigiCert 3
Wisconsin DigiCert 5
Florida DigiCert-CloudFlare Ireland 4
Hawaii DigiCert-CloudFlare Ireland 9
Colorado ENTRUST 8
Oklahoma ENTRUST 6
Pennsylvania ENTRUST 3
South Dakota ENTRUST 8
Wyoming ENTRUST 8
Alabama GlobalSign Belgium 4
California GlobalSign Belgium 9
lowa GlobalSign Belgium 7
Missouri GlobalSign Belgium 7
New Jersey GlobalSign Belgium 2
Delaware GoDaddy/Amazon 3
Texas GoDaddy/Amazon 6
Georgia Microsoft 4
Mississippi Microsoft 4
Alaska Unknown 10
Kansas Unknown 7
Nebraska Unknown 7
New Hampshire Unknown 1
New Mexico Unknown 6
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State Election Encryption Certificate Authorities by Key Server Location (Alphabetical), compiled Nov. 06, 2018

State Certificate Authority Server Location (non-US) FEMA Region
Alabama GlobalSign Belgium 4
California GlobalSign Belgium 9
lowa GlobalSign Belgium 7
Missouri GlobalSign Belgium 7
New Jersey GlobalSign Belgium 2
Florida DigiCert-CloudFlare Ireland 4
Hawaii DigiCert-CloudFlare Ireland 9
Rhode Island Comodo RSA Sweden 1
Arizona Comodo RSA UK 9
Arkansas Comodo RSA UK 6
Idaho Comodo RSA UK 10
Indiana Comodo RSA UK 5
Minnesota Comodo RSA UK 5
Montana Comodo RSA UK 8
New York Comodo RSA UK 2
North Dakota Comodo RSA UK 8
Utah Comodo RSA UK 8
Connecticut DigiCert 1
Illinois DigiCert 5
Kentucky DigiCert 4
Lousiana DigiCert 6
Maine DigiCert 1
Maryland DigiCert 3
Massachusetts DigiCert 1
Michigan DigiCert 5
Nevada DigiCert 9
North Carolina DigiCert 4
Ohio DigiCert 5
Oregon DigiCert 10
South Carolina DigiCert 4
Tennessee DigiCert 4
Vermont DigiCert 1
Virginia DigiCert 3
Washington DigiCert 10
West Virginia DigiCert 3
Wisconsin DigiCert 5
Colorado ENTRUST 8
Oklahoma ENTRUST 6
Pennsylvania ENTRUST 3
South Dakota ENTRUST 8
Wyoming ENTRUST 8
Delaware GoDaddy/Amazon 3
Texas GoDaddy/Amazon 6
Georgia Microsoft 4
Mississippi Microsoft 4
Alaska Unknown 10
Kansas Unknown 7
Nebraska Unknown 7
New Hampshire Unknown 1
New Mexico Unknown 6
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State Election Encryption Certificate Authorities by FEMA Region (Alphabetical), compiled Nov. 06, 2018

State Certificate Authority  [Server Location (non-US) FEMA Region
Rhode Island Comodo RSA Sweden 1
Connecticut DigiCert 1
Maine DigiCert 1
Massachusetts DigiCert 1
Vermont DigiCert 1
New Hampshire Unknown 1
New Jersey GlobalSign Belgium 2
New York Comodo RSA UK 2
Maryland/DC DigiCert 3
Virginia DigiCert 3
West Virginia DigiCert 3
Pennsylvania ENTRUST 3
Delaware GoDaddy/Amazon 3
Alabama GlobalSign Belgium 4
Florida DigiCert-CloudFlare Ireland 4
Kentucky DigiCert 4
North Carolina DigiCert 4
South Carolina DigiCert 4
Tennessee DigiCert 4
Georgia Microsoft 4
Mississippi Microsoft 4
Indiana Comodo RSA UK 5
Minnesota Comodo RSA UK 5
Illinois DigiCert 5
Michigan DigiCert 5
Ohio DigiCert 5
Wisconsin DigiCert 5
Arkansas Comodo RSA UK 6
Lousiana DigiCert 6
Oklahoma ENTRUST 6
Texas GoDaddy/Amazon 6
New Mexico Unknown 6
lowa GlobalSign Belgium 7
Missouri GlobalSign Belgium 7
Kansas Unknown 7
Nebraska Unknown 7
Montana Comodo RSA UK 8
North Dakota Comodo RSA UK 8
Utah Comodo RSA UK 8
Colorado ENTRUST 8
South Dakota ENTRUST 8
Wyoming ENTRUST 8
California GlobalSign Belgium 9
Hawaii DigiCert-CloudFlare Ireland 9
Arizona Comodo RSA UK 9
Nevada DigiCert 9
Idaho Comodo RSA UK 10
Oregon DigiCert 10
Washington DigiCert 10
Alaska Unknown 10
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ALA BAMA Accessed Nov. 07, 2018

https://sos.alabama.gov/alabama-votes/voter/register-to-vote
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ALABAMA Accessed Nov. 07, 2018
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Certificate

8 = Remind Me
Common Name: * alabama.gov

Serial: 1ESEF5DC112AEASB7C3330F3
* Algorithm: sha256RS5A

Organization: State of Alabama
Location: Montgomery AL US

Issuer: GlobalSign
Organization Validation CA
- SHA256 - G2

Expires: 51 days

Valid From: 11/14/2017

* Valid To: 12/28/2018

a Common Name: GlobalSign Organization Validation CA - SHA256 - G2

Serial: 0400000000013189C644C9
* Algorithm: sha256RS5A
Organization: GlobalSign nv-sa
Location: BE

2 Issuer: GlobalSign
2 Expires: 4 yzars

2 Valid From: 8/2/2011
> Valid To: 8/2/2022

ﬂ Common Name: GlobalSign

* Serial: 04000000000121585308A2
* Algorithm: sha256RS5A
* Organization: GlobalSign

2 Issuer: GlobalSign >
2 Expires: Never >
2 Valid From: 3/18/2009 >
2 Valid To: 3/18/2029

Source: MX Toolbox, DNS MX Lookup Page 2
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ALASKA

https://voterregistration.alaska.gov/
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Certificate

Common Name: alaska.gov

-

[VEVEV]

<+ Issuer: GlobalSign

COrganization Validation CA
- SHA256 - G2
Expires: 5 months

' Valid From: 4/6/2017
" Valid To: 4/7/2015

[P RV W]

™

Serial: 4C19928276E593DFC1692AFA

* Algorithm: sha256RSA

Organization: Stats of Alaska
Location: Juneau Alaska US

H Common Name: GlobalSign Organization Validation CA - SHAZ56 - G2

L¥]

PRV

" Issuer: GlobalSign Root

CA

" Expires: 5 years

Valid From: 2/20/2014

' Valid To: 2/20/2024

-
-
F,
-
&
-

ﬂ Common Name: GlobalSign Root CA

L* )

gt W

* Issuer: GlobalSign Root

CA

' Expires: 9 years
* Valid From: 9/1/1998
¢ Valid To: 1/28/2028

-
F,
b |
-
#
-
&

Source: MX Toolbox, DNS MX Lookup

" Serial: 040000000001444EF 04247

Algorithm: sha256RSA

* Organization: GlobalSign nv-sa
* Location: BE

* Serial: 040000000001154B5AC394

Algorithm: sha1RSA

* Organization: GlobalSign nv-sa
" Location: BE
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ALASKA

https://voterregistration.alaska.gov/
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Certificate

Common Name: * alabama.gov

Issuer: GlobalSign
Organization Validation CA
- SHA256 - G2

2 Expires: 51 days

2 Valid From: 11/14/2017

* Valid To: 12/28/2018

W

L*]

W N

Serial: 1ESEF5DC112AEASB7C3330F3

* Algorithm: sha256RS5A

Organization: State of Alabama
Location: Montgomery AL US

ﬂ Common Name: GlobalSign Organization Validation CA - SHA256 - G2

* Issuer: GlobalSign

* Expires: 4 years

¥ Valid From: 8/2/2011
2 Valid To: 8/2/2022

-
F,

-
&

ﬂ Common Name: GlobalSign

* Issuer: GlobalSign

" Expires: Never

2 Valid From: 3/18/2009
2 Valid To: 3/18/2029

-
F,
-
&

Source: MX Toolbox, DNS MX Looku
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Serial: 0400000000013189C644C9
* Algorithm: sha256RS5A
Organization: GlobalSign nv-sa
Location: BE

* Serial: 04000000000121585308A2
* Algorithm: sha256RS5A
Organization: GlobalSign
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ARIZONA Accessed Nov. 07, 2018

https://azsos.gov/elections/voter-registration-historical-election-data
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ARIZONA
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Certificate

Common Name: 531334406 cloudflaressl.com

W

' Issuer: COMODO ECC

Diomain Validation Secure
Server CA 2
Expires: 6 months

" Valid From: 10/28/2018
* Valid To: 5/7/2015

F
-
-

* Serial: 00BCD97D8D306211C8B40F31E16BF02E00

Algorithm: sha256ECDSA

a Common Name: COMODO ECC Domain Validation Secure Server CA 2

[VEYEY]

' Issuer: COMODO ECC

Certification Authority
Expires: Never
Valid From: 9/24/2014

" Valid To: 9/24/2029

F

-
-
-

Serial: 5B25CE6907C4265566D3390C99A954AD
Algorithm: sha384ECDSA

* Organization: COMODO CA Limited
' Location: Salford Greater Manchester, GB

ﬂ Common Name: COMODO ECC Certification Authority

L%

[VEVEY]

' Issuer: COMODO ECC

Certification Authority
Expires: MNever
Valid From: 3/5/2008

' Valid To: 1/18/2038

-,
-
-
-
P

' Serial: 1TF47TAFAAB2007050544C019E9B63992A
' Algorithm: sha334ECDSA

* Organization: COMODO CA Limited

' Location: Salford Greater Manchester, GB

Source: MX Toolbox, DNS MX Lookup
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ARKANSAS

https://www.sos.arkansas.gov/elections/voter-information
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ARKANSAS

https://www.sos.arkansas.gov/elections/voter-information
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Certificate
Common Name: ina.arkansas.gov

¥ lssuer: COMODO RSA > Serial: SFDA4TAAZB0EC1918DA85C1DTTETICCE
Organization Validation 2 Algorithm: sha256RSA
Secure Server CA 2 Organization: Information Network of Arkansas

< Expires: 1year 10 months ~ » Location: Little Rock AR US

2 Valid From: 8/23/2018

2 Valid To: 8/23/2020

a Common Name: COMODO RSA Organization Validation Secure Server CA

¥ lssuer: COMODO RSA > Serial: 36525ETFB5A481937EFBD1736BB93CAG
Certification Authority 2 Algorithm: sha384RSA

2 Expires: Never 2 Organization: COMODO CA Limited

¥ valid From: 2/11/2014 2 Location: Salford Greater Manchester, GB

2 Valid To: 2/11/2029

a Common Name: COMODO RSA Certification Authority

2 lIssuer: COMODQ RSA 2 Serial: 4CAAFICADB636FEN1FFT4EDS5B038690D
Certification Authority 2 Algorithm: sha384RSA

2 Expires: Never 2 Organization: COMODO CA Limited

2 Valid From: 1/18/2010 2 Location: Salford Greater Manchester GB

» Valid To: 1/18/2038

Source: MX Toolbox, DNS MX Lookup Page 2



CALIFORNIA
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CALIFORNIA

https://voterstatus.sos.ca.gov/
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Certificate

Common Name: incapsula.com

TOOLBOX*
—_—

2 lIssuer: GlobalSign
CloudSSL CA - SHAZ256 -
G3

Expires: 6 months

* Valid From: 10/8/2018

* Valid To: 5/21/2019

Upgrade

' Serial: 1AA41BCFF4113A05F8ES47TE

Algorithm: sha256RSA

" Organization: Incapsula Inc
* Location: Dover,Delaware, US

a Common Name: GlobalSign CloudSSL CA - SHA256 - G3

* Issuer: GlobalSign Root
CA

* Expires: 7 years

Valid From: §/18/2015

* Valid To: 8/18/2025

a Common Name: GlobalSign Root CA

2 Issuer: GlobalSign Root
CA

* Expires: 9 years

Valid From: 9/1/1998

* Valid To: 1/28/2028

Source: MX Toolbox, DNS MX Lookup

Serial: 46F08CDBCF2C5466EF3301DD5F34
Algorithm: sha256R5A

* Organization: GlobalSign nv-za

Location: BE

Serial: 040000000001154B5AC394
Algorithm: shalRSA

* Organization: GlobalSign nv-sa

Location: BE

& 8 https://mxtoolbox.com/SuperTocl.aspx?action=https%3a%2f%2fvoterstatus.sos.ca.govI2f8run=toclpage

Delivery Center

Supertool  Monitoring ~

Blog

Accessed Nov. 07, 2018

w

Products

X
veE$ wx:
About Us Login

Page 2



COLORADO

https://www.sos.state.co.us/voter/

https:www.sos.state.co.us/

Source: MX Toolbox, DNS MX Lookup
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COLORADO Accessed Nov. 07, 2018

https://www.sos.state.co.us/voter/

'Z:Z' Metwork Tools: DNS,IP Email * + - *
& C & htips://mxtoolbox.com/SuperTool.aspx?action=https%3a%2f%2fwww.s0s.state.co.ust2fvoterdh2f+&run=toolpage# « VB ¥ ¥ :
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Certificate

a4 G Remind Me
Common Name: www.sos state co.us

* Issuer: Entrust Certification 2 Serial: 7ADEBC36F87A3CD20000000054CESFB3
Authority - LM 2 Algorithm: sha256R5A

* Organization: Colorado Secretary of State
* Location: Denver,Colorado US

* Expires: 1 year 7 months
Valid From: 4/11/2018
" Valid To: 6/12/2020

ﬂ Common Name: Entrust Certification Authority - L1M

Serial: 61ATETD20000000051D366A6
* Algorithm: sha256R5A
Organization: Entrust, Inc.

Location: US

Issuer: Entrust Root
Certification Authority - G2
Expires: Never

Valid From: 12/15/2014

* Valid To: 10/15/2030

ﬂ Common Name: Entrust Root Certification Authority - G2

Serial: 4A538C28

* Algorithm: sha256RSA
Organization: Entrust, Inc.
Location: US

* Issuer: Entrust Root
Certification Authority - G2
Expires: Never

Valid From: 7/7/2009

" Valid To: 12/7/2030

Source: MX Toolbox, DNS MX Lookup Page 2
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CONNECTICUT

https://voterregistration.ct.gov/OLVR/welcome.do

'Z:Z' Metwork Tools: DNS,IP Email b4 —+

&

6
—
" TOOLBOX*
—_—

8 https://mxtoolbox.com/SuperTool.aspx?action=https%3a%2f%2fvoterregistration.ct. gov3e2fOLVRI 2fwelcome.do+&run=toolpage

Certificate

Common Name: voterregistration.ct.gov

* Issuer: DigiCert SHAZ

High Assurance Server CA

' Expires: 1 year 4 months
* Valid From: 12/6/2016
* Valid To: 2/20/2020

' Serial: OF3C6189CA72B2AC1D2A30A368F6E383
* Algorithm: sha256RSA

* Organization: State of Connecticut

* Location: Hartford, Connecticut US

B Common Name: DigiCert SHAZ High Assurance Server CA

* Issuer: DigiCert High

Assurance EV Root CA

' Expires: 10 yesars

Valid From: 10/22/2013

' Valid To: 10/22/2028

' Serial: 04E1E7A4DCSCF2F36DC02B42B35D159F
* Algorithm: sha256RSA

* Organization: DigiCert Inc

" Location: US

a Common Name: DigiCert High Assurance EV Root CA

* Issuer: DigiCert High

Assurance EV Root CA
Expires: Never
Valid From: 11/9/2006

' Valid To: 11/9/2031

' Serial: 02AC5C266A0B409B8F0BTIF2AEAE2577
' Algorithm: sha1RSA

' Organization: DigiCert Inc

* Location: US

Source: MX Toolbox, DNS MX Lookup
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DELAWARE

https://ivote.de.gov/

https:ivote.de.gov/

Source: MX Toolbox, DNS MX Lookup
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DELAWARE

https://ivote.de.gov/

'Z:Z' Metwork Tools: DNS,IP Email b4 —+

C 8 htips://mxtoolbox.com/SuperTool.aspx?action=https%3a%2{%2fivote.de.govi2f+&run=toolpage
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Certificate

Common Name: elections delaware gov

* Issuer: DigiCert ECC
Secure Server CA

' Expires: 10 months

Valid From: 9/6/2018

' Valid To: 9/7/2015

Upgrade Delivery Center

* Serial: 052C13D24339AF25A11AEBF037F53570
" Algorithm: sha256ECDSA

* Organization: State of Delaware

* Location: Dover,Delaware, US

a Common Name: DigiCert ECC Secure Server CA

* Issuer: DigiCert Global 3

Root CA >
" Expires: 4 years 3
Valid From: 3/8/2013 J
' Valid To: 3/8/2023

" Serial: 0ACB28BA465EES3908767470F3CDCE12

Algorithm: sha384RSA

* Organization: DigiCert Inc
* Location: US

a Common Name: DigiCert Global Root CA

" Issuer: DigiCert Global 3

Root CA >
Expires: Never 3
Valid From: 11/9/2006 )
' Valid To: 11/9/2031

Source: MX Toolbox, DNS MX Lookup

" Serial: 063BE056904246B1A1756AC95991CT4A

Algorithm: sha1RSA

* Organization: DigiCert Inc
" Location: US
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FLORIDA Accessed Nov. 07, 2018

https://dos.myflorida.com/elections/

https:dos.myflorida.com/elections/ 2 https

Thumbnail
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Source: MX Toolbox, DNS MX Lookup Page 1



FLORIDA Accessed Nov. 07, 2018

https://dos.myflorida.com/elections/

'Z:Z' Metwork Tools: DNS,IP Email * + - *
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Certificate

R Primary | :
Common Name: dos myflorida.com Remind Me

-

+ Issuer: CloudFlara Inc 2 Serial: 0712018E20FFF6132F5791D50B4EF2F8
ECC CA-2 2 Algorithm: sha256ECDSA
" Expires: 12 months 2 Organization: CloudFlare, Inc.
Valid From: 10/22/2018 2 Location: San Francisco,CA,US
* Malid To: 10/23/2019

PRV RV

ﬂ Common Name: CloudFlare Inc ECC CA-2

Issuer: Baltimore 2 Serial: OFF3E61639AA3D1A1265F 41FBB34E5B6
CyberTrust Root 2 Algorithm: sha256RSA

W

Expires: 1 year 11 months * Organization: CloudFlare, Inc.
' Valid From: 10/14/2015 * Location: San Francisco,CA,US
* Valid To: 10/9/2020

PRV

ﬂ Common Name: Baltimore CyberTrust Root
¥ lssuer: Baltimore
CyberTrust Root
' Expires: 7 years
* Valid From: 5/12/2000
¢ Valid To: 5/12/2025

* Serial: 02000089

* Algorithm: shaiRSA

* Organization: Baltimore
" Location: IE

gt g

Source: MX Toolbox, DNS MX Lookup Page 2



GEORGIA

http://sos.ga.gov/index.php/elections

Metwork Tools: DNS,IP Email b4 —+
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HAWAII Accessed Nov. 07, 2018

https:elections.hawaii.gov/

https:elections.hawaii.gov/ BTG HTE 2 https

Thumbnail
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HAWAII

https:elections.hawaii.gov/

'::Z' Metwork Tools: DNS,IP Email b4 3 Office of Elections b4 | —+
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Certificate

Common Name: hawaii_.gov

¥ Issuer: CloudFlare Inc
ECC CA-2

2 Expires: 7 months

2 valid From: 5/31/2018

2 Valid To: 6/1/2019

Upgrade Delivery Center

2 Serial: 01CACOE497CB582936E 1D87F2906BBE3
2 Algorithm: sha256ECDSA

2 Organization: CloudFlare, Inc.

2 Location: San Francisco,CA US

ﬂ Common Name: CloudFlare Inc ECC CA-2

¥ lssuer: Baltimore
CyberTrust Root

2 Expires: 1yzar 11 months

2 Valid From: 10/14/2015

2 Valid To: 10/9/2020

2 Serial: 0FF3E51639AA3D1A1265F41F3B34E5B6
2 Algorithm: sha256R5A

> Organization: CloudFlare. Inc.

> Location: San Francisco,CAUS

H Common Name: Baltimore CyberTrust Root

2 Issuer: Baltimore
CyberTrust Root

2 Expires: 7 years

2 Valid From: 5/12/2000

2 Valid To: 5/12/2025

2 Serial: 02000089

2 Algorithm: sha1RSA
2 Organization: Baltimors
> Location: IE

Source: MX Toolbox, DNS MX Lookup
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IDAHO

https://sos.idaho.gov/elect/index.html

https:sos.idaho.gov/elect/index.html

Source: MX Toolbox, DNS MX Lookup
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IDAHO Accessed Nov. 07, 2018

https://sos.idaho.gov/elect/index.html

'Z:Z' Metwork Tools: DNS,IP Email ¥ @8 Office of Elections * | + - *
& & & https://mxtoolbox.com/SuperTool.aspx?action=https%3a%2f%2fsos.idaho.govi2felect®2findex.html+ &run=toolpage r v a3 ‘A’ :
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Certificate
a =3 -
Common Name: 551892647 cloudflaressl.com SEINGIE
2 Issuer: COMODO ECC 2 Serial: 00DBF64148A95A2E11B890BBE05637F15C
Domain Validation Secure 2 Algorithm: sha256ECDSA
Server CA 2
2 Expires: 6 months
2 Valid From: 5/10/2018
2 Valid To: 5/1/2019
ﬂ Common Name: COMODO ECC Domain Validation Secure Server CA 2
2 lIssuer: COMODO ECC 2 Serial: 5B25CER907C426556603390C99A954AD
Certification Authority 2 Algorithm: sha384ECDSA
2 Expires: Never 2 Organization: COMODO CA Limited
2 Valid From: 9/24/2014 2 Location: Salford, Greater Manchester, GB
2 Valid To: 9/24/2029
ﬂ Common Name: COMODO ECC Certification Authority
2 lssuer: AddTrust External 2 Serial: 4352023FFAAS901F139FE3F4ESC1444E
CA Root 2> Algorithm: sha384RSA
2 Expires: 1year 7 months 2 Organization: COMODO CA Limited
2 Valid From: 5/30/2000 2 Location: Salford, Greater Manchester, GB
2 Valid To: 5/30/2020
Page 2

Source: MX Toolbox, DNS MX Lookup



ILLINOIS Accessed Nov. 07, 2018

https://www.elections.il.gov/
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ILLINOIS Accessed Nov. 07, 2018

https://www.elections.il.gov/

'Z:Z' Metwork Tools: DNS,IP Email ¥ @8 Office of Elections * | + - *
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Certificate
8 &= Remind Me
Common Name: “.elections.il.gov
2 Issuer: Entrust Certification 2 Serial: 009BF16263A55043220000000050E6507F
Authority - LK 2 Algorithm: sha256RSA
2 Expires: 1year 10 months > Organization: State of lllinois: Department of Innovation and Technology
2 valid From: 8/17/2018 2 Location: Springfisld llinois US
2 Valid To: 8/17/2020
ﬂ Common Name: Entrust Certification Authority - L1K
¥ lIssuer: Entrust Root 2 Serial: 0EES4CC30000000051D37785
Certification Authority - G2 2 Algorithm: sha256R5A
¥ Expires: Never 2 Organization: Entrust, Inc.
2 Valid From: 10/5/2015 2 Location: US
¥ Valid To: 12/5/2030
ﬂ Common Name: Entrust Root Certification Authority - G2
¥ lIssuer: Entrust Root 2> Serial: 51D34044
Certification Authority 2 Algorithm: sha256RSA
J Expires: 6 years 2 Organization: Entrust, Inc.
2 Valid From: 9/22/2014 > Location: US
2 Valid To: 9/22/2024
Page 2

Source: MX Toolbox, DNS MX Lookup
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INDIANA Accessed Nov. 07, 2018

https://www.in.gov/sos/elections/
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e |
Certificate

& [ Primary . Remind Me
Common Name: in.gov

* Serial: 00F74879CTEB100A0BABSBESE5AZBAFEE1
Extendad Validation Secure * Algorithm: sha256RSA
Server CA * Organization: State of Indiana

' Expires: 1 year 1 months ¥ Location: Indianapolis IN,US

" Valid From: 11/28/2017

" Malid To: 11/29/2019

¥ lIssuer: COMODO RSA

-
F
-
F,
-

gt g

H Common Name: COMODO RSA Extended Validation Secure Server CA

L*]

* Serial: 06AT4380D4EBFED435B5A3FTE16ABDDE
Certification Authority * Algorithm: sha384RSA

" Expires: 8 years * Organization: COMODO CA Limited

Valid From: 2/11/2012 2 Location: Salford, Greater Manchester, GB

' WMalid To: 2/11/2027

' Issuer: COMODO RSA

-
F

-
F,
-

PRV V]

ﬂ Common Name: COMODO RSA Certification Authority

2 lIssuer: COMODO RSA ¥ Serial: 4CAAF9CADBG36FE01FFT4EDS5B03869D
Certification Authority 2 Algorithm: sha384RSA

2 Expires: Never 2 Organization: COMODO CA Limited

¥ Valid From: 1/18/2010 ¥ Location: Salford, Greater Manchester, GB

* Valid To: 1/18/2038

Source: MX Toolbox, DNS MX Lookup Page 2
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IOWA

https://sos.iowa.gov/elections/voterreg/

'Z:Z' Metwork Tools: DNS,IP Email b4 —+

<
—"
Certificate

Common Name: incapsula.com

TOOLBOX*
—_—

L)

Issuer: GlobalSign
CloudSSL CA - SHA256 -
G3

Expires: 8 months

Valid From: 6/25/2018
Valid To: 6/26/2019

WO NN

vvVy

Serial: 1F3AE21875860B4614F50322
Algorithm: sha256RSA
Organization: Incapsula Inc
Location: Dover, Delaware, US

ﬂ Common Name: GlobalSign CloudSSL CA - SHA256 - G3

2 Issuer: GlobalSign Root >

CA >
2> Expires: 7 ysars >
2 Valid From: 8/182015 >

2 Valid To: 8/18/2025

H Common Name: GlobalSign Root CA

2 lssuer: GlobalSign Root >
CA >
2> Expires: 9 years >
Valid From: 9/1/1998 >

L L")

Valid To: 1/28/2028

Source: MX Toolbox, DNS MX Lookup

Serial: 46F08CDECF2CE466EF3301DD5F34
Algorithm: sha256R5A

Organization: GlobalSign nv-sa

Location: BE

Serial: 040000000001154B5AC394
Algorithm: shalRSA
Organization: GlobalSign nv-sa
Location: BE

Upgrade

Delivery Center

C 8 https://mxtoolbox.com/SuperTool.aspx?action=https%3a%2f%2fsos.iowa.govib2felections%2fvoterinformation%2f@run=toolpage
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Certificate
a
Common Name: * ky gov
2 Issuer: DigiCert SHA2 2 Serial: 0A56844732E4FC99F37F634618A07TE4B
Secure Server CA 2 Algorithm: sha256RSA
2 Expires: 1 year 5 months 2 Organization: Commonwealth of Kentucky
2> Valid From: 3/14/2018 2 Location: Frankfort, Kentucky,US
2 valid To: 4/7/2020
ﬂ Common Name: DigiCert SHAZ Secure Server CA
2 lssuer: DigiCert Global 2 Serial: 01FDA3EBSECATSC888438B724BCFBCS
Root CA 2 Algorithm: sha256RSA
2 Expires: 4 years 2 Organization: DigiCart Inc
2 Valid From: 3/8/2013 ¥ Location: US
2 Valid To: 3/8/2023
ﬂ Common Name: DigiCert Global Root CA
2 Issuer: DigiCert Global 2 Serial: 083BE056904246B1A1756AC95991CT4A
Root CA 2 Algorithm: shalRSA
2 Expires: Never 2 Organization: DigiCert Inc
2 Valid From: 11/9/2006 2 Location: US
2 valid To: 11/9/2031
Page 2

Source: MX Toolbox, DNS MX Lookup
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Source: MX Toolbox, DNS MX Lookup

e
Wutary

Thumbnail

ov. 7 is the deadlind to reqister ta vote & person or by mail for
the Dec. B clection. Nov. 17 & the deadline to register to vate
onine for the Dec. © election

GO RN e bt View Election Results

e & Candate

Pl s O

ot s Fo B
Grmoes

Gut bwsatend
Al ntratee &

Gak Farrd & Fee e e
St U

i tasiy st
(m YOU A VOTER? W

Accessed Nov. 07, 2018

£ https

Page 1



LOUISIANA
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Certificate

Common Name: *.sos.la.gov

Issuer: DigiCert ECC
Secure Server CA

" Expires: 11 months
* Valid From: 10/4/2018
* Valid To: 10/5/2019

Serial: 0DSCEB262243C62ECEDASA18455322E2
* Algorithm: sha256ECDSA

Organization: Louisiana Secretary of State
Location: Baton Rouge, Louisiana, US

a Common Name: DigiCert ECC Secure Server CA

* Issuer: DigiCert Global

Root CA

" Expires: 4 years

Valid From: 3/8/2013

" Valid To: 3/8/2023

* Serial: 0ACB28BA465EE53908767470F3CDCE12
' Algorithm: sha334RSA

* Organization: DigiCert Inc

* Location: US

ﬂ Common Name: DigiCert Global Root CA

* Issuer: DigiCert Global

Root CA
Expires: Never
Valid From: 11/9/2006

' Valid To: 11/9/2031

' Serial: 083BE056904246B1A1756AC95991CT4A
' Algorithm: sha1RSA

' Organization: DigiCert Inc

* Location: US

Source: MX Toolbox, DNS MX Lookup
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MAINE
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https:www.maine.gov/sos/cec/elec/index.html

Source: MX Toolbox, DNS MX Lookup
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Certificate
a4 &3 Remind Me
Common Name: “maine.gov
¥ lssuer: RapidSSLRSACA 2 Serial: 020DF7BOEF4E0B0EIAEQ9IE3EY3234498
2018 2 Algorithm: sha256RSA
2 Expires: 43 days
¥ Valid From: 4/26/2018
2 Valid To: 12/20/2018
ﬂ Common Name: RapidSSL RSA CA 2018
¥ lIssuer: DigiCert Global 2 Serial: 08A5A246CD4B5C8CE3DT02B4BBABS349
Root CA 2 Algorithm: sha256RSA
2 Expires: 9 ysars 2 Organization: DigiCert Inc
2 Valid From: 11/6/2017 ¥ Location: US
2 Valid To: 11/6/2027
H Common Name: DigiCert Global Root CA
2 lIssuer: DigiCert Global 2 Serial: 083BE056904246B1A17T56AC95991CT4A
Root CA 2 Algorithm: sha1RSA
2 Expires: Never 2 Organization: DigiCart Inc
2 Valid From: 11/9/2006 2 Location: US
2 Valid To: 11/9/2031
Page 2

Source: MX Toolbox, DNS MX Lookup
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Source: MX Toolbox, DNS MX Lookup Page 3
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MARYLAND

https://results.elections.maryland.gov/

> https

https:results.elections.maryland.gov/

Thumbnail
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MARYLAND

https://results.elections.maryland.gov/

'Z:Z' Metwork Tools: DNS,IP Email b4 —+

c
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" TOOLBOX"
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i https://mxtoolbox.com/SuperTocl.aspx?action=https%3a%2f%2fresults.elections.maryland.govie2f&run=toclpage

Certificate

Upgrade  Delivery Center

Common Name: results elections maryland. gov

* Issuer: RapidSSL RSA CA

2018
Expires: 7 months
Valid From: 6/5/2018

' Valid To: 6/6/2019

' Serial: 02304265546D5D5F 36AC6726090A6160
' Algorithm: sha256RSA

a Common Name: RapidSSL RSA CA 2018

* Issuer: DigiCert Global

Root CA

' Expires: 9 years
" Valid From: 11/6/2017
* Valid To: 11/6/2027

* Serial: 08A5A246CD4B5C8CE30702B4BBABS349
* Algorithm: sha256R5A

* Organization: DigiCert Inc

" Location: US

a Common Name: DigiCert Global Root CA

" Issuer: DigiCert Global

Root CA
Expires: MNever
Valid From: 11/9/2006

' Valid To: 11/9/2031

' Serial: 083BE056904246B1A1756AC95991CT4A
' Algorithm: sha1RSA

' Organization: DigiCert Inc

* Location: US

Source: MX Toolbox, DNS MX Lookup
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MASSACHUSETTS

Accessed Nov. 07, 2018

www.sec.state.ma.us/ele/

https:www.sec.state.ma.us/ele/ 2 https

Thumbnail
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MASSACHUSETTS Accessed Nov. 07, 2018

www.sec.state.ma.us/ele/

'Z:Z' Metwork Tools: DNS,IP Email b4 —+ - X
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Certificate

a4 =@ Remind Me
Common Name: www sec state ma.us

" Serial: 09F6E2E3CEN5EB94F0C352B02CD4798A
* Algorithm: sha256RSA

* Organization: Commonwealth Of Massachusetts

* Location: Boston Massachuseits, US

* Issuer: DigiCert SHAZ
Secure Server CA
Expires: 6 months
Valid From: 4/8/2018
' Valid To: 5/6/2019

a Common Name: DigiCert SHAZ2 Secure Server CA

* Serial: 01FDA3EBGECATSCE88438B724BCFBCI1
" Algorithm: sha256RSA

* Organization: DigiCert Inc

" Location: US

* Issuer: DigiCert Global
Root CA

* Expires: 4 years

* Valid From: 3/8/2013

' Valid To: 3/8/2023

a Common Name: DigiCert Global Root CA

2 Issuer: DigiCert Global ¥ Serial: 083BE056904246B1A1756AC35991CT4A
Root CA 2 Algorithm: sha1RSA

2 Expires: Never ¥ Organization: DigiCert Inc

2 Valid From: 11/9/2006 2 Location: US

' Valid To: 11/9/2031

Source: MX Toolbox, DNS MX Lookup Page 2



MICHIGAN Accessed Nov. 07, 2018

https://webapps.sos.state.mi.us/MVIC/

https:webapps.sos.state.mi.us/MVIC/ < https

Thumbnail
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MICHIGAN Accessed Nov. 07, 2018

https://webapps.sos.state.mi.us/MVIC/

'Z:Z' Metwork Tools: DNS,IP Email * + - *
& C & htips://mxtoolbox.com/SuperTool.aspx?action=https%3a%2f%2fwww.sec.state.ma.us%2fele%2f+ &run=toolpage# « VB ¥ ¥ :
'_" TOOLBOX® Upgrade  Delivery Center  Superfool  Monitoring ~  Blog  Products  About Us Login i

—_—
Certificate

a =@ Remind Me
Common Name: www sec state ma.us

+ lssuer: DigiCert SHA2 2 Serial: 09F6E2E3CENSEG94F0C352B02CD4798A
Secure Server CA 2 Algorithm: sha256RSA

Expires: 6 months * Organization: Commonwealth Of Massachusetts
* Valid From: 4/8/2018
* Valid To: 5/6/2019

* Location: Boston Massachusetts US

B Common Name: DigiCert SHAZ Secure Server CA

2 Issuer: DigiCert Global 2 Serial: 01FDA3EBGECATSC858438B724BCFBCY
Root CA 2 Algorithm: sha256RSA

2 Expires: 4 years 2 Organization: DigiCert Inc

2 Valid From: 3/8/2013 ¥ Location: US

' Valid To: 3/8/2023

ﬂ Common Name: DigiCert Global Root CA

" Serial: 083BE056904246B1A1T56AC95991CT4A
* Algorithm: shaiRSA

* Organization: DigiCert Inc

" Location: US

* Issuer: DigiCert Global
Root CA

Expires: Never

" Valid From: 11/9/2006
' Valid To: 11/9/2031

Source: MX Toolbox, DNS MX Lookup Page 2



MINNESOTA Accessed Nov. 07, 2018

https://www.sos.state.mn.us/elections-voting/

https:www.sos.state.mn.us/elections-voting/ > https

Thumbnail

Source: MX Toolbox, DNS MX Lookup Page 1



MINNESOTA Accessed Nov. 07, 2018

https://www.sos.state.mn.us/elections-voting/

'Z:Z' Metwork Tools: DNS,IP Email * + - *
&« C & https//mxtoolbox.com/SuperTool.aspx?action=https%3a%2f%2fwww.sec.state.ma.us¥h2fele%2f+ &run=toolpage# #« VHA ¥ ‘A' :
._" TOOLBOX® Upgrade Delivery Center Supertool Monitoring « Blog Products About Us Login :

B —
Certificate

a =@ Remind Me
Common Name: www. 505 mn.gov

Serial: 7354DEGB41099399683429CCDCDAINFAS
* Algorithm: sha256RSA

Organization: State of Minnesota

Location: Saint Paul MN US

' Issuer: COMODO RSA
Extended Validation Secure
Server CA

' Expires: 1year 7 months

* Malid From: 6/4/2018

' Malid To: 6/4/2020

a Common Name: COMODO RSA Extended Validation Secure Server CA

* Serial: 06AT4380D4EBFED435B5A3FTE16ABDDE
" Algorithm: sha384RSA

* Organization: COMODO CA Limited

* Location: Salford, Greater Manchester, GB

' Issuer: COMODO RSA
Certification Authority

" Expires: § years

Valid From: 2/11/2012

' Valid To: 2/11/2027

a Common Name: COMODO RSA Certification Authority
2 Issuer: COMODO RSA 2 Serial: 4CAAF9CADBG3GFE01FF74EDA5B03869D
Certification Authority 2 Algorithm: sha384RSA
Expires: Never 2 Organization: COMODO CA Limited

Valid From: 1/18/2010 2 Location: Salford, Greater Manchester,GB
' Valid To: 1/18/2038

Source: MX Toolbox, DNS MX Lookup Page 2



MISSISSIPPI

http://www.sos.ms.gov/Elections-Voting/Pages/default.aspx

http:www.sos.ms.gov/Elections-Voting/Pages/default.aspx

Get alerted when your website goes DOWN with Uptime (hitp) Monitoring from MxToolbox

Server Type
Microsoft-11S/7.5

Source: MX Toolbox, DNS MX Lookup
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MISSOURI

https://www.sos.mo.gov/elections

https:www.sos.mo.gov/elections m

Source: MX Toolbox, DNS MX Lookup
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MISSOURI

https://www.sos.mo.gov/elections

'Z:Z' Metwork Tools: DNS,IP Email b4 —+
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i@ https://mxtoolbox.com/SuperTool.aspx?action=https%3a%2f%2fwww.sos.mo.govIe2felections + &run=toolpage

Certificate

Common Name: incapsula.com

* Issuer: GlobalSign

CloudSSL CA - SHA256 -
G3

Expires: 5 months

Valid From: 11/2/2018

" Valid To: 4/4/2019

Upgrade  Delivery Center

* Serial: 20CD4EAT6336C08816BT60A6
" Algorithm: sha256RSA

* Organization: Incapsula Inc

* Location: Dover, Delaware, US

a Commeon Name: GlobalSign CloudSSL CA - SHA256 - G3

* Issuer: GlobalSign Root

CA

* Expires: 7 years
* Valid From: 8/18/2015
* Valid To: 8/18/2025

H Common Name: GlobalSign Root CA

Source: MX Toolbox, DNS MX Lookup

* Issuer: GlobalSign Root

CA

" Expires: 9 years

Valid From: 9/1/1998

" Valid To: 1/28/2028

Serial: 46F08CDBCF2C5466EF33010D5F34
Algorithm: sha256RSA

Organization: GlobalSign nv-sa

Location: BE

* Serial: 040000000001154B5AC394
' Algorithm: sha1RSA

* Organization: GlobalSign nv-za

" Location: BE
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MONTANA Accessed Nov. 07, 2018

https://sosmt.gov/elections/

https:sosmt.gov/elections/ FIEIGETE > https

Thumbnail
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MONTANA Accessed Nov. 07, 2018

https://sosmt.gov/elections/

'Z:Z' MNetwork Toals: DNS,IP Email X @ Election & Voter Services - Mont X | + = X
& c i https://mxtoolbox.com/SuperTool.aspx?action=https%3a%2f%2fsosmt.govie2felections%2f+ &run=toolpage# Yr vAaE 3 ﬂ' :
._" TOOLBOX® Upgrade Delivery Center Supertool Monitoring - Blog Products About Us Login
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Certificate
a EEN3 i
Common Name: ssl380826.cloudflaressl.com SEMINGNE
2 lIssuer: COMODO ECC 2 Serial: 009B15870FAFT8ACB3DBASB5CBF1A19D28
Domain Validation Secure 2 Algorithm: sha256ECDSA
Server CA 2
2 Expires: 6 months
2 Valid From: 11/1/2018
2 Valid To: 5/11/2019
ﬂ Common Name: COMODO ECC Domain Validation Secure Server CA 2
2 Issuer: COMODO ECC 2 Serial: 5B25CER907C426556503390C99A954AD
Certification Authority 2 Algorithm: sha384ECDSA
2 Expires: Never 2 Organization: COMODO CA Limited
2 Valid From: 9/24/2014 2 Location: Salford, Greater Manchaster, GB
2 Valid To: 9/24/2029
H Common Name: COMODO ECC Certification Authority
2 lssuer: COMODO ECC 2 Serial: 1FA7TAFAAG2007050544C019E9B63992A
Certification Authority 2 Algorithm: sha334ECDSA
2 Expires: Never 2 Organization: COMODOQ CA Limited
2 Valid From: 3/5/2008 2> Location: Salford, Greater Manchester,GB
2 Valid To: 1/18/2038
Page 2

Source: MX Toolbox, DNS MX Lookup



NEBRASKA

http://www.sos.ne.gov/elec/2018/elections.html

http:www.sos.ne.gov/elec/2018/elections.html

Thumbnail
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Server Type Status ContentType

Apache 200 OK text/html

Source: MX Toolbox, DNS MX Lookup
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NEVADA Accessed Nov. 07, 2018

https://www.nvsos.gov/sos/elections

https:www.nvsos.gov/sos/elections/voters/registering-to-vote 2 https

Thumbnail
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National Voter
* Registration Act (NVRA)

FontSize: @@ [+] Feedt

Online Voter Registration
Online voter registration is now avallable for residents of all Nevada counties. Eligible voters can reg
and update their voter registration infor i line, including change of add: d affliati
issued Driver's License or ID s required.

Voter Registration
Verification Process

Voter Record Visit RegisterToVoteNV.gov to register to vote or update your registration online.

Maintenance
Military and Overseas Voters - visit our UOCAVA page for more information.

NevVoter - Statewide List

Source: MX Toolbox, DNS MX Lookup Page 1



NEVADA Accessed Nov. 07, 2018

https://www.nvsos.gov/sos/elections

'Z:Z' Metwork Tools: DNS,IP Email X ‘ Mevada Secretary of State : Electi X | ‘ MNevada Secretary of State : Regi= X | + - x
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Certificate

g EE=: ]
Common Name: 1 distilcdn.com Remind Me

' Issuer: DigiCert SHA2 2 Serial: 08AA16E1DET939A4331AAC214F1AIF5D
Secure Server CA 2 Algorithm: sha256RSA

" Expires: 2 years 2 Organization: DISTIL NETWORKS, INC.

Valid From: 10/29/2018 2 Location: Arlington VA US

* Valid To: 1/29/2021

L¥]

[PV RV

ﬂ Common Name: DigiCert SHAZ Secure Server CA

L*]

" Issuer: DigiCert Global Serial: 01FDA3SEBGECATSCE88438B724BCFBCI1

[PV

Root CA * Algorithm: sha256RSA
2 Expires: 4 years Organization: DigiCert Inc
2 Valid From: 3/8/2013 2 Location: US

" Valid To: 3/8/2023

ﬂ Common Name: DigiCert Global Root CA

¥ lssuer: DigiCert Global ¥ Serial: 083BE056904246B1A1756AC95991CT4A
Root CA 2 Mlgorithm: shaiRSA

2 Expires: Never » Organization: DigiCert Inc

¥ valid From: 11/9/2006 ¥ Location: US

* Valid To: 11/9/2031

Source: MX Toolbox, DNS MX Lookup Page 2



NEW HAMPSHIRE

http://sos.nh.gov/Elections.aspx

http:sos.nh.gov

Get alerted when your website goes DOWN with Uptime (http) Monitoring from MxToolbox

Thumbnail
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Server Type Status ContentType
Molly and John 200 OK text/html; charset=utf-8

Source: MX Toolbox, DNS MX Lookup
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https://www.njelections.org/
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NEW JERSEY Accessed Nov. 07, 2018

https://www.njelections.org/
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Certificate

8 & . Remind Me
Common Name: incapsula.com

J Serial: 3A47973D1B7D5BCCB5ESTATS
Algorithm: sha256R5A
Organization: Incapsula Inc

Location: Dover,Delaware US

* lssuer: GlobalSign
CloudSSL CA - SHA256 -
G3

Expires: 3 months

Valid From: 10/29/2018

* Valid To: 2/3/2019

ﬂ Common Name: GlobalSign CloudSSL CA - SHA256 - G3

Serial: 46F08CDBCF2C5466EF 3301DD5F34
Algorithm: sha256R5A

Organization: GlobalSign nv-sa

Location: BE

* Issuer: GlobalSign Root
CA

* Expires: 7 years

Valid From: 8/18/2015

* Valid To: 8/18/2025

ﬂ Common Name: GlobalSign Root CA

Serial: 040000000001154B5AC394
Algorithm: shalRSA
Organization: GlobalSign nv-sa
Location: BE

* lssuer: GlobalSign Root
CA

* Expires: 9 years

* Valid From: 9/1/19938

* Valid To: 1/28/2028

Source: MX Toolbox, DNS MX Lookup Page 2



NEW MEXICO Accessed Nov. 07, 2018

http://www.sos.state.nm.us/Voter Information/voter-information-overview.aspx

http:www.sos.state.nm.us/Voter_Information/voter-information-overview.aspx > http
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Server Type Status ContentType
200 OK text'html; charset=utf-8

Source: MX Toolbox, DNS MX Lookup Page 1
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NEW YORK

https://www.elections.ny.gov/

'Z:Z' Metwork Tools: DNS,IP Email b4 - Voter Information Cwverview b4 | —+
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Certificate

Common Name: *_elections.ny.gov

2 Issuer: COMODO RSA
Organization Validation
Secure Server CA
Expires: 2 months
Valid From: 10/8/2015

' Valid To: 1/8/2019

-
F.
F.
-
F.

Upgrade  Delivery Center

Serial: 00DD575BE1669AD55ACEDD0TDC3A40D4C2
Algorithm: sha256R5A

* Organization: New York State Board of Elections
' Location: Albany NY US

a Commeon Name: COMQDO RSA Organization Validation Secure Server CA

" Issuer: COMODO RSA
Certification Authority
Expires: Never

* Valid From: 2/11/2014
* Valid To: 2/11/2029

Serial: 36825E7TFB5A481937EFBD1736BB93CAG

* Organization: COMODO CA Limited
' Location: Salford, Greater Manchester, GB

2 Algorithm: sha384RS5A

ﬂ Common Name: COMODO RSA Certification Authority

" Issuer: COMODO RSA
Certification Authority
Expires: Never

Valid From: 1/18/2010
* Valid To: 1/18/2038

F.
-
F.
-

+ Serial: 4CAAF9CADBE36FEN1FFT4EDS5B03869D
" Algorithm: sha384RSA

* Organization: COMODO CA Limited

' Location: Salford, Greater Manchester, GB

Source: MX Toolbox, DNS MX Lookup
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NORTH CAROLINA

https://www.ncsbe.gov/index.html

https:www.ncsbe.gov/index.html

Source: MX Toolbox, DNS MX Lookup
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NORTH CAROLINA

https://www.ncsbe.gov/index.html

'Z:Z' Metwork Tools: DNS,IP Email b4 - Voter Information Cwverview b4 | —+
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i https://mxtoolbox.com/SuperTool.aspx?action=https%3a%2f%2 fwww.ncsbe.govie2findex.html+&run=toolpage

Certificate

Common Name: * ncsbe gov

Issuer: DigiCert SHAZ2
Secure Server CA

' Expires: 2 years
* Valid From: 10/16/2017
* Valid To: 12/16/2020

Upgrade  Delivery Center

Serial: 0FAG6345A800829796ED38EGSF45EE2BS
" Algorithm: sha256RSA

Organization: N.C. State board of Elections
Location: Raleigh,North Carolina,US

a Common Name: DigiCert SHAZ Secure Server CA

" Issuer: DigiCert Global

Root CA

" Expires: 4 years

Valid From: 3/8/2013

' Valid To: 3/8/2023

' Serial: 01FDA3EBGECATSCE88438B724BCFBCI1
' Algorithm: sha256RSA

* Organization: DigiCert Inc

* Location: US

a Common Name: DigiCert Global Root CA

* Issuer: DigiCert Global

Root CA
Expires: Never
Valid From: 11/9/2006

' Valid To: 11/9/2031

" Serial: 083BE056904246B1A1T56AC95991CT4A
* Algorithm: sha1RSA

' Organization: DigiCert Inc

' Location: US

Source: MX Toolbox, DNS MX Lookup
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NORTH DAKOTA
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https://sos.nd.gov/elections
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Thumbnail
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NORTH DAKOTA

https://sos.nd.gov/elections
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Certificate

Common Name: sos.nd.gov

' Issuer: COMODO RSA

Organization Validation
Secure Server CA

' Expires: 2 years

Valid From: 11/20/2017

* Valid To: 11/20/2020

Upgrade  Delivery Center

Serial: 0948A8D5B641F7ABB2C5AF28E20906E6
" Algorithm: sha256RSA

Organization: State of North Dakota

Location: Bismarck Morth Dakota, US

a Common Name: COMODO RSA Organization Validation Secure Server CA

' Issuer: COMODO RSA

Certification Authority
Expires: Mever
Valid From: 2/11/2014

* Valid To: 2/11/2029

' Serial: 36825ETFB5A481937EFGD1736BB93CAG
' Algorithm: sha384RSA

* Organization: COMODO CA Limited

' Location: Salford, Greater Manchester, GB

a Common Name: COMODO RSA Certification Authority

' lssuer: COMODO RSA

Certification Authority
Expires: Never

" Valid From: 1/18/2010
* Valid To: 1/18/2038

' Serial: 4CAAF9CADBGE36FEN1FFT4EDESB03869D
* Algorithm: sha384RSA

* Organization: COMODO CA Limited

' Location: Salford, Greater Manchaster GB

Source: MX Toolbox, DNS MX Lookup
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OHIO

https://www.sos.state.oh.us/elections/

'Z:Z' Metwork Tools: DNS,IP Email b4 - Voter Information Cwverview b4 | —+
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e
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Certificate

Common Name: sos state oh.us

L¥]

* Issuer: CloudFlare Inc
ECC CA-2

* Expires: 11 months

Valid From: 9/27/2018

' Valid To: 9/28/2019

[PV RV

-
-
F
-
F,
-

* Serial: 096E780D9B233567B3FBFSECD3531DC2
" Algorithm: sha256ECDSA

* Organization: CloudFlare, Inc.

* Location: San Francisco,CAUS

ﬂ Common Name: CloudFlare Inc ECC CA-2

L*]

' Issuer: Baltimore
CyberTrust Root

" Expires: 1 year 11 months

Valid From: 10/14/2015

' Valid To: 10/9/2020

PRV

-
#
»
#
-

" Serial: OFF3E61639AA3D1A1265F41FBB34E5B6

Algorithm: sha256RS5A

* Organization: CloudFlare, Inc.
2 Location: San Francisco,CA US

ﬂ Common Name: Baltimore CyberTrust Root

L* )

' Issuer: Baltimore
CyberTrust Root

' Expires: 7 years

* Valid From: 5/12/2000

' Valid To: 5/12/2025

W W

Source: MX Toolbox, DNS MX Lookup
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* Serial: 02000089

" Algorithm: sha1RSA

* Organization: Baltimore
" Location: IE
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Thumbnail
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OKLAHOMA

https://www.ok.gov/elections/

'Z:Z' Metwork Tools: DNS,IP Email X
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TOOLBOX*
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Common Name: Entrust Certification Authority - L1K

-
&

[ LY W)

Issuer: Entrust Root
Certification Authority - G2
Expires: 6 years

Valid From: 10/22/2014
Valid To: 10/23/2024

-
F.
F
-
F.

Serial: 51D360EE
Algorithm: sha256R5A

Organization: Entrust, Inc.

Location: US

Common Name: Entrust Root Certification Authority - G2

F,

(¥ ¥ ]

Issuer: Entrust Root
Certification Authority
Expires: 6 years
Valid From: 9/22/2014
Valid To: 9/22/2024

F,
-
F.
F

Serial: 51034044
Algorithm: sha256RSA

Organization: Entrust, Inc.

Location: US

Common Name: Entrust Root Certification Authority

(%)

LW LW )

lssuer: Entrust Root
Certification Authority
Expires: § years

Valid From: 11/27/2006
Valid To: 11/27/2026

Serial: 456B5054
Algorithm: sha1RSA

Organization: Entrust, Inc.

Location: US

Common Name: Entrust Root Certification Authority - G2

g N Ny

Issuer: Entrust Root
Certification Authority
Expires: § years
Valid From: 9/22/2014
Valid To: 9/22/2024

-
F
-
&
-

Serial: 51034044
Algorithm: sha256RSA

Organization: Entrust, Inc.

Location: US

Source: MX Toolbox, DNS MX Lookup
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Certificate
B = Remind Me
Common Name: ~.oregon.gov
2 lssuer: DigiCert SHA2 2 Serial: 025D041B4F6871A9524AF13333565A89
Secure Server CA 2 Algorithm: sha256RSA
2 Expires: 10 months 2 Organization: State of Oregon
> Valid From: 9/24/2018 » Location: Salem, Oregon,US
2 Valid To: 8/21/2019
a Common Name: DigiCert SHAZ Secure Server CA
2 lssuer: DigiCert Global 2 Serial: 01FDA3EBSECATSC858438B724BCFBCS1
Root CA 2 Algorithm: sha256R5A
2 Expires: 4 years 2 Organization: DigiCart Inc
> Valid From: 3/8/2013 ¥ Location: US
2 Valid To: 3/8/2023
ﬂ Common Name: DigiCert Global Root CA
2 lIssuer: DigiCert Global 2 Serial: 083BE056904246B1A1756AC95991CT4A
Root CA 2> Algorithm: sha1RSA
2 Expires: Never 2 Organization: DigiCert Inc
2 Valid From: 11/9/2006 2 Location: US
2 Valid To: 11/9/2031
Page 2

Source: MX Toolbox, DNS MX Lookup
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Certificate

a [ Primary Remind Me
Common Name: www.dos pa.gov

Serial: 00D50BF8BA32132A5A0000000050E3F338
' Algorithm: sha256RSA

Organization: Commonwealth of Pennsylvania
Location: Harrisburg,Pennsylvania,US

2 Issuer: Entrust Certification
Authority - L1K

" Expires: 1 year 11 months

Valid From: 6/18/2018

' Valid To: 9/17/2020

a Common Name: Entrust Certification Authority - L1K

* Serial: 51D360EE

* Algorithm: sha256RSA

* Organization: Entrust, Inc.
' Location: US

" Issuer: Entrust Root
Certification Authority - G2

' Expires: 6 years

" Valid From: 10/22/2014

* Valid To: 10/23/2024

a Common Name: Entrust Root Certification Authority - G2

* Serial: 51034044

' Algorithm: sha256RSA

* Organization: Entrust, Inc.
" Location: US

* Issuer: Entrust Root
Certification Authority

" Expires: 6 years

Valid From: 9/22/2014

' Valid To: 9/22/2024

a Common Name: Entrust Root Certification Authority

* Serial: 456B5054

' Algorithm: sha1RSA

* Organization: Entrust, Inc.
* Location: US

* Issuer: Entrust Root
Certification Authority

* Expires: 8 years

Valid From: 11/27/2006

" Valid To: 11/27/2026

Source: MX Toolbox, DNS MX Lookup Page 2
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RHODE ISLAND Accessed Nov. 07, 2018
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Certificate
ﬂ ﬁ-n Name: 551860944 cloudflaressl.com
2 Issuer: COMODO ECC 2 Serial: TDEB43324C66A4D7ET1CCCE3FI138C46
Domain Validation Secure 2 Algorithm: sha256ECDSA

Server CA 2
' Expires: 53 days
Valid From: 2/15/2018
* Valid To: 12/30/2018

a Common Name: COMODO ECC Domain Validation Secure Server CA 2

2 Issuer: COMODO ECC 2 Serial: 5B25CE6307C426556503390C99A954AD
Certification Authority 2 Algorithm: sha384ECDSA
Expires: Never 2 Organization: COMODO CA Limited
Valid From: 9/24/2014 2> Location: Salford, Greater Manchester, GB
' Valid To: 9/24/2029

a Common Name: COMODO ECC Certification Authority
3 * Serial: 1F4TAFAAG2007050544C019E9BE3992A

¢ Algorithm: sha384ECDSA

* Organization: COMODO CA Limited

' Location: Salford, Greater Manchaster GB

' Issuer: COMQDO ECC
Certification Authority
Expires: Never

* Valid From: 3/5/2008

* Valid To: 1/18/2038

Source: MX Toolbox, DNS MX Lookup Page 2
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SOUTH CAROLINA

https://www.scvotes.org/
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Certificate

Common Name: www scvotes org

Issuer: Thawte EV RSA
CA 2018

* Expires: 1 year 12 months

Valid From: 10/16/2018

* Valid To: 10/16/2020

Upgrade

Serial: 0F7170B335F79F8A36CE3CBB540D5CEBC
Algorithm: sha256RSA

Organization: South Carolina State Election Commission
Location: Columbia South Carolina, US

ﬂ Common Name: Thawte EV RSA CA 2018

* Issuer: DigiCert High

Assurance EV Root CA

* Expires: 9 years

Valid From: 11/6/2017

" Valid To: 11/6/2027

' Serial: 06968F964AE82356CT4E17C2B5365B00
" Algorithm: sha256R5A

* Organization: DigiCert Inc

" Location: US

a Commeon Name: DigiCert High Assurance EV Root CA

Source: MX Toolbox, DNS MX Lookup

Issuer: DigiCert High
Assurance EV Root CA

Expires: Never

* Valid From: 11/9/2006
* Valid To: 11/9/2031

' Serial: 02AC5C266A0B409B8F0BTIF2AE462577
" Algorithm: shalRSA

* Organization: DigiCert Inc

' Location: U3
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Certificate

Common Name: sdopenforbusiness.com

Issuer: Entrust Certification
Authority - L1M

Expires: 6 months

* Valid From: 5/2/2017

* Valid To: 5/4/2019

* Serial: 48331C6CDD158386B0000000054CD6000
" Algorithm: sha256RSA

* Organization: State of South Dakota

* Location: Pierre, South Dakota, US

a Common Name: Entrust Certification Authority - L1M

* Serial: 61A1ETD20000000051D366A6
" Algorithm: sha256RSA

* Organization: Entrust, Inc.

" Location: US

* Issuer: Entrust Root
Certification Authority - G2
Expires: Never

Valid From: 12/15/2014

' Valid To: 10/15/2030

a Common Name: Entrust Root Certification Authority - G2

2 lssuer: Entrust Root 2 Serial: 51034044
Certification Authority 2 Algorithm: sha256RSA

2 Expires: 6 years ¥ Organization: Enirust, Inc.

2 Valid From: 9/22/2014 ¥ Location: US

' Valid To: 9/22/2024

a Commeon Name: Entrust Root Certification Authority
] " Serial: 45685054

' Algorithm: sha1RSA

* Organization: Entrust, Inc.

* Location: US

" Issuer: Entrust Root
Certification Authority

" Expires: & years

Valid From: 11/27/2006

* Valid To: 11/27/2026

Source: MX Toolbox, DNS MX Lookup Page 2



TENNESSEE Accessed Nov. 07, 2018

https://sos.tn.gov/elections

https:sos.tn.gov/elections 2 https

Thumbnail

a

¥

Tennessee
S y of State

L Register 1o Voto Orfine

Source: MX Toolbox, DNS MX Lookup Page 1



TENNESSEE Accessed Nov. 07, 2018

https://sos.tn.gov/elections

'Z:Z' Metwork Tools: DNS,IP Email X - Voter Infermation Overview X | + - x
& &} i https://mxtoolbox.com/SuperTool.aspx?action=https%3a%2f%2fsos.tn.govit2felections+&run=toolpage v VvVEea3$ ‘ﬂ' :
._" TOOLBOX® Upgrade Delivery Center Supertool Monitoring - Blog Products About Us Login )

—_—
Certificate

Common Name: sos tn.gov

+ lIssuer: Entrust Certification
Authority - L1K

" Expires: 1year 5 months

Valid From: 3/12/2018

' Valid To: 3/31/2020

* Serial: 236780AFC11DC3220000000050EC0E9B4
* Algorithm: sha256RSA

* Organization: State of Tennesses

* Location: Nashville Tennessee, US

PRV RV

a Common Name: Entrust Certification Authority - L1K

Issuer: Entrust Root 2 Serial: 51D360CF
Certification Authority - G2~ 2 Algorithm: sha256RSA

W

Expires: 6 years
' Valid From: 8/26/2014
* Valid To: 8/27/2024

* Organization: Entrust, Inc.
" Location: US

[VEVEV]

H Common Name: Entrust Root Certification Authority - G2

2 Issuer: Entrust Root 2> Serial: 51034044
Certification Authority 2 Algorithm: sha256RSA

2 Expires: 6 years 2 Organization: Enirust, Inc.

> Valid From: 9/22/2014 2 Location: US

' Valid To: 9/22/2024
a Common Name: Entrust Root Certification Authority

Serial: 456B5054

* Algorithm: sha1RSA
Organization: Entrust, Inc.
Location: US

Issuer: Entrust Root
Certification Authority

" Expires: 8 years

Valid From: 11/27/2006
* Valid To: 11/27/2026

Source: MX Toolbox, DNS MX Lookup Page 2
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Certificate

B [ Primary Remind Me
Common Name: ~.sos.state.tx.us -

2 Issuer: Go Daddy Secure 2 Serial: 00AF1505F3B3296709
Certificate Autharity - G2 2 Algorithm: sha256RSA
2 Expires: 3 months
2 Valid From: 2/2/2016
2 Valid To: 2/2/2019
ﬂ Common Name: Go Daddy Secure Certificate Authority - G2
2 Issuer: Go Daddy Roat 2> Serial: 07
Certificate Autharity - G2 2 Algorithm: sha256RSA
2 Expires: Never 2 Organization: GoDaddy.com, Inc
2 Valid From: 5/3/2011 2 Location: Scottsdale Arizana US
2 Valid To: 5/3/2031
H Common Name: Go Daddy Root Certificate Authority - G2
2 lssuer: Go Daddy Root 2 Serial: 00
Certificate Authority - G2 2 Algorithm: sha256R5A
> Expires: Never 2 Organization: GoDaddy.com, Inc.
2> Valid From: 8/31/2009 2> Location: Scottsdale,Arizona US
2 Valid To: 12/31/2037

Source: MX Toolbox, DNS MX Lookup Page 2
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Certificate

Common Name: “.utah.gov

2 Issuer: COMODO RSA
Organization Validation
Secure Server CA

" Expires: 1year 12 months

Valid From: 10/22/2017

' Valid To: 10/22/2020

W

Upgrade  Delivery Center

2 Serial: 00E19A9C374B5AADS95093F014F 4226382
2 Algorithm: sha256R5A

2 Organization: State of Utah - DTS

2 Location: Salt Lake City,Utah,US

ﬂ Common Name: COMODO RSA Organization Validation Secure Server CA

L¥ ]

' Issuer: COMODO RSA
Certification Authority
Expires: Never

" Valid From: 2/11/2014
* Valid To: 2/11/2029

W

2 Serial: 36825ETFB5A481937EF6D1736BBY3CAG
2 Algorithm: sha384RSA

2 Organization: COMODO CA Limited

2 Location: Salford, Greater Manchaster, GB

ﬂ Common Name: COMODO RSA Certification Authority

L%

* Issuer: COMODO RSA
Certification Authority
Expires: Mever

Valid From: 1/18/2010
' Valid To: 1/18/2038

[VEVEY]

2> Serial: 4CAAF9CADBS36FEQ1FFT4EDS5B03869D
2 Algorithm: sha384RSA

2 Organization: COMODO CA Limited

» Location: Salford,Greater Manchester, GB

Source: MX Toolbox, DNS MX Lookup
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Certificate

Common Name: www sec state vt.us

2 Issuer: DigiCert SHAZ

Extended Validation Server
CA
Expires: 8 months

" Valid From: 4/24/2018
' Valid To: 6/28/2019

* Serial: 03359E7465D47CDBAF75025643432616
Algorithm: sha256RS5A

* Organization: Vermont Secretary of State

" Location: Montpelier, Vermont,US

B Common Name: DigiCert SHAZ Extended Validation Server CA

+ Issuer: DigiCert High

Assurance EV Root CA

" Expires: 10 years

Valid From: 10/22/2013

' Valid To: 10/22/2028

* Serial: 0CT9A544B08C11952092615FE26B1D83
* Algorithm: sha256RSA

* Organization: DigiCert Inc

* Location: US

a Common Name: DigiCert High Assurance EV Root CA

* Issuer: DigiCert High

Assurance EV Root CA
Expires: Never
Valid From: 11/9/2006

" Valid To: 11/9/2031

" Serial: 02AC5C266A0B409B8F0BTIF2AE4625TT
¢ Algorithm: shaiR3A

* Organization: DigiCert Inc

" Location: US

Source: MX Toolbox, DNS MX Lookup
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Certificate
8 Remind Me
Common Name: veris.sbe.virginia.gov
¥ Issuer: GeoTrust RSA CA 2 Serial: 07TAAC163805ATAODA390358BA2505BA95
2018 2 Algorithm: sha256RSA
2 Expires: 1year 1 months 2 Organization: Virginia Department of Elections
¥ Valid From: 8/1/2018 > Location: Richmond, Virginia,US
2 Valid To: 11/27/2019
a Common Name: GeoTrust RSA CA 2018
¥ Issuer: DigiCert Global 2 Serial: 0546FE1823FTE1941DA39FCE14C46173
Root CA 2 Algorithm: sha256R5A
 Expires: 9 years 2 Organization: DigiCert Inc
2 Valid From: 11/6/2017 2> Location: US
¥ Valid To: 11/6/2027
ﬂ Common Name: DigiCert Global Root CA
¥ lIssuer: DigiCert Global 2 Serial: 083BE056504246B1A1756AC35931CT4A
Root CA 2 Algorithm: shalRSA
2 Expires: Never 2 Organization: DigiCart Inc
2 Valid From: 11/9/2006 2 Location: US
2 Valid To: 11/9/2031
Page 2

Source: MX Toolbox, DNS MX Lookup
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WASHINGTON
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Certificate

Common Name: ~.sos.wa.gov

" Issuer: DigiCert SHA2

Secure Server CA

" Expires: 1year 7 months

Valid From: 3/26/2018

' Valid To: 6/11/2020

Upgrade  Delivery Center

Serial: 0E865DBE1A238664DBIDA0EAC2CBE3249
* Algorithm: sha256RSA

Organization: Washington Secretary of State
Location: Olympia,\Washington, US

a Common Name: DigiCert SHAZ Secure Server CA

* Issuer: DigiCert Global

Root CA

' Expires: 4 years
* Valid From: 3/8/2013
* Valid To: 3/8/2023

" Serial: 01FDA3EBGECATSCB88438B724BCFBC
" Algorithm: sha256RSA

* Organization: DigiCert Inc

" Location: US

a Common Name: DigiCert Global Root CA

* Issuer: DigiCert Global

Root CA
Expires: Mever
Valid From: 11/9/2006

' Valid To: 11/9/2031

* Serial: 083BE056504246B1A1756AC95991CT4A
' Algorithm: sha1RSA

* Organization: DigiCert Inc

* Location: US

Source: MX Toolbox, DNS MX Lookup
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https://sos.wv.gov/elections/
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Certificate

8 = . Remind Me
Common Name: “.wv.gov

' Issuer: DigiCert SHA2 2 Serial: 0ET9C867CA4CICTBA2TTBTEFABGIEBSE3
Secure Server CA 2 Algorithm: sha256RSA

L¥ )

Expires: 6 months * Organization: State of West Virginia
* Valid From: 10/18/2017 * Location: Charleston, West Virginia US
" Valid To: 5/3/2019

PRV

ﬂ Common Name: DigiCert SHAZ Secure Server CA

* Serial: 01FDA3EBGECATSCE88438B724BCFBCY1
" Algorithm: sha256RSA

* Organization: DigiCert Inc

" Location: US

v

Issuer: DigiCert Global
Root CA

Expires: 4 years

* Valid From: 3/8/2013
' Valid To: 3/8/2023

[PV RV

ﬂ Common Name: DigiCert Global Root CA

2 lssuer: DigiCert Global 2 Serial: 083BE056904246B1A1756AC95991CT4A
Root CA 2 AMlgorithm: shalRSA

2 Expires: Never 2 Organization: DigiCert Inc

2 Valid From: 11/9/2006 » Location: US

' Valid To: 11/9/2031

Source: MX Toolbox, DNS MX Lookup Page 2
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Certificate

Common Name: elections.wi.gov

* Issuer: DigiCert SHAZ

Secure Server CA
Expires: 8 months
Valid From: 6/25/2018

" Valid To: 7/1/2018

+

Serial: 0BD37855EBC0C9ADE10A2C909FC53B18
* Algorithm: sha256RSA

Organization: Wisconsin Elections Commission
Location: Madison, Wisconsin, US

a Common Name: DigiCert SHA2 Secure Server CA

" Issuer: DigiCert Global

Root CA

" Expires: 4 years

Valid From: 3/8/2013

' Valid To: 3/8/2023

' Serial: 01FDA3EBSECATSC888438B724BCFBCI1
' Algorithm: sha256RSA

* Organization: DigiCert Inc

* Location: US

a Common Name: DigiCert Global Root CA

* Issuer: DigiCert Global

Root CA
Expires: Never

" Valid From: 11/9/2006
* Valid To: 11/9/2031

" Serial: 083BE056904246B1A1T56AC95991CT4A
* Algorithm: sha1RSA

' Organization: DigiCert Inc

' Location: US

Source: MX Toolbox, DNS MX Lookup
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Certificate

Common Name: soswy.state. wy.us

" lssuer: Entrust Certification

Authority - L1K

* Expires: 2 years
* Valid From: 10/6/2018
* Valid To: 1/3/2021

Upgrade

Serial: 49D26D75FACE25480000000050EETEGD

* Algorithm: sha256RS5A

Organization: State of Wyoming
Location: Cheyenne, Wyoming, US

ﬂ Common Name: Entrust Certification Authority - L1K

* lIssuer: Entrust Root

Certification Authority - G2

* Expires: 6 yesars
" Valid From: 10/22/2014
* Valid To: 10/23/2024

* Serial: 51D360EE

Algorithm: sha256R5A

* Organization: Entrust, Inc.
" Location: US

a Common Name: Entrust Root Certification Authority - G2

* Issuer: Entrust Root

Certification Authority

" Expires: 6 years

Valid From: 9/22/2014

" Valid To: 9/22/2024

* Serial: 51034044

* Algorithm: sha256RSA

* Organization: Entrust, Inc.
* Location: US

ﬂ Common Name: Entrust Root Certification Authority

* Issuer: Entrust Root

Certification Authority

* Expires: 8 years

Valid From: 11/27/2006

" Valid To: 11/27/2026

Source: MX Toolbox, DNS MX Lookup
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Organization: Entrust, Inc.
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Summary

		Description		State		Certificate Authority		Key Server Location (non-US)

		Only five (5) states do not appear to use third party digital certificate authorities

				Alaska		Unknown		Unknown

				Kansas		Unknown		Unknown

				Nebraska		Unknown		Unknown

				New Hampshire		Unknown		Unknown

				New Mexico		Unknown		Unknown

		Ten (10 )states use COMODO RSA certificate authorities and servers offshore using a British company run by Brit Melihwith ABDULHAYOGLU with approximately seven (7) iterations of holdings related to COMODO HOLDINGS LIMITED, Co. No. 10518643, namely Comodo Limited Co. No. 05239532, Sectigo Limited Co. No. 04058690, Comodo Holdings Limited Co. No. 10518643, Comodo Security Solutions Limited Co. No. 06505055, Comodo Trustees Limited Co. No. 06019966, Comodo Trustix Limited Co. No. 04943805, Comodo Group Co. No. 09899540

				Rhode Island		Comodo RSA		Sweden

				Arizona		Comodo RSA		UK

				Arkansas		Comodo RSA		UK

				Idaho		Comodo RSA		UK

				Indiana		Comodo RSA		UK

				Minnesota		Comodo RSA		UK

				Montana		Comodo RSA		UK

				New York		Comodo RSA		UK

				North Dakota		Comodo RSA		UK

				Utah		Comodo RSA		UK

		Two (2) states use CloudFlare-DigiCert with servers offshore owned by Hillary Clinton collegues from Thoma Bravo/ENTRUST San Franciso, California. In Dec. 2014, Cloudflare raised $110 million led Fidelity Investments with participation from Google Capital, Microsoft, Qualcomm, and Baidu (China, Cayman Island)

				Florida		DigiCert-CloudFlare		Ireland

				Hawaii		DigiCert-CloudFlare		Ireland

				Ohio		DigiCert-CloudFlare

		Nineteen (19) states use DigiCert owned by Hillary Clinton collegues from Thoma Bravo/ENTRUST San Franciso, California

				Connecticut		DigiCert

				Illinois		DigiCert

				Kentucky		DigiCert

				Lousiana		DigiCert

				Maine		DigiCert

				Maryland		DigiCert

				Massachusetts		DigiCert

				Michigan		DigiCert

				Nevada		DigiCert

				North Carolina		DigiCert

				Oregon		DigiCert

				South Carolina		DigiCert

				Tennessee		DigiCert

				Vermont		DigiCert

				Virginia		DigiCert

				Washington		DigiCert

				West Virginia		DigiCert

				Wisconsin		DigiCert

		Five (5) states use ENTRUST, associated with Hillary Clinton, Thoma Bravo, Michael Chertoff

				Colorado		ENTRUST

				Oklahoma		ENTRUST

				Pennsylvania		ENTRUST

				South Dakota		ENTRUST

				Wyoming		ENTRUST

		Five (5) states host their keys with GlobalSign offshore

				Alabama		GlobalSign		Belgium

				California		GlobalSign		Belgium

				Iowa		GlobalSign		Belgium

				Missouri		GlobalSign		Belgium

				New Jersey		GlobalSign		Belgium

		Two (2) states host their keys with Microsoft - a major Clinton Foundation donor

				Georgia		Microsoft

				Mississippi		Microsoft

		Two (2) state host their keys with GoDaddy/Amazon - a major Clinton Foundation donor

				Delaware		GoDaddy/Amazon

				Texas		GoDaddy/Amazon
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By State

		State		Certificate Authority		Server Location (non-US)		FEMA Region		Elections URL

		Alabama		GlobalSign		Belgium		4		https://sos.alabama.gov/alabama-votes/voter/register-to-vote 

		Alaska		Unknown				10		https://voterregistration.alaska.gov/ 

		Arizona		Comodo RSA		UK		9		https://azsos.gov/elections/voter-registration-historical-election-data 

		Arkansas		Comodo RSA		UK		6		https://www.sos.arkansas.gov/elections/voter-information 

		California		GlobalSign		Belgium		9		https://voterstatus.sos.ca.gov/ 

		Colorado		ENTRUST				8		https://www.sos.state.co.us/

		Connecticut		DigiCert				1		https://voterregistration.ct.gov/OLVR/welcome.do 

		Delaware		GoDaddy/Amazon				3		https://ivote.de.gov/ 

		Florida		DigiCert-CloudFlare		Ireland		4		https://dos.myflorida.com/elections/ 

		Georgia		Microsoft				4		http://sos.ga.gov/index.php/elections 

		Hawaii		DigiCert-CloudFlare		Ireland		9		https://elections.hawaii.gov/ 

		Idaho		Comodo RSA		UK		10		https://sos.idaho.gov/elect/index.html 

		Illinois		DigiCert				5		https://www.elections.il.gov/ 

		Indiana		Comodo RSA		UK		5		https://www.in.gov/sos/elections/ 

		Iowa		GlobalSign		Belgium		7		https://sos.iowa.gov/elections/voterinformation/

		Kansas		Unknown				7		http://www.kssos.org/elections/elections.html 

		Kentucky		DigiCert				4		https://www.sos.ky.gov/elections/ 

		Lousiana		DigiCert				6		https://www.sos.la.gov/ElectionsAndVoting/ 

		Maine		DigiCert				1		https://www.maine.gov/sos/cec/elec/index.html 

		Maryland		DigiCert				3		https://results.elections.maryland.gov/ 

		Massachusetts		DigiCert				1		https://www.sec.state.ma.us/ele/ 

		Michigan		DigiCert				5		https://webapps.sos.state.mi.us/MVIC/ 

		Minnesota		Comodo RSA		UK		5		https://www.sos.state.mn.us/elections-voting/ 

		Mississippi		Microsoft				4		http://www.sos.ms.gov/Elections-Voting/Pages/default.aspx 

		Missouri		GlobalSign		Belgium		7		https://www.sos.mo.gov/elections 

		Montana		Comodo RSA		UK		8		https://sosmt.gov/elections/ 

		Nebraska		Unknown				7		http://www.sos.ne.gov/elec/2018/elections.html 

		Nevada		DigiCert				9		https://www.nvsos.gov/sos/elections 

		New Hampshire		Unknown				1		http://sos.nh.gov/Elections.aspx 

		New Jersey		GlobalSign		Belgium		2		https://www.njelections.org/ 

		New Mexico		Unknown				6		http://www.sos.state.nm.us/Voter_Information/voter-information-overview.aspx

		New York		Comodo RSA		UK		2		https://www.elections.ny.gov/ 

		North Carolina		DigiCert				4		https://www.ncsbe.gov/index.html 

		North Dakota		Comodo RSA		UK		8		https://sos.nd.gov/elections 

		Ohio		DigiCert				5		https://www.sos.state.oh.us/elections/ 

		Oklahoma		ENTRUST				6		https://www.ok.gov/elections/ 

		Oregon		DigiCert				10		https://sos.oregon.gov/voting-elections/ 

		Pennsylvania		ENTRUST				3		https://www.dos.pa.gov/VotingElections/ 

		Rhode Island		Comodo RSA		Sweden		1		https://vote.sos.ri.gov/ 

		South Carolina		DigiCert				4		https://www.scvotes.org/ 

		South Dakota		ENTRUST				8		https://sdsos.gov/elections-voting/ 

		Tennessee		DigiCert				4		https://sos.tn.gov/elections 

		Texas		GoDaddy/Amazon				6		https://www.sos.state.tx.us/elections/ 

		Utah		Comodo RSA		UK		8		https://elections.utah.gov/ 

		Vermont		DigiCert				1		https://www.sec.state.vt.us/elections.aspx 

		Virginia		DigiCert				3		https://www.elections.virginia.gov/ 

		Washington		DigiCert				10		https://www.sos.wa.gov/elections/ 

		West Virginia		DigiCert				3		https://sos.wv.gov/elections/ 

		Wisconsin		DigiCert				5		https://elections.wi.gov/elections-voting 

		Wyoming		ENTRUST				8		https://soswy.state.wy.us/elections/ 
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By Certificate Authority

		State		Certificate Authority		Server Location (non-US)		FEMA Region

		Rhode Island		Comodo RSA		Sweden		1

		Arizona		Comodo RSA		UK		9

		Arkansas		Comodo RSA		UK		6

		Idaho		Comodo RSA		UK		10

		Indiana		Comodo RSA		UK		5

		Minnesota		Comodo RSA		UK		5

		Montana		Comodo RSA		UK		8

		New York		Comodo RSA		UK		2

		North Dakota		Comodo RSA		UK		8

		Utah		Comodo RSA		UK		8

		Connecticut		DigiCert				1

		Illinois		DigiCert				5

		Kentucky		DigiCert				4

		Lousiana		DigiCert				6

		Maine		DigiCert				1

		Maryland		DigiCert				3

		Massachusetts		DigiCert				1

		Michigan		DigiCert				5

		Nevada		DigiCert				9

		North Carolina		DigiCert				4

		Ohio		DigiCert				5

		Oregon		DigiCert				10

		South Carolina		DigiCert				4

		Tennessee		DigiCert				4

		Vermont		DigiCert				1

		Virginia		DigiCert				3

		Washington		DigiCert				10

		West Virginia		DigiCert				3

		Wisconsin		DigiCert				5

		Florida		DigiCert-CloudFlare		Ireland		4

		Hawaii		DigiCert-CloudFlare		Ireland		9

		Colorado		ENTRUST				8

		Oklahoma		ENTRUST				6

		Pennsylvania		ENTRUST				3

		South Dakota		ENTRUST				8

		Wyoming		ENTRUST				8

		Alabama		GlobalSign		Belgium		4

		California		GlobalSign		Belgium		9

		Iowa		GlobalSign		Belgium		7

		Missouri		GlobalSign		Belgium		7

		New Jersey		GlobalSign		Belgium		2

		Delaware		GoDaddy/Amazon				3

		Texas		GoDaddy/Amazon				6

		Georgia		Microsoft				4

		Mississippi		Microsoft				4

		Alaska		Unknown				10

		Kansas		Unknown				7

		Nebraska		Unknown				7

		New Hampshire		Unknown				1

		New Mexico		Unknown				6
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By Key Server Location

		State		Certificate Authority		Server Location (non-US)		FEMA Region

		Alabama		GlobalSign		Belgium		4

		California		GlobalSign		Belgium		9

		Iowa		GlobalSign		Belgium		7

		Missouri		GlobalSign		Belgium		7

		New Jersey		GlobalSign		Belgium		2

		Florida		DigiCert-CloudFlare		Ireland		4

		Hawaii		DigiCert-CloudFlare		Ireland		9

		Rhode Island		Comodo RSA		Sweden		1

		Arizona		Comodo RSA		UK		9

		Arkansas		Comodo RSA		UK		6

		Idaho		Comodo RSA		UK		10

		Indiana		Comodo RSA		UK		5

		Minnesota		Comodo RSA		UK		5

		Montana		Comodo RSA		UK		8

		New York		Comodo RSA		UK		2

		North Dakota		Comodo RSA		UK		8

		Utah		Comodo RSA		UK		8

		Connecticut		DigiCert				1

		Illinois		DigiCert				5

		Kentucky		DigiCert				4

		Lousiana		DigiCert				6

		Maine		DigiCert				1

		Maryland		DigiCert				3

		Massachusetts		DigiCert				1

		Michigan		DigiCert				5

		Nevada		DigiCert				9

		North Carolina		DigiCert				4

		Ohio		DigiCert				5

		Oregon		DigiCert				10

		South Carolina		DigiCert				4

		Tennessee		DigiCert				4

		Vermont		DigiCert				1

		Virginia		DigiCert				3

		Washington		DigiCert				10

		West Virginia		DigiCert				3

		Wisconsin		DigiCert				5

		Colorado		ENTRUST				8

		Oklahoma		ENTRUST				6

		Pennsylvania		ENTRUST				3

		South Dakota		ENTRUST				8

		Wyoming		ENTRUST				8

		Delaware		GoDaddy/Amazon				3

		Texas		GoDaddy/Amazon				6

		Georgia		Microsoft				4

		Mississippi		Microsoft				4

		Alaska		Unknown				10

		Kansas		Unknown				7

		Nebraska		Unknown				7

		New Hampshire		Unknown				1

		New Mexico		Unknown				6
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By FEMA Region

		State		Certificate Authority		Server Location (non-US)		FEMA Region

		Rhode Island		Comodo RSA		Sweden		1

		Connecticut		DigiCert				1

		Maine		DigiCert				1

		Massachusetts		DigiCert				1

		Vermont		DigiCert				1

		New Hampshire		Unknown				1

		New Jersey		GlobalSign		Belgium		2

		New York		Comodo RSA		UK		2

		Maryland/DC		DigiCert				3

		Virginia		DigiCert				3

		West Virginia		DigiCert				3

		Pennsylvania		ENTRUST				3

		Delaware		GoDaddy/Amazon				3

		Alabama		GlobalSign		Belgium		4

		Florida		DigiCert-CloudFlare		Ireland		4

		Kentucky		DigiCert				4

		North Carolina		DigiCert				4

		South Carolina		DigiCert				4

		Tennessee		DigiCert				4

		Georgia		Microsoft				4

		Mississippi		Microsoft				4

		Indiana		Comodo RSA		UK		5

		Minnesota		Comodo RSA		UK		5

		Illinois		DigiCert				5

		Michigan		DigiCert				5

		Ohio		DigiCert				5

		Wisconsin		DigiCert				5

		Arkansas		Comodo RSA		UK		6

		Lousiana		DigiCert				6

		Oklahoma		ENTRUST				6

		Texas		GoDaddy/Amazon				6

		New Mexico		Unknown				6

		Iowa		GlobalSign		Belgium		7

		Missouri		GlobalSign		Belgium		7

		Kansas		Unknown				7

		Nebraska		Unknown				7

		Montana		Comodo RSA		UK		8

		North Dakota		Comodo RSA		UK		8

		Utah		Comodo RSA		UK		8

		Colorado		ENTRUST				8

		South Dakota		ENTRUST				8

		Wyoming		ENTRUST				8

		California		GlobalSign		Belgium		9

		Hawaii		DigiCert-CloudFlare		Ireland		9

		Arizona		Comodo RSA		UK		9

		Nevada		DigiCert				9

		Idaho		Comodo RSA		UK		10

		Oregon		DigiCert				10

		Washington		DigiCert				10

		Alaska		Unknown				10
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