
Attribute Summaries of Election System Certificate Authorities by U.S. State, compiled Nov. 06, 2018
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See PDF Bookmarks for Certificate Authorities (CA), State by State

Description State Certificate Authority

Only five (5) states do not appear to use third party digital certificate authorities

Alaska Unknown

Kansas Unknown

Nebraska Unknown

New Hampshire Unknown

New Mexico Unknown

Rhode Island Comodo RSA

Arizona Comodo RSA

Arkansas Comodo RSA

Idaho Comodo RSA

Indiana Comodo RSA

Minnesota Comodo RSA

Montana Comodo RSA

New York Comodo RSA

North Dakota Comodo RSA

Utah Comodo RSA

Florida DigiCert-CloudFlare

Hawaii DigiCert-CloudFlare

Ohio DigiCert-CloudFlare

Connecticut DigiCert

Illinois DigiCert

Kentucky DigiCert

Lousiana DigiCert

Maine DigiCert

Maryland DigiCert

Massachusetts DigiCert

Michigan DigiCert

Nevada DigiCert

North Carolina DigiCert

Oregon DigiCert

Unknown

Unknown

Unknown

Unknown

Unknown

Key Server Location 

(non-US)

UK

UK

UK

Ireland

Ireland

Two (2) states use CloudFlare-DigiCert with servers offshore owned by Hillary Clinton collegues from 

Thoma Bravo/ENTRUST San Franciso, California. In Dec. 2014, Cloudflare raised $110 million led Fidelity 

Investments with participation from Google Capital, Microsoft, Qualcomm, and Baidu (China, Cayman 

Island)

Nineteen (19) states use DigiCert owned by Hillary Clinton collegues from Thoma Bravo/ENTRUST San 

Franciso, California

Ten (10 )states use COMODO RSA certificate authorities and servers offshore using a British company 

run by Brit Melihwith ABDULHAYOGLU with approximately seven (7) iterations of holdings related to 

COMODO HOLDINGS LIMITED, Co. No. 10518643, namely Comodo Limited Co. No. 05239532, Sectigo 

Limited Co. No. 04058690, Comodo Holdings Limited Co. No. 10518643, Comodo Security Solutions 

Limited Co. No. 06505055, Comodo Trustees Limited Co. No. 06019966, Comodo Trustix Limited Co. No. 

04943805, Comodo Group Co. No. 09899540

Sweden

UK

UK

UK

UK

UK

UK
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South Carolina DigiCert

Tennessee DigiCert

Vermont DigiCert

Virginia DigiCert

Washington DigiCert

West Virginia DigiCert

Wisconsin DigiCert

Five (5) states use ENTRUST, associated with Hillary Clinton, Thoma Bravo, Michael Chertoff

Colorado ENTRUST

Oklahoma ENTRUST

Pennsylvania ENTRUST

South Dakota ENTRUST

Wyoming ENTRUST

Five (5) states host their keys with GlobalSign offshore

Alabama GlobalSign

California GlobalSign

Iowa GlobalSign

Missouri GlobalSign

New Jersey GlobalSign

Two (2) states host their keys with Microsoft - a major Clinton Foundation donor

Georgia Microsoft

Mississippi Microsoft

Two (2) state host their keys with GoDaddy/Amazon - a major Clinton Foundation donor

Delaware GoDaddy/Amazon

Texas GoDaddy/Amazon

Belgium

Belgium

Belgium

Belgium

Belgium
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State Election Encryption Certificate Authorities by State (Alphabetical), compiled Nov. 06, 2018

State Certificate Authority Server Location (non-US) FEMA Region Elections URL

Alabama GlobalSign Belgium 4 https://sos.alabama.gov/alabama-votes/voter/register-to-vote 

Alaska Unknown 10 https://voterregistration.alaska.gov/ 

Arizona Comodo RSA UK 9 https://azsos.gov/elections/voter-registration-historical-election-data 

Arkansas Comodo RSA UK 6 https://www.sos.arkansas.gov/elections/voter-information 

California GlobalSign Belgium 9 https://voterstatus.sos.ca.gov/ 

Colorado ENTRUST 8 https://www.sos.state.co.us/

Connecticut DigiCert 1 https://voterregistration.ct.gov/OLVR/welcome.do 

Delaware GoDaddy/Amazon 3 https://ivote.de.gov/ 

Florida DigiCert-CloudFlare Ireland 4 https://dos.myflorida.com/elections/ 

Georgia Microsoft 4 http://sos.ga.gov/index.php/elections 

Hawaii DigiCert-CloudFlare Ireland 9 https://elections.hawaii.gov/ 

Idaho Comodo RSA UK 10 https://sos.idaho.gov/elect/index.html 

Illinois DigiCert 5 https://www.elections.il.gov/ 

Indiana Comodo RSA UK 5 https://www.in.gov/sos/elections/ 

Iowa GlobalSign Belgium 7 https://sos.iowa.gov/elections/voterinformation/

Kansas Unknown 7 http://www.kssos.org/elections/elections.html 

Kentucky DigiCert 4 https://www.sos.ky.gov/elections/ 

Lousiana DigiCert 6 https://www.sos.la.gov/ElectionsAndVoting/ 

Maine DigiCert 1 https://www.maine.gov/sos/cec/elec/index.html 

Maryland DigiCert 3 https://results.elections.maryland.gov/ 

Massachusetts DigiCert 1 https://www.sec.state.ma.us/ele/ 

Michigan DigiCert 5 https://webapps.sos.state.mi.us/MVIC/ 

Minnesota Comodo RSA UK 5 https://www.sos.state.mn.us/elections-voting/ 

Mississippi Microsoft 4 http://www.sos.ms.gov/Elections-Voting/Pages/default.aspx 

Missouri GlobalSign Belgium 7 https://www.sos.mo.gov/elections 

Montana Comodo RSA UK 8 https://sosmt.gov/elections/ 

Nebraska Unknown 7 http://www.sos.ne.gov/elec/2018/elections.html 

Nevada DigiCert 9 https://www.nvsos.gov/sos/elections 

New Hampshire Unknown 1 http://sos.nh.gov/Elections.aspx 

New Jersey GlobalSign Belgium 2 https://www.njelections.org/ 

New Mexico Unknown 6 http://www.sos.state.nm.us/Voter Information/voter-information-overview.aspx

New York Comodo RSA UK 2 https://www.elections.ny.gov/ 

North Carolina DigiCert 4 https://www.ncsbe.gov/index.html 

North Dakota Comodo RSA UK 8 https://sos.nd.gov/elections 

Ohio DigiCert 5 https://www.sos.state.oh.us/elections/ 

Oklahoma ENTRUST 6 https://www.ok.gov/elections/ 

Oregon DigiCert 10 https://sos.oregon.gov/voting-elections/ 

Pennsylvania ENTRUST 3 https://www.dos.pa.gov/VotingElections/ 

Rhode Island Comodo RSA Sweden 1 https://vote.sos.ri.gov/ 

South Carolina DigiCert 4 https://www.scvotes.org/ 

South Dakota ENTRUST 8 https://sdsos.gov/elections-voting/ 

Tennessee DigiCert 4 https://sos.tn.gov/elections 

Texas GoDaddy/Amazon 6 https://www.sos.state.tx.us/elections/ 

Utah Comodo RSA UK 8 https://elections.utah.gov/ 

Vermont DigiCert 1 https://www.sec.state.vt.us/elections.aspx 

Virginia DigiCert 3 https://www.elections.virginia.gov/ 

Washington DigiCert 10 https://www.sos.wa.gov/elections/ 

West Virginia DigiCert 3 https://sos.wv.gov/elections/ 

Wisconsin DigiCert 5 https://elections.wi.gov/elections-voting 

Wyoming ENTRUST 8 https://soswy.state.wy.us/elections/ 
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State Election Encryption Certificate Authorities by Certificate Authority  (Alphabetical), compiled Nov. 06, 2018

State Certificate Authority Server Location (non-US) FEMA Region

Rhode Island Comodo RSA Sweden 1

Arizona Comodo RSA UK 9

Arkansas Comodo RSA UK 6

Idaho Comodo RSA UK 10

Indiana Comodo RSA UK 5

Minnesota Comodo RSA UK 5

Montana Comodo RSA UK 8

New York Comodo RSA UK 2

North Dakota Comodo RSA UK 8

Utah Comodo RSA UK 8

Connecticut DigiCert 1

Illinois DigiCert 5

Kentucky DigiCert 4

Lousiana DigiCert 6

Maine DigiCert 1

Maryland DigiCert 3

Massachusetts DigiCert 1

Michigan DigiCert 5

Nevada DigiCert 9

North Carolina DigiCert 4

Ohio DigiCert 5

Oregon DigiCert 10

South Carolina DigiCert 4

Tennessee DigiCert 4

Vermont DigiCert 1

Virginia DigiCert 3

Washington DigiCert 10

West Virginia DigiCert 3

Wisconsin DigiCert 5

Florida DigiCert-CloudFlare Ireland 4

Hawaii DigiCert-CloudFlare Ireland 9

Colorado ENTRUST 8

Oklahoma ENTRUST 6

Pennsylvania ENTRUST 3

South Dakota ENTRUST 8

Wyoming ENTRUST 8

Alabama GlobalSign Belgium 4

California GlobalSign Belgium 9

Iowa GlobalSign Belgium 7

Missouri GlobalSign Belgium 7

New Jersey GlobalSign Belgium 2

Delaware GoDaddy/Amazon 3

Texas GoDaddy/Amazon 6

Georgia Microsoft 4

Mississippi Microsoft 4

Alaska Unknown 10

Kansas Unknown 7

Nebraska Unknown 7

New Hampshire Unknown 1

New Mexico Unknown 6
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State Election Encryption Certificate Authorities by Key Server Location  (Alphabetical), compiled Nov. 06, 2018

State Certificate Authority Server Location (non-US) FEMA Region

Alabama GlobalSign Belgium 4

California GlobalSign Belgium 9

Iowa GlobalSign Belgium 7

Missouri GlobalSign Belgium 7

New Jersey GlobalSign Belgium 2

Florida DigiCert-CloudFlare Ireland 4

Hawaii DigiCert-CloudFlare Ireland 9

Rhode Island Comodo RSA Sweden 1

Arizona Comodo RSA UK 9

Arkansas Comodo RSA UK 6

Idaho Comodo RSA UK 10

Indiana Comodo RSA UK 5

Minnesota Comodo RSA UK 5

Montana Comodo RSA UK 8

New York Comodo RSA UK 2

North Dakota Comodo RSA UK 8

Utah Comodo RSA UK 8

Connecticut DigiCert 1

Illinois DigiCert 5

Kentucky DigiCert 4

Lousiana DigiCert 6

Maine DigiCert 1

Maryland DigiCert 3

Massachusetts DigiCert 1

Michigan DigiCert 5

Nevada DigiCert 9

North Carolina DigiCert 4

Ohio DigiCert 5

Oregon DigiCert 10

South Carolina DigiCert 4

Tennessee DigiCert 4

Vermont DigiCert 1

Virginia DigiCert 3

Washington DigiCert 10

West Virginia DigiCert 3

Wisconsin DigiCert 5

Colorado ENTRUST 8

Oklahoma ENTRUST 6

Pennsylvania ENTRUST 3

South Dakota ENTRUST 8

Wyoming ENTRUST 8

Delaware GoDaddy/Amazon 3

Texas GoDaddy/Amazon 6

Georgia Microsoft 4

Mississippi Microsoft 4

Alaska Unknown 10

Kansas Unknown 7

Nebraska Unknown 7

New Hampshire Unknown 1

New Mexico Unknown 6
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State Election Encryption Certificate Authorities by FEMA Region (Alphabetical), compiled Nov. 06, 2018

State Certificate Authority Server Location (non-US) FEMA Region

Rhode Island Comodo RSA Sweden 1

Connecticut DigiCert 1

Maine DigiCert 1

Massachusetts DigiCert 1

Vermont DigiCert 1

New Hampshire Unknown 1

New Jersey GlobalSign Belgium 2

New York Comodo RSA UK 2

Maryland/DC DigiCert 3

Virginia DigiCert 3

West Virginia DigiCert 3

Pennsylvania ENTRUST 3

Delaware GoDaddy/Amazon 3

Alabama GlobalSign Belgium 4

Florida DigiCert-CloudFlare Ireland 4

Kentucky DigiCert 4

North Carolina DigiCert 4

South Carolina DigiCert 4

Tennessee DigiCert 4

Georgia Microsoft 4

Mississippi Microsoft 4

Indiana Comodo RSA UK 5

Minnesota Comodo RSA UK 5

Illinois DigiCert 5

Michigan DigiCert 5

Ohio DigiCert 5

Wisconsin DigiCert 5

Arkansas Comodo RSA UK 6

Lousiana DigiCert 6

Oklahoma ENTRUST 6

Texas GoDaddy/Amazon 6

New Mexico Unknown 6

Iowa GlobalSign Belgium 7

Missouri GlobalSign Belgium 7

Kansas Unknown 7

Nebraska Unknown 7

Montana Comodo RSA UK 8

North Dakota Comodo RSA UK 8

Utah Comodo RSA UK 8

Colorado ENTRUST 8

South Dakota ENTRUST 8

Wyoming ENTRUST 8

California GlobalSign Belgium 9

Hawaii DigiCert-CloudFlare Ireland 9

Arizona Comodo RSA UK 9

Nevada DigiCert 9

Idaho Comodo RSA UK 10

Oregon DigiCert 10

Washington DigiCert 10

Alaska Unknown 10

Compiled using MX Toolbox



ALABAMA Accessed Nov. 07, 2018 

https://sos.alabama.gov/alabama-votes/voter/register-to-vote  
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ALABAMA Accessed Nov. 07, 2018 

https://sos.alabama.gov/alabama-votes/voter/register-to-vote  
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ALASKA Accessed Nov. 07, 2018 

https://voterregistration.alaska.gov/  
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ALASKA Accessed Nov. 07, 2018 

https://voterregistration.alaska.gov/  
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ALASKA Accessed Nov. 07, 2018 

https://voterregistration.alaska.gov/  
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ARIZONA Accessed Nov. 07, 2018 

https://azsos.gov/elections/voter-registration-historical-election-data  
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ARIZONA Accessed Nov. 07, 2018 

https://azsos.gov/elections/voter-registration-historical-election-data  
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ARKANSAS Accessed Nov. 07, 2018 

https://www.sos.arkansas.gov/elections/voter-information  
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ARKANSAS Accessed Nov. 07, 2018 

https://www.sos.arkansas.gov/elections/voter-information  
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CALIFORNIA Accessed Nov. 07, 2018 

https://voterstatus.sos.ca.gov/  
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CALIFORNIA Accessed Nov. 07, 2018 

https://voterstatus.sos.ca.gov/  
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COLORADO Accessed Nov. 07, 2018 

https://www.sos.state.co.us/voter/  
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COLORADO Accessed Nov. 07, 2018 

https://www.sos.state.co.us/voter/  
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CONNECTICUT Accessed Nov. 07, 2018 

https://voterregistration.ct.gov/OLVR/welcome.do  
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CONNECTICUT Accessed Nov. 07, 2018 

https://voterregistration.ct.gov/OLVR/welcome.do  
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DELAWARE Accessed Nov. 07, 2018 

https://ivote.de.gov/  
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DELAWARE Accessed Nov. 07, 2018 

https://ivote.de.gov/  
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FLORIDA Accessed Nov. 07, 2018 

https://dos.myflorida.com/elections/  
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FLORIDA Accessed Nov. 07, 2018 

https://dos.myflorida.com/elections/  
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GEORGIA Accessed Nov. 07, 2018 

http://sos.ga.gov/index.php/elections  
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HAWAII Accessed Nov. 07, 2018 

https:elections.hawaii.gov/   
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HAWAII Accessed Nov. 07, 2018 

https:elections.hawaii.gov/   
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IDAHO Accessed Nov. 07, 2018 

https://sos.idaho.gov/elect/index.html  
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IDAHO Accessed Nov. 07, 2018 

https://sos.idaho.gov/elect/index.html  
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ILLINOIS Accessed Nov. 07, 2018 

https://www.elections.il.gov/  
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ILLINOIS Accessed Nov. 07, 2018 

https://www.elections.il.gov/  
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INDIANA Accessed Nov. 07, 2018 

https://www.in.gov/sos/elections/  
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INDIANA Accessed Nov. 07, 2018 

https://www.in.gov/sos/elections/  
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IOWA Accessed Nov. 07, 2018 

https://sos.iowa.gov/elections/voterreg/ 
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IOWA Accessed Nov. 07, 2018 

https://sos.iowa.gov/elections/voterreg/ 
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KANSAS Accessed Nov. 07, 2018 

http://www.kssos.org/elections/elections.html  
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KENTUCKY Accessed Nov. 07, 2018 

https://www.sos.ky.gov/elections/  
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KENTUCKY Accessed Nov. 07, 2018 

https://www.sos.ky.gov/elections/  
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LOUISIANA Accessed Nov. 07, 2018 

https://www.sos.la.gov/ElectionsAndVoting/  
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LOUISIANA Accessed Nov. 07, 2018 

https://www.sos.la.gov/ElectionsAndVoting/  

 

 
Source: MX Toolbox, DNS MX Lookup Page 2 

 

 

 



MAINE Accessed Nov. 07, 2018 

https://www.maine.gov/sos/cec/elec/index.html  
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MAINE Accessed Nov. 07, 2018 

https://www.maine.gov/sos/cec/elec/index.html  
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MAINE Accessed Nov. 07, 2018 

https://www.maine.gov/sos/cec/elec/index.html  
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MARYLAND Accessed Nov. 07, 2018 

https://results.elections.maryland.gov/  
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MARYLAND Accessed Nov. 07, 2018 

https://results.elections.maryland.gov/  

 

 
Source: MX Toolbox, DNS MX Lookup Page 2 

 



MASSACHUSETTS Accessed Nov. 07, 2018 

www.sec.state.ma.us/ele/  
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MASSACHUSETTS Accessed Nov. 07, 2018 

www.sec.state.ma.us/ele/  
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MICHIGAN Accessed Nov. 07, 2018 

https://webapps.sos.state.mi.us/MVIC/  

 

 
Source: MX Toolbox, DNS MX Lookup Page 1 

 

 

 

 



MICHIGAN Accessed Nov. 07, 2018 

https://webapps.sos.state.mi.us/MVIC/  
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MINNESOTA Accessed Nov. 07, 2018 

https://www.sos.state.mn.us/elections-voting/  
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MINNESOTA Accessed Nov. 07, 2018 

https://www.sos.state.mn.us/elections-voting/  
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MISSISSIPPI Accessed Nov. 07, 2018 

http://www.sos.ms.gov/Elections-Voting/Pages/default.aspx  

 

 
Source: MX Toolbox, DNS MX Lookup Page 1 

 



MISSOURI Accessed Nov. 07, 2018 

https://www.sos.mo.gov/elections  
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MISSOURI Accessed Nov. 07, 2018 

https://www.sos.mo.gov/elections  
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MONTANA Accessed Nov. 07, 2018 

https://sosmt.gov/elections/  
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MONTANA Accessed Nov. 07, 2018 

https://sosmt.gov/elections/  
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NEBRASKA Accessed Nov. 07, 2018 

http://www.sos.ne.gov/elec/2018/elections.html  

 

 
Source: MX Toolbox, DNS MX Lookup Page 1 

 



NEVADA Accessed Nov. 07, 2018 

https://www.nvsos.gov/sos/elections  
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NEVADA Accessed Nov. 07, 2018 

https://www.nvsos.gov/sos/elections  

 

 
Source: MX Toolbox, DNS MX Lookup Page 2 

 



NEW HAMPSHIRE Accessed Nov. 07, 2018 

http://sos.nh.gov/Elections.aspx  

 

 
Source: MX Toolbox, DNS MX Lookup Page 1 

 

 



NEW JERSEY Accessed Nov. 07, 2018 

https://www.njelections.org/  
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NEW JERSEY Accessed Nov. 07, 2018 

https://www.njelections.org/  
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NEW MEXICO Accessed Nov. 07, 2018 

http://www.sos.state.nm.us/Voter Information/voter-information-overview.aspx  
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NEW YORK Accessed Nov. 07, 2018 

https://www.elections.ny.gov/  

 

 
Source: MX Toolbox, DNS MX Lookup Page 1 

 

 

 



NEW YORK Accessed Nov. 07, 2018 

https://www.elections.ny.gov/  
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NORTH CAROLINA Accessed Nov. 07, 2018 

https://www.ncsbe.gov/index.html 
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NORTH CAROLINA Accessed Nov. 07, 2018 

https://www.ncsbe.gov/index.html 
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NORTH DAKOTA Accessed Nov. 07, 2018 

https://sos.nd.gov/elections  
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NORTH DAKOTA Accessed Nov. 07, 2018 

https://sos.nd.gov/elections  
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OHIO Accessed Nov. 07, 2018 

https://www.sos.state.oh.us/elections/  

 

 
Source: MX Toolbox, DNS MX Lookup Page 1 

 

 

 



OHIO Accessed Nov. 07, 2018 

https://www.sos.state.oh.us/elections/  

 

 
Source: MX Toolbox, DNS MX Lookup Page 2 

 

 

 

 



OKLAHOMA Accessed Nov. 07, 2018 

https://www.ok.gov/elections/  
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OKLAHOMA Accessed Nov. 07, 2018 

https://www.ok.gov/elections/  
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OREGON Accessed Nov. 07, 2018 

https://sos.oregon.gov/voting-elections/  
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OREGON Accessed Nov. 07, 2018 

https://sos.oregon.gov/voting-elections/  
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PENNSYLVANIA Accessed Nov. 07, 2018 

https://www.dos.pa.gov/VotingElections/  
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PENNSYLVANIA Accessed Nov. 07, 2018 

https://www.dos.pa.gov/VotingElections/  
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RHODE ISLAND Accessed Nov. 07, 2018 

https://vote.sos.ri.gov/  
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RHODE ISLAND Accessed Nov. 07, 2018 

https://vote.sos.ri.gov/  
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SOUTH CAROLINA Accessed Nov. 07, 2018 

https://www.scvotes.org/  
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SOUTH CAROLINA Accessed Nov. 07, 2018 

https://www.scvotes.org/  
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SOUTH CAROLINA Accessed Nov. 07, 2018 

https://www.scvotes.org/  

 

 
Source: MX Toolbox, DNS MX Lookup Page 3 

 

 

 



SOUTH DAKOTA Accessed Nov. 07, 2018 

https://sdsos.gov/elections-voting/  

 

 
Source: MX Toolbox, DNS MX Lookup Page 1 

 

 

 

 



SOUTH DAKOTA Accessed Nov. 07, 2018 

https://sdsos.gov/elections-voting/  

 

 
Source: MX Toolbox, DNS MX Lookup Page 2 

 



TENNESSEE Accessed Nov. 07, 2018 

https://sos.tn.gov/elections  
 

 
Source: MX Toolbox, DNS MX Lookup Page 1 

 

 

 

 



TENNESSEE Accessed Nov. 07, 2018 

https://sos.tn.gov/elections  
 

 
Source: MX Toolbox, DNS MX Lookup Page 2 

 



TEXAS Accessed Nov. 07, 2018 

https://www.sos.state.tx.us/elections/ 

 

 
Source: MX Toolbox, DNS MX Lookup Page 1 

 

 

 

 



TEXAS Accessed Nov. 07, 2018 

https://www.sos.state.tx.us/elections/ 

 

 
Source: MX Toolbox, DNS MX Lookup Page 2 

 

 

 

 



UTAH Accessed Nov. 07, 2018 

https:elections.utah.gov/ 

 

 
Source: MX Toolbox, DNS MX Lookup Page 1 

 

 

 

 



UTAH Accessed Nov. 07, 2018 

https:elections.utah.gov/ 

 

 
Source: MX Toolbox, DNS MX Lookup Page 2 

 



VERMONT Accessed Nov. 07, 2018 

https://www.sec.state.vt.us/elections.aspx 

 

 
Source: MX Toolbox, DNS MX Lookup Page 1 

 

 

 



VERMONT Accessed Nov. 07, 2018 

https://www.sec.state.vt.us/elections.aspx 

 

 
Source: MX Toolbox, DNS MX Lookup Page 2 

 



VIRGINIA Accessed Nov. 07, 2018 

https://www.elections.virginia.gov/ 

 

 
Source: MX Toolbox, DNS MX Lookup Page 1 

 

 

 



VIRGINIA Accessed Nov. 07, 2018 

https://www.elections.virginia.gov/ 

 

 
Source: MX Toolbox, DNS MX Lookup Page 2 

 

 

 



WASHINGTON Accessed Nov. 07, 2018 

https://www.sos.wa.gov/elections/ 

 

 
Source: MX Toolbox, DNS MX Lookup Page 1 

 

 



WASHINGTON Accessed Nov. 07, 2018 

https://www.sos.wa.gov/elections/ 

 

 
Source: MX Toolbox, DNS MX Lookup Page 2 

 

 

 

 



WASHINGTON Accessed Nov. 07, 2018 

https://www.sos.wa.gov/elections/ 

 

 
Source: MX Toolbox, DNS MX Lookup Page 3 

 

 



WEST VIRGINIA Accessed Nov. 07, 2018 

https://sos.wv.gov/elections/ 

 

 
Source: MX Toolbox, DNS MX Lookup Page 1 

 

 

 



WEST VIRGINIA Accessed Nov. 07, 2018 

https://sos.wv.gov/elections/ 

 

 
Source: MX Toolbox, DNS MX Lookup Page 2 

 



WISCONSIN Accessed Nov. 07, 2018 

https://elections.wi.gov/elections-voting 

 

 
Source: MX Toolbox, DNS MX Lookup Page 1 

 

 

 



WISCONSIN Accessed Nov. 07, 2018 

https://elections.wi.gov/elections-voting 

 

 
Source: MX Toolbox, DNS MX Lookup Page 2 

 



WYOMING Accessed Nov. 07, 2018 

https://soswy.state.wy.us/elections/ 

 

 
Source: MX Toolbox, DNS MX Lookup Page 1 

 

 

 



WYOMING Accessed Nov. 07, 2018 

https://soswy.state.wy.us/elections/ 

 

 
Source: MX Toolbox, DNS MX Lookup Page 2 
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Summary

		Description		State		Certificate Authority		Key Server Location (non-US)

		Only five (5) states do not appear to use third party digital certificate authorities

				Alaska		Unknown		Unknown

				Kansas		Unknown		Unknown

				Nebraska		Unknown		Unknown

				New Hampshire		Unknown		Unknown

				New Mexico		Unknown		Unknown

		Ten (10 )states use COMODO RSA certificate authorities and servers offshore using a British company run by Brit Melihwith ABDULHAYOGLU with approximately seven (7) iterations of holdings related to COMODO HOLDINGS LIMITED, Co. No. 10518643, namely Comodo Limited Co. No. 05239532, Sectigo Limited Co. No. 04058690, Comodo Holdings Limited Co. No. 10518643, Comodo Security Solutions Limited Co. No. 06505055, Comodo Trustees Limited Co. No. 06019966, Comodo Trustix Limited Co. No. 04943805, Comodo Group Co. No. 09899540

				Rhode Island		Comodo RSA		Sweden

				Arizona		Comodo RSA		UK

				Arkansas		Comodo RSA		UK

				Idaho		Comodo RSA		UK

				Indiana		Comodo RSA		UK

				Minnesota		Comodo RSA		UK

				Montana		Comodo RSA		UK

				New York		Comodo RSA		UK

				North Dakota		Comodo RSA		UK

				Utah		Comodo RSA		UK

		Two (2) states use CloudFlare-DigiCert with servers offshore owned by Hillary Clinton collegues from Thoma Bravo/ENTRUST San Franciso, California. In Dec. 2014, Cloudflare raised $110 million led Fidelity Investments with participation from Google Capital, Microsoft, Qualcomm, and Baidu (China, Cayman Island)

				Florida		DigiCert-CloudFlare		Ireland

				Hawaii		DigiCert-CloudFlare		Ireland

				Ohio		DigiCert-CloudFlare

		Nineteen (19) states use DigiCert owned by Hillary Clinton collegues from Thoma Bravo/ENTRUST San Franciso, California

				Connecticut		DigiCert

				Illinois		DigiCert

				Kentucky		DigiCert

				Lousiana		DigiCert

				Maine		DigiCert

				Maryland		DigiCert

				Massachusetts		DigiCert

				Michigan		DigiCert

				Nevada		DigiCert

				North Carolina		DigiCert

				Oregon		DigiCert

				South Carolina		DigiCert

				Tennessee		DigiCert

				Vermont		DigiCert

				Virginia		DigiCert

				Washington		DigiCert

				West Virginia		DigiCert

				Wisconsin		DigiCert

		Five (5) states use ENTRUST, associated with Hillary Clinton, Thoma Bravo, Michael Chertoff

				Colorado		ENTRUST

				Oklahoma		ENTRUST

				Pennsylvania		ENTRUST

				South Dakota		ENTRUST

				Wyoming		ENTRUST

		Five (5) states host their keys with GlobalSign offshore

				Alabama		GlobalSign		Belgium

				California		GlobalSign		Belgium

				Iowa		GlobalSign		Belgium

				Missouri		GlobalSign		Belgium

				New Jersey		GlobalSign		Belgium

		Two (2) states host their keys with Microsoft - a major Clinton Foundation donor

				Georgia		Microsoft

				Mississippi		Microsoft

		Two (2) state host their keys with GoDaddy/Amazon - a major Clinton Foundation donor

				Delaware		GoDaddy/Amazon

				Texas		GoDaddy/Amazon
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By State

		State		Certificate Authority		Server Location (non-US)		FEMA Region		Elections URL

		Alabama		GlobalSign		Belgium		4		https://sos.alabama.gov/alabama-votes/voter/register-to-vote 

		Alaska		Unknown				10		https://voterregistration.alaska.gov/ 

		Arizona		Comodo RSA		UK		9		https://azsos.gov/elections/voter-registration-historical-election-data 

		Arkansas		Comodo RSA		UK		6		https://www.sos.arkansas.gov/elections/voter-information 

		California		GlobalSign		Belgium		9		https://voterstatus.sos.ca.gov/ 

		Colorado		ENTRUST				8		https://www.sos.state.co.us/

		Connecticut		DigiCert				1		https://voterregistration.ct.gov/OLVR/welcome.do 

		Delaware		GoDaddy/Amazon				3		https://ivote.de.gov/ 

		Florida		DigiCert-CloudFlare		Ireland		4		https://dos.myflorida.com/elections/ 

		Georgia		Microsoft				4		http://sos.ga.gov/index.php/elections 

		Hawaii		DigiCert-CloudFlare		Ireland		9		https://elections.hawaii.gov/ 

		Idaho		Comodo RSA		UK		10		https://sos.idaho.gov/elect/index.html 

		Illinois		DigiCert				5		https://www.elections.il.gov/ 

		Indiana		Comodo RSA		UK		5		https://www.in.gov/sos/elections/ 

		Iowa		GlobalSign		Belgium		7		https://sos.iowa.gov/elections/voterinformation/

		Kansas		Unknown				7		http://www.kssos.org/elections/elections.html 

		Kentucky		DigiCert				4		https://www.sos.ky.gov/elections/ 

		Lousiana		DigiCert				6		https://www.sos.la.gov/ElectionsAndVoting/ 

		Maine		DigiCert				1		https://www.maine.gov/sos/cec/elec/index.html 

		Maryland		DigiCert				3		https://results.elections.maryland.gov/ 

		Massachusetts		DigiCert				1		https://www.sec.state.ma.us/ele/ 

		Michigan		DigiCert				5		https://webapps.sos.state.mi.us/MVIC/ 

		Minnesota		Comodo RSA		UK		5		https://www.sos.state.mn.us/elections-voting/ 

		Mississippi		Microsoft				4		http://www.sos.ms.gov/Elections-Voting/Pages/default.aspx 

		Missouri		GlobalSign		Belgium		7		https://www.sos.mo.gov/elections 

		Montana		Comodo RSA		UK		8		https://sosmt.gov/elections/ 

		Nebraska		Unknown				7		http://www.sos.ne.gov/elec/2018/elections.html 

		Nevada		DigiCert				9		https://www.nvsos.gov/sos/elections 

		New Hampshire		Unknown				1		http://sos.nh.gov/Elections.aspx 

		New Jersey		GlobalSign		Belgium		2		https://www.njelections.org/ 

		New Mexico		Unknown				6		http://www.sos.state.nm.us/Voter_Information/voter-information-overview.aspx

		New York		Comodo RSA		UK		2		https://www.elections.ny.gov/ 

		North Carolina		DigiCert				4		https://www.ncsbe.gov/index.html 

		North Dakota		Comodo RSA		UK		8		https://sos.nd.gov/elections 

		Ohio		DigiCert				5		https://www.sos.state.oh.us/elections/ 

		Oklahoma		ENTRUST				6		https://www.ok.gov/elections/ 

		Oregon		DigiCert				10		https://sos.oregon.gov/voting-elections/ 

		Pennsylvania		ENTRUST				3		https://www.dos.pa.gov/VotingElections/ 

		Rhode Island		Comodo RSA		Sweden		1		https://vote.sos.ri.gov/ 

		South Carolina		DigiCert				4		https://www.scvotes.org/ 

		South Dakota		ENTRUST				8		https://sdsos.gov/elections-voting/ 

		Tennessee		DigiCert				4		https://sos.tn.gov/elections 

		Texas		GoDaddy/Amazon				6		https://www.sos.state.tx.us/elections/ 

		Utah		Comodo RSA		UK		8		https://elections.utah.gov/ 

		Vermont		DigiCert				1		https://www.sec.state.vt.us/elections.aspx 

		Virginia		DigiCert				3		https://www.elections.virginia.gov/ 

		Washington		DigiCert				10		https://www.sos.wa.gov/elections/ 

		West Virginia		DigiCert				3		https://sos.wv.gov/elections/ 

		Wisconsin		DigiCert				5		https://elections.wi.gov/elections-voting 

		Wyoming		ENTRUST				8		https://soswy.state.wy.us/elections/ 



State Election Encryption Certificate Authorities by State (Alphabetical), compiled Nov. 06, 2018	


Compiled using MX Toolbox	
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By Certificate Authority

		State		Certificate Authority		Server Location (non-US)		FEMA Region

		Rhode Island		Comodo RSA		Sweden		1

		Arizona		Comodo RSA		UK		9

		Arkansas		Comodo RSA		UK		6

		Idaho		Comodo RSA		UK		10

		Indiana		Comodo RSA		UK		5

		Minnesota		Comodo RSA		UK		5

		Montana		Comodo RSA		UK		8

		New York		Comodo RSA		UK		2

		North Dakota		Comodo RSA		UK		8

		Utah		Comodo RSA		UK		8

		Connecticut		DigiCert				1

		Illinois		DigiCert				5

		Kentucky		DigiCert				4

		Lousiana		DigiCert				6

		Maine		DigiCert				1

		Maryland		DigiCert				3

		Massachusetts		DigiCert				1

		Michigan		DigiCert				5

		Nevada		DigiCert				9

		North Carolina		DigiCert				4

		Ohio		DigiCert				5

		Oregon		DigiCert				10

		South Carolina		DigiCert				4

		Tennessee		DigiCert				4

		Vermont		DigiCert				1

		Virginia		DigiCert				3

		Washington		DigiCert				10

		West Virginia		DigiCert				3

		Wisconsin		DigiCert				5

		Florida		DigiCert-CloudFlare		Ireland		4

		Hawaii		DigiCert-CloudFlare		Ireland		9

		Colorado		ENTRUST				8

		Oklahoma		ENTRUST				6

		Pennsylvania		ENTRUST				3

		South Dakota		ENTRUST				8

		Wyoming		ENTRUST				8

		Alabama		GlobalSign		Belgium		4

		California		GlobalSign		Belgium		9

		Iowa		GlobalSign		Belgium		7

		Missouri		GlobalSign		Belgium		7

		New Jersey		GlobalSign		Belgium		2

		Delaware		GoDaddy/Amazon				3

		Texas		GoDaddy/Amazon				6

		Georgia		Microsoft				4

		Mississippi		Microsoft				4

		Alaska		Unknown				10

		Kansas		Unknown				7

		Nebraska		Unknown				7

		New Hampshire		Unknown				1

		New Mexico		Unknown				6
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By Key Server Location

		State		Certificate Authority		Server Location (non-US)		FEMA Region

		Alabama		GlobalSign		Belgium		4

		California		GlobalSign		Belgium		9

		Iowa		GlobalSign		Belgium		7

		Missouri		GlobalSign		Belgium		7

		New Jersey		GlobalSign		Belgium		2

		Florida		DigiCert-CloudFlare		Ireland		4

		Hawaii		DigiCert-CloudFlare		Ireland		9

		Rhode Island		Comodo RSA		Sweden		1

		Arizona		Comodo RSA		UK		9

		Arkansas		Comodo RSA		UK		6

		Idaho		Comodo RSA		UK		10

		Indiana		Comodo RSA		UK		5

		Minnesota		Comodo RSA		UK		5

		Montana		Comodo RSA		UK		8

		New York		Comodo RSA		UK		2

		North Dakota		Comodo RSA		UK		8

		Utah		Comodo RSA		UK		8

		Connecticut		DigiCert				1

		Illinois		DigiCert				5

		Kentucky		DigiCert				4

		Lousiana		DigiCert				6

		Maine		DigiCert				1

		Maryland		DigiCert				3

		Massachusetts		DigiCert				1

		Michigan		DigiCert				5

		Nevada		DigiCert				9

		North Carolina		DigiCert				4

		Ohio		DigiCert				5

		Oregon		DigiCert				10

		South Carolina		DigiCert				4

		Tennessee		DigiCert				4

		Vermont		DigiCert				1

		Virginia		DigiCert				3

		Washington		DigiCert				10

		West Virginia		DigiCert				3

		Wisconsin		DigiCert				5

		Colorado		ENTRUST				8

		Oklahoma		ENTRUST				6

		Pennsylvania		ENTRUST				3

		South Dakota		ENTRUST				8

		Wyoming		ENTRUST				8

		Delaware		GoDaddy/Amazon				3

		Texas		GoDaddy/Amazon				6

		Georgia		Microsoft				4

		Mississippi		Microsoft				4

		Alaska		Unknown				10

		Kansas		Unknown				7

		Nebraska		Unknown				7

		New Hampshire		Unknown				1

		New Mexico		Unknown				6



State Election Encryption Certificate Authorities by Key Server Location  (Alphabetical), compiled Nov. 06, 2018	
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By FEMA Region

		State		Certificate Authority		Server Location (non-US)		FEMA Region

		Rhode Island		Comodo RSA		Sweden		1

		Connecticut		DigiCert				1

		Maine		DigiCert				1

		Massachusetts		DigiCert				1

		Vermont		DigiCert				1

		New Hampshire		Unknown				1

		New Jersey		GlobalSign		Belgium		2

		New York		Comodo RSA		UK		2

		Maryland/DC		DigiCert				3

		Virginia		DigiCert				3

		West Virginia		DigiCert				3

		Pennsylvania		ENTRUST				3

		Delaware		GoDaddy/Amazon				3

		Alabama		GlobalSign		Belgium		4

		Florida		DigiCert-CloudFlare		Ireland		4

		Kentucky		DigiCert				4

		North Carolina		DigiCert				4

		South Carolina		DigiCert				4

		Tennessee		DigiCert				4

		Georgia		Microsoft				4

		Mississippi		Microsoft				4

		Indiana		Comodo RSA		UK		5

		Minnesota		Comodo RSA		UK		5

		Illinois		DigiCert				5

		Michigan		DigiCert				5

		Ohio		DigiCert				5

		Wisconsin		DigiCert				5

		Arkansas		Comodo RSA		UK		6

		Lousiana		DigiCert				6

		Oklahoma		ENTRUST				6

		Texas		GoDaddy/Amazon				6

		New Mexico		Unknown				6

		Iowa		GlobalSign		Belgium		7

		Missouri		GlobalSign		Belgium		7

		Kansas		Unknown				7

		Nebraska		Unknown				7

		Montana		Comodo RSA		UK		8

		North Dakota		Comodo RSA		UK		8

		Utah		Comodo RSA		UK		8

		Colorado		ENTRUST				8

		South Dakota		ENTRUST				8

		Wyoming		ENTRUST				8

		California		GlobalSign		Belgium		9

		Hawaii		DigiCert-CloudFlare		Ireland		9

		Arizona		Comodo RSA		UK		9

		Nevada		DigiCert				9

		Idaho		Comodo RSA		UK		10

		Oregon		DigiCert				10

		Washington		DigiCert				10

		Alaska		Unknown				10
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