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Asia is leading the way in crypto adoption on a global scale. Join thousands of your peers to learn why.

Chuan Tian   

 Jul 13, 2017 at 17:00 UTC Updated Jul 13, 2017 at 22:30 UTC

Investment bank Goldman Sachs has been awarded a patent for its proposed “SETLcoin”
cryptocurrency settlement system.

The US Patent and Trademark Office (USPTO) published Goldman’s patent on July 11, entitled
“Cryptographic currency for securities settlement”. The bank made headlines when the existence of the
patent application was revealed in late 2015. 

The concept envisions a system for settling securities trades using a built-in cryptocurrency. When filed
in December of that year, the application notably outlined methods for exchanging SETLcoins for
digitized stocks for firms like Google and Microsoft, as well as cryptocurrencies, naming bitcoin and
litecoin in particular.

Here’s how Goldman describes the system:

“[A] SETLcoin wallet can house a single security or multiple denominations of the same security
(e.g., 1 IBM-S SETLcoin valued at 100 IBM shares). SETLcoin wallets may also house multiple
securities (e.g., 1 IBM-S SETLcoin and 2 GOOG-S SETLcoins). For example, a single IBM-S
SETLcoin may be exchangeable for one or more “GOOG” SETLcoins (i.e., Google shares), for
13,000 USD SETLcoins, 100 litecoins, and/or for 5 bitcoins.”

Goldman’s patent application was initially filed in October 2014. Paul Walker, co-head of the bank’s
technology division, and Phil Venables, chief information risk officer for Goldman, are listed as
inventors.

A representative for Goldman did not immediately respond to a request for comment.
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Currency Group, which invests in cryptocurrencies and blockchain startups.

Patent Goldman Sachs Securities

Nathan DiCamillo   

 Aug 19, 2019 at 16:00 UTC

Bank of America is seeking to patent a “partitioned” security system for digital currency wallets that
gives different users different levels of access to the stored funds.

The second-largest U.S. bank, based in Charlotte, N.C., filed an application entitled “Multi-Tiered Digital
Wallet Security” with the United States Patent and Trademark Office (USPTO) in February 2018. The
USPTO published the application last week and lists Manu Kurian, senior tech manager at the bank, as
the inventor.

The application describes the handling of digital currency with a multi-tiered wallet interface in a
decentralized peer-to-peer network. Users would be prompted to enter one password out of several,
and one password would open one tier of the wallet while another password would open a different tier.
(Think of a valet key that can open a car door but not the trunk.)

Conceptually, the proposal resembles certain types of multi-signature bitcoin wallets, which have been
around for years.

The background section of the application explains that there is a need for better digital wallet
infrastructure since private keys can be lost and third parties don’t let users exercise complete control
over their currency.
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Asia is leading the way in crypto adoption on a global scale. Join thousands of your peers to learn why.

Stan Higgins   

 Dec 1, 2015 at 22:50 UTC Updated Dec 4, 2015 at 15:53 UTC

Goldman Sachs filed a patent application last month for a securities settlement system based on a new
cryptocurrency called “SETLcoin”.

In a US Patent & Trademark Office application, dated 19th November, Goldman Sachs outlines a
“Cryptographic Currency For Securities Settlement” that allows peer-to-peer participants to exchange
cryptographic tokens representing securities with instant settlement.

The application states:

“Traders using the described technology exchange securities by presenting an open transaction on
the associated funds in their respective wallets. SETLcoin ownership is immediately transferred to a
new owner after authentication and verification, which are based on network ledgers within a peer-
to-peer network, guaranteeing nearly instantaneous execution and settlement.”

The exchange of SETLcoin takes place within a wallet software implementation, according to the
application, and utilizes a system of marking SETLcoins to represent particular securities, using shares in
IBM and Google shares as examples:

“An SETLcoin wallet or transaction can house a single security, as described above, or multiple
denominations of the same security (eg, 1 IBM-S SETLcoin valued at 100 IBM shares). SETLcoin
wallets or transactions may also house multiple securities (eg, 1 IBM-S SETLcoin and 2 GOOG-S
SETLcoins).”
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Bitcoin
BTC

$1
-1.08

Ethereum
ETH -2.6

Litecoin
LTC -4.9

XRP
XRP -3.8814%

Bitcoin Cash
BCH -3.80

SearchBlockchain 101 Technology Markets Business Data & Research Events

https://www.coindesk.com/events/asia-2019/register
https://www.coindesk.com/author/stan-higgins
https://www.coindesk.com/author/stan-higgins
mailto:stan@coindesk.com
https://www.twitter.com/mpmcsweeney
https://www.coindesk.com/author/stan-higgins/feed
https://www.coindesk.com/events/asia-2019/register
https://www.googleadservices.com/pagead/aclk?sa=L&ai=CkaB0hwtcXcrFFtDunATr2IjwCdj504VXht7K0McIwI23ARABINrXxTlgyYaAgMSk4BCgAb6SuvwDyAEC4AIAqAMByAOZBKoE7gFP0MxSsPlIjjpmc2zVnRZlCvuuulTG0xNqNVnws9tebO7aurIl3qPAiYybmUAA-NSQSdqlxQy-Bag9Tauutm-XTFi7hhzM8knCptdrhLI_gyEDkVtA3ye_Fi2QeoVRxPn5iSevgcJgThapdHwH8gV8wiEeMR4up5MZazJjdPAlOlJp5YZtO3VaSY5atRgUfG7k5ewqN_DR79I-7HWq7FDAltMolyODy0SDdGaWUoZse6Z5pe907iTTGBvMzv_FaV8KDpWLD0MnpajJlbxhGFJYYI5kyIjblVgyi763lSknw2QZfYMxLlhG7a-egYrn4AQBoAYCgAeq7cUDqAeOzhuoB9XJG6gHwdMbqAeF1BuoB4HUG6gHgtQbqAeG1BuoB4TUG6gHk9gbqAfg0xuoB7oGqAfZyxuoB8_MG6gHpr4bqAfz0RuoB-zVG9gHAdIIBwiAYRABGA3yCBthZHgtc3Vic3luLTc4NzQyMTg4MTg3NTUzNTmxCTX_XT_f6TErgAoDigroAWh0dHBzOi8vbW9uaXRvci5wcGNwcm90ZWN0LmNvbS92MS4wL3RlbXBsYXRlP2FjY2lkPTViZjg0ZTJlOWFiZjExM2NlMTA3ZTViNCZrdz0mbXQ9Jm53PWQmY3BuPTE2MDYzOTA3MjQmZGV2aT1jJmRldm09JmxvY3A9OTAxNDkxNiZsb2NpPSZwbD13d3cuY29pbmRlc2suY29tJmNyPTMyNzU5Nzg3MDQzNSZhZHA9bm9uZSZydWlkPTkyNDU0MzQzNzE3NTczNTk2MTQmc2FkdD0mdXJsPXt1bmVzY2FwZWRscHVybH3YEww&ae=1&num=1&cid=CAASEuRoFUxBLttunSBF8Lur0CW4Qw&sig=AOD64_3s1a5qX0JBcKclACbbYTfmqWq5fg&client=ca-pub-3605257360853185&adurl=https://www.fisherinvestments.com/en-us/campaigns/smo/lf%3Fcountry%3DUS%26alleycode%3DLF%26PC%3DGOOAL92E29%26CC%3D3G80%26utm_source%3DGoogle%26utm_medium%3Dbanner%26gclid%3DEAIaIQobChMIiqWp99uR5AIVUDeHCh1rLAKeEAEYASAAEgJ3r_D_BwE
https://www.coindesk.com/data
https://www.coindesk.com/price/bitcoin
https://www.coindesk.com/price/ethereum
https://www.coindesk.com/price/litecoin
https://www.coindesk.com/price/xrp
https://www.coindesk.com/price/bitcoin-cash
https://www.coindesk.com/
https://www.coindesk.com/information
https://www.coindesk.com/category/technology-news
https://www.coindesk.com/category/markets-news
https://www.coindesk.com/category/business-news
https://www.coindesk.com/data
https://www.coindesk.com/events


8/20/2019 Goldman Sachs Seeking Crypto Trade Settlement Patent - CoinDesk

https://www.coindesk.com/goldman-sachs-crypto-patent 2/4

“In some embodiments, PICS are issued (and destroyed) by highly authoritative entities,” the application
goes on to explain. “For example, dollars available on the SETLcoin network represented by, eg, PIC
‘USD’ may be authoritatively issued by, for example, the US Treasury.”

The application goes into further detail on other ways in which the cryptographic tokens can be marked
and exchanged.

“However, the described technology can issue PICS based on various other techniques (eg, network
node agreement, exchange regulation, lease or purchase, auction, etc) and can be named based on,
eg, a company’s name, its market symbol, its branding, its security name, availability, or a preferred
format (eg, length, abbreviation, etc.”

The application outlines the exchange of SETLcoins for other cryptocurrencies, naming bitcoin and
litecoin specifically.

“SETLcoins are exchangeable for, eg, other SETLcoins and/or other cryptographic currencies (eg,
peercoins). For example, a single IBM-S SETLcoin may be exchangeable for one or more ‘GOOG’
SETLcoins (i.e., Google shares), for 13,000 USD SETLcoins, 100 litecoins, and/or for 5 bitcoins,” the
application reads.

The bank is an investor in bitcoin payments startup Circle, having taken part in its $50m funding round
earlier this year.

The full patent application can be found here.

Hat tip to Bitcoin Magazine.
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CRYPTOGRAPHIC CURRENCY FOR 
SECURITIES SETTLEMENT 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

This application claims priority to U.S. Provisional Appli­
cation Ser. No. 61/994,650 filed May 16, 2014, the contents 
of which are incorporated herein by reference in their 
entirety for all purposes. 

FIELD 

10 

2 
data structures) a transaction message to nodes on a peer­
to-peer network. The transaction message includes the quan­
tity of virtual currency changing ownership (e.g., 4 bitcoins) 
and the receiver's (i.e., the new owner's) public key-based 
address. Transaction messages are sent through the Internet, 
without the need to trust a third party, so settlements are 
extremely timely and efficient. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a hardware diagram showing components of a 
typical computer system on which the described technology 
executes. 

The present disclosure relates generally to systems, appa­
ratuses, and methods for settling securities in financial 
markets using distributed, peer-to-peer, and cryptographic 
techniques. 

FIG. 2 a is diagram depicting an example enviroument 
15 within which the described technology may operate. 

BACKGROUND 

The settlement of securities involves a process whereby 
securities or interests in securities (e.g., debt, equity, or 
derivative contracts) are delivered, usually against payment 

20 

of money. A number of risks arise for the parties during the 
settlement interval that follows trading and precedes settle- 25 

ment. For example, after a trade for a security and before 
settlement, the rights of the purchaser are contractual and 
therefore personal; however, because such rights are merely 
personal, these rights are at risk in the event of the insol­
vency of the either counterparty to the trade. After settle- 30 

ment, the purchaser owns the securities, and the purchaser' 
rights are proprietary. Clearing involves modifYing contrac­
tual obligations to facilitate settlement. Clearing houses, 
such as the National Securities Clearing Corporation 
(NSCC), provide clearing, settlement, risk management, 35 

central counterparty services, and a guarantee of completion 
for certain transactions (e.g., broker-to-broker trades, 
depositary receipts, and exchange-traded funds), and they 
serve as the central counterparty for trades in the U.S. 
securities markets. In the United States, the settlement date 40 

for marketable stocks can be an extended length of time­
three business days after the trade is executed and for listed 
options and govermnent securities it is usually one day after 
the execution. 

A cryptographic currency is a digital medium of exchange 45 

that enables distributed, rapid, cryptographically secure, 
confirmed transactions for goods and/or services. One of the 
first cryptographic currencies to come to broad attention was 
Bitcoin, which is based on a peer-to-peer network, in 2009. 
Since then, numerous cryptographic currencies have become 50 

available, such as Litecoin, Novacoin, Namecoin, Feather­
coin, Terracoin, Dogecoin, and Peercoin. Fundamentally, 
cryptographic currencies are specifications regarding the use 
of currency that seek to incorporate principles of cryptog­
raphy (e.g., public-key cryptography) to implement a dis- 55 

tributed and decentralized information economy. A digital 
currency, e.g., a bitcoin used in Bitcoin, is computationally 
brought into existence by an issuer (e.g., a bitcoin is 
"mined"). Digital currency can be stored in a virtual cryp­
tographic wallet, (hereinafter "wallet"), i.e., a software and/ 60 

or hardware technology to store cryptographic keys and 
cryptographic currency. Digital currency can be purchased 
(e.g., for U.S. dollars at an ATM or at an exchange), sold 
(e.g., for goods and/or services), traded, or exchanged for a 
different currency or cryptographic currency, for example. A 65 

sender makes a payment (or otherwise transfers ownership) 
of digital currency by broadcasting (e.g., in packets or other 

FIG. 3 is a diagram depicting an example transaction 
message. 

FIG. 4 is a diagram depicting example SETLcoins with 
different positions. 

FIG. 5 is a diagram depicting an example virtual wallet. 
FIG. 6 is a flow diagram implementing various aspects of 

the described technology. 
FIG. 7 is a cormnunications flow diagram for the 

exchange of messages. 

DETAILED DESCRIPTION 

Cross-Reference to Related Applications: 

The present application claims priority and incorporates 
by reference in its entirety U.S. Provisional Patent Applica­
tion No. 61/994,650, filed May 16, 2014, entitled "Crypto­
graphic Currency For Securities Settlement." 

The described technology concerns one or more methods, 
systems, apparatuses, and mediums storing processor-ex­
ecutable process steps to substantively instantly settle secu­
rities, based on cryptographic currency technology, without 
the risks associated with traditional settlement technologies. 

In various embodiments, the described technology pro­
vides a virtual multi-asset wallet as a traditional securities 
and cash account for an individual, investor, and/or trader 
('trader'). The wallet has technology to generate, manipu­
late, and store a new cryptographic currency, referred to as 
SETLcoins, for exchanging assets, such as securities (e.g., 
stocks, bonds, etc.) cash, and/or cash equivalents via a 
peer-to-peer network. In one or more embodiments, the 
described technology facilitates transactions between virtual 
wallets and, in the same and/or other embodiments, between 
a virtual wallet and non-virtual wallet technologies (and vice 
versa) on the same peer-to-peer network. For example, a 
virtual wallet can exchange (e.g., via a transaction method 
described below, such as a two-phase transaction) one or 
more SETLcoins for, e.g., U.S. dollars and/or other currency 
at a brokerage account, deposit account, bank account or 
other financial storage entity. Alternative or additionally, 
U.S. dollars and/or other currency at a brokerage account, 
deposit account, bank account or other financial storage 
entity can be exchanged for one or more SETLcoins in 
virtual wallet on the peer-to-peer network. 

As implemented by the described technology, a trader no 
longer trades securities by meeting at an exchange with an 
indication of cash for security and then settles the transac­
tion seconds, hours, or days later, meanwhile bearing all of 
the associated credit risk in the interim. Traders using the 
described technology exchange securities by presenting an 
open transaction on the associated funds in their respective 
wallets. SETLcoin ownership is irmnediately transferred to 
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a new owner after authentication and verification, which are 
based on network ledgers within a peer-to-peer network, 
guaranteeing nearly instantaneous execution and settlement. 

In some embodiments, the described technology provides 
a peer-to-peer cryptographic currency trading method for 
initiating a market exchange of one or more SETLcoins in 
a virtual wallet for purchasing an asset (e.g., a security) at a 
purchase price. The described technology can determine, via 

4 
for example, the U.S. Treasury. However, the described 
technology can issue PICS based on various other tech­
niques (e.g., network node agreement, exchange regulation, 
lease or purchase, auction, etc.) and can be named based on, 
e.g., a company's name, its market symbol, its branding, its 
security name, availability, or a preferred format (e.g., 
length, abbreviation, etc.). 

An SETLcoin wallet or transaction can house a single 
security, as described above, or multiple denominations of a two-phase commit, whether the virtual wallet has a suffi­

cient quantity of SETLcoins to purchase the asset at the 
purchase price. In various embodiments, in response to 
verifying via the two-phase commit that the virtual wallet 
has a sufficient quantity of SETLcoins, the described tech­
nology purchases (or initiates a process in furtherance of 
purchasing) the asset with at least one of the SETLcoins. In 
one or more embodiments, if the described technology 
determines that the virtual wallet has insufficient SETLcoins 
for purchasing the asset, the purchase is terminated without 
exchanging SETLcoins. 

10 the same security (e.g., 1 IBM-S SETLcoin valued at 100 
IBM shares). SETLcoin wallets or transactions may also 
house multiple securities (e.g., 1 IBM-S SETLcoin and 2 
GOOG-S SETLcoins). SETLcoins are exchangeable for, 
e.g., other SETLcoins and/or other cryptographic currencies 

15 (e.g., peercoins). For example, a single IBM-S SETLcoin 
may be exchangeable for one or more "GOOG" SETLcoins 
(i.e., Google shares), for 13,000 USD SETLcoins, 100 
litecoins, and/or for 5 bitcoins. 

The described technology, in various embodiments, gen-
Various embodiments of the technology will now be 

described. The following description provides specific 
details for a thorough understanding and enabling descrip­
tion of these embodiments. One skilled in the art will 
understand, however, that the described technology may be 
practiced without many of these details. Additionally, some 
well-known structures or functions may not be shown or 
described in detail, so as to avoid unnecessarily obscuring 
the relevant description of the various embodiments. 

20 erates and/or modifies a cryptographic currency wallet for 
enabling a trader to use a wallet as his security and cash 
account. The wallet is a software and/or hardware compo­
nent for facilitating market transactions, securely storing 
SETLcoins on multiple PICs (e.g., via one or more private 

The terminology used in the description presented below 
is intended to be interpreted in its broadest reasonable 
manner, even though it is used in conjunction with a detailed 
description of certain specific embodiments of the technol­
ogy. Certain terms may even be emphasized below; how­
ever, any terminology intended to be interpreted in any 
restricted manner will be overtly and specifically defined as 
such in this Detailed Description section. 

25 keys), and providing other technology such as generating 
and maintaining cryptographic keys, generating local and 
network messages, generating market orders, updating led­
gers, performing currency conversion, and providing market 
data, for example. The wallet stores SETLcoins regardless 

30 of their PIC, position, or quantity (e.g., a 100 stock IBM-S 
SETLcoin can reside in the same wallet as a 4 stock IBM-B 
SETLcoin, a single CITI-bond SETLcoin, and a single 100 
MSFT-CS SETLcoin (e.g., an MSFT-CS SETLcoin having 
a "face value" of 100 Microsoft common stocks). In some 

35 embodiments, the wallet can substitute fungible currencies. 

The techniques introduced below can be implemented by 
programmable circuitry programmed or configured by soft­
ware and/or firmware, or entirely by special-purpose cir­
cuitry, or in a combination of such forms. Such special- 40 

purpose circuitry (if any) can be in the form of, for example, 
one or more application-specific integrated circuits (ASICs ), 
programmable logic devices (PLDs), field-programmable 
gate arrays (FPGAs), etc. 

In one or more embodiments, the described technology 45 

adapts and/or generates cryptographic wallet which holds a 
new cryptographic currency (CC) (i.e., an SETLcoin) and 
corresponding cryptographic protocol for exchanging secu­
rities between nodes on a peer-to-peer network. Rather that 
representing a single transferable, object an SETLcoin wal- 50 

let holds multiple positionable items (e.g., a security item, 
such as a share), herein referred to as a Positional Item inside 
Cryptographic currency (PIC), and a position (i.e., a quantity 
of the PIC represented by an SETLcoin wallet). A PIC is an 
agreed upon reference used by the peer-to-peer network to 55 

refer to, e.g., a particular security. For example, "IBM" (the 
stock market symbol of the company by the same name) can 
also be a PIC used by the peer-to-peer network to refer to 
IBM stock. APIC, in some embodiments, is determined (and 
invalidated) by an issuer. An issuer (e.g., a company, under- 60 

writer, municipality, government, etc.) can have multiple 
PICS to represent different types of securities. For example, 
IBM stocks can be represented by PIC "IBM-S" and IBM 
bonds by PIC "IBM-B". In some embodiments, PICS are 
issued (and destroyed) by highly authoritative entities. For 65 

example, dollars available on the SETLcoin network repre­
sented by, e.g., PIC "USD" may be authoritatively issued by, 

For example, 100 individual SETLcoins of the same PIC 
(e.g., 100 individual GOOG-S SETLcoins) can be internally 
exchanged by the described technology for a single 100 
GOOG-S SETLcoin. 

As described above, in various embodiments, the 
described technology generates SETLcoin transactions 
based on the wallet's content. For example, Trader A decides 
to exchange 5 IBM-S SETLcoins to Trader B in exchange 
for Trader B' s 100 bitcoins. Trader A enters his order into his 
wallet, and Trader B enters her order into her wallet. Based 
on the orders, the described technology generates the appro­
priate transaction messages, which are broadcast to the 
network for authentication and verification. 

Once each transaction is sent to the network, in one or 
more embodiments, settlement is immediate; therefore, each 
trader must be prepared to make the trade and have the 
assurance that the other trader is prepared to do the same. 
Various techniques are used by the described technology to 
coordinate the processes of trading SETLcoins for crypto-
graphic currency (e.g., bitcoins) and/or for other SETLcoins. 
The described technology, in various embodiments, imple-
ments an atomic commitment protocol, such as a two-phase 
commitment protocol, to ensure that both traders are ready 
to send their respective transaction messages. A coordinator 
of the two-phase commitment is, in some embodiments, a 
trusted node, for example a node that both traders mutually 
agree to have act as coordinator (including each other). In 
additional and/or alternative embodiments, the coordinator 
is elected based on the network protocol. For example, a 
node can be elected as coordinator based on random or 
pseudo-random token exchange, uptime, number of vali-
dated transactions sent, or other qualifier. Regardless of the 
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coordinator, after each node is connnitted, appropriate trans­
action messages are broadcast to transfer SETLcoin owner­
ship. In some embodiments, the described technology can 
modifY trading protocols such that two traders share an open 
transaction and close it to settle. For example, a trader with 
a wallet which can give 1000 USD can share an open 
transaction to exchange, e.g., 10 IBM-Sin a different wallet. 
The coordinator can close the transaction as part of a 
two-phase connnit. 

6 
protocol(s) used, the receiver becomes the currency's owner 
after the chain of title is verified and the ledger is updated. 

SETLcoin ownership is transferred via one or more 
transaction messages. A transaction message includes a 
transaction and a digital signature. The transaction includes, 

When an SETLcoin is first created (i.e., by an issuer) there 
are no previous owners from which to verify ownership in 
the ledgers. In one or more embodiments, the issuer can 
maintain the same private key for digitally signing each 
SETLcoin as it is issued and entered into in the ledgers. That 
private key, in tum, can be validated by mutual agreement 
between the nodes, by a trusted third party (e.g., the Secu-

10 rities and Exchange Commission), or by one or more other 
security mechanisms. 

Using the described technology mentioned above and 
described in further detail below in reference to FIGS. 1-7, 

for example, the SETLcoin, the receiver's (i.e., the new 
owner's) electronic address, and, in some embodiments, 
ownership history (i.e., a record of previous SETLcoin 
ownership used by the network to verifY proper chain of 
title). Addresses are based, in various embodiments, on one 

15 
settlements are nearly instantaneous because cryptographic 
currency transactions are independently and extemporane­
ously generated, verified, and executed within the network, 
without the risks associated with traditional clearing houses or more cryptographic protocols (e.g., public-key cryptog­

raphy). Public-key cryptography requires two separate keys, 
one of which is secret (i.e., a private key) and one of which 20 

is public (i.e., a public key). Although different, the two keys 
are mathematically linked. The public key is used to encrypt 
plaintext (e.g., for creating an address for receiving an 
SETLcoin) and for verifying a digital signature. The private 
key is used to decrypt cipher text, to create a digital 
signature, and to secure SETLcoins. Public keys are freely 
shared among nodes in the peer-to-peer network, for 
example by broadcasting one or more key-exchange mes­
sages. The transaction message, in various embodiments, is 
digitally signed by the sender's private key to authenticate 
the sender's identity to the network nodes, e.g., by decrypt­
ing the sender's digitally signed transaction message using 
the sender's public key to verifY that the sender originated 
the transaction. 

that can delay settlements for several days. 
Certain details are set forth in the following description 

and in FIGS. 1-7 to provide a thorough understanding of 
various embodiments of the present disclosure. Other well­
known structures and systems often associated with market 
orders, cryptographic currencies, peer-to-peer networks, and 

25 related connnerce systems have not been shown or described 
in detail below to avoid unnecessarily obscuring the descrip­
tions of the various embodiments of the present disclosure. 
Additionally, a person of ordinary skill in the relevant art 
will understand that the present disclosure may have addi-

30 tiona! embodiments that may be practiced without several of 
the details described below. In other instances, those of 
ordinary skill in the relevant art will appreciate that the 
methods and systems described can include additional 
details without departing from the spirit or scope of the 

35 disclosed embodiments. The described technology, in various embodiments, veri­
fies SETLcoin ownership to prevent fraud. SETLcoin own­
ership is based on ownership entries in ledgers that are 
maintained by network nodes. The ledgers are mathemati­
cally linked to the owners' public-private key pairs gener­
ated by the owners' respective wallets, for example. Ledgers 40 

record entries for each change of ownership of each SET­
Lcoin exchanged in the network. A ledger is a data structure 
(e.g., text, structured text, a database record, etc.) that 
resides on all or a portion of the network nodes. After an 
SETLcoin transaction (i.e., a message indicating a change of 45 

ownership) is broadcast to the network, the nodes verifY in 
their respective ledgers that the sender has proper chain of 
title, based on previously recorded ownership entries for that 
SETLcoin. Verification of a transaction is based on mutual 
consensus among the nodes. For example, to verify that the 
sender has the right to pass ownership to a receiver, the 
nodes compare their respective ledgers to see if there is a 
break in the chain of title. A break in the chain of title is 
detected when there is a discrepancy in one or more of the 
ledgers, signifYing a potentially fraudulent transaction. A 
fraudulent transaction, in various embodiments, is recorded 
(e.g., in the same ledger or a different ledger and/or data­
base) for use by the authorities, for example (e.g., the 
Securities and Exchange Connnission). If the nodes agree 
that the sender is the owner of the SETLcoin, the nodes' 
ledgers are updated to indicate a new ownership transaction, 
and the receiver becomes the SETLcoin's owner. Verifica­
tion protocols of other cryptographic currencies, in one or 
more embodiments, are used or can be modified for use by 
the described technology to verify those cryptographic cur­
rencies' ownership rights (e.g., bitcoins are validated based 
on "blocks" in a "block chain"). Regardless of the specific 

Many of the details, dimensions, functions, and other 
features shown and described in conjunction with the Fig­
ures are merely illustrative of particular embodiments of the 
present disclosure. Accordingly, other embodiments can 
have other details, dimensions, functions, and features with­
out departing from the spirit or scope of the present disclo-
sure. In addition, those of ordinary skill in the art will 
appreciate that further embodiments of the present disclo­
sure can be practiced without several of the details described 
below. 

FIG. 1 and the following discussion provide a brief, 
general description of a suitable computing environment in 
which aspects of the described technology can be imple­
mented. Although not required, aspects of the technology 

50 may be described herein in the general context of computer­
executable instructions, such as routines executed by a 
general- or special-purpose data processing device (e.g., a 
server or client computer). Aspects of the technology 
described herein may be stored or distributed on tangible 

55 computer-readable media, including magnetically or opti­
cally readable computer discs, hard-wired or prepro­
grannned chips (e.g., EEPROM semiconductor chips), 
nanotechnology memory, biological memory, or other data 
storage media. Alternatively, computer-implemented 

60 instructions, data structures, screen displays, and other data 
related to the technology may be distributed over the Inter­
net or over other networks (including wireless networks) on 
a propagated signal on a propagation medium (e.g., an 
electromagnetic wave, a sound wave, etc.) over a period of 

65 time. In some implementations, the data may be provided on 
any analog or digital network (e.g., packet-switched, circuit­
switched, or other scheme). 
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facilitate various aspects of the described technology (e.g., 
SETLcoin exchange, verification, two-phase commitment, 
issuance, etc.). 

Client nodes 205a-205d, trader terminal 210, and servers 
215 (e.g., a trading server and/or exchange server) may 
connect to and communicate with each other across peer­
to-peer network 235 using secure communications protocols 
such as File Transfer Protocol (FTP), Hypertext Transfer 
Protocol (HTTP), Secure Hypertext Transfer Protocol 

The described technology can also be practiced in dis­
tributed computing environments where tasks or modules 
are performed by remote processing devices, which are 
linked through a communications network, such as a Local 
Area Network ("LAN"), Wide Area Network ("WAN"), or 
the Internet. In a distributed computing environment, pro­
gram modules or subroutines may be located in both local 
and remote memory storage devices. Those skilled in the 
relevant art will recognize that portions of the described 
technology may reside on a server computer, while corre­
sponding portions reside on a client computer (e.g., PC, 
mobile computer, tablet, or smart phone). Data structures 
and transmission of data particular to aspects of the tech­
nology are also encompassed within the scope of the 
described technology. 

10 (HTTP(s)), Secure Socket Layer (SSL), and/or the like. 
Examples of network 235 may include private and public 
peer-to-peer networks (e.g., as part of the Internet). 

FIG. 3 is a diagram 300 depicting an example transaction 
message 302. Transaction messages 302 are used by the 

Referring to FIG. 1, the described technology employs a 
computer 100, such as a personal computer, workstation, 
phone, or tablet, having one or more processors 101 coupled 
to one or more user input devices 102 and data storage 
devices 104. The computer 100 is also coupled to at least one 
output device, such as a display device 106, and one or more 
optional additional output devices 108 (e.g., printer, plotter, 
speakers, tactile or olfactory output devices, etc.). The 
computer 100 may be coupled to external computers, such 
as via an optional network connection 110, a wireless 
transceiver 112, or both. For example, network hubs, 
switches, routers, or other hardware network components 
within the network connection 110 and/or wireless trans­
ceiver 112 can couple one or more computers 100. 

15 described technology for changing SETLcoin 309 owner­
ship. A transaction message 302 includes a transaction 303 
and the sender's digital signature 312 of the transaction 303. 
The transaction 303 includes the recipient's address 304 
(e.g., a hash value based on the receiver's public key), the 

20 SETLcoin 309 (i.e., a PIC 308 and its position 306), past 
ownership information 311 (if any), and optional other 
information 310 (e.g., a market order type to indicate 
whether the transaction is to buy or sell a SETLcoin 309). 
The transaction 303 is digitally signed by the sender's 

25 private key to create a digital signature 312 for verifying the 
sender's identity to the network nodes 205-215. The network 
nodes 205-215 decrypt the digital signature 312, via the 
sender's previously exchanged public key, and compare the 
unencrypted information to the transaction 303. If they 

30 match, the sender's authenticity is verified and, after a 
proper chain of ownership is verified via the ledgers (as 
explained above), the receiver is recorded in the ledgers as 
the new SETLcoin 309 owner. 

The input devices 102 may include a keyboard and/or a 
pointing device such as a mouse. Other input devices are 
possible, such as a microphone, joystick, pen, game pad, 
scanner, digital camera, video camera, and the like. The data 
storage devices 104 may include any type of computer- 35 

readable media that can store data accessible by the com­
puter 100, such as magnetic hard and floppy disk drives, 
optical disk drives, magnetic cassettes, tape drives, flash 
memory cards, digital video disks (DVDs ), Bernoulli car­
tridges, RAMs, ROMs, smart cards, etc. Indeed, any 40 

medium for storing or transmitting computer-readable 
instructions and data may be employed, including a connec­
tion port to or node on a network, such as a LAN, WAN, or 
the Internet (not shown in FIG. 1). 

FIG. 4 is a diagram 400 depicting example SETLcoins 
415 and 427, each having different positions 414 and 426. 
For example, institution ABC 402 is associated with PIC 
"XYZ" 412 that, for example, represents ABC's stock 
404a-404n. As depicted in table 1 405, SETLcoin 415 has a 
position 414 of a single ABC stock (e.g., Stock1 404a) and 
is associated with public key 408 and private key 410. In 
other embodiments, a single SETLcoin 427 carries a value 
of multiple security positions. For example, as depicted in 
table 2 417, SETLcoin 427 has a position 426 of "2" XYZ 
stocks (e.g., Stock2 404b and Stock3 404c) and is associated 
with public key 420 and private key 422. In other words, a 
transaction 303 can include multiple SETLcoins 309 (e.g., 
404a-404n). Additionally, a single SETLcoin 309 can have 
different denominations (e.g., a single SETLcoin 415 can 
have a "face value" of 3 XYZ stocks (e.g., 404a-404c )). It 
follows that other SETLcoins (not shown) for other PICS 
(not shown) can each have different positions and denomi-
nations, each of which can be stored in the same wallet. For 
example, a single "IBM-B" SETLcoin (i.e., an IBM bond 
SETLcoin) can carry a value of several individual "IBM-B" 

FIG. 2 is a diagram illustrating an example environment 45 

200 within which the described technology may operate. 
Environment 200 may include client terminals (nodes) from 
which clients (e.g., via their wallets), or traders working on 
behalf of clients, may enter trade orders. For example, 
various financial products, such as bonds, stocks, options, 50 

commodities, futures, and the like, are exchangeable 
between nodes 205-215 in the form of SETLcoins and other 
cryptographic currencies. Non-limiting examples of client 
nodes include a laptop computer 205a, a desktop computer 
205b, a mobile device 205c, a tablet device 205d, smart 
watches and smart glasses (not shown), and/or the like. 
Traders may utilize nodes 205a-205d to access an electronic 
trading platform. The environment 200 may also include one 

55 SETLcoins, and a single "GOOG-PS" SETLcoin (i.e., a 
Google preferred stock SETLcoin) can carry a value of one 
or more individual "GOOG-PS" SETLcoins. An SETL­
coin's denomination is based on how the SETLcoin 309 is 

or more trader terminals, represented by terminal 210. 
Trader terminal 210 may be utilized by a trader who is 60 

working on behalf of the market maker, for example. Such 
market maker traders may oversee trade executions, inject 
additional liquidity to reduce order imbalances, and the like. 
The environment 200 may also include server(s) 215, which 
may be coupled to one or more databases and/or tables 65 

represented by database 220. Server(s) 215, in some 
embodiments, are dedicated or partially dedicated nodes that 

issued (e.g., by the underwriter) and, in some embodiments, 
how it was aggregated by the wallet 500 (described below). 

FIG. 5 is a block diagram depicting an example virtual 
multi-asset wallet 500 (hereinafter referred to as wallet 500). 
The described technology provides a software and/or hard­
ware wallet 500 for storing, sending, and managing SETL­
coins, various other cryptographic currencies, and additional 
information. Wallet 500 contains and/or is associated with 
various components 502-520 to facilitate features of the 
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described technology; however, wallet 500 is operable with 
a portion of the components 502-520. For example, wallet 
500 includes one or more key engine components 502, key 
storage components 504, SETLcoin storage components 
506, order engine components 508, message engine com­
ponents 510, currency storage components 511, fungibility 
engine components 512, transaction log components 514, 
market data engine components 516, and various other 
components 520 that are used to implement various features 

10 
SETLcoin 309 for one or more other cryptographic curren­
cies (e.g., bitcoins) and/or for one or more other SETLcoins 
309. An issuer or other entity, at step 602, generates one or 
more new PICS 308 to represent a particular security (e.g., 
a type of stock). For example, an issuer or other entity, via 
its underwriter, designates PIC "MSFT-CS" to represent 
Microsoft common stock and PIC "MSFT-PS" to represent 
Microsoft preferred stock. At step 604, the issuer or other 
entity generates one or more PIC SETLcoins. For example, 

10 the issuer or other entity, generates 10,000 MSFT-CS SET­
Lcoins and 500 MSFT-PS SETLcoins. At step 606, for each 
MSFT-CS and MSFT-PS SETLcoin, the described technol­
ogy records the issuer's ownership position (e.g., as the 
first/original owner) in the ledgers of the nodes 205-225. As 

of the described technology. Key engine component 502 
generates public-private key pairs for sending and receiving 
SETLcoins, which are stored in SETLcoin storage compo­
nent 506. Key storage component 504 stores locally gener­
ated public-private key pairs and, in some embodiments, 
keys received from other wallets 500 (e.g., a public key 
associated with a different trader's wallet 500). Order engine 
component 520, in some embodiments, generates market 
orders (or modifies transaction messages 302 to include 
order information, e.g., other information 310) for trading 
SETLcoins and various cryptographic currency. The order 
and/or modified transaction messages are, in one or more 
embodiments, broadcast to one or more nodes 205-215 that 
coordinate market trades. Message engine component 510 
generates various messages used by the described technol­
ogy for communicating between, e.g., nodes 205-215. For 
example, message engine component 510 can generate 
transaction messages 302 for exchanging SETLcoins 
between two or more traders' wallets 500. Currency storage 
component 511 is configured to store various types of 
monetary data and financial information, such as crypto- 30 

graphic currencies (e.g., bitcoins), cash equivalents, and 
banking and/or exchange account information (e.g., for 
communicating funds between a financial institution and the 
wallet 500). Fungibility engine component 512, in some 
embodiments, converts between various SETLcoins and/or 35 

other monetary data stored in currency storage component 
511. For example, 100 individual IBM-S SETLcoins (i.e., 
each worth 1 IBM share) can be aggregated by the described 
technology into a single IBM-S SETLcoin having a "face 
value" of 100 IBM shares. Wallet 500 can generate any 40 

necessary ledger updates (e.g., to transaction log component 
514) and messages for sending ledger updates, for example, 

15 mentioned above, there are no prior ownership rights when 
an SETLcoin is first issued; therefore, in one more embodi­
ments, the described technology references an authoritative 
source (e.g., one or more trusted nodes, such as an elected 
node of nodes 205-215), a government entity, the Security 

20 Exchange Commission, or other entity) to verify and authen­
tic the issuer's transaction. 

At step 608, it is assumed that the MSFT-CS and MSFT­
PS SETLcoins have changed ownership from the issuer to a 
new owner (Trader A) and now Trader A wants to sell one 

25 or more MSFT-CS SETLcoins to Trader B for a determined 
value (e.g., 100 bitcoins or other cryptographic currency). 
As explained in more detail for FIG. 7, the traders' respec­
tive wallets 500 each generate respective transactions 303. 
For example, Trader A's wallet 500 generates a transaction 
303 that includes Trader B's address 304, the number of 
SETLcoins 309 to exchange, and past ownership informa-
tion 311 (i.e., a record of the previous exchange of the 
MSFT-CS SETLcoin from the issuer and Trader A). The 
transaction 303 is digitally signed by Trader A's private key 
to create digital signature 312, and the transaction message 
302 is sent to the network. Similarly, Trader B's wallet 500 
generates and sends a transaction message 302 correspond­
ing to his exchange of 100 bitcoins to Trader A's wallet 500. 

At step 612, each trader's authenticity is verified based on 
each trader's respective digital signature 312, and ownership 
rights are verified based on a proper chain of title (i.e., a 
history of previously established credible transactions as 
determined by the ledger and/or other authoritative entity), 
as explained above. Trader A's ownership rights to the 
MSFT-CS SETLcoin are verified by the network ledgers 
and, in some embodiments, Trader B's ownership rights to 
the 100 bitcoins are also verified by the network ledgers. For 
example, in one or more embodiments, the described tech­
nology is configured to store and verify other cryptographic 
currency (e.g., bitcoin) transactions in the same ledger as 
used to verifY SETLcoins. In various embodiments, ledgers 
and/or other verification techniques used by other crypto­
graphic currencies are referenced by the described technol­
ogy for verifying the other cryptographic currency (e.g., 
"miners" verifY bitcoins based on a "block chain"). In some 
embodiments, the described technology shares its ledgers 
and is configured to receive and/or adapt other cryptographic 
currencies' verification techniques for verifYing crypto­
graphic currency ownership. If, at step 612, authentication 
and/or ownership carmot be verified, then, at step 618, the 
transaction is ended. However, if authenticity and ownership 
are verified, then change of ownership is recorded (i.e., a 
record is entered into the ledgers and/or other cryptographic 
currency's verification technology) and, at step 614, the 

to the other nodes 205-215 so that ownership rights are 
perfected for the newly aggregated SETLcoin. Transaction 
log components 514 are configured to store a variety of 45 

accessible data, such as local transaction information (e.g., 
the ledger data and other transactions made at or to the 
wallet 500, for example, based on one or more of the engine 
components 502, 508, 510, 512, and 516 and/or trader input) 
and remote transaction information (e.g., network informa- 50 

tion, node operation information, and protocol information). 
Market data engine component 516, in some embodiments, 
receives and/or provides price and/or trade-related data 
from, for example, a trading venue such as a stock exchange, 
via a stock exchange server (e.g., one of the servers 215) or 55 

a separate server that is accessible to nodes 205-215 but is 
not necessarily a node on the peer-to-peer network. Market 
data allows traders and investors to know the latest price and 
see and/or manipulate, e.g., tickers and historical trends for 
security instruments (e.g., the current value of a security 60 

and/or currency). Various other engines, storages, and data 
manipulation techniques (e.g., incorporated into component 
520) are contemplated and, in some embodiments, can be 
integrated as new and/or interchangeable components in 
wallet 500. 65 MSFT SETLcoins and 100 bitcoins are stored in each 

FIG. 6 is a flow diagram 600 implementing various 
aspects of the described technology, such as trading an 

trader's respective wallet 500 (e.g., the SETLcoins are 
stored in SETLcoin storage component 506 and the 100 
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bitcoins are stored in one or more currency storage compo­
nents 511). If, at step 616, one of the traders makes another 
exchange (e.g., Trader B sells a MSFT-CS SETLcoin to 
Trader C), the flow 600 returns to step 608 where a new 
transaction is generated for exchanging the MSFT-CS SET­
Lcoins from Trader B's wallet 500 to another trader's (e.g., 
Trader C's) wallet 500. The flow 600 continues between 
steps 608-616 for each successive exchange of the same 
SETLcoin, for example. The process ends at step 618. 

With each new successful exchange, ownership verifica- 10 

tion is improved based on a larger list of successful trans­
actions as recorded in the network ledgers. In some embodi­
ments, the described technology is configured to manage the 
size of ledgers, which over the course of numerous trans­
actions (e.g., thousands) may grow large in size and, paten- 15 

tially burden the resources of the network 235 and/or the 
nodes 205-215 resources (e.g., adversely affect bandwidth 
and storage capacity). Each SETLcoin verification increases 
the probability that the SETLcoin has a valid chain of title 
from its issuer to its current owner. Statistically, after a 20 

number of successful verifications, the likelihood that a 
previous verification is fraudulent decreases drastically. For 
example, after a chain of title is verified, e.g., 1,000 times 
across the network ledgers, the likelihood that the first or 
second verification was invalid becomes unlikely. In various 25 

embodiments, the described technology can compress, con­
dense, concatenate, or otherwise indicate that previous trans­
actions are considered beyond reproach. For example, after 
1,000 successful transaction ledger entries for a particular 
MSFT-CS SETLcoin, some or all of the previous 999ledger 30 

entries can be compressed (via a verifiable hash, for 
example). In some embodiments, the described technology 
compresses, concatenates, or otherwise performs storage 
efficiency techniques on particular blocks of entries so that 
other blocks, for one or more reasons, are not affected. For 35 

example, ledger entries 1-100 are unaffected by a storage 
efficiency technique that condenses ledger entries 111-999. 

FIG. 7 is a communications flow diagram 700 that depicts 

12 
ated for each of several SETLcoin transactions (e.g., to 
secure each SETLcoin with a separate private key). For 
example, if Trader B wants to purchase Trader A's 49 
remaining MSFT-CS SETLcoins 730, Trader B's wallet 704 
can generate 49 new public addresses based on 49 new 
public-private key pairs. The public addresses are sent to 
Trader A's wallet 702, which creates the corresponding 49 
transaction messages 302 for sending each of the 49 MSFT-
CS SETLcoins 730 to each of the 49 public addresses of 
Trader B's wallet 704. Assuming that the transactions are 
authenticated and that ownership is verified, Trader B now 
owns the 49 MSFT-CS SETLcoins, each of which is pro­
tected by a different private key (i.e., the private key that 
corresponds to the public key used to generate the address). 

In some embodiments, a commitment protocol CP 716 is 
used by the described technology for exchanging SETLcoins 
between traders. The CP 716 is a distributed algorithm that 
helps ensure that each trader is prepared to make and does 
make his/her part of the exchange. There are at least two 
steps in the CP 716-a commitment request phase (i.e., 
phase 1) and a commit phase (i.e., phase 2). During the 
commitment request phase, a coordinator (e.g., one or more 
nodes on the network 235) prepares some or all of the 
processes necessary to exchange a SETLcoin. During the 
commit phase, in some embodiments, when the necessary 
processes are verified each wallet broadcasts transaction 
messages. Opening a transaction to transfer assets (e.g., 
SETLcoin(s), cash, and/or cash equivalent(s)) using the 
described technology is a strong guarantee of the availability 
of funds because funds are not transacted unless the commit 
phase is successful. Moreover, as implemented by the 
described technology, the CP 716 can reduce if not remove 
fraudulent transactions (such as, e.g., kiting where an 
unscrupulous entity (e.g., an individual, group, organization, 
and/or business) takes advantage of float between overlap­
ping transactions) by allowing an open transaction only on 
the available funds associated with traders' wallets, as 
further described below. In other words, given Wallet's 500 
implementation of the CP 714, credit checks are no longer 
necessary. For example, a trader having a wallet holding 100 
SETLcoins can purchase goods and/or services that total up 
to 100 SETLcoins, however, that wallet carmot be used to 
purchase goods and/or services that total up to, e.g., 101 
SETLcoins. In some embodiments, the described technol-

a simplified example of SETLcoin message exchange. In 
example 710, Trader A's wallet 702 has 50 MSFT-CS 40 

SETLcoins 730, each carrying a value of"1" 732 individual 
Microsoft common stock. Trader A wants to send 1 of the 
MSFT-CS SETLcoins 730 from his wallet 702 to Trader B's 
wallet 704. To simplifY this example, Trader A is freely 
giving the MSFT-CS SETLcoin 730 to Trader B (i.e., it's a 
gift). At step 1 706, Trader B sends his public address 718 
(i.e., a random number encrypted with public key 717) to 
Trader A's wallet 702 so that Trader A knows where to send 
the MSFT-CS SETLcoin 730. At step 2 708, Trader A's 
wallet 702 generates a transaction message 302 for sending 
the MSFT-CS SETLcoin 730, digitally signs the transaction 
303 using the private key 720 associated with the MSFT-CS 
SETLcoin 730 and, at step 3 710, broadcasts a digitally 
signed transaction message 302 to the network 235. At step 

45 ogy can modifY trading protocols such that two traders share 
an open transaction and close it to settle. For example, a 
trader with a wallet (or other financial storage means, such 
as a bank account, brokerage account, deposit account) 
which can provide 1000 USD can share an open transaction 

50 to exchange, e.g., 10 IBM-S in a separate wallet, and vice 

4 712, the network verifies that the transaction message 302 55 

is authentic (i.e., it is from Trader A based on decrypting the 
digital signature 312 with public key 722) and that Trader A 
has proper ownership (i.e., by verifYing in the ledgers that 
Trader A is in the proper chain of title for SETLcoin 730). 
If step 4 712 is successful, the ledgers make an entry 60 

indicating that Trader B is the new owner (based at least on 
Trader B's public key 717), and, at step 5 713, Trader B's 
wallet 704 receives and stores the MSFT-CS SETLcoin 730, 
which is secured with private key 724. 

A trader can use the same public address for multiple 65 

SETLcoin transactions; however, in one or more embodi­
ments (not shown), new public-private key pairs are gener-

versa. 
In trade flow 711, Trader A is exchanging one MSFT-CS 

SETLcoin 730 for Trader C's 1,000 bitcoins 740. During the 
commitment request phase, a coordinator (e.g., one or more 
nodes on the network 235) prepares some or all of the 
processes necessary to exchange the MSFT-CS SETLcoin 
730 for the 1,000 bitcoins 740. For example, the described 
technology can prepare and coordinate Trader A's wallet 
702 and Trader C's wallet 734 to verifY that each, for 
example, are online, have received and sent necessary keys 
(e.g., 720, 722, 736, and/or 738), have generated and 
exchanged public addresses (e.g., 718 and 739), have gen­
erated proper transaction messages 302, and verified authen­
ticity and ownership. In some embodiments, when the 
necessary processes are verified during the commit phase, 
each wallet 702 and 734 broadcasts the transaction messages 
302 to the network and the transactions are authenticated 
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and verified. In various embodiments, as part of the CP 716 
processes, each trader's transaction messages 302 are sent to 
and held in a queue managed by a third party to the 
transaction (e.g., a node 205-210 or an exchange server (e.g., 
server 215)). Each transaction message 302 is released by 
the third party as part of or after completion of the com­
mitment phase. The described technology, in one or more 
embodiments, is configured to implement a portion of the 
CP 716 processes within the peer-to-peer network and 
interface with the third party for various other CP 716 10 

processes. 
In general, the detailed description of embodiments of the 

software and/or hardware facilities is not intended to be 
exhaustive or to limit the technology to the precise form 
disclosed above. While specific embodiments of, and 15 

examples for, the technology are described above for illus­
trative purposes, various equivalent modifications are pos­
sible within the scope of the software and/or hardware 
facilities, as those skilled in the relevant art will recognize. 
For example, while processes or blocks are presented in a 20 

given order, alternative embodiments may perform routines 
having steps, or employ systems having blocks, in a different 
order, and some processes or blocks may be deleted, moved, 
added, subdivided, combined, and/or modified. Each of 
these processes or blocks may be implemented in a variety 25 

of different ways. Also, while processes or blocks are at 
times shown as being performed in series, these processes or 
blocks may instead be performed in parallel, or may be 
performed at different times. 

The teachings of the software and/or hardware facilities 30 

provided herein can be applied to other systems, not neces­
sarily the system described herein. The elements and acts of 
the various embodiments described herein can be combined 
to provide further embodiments. 

These and other changes can be made to the software 35 

and/or hardware facilities in light of the above Detailed 
Description. While the above description details certain 
embodiments of the technology and describes the best mode 
contemplated, no matter how detailed the above appears in 
text, the described technology can be practiced in many 40 

ways. The described technology may vary considerably in 
its implementation details, while still being encompassed by 
the technology disclosed herein. As noted above, particular 
terminology used when describing certain features or 
aspects of the described technology facilities should not be 45 

taken to imply that the terminology is being redefined herein 
to be restricted to any specific characteristics, features, or 
aspects of the technology with which that terminology is 
associated. In general, the terms used in the following claims 
should not be construed to limit the described technology 50 

facilities to the specific embodiments disclosed in the speci­
fication, unless the above Detailed Description section 
explicitly defines such terms. Accordingly, the actual scope 
of the described technology encompasses not only the 
disclosed embodiments, but also all equivalent ways of 55 

practicing or implementing the described technology. 
To reduce the number of claims, certain aspects of the 

invention are presented below in certain claim forms, but the 
applicant contemplates the various aspects of the invention 
in any number of claim forms. Accordingly, the applicant 60 

reserves the right to pursue additional claims after filing this 
application to pursue such additional claim forms, in either 
this application or in a continuing application. 

We claim: 
1. Anon-transitory computer-readable storage device hav- 65 

ing contents adapted to cause a progrmed computer 
system to perform operations comprising: 

14 
receiving, from a source computing node in a network, 

one or more electronic transaction messages, wherein 
the one or more electronic transaction messages include 
at least transaction information and a digital signature 
of the source computing node, wherein the transaction 
information includes at least: 
a recipient electronic address of a recipient computing 

node; 
a cryptographic currency representing a security and a 

first position, the first position representative of a 
first quantity of the security; and 

an ownership history of the cryptographic currency; 
internally verifying an authenticity of the one or more 

electronic transaction messages based on the digital 
signature; 

internally verifying the source computing node as owner 
of the cryptographic currency based on the ownership 
history using a ledger; 

receiving electronic verification messages from a plurality 
of other computing nodes in the network, the electronic 
verification messages including information providing 
external verification of the source computing node as 
the owner of the cryptographic currency; 

recording, in the ledger, a change in the ownership history 
from the source computing node to the recipient com­
puting node in response to the ownership history being 
verified internally and by the other computing nodes; 

transmitting electronic change messages updating the 
change in ownership history to the source computing 
node and the other computing nodes; 

aggregating the cryptographic currency with another 
cryptographic currency representing the same security 
into an aggregated cryptographic currency, the aggre­
gated cryptographic currency representing the same 
security and a second position, the second position 
representative of a second quantity of the security, the 
second quantity of the security larger than the first 
quantity of the security; and 

updating the ledger to perfect ownership rights in the 
aggregated cryptographic currency. 

2. The computer-readable storage device of claim 1, 
wherein the operations further comprise: 

providing a financial security in exchange for the cryp­
tographic currency. 

3. The computer-readable storage device of claim 1, 
wherein the operations further comprise: 

providing a non-cryptographic currency in exchange for 
the cryptographic currency. 

4. The computer-readable storage device of claim 1, 
wherein the cryptographic currency is for trading financial 
securities. 

5. The computer-readable storage device of claim 1, 
wherein the cryptographic currency is stored in a virtual 
wallet in a database. 

6. The computer-readable storage device of claim 1, 
wherein the cryptographic currency is exchanged based on 
a commitment protocol. 

7. The computer-readable storage device of claim 6, 
wherein the commitment protocol is a two-phase commit­
ment protocol. 

8. The computer-readable storage device of claim 1, 
wherein the operations further comprise: 

prior to an initial transfer of ownership of the crypto­
graphic currency, validating the cryptographic currency 
by verifYing that the cryptographic currency is signed 
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using a private key of an issuer of the security when no 
transaction history for the cryptographic currency is 
available. 

9. The computer-readable storage device of claim 1, 
wherein at least one of the internal verification and the 
external verification is a verification of proper chain-of-title 
of the cryptographic currency. 

10. The computer-readable storage device of claim 1, 
wherein the one or more electronic transaction messages are 
based on public key cryptography. 10 

11. An apparatus comprising: 
at least one interface configured to receive, from a source 

computing node in a network, one or more electronic 
transaction messages, wherein the one or more elec-

15 
tronic transaction messages include at least transaction 
information and a digital signature of the source com­
puting node, wherein the transaction information 
includes at least: 
a recipient electronic address of a recipient computing 20 

node; 
a cryptographic currency representing a security and a 

first position, the first position representative of a 
first quantity of the security; and 

an ownership history of the cryptographic currency; 25 

at least one memory; and 
at least one processor configured to execute instructions 

stored in the at least one memory in order to: 
internally verifY an authenticity of the one or more 

electronic transaction messages based on the digital 30 

signature; 
internally verify the source computing node as owner 

of the cryptographic currency based on the owner­
ship history using a ledger; 

receive electronic verification messages from a plural­
35 

ity of other computing nodes in the network, the 
electronic verification messages including informa­
tion providing external verification of the source 
computing node as the owner of the cryptographic 40 

currency; 
record, in the ledger, a change in the ownership history 

from the source computing node to the recipient 
computing node in response to the ownership history 
being verified internally and by the other computing 45 

nodes; 
transmit electronic change messages updating the 

change in ownership history to the source computing 
node and the other computing nodes; 

aggregate the cryptographic currency with another 50 

cryptographic currency representing the same secu­
rity into an aggregated cryptographic currency, the 
aggregated cryptographic currency representing the 
same security and a second position, the second 
position representative of a second quantity of the 55 

security, the second quantity of the security larger 
than the first quantity of the security; and 

update the ledger to perfect ownership rights in the 
aggregated cryptographic currency. 

12. The apparatus of claim 11, wherein the at least one 60 

processor is further configured to execute the instructions in 
order to provide a financial security in exchange for the 
cryptographic currency. 

13. The apparatus of claim 11, wherein the at least one 
processor is further configured to execute the instructions in 65 

order to provide a non-cryptographic currency in exchange 
for the cryptographic currency. 
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14. The apparatus of claim 11, wherein the at least one 

processor is configured to store the cryptographic currency 
in a virtual wallet in a database. 

15. The apparatus of claim 11, wherein the at least one 
processor is configured to exchange the cryptographic cur­
rency based on a commitment protocol. 

16. The apparatus of claim 15, wherein the commitment 
protocol is a two-phase commitment protocol. 

17. The apparatus of claim 11, wherein: 
the at least one processor is further configured to execute 

the instructions in order to update the ledger to reflect 
that a second ownership history of a second crypto­
graphic currency includes a transfer of the second 
cryptographic currency from the recipient computing 
node to the source computing node; and 

the second cryptographic currency represents a different 
security and a position representative of a quantity of 
the different security and is transferred in exchange for 
the cryptographic currency. 

18. A method comprising: 
receiving, from a source computing node in a network, 

one or more electronic transaction messages, wherein 
the one or more electronic transaction messages include 
at least transaction information and a digital signature 
of the source computing node, wherein the transaction 
information includes at least: 
a recipient electronic address of a recipient computing 

node; 
a cryptographic currency representing a security and a 

first position, the first position representative of a 
first quantity of the security; and 

an ownership history of the cryptographic currency; 
internally verifying an authenticity of the one or more 

electronic transaction messages based on the digital 
signature; 

internally verifying the source computing node as owner 
of the cryptographic currency based on the ownership 
history using a ledger; 

receiving electronic verification messages from a plurality 
of other computing nodes in the network, the electronic 
verification messages including information providing 
external verification of the source computing node as 
the owner of the cryptographic currency; 

recording, in the ledger, a change in the ownership history 
from the source computing node to the recipient com­
puting node in response to the ownership history being 
verified internally and by the other computing nodes; 

transmitting electronic change messages updating the 
change in ownership history to the source computing 
node and the other computing nodes; 

aggregating the cryptographic currency with another 
cryptographic currency representing the same security 
into an aggregated cryptographic currency, the aggre­
gated cryptographic currency representing the same 
security and a second position, the second position 
representative of a second quantity of the security, the 
second quantity of the security larger than the first 
quantity of the security; and 

updating the ledger to perfect ownership rights in the 
aggregated cryptographic currency. 

19. The method of claim 18, further comprising: 
providing a non-cryptographic currency in exchange for 

the cryptographic currency. 
20. The method of claim 18, further comprising: 
compressing a portion of contents of the ledger associated 

with the cryptographic currency only after a specified 
number of transactions have occurred involving the 



US 9,704,143 B2 
17 

cryptographic currency, the specified number selected 
such that the contents of the ledger that are compressed 
identify transactions deemed beyond reproach. 

* * * * * 

18 
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Attorney Docket No.: 081786-8645.US01 

ABSTRACT OF THE DISCLOSURE 

The present disclosure is directed to security settlement in financial markets 

and cryptographic currencies. Particular portions of the present disclosure are directed to 

a cryptographic currency protocol and to a cryptographic currency that includes a 

positional item. The cryptographic currency protocol supports a virtual wallet that, in 

various embodiments, is a security and cash account for storing and managing the 

cryptographic currency. Opening a transaction via the virtual wallet to transfer the 

cryptographic currency is a strong guarantee of the availability of funds in the virtual wallet 

because, e.g., funds are not transacted unless the commit phase is successful. 
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Attorney Docket No.: 081786-8645.US01 

CRYPTOGRAPHIC CURRENCY FOR SECURITIES SETTLEMENT 

CROSS REFERENCE TO RELATED APPLICATIONS 

[0001] This application claims priority to U.S. Provisional Application Serial No. 

61/994,650 filed May 15, 2014, the contents of which is incorporated herein by reference in 

its entirety for all purposes. 

FIELD 

[0002] The present disclosure relates generally to systems, apparatuses, and 

methods for settling securities in financial markets using distributed, peer-to-peer, and 

cryptographic techniques. 

BACKGROUND 

[0003] The settlement of securities involves a process whereby securities or interests 

in securities (e.g., debt, equity, or derivative contracts) are delivered, usually against 

payment of money. A number of risks arise for the parties during the settlement interval 

that follows trading and precedes settlement. For example, after a trade for a security and 

before settlement, the rights of the purchaser are contractual and therefore personal; 

however, because such rights are merely personal, these rights are at risk in the event of 

the insolvency of the either counterparty to the trade. After settlement, the purchaser owns 

the securities, and the purchaser' rights are proprietary. Clearing involves modifying 

contractual obligations to facilitate settlement. Clearing houses, such as the National 

Securities Clearing Corporation (NSCC), provide clearing, settlement, risk management, 

central counterparty services, and a guarantee of completion for certain transactions (e.g., 

broker-to-broker trades, depositary receipts, and exchange-traded funds), and they serve 

as the central counterparty for trades in the U.S. securities markets. In the United States, 

the settlement date for marketable stocks can be an extended length of time-three 

business days after the trade is executed and for listed options and government securities 

it is usually one day after the execution. 

LEGAL 123962544.1 -1-
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