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POLITICS

File Says N.S.A. Found Way to
Replace Email Program

By CHARLIE SAVAGE NOV. 19, 2015

The National Security Agency headquarters at Fort Meade, Maryland in 2010.
Credit Saul Loeb/Agence France-Presse — Getty Images

WASHINGTON — When the National Security Agency’s bulk
collection of records about Americans’ emails came to light in 2013,
the government conceded the program’s existence but said it had
shut down the effort in December 2011 for “operational and
resource reasons.”

While that particular secret program stopped, newly disclosed
documents show that the N.S.A. had found a way to create a functional
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equivalent. The shift has permitted the agency to continue analyzing
social links revealed by Americans’ email patterns, but without collecting
the data in bulk from American telecommunications companies — and
with less oversight by the Foreign Intelligence Surveillance Court.

The disclosure comes as a sister program that collects Americans’
phone records in bulk is set to end this month. Under a law enacted in
June, known as the U.S.A. Freedom Act, the program will be replaced
with a system in which the N.S.A. can still gain access to the data to
hunt for associates of terrorism suspects, but the bulk logs will stay in
the hands of phone companies.

The newly disclosed information about the email records
program is contained in a report by the N.S.A.’s inspector general
that was obtained by The New York Times through a lawsuit under
the Freedom of Information Act. One passage lists four reasons that
the N.S.A. decided to end the email program and purge previously
collected data. Three were redacted, but the fourth was uncensored.
It said that “other authorities can satisfy certain foreign intelligence
requirements” that the bulk email records program “had been
designed to meet.”

The report explained that there were two other legal ways to get such
data. One was the collection of bulk data that had been gathered in other
countries, where the N.S.A.’s activities are largely not subject to regulation
by the Foreign Intelligence Surveillance Act and oversight by the intelligence
court. Because
of the way the Internet operates, domestic data is often found on
fiber optic cables abroad.

The N.S.A. had long barred analysts from using Americans’ data
that had been swept up abroad, but in November 2010 it changed that
rule, documents leaked by Edward J. Snowden have shown. The

http://www.nytimes.com/2015/11/20/us/politics/records-show-email-analysis-continued-after-nsa-program-
ended.html Page 2



http://www.nytimes.com/2015/11/20/us/politics/records-show-email-analysis-continued-after-nsa-program-ended.html
http://www.nytimes.com/2015/11/20/us/politics/records-show-email-analysis-continued-after-nsa-program-ended.html
http://www.charliesavage.com/?page_id=303
http://www.charliesavage.com/?page_id=303
http://www.nytimes.com/2014/08/14/us/politics/reagan-era-order-on-surveillance-violates-rights-says-departing-aide.html
http://www.nytimes.com/2014/08/14/us/politics/reagan-era-order-on-surveillance-violates-rights-says-departing-aide.html
http://www.nytimes.com/2014/08/14/us/politics/reagan-era-order-on-surveillance-violates-rights-says-departing-aide.html
http://www.nytimes.com/2013/09/29/us/nsa-examines-social-networks-of-us-citizens.html
http://www.nytimes.com/2013/09/29/us/nsa-examines-social-networks-of-us-citizens.html

File Says N.S.A. Found Way to Replace Email Program The New York Times

inspector general report cited that change to the N.S.As internal
procedures.

The other replacement source for the data was collection under the
FISA Amendments Act of 2008, which permits warrantless surveillance
on domestic soil that targets specific noncitizens abroad, including their
new or stored emails to or from Americans.

“Thus,” the report said, these two sources “assist in the
identification of terrorists communicating with individuals in the
United States, which addresses one of the original reasons for
establishing” the bulk email records program.

Timothy Edgar, a privacy official in the Office of the Director of
National Intelligence in both the George W. Bush and Obama
administrations who now teaches at Brown University, said the
explanation filled an important gap in the still-emerging history of
post-Sept. 11, 2001, surveillance.

“The document makes it clear that N.S.A. is able to get all the
Internet metadata it needs through foreign collection,” he said. “The
change it made to its procedures in 2010 allowed it to exploit metadata
involving Americans. Once that change was made, it was no longer
worth the effort to collect Internet metadata inside the United States, in
part because doing so requires
N.S.A. to deal with” restrictions by the intelligence court.

Observers have previously suggested that the N.S.A.’s November
2010 rules change on the use of Americans’ data gathered abroad might
be connected to the December 2011 end of the bulk email records
program. Marcy Wheeler of the national security blog Emptywheel, for
example, has argued that this was probably what happened.

And officials, who spoke on the condition of anonymity to discuss
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sensitive collection programs, have said the rules change and the FISA
Amendments Act helped make the email records program less valuable
relative to its expense and trouble. The newly disclosed documents
amount to official confirmation.

The N.S.A. and the Office of the Director of National Intelligence did
not respond to a request for comment.

After the Sept. 11 attacks, Mr. Bush secretly authorized the N.S.A. to
conduct surveillance and data-collection activities without obeying the
Foreign Intelligence Surveillance Act, in a program called Stellarwind.

The email records component caused many internal headaches. In
2004, the Justice Department questioned its legality, contributing to a
confrontation in the hospital room of Attorney General John Ashcroft
and the threat of a mass resignation.

Mr. Bush then halted the program until the intelligence court
began issuing secret orders authorizing it.

The court limited the categories of data that the N.S.A. was permitted
to collect and restricted how it could gain access to the data. After
violations of those limits were revealed in 2009, the N.S.A. suspended the
program until mid-2010, only to end it the next year.

Follow the New York Times’s politics and Washington coverage on Facebook
and Twitter, and sign up for the First Draft politics newsletter.

A version of this article appears in print on November 20, 2015, on page A4 of the New York
edition with the headline: File Says N.S.A. Found Way to Replace Email Program .

© 2016 The New York Times Company
Reproduced for educational purposes only.
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UsS

NSA Declassifies Inspector General Reports About
Defunct Bulk E-mail Metadata Program

By CHARLIE SAVAGE NOV. 19, 2015

In response to a Freedom of Information Act lawsuit by The New York Times, the National Security
Agency has released these documents. They largely consist of inspector general reports related to the
NSA’s defunct bulk e-mail records collection program. The program began as part of the Bush
administration’s response to the Sept. 11, 2001, terrorist attacks. In the spring of 2004, its legality
was a central part of a famous incident in which Bush officials confronted each other in the hospital
room of Attorney General John Ashcroft. That July, the Justice Department persuaded the Foreign
Intelligence Surveillance Court to begin issuing orders authorizing the bulk records collection under
a disputed interpretation of a provision of the Foreign Intelligence Surveillance Act permitting the
installation of pen register/trap & trace devices, which collect metadata — information showing who
contacted whom and when, but not the content of what they said. The NSA shuttered the program in
December 2011. Its existence came to light in the summer of 2013 as part of the leaks by the former
intelligence contractor Edward J. Snowden. RELATED ARTICLE

See following pages.
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U.S. Department of Justice

United States Attorney
Southern District of New York

86 Chambers Street
New York, New York 10007

November 10, 2015

By Electronic Mail

David E. McCraw, Esqg.

Jeremy A. Kutner, Esq.

The New York Times Company

620 Eighth Avenue

New York, NY 10018

E-mail:  mccrad@nytimes.com
jeremy.kutner@nytimes.com

Re: The New York Times Co. and Charlie Savage v. National Security Agency,
15 Civ. 2383 (KBF)

Dear David and Jeremy:

This Office represents the National Security Agency (“NSA”), the defendant in the
above-referenced matter. Pursuant to the Scheduling Order, dated May 15, 2015, NSA has
completed its review and processing of the attached documents. NSA is releasing 10 documents
with redactions. Information has been redacted from these documents pursuant to 5 U.S.C. 8§
552(b)(1) and (b)(3). Each redacted document being released has been marked with the
applicable FOIA exemption or exemptions.

Please let me know if you have any questions.
Sincerely,

PREET BHARARA
United States Attorney for the
Southern District of New York

By:  /s/ Andrew E. Krause
ANDREW E. KRAUSE
Assistant United States Attorney
Telephone: (212) 637-2769
Facsimile: (212) 637-2786
E-mail: andrew.krause@usdoj.gov

Attachments
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NATIONAL SECURITY AGENCY

CENTRAL SECURITY SERVICE
FORT GEORGE G. MEADE, MARYLAND 207558000

November 30, 2009

The Honorable Silvestre Reyes
Chairman, Permanent Select
Committee on Intelligence

United States House of Representatives
H-405, The Capitol

Washington, DC 20515

Dear Representative Reyes:

(UHFSYOY The Foreign Intelligence Surveillance Act Amendments Act of 2008 (FAA)
authorizes the NSA Inspector General to assess the Agency’s compliance with procedures for
targeting certain persons outside the United States, other than United States persons. Except as
otherwise stated, I have no reason to believe that any intelligence activities of the National
Security Agency during the period 1 September 2008 through 31 August 2009 were unlawful.

(UHFOH6) My office 1eviews the collection, processing, and reporting of data at least
quarterly. Incidents involving compliance with procedures for targeting certain persons outside the
United States, other than United States persons, and incidents involving minimization of United
States person information are reported to the OIG as they occur and quarterly. Each incident is
evaluated against the targeting and minimization procedures set forth in the FAA and in NSA
directives. (b)(1)

{b)(3)-P.L. 86-36
“(SH3PREETOUSAFYEYY In compliance with the targeting and minimization
procedures of §702 of the FAA, NSA/CSS disseminated] __Jintelligence reports betwegn FAA
implementation on 1 September 2008 and 31 August 2009. Of th disseminations,
reports contained a reference to a United States person identity. Additionally, NSA releas%
names of U.S. identities in response toDustomer requests.

—~FSHEHREETO-Y5AFYEYS During this reporting pcnod,C]valld foreign targets

outside the United States at the fime of tasking were later s
United States. | (1)

(L. 86-36
UsSC 798
TS usc 3024“,

—FSHSHAREFO-USA-FVEY) We found and reportedDinstances of §702 targeting or
minimization mislakes to the President's Intelligencc Oversight Board through the Assistant 1o the
Secretary of Defense for Intelligence Oversight:

° target selectors had been tasked under an incorect §702 certification category
. oftware malfinchons had caused unintended collection
» | Jforeign intelli irgets had been incorrectly wasked for §702 oollectionl |

mﬁﬂeﬁmﬁw (b)(3)-P.L. 86-36

Epproved for Release by NSA on 11-10-2015. FOIA Case # 80120 {litigation)
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. :j ¢t w s later found to h ve U.S. citizenship
There were]__|delays in removing the t rget selectors from collection systcms and
. Dde]a s in purging unauthorized collection from NSA databases.

(U) Action was taken to correct the mist kes and processes were reviewed and adjusted to
reduce the risk of unauthorized acquisition and improper retention of U.S. person communications.

(UAFEH6Y The Office of Inspector General continues to exercise oversight of Agency
intelligence activities.

(b)(1) /@
(b)(3)-P.L. 86-36 ‘97”
GEORGE
Inspector General

Copy Furnished:
The Honorable Peter Hoekstra
Ranking Member, Permanent Select
Committee on Intelligence
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NATIONAL SECURITY AGENCY/CENTRAL SECURITY SERVICE

INSPECTOR GENERAL REPORT

—FS/StNF) Report on the Audit of NSA Controls to Comply
with the Foreign Intelligence Surveillance Court Order

Regarding Pen Register and Trap and Trace Devices
(b)(3)-P.L. 86-36

DERIVED FROM: NSA/CSS Manual 1-32
DATED: 08 January 2007
DECLASSITY ON: 24320+08—

Bpproved for Release by NSA on 11-10-2015. FOIA Case # 80120 {litigation}
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(U) OFFICE OF THE INSPECTOR GENERAL

(U) Chartered by the Director, NSA/Chict, CSS, the Office of the Inspector General (OIG)
conducts audits, and investigations and inspections. It's mission is to ensure the integrity,
efficiency, and eftectiveness of NSA/CSS operations, provide intelligence oversight, protect
against fraud. waste, and mismanagement of resources, and ensure that NSA/CSS activities are
conducted in compliance with the law, executive orders, and regulations. The OIG also serves
as ombudsman, assisting NSA/CSS employees, civilian and military.

(U) AUDITS

(U) The audit function provides independent asscssment ot programs and organizations.
Pertormance audits evaluate the effectivencss and cfficiency of entities and programs and
assesses whether program objectives are being met and whether operations comply with law
and regulations. Financial audits determine the accuracy of an entity’s financial statements. All

audits are conducted in accordance with standards established by the Comptroller General of
the United States.

(U) INVESTIGATIONS AND SPECIAL INQUIRIES

(L) The OIG administers a system for receiving and acting upon requests for assistance or
complaints (including anonymous tips) about fraud, waste and mismanagement. Investigations
and Special Inquiries may be undertaken as a result of such requests, complaints, at the request
of management, as the result of irregularities that surtace during inspections and audits, or at
the initiative ot the Inspector General.

(U) FIELD INSPECTIONS

(U) The inspection function consists of organizational and functional reviews undertaken as
part of the OIG’s annual plan or by management request. Inspections yield accurate, up-to-date
information on the effectiveness and efticiency of entities and programs, along with an
assessment of compliance with law and regulations. The Oftice of Field Inspections also
partners with Inspectors General ot the Service Cryptologic Flements to conduct joint
inspections of consolidated cryptologic tfacilities.
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FOPSECREEACOMINFANOFORN

OFFICE OF THE INSPECTOR GENERAL
NATIONAL SECURITY AGENCY
CENTRAL SECURITY SERVICE

(b)(3)-P.L. 86-:T

TO: DISTRIBUTION

SUBJECT: 575 HMF Advisory Report on the Audit of NSA Controls to
Comply with the Foreign Intelligence Surveillance Court Order Regarding Pen
Register and Trap and Trace Dcviccsl |—ACTION MEMORANDUM

1. 1P87/43+/ " This advisory recport summarizes results of testing by the
Office of the Inspector General in support of the Audit of NSA Controls to Comply
with the Foreign Intelligence Surveillance Court Order Regarding Pen Register
and Trap and Tracc Devices | (b)(3)-P.L. 86-36

2. (U/ /80U We determined that querying controls were adequate to
provide rcasonable assurance of compliarice with the terms of the Order.

Based on our review, no management response is required for this report.

3. (U/OUO7T Te discuss this report further, please contactl
on 963-0922(s) or by e-mail at|

4. (U) We appreciate thc courtcsy and cooperation extended to the audit
team throughout the review.
(b)(3)-P.L. 86-36

. Lf (\; ) I-'i . H (1
C 08 1/?(, L _‘-,;_"J::Q/A./O', :

GEORGE ELLARD
Inspector General
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(b)(3)-P.L. 86-36



DOCID: 4248584

(b)(3-P.L. 86-36

(U) EXECUTIVE SUMMARY

—FS#SH N We conducted this review to determine whether the controls

(b)3)-P.L. }6-36

we tested as part ofa[___|yearlong review of NSA compliance with
seven provisions ofthe Business Records Order were adequate to provide
reasonable assurance of compliance with similar provisions ofthe Pen
Register and Trap and Trace (PR/TT) Order. Of the [:lquen'es made
bétween| lthe date when the Foreign Intelligence Surveiflance
Court signed| | and] ] we found no errors or
instances ofnon-compfiance with the five provisions ofthe PR/TT Order
related to querying that we tested. We therefore judged these controls to
be adequate to provide reasonable assurance of compliance with the I
Order.

(b)(S)LL’.L. 86-36

—FSH#SHINE) The Pen Register and Trap and Trace (PR/TT) Order

(b)(1)
(b)(3)-P.L. 86-36

(b)(3)-50 USC 3024(i)

—FF+SHMH The Foreign Intelligence Surveillance Court (FISC) granted NSA
the authority to collect certain categories of metadata with the assistance of
certain United States based telecommunications service providers and to

analyze that metadata in support of investigations to protect against

international terrorism. The PR/TT Order authorizes NSA to collect and

analyze bulk metadata from providers within the United Statcs.

-AFSHSHUYNE] PR/TT metadata includes communication:

o {ISHLSHHEaddressing information (e.g., the “to,” “from,” “cc,” and

“bee” fields

—F5/43H78F-The PR /TT Order prohibits collection ofcantent of
communications.

—FeSH8 The FISC renews the PR/TT Order approximately every

80 days. NSA, in consultation with the Department of Justice, did not seek

an immediate renewal and allowed the PR/TT Order to expire in

f (b)(1)

(b)3)-P.L. 86-36
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(b)(1)
(b)(3)-P.L. 86-36
(b)(3)-P.L. 86-36 | |because of concern the Agency could not comply with the order as
written, I |the FISC issued an Order substantially different

from thc previous versions in that, among other things, it redelined “facilities”
|However the provmom

that limit the selectors on which NSA may query, as well as provisions to
track and report on dissemination, remained essentially unchanged and are

:g}g;_" L. 86-36 simi]ar. to thosc in thg current Business Records (BR} Order, which

(b)(3)-56 I:ISC 3024(i) authorizes the collection of bulk telephony metadata. The PR/TT Order
includes a series of provisions to protect the privacy of United States persons

Ps] Lecause the bulk metadata collected under the Order includesD
r IUSP communications, the vast majority of which are

unrelated to investigations to protect against intcrnational terrorism,

(U) This Review

T3/ SHMF-We began this review in|:1 but suspended it when
NSA allowed the PR/I'T' Order to expire. We then conducted a yearlong Audit
of NSA Controls to Comply with the Foreign Intelligence Surveillance Court
Order Reqarding Business Records (ST-10-0004) using a continuous audilng
methodology to test monthly certain controls related to querying and
disscmination. As part of that review, we evaluated the adcquacy of controls
to ensure compliance with seven requircments tested against Standards of
Internal Control in the Federal Government. Because the requirements,
controls, and processes uscd to query and to disscminate information are
essentially the same under the PR/TT Order and the BR Order, we relied on
the overall evaluation of controls conducted under ST-10-0004 and used the
same test objcctives and plans for both reviews. See Appendix A for details
on the objcctive, scope, and methodology as well as a list of reports issucd on
our tests of BR controls.

—F3-5H7NF For this review, we tested NSA compliance with five provisions
of the PR/l Order related to querying for| { - b))
| |while an active Order was in place. Although the Order  (b)(3)-P.L. 86-36

first became active inl Pfter the Agency had allowed it to expire, the
Agency did not resume collection and querying of PR/TT metadata unti]

liwhich closely mirrors its first renewall. | (b)3)-P.L 86-36

(U) Test Results and Objectives Related to Querying

PSS Of the :lq.ueries madc during our test period, we found

no errors or instances of nen-cempliance with the five provisions of the
PR/TT Order related to querying that we tested.

“FFREEEANEY Tor (he period 1‘uvjcwcd,| Ii.\'slled trom PRI ietaduta and (b)(1)
appropriately reported iy the 30-day repewul reporl. However. the dissenitiaiton did not contein PR- I'l-derived USP (b)(3)-P.L. 86-36
inlormation. With sucl |\vc did not fonally tesd dissemination objectives.

2
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{(b}{3)P.L. 86-36

o —tFS/F SR Access: Were all queries to the PR/T]' metadata made
by authorized individuals (c.g., intelligence analysts and approved
technical support personnel)?

* {U/HOY® Reasonable Articulable Suspicion (RAS] Approval of
Queried Selectors: Did all queries use RAS-approved sced selectors?

* U/ ABEEL Office of General Counsel (OGC) Review of USP Selectors:
Did OGC verify that RAS determinations of all queried sced selectors
associated with USPs had not been based solely on activities protected
by the First Amcndment to the Constitution?

» —{eHRBEEFOESATEYH Chaining: Were all queries chained to no

more than two hops?

* U/ /FEYO9T Rewmlidation of Queried Selectors: Were all queried foreign
and USP seed sclcctors revalidated within the Court’s time frames—
one year and 180 days, respectively—and approved by an authorized
Homeland Mission Coordinator?

~1T377 34 These provisions limit access to the bulk metadata and the
selectors that NSAis authorized to query. See Appendix B for details of test
rcsults.

(U) Test Results and Objectives Related to Dissemination

—¥3/5H™ The PR/TT Order also rcquired that NSA track and repart
information shared gutside the Agency. | |

Jbl(3)-P-L- 86-36

« PSS 30-Day Reports: Did NSA accurately and completely
report disseminations of PR/TT metadata outside NSA?

» —FSAASE-EE Dissemination of Serialized SIGINT Reports with PR/ TT
Metadata: W as all information disscminated through serialized
SIGINT reports approved by the Chief of Information Sharing Services
(S12) or other authorized individuals?

(U) Conclusion

=T8S/ Our tests of queries made under the PR/TT Order parallel the
findings of our review of BR controls: querying controls are adequate to
provide rcasonable assurance of compliance with the provisions tested, but
NSA management must ensure that controls remain effective. [ |

[

we must rely on findings of our BR review that the largely manual
precess to disseminate is manageable given the small amount of information

—FOPSECREFACOMN TN EORA— (b))
3 (b)(3)-P.L. 86-36
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(b)(3)-P.L. 86-36

disseminated in 2010. We make no recommendations in this report because
the implementation of recommendations in ST-10-0004L will be tracked by
the Office of the Inspector General follow-up process.
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(U) APPENDIX A

(U) About the Audit
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(b)(3)-P.L. 86-36
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(D}3)}P.L. 86-36

(U) ABOUT THE AUDIT

(U) Objectives

—{¥3773HFM) The objective of this audit was to test whether controls to ensure

that NSA compliance with key terms of the Pen Register and Trap and Trace

(PR/1T) Order were operating effectively. Specifically, we tested NSA compliance

with five provisions of the Order related to querying to assess the adequacy of

controls. We tested these provisions because thev were relatively stable, at risk

for technical non-compliance or violation of privacy rights, and testable. For a

requircment to be testable, compliance must be clearly objective and veriliable

by supporting data.| ] (b)(3)-P.L. 86-36

(U) Scope and Methodology

(b)(1)

(b)(3)-P.L. 86-36

(b)(3)-P.L. 86-36

—FSSHHY- From January through Februaryl Iwe iested queries of

PR/TT metadata made | | during

--which NSA was operating undey !

Outside of teswng, we based our evaluation of controls on work conducted as
part of the Business Records (BR) review {ST-10-0004).

=PI/ For querying, all sclectors that were documented inl |

audit logs as having been queried were compared against access lists
maintaincd by SV42 and rcasonable articulahle suspicion approvals and Office
of General Counsel (OGC) reviews documented in| lis
NSA’s corporate contact chaining system. It stores metadata from multiple(b)(s)'P‘L‘ 86-36
sources, storing PR/TT metadata in a separate realm. I:lperforms data
quality, preparation, and sorting functions and summarizes contacts in the
processed data. is the selector tracking application uscd for PR/TT
and BR querying. Wc also_counted the number of hops chained for each
selector as documented in|:audit logs. We researched anomalies to
make a linal determination of compliance. (b)(1)

{

mw;e_l_l 86-36

We intended to verify that serialized Signals Intelligence (SIGINT) reports

erived from PR/TT metadata, as documented in| were supported by
dissemination authorization$ and included in 30-Day Reports provided to the
Foreign Intelligence Surveillance Court (FISC}. a management

information system for SIGINT production, contamns statistical information and
customer feedback about serialized reports.

A-1
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—ES79HNR We did nol plan to test whether non-serialized reports were
approved hy the Chicf, Information Sharing Services {SI2), or other authorized
officials because approvals were documentcd in e-mails rather than formal
dissemination authorizations. For the same reason, we did not plan to test
whether 30-Day Reports dccurately and completely disclosed non-scrialized
reports.

=—tFS8H78F During the Audit on NSA Controls to Comply with Foreign
Intelligence Surveillance Court Order Regarding Business Records (ST-10-0004L),
we met with individuals from OGC, the Oflice of the Director of Compliance. the
SIGINT Directorate (SID), and the Tec hnology Directorate, including the SID

(b)(3)-P.L. 86-36  Office of Oversight and Compliance, Information Sharing Services, Homeland

Sccurity Analysis Center, SID Issues Support Staff, Analytic Capabilities,

] Information obtained from
these meetings was used as a basis to conduct the PR/TT review.

(U} We conducted this performance audit in accordance with generally accepted
government auditing standards. Those standards require that we perform the
audit to obtain sufficicnt, appropriate evidence to provide a reasonablc basis for
our findings and conclusions according to our audit objectives. We bclicve that
the evidcnee obtained provides a reasonable basis for our findings and
conclusions according to our audit objectives.

(U) Prior OIG Coverage

—FEH S |

(b)(1)
(b)(3)-P.L. 86.36

Supplemental Report to IG Reportl

—FSBH#NF) Assessment of Management Controls to Implement the FISC Order
Authorizing NSA to Collect Information Using PR/ TT Devz'c\esl | (b)(3)-P.L. 86-36

I |
-{FS5H#5HINF) Related OIG Coverage of the BR Order

—ESHHSHNE) We issued the following reports as part of our Audit of NSA
Controls to Comply with the Foreign Intelligence Surveillance Court Order
Regarding Business Records (S1-10-0004). These reports provide details on the
processes and controls in place to ensure compliance with the BR and PR/TT
Orders.

o TSHSHANE Advisory Report on the Audit of NSA Controls to Comply
with the Foreign Intelligence Surveillance Court Order Regarding Business

Records (ST-10-0004), 12 May 2010
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{b)(3

* {FSHSHAR Audit of NSA Controls to Comply with the Foreign
Intelligence Surveillance Court Order Regarding Rusiness Records -
January to March 2010 Test Results (ST-10-0004A), 1 June 2010

o ~fFBAFSHANT Audit of NSA Controls to Comply with the Fereign
Intelligence Survetllance Court Order Regarding Business Records
Apnil 2010 Test Results (ST-10-0001B), 10 June 2016

» 55 Audit Report of NSA Controls to Comply with the Foreign
Intelligence Surveillance Court Order Regarding Business Records -
Control Weaknesses (ST-10-0004C), 29 September 2010

o HFSAAELLLNE) Audit of NSA Controls to Comply with the Foreign
Intelligence Surveillance Court Order Regarding Business Records
May 2010 Test Results (ST-10-00040}, 30 Junc 2010

= P3N Audit of NSA Controls to Comply with the Foreign
Intelligence Surveillance Court Order Regarding Business Records - June

2010 Test Resulls (ST-10-0004E) , 20 July 2010

o (TS4HSH-RPT Audit of NSA Controls to Comply with the Foreign
Intelligence Surveillance Court Order Regarding DBusiness Kecords -
July 2010 Test Results (ST-10-0001F}, 18 August 2010

» SRS Audit of NSA Cantrols te Comply with the Foreign
Intelligence Surveillance Court Order Regarding Business Records -
August 2010 Test Results (ST-10-0001G), 28 September 2010

» ATSALSH-HHY Audit of NSA Controls to Comply with the Foreign
Intelligence Surveillance Court Order Regarding Business Records -

September 2010 Test Results (ST-10-0004H), 28 October 2010

o —FESHANTT Audit of NSA Controls to Comply with the Foreign
Intelligence Surveillance Court Order Regarding Business Records -
October 2010 Test Results (ST-10-000411), 1 December 2010

o ESASHHHY Audit of NSA Controls to Comply with the toreign
Intelligence Surveillance Court Order Regarding Business Records —
November 2010 Test Results (ST-10-0004Jj, 20 December 2010

= PSSR Audit of NSA Controls to Comply with the Foreign
Intelligence Surveillance Court Order Regarding Business Records —
December 2010 Test Results (ST-10-0004K}, 12 January 2011

» AFEALEHES Dmft Audit Report on NSA Controls to Comply with the
Foreign Intelligence Surveilance Court Order Regarding Business Records
(ST-10-0004L}, 15 March 2011

-P.L. 86-36
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1
(U) TEST RESULTS))5 L 8.3

—FS4A A We judged NSA controls as adequate to provide reasonable assurance of
compliance with the five provisions of thc Foreign Intelliigence Surveillance Court
(FISC) Order regarding Pen Register and Trap and Tracc Devices (PR/TT) related to
querying that we tested. Test results show that NSA complied with these provisions

(b)3

for the test periodl

| The ratngs

are defined on the last page of this report.

(b)(3)-P.L. 86-36

LR
Area Test Results Test Compliance Assessment
Errors of Controls
Authonzed individuals made all .
1. Access queries of PR/TT metadata. l:l 0 Compliant Adequate
Seed selectors of lqueries
2. Reasonable of PR/TT metadata n| | X
articulable documented as RAS approved In
suspicion (RAS) at the time of the query. The remaining 0 Compliant Adequate
approval of guened | did not use RAS-approved seed selectors but |
selectors were made for data integrity and test
purposes. as permitted by the Order.
(b)(1) 3. Oflice of QI}SADO%SCPfo??q stef;]tgrzz were revieweg by
(b)(3)-P.L. 86-3 5 General Counsel prior to being used to query% ;
{JQSGC)Q;?Q:“(IUOSfP) These reviews are documented In 5 0 Compliant Adequate
séle'cltjors RAS identifier management system,
Altquuen'es made for fore:gn intelligence
purposes were chained to no more than two
hops from a -approved selector, as
. required. In| |of those instances, :
4. Chaiing although a third hop was attempted, the 0 Compliant Adequate
queries were terminated before results were
returned and therefore were within the two-
hop limit.
The seed selectors queried for foreign
intelligence purposes were RAS approved by
S. Approval and authonzed Homeland Mission Coordinators
revalidation of in the Courl's time frames. An additional 0 Compliant Adequate
queried selectors seed selectors were quened for data
integrity or test purposes as permitted by the
Order.
6. 38-Day Reporls
7. Dissemination of
serialized SIGINT
reports with PR/TT
metadata (b)(1)
(b)(3)-P.L. 86-36

)-P.L. 86-36
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(U) RATING SYSTEM
(b)(3)-P.L. 86-36

Description Rating

A rating of green indicates that noinstances of
non-compliance with the PR/TT Crder were identified dunng
testing. Any noted scope limitations were related to the Compliant
application of the continuous auditing methodology. not known
control weaknesses

A rating of yellow indicates that although noinstances of non-
compliance were identified. control weaknesses prevented us
from testing the entire universe, as explained in the scope
limitations.

Compliant, with
scope
limitations

A rating of red indicates that one or more instances of non-
compliance with the PR/TT Crder were identified during
testing.
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OITICE OF THE INSPECTOR GENERAL
NATIONAL SECURITY AGENCY
CENTRAL SECURITY SERVICE,

(B)(3]-P.L. 86-36

TO: DISTRIBUTION

SUBJECT: PS54 Assessment of Management Controls to linplement
the FISC Order Authorizing NSA to Collect Informiation Using Pen Register and
Trap and Trace Devices - ACTION MEMORANDUM

1. FS577SHNFThis report summanzes the results of our assessment
of management controls to implement the FISC Order authorizing NSA to
collect information using Pen Register and Trap and Trace Bevices (PRI
Because of extenuating circumstances, managenment was unitble to provide
complete responses Lo the draft report but indicated general concurrence with
the recommendations. Wc will follow up on management's actions o
implement the recommendations in 90 days.

2. (U/ AeE63} As required by NSA/CSS Policy 1-60, NSA/CSS Qffice of
the Inspector General, actions ot OIG audit recornrnendations are subject to
monitoring and followup until completion. Conscquently. we ask that you
provide a written status report concerning cach planned corrective action
categorized as "OPEN." The status report should provide sufficient
informarion to show that corrcctive actions have been completed. If a planned
action will not be compleled by the original tardget completion date, please state
the reason for the delay and give a revised target completion date. Status
reports should be sent to|_ i/—\s.qistam Inspector General, at
OPS 28, Suitec 6247. within 15 calendar days alter cacli target completion
date.

3. (1)) (U//+¥eB) We appreciate the courtesy and ceoperation extended
to thie audilors throughout the review. If you need clarification or additional
information, please contact on 9€3-2988 or via e mail at

: B _ - Ny i . ‘I
(b) (3)-P.L. 86-36 }’bec’;‘)lﬁw( [ Al é’,u{,i L

BRIAN R MCANDRFEW
Acting inspector General

Derived From: NSA/CSSM 1-52
Dated: 20070108
Declassify On: &

r

Foproved for Release by NSA on 11-10-20715. FOIA Case 7 80120 (iitigation)
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#){3)-P.L. 86-36

~C¥SHST/NF)yASSESSMENT OF MANAGEMENT
CONTROLS TO IMPLEMENT THE FISC ORDER

AUTHORIZING NSA TO COLLECT INFORMATION USING
PEN REGISTER AND TRAP AND TRACE DEVICES

—TSHSHISTLW/INF/OCT Background: On (4 July 2004, the Foreign Intelligence
Surveiltanee Court (FISC) issued a court order (the Order} grasiting the NSA the
authority to install and use pen registers and trap and trace (PRTT) deviees to
collect the addressing and routing wnlormeation of intermet-basced communications!

| The Order
establishes strict procedures governing the collection and use of, as well as access
to. the data. This report assesses the general adequacy of management controls to
ensure that the Agency complies with the terins of Lthe Order. The effectivencss of
management controls will be addressed in a subsequent report.

(b) (1)

(b) (3)-P.L. B6-36
(b) (3) -50 USC 3024 (i)

FFIAIHIFEWAHFEE) The management controls designed by the
Agency to govern the collection, dissemination, and data security of
electronic communications metadata and U.S. person information
obtained under the Order are adequate and in several aspects exceed the
terms of the Order. Due to the risk associated with the processing of
electronic communications metadata involving U.S. person information,
additional controls are needed for processing and monitoring of queries
made against PRTT data, documenting oversight activities. and providing
annual refresher training on the terms of the Order.

SUMMARY

E lcludes all e-mait L‘.mnmunic.‘.ar_jm'tﬂl (b} (1)
{(b) (3)-P.L. B6-36

Vhe current version of the Urderl |

w I v - -
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(V) Criteria

)(3)-P.L. 86-36

(b) (1)
(b) (3)-P.L. B86-36

{b) (3)-50 0SC 3024(1)

—tP3//SHFITENSNEYOC The Order. The Order in eftect durne jhe
time period of our review was issued on
expired on|— | 1t-authorized the Agency to- {b)(1)

{b)(3)-P.L. 86-36
s collect and retain elecuonic communications metadata
using pen registess and trap and trace devices 1o protect
against international terrorism. and

o process and disseminate this datal |

—FS7SHM Sincee the first order was signed in July 2004. tie FISC
has issued subsequent orders every ninety days. Altheuph the
specifie terms and requirements of each order sometinies changed.
the core authoritv—to collect and retain electronic comrmunications
metadata in the United States using pen registers and trap and (race
devices—remains. Appendix B surmnarizes the significant changes
since the first Order was signed.

—FSF7SESPENTFOCTNF To protect U.S. privacy rights. the Order
specilies teins aud restrictions regarding the collection. processing,
retention,’ dissemination. ana data security of elcctronic
communications meladata and .S, person intormation obtained
under the Order. To ensure complianee with these terms and
restricrions. the Order also mandates Agency managenment to
implemernt a series of procedures 1o control the coliection of data and
the access 1o annd use of the archived data collected pursuant to the
Order. These conlrol procedures are clearly statecl in the Order.
Appendix C surumarizes the key terms of the Order and the related
mandated cenurol procedures,

{U) Standards of Internal Control. Interrial control. er management
control, compriscs the plans. methods, and procedures used to meet
missions. goals. and objectives. It provides reasonable assurarsce
that an entity is eflective and eflicient in its operations, reliable in its
reporting, and compliant with applicable laws and regulations. The
General Accounting Office's Stawwldautds jor Intermal Condrol in the
Federal Government. November 1999 (the Standards). presents the
stauldards that define the minimum level of quality acceptablc for
management control in government. NSA/CSS Policy 7-3. Internal
Corurol Prograeny April 14, 2006, advises that evaluations of intermal
eontrol should consider the requirements outlined by ihe Standards.

for 4% vears,

A3 We did not aseess tie contrabs aver rstention at thix tme as thie Order allows data o be retained
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(b)(3)-P.L. 86-36

The Office of the Inspector General (OIG) uses the Standards as the
hasis against which management control is evaluated.

(U) Assessment Results

TPSAFSHNE Agency managenient itnplernented all of the contral
procedures specifically nrandated by the Order. (Sce Appendix C.)
Agency management also built on some of these mandated

procedures Lo establish rigoreus processes to ensure compliance
with the overall terms of the Order. For example, ] |

(b) (1)
(b) (3)~P.L. B6-36
(b) (3)-50 USC 3024 (i)

| In addition. processces 0
docirment Shill Coordinator and Office of General Counsel (OGC)
justificatiens and approvals demonsirate the Agency's diligence and
rigor in assessing whether seed addresses meet the tenms of the
Order.

—PSASH=NE [n general. controls over coltection. dissemination. and
data security were adequate to ensure compliance with key terms of
the Order. owever, the following control weaknesses and needed
improvenicnls regarding processing and oversight exist:

« ‘The authorily to approve queries made againsi PRTT data
should be separated from the capability to conduet queries.

¢ The SIGINT Directorate (SID) Oflice of Oversight and
Compliance (O&C) monitoring of PRIT queries is ineffective,

¢ Improvements are needed to document OGC spot checks
and monitoring of collection data. audil log lunctivsing.
and access lists.

» Agency management should provide annual advanced
imtelligence oversight training on the Order to comply will
Agency and Dol) policy.

(17/ /3768y Details of these issues are liscussed below.

—+¥S//SHNF) The Authority to Approve Queries Made Against PRTY
Data Should be Separated from the Capability to Conduct Queries

—HSFSEHH Two Shilt Coordinators in the CT Advanced Analysis
Division (AAD) cach have both the autherity to approve the querying
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(b) (1)
(b) (3)-P.L. B86-36
{b) (3) -50 USC 3024(i)

| Juru‘lf'r the Order and the capability to conduct
(queries. The Standards of vermal Corarol in the Federal Govermunem
require that key duties and responsibilities be divided aniong
difterent people to reduce the risk of error or fraud. [n particular,
responsibilities for authorizing vunsactions should be separate {rom
processing and recording them. This Iack of segregation of dutivs
increases the risk that the Snift Coordinators will approve and query,
either by error or intent. addresses that do not meet the terms of the
Order.

b)(3)-P.L. 86-36

Recommendation 1

| {F&#6H Separate the authority to approve queries from the capability to
conduct queries under the Order.

(ACTION: Chief, Counterterrorism Primary Production Center)

(U) Management Response

CONCUR. -FEAAS ST - Though manageinent concurred
with the tinding,. it did not eoncurwith the reconuncudation because
Shift Coordinators occasionally necd (o query against PRITT data in
emergency situations or during olthours. As an alternative conuol.
management recommended that Shift Coordinators relain querving
capability but that O&C routinety review lheir queries © ensure
cornpliance will: the Order.

Status: OPEN

Target Compleion Dat:-{ [ (b)(3)-P.L. 86-36

(U) 0!G Comment

{U}] Planned action meets the intent of the recommendation.

«FS//SH-NF) O&C Monitoring Does Not Provide Reasonable

(b)(3)-P.L. 86-36

177

IR NEY [ accordonce with DIRNSA's declaration dated
2004. which stated that O&C will periodically review the
PRTT program. O&C personnel condneted periodic spot checks to
verity that ad hoc gueries made by analysts wity access to PRTT data

LA
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were approved by a Shift Coordinator? Although O&C montitoring of
PRTT queries has the potential to be a strong and valuable
compliance control, it s largely ineftective hecausce SID managememn
did not estabhlish a comprehensive monitoring methodology designed
for that pumpose. Although there arc no indications that violations
have occuired. O&C monitoring does not provide reasonable
assurance tiat PRTT queries comply with the tfollowing key terms of
the: Order

(b) (1) e All queries made against PRTT data must micet the terms of
(b) (3)-P.L. 86-36 LG L
{b) {3)-50 uscC 3024 (i)

¢ Shift Coordinators must appreve the foreign seed addresses
of fill quenies made against PRTT data.

e OGC must approve LU.S. seed addresses of queries made
agains PRTT data,

s  Apalysts may gquery 16 no more than two hops [rom the
seedd address.

(U) Monitoring is Essential to Effective Internal Control

—FEASNEMonitering is one of the five standards of internal
cortrol. Specifically. The Starvdards of Internal Control in the Federal
Governmert states that monitorirg includes regular nuinagement
and supervisory activities, sucty as ongoing comparisons and
reconciliations. to determmine whether intermal control is functioning
properly. Effective monitoring makes marnagement aware of
inaccuracies. exceptions. or violations that could indicate intemal
eontrol prohlerms. Monitoring is the best means to verily comnpliance
ol PRIT queries because preventive controls are not practical.

~{FSHSHNFF SID Management did not Establish a Comprehensive
Monitoring Methodology

AR O& C monitoring of PRYT queries is ineffective because
SID management did nol establish a comprehensive methodology to
meitor compliance with four key terms of the. Order. Developing a
methodelegy requires identifying all ithe terms of e Order to be
1ontored. deternining the most effective monitoring techniques.
and identifying key data. format. and report requirements. Rather,

i 3 Al the tine of our review Q&C was tansiticiing o & pew process o rmonitor PRTT queres and
developing written procedures. Because U&C hid net document spat chieek results or the procedutes follovwed,
we vould not aseess the averail adequacy of the ontonng conducted pror ta our review. Our resuhts are
thuretore based selejv on the newly implemented provess.
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(b) (3)-P.L. B86-36

(b) (1)
(b) (3) -P.L.

86-36

763

P Y L1

P)3)-P.L. 86-36

O&( personnel spot-checked PRYT queries based on the type and
format of audit lug data that was already available and on the
concept of “superauditing” SIGINT queries. Superauditing consists
of O&C personnel spot-checking SIGINT queries that have already
heen reviewed by an analvst's supenviser. As aresult. SID
management did not use effective monitoring techniques. did not
have the data and reporting elements it needed to conduct effective
monitoring, and based its monitoring on incomplete or inaccurate
data.

“HS/5tH Spot checks are insufficient to assess compliance
with the Order. To cfiectively monitor over

PRTT queries
conducted per month. spot checks of| per 30-day
period do not include enough data to draw reasonamle conclusions
on the Agency's overall compliauice. Rather, monitoring technigues

sucit as reconciliation or statisticad saunpling are more appropriate in
that they either include a suflicient portion of (he population. or take

Into accoum the risk that the saunpled gueries do not represent the

entire population. | |

Using spot checks as the only monitoring technigue, QO&C cannot

provide: reasonable assurance iat he Agency complies wilh terms of

the Order.

—HPSFA3HMNE O&C personnel ackuowledged that “superauditing” is

problematic in that PRY{ queties, unlike SIGINT keyword queries, do

not undergo freut-line audits by supervisors. O&C personnel also
agreed that reconciliation of PRTT queries to approved seed
addresses is the preferred technique to maonitor compliance with the

Ordler and expressed [rustration that audir log data conld not be

casily reconciled with records of approved seed addresses. At the
tinic of our review, OQ&C was working with AAD 1o cdlevelop the report
lormiats needed to conduct more eflective mortitodng.

—FSA5H9 Audit log reports do not consistently and accurately

document originating seed addresses. |

|

i

of themselves, violatons of the Order. Rather. because we do not
know the seed addresses, we do not know whether a Shilt
Coordinator had approved them. Thus, O&C inonitoring cannot
provide reasonable assurancee that] of the queries comply
with two keyv terms of the Order. Specifically, because the andit logs

| Unmatched or missing seed addresses are not. in and
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do not consistently and accurately docunent originating seed
addresses, management cannot veriy thatl:

(b) (1) ¢ ali queries made against PRT'T data are traceable to seed
(b) (3)-P.L. B6-36 addresscs that meet the terms of the Qrder| !
(b) (3) -50 USC 3024 (i) [ ] and

e a Shift Coordinator appreved the originating sced addresses
of all queries made against PR1T data.

{5400 Audit log reports are incomplete. The audlit log
reports trat @&C spot-chiecks do not include all queries made
against PRTT data. The reports inclide only the queries of analysts
that the Program Managcement Oftice (PMO) lists as being approved
for access to PRTT data. This data is incomplete because it does not
irsclude queries of excluded individuals—those that have the ability
ta query the PRIT data but arc not on the PM® list or who arc not
analysts. Fer example. in once instance. the PMO list had nat heen
upctated to include two individuals who had just been granted access
to PRTT data. Althougl: the error was eventually caught and
corrected by management. the audit log report was initially
generated without including the two newly added individuals.

Two systems administrators. whe have the ability to query PRTT
data, were also omitted from the audit log reports. Because all
potcirtial queries madc: against PRTT data are not included in the log
reports. nanagement cannot provide reasanable assurance of
compltance with the Order.

Audit iogs do not capture needed data® Raw
3)-P.L. 86-36
(®) (3 W<:lit logs comply with the tenns of the Order by

recording all queries made against PRTT data. including user legin,
IP address, date and tme, and retrieval request. However, the audit
logs do not capture critical data to verif v conipliance with twe Key
tertns of e Order. Specifically,

RS EAAE M igement cannot verify that OGC
approved the originating [1.S. seed addresses of queries
madc against PRTT data because the andit logs do not
distinguish between U.S. and loreign addresses.

o “FSAASHFNE) Management camnot verity that analysts
query 1o no more than two hops oul because the audit logs

ALY I response w o celdled recommendation i the GIG Report on the dssessment of Maragemen

Contr u/\ frdmpiomendne the Foredyn hiielligence Sumedianee Corst (EINCY Order Tele phony Business

Record < (ST-080018). September 5, 2006, Agency matagement indicatzd that Hited precranming resoiurees

I ¢ £ L £ 2

hav e prevemed them from identifving and maeking chanves to raw audit fops that would tacifiate
t g ¢ i ] B

pericdic reconcihanans  Action s conimsent on the anproval ofa pending request to SID management te

Jderail £wo compulter programmers to i team

(b) (3)-P.L. B6-36
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do not track the number of liops from an orginating sced
address.

=5l SID nwnagement did not idendly the needed data. did not
request changes be made o the audit logs o capture the data, cuyd

made 110 attempt to verify complianee with these two terms ol the
Order.

Recommendation 2

r-FFE‘r#Sl-) Restructure the raDaudit logs to capture needed data,

such as originating seed address, U.S. identifiers, number of hops, and PRTT
identifiers.

(ACTION:[___|with Chief. SID Oversight and Compliance)

(U) Management Response

CONCUR. 55T EwAE The PMO awd O&C concurred with
the {inding and recomunendation, L___:did not respond
directly to the dratl report, and no details were provided on its plans
to implement the recommendation. Rather, O&C stated that it had
provided its data requirements to the PVMIO. The Chict of thie
Advanced Analyvsis Division added that the database now
distinguishes betweent U.S. and foreign addresses, so O&C can now
moaiior @GC approval of U1.S. sced addresscss.

(b} (3)-P.L. 86-36 Status; OPEN

Targel Completion Date

e

(U) OIG Comment

g

Because we did not receive detailed plans from

we carmot determine whether pl:uwmed action meets the
intent of the recommendation.
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Recommendation 3

H—'FS#S-I-] Establish, document, and implement procedures to monitor PRTT
queries.

b
i
1

(ACTION: Chief, SID Oversight & Compliance)

(U) Management Response

CONCUR. 5755w O&C concurred with the inding and
reccommendation. Although it had developed a foundational
document for monitoring PRTT queries, O&C emphasized thea
successful implementation depends on the complction of
Recormumendation 2.

Stas: OPEN
Target Completion Di—ll(‘?l |

" (b)(3)-P.L. 86-36

(U) OIG Comment

(1)) Plarned action meets the intent of the reconunendation.

F5/S1H-NF Improvements Are Needed to Document Oversight
Activities

&

(TS77577&FDociunentation of certain oversight activitics is not
being maintained. In addition Lo specific controls, the Order
meutdates that the OGC conduct specific oversight activities;
random spot checks of collected data. monitoring of the audit log
functon. and monitoring of individuals with access to PRTT data.

—FS#SHAF} OGC Does Not Document Mandated Spot Checks of
Collection Data and Monitoring of the Audit Log Function

=PSRN As mandated by the Order, OGC periodically conducts
randonz spot checks of the data collected | fancdt  (b)(1)
monitors the audit log function. OGC does not. However. docume BIX3)-P.L. 86-36
the dale. scope. or results of the reviews, The purpose of the spot (PX3)- -50 USC 3024(i)
checks is 10 ensurg (hat Glters and other controls in place on the
are functioning as described by (e Order and
that onfy courn authorized datla is retained. The purpose of
wonitoring the audit log function is to retain data needed Lo audit
queries conducted uncler the Order. Currently, an OGC attomey
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meets with the individuals responsible Al
4 audit log functions and reviews sanmples of The data 10 defermine
((ll:;((:i)) PL. 86-36 compliance with the Order. The attorney stated that she would

- 3 E‘ T ~ (> > *1, ‘ y"~ Y ) 3 \"v.x + 3 M - - ’-
(b)(3)-50 USC 3024(i) t<?rm 111}. dqcumgn; the I:f’\ F( W8 (m}.“\ ‘1f ther}a er( 1&’10¥al_1.<)1'1s or othes
discrepancies of note. To date. OGC has found no violations or
discrepancies.

(U /FOE0F NSA/CSS Policy 7-3 requires management o document
internal control systems aind conduct internal control assessments.
Documentation of intermal control systems includes review
documentation that shews the scope of review. the responsible
official. the pertinent dates and facts, the key findings. and the
recommended corrective actions.

=S rstr7rT Without adequate documentation of conurt-ordered
revicws. the Agency does not have rcadily available and veriflable
evidence of its compliance with the Order,

Recommendation 4

|-("FS#3‘IT Maintain documentation of spot checks of collection data and

ll monitoring of audit logs functions to include:

] o Date of the review,
e Time period reviewed,

e Source of the data (i.e. personnel assisting OGC), and
» Results and corrective actions, if needed.

(ACTION: NSA Oftice of the General Counsel)

(U) Management Response

CONCUR. G5 ids OGC concurred with e finding and

recommendation and stated that it will begin docurtenting spot
checks.

Suatus: OPEN .
Target Completion Date: | ! (b)(3)-P.L. 86-36

(U) 0!G Comment

(L)) Pimned action mects the intent of the recommendation.
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—{FS/SHNF) OGC Does Not Maintain Documentation of Data Access
Monitoring Activities

S Although the OGC is notified when (e PMO has
approved a request for PRIT data access. il does not maintain
documentation that individuals being approved for access have
obtained the required OGC brieling. The Order requires OGC to
monitor the designation of individuals with access 1o the PRTT data.
The Standlards for Ivernad Conirol in the Fedcerad Govermiment states
that “internal control and all transactions and olhier signiticant
cvents need to be clearly documented, and tiie documentation
shotld be readily available for examinaton.” the lack of readily
available documentation makes it difficult to eflectively monitor who
has access to PRIT davLa

=SRS5S Further, the Standarcls for nverned Cordrol in the
Federal Goverrvnent defines monitoring to include comparisons and
reconcilizdions. Periodically, Program management compares a list
ot system users with PRTT dala access (system list) to a list of
analysts approved by the PMO for access (PMO list). OGC conducts
a similar review ol the PMO list: however. there is no OGC-
maintained list to compare against. Instead. the attorney conducting
the review relies on memory (o verify the aceuracy and completeness
ol the list. Although the same atlormey normally conducts all
hriefings and reviews the lists, during ene review, Uie attorney did
not recognize the name of one persen on the PMO list. Upon further
investigation, the atturmey discovered that another operations
altomey, who was properly cleared and {amilar with the
requirements of the order, had briefed the analyst. thiswas
confirmed in the briefing attomey’s calendar.

—FSASHNEY When performing a review of individuals with access to
the PRTL dati, the OGC attorney is using the PMO list rather than
the system list. Although only approved individuals should have
access 0 the PRTT data, the system list shows which individuals are
actually authorized in the system to query the data. including any
analvsts or other nsers who may not be approved by the PMO.
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Recommendation 5

~F5#5H Maintain a list of individuals who have been briefed on the proper use
of the PATT data and periodically reconcile that list with both the system list
and the PMO fist.

(ACTION: NSA Otfice of the General Counsel) |

(U) Management Response

CONCUR. &St ir S-S OGC did not agree tiat
reconciliation is needed to efleclively monitor the designatien of
individuals with access to the PR1T data, It did. however, concur
with the recommendation and agreed to a proposal made by the
PMO to replicate the PMO list in the Lotus Notes Tracker Program. a
program for which the OGC has restricted access. and automate a
process to reconcile the lists weekly.

Status: OPEN :
Target Completion Date] (b)(3)-P-L.. 86-36

(U) OIG Comment

{11} Planmed aclion meets the interit of the recommendation.

—SHSEHNF) Annual Advanced Intelligence Oversight Training on

—+5754 SID managemenl does not provide annual refresher tralning
on the terms of the Qrder 10 appropriate personnel. Such training
conslilutes advanced Intelligence Oversight training as deflined sy
NSA/CSS policy 1-23. Procedures Goverming NSA/CSS Activities thai
Affect TS, Persons. March 11, 2004, Specilically, NSA/CSS Policy
1-23 requires that the SIGINT Directlor:

{L}] ... provicle traaning to ol eraployees (including
contractors and integrees) in order (0 maintain a high
degree of sensitivity to, and understanding of. the laws and
Aulhorities referenced in this Policy. Such traiming shodl
include both core and advanced intelligence oversigiil
training and retresher training with sppropriate testing. Al
employees shall receive core waining, and (ose: with
exposure to U.S, person intormation shall receive
appropriate advanced training. Training shall be required
at least annuadly or more often commensurate with the
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level of expostre ta US, person udormation my e
cemployec).

54484 As mentioned. OGC briefs individuals on the terms of the
Order when they arc granted access to PRTT dala. OGC also
forwards. bv e-mail,_copies ot newly issued orders 1o key personnet in

| ~hind AAD. The PMO. in turn. posts the
Order on a website accessible to cleared personnel: however, because
{b) (1) the e-mails do not include detailed explanations of changes made to
(b) (3)-P.L. 86-36 the Order. they do not conslitute advanced training. No additional

refresher training on the Order is provided. As a resull, the SIGINT
Director does not comply with Agency policy and risks violations of
the Order by individu=ils who do not fully understand the terms of
the Ordecr.

Recommendation 6

-+¥5#51y Conduct annual advanced intelligence oversight refresher training to
analysts and collectors on the terms of the Order as required by NSA/CSS
Policy 1-23. i

(ACTION: SIGINT Director)

(U) Management Response

CONCUR. s AT MLDEL O&C tentatively concurred with the
finding and recommendationi but had not yct formally coordinated
with the SIGINT Director or OGC.

Status: OPEN
Target Completion Date:

(b)(3)-P.L. 86-36

(U) OIG Comment

(L) Because management did not provide details. we cannot
determine whether planned action mects the intent ofthe
recormuienidation.

(V) Conclusion __

AR The authonity for the Agency o ohtain and cuery on
bulk address and reuung information on electronic cotmrmunications
is extraordinary. Activities conductled under the Order are thus
extremely sensitive. The Ageney must take this responsibility
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seriously and show good faith in its execution. Much of the
founctation for a strong conuol systent is set up by the Order itsell. in
the lorm ol mandated control procedures. and. in many wayvs.
Apency management has made the controls cven stronger. Qur
recommendations will address conirot weaknesses not covered by
the Order or Agency management and will meet Federal standards
for internal control and Agency regulations. Once the noted
weaknesses are addressed. and additional contrels are iniplemented.
the meanagement control svstetm will provide reasonable assurance
that the terins ol the Order will not be violated.
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APPENDIX A

(U) About the Audit
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(U) ABOUT THE AUDIT

(U) Objectives

537780 The overall objectives of Lhis review were 10:

e assess whether nanagement controls are acdcqualte te provide
rcasonable assurance that NSA complies with the tejns of the
PR/TT Order, and

¢ verify that control procedures mandated in the PR/TT Order are
in place.

(U) Scope and Methodology | (b)(3)-PL. 86-36

%ﬁ) The audit was conducted I'mmr J

“S77ST We iuteviewed Agency personnel and reviewwed documentation
to satisly the review objeclives. We conducted limited testing of audit fog
data of PRTT queries 10 assess the ellectivencss of controls.

PSS foouroted. we did not assess controls related to the retention
of Inteimet metadata pursuant lo the Order. As the Order authorizes

NSA toretain data tor up to 4% vears. such controls are not applicable at
this tirne.

(U) O1G Investigation of Violations of PRTT Orders

(b) (1) g6-36 —{‘FS';")"Sﬂ‘On| ] the OIG issued a report of the idlings (b)(3)-P.L. 86-36
(b (3) -P.L. 86= from an investigation into violations of the PRTT Oy - ;
(PR/TH_____] The OIG invesligation began on
afler the OGC notified thie OIG that a viglalion occtirred. The violation
was first. noticed on nd occurred as a result of
The
::; :;)) -P.L. B6-36 | mvestigaiion determined the cause of the violation and the extent to
(b) (3) -50 USC 3024 (i) which unauthorized collection occurred.

~HES44SHThe OIG report of investigation does not make formal
recormendations to management. Rather, the report suminarizes key
[acts and evaluates responsibility for the violation. This review confirms
that management has taken steps 1o prevent recurrence of the violation,
In particular. management now coutinnuousty monitors |

I

| jHial nugin result in violations. This review also
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identified. however. two areas that were cited in the report of the
investigation that still need improvement:

e Although O&C has become more involved in monitoring PRTT

queries, additonal action is needed to make the monitoring
effecuve.

« \While personnel are notified of chianges in renewals of tie PRTT
Order and new orders are posicd on a1 cenuralized website,
refresher training is still needed to ensure that NSA personnel
implement the Order correctly.
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APPENDIX B

(U/FOBO0} Summary of Changes to the PRTT Orders
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(U/FFOHO) SUMMARY OF CHANGES TO
THE PRTT ORDERS

E N(':;?;:r Effective Dates Changes from Pyevious Order

Inttal Order Awthorieacd NS A o collect and terain Interne: metedata
o profect agamst international werorsam, aid o process and
chpsvininate (s duts rewardi

or
1

WL el resinehons, I |
o [ |

¢ Increased the pumber of anulvsis allowed access o the moadata
(b) (1) from [0t 15,

(b) (3) -P|L. B86-36 e Added OGC spot checks of the meomimge data

o Addeda 3-day repurting reylireinent.

Nir changes

Added reterence ml k)rdcr that bmhlbilx qQuerying on
STEELARWIND-dertved “seeds.”

E—

a ] |
o Added requirement o discuss the nature of the data cotlected on |
I in the 0-day report, |

By (1)
ip) {3)-P.L. B6-36& !
o e} 4 3} ~80- UBG 3024}

Mo chianges

Nichanges

L

. | |

& Changed on-hine retenuoq pertod rom 18 montlis to 4.3 vears,
[here was ne effect on the overall retention peried. Datg must be
destroved afier 4.5 vears, '

Added the stipulation that: “E-mun! addressas that are corrently the
subject of FISC sutkorized clectronte sirveillance and-or physical
search based on the FISC s finding of probable cause 0 belieye that
they are used by

~[shalt be deemied
ApProned for mets data gquerving without appreval of an NSA ofticial
Jdue 10 the FISC authonzanon™ (page L),

. |
P e Increascd the numnber of analysts allowed aceess o the mctadata to

from L3 e 20,

— (b)(3)-P.L. 86-36

(U Primary Order s datedl _Jhowc\-cr. all secondary orders are dawdl |

- 3
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(U) PRITT FISC Order (PRATT[ |

(U) Terms and Mandated Centrol Procedures for NSA

. (b) (1)
Control Area I. Collection (b) (3)-P.L. 86-16
H A F 1. Colledtion e
.l :z}{{;))—PL 86.36 Termes of e Order RC;F::;T;;_”I‘ b Mandated Control Procedures
—— PR Y Sy P ———— s e .. e -
t A lhe et .,\I D shovic s wall be atached cr appivd oo (NIRRT 1 Py i, (3 dsys dacing the mohonyed pevion 18 aws cill v,
‘ the s L‘\"thlt’ﬂlt 1 g A-10 ol b s o teponidseaecludes: iy ey cliancesin Ui
hIRE Acdetnilecdeacripton of e dats e chauled pe !.f,L_[:_ldL’d deseepivt ]
| ey s athaciued. mrd) Ll (4i1) o dewres on ot e nanie ol
(b) {3)-P.L. 86-36 e iAo s collear! dl |.n1d a statenent o wherie
i by gnaned isatthun the Ul Senes 2 542, Pare 2 (b) (3) =50 USC 302445) b hltenne precoss R S1 Lo oAkt
| AT 1 B S mil..:.'\!_ e A itara
A
—-- - . . J . . e = . I VS P T Ty PR -—
L. Cuobieenon of thie Santents af sughcommumicatone s deeied by 18 S5O I | |..L\.’) AR RISV ;hn:.gl
RN ] T ST NI L T PR R S O (TR AT I [ e T
: . ORI ons teo exteatt ond tecod caly e ot end '
Auldiessanie sun rernm alorma os wasonadly ey e gteasty the | infimienr but ot the cogtents of the elecirenic commneingear
sanirees OF desTinasonsal il viecnomen canmaesealing s, mcGades . :ll‘i', o0 para 4 (b)(1
1
i s At e aried bec el g thase g tnos PO NG T fvadditon . shoald g e SEes ek renesuet o the et ,,!b)(:‘} -P.L
! poquustad berein at than Gore 0wl aoepat bt Judes i detnled
. ; wtactsiton regardinears nes biclilivs peeposad ddedd turiedy
anthority; and v ary chanjres i the propessl means oo cndection
i I'(!\L' 200 relnder awdor rap
i andd e devicos, 1T E Pan (3
i (NI B A Teust waos diedse the E day authencee shanec G
! vl conanet randng: st chor o e that the
caliestcan v e Sach srot chaecks
I th 4, Para
'

b
|
i
|
|
i
|
|
|
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—SEECRET//NOTORN ™
NATIONAL SECURITY AGENCY

FORT GEORGE G. MEADE. MARYLAND 20755-6000

19 December 2012

Ihe Honorable Saxby Chambliss
Vice Chairman, Select Committee
on Intelligence

United States Senate

211 Hart Scnatc Office Building
Washington, DC 20510

Dear Mr. Vice Chairman:

(U/AOH) Section 702 (1) (2) of the FISA Amendments Act of 2008 (FAA) authorizes
the National Security Agency/Central Security Service (NSA/CSS) Office of the Inspector
General (O1G) to assess the Agency’s compliance with procedures for targeting certain persons,
other than U.S. persons (USPs), eutside the United States. My office reviews the collection,
processing, and reporting of data at least quarterly. Incidents involving compliance with procedures
for targeting centain persons, other than USPs, outside the United States and incidents involving
minimization of USP information are reported to the OIG as they occur and quarterly. Each incident
is evaluated against the targeting and minimization procedures set forth in the FAA and in NSA/CSS
directives. This report covers 1 September 2011 through 31 August 2012.

(U/A867Y The OlG completed the Special Study: Assessment of Management Centrols
Over FAA §702. This study examined the design of thcse management controls; future studies

will test the identified controls. : “(b)(1)
' (b)(3)-P.L. 86-36

Jﬂf‘)’ln compliance with the targeting and minimization procedures of §702 of the

FAA intelligence reponts were disseminated hy NSA/CSS|

| |based on SIGINT derived from FAA §702 authorized coHccllon Of the|
disseminated reports, ontained one or more references to U.S. persons.” This nunber
includes references to a United States electronic communications service provider as part of the

(b)(3)-P.L. 86-36

' (U//9&69 These reports were based in whole or in part on information acquired pursuant to FAA §702(u).
? (U/FOBOY |
Jthe references
to U.S.-person identities may have resulted from collection pursuant to FAA §702 or from other authorized Signals
Inteltigence activity conducted by NSA that was reported in conjunction with information acquired under FAA
§702.
=554 The (,cntral Intclllgence AgenC) (C1A) does not conduct acqmsmons under FAA 9702 Howcver it

(b))
(b)(3)-P.L. 86-3|

—SECREFANOFORN—
Bipproved for Release by NSA on 11-10-2015 FOIA Case # 80120 (litigation)
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communications identificr used by targets of this acquisition and other non-U.S. persons with
whom they communicate. A communicant using email account largetAs:USprovider.com was
included here as a report referencing a U.S.-person identity. In February 2012, NSA stopped
counting such communications identifiers as U.S. person identifiers if the user is a non-U.S.
person. As a result, the number of intelligence re}ports containing one or more references to U.S.
persons is signiticantly lower this year than last.

—5/#™) In addition, NSA/CSS releasedlj USP identities in response to customer (b)(1)
requests for USP identities not referred to by name or title in the original reporting.* (b)(3)-P.L. 86-36

=5/ During this reporting period,:l foreign targets reasonably belic:ved to be
located outside the United States at the time of tasking were: later suspected or contitmed to be in
the United States. In each instance, NSA/CSS targeted selectors that at the time of targeting

were reasonably believed to be outside the United States but were later found to be|
he United Siates, | —_—
U/ Compliance incidents occurred under such circumstances as: (b)(1)
(b)(3)-P.L. 86-36
¢ (U/AOY) Tasking under an incorrect certification, (b)(3)-18 USC 798

(b)(3)-50 USC 3024(i)

~5#ANF Errors in entry of the selector for tasking,

o (UJ//FOH®) Insufficicnt foreignness support,

¢ (U/AOH63 Dissemination eIrors,

o (U/AO5607 Poor construction of database queries, and
o (U/AOEEN USP status discovered post-tasking.

(U) Action has been taken to correct mistakes, and internal management processes have been
reviewed and ad justed to reduce the risk of unauthorized acquisition and improper retention of USP
communications.

{(U/FOBO This is the fourth year for which the OIG has assessed for the Congress the
Agency’s compliance with FAA §702. To ensure consistency between the DIRNSA report and
the OIG report, the OIG and SID worked together to achieve a common understanding of the

&Py For the previous reponting period, NSA reported lhatDimelligence reports contained one or mor_.e'_. (b){1)
references to U.S. persons, including references to U.S, electronic communications providers as part ofa "~ (b)(3)-P.L. 86-36
communications identifier.

54 For the previous repnrting period, NSA reporled that there were:l) eatities slisseminated in response

to requests {'or identities not referred to by name or title in the original reporting. reports by the NSA/CSS
‘Threat Operation Center account for ioi‘the incredse.  Approximatel of these disscminated United States
person identities were proper names of real persons or their titlesy] |

—SECREFSNOFORN-
(b)(1)
(b)(3)-P.L. 86-36
(b)(3)-18 USC 798
(b)(3)-S0 USC 3024(i)
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reporting requirements and have agreed on a methodology for accumulating and analyzing
compliancc statistics.

(U) The OIG continues to exercise oversight of Agency intelligence activities.

A sargo €00l

GEORGE ELLARD
Inspectar General

Copy Fumished:
The Honorable Dianne Feinstein
Chairman, Select Committee
on Intelligence
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NATIONAL SECURITY AGENCY/CENTRAL SECURITY SERVICE

INSPECTOR GENERAL REPORT

—TSHSHANE) Report on the Special Study of NSA'’s
Purge of Pen Register and Trap and Trace Bulk
Metadata

(b)(3)-P.L. 86-36

—TOP-SEERET/SHANOTFORN—
Bpproved for Release by NSA on 11-10-2015. FOIA Case # 80120 (litigation]
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(U) OFFICE OF THE INSPECTOR GENERAL

(U) Chartered by statute and the Director, NSA/Chief, CSS, the Oftice of the Inspector General
(OIC1) conducts audits, and investigations and inspections. lts mission is to ensure the integrity,
efficiency. and effectiveness of NSA/CSS operations, provide intelligencc oversight, protect
against fraud, waste, and mismanagement of resources, and ensure that NSA/CSS activities are
conducted in compliance with the law, cxccutive orders, and regulations. The OIG also serves
as ombudsman, assisting NSA/CSS employees, civilian and military.

(U) AUDITS

(U) The audit function provides independent assessments of programs and organizations.
Pcrfonnance audits evaluate the effectiveness and efficiency of entities and programs and
assess whether program objectives are being met and whether operations comply with law and
regulations. Financial audits determine the accuracy of an entity’s financial statements. All
audits are conducted in accordance with standards established by the Comptroller General of
the United States.

(U) INVESTIGATIONS AND SPECIAL INQUIRIES

(U) The OIG administers a system for receiving and acting upon requests for assistance or
complaints (including anonymous tips) about fraud. waste,and mistnanagement. Investigations
and Special Inquiries may be undertaken as a result of'such requests and complaints,at the
behest of management, because of irregularitics that surface during inspections and audits, or
on the initiative of the Inspector General.

(U) FIELD INSPECTIONS

(1) The inspection function consists of organizational and functional reviews undertaken as
part of the OIG’s annual plan or by management request. Inspections yield accurate, up-to-date
information on the effectiveness and etficiency of entitics and programs, along with an
assessment of compliance with law and regulations. The Office of Field Inspections also
partners with Inspectors General of the Service Cryptologic Elements to conduct joint
inspections of consolidated cryptologic facilitics.
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OFFICE OF THE INSPECTOR GENERAL
NATIONAL SECURITY AGENCY
CENTRAL SECURITY SERVICE

(b)(3}-H.L. 86-36

TO: DISTRIBUTION

SUBJECT: #8738+~ Report on the Special Study of NSA’s Purge of Pen
Register and Trap and Trace Bulk Meladata | — ACTION (b)(3)-P.L. 86-36
MEMORANDUM

1. —F5/SH This advisory report summarizes the results of the
review by the Office of the Inspector General of NSA’s Purge of Pen Register and
Trap and Trace Bulk Metadatal I_

2. —FSHS8HMNE On the basis of our observations and review of
procedures and documentation, we determined with reasonable assurance that
the Agency destroyed Pen Register and Trap and Trace (PR/TT) bulk metadata
from its declared systems, databases, and tape and system backups disclosed
to us before the PR/TT authority expired on 9 December 2011. Based on our
review, no management response is required for this report.

3. (U) We appreciate the courtesy and cooperation extended to our

staff throughout the review. For additional information, please contact Mr.
‘ |on 963-0922(s) or via e-mail at

(b)(3)-P.L. 86-36

Geor;iﬂgg:r:i

Inspector General
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NSA/CSS Office of the Inspector General
ADVISORY REPORT

—FSHSHNF) SPECIAL STUDY OF THE AGENCY'S PURGE OF
PEN REGISTER AND TRAP AND TRACE BULK METADATA

(U) Overview

—5f-S5HHEY- This report summarizes our special study of the Agency’s
processes to destroy Pen Register and Trap and Trace (PR/TT) bulk
metadata from its declared systems, databases, and backups bLefore the
authority expired on 9 December 2011. On the basis of our ebservations
and review of procedures and documentation, we conclude with reasonable
assurance that the Agency destroyed PR/TT bulk metadata in the systems,
databases, and backups disclosed to us.

(b)(1)
(U) Background {b){3)-P.L. 86-36

S Between July 2004 j
to the expiraticn of the PR/TT authority on ¢ Deceember 2011, the National

Security Agency {NSA), with the assistance of certain U.S. telecommunications
service providers, collected, processed, and analyzed metadata from Internet
communicatiens to obtain foreign intelligence information about the
international terrorist activities{ |

This activity occurred under a PR/TT authority (renewable every 90 days)

b)1) granted by the Foreign Intelligence Surveillance Court [FISC).
(b)(3)-P.L. 86-36

(b)(3)-50 USC 3024(i) —~F55H-AHF In early 2011, the Signals Intelligence Dircctorate (SID) conducted

an examinatien of the NSA PR/TT program to assess its value as a source of
foreign intelligence information. That examination revealed that the PR/TT
pregram was not producing valuable foreign intelligence informuation after the

program had been reinitiated| - (b){(1)
(b)(3)-P.L. 86-36

=PRSS OnIZIQOl 1, SID requested that the Director, NSA
(DIRNSA) terminate the PR/TT program. SID recommended that NSA not renew
the PR/TT authority and destroy all bulk metadata collected pursuant to the
PR/TT authoritv. SID identified several limitations that contributed to the
program’s inabilily tu meet expectations.

1. R S |

(b){(1)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)
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(b)(1)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)

3. #5544 Other authorities can satisfy certain foreign intelligence

requirements that the PR/TT program was designed to meet. The
Supplemental Procedures Governing Communications Metadata Analysis
(SPCMA), which SID implemented widely in late 2010, allows NSA to call-
chain from, to, or through U.S. person sclectors in Signals Intelligence
collection obtained under a number of authorities. In addition,
notwithstanding restrictions stemming from the FISC’s recent concerns
regarding upstream collection, FAA §702 has emerged as another critical
source for collection of Internet communications of foreign terrorists,
Thus, SPCMA and FAA §702 assist in the identification of terrorists
communicating with individuals within the United States, which
addresses one of the original reasons for establishing the PR/T'l' program
in 2004,

4, +PSy7SHIRFY

(U) DIRNSA's

Decision

(b)(1) 3

. On:IQOll, DIRNSA approved SID’s request to

(b)(3)-P.L. 86-36 allow the PR/TT Order to expire and to destroy all collected bulk metadata
from the PR/TT program before the authority expired on 9 Dccember 2011.

—FSHEHINF NSA Systems and Repositories that Stored PR/TT Metadata

—F5+5H+REr Before the purge, the Agency declared that PR/TT metadata

was stnred

2 (b)(1)
(b)(3)-P.L. 86-36
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I‘[‘T‘%‘;’TS‘I?TNT}' |is the Agency’s corporate database that (b)(3)-P L. 86-36
(b)(1) accepts metadatal ~ |into separate partitions,
(b)(3)-P.L. 86-36 including PR/TT FISA. | [contained the contact chain
summaries and transaction records for PR/TT.
. PSS lstored the contact chain

summarics that document Internet communications betwveen
two persons. A contact chain summary shows that a person
communicated with another person, their first and last contact
dates, and the total number of communications betwcen them.

- RSO I

{b)e)
(b)(3)-P.L. 86-36 . RSN
(b)(3)-50 USC 3024(i)
. TSIISL
2. 4ESHHSHNR | l

o 3. ABS R
(b)(3)-P.L. 86-36

S .~ SN
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—F5HE6HINT) Review of NSA’'s PR/TT Bulk Metadata Purge

PSS The PR/TT mctadata purge was performed from[:| (b)(3)-P.L. 86-36
through 9 December 2011. @n 2 December and 7 December 2011, the OIG

independently observed the Agency’s purge processes to destroy PR/TT bulk

metadata from its declared systems, databases, and backups (as disclosed by

TD). Itis important to note that we lack the nccessary system accesses and

technical resources to search NSA’s networks to independently verify that only

the disclosed repositaries stored PR/TT metadata. As a result, we completed

our special study through observation and review of procedures and system

documentation for the disclosed repositories only.

—F5/5H-H% During our study, we observed the Knowledge Services’
Team (T1222} and T121 personnel perform system commands to purge PR/TT
mctadata from Agency systems and databases. Atour request, TD personncl
provided us with system documentation before and after the purge commands
had Leen performed. This documentation showed that the file systems and
tables that stored PR/TT metadata had been deleted from Agency systems and
databases. We also obseived T1222 submit the backup tapes for secure
destruction and obtained copics of reccipts signed by destructien personnel.

(b)(3)-P.L. 86-36

—FSASH-E However, S3 had cempleted its purge before we had the
opportunity to observe. As aresult, we were able to review the purge

proccdures only for reasonableness ; we were not able to do the before and after
comparisons that we did for the TD systems and databases disclesed te us. S3
did provide system documentation that showed PR/TT metadata liles no longer
resided in temporary memory of the: system and confirmed that
PR/T1T dataflows _had been terminated and all other purge procedures had heen
completed for| {systems according to plan. Refer to Table 1 for the
six areas reviewed.
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(U) Table 1. Special Study Results

—(FOrameT—

Review Area :

Org.

ol .
Review Method

Procedures
Adeguately
Performed? -

Tape, disk, and
system backup
destiuction practices

T1222

Observed T1222 submit backup tapes for secure
destruction. Obtained copies of receipts signed
by destruction personnel.

Reviewed procedures and observed T1222
perform commands tao purge Obtained
system documentation that showed that the file
system had been deleted.

{B)(1)
(b)(3)-P.L 86-36

Yes

T1222

Reviewed procedures and ofzggugg [1222
erform commands to purge

b Obtained system documentation that
showed that tables had been deleted .

Yes

71222

Reviewed procedures and observed T1222
perform commands to purqe| |f0r

Ubiained system

documentation that showed that file systems had
been deleted.

Yes

(b)(3)-P.L. B6-36

T1222

Reviewed pracedures and observed T1222
perform commands to puige

| | Obtained
system documentation that showed that file
systems had been deleted.

Yes

|

T121

Reviewed procedures and observed T121
perform commands to purge PR/TT metadata
from directories and tables. Obtained system
documentation that showed that directories, files,
and tables had been purged of PR/TT metadata

Yes

S3

urge procedures were reviewed only for
reasonableness. S3 had completed its purge
before we had the opportunity to observe. S3
subsequently provided system documentation
that showed that PR/TT metadata files na longer
resided in temporary memory of and
confirmed that PR/TT dataflows had been
terminated and all other purge procedures had
been completed according to plan.

Yes

(U) Conciusion

—FSHSH-AE On the basis of our observations and review of procedures and
documcntation, we conclude with reasonable assurance that the Agency
destroyed PR/TT bulk metadata from its declared systems, databases, and tape
and system backups discloscd to us before the PR/TT authority expired on

9 December 2011.

- o ke T
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(U) This page intentionally left blank.
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(U) APPENDIX

(U) T1222, T121, and S3 Purge Procedures
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(b)(1)
(b)(3)-P.L. 86-36

(b)(3)-P.L. 86-36

o))
(b)(3)-P.L. 86-3

4248814

—F&HEHAEY Table A1. PR/TT Bulk Metadata Purge Procedures

=TT

Procedure

equipment.

query services|

| I | —lSS)terminatedI |PR!TT dataflows, purged metadata, and powered down

iwere deleted to prevent analysts from accessing

PRITT chairf

~ |data stored in| |

127211

Phase 1 - T1222's purge procedures to destroy PR/TT metadata collected

12171 Phase 2 — T1222’s purge

rocedures to destroy PR/TT metadata coliectedl

-

12/71M1

T121's purge procedures to delete sample PR/TT metadata from lhel |system:

12/9/11

*

Note. Before the purge, the Agency had only PRITT rnetadatal

PR/TT metadata obtained before| |had not_been saved to the|
action was needed by T1222 for the

during the Phase 1 purge.

JAs aresult, no

The entire|

jwas deleted during the Phase 1 purge. As aresult, no action

was needed by 1 1227]

Yduring the Phase 2 purge.

b))
(b)(3)-P.L. 86-36

(b)(3)-P.L. 86-36
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SECRET/RELTFOUSATVEY
NATIONAL SECURITY AGENCY

CENTRAL SECURITY SERVICE

FOoRT GEDRGE 3 MUAF | tAMP YD Amilr 13 75%% B

30 December 2011

The Honorable Michacl J. Rogers
Chairman, Permnanent Select
Committee on Intelligence

United States House of Representatives
Capitol Visitor Center HVC-304

U.S. Capitol Building

Washington, DC 20515-6415

Dear Representative Rogers:

(U//FEHEF The FISA Amendments Act of 2008 (F AA) authorizes the National Security
Agency/Central Security Scrvice (NSA/CSS) Oftice of the Inspector General (OlG) to asscss the
Agency’s compliance with procedures for targeting certain persons, other than U.S. persons
(USPs) outsidc the United States. My office reviews the collection, processing, and reporting of
data at least quarterly. Incidents involving compliance with procedures for targeting certain persons,
other than USPs, outside the United States and incidents involving minimization of USP information
are reported to the OlG as they occur and quarterly, Each incident is evaluated against the targeting
and minimization procedures set forth in the FAA and in NSA/CSS directives. ‘This report covers
1 September 2018 through 31 August 2011.

“SHRETTOUSATTVYEY) In compliance with the targeting and minimization procedures
of §702 of the FAA, NSA/CSS disseminated intelligence reports based on SIGIN'| derived from

FAA §702 authorized collection. Ofthe[ ____]disseminated reporis, :|c0ntamed a
reference to a USP. In addition, NSA/CSS relcased EUSP identities in response (o customer
requests, some of which were not unique. “(b)(1)
(b)(3)-P.L. 86-36
~SHREEFO-UEAVEY During this reporting period]  Jvalid foreign targets who

were reasonably believed to be located outside the United Statcs at the time of tasking were later
suspected or confirmed to be in the United States. In each instance, NSA/CSS targeted selectors
that at the time of targeting were confimmed to be outside the United States but were late

I

I

| | Compliance incidents occurred under such circumstances
as:

*  (L)/AOHE) Delays in implementing minimization procedures and purging unauthorized
collection,

(b)(1)

o {Li//RH-Analyst misunderstanding of the authority. (b)(3)-P.L. 86-36
(b)(3)-18 USC 798

*  (L/#6H) Poor construction of database queries, and (b)(3)-50 USC 3024(i)

Derived From: NSA/CSSM 1-52
Dated: 20070108
Declasyify On: 26320108

SECRE AR FO-HSA—F Y
Bpproved for Release by NSA on 11-10-2015. FOIA Case # 80120 (litigation}
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o (L/AHO-System errors,

{L}) Action has been taken to correct mistakes, and intcrnal management processes have been
reviewed and adjusted to reduce the risk of unauthorized acquisition and improper retention of USP
communications.

(U/A6H6) This is the third year for which the OIG has assessed for the Congress the
Agency’s compliance with FAA §702. Alter the O1G filed its report for the year ending
31 August 2010, discrepancies were identificd between the data provided to the OlG by the
Signals Intelligence Directorate (SI1)) and similar inf ormiation contained in a draft Agency
Report of Annual Review Pursuant to Scction 702(1) of the Foreign Intelligence Surveillance Act
prepared by the NSA Ofliee of General Counsel (OGC). It was determined that different
methodologies had been used to provide the information. The statistics were compiled
differently tor the number of reports disseminated based on FAA §702 collection and tor the
number of USPs referenced in reporting. There were no differences in reporting for the number
of USP identities released in response to customer requests.

(U/A6H63 The following table contains data for all three years of reporting using a
consistent methodology. When reconstructing the data, we discovered that we were unable to
conftrm exactly how - of several possible legitimate counting methods - the numhers provided
to us on USPs referenced in reporting for 2009 and 2010 had been compited. For the current
year and retrospectively for 2009 and 2010, the table rctlects the total number of USP identities
referenced in reports derived from FAA §782 collection. regardless of the number of times an
individual identity was released or the number of USP identities per report. In addition, the 2010
data initially provided to us on the number of reports disseminated excluded reports produced by
Signals Intelligence organizations outside NSA s headquarters complex|

| | 'That number has been adjusted.

(b)(3)-P.L. 86-36

) Report Repor:&:;:;r:gl:;:t:t?::ed on USPs Referenced in Repoding
September 2008 - August 2009 (b){1)
September 2008 — August 2010 o B (b}{3)-P.L. 86-36
t September 2010 - August 2011
SRS

(L/AOYBOY-To ensure consistency of reporting for the year ending 31 August 2011 and
for future years, the OlG, OGC, and S1D worked together to achieve a common understanding of
the reporting requirements for the two reports and have agreed on a methodology for
accumulating and analyzing the compliance statistics. 'The process has been standardized to
ensure continued accuracy and is being documented for future reporting. The table above
presents the reportable figures agreed on by the O1G and OGC for all three years for which
reports have been required.

»



DOCID: 4248817

- " -

(1}) The OIG continues to exercise oversight of Agency intelligence activities.

/O(W 2 0ars

GEORGE ELLARD
[nspector General

Copy Fumished:
The Honorable C.A. Ruppersberger
Ranking Member, Permanent Select
Committec on Intelligence
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NATIONALSECURITY AGENCY
CENTRAL SECURITY SERVICE
OFFICE OF THE INSPECTOR GENFRAL
9800 Savapge Road
OPrS 21, Snite 6247
Ft. George Meade, MDD 20755-6247

20 December 2010

‘The ilonorable Saxby Chanibliss
Vice Chairman, Select Committee
on Inteiligence

United States Scenale

211 Hart Senate Oftice Building

Washington. BC 20510 (b) (1)
(b) (3)-P.LL. B86-36
Dear Mr. Vice Chairman: {b) (3) -50 UsC 3024(i)

(U) Section 702 (13 (D) of the FISA Amendments Act of 2008 iIFAAY authorizes the National Security
Agency’Central Security Service (NSACSS) Oftice of the Inspector General (O1G) 1o assess the Agency's
compliance with procedures for targeting non-ULS. persons outside the United States. My Olfiee reviews incidents
involving compliance with procedures for targeting non-1L.5. persons outside the United States and incidents
involving minimization of U.S. person information as they are reported to the O1G and quarterly, Fach incident is
cvaluated against the targeting and minimization procedures adopted by the Director of National Intelligence and the
Attorney General and approved by the Forcign Intelligenee Surveillance Conrt. This fetter covers the [2-month
period ending 31 August 2013,
—5E Y Duning that period. the O1G completed two reports. on implementation of FAA §702. The first was an
assessment of management controls over FAA §702. which exiimined the design ot the managcmcnt controls that
ensure compliance with EAA §702 and the targeting and mintmization procedures ass ;
Certifications. Future studies will 1est the identified controls. The second repont

TN In compliance with the taneeting and minimization procedures of FAA 6?02‘| Iintclfigcncc reports
were disseminated by NSACSS| |based on SIGINT derived
from FAA §702 authorized collection.” Of thel Jdisseminated reports. | Fontained one or more references
10 USPs.” During the previous reporting period. NSA stopped counting references. o U.S. service providers
contained in an e-mail address as a USP reference it the e-mail address was used by a non-USP, For example. a
reference in a disseminated rcp(m that target A communicated using c-mail account targtA/@ UISprovider.com is no
— . —_ (b) (3)-P.L. B86-36
(%) fhesc reports were bdsed in whole or in part on information acquired pursuant lo FAA §702(a).
ol |
Jthe relerences to
USSP rdentities: might have resutted from collection pursuant to FAA 70201 from other authorized SIGIN'T activity
conducted by NSA that was reported in conjunction wsith information acquired under EAA §702.
=& TThe Central Intetligence Agency (CIA) does not conduct acquisitions under I'AA-§702. However. it
recetves unminimized communications from NSA and FBI| and disseminates information hased un those
communications. | |

(b) (1)
AN ETORR (b) (3)-P.L. B6-36

Bpproved for Release by NSA on 11-10-2015. FOIA Case # 80120 {litigation)
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longer included as a report retarencing a USE identity if target A is @ non-USI. Because this chanyge was in eftect
for the entirety of the current reporting period. the total number of NSA intelligence reports counted {or this report
as containing one or more references to USPs is signiticantly lowcer than last vear.”
(b) (3)-P.L. 86-36
(1) 4463 NSACSS released [__—IUSI’ identities in response 1o custoiner requests tor USP identities not
referred (o by name or title in the original reporting.® T'he majority of these requiests sere received trom elements of
the United States Intelligence Community or federal law enforcement agenciqy) (1)
(b) (3) -P.L. B6-36
—ibdy [yuring this reporting period. NSA deteanined that, on|:|oc<;usions. selectors belonging to non-USPs
reasonably believed to be located outside the United States at the time of tasking were Jater suspected or confirmed

10 be| |
‘1‘3""‘3’2"“?@?‘}" ]DUJ filed o preliminary notice ol compliance incident with the FISC that advised
the Court that]

(U Asreported in the OIG s quarterl, report to the President’s Intelligence Oversight Board on NSA activities.

compliance incidents occurred under such circumstances as: (b) (1)
(b) (3)-P.L. 86-36
e (L) Tasked sefector not meeting the requirements of the eertitication (b) (3)-18 USC 798

e (L1System crrors resulting in improper storage or iceess (b) (3)-50 USC 3024 (1)

e (L) Delayed detasking ol targets identified as USPs or (raveling in the United States
e (L) Dissemination crrors
e (1)) Poor construction of databasc queries and

1 USP statys dis st-tasking. b)(1 (b)(l)
o (1)) USP status discovered post-tasking zb)]((:!;-P_l__ 8635 By (3)-P.L. 86-36
' (b) (3)-50 USC 3024(i)

=) For the previous reporting period. NSA reported lhat:hmclligcncc reports contained one or more
references 10 USPs, including references to ULS. electronic communications providers as part of @ comnunications
dentitier.

!¢ NES For the previous reporting period. NSA reported lhalDidcmitics were disseminated in respanse to
requests fur identities not referred to by name or title in the original reporting. For the current reporting period.
fower than a quarter of these disseminated USP identities were proper names ol individuals or their titles.

* (U e ]

(b) (3)-P.L. 86-36
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(U1 Action has been taken to correct mistakes. and management processes have been revicvsed and adjusted to
reduce the risk of unauthorized acquisitionand improper retention of LISP communications.

{LH) This is the fitth vear for which the OIG has reviewed the Agency 's compliance with FAA §702 for the
Congress. To ensure consistency between DIRNSA™S report af the annual review conducted in accordance with
FAA £702 (B (3) and this QG repont, the OIG and the Signals Intelligence Direelorate worked together to achieve a
cammon understanding of the reporting requirements: and have agreed on a methodoelogy for accumulating and
analyzing compliance statistics,

(1) The O1G continues to exercise oversight of Agency intelligence aclivities.

DR. GL:ORGE ELLARD
Inspector General

Copy Furnished
| he Honorabte Dianne Feinstein
Chairman. Select Committee
on Intelligence




"NATIONAL SECURITY AGENCY
CENTRAL SECURITY SERVICE

FORT GEORGE G. MEADE, MARYLAND 207896000

19 November 2010

The Honorable Silvestre Reyes
Chairman, Perinanent Select
Committee on Intelligence -

United States House of Representatives
H-405, The Capitol

Washington, DC 20515

Dear Representative Reyes:

(U/OTOT The Foreign Intelligence Surveillance Act of 1978 Amendments Act of 2008
(FAA) authorizes the National Sec rity Agency/Central Security Service (NSA/CSS) Office of
the Inspe tor General (OIG) to assess the Agency’s compliance with procedures for targeting
cerlain persons outside the United States, othcr than U.S. persons. My office reviews the
collection, processing, and reporting of data at least quarterly. Incidents involving compliance with
procedures for targeting certain persons outsidc the United States, other than U.S. persons, and
incidents involving minimizasion of U.S. person information are reported to the OIG as they occur
and quarterly. Each incident is evaluated against the targcting and minimization proced res sct forth
in the FAA and in NSA/CSS directives. This report cov rs the period 1 September 2009 through
31 August 2010.

—5H#SHREETO-USAFYEYT In compliance with the targeting and minimization
procedures of §702 of the FAA, NSA/CSS disseminat d[___Jintelligence reposts based on

FAA 702 authority. Ofthe[ ] disseminations ports contained a refcrence to a U S.
person identity. In addition, NSA/CSS released | U.S. identities in response to
customer requests. The total od:lis an aggregate of FAA-derived identities because
NSA/CSS’s tracking system did not discriminate between FAA sections ntil 26 Nov’ember..:(b)m
2009. (b)(3)-P.L. 86-36
—EFSHSHRELFO-USAEVEY) During this reporting period,| _ |valid foreign targets
reasonably believed to be located outside the United States at the time of tasking were later
suspected or confirmed to be in the United States. In many instances, NSA/CSS targeted
selectors that at the time of targeting were confirmed to be outside the Unijted States but were

later]

J In some cases, compliance incidents occurred under

circumstances such as:
(b)(1)
(b)(3)-P.L. 86-36
(b)(3)-18 USC 798
(b)(3)-50 USC 3024(i) Derived From: NSA/CSS Classification Guide 2-48

Dated: 20090804
Declassify On: 2035H130—

~TOPRSECREFHCOMINTAAREFOUSA FYEY—

Bpproved for Release by NSA on 71-10-2015. FOIA Case # 80120 {litigation}
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(U//FOYEY Target selectors were tasked under an incorrect §702 certification category.
(U/AFOYO) Targets were tasked before §702 certification was approved.

(U/AFeB0) Software malfunctions caused unintended collection.

(U/FOY6) Database queries were poorly constructed.

(U/AOH0) There were delays in implementing minimization procedures and in purging
unauthorized collection.

(U) Action was taken to correct any mistakes, and processes were reviewed and adjusted to
reduce the risk of unauthorized acquisition and improper retention of U.S. person communications.

(U//680) The OIG continues to exercise oversight of Agency intelligence activities.

GEORGE zLARD M
Inspector General

Copy Fumished:
The Honorable Peter Hoekstra
Ranking Member, Permanent Select
Committee on Intelligence
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ST-08-0001
OFFICE OF THE INSPECTOR GENERAL
NATIONAL SECURITY AGENCY
CENTRAL SECURITY SERVICE
7 April 2008
IG-10919-08

TO: DISTRIBUTION

SUBJECT: (U} Report on the Assessment of Management Controls to

Implement the Protect America Act of 2007 (ST-08-0001}—ACTION
MEMORANDUM

1. (U} This report summmarizes our Assessment of Management
Controls to Implement the Protect America Act of 2007 (ST-08-0001) and
Incorporates management's response to the draft report.

2. (U/ /FOU6)-As required by NSA/CSS Policy 1-60, NSA/CSS
Office of the Inspector General, actions on OlG recommendations are subject
to monitoring and follow-up until completion. Therefore. we ask that you
provide a written status report concerning each planned corrective action
categorized as “OPEN.” If you propose that a recommendation be
considered closed, please provide sufficient inforrnasion to show that actions
have been taken to correct the deficiency. If a planned action will not be
completed by the original target completion date, please state the reason for
the delay and pmﬂds_a_mﬂsgd_{a.\:gﬂ_lcompletlon date. Status reports
should be sent to Assistant Inspector General for
Follow-up, at OPS 2B, Sulte 6247, within 15 calendar days after each target
completion date.

3. (U/ 7POB6} We appreciate the courtesy and cooperation
extended to the auditors throughout the review. For additional tion
please contac n 963-2988 or via e-malil at]

(b) (3)-P.L. B86-36 /Q&mﬁ/ %AI .

George Ellard
Inspector General

Bpproved for Release by NSA on 11-10-2015. FOIA Case #80120 {litigation)

—FOPSEERFFHEOMINTHNOFORN-
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(U) EXECUTIVE SUMMARY

(U) OVERVIEW

—t374/5H NSA has implemented procedures to comply with the
provisions of the Protect America Act of 2007 {PAA). which modified
the Foreign Intelligence Survelllance Act (FISA) and was signed into
law on 5 August 2007. To protect the privacy rights of U.S. persons,
the new legislation required NSA to implement and follow procedures
established by the Director, NSA {DIRNSA) to ensure its adherence to
three requirements: that targets are located overseas. that the foreign
Intelligence purpose is significant, and that personnel follow
applicable mintmization procedures. In general. management controls
to comply wtth PAA requirements are adequate. Specific controls to
determine that targets are located overseas are especially strong.

—5/+/5%) Made necessary by the technology changes that have occurred
since the FISA was drafted in 1978. “FISA modernization” was
Intended to restore the effectiveness of the Act by eliminating the
requirement for NSA to obtain court orders for monitoring the
communications of persons physically located outside of the United
States. Although the PAA expired in February 2008, NSA collection
permitted under its provisions will continue for up to another year.

(U) HIGHLIGHTS

(U} The Office of the Inspector General assessed procedures
established by DIRNSA to ensure compliance with the three PAA
requirements. Management concurred with the recommendations.

» {U) NSA immediately Implemented DIRNSA-directed procedures on
compllance with the PAA. Management controls to determine that
targets are located overseas are particularly strong.

o PP P vy ST PAA tasking needs additional
controls. Though current controls provide reasonable assurance of
compliance with the PAA. additional controls are needed to vertify
that only authorized selectors are on colieciion and that
information acquired through the use of selectors is related to the
expected foreign intelligence targets.

s (U) More rigorous controls will increase the reliability of| ';
for PAA compliance. While existing[ | are excellent
preventive and detective controls, current methodologies are not
rigorous enough to draw valid conclusions about the entire
population.

(b)(3)-P.L. 86-36
—TOP-SECREFHCOMINTHNOFORN—
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i. (U) BACKGROUND

(U) The Protect America Act of 2007

37/ SHAREETFO-USATFVEY- On 5 August 2007, the President
signed into law the Protect America Act (PAA) of 2007. The PAA,
which expired on 16 February 2008, amended the Foreign
Intelligence Survelllance Act (FISA) of 1978. Specifically, the PAA
authorized the Attommey General (AG) and Director of National
Intelligence (DNI) to approve, without a court order, the collection
of foreign intelligence information from facilities located inside the
United States concerming persons reasonably believed to be located
outside the United States, subject to certain criteria. As of 31

2008, NSA had approximately Internet selectors and
elephony selectors on PAA-authorized collection. From the

passage of the PAA through 31 March 2008, NSA had lssucd
reports that included PAA-derived intelligence.

(U) Requirements of the PAA

{U) The objective of our review was to assess the adequacy of
management controls to implement and ensure compllance with
three requirements of the PAA related to NSA operations:

by (1) ¢ -{S/5H Foreignness.' Selectors on PAA collection must

(b) (3)-P.L. 86-36 concern “persons reasonably believed to be located outside
’ of the United States.”

» {S77ShForelgn Intelligence Purpose. A significant purpose
of the collection is to obtain foreign Intelligence
information.

» (U) Minimization Procedures. NSA personnel must follow
appropriate minimization procedures.

5 At the time of our review, the AG and
DNI issu eparate certifications that authorize NSA to
acquire foreign intelligence Information of certain targets:

' (U) NSA’s reasonable belief that a target is Jocated outside of the United States based on one or more
pre-determined factors.

“TOP SECRETIICOMINT/IINOFORN



DOCIDST-6R3)4%8 3 2 “TOP SECRETHCOMINT/NOFORN-

(b) (1)
(b) (3)-P.L. 86-36

{U) These certifications were based on representations made by the
Director of NSA (DIRNSA) in affidavits that detail the management
controls and procedures that NSA will follow.

(U) Standards of intemal Control

(U} We assessed management controls against the General
Accounting Office’s Standards for Intemal Control (n the Federal
Govertunent, November 1999, which presents the five standards
that define the minimum level of quality acceptable for
management con#ol in government—Control Environiment, Risk
Assessment, Control Activities, Information and
Communications, and Monitoring.

(U) Intemal control, or management control. comprises the
plans, methods, and procedures used to meet missions, goals,
and objectives. It provides reasonable assurance that an entity
is effective and effictent in its operations, reliable in its reporting,
and compliant with applicable laws and regulations. NSA/CSS
Policy 7-3, Internal Control Program. advises that evaluations of
internal control should constider the requirements outlined by
the Standards. The Office of the Inspector General {OIG) uses

the Standards as the basis against which management control is
evaluated.
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IIl. (U) FINDING

— {5481} Since the PAA was passed in August 2007, Agency management
has made progress in implementing the PAA and establishing management
controls that are crucial to ensuring compliance with the PAA. NSA
implemented all the procedures delineated by DIRNSA in the affidavits to
the certifications. The ¢ trols implemented to verify that selectors tasked
under the PAA for targets located outside of the United States are

particularly strong. Nevertheless work remains to implement additional
controls to:

o (5#5t Verity| |that authonzed selectors, and
only those seleciors, are on collection.

(b) (1) o (5451 Venly that analy sts routinely review intercepted data
::; g)’ :;’61‘6525;32 ‘o and confimm that information acquired is related to the
expected foreign intelligence targets.

* (U) improve the validity and reliability of various| ______of

PAA compliance by Agency management. (b)(3)-P.L. 86-36

« (U) Improve target analysts' understanding of the PAA.
(U) Assessment delails are included in Appendix B.

(U) NSA Immediately implemented DIRNSA-directed procedures on
compliance with the PAA

{U) within weeks of the PAA enactment, NSA implemented the
procedures that DIRNSA delineated in the afidavits and built on
those procedures to establish rigorous processes to ensure
compliance with the three requirements of the PAA. Management
controls to determine and document foreignness were particularly
strong. Controls covering foreign intelligence purpose and
compliance with minimization procedures were also adequate.

(U) Some examples of NSA's accomplishments to date are:

¢ (U//¥6H6) The PAA Implementation Team was established
to coordinate all aspects of PAA implementation.
Components of the team include Intermal and external
communicatlons, collection and data flows, mission
operations, and pollcy and oversight.

“TOP SECRETHCOMINTHNOFORN—
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o {84HSH/REL-TO-LUSAIOALY] Telephony and Internet
selector tasking systems were updated to allow analysts to
document the foreignness detenninaton. Also, controls
were programmed into tasking systems to ensure that
required information is documented and tasking 1s
appropriate to AG/DNI certification targets.

o (U/AOH6}-Within weeks of PAA passage, Signals
[ntelligence Directorate (SID) Oversight & Compliance
(O&C} office. with the Office of General Counsel (OGC) and
the Associate Directorate for Education and Training, had
developed interim training that included a briefing by an
OGC attomey and a competency test. On Januaiy 9. 2008,
O&C deployed new and improved training.

« (U/ABYHO) Agency management developed and published
standard operating procedures, including procedures for
training and raw traffic access, tasking, and incident
reporting that will ensure consistent application of the PAA.

o (U/ U061 A PAA web site was established to provide the
NSA worldorce with consistent, rellable, and timely
Inforination. From a single locaton, target analysts can
read communications from NSA leadership, access
certification-related documents, and view PAA-related
standard operating procedures {(SOPs).

¢ (Uy/O56) The PAA Procedures and Analytic Support
(PPAS) tearn runs various processes to ensure compliance
with the PAA. Specifically, PPAS personnel condu
foreignness checks of current targeting and notify targe
analysts of potential changes to a target's status. They
also perform varloua| of taskings for
compliance with other T -ernents and guide target
analysts through the targeting and tasking processes.

(b) (3)-P.L. 86-36
(U) PAA tasking needs additional controls

—57#3fF Although NSA implemented a series of controls to provide
reasonable assurance that target analysts task only authorized
selectors—selectors that meet the foreignness and foreign
intelligence purpose requirements-—additional controls are needed
to verify that only authorized selectors are on collection and that
tasked selectors are producing foreign intelligence of the expected
targets.
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—{5/#51) Controis are needed to verlfy] khat authorized
selectors, and only those selectors, on co on.
—5/5HFREL-TPO-USAFVEY] With the telephony ias

systemn,
and to some extent th king system,
. ___|a risk of discrepancies

| | Ulttmately, discrepancies might
Tesult n violatdons of over-collection—selectors that are on

oo lection that should not be—and incidents of under-co lection—
selectors that are not on col ection but should be. Periodic
reconciliation of NSA and provider records is critical to identify and
resolve discrepancies and aminimize violations and incidents.

W) (1)
({b) (3)-P.L. 86-36
{b) (3) =50 USC 3024 (i)

~+5/¥5h- At the time of our review. NSA had not fully reconciied

Agency] tasked selectors. Although
Collection Managers prepared draft reconci tation procedures, the
procedures were manual, |

P

Implement] [process that routl ely
reconclles PAA-tasked seleclors with the providers.

?1:; ::li;-P.L. 86-36 (ACTION: S3/Chlef, $S332)

—ts77sH |

(U) Management Response
CONCUR. —(FE-451H-NE)| |

Status: OPEN
Target Completion Date: 15 May 2008

(U) OIG Comment

(U) Planned and ongoing actions meet the intent of the
recormmendation.

—FOPSECRETHCOMINTINGFORN—
5



DOCIDST-#288832 —FOP-SECRETHICOMINTINOFORN—

—{5#5# Controls are needed to valldate that target analysts routinely confirm
that Information acquired through the use of selectors iIs related to the

expected foreign intelligence targels.

—{5/+458 PAA Standard Operating Procedures #2-07, Analyst
Checklist, obligates target analysts to periodically “review
intercepted data and confirm that the tasked selector is producing
foreign intelligence from the expected target (which is authorized
under the Certification).” A supplementary SOP on the analysts’
obligation to review was in draft. Additional controls are needed to
monftor compliance with this requirement to ensure that
unintended persons are not mistakenly targeted.

-1-(8#8!-) implement controls to verify that target analysts

routinely review Interceptad data and confirm that information
acquired through the use of salectora la related to the
expected foreign Inteliigence targets.

(ACTION: Chief, 52 with O&C)

(U//¥880Q) In December 2007, Analysis and Production personnel
said they are considering an automated report that will determine
whether target analysts query, and therefore review,
communications in the collection databases. Although such a
report is technically feasible, its usefulness as a management
control remains uncertain.

(U) Management Response

CONCUR. {54458 The Deputy Director for Analysis and Production
(DDAP) is working with O&C to establish formal controls to verify
that target analysts routinely review both telephony and
Internet-based collection. The system currently being devised will

Status: OPEN (b) (1)

Target Completion Date: 30 JurmR00B-».L. 86-36
(b) (3) -50 USC 3024 (i)

(U) OIG Comment

(U} Planned action meets the intent of the recommendation.
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(U) More rigorous methodologles will improve the rellebliity of NSA
spot checks

(U//6H0) As shown in Appendix B, NSA is conducting, or plans
to conduct,| that are important to ensure compliance
with the requirements of the PAA. Specifically.,

e -{S7731f The PPAS team Is conducting of
foreignness determinations {with limited checks of foreign
intelligence purpose) of selectors tasked under the PAA.

o {57458 The SID O&C reviews selectors pulled for AG/DNI

. : reviews and 1s working on plans to conduct
(b} (3)-P.L. 86-36 [T of largeting decisions that will compgement AG;D NI
' reviews without being redundant.

e (U//FSH0) O&C conducts superaudit reviews of
queries in raw trafic data ensure compliance with
the approprate certification and minimization procedures.

¢ (U/APOYO) O&C conducts reviews of all reports

generated by PAA collection 10 ensure adherence to NSA
policy and standard minimization procedures.

{U] While such checks are excellent preventive and e
controls, neither organization had documented lts| |
procedures or considered using quality assurance and statistical
sampling techniques that would strengthen the reliability of the
results. In particular, neither organization had documented formal
methodologies that specified the universe, population, sample size,
and means of selecling items for review. The bases for sample slzes
were unstructured and sample item selections were jud@mental
rather than truly random.? Sampling results were therefore not
rigorous enough to draw valid conclusions about the entire
population.

(b)(3)-P.L. 86-36
(U} Integration of statistical sampling or quality assurance
techniques Into exdsting and planned methodologies will not only
Increase the validity and usefulness of the but will
likely decrease the ftequency, time, and efiort needed to conduct
them. In short. well-planned methodologies will improve the
reliability and efficiency of these iinportant controls.

}(U) For a sample to represent a population, all items should have an equal prohahility o fselection. Cuoly
semples that are truly random (e.g., hy using a modom number lable to select items) are representative of the
population. Samples based oo hephazand or judgmenial methods may be biased and are unlikely to be
representative of the population.

—FOPSEERETHEOMINTHNOFORN-
7
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(b) (3)-P.L.

. (U/FFoU6) Develop and document rigorous methodologles for

' conducting jof PAA compliance.

| (ACTION: Chlef, O&C and Chief, PPAS)

(U/ /#6860) In Januacy 2008, the Chief, O&C stated that both O&C
and PPAS are working on more rigorous methodologies.

86-36 (U) Management Response

CONCUR. {S//SH/REE-Management stated that O&C is
documenting methodologles and procedures for conducting
The management response did not in lude planned
orrective actons for PPAS] ]

Status: OPEN
Target Completion Date: 2 May 2008

(U) OIG Comment

(U) Planned action meets the intent of the recommendation for
O&C. Planned action for PPAS remains unresolved.

(U) Target analysts need greater understanding of the PAA

(U/ AA9B83As shown in Appendix B, NSA has made significant
progress in implementing a critical management control —{training
and awareness. Agency-wide e-mails, workforce presentations, a
PAA-dedicated web site, and interim training are used to

ommunicate with (he NSA worldor e. Improved training will
further highlight aspects of the PAA authority most relevant to
target analysts. However, two additional improvements are needed
to provide target analysts the tools and guidance they need to
implement the PAA.

(U) Working Aid or Quick Raference on NSA Authorities

(U/ /FOY6) Given the in reasingly complex and dynamic web of
authorities under which NSA operates, target analysts are at risk of
misunderstanding the PAA authorities. Although existing training
and awareness provides details on the PAA, analysts might still be
confused about how (t differs from other NSA authorities. A
working aid or quick referen e that compares the basic elements
and requirements of NSA’s various authorities, with links to the
authorides themselves, will help analysts navigate through the
many documents and legalese and reduce the risk of violations.

—LOR SECRETHEOMINTHNOFORN-
8
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Such guidelines and working aids should be available to employees
at all umes.

(U/AAU0O) Publish and maintain a working ald that compares
key requirements for SIGINT collection, proceasing, retention,
and disssmination authorized by E.O. 12333 with requirements
of other significant additional authorities, for example the PAA

and FISA. In the working ald, provide links to the authorizing
documents.

(ACTION: O&C with OGC)

(U/ AFOU0YThe Chief, O&C, stated that planaing has begun Lo
develop a course that will include an overview and explanation of
NSA's authorities, when to use them, what needs to be done to
acquire them, and what the handling and ainimization procedures
are for each. If a working aid becomes an element of such training,
we recommend that it be made avallable to the workforce as soon
as possible rather than be tled exclusively to the training course.

(U) Management Response

CONCUR. (U/AObUO Management stated that O&C levied a
requirement for the Assodate Directorate for Education and
Training to develop an overview course of NSA's suivelllance
authoritdes. Course development is well underway and includes a
requirement for a job aid.

Status: OPEN
Target Completion Date: 25 April 2008

(U) OIG Comment

(U) Planned action meets the intent of the recommendation.

(U) Communicating PAA-related Guidance (b)(1)
(b)(3)-P.L. 86-36
—1577SB Not surprisingly, certaln overarching questions on how to

apply and comply with the PAA surfaced during our review. For
example, target analysts expressed their
and purging communications of targe
the United States. However, no mechanism was in place to keep
the analysts informed of what to do while O&C consulted with OGC
and developed the needed guidance. For example, by the end of
our review, OGC had issued guidance in an e-matl to O&C, who
subsequently decided that PPAS, rather than the target analysts,
would purge collection for PAA incidents; but, exdsting procedures

— TOP SECRETHCOMINTHNOFORN—
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were not updated to reflect this change. As NSA personnel
continue to apply the PAA, more questions and uncertainties will
inevitably emerge. To minimize confusion, a process is needed to
vet, communicate. and post PAA guidance as a reference untl it
can be incorporated into more formal policy or SOPs, If needed.

(WAF6HO) Implement a process to vet, communicate, and post
PAA guidance untl! It can be Incorporated into policy or SOPa.

(ACTION: O&C)

(U) Mansgement Response

CONCUR. (U/AeUo¥-Management stated that O&C would work
with the OIG, OGC, SID Policy and the PAA Legal/Policy /Oversight
Team to document the process for vetting. communicating, and
posting PAA guidance.

Status: OPEN
Target Completion Date: 2 May 2008

(U) OIG Comment

(U} Planned action meets the intent of the reconunendation.

{U) Conclusion

(U) Within a short time, NSA has made considerable progress in
setting up the needed training, policies, processes, procedures,
systems, and oversight to ensure compliance with the PAA. Our
recommendations strengthen the planned or implemented
management controls, and NSA has already taken steps to address
many of our concems. As Congress continues to debate a
long-term solution to the collection gaps that exist in FISA, the
controls that NSA has in place set a solid foundation that will
accommodate any law that supersedes the PAA.

(U) For thts review. we did not conduct a full range of compliance
and substantive testing needed to draw conclusions on the efficacy
of management controls. We plan to complete such testing in a
follow-on review.

10
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. (U) SUMMARY OF RECOMMENDATIONS

(b) (3)-P.L. 86-36
{U) Recommendation 1

~&H#SH Implement| |procese that routinely reconclles PAA-tasked
selectory

(U) Action: SID/S332 o (3.1 86-36

(Y) Status: OPEN (b) (3) -S50 USC 3024 (i)

(U) Target Completion Date: 15 May 2008

(U) Recommendation 2

—{5#51 implement controls to verify that target analysta routinely review
intercepted data and confirm that Information acquired through the use of
selectora la related to the axpected foreign Intelligence targets.

(V) Action: SID/S2
(V) Status: OPEN
(U) Target Completion Date: 30 June 2008

(V) Recommendation 3

fUﬂFOUO} Develop and document rigorous methodologlea for conductlng| |

PAA compliance.

(V) Action: SID/O&C and PPAS
(U) Status: OPEN
(U) Target Completion Date: 2 May 2008

(b) (3)-P.L. 86-36

(U) Recommendation 4

(U/AF©H0) Publish and maintain a working aild that compares key requiraments
for SIGINT collection, processing, retention, and diesemination authorized by
E.O. 12333 with requirementa of other significant additional authorities, for

example the PAA and FISA. In the working ald, provide links to the authorizing
documents.

(V) Action: SID/O&C with D/OGC
(V) Status: OPEN
(U) Target Completion Date: 25 April 2008

11
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(U) Recommendation 5

(U/AFOYE) Implement a process to vet, communicate, and post PAA guldance
until [t can be Incorporated into policy or SOPs.

(U) Action: SID/O&C
(U) Status. OPEN
(U) Target Completion Date: 2 May 2008

12
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AG
DIRNSA
DNI
FISA
0&C
OIG
PAA
PPAS
OGC
SID

(U) ACRONYMS AND ABBREVIATIONS

(U) Attomey General

(U) Director, National Security Agency
(U) Director of National Intelligence

(U) Foreign Intelligence Surveillance Act
(U) Oversight & Compliance

(U) Office of the Inspector General

(U) Protect America Act

(U) PAA Procedwes and Analytic Support
(U) Offfice of General Counsel

(V) Signals Intelligence Directorate
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(U) ABOUT THE REVIEW

(U) Objectives

{U) The objective of this review was to assess whether management
controls are adequate to provide reasonable assurance that NSA
complies with the terms of the PAA. In particular, our review
assessed the adequacy of controls on the three PAA requirements:

» {37731 Forelgnness. Selectors on PAA collection must

concern “persons reasonably belleved to be located outside
of the United States.”

o —157781Foreign Intelligence Purpose. A significant purpose
of the colleciion is to obtain foreign intelligence
information.

» (U) Minimizsation Procedures. NSA personnel must follow
appropriate minimization procedures.

(U) Scope and Methodology

(U) The review was conducted from September 14, 2007 to
November 30, 2007.

(U) We interviewed Agency personnel and reviewed documentation
to satisfy the review objecttves.

(U) We did not conduct a full range of compliance or substantive
testing that would allow us to draw conclusions on the eficacy of
management controls. Our assessment was limited to the overall
adequacy of management controls.

(U) This review was conducted in accordance with generally
accepted government auditing standards, as set forth by the
Comptroller General of the United States and implemented by the
audit manuals of the DoD and NSA/CSS Inspectors General.

(U) Prior Coverege

(U) The OIG has conducted no prior coverage of NSA's
implementation of the PAA.

Appendix A
Page 1 of 1
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(U) Assessment of Management Controls
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(U) ASSESSMENT OF MANAGEMENT CONTROLS

(U) Many of the Internal control requiremenis were established by the Afidavit of DIRNSA submitted for each Certification,
Exhibit A to the Afidavit, and Exhibit B to ihe Afidavit. Exhibit A is common to each of the three AG/DN1 certifications issued at
the time of ihe review and cstabltshes the procedures used to determaine the foretgnness of a larget. Exhibit B for each affidavit
contains the minkmizaljon procedures to be used for Infarmnation collected under the related Certification. These procedures are
unique to each Certffication. In addition to the coniiol requirements established by the aflidavits and exlubiis. the Siandards for
internal Control in the Federal Government provides a general framcetrk of onntrols that should be Incorporated into daity

operadons.
i Control Gbjeett Soure Oemcyipd “ Asscesment
Ly cetive e gn Needs
Grood Adequate "
U7 Aroua) U B0UtatA | U/ A5346) ACording 1o the Analys: Checklisd a Lasking
analyet mus! ceview Laaking eu hartied by a target analyst for a
acaxni-kevel cevirw of foreignoraa. If (he Wsfet Andly st and °
s king analyst are the same prvaan. a tasking auditor ol
parfom (he acomd level review,
i .
by (1)
(b) (3)-P.,L. 86_-36 I
[ ]
W reve] | ) Exhibil A
°

FOP-SECR EFHCOMINTINOEORN Appendlx 8
Page | of 6
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(U) ASSESSMENT OF MANAGEMENT CONTROLS

Caontroi Objective Bource Deseription F Gand rdoquate Neadn

U/ rouey i (U) Eahublt A (U/JM To meet (he rt‘qulmnmls tor dommenung

U/ POHOY The Analyst Chevidist states that “the target analyst

ta Tequired 10 CTeate a pEramnent rayurdof the Atations

{ aasociated Mth each taniet and associated aelectors] ]
|

{b) (1)

R ‘ The Checkliat hurther describes
{b) (3)-P.L.. 86~36 R “foce{ @A™ docv menlation,
Crochures 10 retaln source doCumEnts are acatng completion.

I'U/MQ‘ l ) Exhibit A | (U/ FBHE) NSA paraonne suppoit mandated AG/DNI reviews
of PAA targetny decisions. So far. AG/DNI1 have aot frrvaally .
repariad any violatons o NSA. .

{U/ M@8eFThe AG and DNI consducted |2 Independent reviews
of Turegnnesa” detorminations as mandated in Exhidit A
Initlal reviews were conductat 14 days uher e aztiiaton

was sighed, amd au

30 days thereafter. ! | [
the A decided to conoiict feviews dvery

; gys ;;‘wy

paraamel track resolution of fcedhack and
recommeaniations provided by the ACG/DN] review tesma during
the ceviews.

(b) (3)-P.k. 66-36

P

(U 7 PEl W) €2NIAtA | EtsiGR-08C was chadang selectors filied forAG/DNI reviews
but had no farmal standard ures or Agurous
@ethodology for condu ndependent of the .
reviews. O&C was working res that wi
complament AL}/ DN1 reviews without betng redundant. See
Recanmendation #3.

U/ HOHO) The PPAS Leam does limisted check e for fmel@\ncss.
However, the PPAS ttam does not have a donumented °
methodology for conducing thcr:]{-hr
Revcammmendation #3.

—FOPSECRETHEONMINTHNOFORN— Appendlx B

Page 2 of 6
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Contral Objective

Source

Description

Foreign Intelligence

(U7 HFBYO) -In dercuinbning whether each nf
the persans tangeted for collecon pusguant
to this (equest pamarases and Ia likely to
commundcate nformation [of a fercign
tntelligence vaditel, NSA considers {certain
informationl.”

(b) (3)-P.L. 86

(1) DIRNSA
Afdavii

36

(U/ HFOY8) The Analyst Cheekdld includes 8lepa (hat analysly
must follow 1o aarTaln under wtuch cetWhation the tard® can
be Cagked.

Tasking Leols were modified_ }
0 FBuNe conulstency and arruTary in targeting

4
infortnation entered by anafysts, [

{U/ #BU6) Analysts must 2isc document. in the tasking toots,
the [nfomation Need that a WUrget i3 caproud (o satiafy,

19776H The Analyst Checklist requl rea AnaLYSEs 1o routinely
review (nleveepted dala and eanfirg tha t lasked selarurs are
produdng (e Lneligowr from the cxpxaad latgcts. A Sof
13 plannexd that will previde full msirudions on an acatysr's
mview obligation. In addition (o the SoP, manageTent sbould
deve)op controls 6 eneure analysis are conducting requisred
reviews. Sce Reooumoendaticon #2.

(U//P8UD) In conjunction w f farei@mens, the
PPAS leam does imited chedks of Torelgn inteliigence purposc,
However. the PPAS teisu does no t hyve a documented
@methodalogy for conducting the See
Rectmmretion #5, [—

{U) Routine audits of quenea of raw traffic daateses are
pofamed to valikdate that the quories wil) Ukdly produce foretgp

mitelligence information,

Appendix B
Page 3 of 6




DOCI

D: 4248832
$T-08-0001 TTOPSECREFHCOMINTHNOEQRN
(U) ASSESSMENT OF MANAGEMENT CONTROLS
[ T :
Cantro] Objective Sowree Description Neods
Afequate | "
|45} .. NSA will ollow : (a} the Siandard (U)Exhitat B | (U//7TOTO) Standand aiaianzaton proaduwes have been
Minmization Proceduses for Etecuonuc wvumlgaled an UNRID SFA00 18—Legal Compliance and
Sunvelllance Conducted by the [NSA] [also brtzanon Aocedures (USSID 18), atnee 1993, The aurant
krown as Asumex A o Unlted Stales Slgnals vvralon of USSID 18 superood es a privr verslon Leaued in 1980,
Intdugonce Otrecuve 18). which have been Thepol caes and procedures prescibed by USSID 18 are
adopled Uy Uw A ttlomey Crerral and are an well.ewtahliahed and wel).lonown o wiualysts, Alsg, USSID
file with the Forel@) [ntethigence Survelllance CR1610 requires analysis be tnicfed by OGC and SID O& Cun
Couwt [cxceptas anehfied by Exhibit D to U SSID 18 before eb aining aoceRs Lo raw SIGINT datatases.
rach Cevuficanon! - CR1610 algo remuires (SNID 18 hacings every oo yramin
mdcr Lo malntaln datahase avaeas.
(U/M Altou b PAA Tralnnig 11as been lmpbr—rllcd
g Uopruvemerns caud be made when dis Cuaalng (he dilerences
between USSID 18 and the milatmization proceduses for each .
'5 cerufication. Aworkmng aid fer analysta would help analysis
distinguiah betawen authotities and chetr relat ed aunimim 3oo
pracedures. See Recsammendation #4.
5&&&&@ J n exrarnia
(b) (1)
(b) {3)-P.L. B6-36
[/ seeen| @) Exhibit A | (U/ ABE) The PPAS teard and SID 0AC complianee with
ceporung compllance
with Cerullamtion mlmmhamm [ocmed for °
published reporis. However. (WC has nol docureenterd
pracedures of a awethodology for such reviews. See
| Revomoendaton #3,
(b) {3)-P.1L.. 86-3¢ Appesidix B
Page 4 0f6
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(U) ASSESSMENT OF MANAGEMENT CONTROLS

- n - .
Control Objective Gource Description ’
ptt rm‘mte Noeds
(U) “Information alwuld be reesvrded and (U] Standarda | (U/ A4QUE) An inleTad) web site has been covablished Lo
oyUn unie Led 1 cAAna@EmIERt a nd others for InteTnal anballr comnmniation of PAA-celatrd mnkutnation e the NSA
Widun the entity who need It and in a bror Cootrol In the | workfivee. The weballe serves as a aingle potnt of eoniaA foc
and wihin a thocbaoce that enabies them » Federal PAA-related tiftrmadon. From one bocatian, analysta can L]
carry out their Wnterilal cunlrod and othey Govonumnt acorss PAA SO Ps. DIRNSA aMdavils and rela ved extubits fur
responalbllitiee.” each certfuation. arciived PAA com@unications from NSA
teaderahip. and PAA Help Team coniact tnformation.
Ui/ /POt N3A leadosaiup has emphasizey the ymponiance of °

the PAA through vartous Agency-all e-malls and preacntations.

(b} (3)1P.L. B6-36
A systeso to post PAA Standard

(TS SRREE- TV
Operating Procoiures Is in place. ta of standard opera dng
. t

_ A vadauahmlwm)\addmubcmfomumuimm
(b) (1) to .

(b) (3)-P.1. B6-36 (U/ AU} Anough A PYOCEa 8 fa n Place to pramulgite SOP,
(b) (3) -50 |ISC 3024 (1)| a akmilar procms does 110t exdal for cmmunicang and poating
Interim Quidance wiltil O&C ad OGC. can publah core forux)
policy, as nemied. OAEN the newness o f Lhe PAA more
queations on eFPYAg and camplying with the PAA wil)
brevitably

Communication

aneTge. Answers (o such Questiona have been L]
connunicated by e-majl to O&C: however. cdating grocerhures
had not been updsted (o reflect any changes. A procem (e pasl
such questions and answers for future (Sooce ) ehmins te
onnfuaion on the part of the Ans ly8ts unt! SOPs are updat -,
See Raxsmaoendation #S.

1)/ H4OURN PAA SOP haa beets dev ohiped) for incident reprming
and @ubfiahed on the PAA wetmite. Publiahsn SOPE crable °
analywts 15 quicily recognize cepariable inddents and (ake
agymoprialr acuon.

(U/ MPOUS) The PPAS Tram aasists SZ product lines by guiding e
analyets through the targeling and tasking preceascs.

—FOP-SFERFTHEOMINTHNOFORN—
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(U) ASSESSMENT OF MANAGEMENT CONTROLS

Contro) Objective

Sowzee

Owaciption

T_Mmute

{1/ freven]

(b) (1)
(b) (3)~P. L.

(V) ExhsbieA

86-36

U/ AP8¥®) 04C and OGC developed (rainiig that roquicew
waching a viden bricfin § tro m OGC. rea &iny the crifications
and related documents, and taking and pasaing a compeioncy
test with a score of 809% or betler.

(U/ f2OH6) OAC has 1nade Lmprovemeants W the Tralning based
on feedback from the nitlal course, The updated training

dartfies kcy pnints for analysts aad dmws diatinctinens hetwern
PAA and othe NSA aulhonties.

U/ 476¢46) A Training SoP has been developed and published
onthe intamal PAAwcbhalle. The SaP outbnes the braining

Teql rewren 1A 10 ohdAln acceas Lo PAA derived coliection, as well
as, the prucess (0 obtain th ¢ training.

(U] Int ! comtrol Roring showd
the quality of performance ovo time and
ensu ce il nANTES are rewoked . (tincludes
cegular aanagPment and supovisory
acuviuea, such as a@blng Ovoparisy
reapyilisdons, o ¢ asure conoola are
funcucning propesly.

W and

(Ul Standacds
far Intomal
Contol in the

Govertuoent

<467/68 Perlodi raxmdliaden of selectom on collecdan in NSA

“Recomoendadon #1,

(b)
(b)
(b)

1
3)-P.L. B6-
3)-504USC 3

[
P24 (i

(U pPoBaH

U] ExhibitA

(U/ AFB#8) DAC currently cond u cts supeErendits of quertes Lo
raw UafMc du tabaars oy USSID 18 comvpliance. O&C will
conduct supeTIudie of muoies made (0 PAAdala

paru LT QWP Vancr. with appropriate cerufications
and USSID 18. See Raommamlado, #3.

(b) (3)-P. L. 86-36

Appendix B
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(U) APPENDIX C

(U) Full Text of Management Comments
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SECURITV CLASSIICATION

NSA STAFF PROCESSING FORM

o EXREG CONTROL NUMBER KCC CONTROL NUMBER

01G 1250-08

— ACTION EXREG SUSPENSE

APPROVYAL

SUBJECT KCC SUSPENSE

(U/FOHO) SID Response to OIG Draft Report on the ] sicratuee

Assessment of Management Controls to Implement the ELEMENY SUSPENSE
Protect America Act (PAA) of 2007 (ST-08-0001) [x] mrommaron

S[D sv, S2 83, PPAS; OGC

“EUMMARY

PURPOSE: (U/AGY) To provide the SID response on the OIG Draft Report on the

Assessment of Management Controls to Implement the Protect America Act (PAA) of 2007
(ST-08-0001).

BACKGROUND: (3/SH#RELS The OIG performed an assessment of the procedures
established by the Director NSA (DIRNSA) to ensure NSA's adherence to three PAA
requirements: that targets are located overseas, that the foreign intelligence purpose is
significant, and that persannel follow applicable minimization procedures. The OIG draft
report was puhlished on 31 January 2008 and provides a caomplete summary of the OIG's

asseesment. The SIGINT Directorate (SID) was tasked to review and comment on the OIG
Draft Repart.

DISCUSSION: (U/FOYO63-The Office of Oversight & Compliance (SV), the SID Directorate for
Analysis & Production (S2), and the SID Directorate for Data Acquisition (S3) have reviewed
and concurred with the recommendations in the OIG Draft Report. These organizations bave
responded with detailed plans of action, to include their expacted target completion dates.

F(b) (3)=P.L. 86-36

OFFICE NAME AND DATE THONE. I OFFICE NAME AND DATE N
SID P S1D Yoy RO l
sV [ |T.zif 0662479
ADDAP Va// 11 Mar 08 963-3335
DDDA Va// 21 Mar 08 863-1821
PAA Team /w//25 Mar 08 066-2044 |
ORIGINATOR ORG. | PHONE (Secare) DATE PREPARED
SID IG Liaison SV | 966-2464 17 March 2008
FORM ASTDS Derived Fram: NIA/CSSM 1-52 BECURITY QLASSINCATION
REV WOV S Batad 8 January 2007 FOP-SECRETHCOMINESNOFORN-
Declaasity or-208a0108-
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(U/POTOY SID RESPONSE to the OIG Draft Report on the
Assessment of Management Controls to Implement the Protect
America Act (PAA) (ST-08-0001)

Recommendation 1: Implement process to routinely reconcile
PAA-tasked selecto + Chief, S332)

(b) (1)
(U) SID ACTION: S3¥/Chief, S332 (b) (3)-P.L. 86-36

SID Response (March 2008): (U/FeY6)| _|(s332) concurs
with the OIG Draft Report and Recommeadation 1 and provides the following
description of planned corrective actions and a target completion date.

—CPSHSHANE) | ]

~CRSHEHANE |

(b) (1)

(b) (3)-P.L. 86-36 —EFSHSHNT I
(b) (3) -50 USC 3024 (i)

Derfved From: NSA/CSSM 1-52
Dated: 20070108
Declesalfy On: Fo32¢108
~FOPSECRETHCONINTNOFORN ™
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. ‘EFS#SWNF)I

(b) (1)
(b) (3)-P.L. B6-36
(b) (3) -50 USC 3024 (i)

(U/FQH6) The Target Completion Date for S3 10 implmmE:Ipmcms is
15 May 2008. {b) (1}

{p) (3)-pP.L. B86-36

(U/A6HS) SID POC(s):
(S33243), NSTS: 9634886,

(b) (3)-P.L. B6-36

Recommendation 2: (5455 Implement controls to verify that target analysts
routinely review intercepted data and confirmn that tasked selectors are producing
forelgn insclligence from the expected targets. (ACTION: Chie{, S2)

(U) SID ACTION: DDAP (Chlef, S2)

SID Response (March 2008): €3//8¥) The Deputy Director for Analysis & Production
(DDAP) will continue to work with Oversight & Compliance (SV) to formally establish
the requested controls. The system currently being devised will cover both DNI and

telepbony. |

The system should

—FOP-SECREF/COMINT/NOFORN
(b) (1)
(b) (3)-P.L. 86-36
(b) (3)-50 USC 3024(i)
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(b) (1)
(b) (3)-P.L. B86-36
(b) (3)-50 UsC 3024 (i)

(U) The Target Completion Date for official implementation of these procedures is
30 June 2008.

U/FOBO) SID POC):| ]
~ |NSTS: 963-1161.

(b) (3)-P.L. B6-36

Recommendation 3; (U/AF6U03 Develop and document rigorous methodologies for
conductin of PAA compliance. (ACTION: Chief, O&C and ChielL,
PPAS)

SID Response (March 2008): (U/POHO) Oversight and Compliance (SV) concwrs
with this recommendago . b (1)

. . . . {b)(3)-P.L. B6-36
—ESHSHRER) Oversight and Compliance (O&C) is curenil ydocumenting the

methodologies a d procedures for conductin:hf targeting d cisions,
intelligence disseminations, a d queries in data repositories to ensure compliance with
established prucedunas and in accordance with Exhibits A under AA
certifications. O&C is arrently conducti o

disseminations by reviewing 100% of all repo

[In addition, O&C is conducting| Isuper-

(b) (3)-p.1L. ge- ROl againsty ffile] : Il
| | Al query terms are reviewed

fo ensure thaf there are no terms that will inherently refurn U.S. entity communicarions.

These procadures will be documented. Finally, Oversight and Compliance is working

with DOJ and ODNI attomeys in every review of all targeting decisions. Procedures for

these reviews will also be documented. it should be moted that these procedures may

change pending the passage of permanent legislation.

(U) The Target Completion Date for the documentation of the methodologies and
procedures is 2 May 2008.

ILQE] SID POC(s): |Chigf.
e (SV2), NSTS: 953-023%] PPAS (S0), NSTS: 963

(b) (3)-P.L. 86-36

Recommendation 4: (U/FOUO) Issue and maintain an up-to-date working ald or
quick reference that compares key elements and requirements of and links to NSA’s
various authorities. (ACTION: O&C with OGC)

—TOP SECRETHCOMINT/NOFORN-
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(U) SIND ACTION: O&C (SV)
SID Response (March 2008): SV concurs with this recommendason.

~F5H5ARER Prior to receiving this recommendation, Oversight and Compliance
(O&C) hed salready levied a requirement with ADET in Octo er 2007 to develop an
overview course of NSA's surveillance authorities. The Training Control Document for
this cousse was completed on | Fe ruary 2008 and includes a requirement for a job aid w
fuifill this recommendation. The development of the course is well undezway. Detasls of

the course ase availa le upon request. Itshould be noted that some course content may
change pending the passage of paxmanent legislation.

(U) The Target Completion Date for the course and the job aid is 25 April 2008,

(UHFOEOY SID POC(): It:hjed_

(SV3), NSTS: 9664887, “FISA Technical Lead, SV09,
NSTS: 963-8168.

{b) (3)-P.L. 86-36

Recommendation §: (U/AFOH0) Implement a process to vet, communicate, and post
PAA guidance until it can be incorporated into policy or SOPs. (ACTION: O&C)

(b) (1)
(U) SID ACTION: O&C (SV) (b)(3)-P.L. 86-36

SID Response (March 2008): SV concurs with this recommendation.

=(8//SY/REL) Immediately after the temporary PA A legislation was passed, SID

establisbed a PAA implementation team, which consisted off _|sub-teams that included
_the following: |

| jand a Legal/Policy/Oversight (LPO}
team. The LPO team, led by the Chief of Oversight and Compliance (SV), has been
meebtng penodically since August 2007 to djscuss and develop guidance related to PAA
implementation. The team has promulgat SQPs and is in the process of (b)(3)-P.L. 86-36
developing These SOPs are posted on both the PAA and O&C we sites. In
addition, mem of the LPO team (which includes SID Policy, OGC, S2, and S3
members) parhicipate in the almost daily PA A team lead sessions where additional
information is discussed to include the need for further guidance. Although this
cecommendation is somewhat vague in terms of expected deliverables, Oversight and
Compliance will work with the OIG Office, OGC, SID Policy, and the [.PO team to
docwuent the process for vetting, communicating and posting PAA guidance. It should
be noted that some guidance may change pending passage of per anent legislation.

(U) The Target Completion Date for documenting the process is 2 May 2008.

(UMFROUO) SID POC(s):
Compliance (SV), NSTS: 966-2479.

| Chief, Oversight and

(b) (3)-P.L. B6-36

—TFOPSECREFHECOMINT/NOFORN



DOCID: 4248832



DOCID: 4248833

NATIONAL SECURITY ACENCY
CENTRAL SECURITY SERVICE
OFFICE OF THE INSPECTOR GENERAL
9800 Savage Road
OPS 2B. Suitc 6247
Ft. George Meade, MD 20755-6247

{7 December 2014

‘T'he Honorable Diannc Fcinstcin

Chairman, Sclect Commutice on Intelligence
United States Scnate

211 Hart Scnate Officc Building
Washington. DC 20510

Dcar Madame Chanman;

(U) Scction 702 (1) (2) of the Forcign Intelligence Survciltance Act (FISA) of 1978, as amended by
the FISA Amendments Act of 2008 (FAA), authorizes the National Sccunity Agency/Central Sceurity
Scrvice (NSA/CSS) Office of the Inspector General (O1G) to assess the Ageney's compliance with
proccdures for targeting non-U.S persons rcasonably believed to be Jocated outside the United
Statcs. My Office reviews incidents involving comphance with procedurcs for targeting non-U.S.
persons reasonably belicved to be located outside the Untted States and incidents involving
minimization of LS person infornation as they arc reported to the OIG and quarterly  Each
incident is cvaluated by NSA agamst the targeting and minimization procedurcs adopted by the
Attomey General. m consultation with thc Dircctor of National intelligence, and approved by the
Forcign Intclligence Surveiltance Court {(FISC). This Ictter covers the 12-month period ending
31 August 2014, (b) (1)
{b) (3)-P.L. B86-36
—t5 ST Duning the reporting period, the O1G performed two special studics of the FAA §762
program: | land the /mplemeniation
of Section 702 of the FISA Amendments Act of 2008 |

| The sccond study, requested by members of the U.S.
Scnate Judiciary Committee and scheduled to be published in January 2015, documents NSA’s
implementation of the FAA §702 authority, the controls used to proteet U.S, person privacy, past
incidents of non-compliance. and usc of FAA §702 data to support intclligence missions,

~&#PIn compliance with the FAA §702 targeting and minimization procedurcs. | |
intelligence reponts were disseminated by NSA/CSS |
bascd on signals intclligence (SIGINT) derived m whole or in part from FAA §702 authonzed

(b) (3)-P.L. B86-36

®) (1) Classi fied By:[:;;]
(b) (1) (b) (3)-P.L. B6-36 Derived From: NSA/CSS Muanual I-
(b) (3)-P.L. 86-36 Dated: 30 September 2013
(b) (3)-50 USC 3024 (i) Declassify On: 24394284+
L‘!EE RI:I”!;I"!*()I‘()]QE*’

Boproved for Release by NSA on 11-10-2015 FOIA Case 3 80120 (lnaation]




| . (b) (1)
DOCID: 4248833 (b) (3) -P.L. B86-36

(b) (1) —SEEREFHSHANOFORN— (b) (3)-18 USC 798
(b) (3)-P.L. B6-36 (b) (3)-50 USC 3024 (i)

collection. .fthcljdisseminaled reports, I:]comaincd onc or morc references to US,
|
persons.

(UABHOTNSA/CSS rclcascdlZ]U,S, person identities in response to customer requests for U.S.
person identitics not referred to by name ortitle in the original reporting.” The majority of these
requests were reccived from clements of the United States Intelligence Community and federal law
enforcement agenceics.

—tS7AYFDuring this reporting period, NSA detenmined that, onlj occasions, selectors belongmy
to non-U.S. persons rcasonably belicved to be located outside the United States at the time of tasking
were later suspected or confirmed to have heenl

t(:; ((;; _p | | the Department of Justice (Do) filed with the FISC a preliminary

noticc of a compliance incident that advised the Court that|

(b) (3)-P.L.HE=23C
Leseaepy |
l Jihc reterences to US.
person identities might have resulted (rom collection pursuant to FAA §702 or from otlier authiorized SIGINT
activity NSA conducted that was reponed in cotjunction with infennation acquired under FAA §702. For the
previous reporting period. NSA reporied that intelligence teports contained one or more references (o U.S.
persons, inctuding rcterences 10 US. elecironic communications providers as part of'a communications identitier.
=32 The Central Intelfigence Agency (CHA)Y doces not conduct acquisitions under FAA §702. However. it
ricceives unminimized vou-upstrean commuuications from NSA and FBI and disseminates intormation based on
those communications. | ]

[}

(b)(3)-P.L. 8¢-36

=&+ For the previous reporting period, NSA reported ll1al| |idcnlilics werg disseminaled in response (o
requests for identiiies not referred 10 by name or title in (e original reporting. For (he current reporting period,
approximately of'the dissemmated U.S. person identitics were propet names of individuals or their titles. |

s |
r

(b) (1) ;
(b) (3)-P.L. B86-36 2 (b} (1)
(b) (3)-18 USC 798 (b) (3)-P.L. B86-36

(b) (3)-50 UsSC 3024(i) (b) (3)-P.L. 686-36



(b) (1)

DOCID: 4248833 (b) (3)-P.L. 86-36

“SECREHSHANMOHFORN- (b) (3) -18 UsC 798
(b) (3) -50 USC 3024 (i)

(U) As explained in the OIG's quarterly report to the President’s Intelligence Oversight Board on
NSA activitics. compliance incidents occurred under such circumstances as:

o (U/FOHO) Tasked selector not meeting the requirements of the certitication,

(LAY System crrors resulting in improper storage or access,

%U/‘ﬁFﬂHﬁ% Delayed detasking of targets identitied as U.S. persons|

(L/A4063 Dissemination crrors, ' (b) (3)-P.L. B86-36
(L/AOB Poor construction of database queries, and

s  (U/AOYHER Post-tasking discovery of U.S. person status.

(U) Action has been taken to correct mistakes, and management processes have been reviewed and
adjusted to reduce the risk of unauthorized acquisition and improper retention of L.S. person
communications.

(U) This is the sixth year for which the OIG has reviewed for the Congress the Agency’s compliance
with FAA §702. Toensure consistency between DIRNSA s report of the annual review conducted in
accordance with FAA §702 (1) (3) and this OIG report, the O1G and the Signals Intelligence
Directorate worked together to achieve a common understanding of the reporting requirements and
have agreed on a methodology for accumulating and analyzing compliance statistics.

(U) The OlG continues to exercise oversight of Agency intelligence activities.

ROE T Lo
DR. GEORG‘E/ ELLARD
Inspector General

Copy Furmished:
The Honorable Saxby Chambliss
Vice Chairman, Select Committee on Intelligence

[F]





