
 

© Copyright 2011-2012. Michael McKibben & Allen Stern. All Rights Reserved. Aug. 7, 2012. See Notice, page 13. 

IN BYTES WE TRUST? 
Why Digital Security and Privacy Matter 

By Michael McKibben & Allen Stern with Forward by Professor of History Hy Berman 

August 7, 2012 

acebook’s founder Mark Zuckerberg 

believes privacy is no longer a “social 

norm.”
1
 An off record chat tweet by 

Facebook employee Nick Bilton confirmed 

this when he was asked “How does Zuck feel 

about privacy? Response: [laughter] He doesn’t 

believe in it.”
2
  

A few months later, after attempting to 

soften the public uproar over privacy, Mr. 

Zuckerberg continued his drum beat for fewer 

privacy settings, saying that more 

“engagement” occurred when fewer privacy 

settings existed.
3
  

Facebook’s Orwellian Doublespeak on Privacy 

George Orwell’s novel 1984 introduced the maddening world of doublespeak 

where the bad were made to sound good.
4
 Facebook’s definition of privacy is 

Orwellian, since protecting privacy is an impediment to “engagement,” which is a 

euphemism for sharing private information. Sharing private information is 

Facebook’s mechanism to generate advertising revenue.  

“Read this paper carefully, for it is a cautionary tale.” 

Late last summer Mike McKibben and Allen Stern had me read the paper they wrote laying out the case against Facebook for theft of Mike's 
intellectual property and the web of deceit and legal obfuscation that stood in the way of justice and redress of grievances. They spell out as well 
the foreign, particularly the Russian oligarchs’, connection with Facebook financing and control. My first reaction was that their case is good, in 
light of the fact that a jury found that Facebook infringed on Leader's technology to create a social networking platform to make money. I also 
believed that their discussion of the threat to our privacy was somewhat exaggerated. 

I looked into their claims by closely examining the content of Facebook and found that everything in Facebook’s control is open to all and can 
be easily manipulated for political or commercial gain. The real and potential threats to our liberties are great. Manipulation for gain is already an 
achieved objective by the Facebook crowd, and the danger of personal information being used for nefarious purposes by unknown foreign 
partners with shadowy reputations is real. I no longer believe that Mike and Allen exaggerate. 

As an American historian, I am particularly concerned by the implications of allowing powerful forces to violate intellectual property rights. 
Our economic and industrial development was made possible by inventors, innovators, scientist and engineers who developed the technology 
undergirding our national development. Through our patent and copyright protection system, these innovators were able to be rewarded for their 
efforts. If intellectual property theft by the powerful and well-connected is not stopped, future innovation is jeopardized. Read this paper 
carefully, for it is a cautionary tale.  

I no longer believe that Mike and Allen exaggerate the threat. If anything, they understate it. 

—Hy Berman, Professor Emeritus of History, University of Minnesota 

 Former Political Adviser to Vice President Hubert Humphrey  

F 
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Facebook built its house on a 
foundation of theft of Leader’s 
invention. It makes sense then 
that their security and privacy 
model is nothing more than a 

confidence trick to justify 
more theft. 

 

In Facebook’s world, more engagement 

means more revenue. Is there a place in such a 

world for the dictionary definition of privacy—

freedom from unauthorized intrusion?
5
 Privacy 

settings limit intrusion, and in Facebook’s 

world, such settings limit access to advertising 

data that generates revenue. Why then, would 

Facebook give their 900 million users the 

unilateral ability to control Facebook’s revenue? The truth is, they don’t and never 

will. Instead, they will make users believe that they are secure, while all the while 

selling their users’ data out the backdoor. 

So, your “friends” may not be able see your data, but the advertisers who gather 

in your virtual backyard can . . . and do. Why else do you see ads for Dove soap pop 

up while you and a fellow bird-lover discuss your mutual interest in doves? Do you 

think somebody bought access to Facebook user data on dove lovers? You bet. Was 

your privacy intruded upon during your chat about doves? For sure. The point here 

is that your words are being silently exploited . 

In Facebook-speak, privacy is defined by our new Orwellian, Mr. Zuckerberg 

and the Facebook cabal.
6
  

Privacy is the Freedom from Unauthorized Intrusion 
00010101101000101010010101010011011101101010101010010101011011010101 

Technologists learned long ago that users are relatively clueless when it 

comes to managing privacy in the digital world. Trojan horses, bots, viruses, 

phishing, spear phishing, hidden keys, back doors, unauthorized access, and 

spoofing are just a few of the tools for violating the privacy of others.  

The fact is, since computer software is nothing more than unseen bits 

flying through electronic chips, all this mischief is hidden, at least, that is, 

until it creates substantial damage, like stolen identities, unauthorized credit cards, system 

crashes, emotional distress, bullying, threats, confidence tricks, unfounded rumors, compromised 

power grids, stolen intellectual property, hijacked bank accounts, lost brand value and siphoned 

financial transaction streams. 

Technology is neutral, but providers & users are moral beings with ethical choices 

Digital privacy is currently largely a myth. We must choose to do better. The future value of 

our economies and human endeavors hangs in the balance. Providers must stop taking advantage 

of users just because those users don’t know that their data is being compromised. Users must 

stop being so naive and gullible and start demanding provider accountability. By analogy, just 
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because your neighbor leaves his keys in the ignition, it does not give you the right to steal his 

car. A society devoid of citizens who freely make ethical choices is a society destined for 

history’s trash heap.  

Zuckerberg: “Privacy Anxiety” 

Facebook, on the other hand, believes that privacy is simply an “anxiety” akin to a bad cold 

from which one eventually recovers. Such a notion has the tacit approval of at least 900 million 

Facebook users who, according to Facebook’s founder Mark Zuckerberg, have changed their 

minds about privacy over time.
7
 

Perhaps privacy is expendable when the subject matter is sophomoric titillation and kibitzing, 

but can this philosophy extend to valuable intellectual property, like an invention, or healthcare 

information, or a business plan? The answer is a resounding no, if one asks the International 

Chamber of Commerce about innovation. 

Digital theft in the “free” social media space creates a ripple effect of negative consequences 

on society and economy. Using the International Chamber of Commerce “Rule of Thumb,” every 

$1 generated by stolen social media goods robs an additional $14.3 in economic value from the 

social media economy.
8
 

  

 

 

 
Figure 1: The ripple of negative effects of digital theft in the “free” social media industry.  

$1 stolen = $14.3 lost economic value. 

Contrary to Facebook’s utilitarian worldview, the right to privacy is a basic human right that 

must be jealously guarded, not brutalized. The lessons of history are clear: whenever people come 

to view their neighbors as less than human—as mere consuming objects—then exploitation and 

oppression are just around the corner.   

Facebook’s Privacy Vision: 

 “We’ll roll it out, and pretty often there’ll be this backlash [about 
security and privacy], and people will say, ok, we don’t like this new 
thing *** It’s I think a real anxiety. People were really afraid of more 
people being able to be involved in the social network. People 
thought that, you know, it was just too much, right, they wanted to 
share stuff on the site but they didn’t want it to be so much in 
people’s face *** You know now it’s just part of the site that I think 
most people in a way would be like ‘What’s going on? How can 
there be Facebook without this?’”  
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Abuse of Privacy—Tools of the Oppressive State 

Europeans are much more sensitive to privacy issues. During World War II, they suffered 

unprecedented losses of life and property as the Nazi Party terrified “undesirable” groups 

including Jews, Gypsies, Poles, and homosexuals whom they documented with customary 

German precision, using then state-of-the-art IBM tabulating machines (early computers) to 

chronicle their work. 

The Nazis were so pleased with the performance of their IBM equipment that in 1937 they 

awarded IBM’s founder, Thomas Watson, Sr., the Merit Cross of the German Eagle, “honoring 

foreign nationals who have made themselves 

deserving of the German Reich.” Watson returned 

the award in 1940 because Adolf Hitler was 

working contrary to the causes of world peace and 

world trade. In this case “working contrary to the 

causes of world peace and world trade” were 

Orwellian euphemisms for exploitation of the 

privacy and human rights of the victims of Nazi 

brutality.
9
  

Exploitation Means “Engagement”  
(Like, I mean, get over it, dude) 

Facebook’s short history is one of exploitation. 

They began exploiting Leader’s platform 

invention in 2004—the platform running 

Facebook today.
10

 They exploited the ideas for a 

college online face-book directory from a 

gentleman from New Zealand by the name of 

David London, who invited Mark Zuckerberg and 

his roommates Dustin Moskowitz and Chris 

Hughes to help flesh out his idea.
11

 Then, after 

surreptitiously acquiring Leader’s source code in 

October 2003,
12

 they exploited the privacy of 

Harvard students
13

 by stealing their photos and 

other personal information.
14

 They violated the 

Harvard network security and privacy policies.
15

 

They exploited the email of Harvard students and 

staff.
16 They had no sooner gone public with their 

website, than Facebook began exploiting the U.S. 

copyright laws in its efforts to protect its ill-gotten gain in a Machiavellian morality play using the 

very instruments of U.S. law meant to stop such behavior (“A few weeks after The Facebook 

launched * * * Mark [Zuckerberg] sent me a message informing me that I was infringing on his 

copyright. I was flabbergast [sic]”).
17

 

With such a legacy in mind, we return to the question: “Why does Facebook offer Privacy 

Settings?” The answer probably lies in the old saying “Fool me once, shame on you; fool me 

Orwellianism in the  
former Soviet Union 

Citizens of the former Soviet Union were 
especially fond of the Orwellian irony 
surrounding the Soviet concept of 
“equality:” 

“We’re all equal. Some are just  
more equal than others.” (1984) 

Communist pragmatism re-defined 

“equality” to legitimize their cabal of power 

elites whose existence contradicted 

theoretical socialism. 

Orwellianism  
at Facebook 

“Engagement” means “exploitation” 

“Engagement” means revenue 

“Privacy” means engagement inefficiency  

Facebook’s pragmatism dictates that it re-

define “privacy” to accommodate more 

revenue, and that it introduce the term 

“engagement” as the guiding principle of 

privacy policy. 
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twice, shame on me.” Facebook’s founder believed security was not a big deal and said so, while 

simultaneously leading users to believe their information was secured by various security and 

privacy account settings.
18

 These are Orwellian values at their finest. Indeed, Mr. Zuckerberg’s 

attitude is even more cavalier, stating at the e-G8 in Paris that Facebook users eventually accept 

whatever he does.  

Facebook has issued numerous “security improvements,” yet continues to have well-

publicized breaches of security and privacy where users’ data is shared and sold without their 

conscious permission or knowledge.  

Citizens of the former Soviet Union came to distrust everything their government  

wrote and said. The state newspaper PRAVDA is the Russian word for TRUTH,  

but was well-known to print anything but the truth—so much so that the Soviets  

joked that they were experts at “reading between the lines.”  

The Soviet Union disintegrated in 1991. 

When Facebook is confronted by users about breaches of privacy, Facebook points to the user 

license agreement which specifically says Facebook owns their data.
19 And what do the users 

do? They keep using Facebook. At this stage they get what they deserve and should 

stop whining about their privacy. The price of admission to using Facebook is giving 

up one’s data to anyone Facebook chooses—without the user’s knowledge or further 

consent. Citizens of the old Soviet Union paid a similar price for their citizenship. 

After 1917 and until about 1995 all land was owned by the Soviet state. 

“I can manage my privacy” 

A common misconception among users of Facebook is that one can “manage” one’s privacy. 

Such a notion is dangerously naïve. Detectives learned (centuries before the internet) that one 

could learn a lot about a person by rooting around in their garbage. Literally. Things we think are 

harmless can hurt us. Law enforcement and intelligence call it “dumpster diving.”
20

 Such 

information is so sensitive that in some countries dumpster diving is illegal. Our trash can reveal 

our buying habits, vices, problems, preferences, personal identity, friends, colleagues, health 

issues, family problems, medications, fears, weaknesses, vulnerabilities, strengths, drug use, etc. 

Likewise, our interactions on social media provide the same information as dumpster diving; it’s 

just that social media makes the gathering of this data much easier and enables simultaneous 

exploitation since, hypothetically, every internet user can access your data—which exacerbates 

theits effects on our society.  

For example, dating status. Drug pushers may try to exploit your mental state over a recent 

break up, especially if you are “friended” with some of their druggy-clients. Thieves will know by 

an innocuous-enough comment like “I’m at work now” that now might be a good time to rob your 

home. Better yet, thieves love vacation plans—this gives them plenty of time to rob you. 

Compromising party pictures, vulgar messages and political comments are golden opportunities 

for your enemies to use to try and ruin your job prospects or put doubt in prospective business 

partners about your professionalism. Innuendo regarding your data (even if untrue) can become 

uncontrollable quickly. The speed at which a half-truth can “go viral” makes even an innocuous 
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picture-post in one setting potentially destructive to one’s profession in another. One teacher was 

fired by her principal when an anonymous tipster pointed him to a photo of her on vacation with 

two beers in her hands in a Facebook photo.
21

 All these examples show why privacy is difficult to 

“manage” when posted in a one-size-fits-all social media environment like Facebook. 

The Shadow You  

The new Facebook face-recognition feature and 

Facebook new “shadow profiles” makes anonymity 

virtually impossible. You may have a Facebook profile 

and not even know it. Facebook denies this, but few 

pundits believe their denials. It is virtually certain that if 

Facebook is not doing this within the borders of the 

United States, they’re building the database somewhere, 

like in India or Russia. Here’s how easy a shadow 

profile is to build. Let’s say a friend of yours posts an 

innocuous photo of herself with your family at your 

son’s commencement. Being the gregarious person she 

is, she “tags” the photo identifying each person, 

including you who have never signed up for Facebook. 

Voila! That one tag of you in a photo triggers a photo 

inspection program behind the scenes that checks if you 

are a user. If not, Voila again! A shadow profile is 

created associated with your photo. Facebook then 

roams the planet looking for other photos of you. Voila 

yet again! Now you have shadow friends associated with 

the shadow you. It goes on. Now, using all these 

associations, Facebook begins to assemble a 

demographic profile about you. Just like centuries-old 

dumpster diving, the profile on you becomes very 

accurate, very quickly. 

Even our political process has already been compromised. A current Minnesota politician 

claims that he is mining Facebook data to alter elections. He says that he can prove quantitatively 

that his work led to the defeat of multiple candidates. His work can be viewed as effective local 

pilot tests, and will likely be expanded to state and national levels.  The implications for the 

electoral process, a foundational element of our society, are significant. 

Freedom from unauthorized intrusion—Leader technology 

Facebook’s theft and infringement of Leader’s technology (just as it was coming off the 

drawing board) created this industry dilemma via massive, well-funded counterfeiting. Leader 

invented a whole technology, but Facebook grabbed only the unsecured portions needed to create 

advertising dollars. As a result, an incomplete social networking platform was offered. 

Leader designed a social environment that would give you as the user the best of both 

worlds—both openness and control of your own privacy. In any given day, a person’s information 

sharing privacy needs vary. A complete collaboration tool should be able to adapt to those 
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varying needs. Facebook, on the other hand, offers a one-size-fits-all approach—and offers a 

utilitarian “engagement” philosophy to justify its all or nothing advertising revenue model. 

For example, consider this use case of a typical day in the life of a small business owner: 

 

Activity 
Information sharing 
privacy requirement 

Facebook 
apps 

Leader 
apps 

Child’s school schedule Private  X 

Doctor’s appointment Private  X 

Baseball game schedule Open X X 

Community events  Open X X 

Work product development project A Private, Select Group  X 

Work product development project B Private, Select Group  X 

Marketing trade show booth Open X X 

Family events  Private, Small Group  X 

Banking Private  X 

Online poker game Open X X 

Audio conferencing Private, Select Group  X 

Vendor management Private, Select Group  X 

Dinner ordering Open X X 

Home remodeling project Private, Select Group  X 

Table 1: Leade digital collaboration tool must accommodate various privacy needs seamlessly 

 
In addition to the flexibility of appropriately controlling privacy to the subject, Leader apps 

will offer: (1) risk sharing, and (2) enhanced “courier” and “armored car” security levels. 

 When a social networking site depends upon retail advertisers paying for access to the user’s 

data for targeted advertising, the desire to maintain access to user data makes sense. But Mr. 

Zuckerberg’s attempts at social commentary on “openness” and “engagement” ring hollow when 

considering that he is a self-confessed hacker
22

 and thief who, when confronted with his theft of 

student photos at Harvard, waved it off as overblown,
23

 and almost ten years later says we’ll get 

over his bad behavior and come to accept it.
24

  

Personal Privacy is a Hallmark of Democracy 

History teaches us that respect for personal privacy is a hallmark of democracy. Facebook’s 

quest for advertising dollars—powered by unfettered access to user data—makes the age-old moral 

compromise that eventually leads to oppression. When one person ceases to respect the personal 

privacy of another, this accommodation is the slippery slope to exploitation. Once a target’s privacy 

has been breached, then the rest of their property is fair game as well. History’s victims of 

oppression shout out to us that such disrespect of the human person eventually leads to Auschwitz, 

Dachau, the killing fields of Cambodia, the mass starvation of the Ukraine, the Cherokee Trail of 

Tears, Bosnian ethnic cleansing, the Gulag Archipelago, Saddam’s mass graves, and genocide in 

Rwanda. 

Openness and transparency by choice is one thing. For this, Leader Technologies is pleased 

that its U.S. Patent No. 7, 139,761 invention has contributed to more openness around the globe. 
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However, the dividing line between what Leader invented and how Facebook is infringing its 

invention is personal choice. Facebook counters that its users choose to click “approve” to their 

lengthy user license agreements, so everything after that is fair game. While this may be true 

legally, is it appropriate morally? When have societies been able to thrive by looking to lawyers 

for moral advice? We should not exploit a user’s inability to understand the inner-workings of 

software and computers. Such exploitation creates distrust. Trust must be the coin of the digital 

realm in no less a solemn manner than was promulgated at the founding of America. 

 “Property must be sacred or liberty cannot exist.” 
—John Adams 

 
Private property rights are core beliefs that form the foundation of the 

United States. John Adams wrote:  

"[t]he moment that idea is admitted into society that property is 

not as sacred as the Laws of God, and that there is not a force of 

law and public justice to protect it, anarchy and tyranny 

commence. Property must be sacred or liberty cannot exist."
25

 

The U.S. Constitution, in Article 1, Section 8 explicitly protects 

authors and inventors:  

“To promote the Progress of Science and useful Arts, by 

securing for limited Times to Authors and Inventors the 

exclusive Right to their respective Writings and Discoveries.” 
 

More to “engagement” than titillation 

No question, we’re in love with our stuff.  Smart phones.  iPods.  GPS. Social media. 

Computers. Wii. World of Warcraft.  You name it. We love it. Truth be told, perhaps some of us 

are addicted to it. A study of high school students by Case Western Reserve University presented 

to the American Public Health Association found a direct link between excessive time spent on 

social networking sites and texting to risky behaviors including smoking, sex, depression, eating 

disorders, drug and alcohol abuse, absenteeism, fighting, cyberbullying, missing school and 

sleeping in class.
26

 

On the flip side, technology has enabled us to accomplish many wonderful breakthroughs in 

healthcare, science and geopolitical communications. 

Comparatively speaking, hacking, digital abuse and digital theft are much easier to get away 

with than classical thievery. It is all electronic and unseen and its inner-workings are little 

understood by most users. Digital thieves are modern day highwaymen for internet travelers. It’s 

time for the digital world to become civilized and start respecting the public trust. 
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Raising the Bar: Ethics, Balance, and Incentives 

Digital privacy is a more ethical, more rational choice. Our user communities will never be 

able to see what programmers are doing with the code. It is up to the technology world to choose 

a higher standard, rather than simply do opportunistically what they can get away with. 

Even though we could go out and steal our neighbor’s vehicle, we don’t. Why? Because we 

make the moral choice not to. Similarly, the technology world must grow up ethically. Just 

because one can hack into a person’s server and steal their passwords and financial information 

does not mean they should. 

The Nobel Prize winning work on game theory by University of Minnesota economist Leonid 

Hurwicz gives us useful guidance. The problem is that the incentives of the current social 

networking game are incorrectly placed. Users use an unsecure technology to enhance the number 

of their relationships, but are deceived by Facebook about the costs of enhancing potentially 

negative relationships. The simplistic incentives are to broaden the numbers of “friends” at the 

expense of privacy. In other words, this exploitation by Facebook of “connections” and 

“engagement” is at odds, from a privacy perspective, with many of the user’s self-interests.  

The solution includes placing incentives correctly based upon the user’s understanding of the 

true costs associated with sharing; including knowledge of the potential harmful effects.  This 

model assumes that users will make decisions to reduce their costs and that users do truly value 

privacy protection when they understand the unseen costs associated with loss of personal 

information and data.  

Economic incentives are certainly necessary, but the most timeless incentive is the moral 

imperative to follow the admonition of The Ten Commandments, Exodus 20:15:
27
 
 

 

 You shall not steal.  
 

Secure Social sets higher standards 

Leader’s Secure Social API network plan will raise the bar on security and privacy assurance. 

It will reduce the odds of digital breaches and it will share the risk of digital transactions against 

data loss. Such risk sharing and risk management will not prevent all security breaches,
28

 but it 

will give customers assurance of diligent policies, practices and procedures based on timeless 

moral principles.  

 
* * * 



MICHAEL MCKIBBEN & ALLEN STERN IN BYTES WE TRUST? WHY DIGITAL SECURITY AND PRIVACY MATTER, PAGE 10 

© Copyright 2011-2012. Michael McKibben & Allen Stern. All Rights Reserved. Aug. 7, 2012. 

 

Epilogue 1…on the heels of infringement (initial draft Jul. 20, 2011) 

 

In a private transaction in May 2009, Russian investor Juri Milner, CEO of Digital Sky 

Technologies (DST), purchased 2% of the stock in Facebook from Facebook employees for $200 

million without asking for a board seat or any other special privileges.
29

 Mr. 

Milner’s associations with Facebook go back to the early 1990’s when he 

assisted then-World Bank Chief Economist Lawrence Summers and current 

Facebook COO Cheryl Sandberg in orchestrating what has become the 

modern Russian oligarch system, where the assets of the former Soviet state 

were transferred to private individuals. Sixteen months after his initial 

Facebook investment, Milner increased his stake in Facebook to roughly 

10% with an $800 million investment, making him second only to James W. 

Breyer and Accel Partners LLP in holdings.
30

 

At the time of the first DST investment, Facebook’s Mark Zuckerberg 

made this statement about Juri (also spelled Yury and Yuri) Milner: 

“I was like, this guy is clearly smarter and more insightful 
and has more experience in what we are doing.”31 

According to Fortune, “Milner has become an unofficial [Russian] 

ambassador to the U.S. tech scene” and has arranged private tours for Accel 

Partners’ Jim Breyer
32

 to visit the State Hermitage Museum in St. Petersburg. Goldman Sachs 

was one of DST’s first investors, along with oligarch Alisher Asmanov. DST’s Moscow and 

London employee base “reads like a Goldman Sachs (GS) alumni roster. Seventy percent of his 

staff came from the bank.”
33

 

Fortune also stated:  

“[H]e [Zuckerberg] turned to the Russian [Milner] for much of his thinking on 
Facebook's newly launched Facebook Credits,34 a virtual currency system that 
could in time account for 20% to 30% of the company's revenues.”35 

Milner’s largest outside investor in DST is Russian 

oligarch Alisher Asmanov.
36

 Fortune stated “[t]he origin 

of his wealth is not clear.” Forbes lists him at #100 on 

their list of billionaires.
37

 The former British 

Ambassador to Uzbekistan, Craig Murray, blogged that 

Mr. Asmanov maintains close ties to Russian Mafia as 

well as Russian State Security.
38 Perhaps such ties are an 

inevitable reality in “The New Russia,” but they do beg 

the question of whether we’re exporting hard-fought 

American values of respect for intellectual property 

(U.S. Constitution, Article 1, Section 8),
39

 privacy and 

free enterprise, or importing digital street rule. (No Russian 

we speak with, even among the elites, is proud of the corruption endemic in their “new realities.”) 

The Silicon Valley publication, Gawker, has published a “Field Guide to Alisher Asmanov” that 

raises disturbing questions about the agenda of Facebook’s Credits’ Moscow consultants.
40

  

Figure 2: Juri Milner, 
CEO, Digital Sky 
Technologies. 
Source: Fortune 

Figure 3: DST’s largest investor Alisher 
Asmanov. Source: The Daily Telegraph 
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Figure 4: Juri Milner’s  $100 million 
mansion purchased in Silicon Valley’s 
Los Altos Hills, CA on Mar. 31, 2011.  
Source: Forbes. 

The dramatic appearance of these larger-than-life Russian financiers; their flurry of 

defamation suits against bloggers internationally; their intimate association with Goldman Sachs 

and Facebook insiders; their 20+% stake in Facebook; Facebook’s intransigence in not settling the 

Leader v. Facebook patent infringement lawsuit;
41

 Goldman Sachs’ raising up to $3 billion from 

private investors in a “Pre-IPO Supplement” during the pendency of the Leader v. Facebook 

lawsuit;
42

 and Juri Milner’s 20-year World Bank associations with former Harvard President and 

Obama bailout director Lawrence Summers, and current Facebook COO Sheryl Sandberg, all 

point to many of the techniques used in “lawfare.” This doesn’t even begin to address the 

questions associated with Goldman Sachs’ intimate connections to all things Russian-oligarchical, 

at the same time they were being bailed out by the American taxpayer. 

“Lawfare, as used by the Soviet Union and Russian 

Federation, is the manipulation or exploitation of the 

international legal system to supplement military and 

political objectives. The Soviet Union and Russian 

Federation used these legal restrictions to supplement 

military strategy in an attempt, not to limit themselves, but 

to control other states legally, politically, and equally as 

important, publicly, through the use of propaganda.”
43

 

When Goldman Sachs’ representatives were asked in 

January 2011 by various U.S. investors why Goldman’s 

Facebook prospectus did not disclose the Leader v. 

Facebook risks to investors, their questions went 

unanswered. However, only days later Goldman Sachs 

announced that it would no longer offer the Facebook opportunity to US investors, citing the 

499 investor limit, but making no mention of well-known SEC risk disclosure requirements 

regarding Leader v. Facebook.
44

 

Juri Milner recently purchased the most expensive single family house ever sold in the 

United States—for $100 million in Silicon Valley’s Los Altos Hills.
45

 

 

Epilogue 2… One Year Later (written Aug. 8, 2012)  

Much has transpired in the twelve months since we first drafted this paper, and Historian Hy 

Berman’s review. To summarize: 

 On Nov. 29, 2011 Facebook was slapped with a 20-year sanction by the Federal 

Trade Commission for Privacy Violations.
46

 

 On March 14, 2012, former Goldman Sachs executive Greg Smith went public with 

the knowledge that Goldman regularly played on both sides of deals and called its 

clients “muppets.”
47

 

 Goldman Sachs made up to a $3 billion “Pre-IPO Supplement” unregulated sale of 

Facebook insider stock to Russian tycoon Juri Milner via his companies variously 

named Digital Sky Technologies and DST.
48
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 Goldman Sachs was an early investor in Digital Sky Technologies based in Moscow, 

Russia.
49

 

 Former Bloomberg TV Reporter Donna Kline began an investigation of Leader 

Technologies, Inc., v. Facebook, Inc., 08-cv-862-JJF-LPS (D.Del. 2008) and Leader 

Tech v. Facebook, Case No. 2011-1366 (Fed. Cir.).
50

 

 On Feb. 1, 2012 Facebook filed its S-1 and its intention to take the company 

public.
51

 

 On Mar. 5, 2012 Leader and Facebook squared off in a hearing at the Federal Circuit 

Court of Appeals in Washington D.C. on Leader v. Facebook.
52

 

 Facebook’s COO Sheryl Sandberg, Russian tycoon Juri Milner, and Former Clinton 

Treasury Secretary and Obama bailout director Larry Summers are found to have a 

twenty-year association that reaches back to the former Soviet Union when all three 

worked for the World Bank. At that time Summers and Milner were instrumental in 

advocating a “voucher” system that led to the formation of the current financial 

oligarchies in Russia, one of which owns perhaps up to 30% of Facebook.
53

 

 Former Treasury Secretary Summers emerged in Silicon Valley as “special adviser” 

to Facebook Director Marc Andreessen before the highly questionable $1 billion 

Instagram purchase by Facebook, where at least Andreessen benefited on both sides 

of the deal.
54

 

 On May 8, 2002, the Federal Circuit handed down a decision that did nothing to 

address the issues of law in Leader’s appeal; effectively handing Facebook a dubious 

victory that was custom-timed within hours of the launch of Facebook’s IPO road 

show.
55

 

 Erskine Bowles sits on Facebook’s and Morgan Stanley’s Boards of Directors. 

Morgan Stanley was the lead Facebook IPO underwriter. Bowles was President 

Clinton’s White House Chief of Staff 1996-1998. He was appointed by President 

Obama to be co-chair of the National Commission on Fiscal Responsibility and 

Reform. Also on this Commission is Alice Rivlin, who was formerly with The 

Brookings Institution where Lawrence Summers was a fellow in 2001.
56

 Lawrence 

Summers became a special “adviser” to Facebook Director Marc Andreessen prior to 

Facebook’s $1 billion purchase of Instagram, in which Andreessen benefitted on 

both sides of the transaction.
57

 

 On May 18, 2012 Facebook went public and its stock price began dropping almost 

immediately.
58

 

 Also on May 18, 2012 a class action digital-privacy rights lawsuit seeking $15 

billion in damages or $10,000 per member was filed against Facebook in California 

just as Facebook was going public.
59

 

 On the beginning of day three of the IPO, the insiders in Facebook, many of whom 

are discussed in this paper, sold off $13.2 billion of their insider stock at $37.58 per 

share.
60

 

 As of Aug. 2, 2012, dozens of shareholder class action lawsuits have been filed 

against Facebook, its underwriters and directors.
61
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The Orwellian nature of the Facebook crowd has been reinforced to the point 

where eminent American Historian Professor Hy Berman, an early reader of this 

paper, moved from skepticism to alarm at the cracks these circumstances are 

revealing in the very financial, cultural and moral foundations of America. We 

believe these are not partisan concerns.  

Rather, these are American concerns. 

 

—Michael McKibben & Allen Stern 

A special thank you to History Professor Hy Berman for his assistance, 

editing and long view of the histories underlying these important societal 

matters. 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

NOTICE: This paper is the sole opinion of the authors. The information presented herein should 

not be relied upon as fact without independent verification and validation for which the authors 

accept no responsibility and make no representations or warranties. If you have any questions 

about the information and perspectives presented herein, please feel free to contact the authors. 
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fencer. He told Mike recently that Alisher Asmanov is a saber fencer who supports the Russian 

fencing program. Coincidentally, during the 1970’s Mike worked closely with Russian composer 

Aleksandra Pahkmutova
[ii]

 who composed the music for the 1980 Moscow Summer Olympics 

where then Soviet saber fencer Vladimir Nazlymov won his last Gold medal. The music lyricized, 

arranged and recorded by Mike’s wife and the group “Living Sound” who Mike directed in 

Europe was included by Pahkmutova on the official 1980 Moscow Summer Olympics film that 

featured Gold medalist Vladimir Nazlymov among them.
[iii]

 These events resulted in the 

televising of two Living Sound concert performances on Soviet television; perhaps the first and 

only American Gospel music group ever to appear on Soviet television during the Communist era.  

Mike collaborated recently with Vladislav Eloyan, President of the Russian Traditional Karate 

Federation,
[iv]

 to tell Vladislav’s grandfather Rotefan’s story after they discovered that Rotefan 

and Mike’s father-in-law Jerry Hoovler served briefly together in the 69
th

 Infantry Division at the 

end of World War II. Rotefan was a just-released POW and Jerry was a rifleman in the famous 

“Meeting at the Elbe” between the American 69
th

 Infantry Division and the Soviet 58
th

 Guards; 

still celebrated on April 25
th

 each year in Torgau, Germany. After the war, Rotefan returned home 

only to be imprisoned for five-and-a half years without trial by Stalin’s secret police in the “Gulag 

Archipelago” labor and prison camp system, along with notables like Nobel Prize recipient 

Alexander Solzhenitsyn.
[v]

 Rotefan was eventually exonerated by Nikita Khrushchev, as was 

Solzhenitsyn. These courageous Russians show that not every Russian embraces the culture of 

theft and dishonesty. 
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