


, . 
. , 

l i 

. ·, 

·- r 



i .  

TOP SEClRE'ff /STL'fftfffflJJS/Sl//ORCO.N/NOFORN U.�. Department of Justice 
Office ofthe Inspector General . J.L'kM'&Ji'tm3t,gco...,ff!!i#%tiJ¥ffiffi�$fhii§·•&f•M10 :Wot.:::::WJ " ;;:::AAJ tj§ kif ·'d&"lf.-...,-;;;z:,,¥f,1nn.•v.,.�.""·''§$@':j·:<r@ffiEt!Zf@b#N"'h·t§;jF ••• ,.p.....t:Kiffi£?4,;,;,_,.;,_,;._..,;:ggiiij..-.d>zif .. £�·"";,:�f$m@J*4A'th�"Gf%""''§f<l;o\@w§-;t;t.-�#+fe�"'td'.tl 

A Review of the Department of Ll11stice's 
Involvement with the 

President's Surveillance Program (U} 

j., ...... 

Department of Justice 
Office of the Inspector General 
Oversight and Review Division 

July 2009 

-TOP SECRET//STLVJ//HCS/SI//ORCON/NOFORN 
Deri�ec:! rrom, NSA/09('3 M 1-52, 2-400 NSAfCSS M 1-52, 12-48 
Dated. 20070108 
Deelassifr On. 20340713 





TABLE OF <CONTENTS 

CHAPTER ONE:. INTRODUCTION (U) .... . ..... . . . . .. ... .. . ......... . ...... .. . ..... . .. .. . . . . .  1 

I. Methodology of OI G Review (U) ..... ... . . . ... ... ... . . . .. . . .. . .. . ... , ....... , ............ 3 

IL Org�nization ()f this Report (U) . .. .. .... .. . . . .... . . . .... . . . . ..... . , . . ........ .. ......... 5 

CHAPTER TWO: LEGAL AUTHORiTIES (U) ...... .. .. . ... ... . ..... . .. , ................. , .. 7 
I. Constitutional, Statutmy, and Executive Order Authorities (U) ..... . . . .  7 

A. Article II, Section 2 of the Constitution (U) . ... ......... . ....... . . , ...... 7 
B. The Fourth Amendment (U) . ...... .. ... .... . . . . . ... . .... ... ..... , ................ 7 
C. The Foreign Intelligence Surveillance Act (FISA) (U) . ... .... . ... . ... . 8 

L Overview of FISA (U) ... . . .............. . . . ..... . . .... . .. ..... . .......... .. 8 
2. FISA Applications and Orders (U) ... . . ....... .. . .. . .. . ........... 10 
3. FISA Court (U) ..... ....... . .. . ... . ... . . .... . . .. . . .. ... .. . .. . .. ...

.

... . . . . ... 11 
D. Authorization for Use ofMilita1y Force (U) . . .. . . . . . .. . ... . ....... . . .... 12 
E. Executive Order 12333 (U) ... ... .. .............. . . .. .... .. . .... . . ... .... . ... . . 13 

II. Presidential Authorizations (U) . . .. . ....... ...... . ... . . . . ... . . . ... . .. .. .... .... . .. . .. . 14 
A. Types of Collection Authorized (S//NF) . . . . . . . . . . ..... . . . .... ... .. . . . . . . 15 
B. Findings and Prima�y Authorities (U) .. . . . . . .. ... ... . ...... . , ............ 16 
C. The Reauthorization Process (U) . . ........ .. . . ... . .. .. . . . . . ... .. . . . ...... . ... 16 
D. Approval "as to form and legality" (U) .... . ... . . . .. . .. . . . . . ....... .... .. . . 17 

CHAPTER THREE: INCEPTION AND EARLY OPERATION OF STELLAR 
WIND (SEPTEMBER 2001 THROUGH APRIL 2003) (8//NF) ............ 19 

I. Inception of the Stellar Wind Program (U I I FOUO) .... . . . . . . .. ... .. .... .. . .. 19 

A. The National Security Agency (U) .... .... .... . . .. . . .. . . . .. ....... .... . . . . . . 19 

B. Implementation of the Program (September 2001 through 
November 2001) (8//NP"}. ...................................................... 20 

1. Pre-Stellar Wind Office of Legal Counsel Legal 
Memoranda (U) . . ... . . . . . . . .... . ..... . ... . . . . . . . . . ... . . .. .. ...... . . . . .. . . .. 23 

2. Presidential Authorization of October 4, 2001 
(TS//Sf//PJF) . . . . . .. . . . . . . .. .. . . . . ... . . . . . . . . . . . . .. . . . . . . . . . . ... . . .. . . . . . . . .  28 

1 
TOJP SJECRJE'Jl' //S'll'lbW// JHHCS/ SJl/ /ORCON/ NOFlORW 



C. PresidentialAuthorization is Revised and the Office of Legal 
Comi.sel Issues Legal Memoranda ih Suppott of the Program 
(November 2001 through January 2002) 
(TS//STV.V//SI//00/NF) .... ........... . . ... .... . ........... . . . .. ... ..... .... 31 

1. Presidential Authorization of November 2, 2001 
(TS/fSlf/PfF) ... ... .... . .................... ...... . .. .... . . ......... ..... . .. 31 

2. Yoo Drafts Office of Legal Counsel Memorandum 
Addressing Legality of Stellar Wind 
(TS' 'S'Pb"1n '81' 188 'NF) 33 I1� VVf 1 1 / J  .. , . .. ....... .. .. .... ,. ...... ...... . .. . ... ... . 

3. Additional Presiciential Authorizations (U) .... ..... ...... ..... 38' 
4. Subsequent Yoo Opinions {U) . . .. . . ..... . .......... ... ....... ...... 39 
5. Yo<l's Communications with the White House (U)._ . . . , .•. 40 
6. Gonzales's View of the Department's Role in 

Authorizing the Stellar Wind Program {8//NF) . . . ... . ... . . 41 

IL NSA's Implementation of the Stellar Wind Program (U I j.FOUG) .... .. 42 
A. Implementation of Stellar Wind (U I /FOUGt ..... .. . . . .... . .. ......... 42 

l. Basket 1- Telephone and. E-Mail Content Collection 
(T8//8TV.V//8I//OC/NF) ..... ..•............ ................... . . . .. 44 

2. Basket 2 ""' Telephony Meta Data Collection 

f!PS//STLVl/ I 81/ / 0 c / NF') ... .. .... .... ..... . . . . ... . . . .. ........ . ..... 48 
3. Basket 3- E-Mail Meta Data Collection 

(TS//8TVJI//SI//OG/NF) . . . ..... .. . ........ . ... .. .. ......... ....... . 51 
B. ·NSA Process for Analyzing Information Collected Under 

Stellar·Wind (8//NF) . ...... . ....... .. .. ....... ...... ... . ... . . . ... . .. .. ........ ,. S2 
1. Basket 1: Content tasking, Analysis, and 

D. . . t' f.P8 I 'S!fYH I 'SI I 'GC 'NF) 52 1ssemmawn rr ""If ll r� .................. .. 

2. Baskets 2 and 3: Telephony and E-Mail Meta Data 
Queries, Analysis, and Dissemination 
f.PG//STUvV//8!/ /00/NF) . .. .. ...... . .. . .... . ... . . . . .. ..... . ... . ... . . 54 

III. FBI's Early Participation in the Stellar Wind Program (Sf f NF) ... . . . .. 58 
A. FBI Director First Informed of Stellar Wind Program 

B. 

c. 

/ {l''{)'ii{}'�, ,.,;,; H·•" o!·!"'" '""" "  o ' " """ o "'" "'" '"" ' ,  '''""', !·"· ' H·"'''' '" ·'"'" " '· " "  " "·" o • • , , ,  o 59 
= 

� ���_�--=--- ::=-- -� -� -- - � --=-� -_ �=---�-� --:--� -=:---==---=---=-::::--=:: - -=---�--=--��_;:_�-=--�--::�-� -- - _-- --� :::::: -=--====---=--=- =-��-=--=--= ---=--=- -=::=_� --=--=-- �-= =--=-��-=-��-=-::�=-_:=-�:;-=-�-===--=--:-���==-=- �-
- -- - - - --=- - _

- - - - - - --- - - --- ---=---=- -:3 
F13I Begins to Receive and Disseminate Stellar Wind 

...... 59 

"T'• . .. . , tS I I NF) 6' 3 1ppers rr ................................................................. . 

1. FBI Initia .... . . .. . ... . . . 63 
2. FBI Field Offices' Response Leads 

(8//l'TF) ........ . .. . ... . .. . . . . ........... . .... . .............. . . . . . . . . . ........... 67 

ii 
1'@i> ��CJRE'll.'/ / �'ll.'Jb'llJJ/ ,'JPJ/(.'�/ �E/ /OlRUCON /JM01F'O>lRN 

b l, b3,  
b7E 



3. FBfs Efforte; to Track Stellar Wind Tippers b l, b3, 
Executive Ma,nagement on Status b?E 
Leads (S//NFJ . ... ... ... . .. .. . . ..... .. .. . . ... . .... , ............... 69 

IV. J"(lstice Department Office of Intelligence Policy and Review's (OlPR) 
and FTSA. Court's Early Role in Stellar Wind 
(T8// STLW//81// 00/NF) . . ... ....... ... ... .. .. ............ ....... ... ..... .... ....... , .. 70 
A. o·verview ofOIPR (U} .. ....... ... ....... ................. ... ......... . .. ... .... .. . .. .. 71 
B. OIPR Counsel Learns of Stellar Wind Program (U // FOUO) . . . . 71 
C. FISA Court is Informed. of Stellar· Wind (TS//SI//N¥1� ....... .. . . . 74 
D. OIPR Implements "Scrubbing'' Procedures for Stellar Wind 

Infor1nation in International Terrorism FISA Applications 
f.PS 1 'S8fb'tn 1 'SI ' 'ee 'NF} 78 :�r.� � vv rr�·II J ·· ·�··· · · · · · · ·······,.····· · · · · · ···�·· · ·········· ·· ··· · · 

1. Initial Scrubbing Procedures (TS//SIJ/NF) .. . . . ... ... ... . .... 79 
2.. Complications with Scrubbing Procedures 

(TS//SI//NF) ... . .. ..... ..... . .. . .... .. . ........ .... . .. . . . .......... ... . . . . . 81 
E. J-qdge Kollru.·�Kotelly Succeeds Judge Lamberth as FISA 

Court Presiding Judge (U) .... . ..... . .... . . .... .. . .. . . . . . .. . .. ....... ..... . . . .. 83 

1. Judge Kollar;..Kotelly Modifies OIPR Scrubbing 
Procedures (TS//81//NF) .............................. , ...... ... .. · · � · 83 

2. OIPR implements Judge Kollar-Kotelly's Scrubbing 
Procedure (TS//SI//NF) .......... ..... ............ ............ .•.•..... 85 

V. FBI Initl.ates Measur�s to Improve the Management of 
Stellar Wind Information (8//NFJ . . .. . . ......... . .. . ..... .. . ..... ...... .. . .. .. ... ... 88 
A. CA U Acting Unit Chief Evaluates FBI Response to 

B. 
Stellar Wind (8//NF) .... . .... ...... . .... . . . .... .. . ...... .. .... .. . ....... . ..... . . . 89 

Cooperation with NSA and Initiates b l ,  
Project to Manage Stellar Wind Information b3, 

l'+'?'r++-?H-+MAH-+-?M-f--1-+"'*-Tf-fl.Ht"' I ... .... ... . .. ....... ........ ..... ......... . . ... .. . ... 9 0 b 7E 

C. FBI Assigns CAU Personnel to NSA on Full-Time Basis 
(S//NF) . .... .. ... . .. . ....... . .. .. .. ..... . ... . . .. . ...... . ......... . . ....... ........ .. .... 93 

VI. OIG Analysis (U) ............................................................................. 94 

CHAPTER FOUR: LEGAL REASSESSMENT OF STELLAR WIND 
(MAY 2003 THROUGH MAY 2004) (TS//81//NF} ....... ..... ..... ... . ..... .. 99 

I. Justice Department Reassesses Legality of Stellar Wind Program 
(TS//81//PfF) . . . . ... . . . . . . .... . . . . . . .... . ..... . . . ............. . . . . . . . . ..... ...... ..... . . . . . . . . . . .  99 

A. Overview of Office of Legal Counsel (U) .... ........... ........ .... ... .... 99 

111 
TOlF SJSCRlE1'//STLW / /JiMYS/fJK//ORC<O>:W/NOFOJRJJJ 



B. PersonnelChanges within Office of Legal Counsel (U) . .. .. ... . 100 
1. Yoo's Role iri tlJ.e Program (October 2001 through 

May 2003) (U) . ... . .. . .. ....... ..... .. . ... . . .... . .. .... ... . .. . .. .. . . � ..... 100 
2. Philbin Replaces Yoo (U) .. ...... ..... . . .... . . . . .... ..... . ..... . ... ,. 103 
3. Initia1 Cone , .... 104 
4. Problems·· 

..... · . ... . ·;· ....... .... ........... ...... ... 106 

5. Other Collection Concerns (S/fNF) ...... .... . .... ...... ..... . 108 
6. Decision to Draft New OLC Memorandum (U) .......... .. 108 

C. Reassessment of Legal Rationale for the Progral'n 
'(TS//SI//NF} ................................ . ... . .... . .. ........ .. . .. ....... . ..... 109 

1. Goldsmith Becomes OLC Assistant Attorney 
General (U) •.. . . .•.......................... . . ........... . . . ...... . .. ...... 109 

2. NSA Denied Access to OLC Memoranda (U I fFOUO) . . 111 
3. Goldsmith Joins Effort to Reassess Legal Basis for 

the Program (TS//81/ / NF) . . .... ..... ........ ... ..... . . ........ .... 112 
4. AUMF Legal Rationale 

S 'Of the StellarWind 
Program . .. ................... : ..... 113 

5. Office olLegal Counsel Raises its Reassessment of 
the Stellar Wind Program (December 2003 through 
Jartuary2004) (TS//81//NF') . ......... .. . .. . . ... .. .. ..... .... .... 115 

6. Deputy Attorney General Corney is Read into the 
Program (U) ... . .. .. ..... ....... .. , ........................................ 118 

D. Office of Legal Counsel Presents its Conclusions to the 
White House (U) . ... . . ......... ... .. . .... . .. ..... ........ ..... .... ..... , ... , . . . . .. 119 

1. March 4, 2004: Corney Meets with Ashcroft to 
Discuss Problems with the Program (U) . . .. . . . . . . .. .. .. .. . . . 120 

2. March 5, 2004: Corney Determines Ashcroft is 
''Absent or Disabled" (U) ........................ :. . .. . . . .. . . .  .. .. .. . 121 

3. March 5, 2004: Goldsmith and Philbin Seek 
Clarification from White House on Presidential 

Authorizations (U) ..................................................... 122 
4. March 6 to 8, 2004: The Department Concludes 

That Yoo's Legal Memoranda Did Not Cover the 
Program (U) ............................................................... 124 

5. March 9, 2004: White House Seeks to Persuade 
Department and FBI to Support Continuation of the 
Ptogram (8/{NF) . . . ..... . . . . . ... . .... . . ... .. ... . .. . ... . . . . ... .. . . ...... 126 

6. Conflict Ensues between Department and White 
House (U) . . ........ . . . . . . . . .. . ......... . . . . . ... .... . . ... .... ... . .. . . ... . . .. 129 

II. White House Continues Program without Justice Department's 
Certification ('FS//81//l:'JF) . . .... . .. .. . .... ... . . . ... . . ... .... .... ... . ..... . . ... .. .. . . . 1 30 

lV 
'ffOIP SJECJRJBT/ /S'fLWJ{ /lflfCS/SK//O�CON/ NO WORN 



A, White House Counsel Gonzales Certifies March 11, 2004, 
PresidentialAuthotization (T8//Sl//NF) .. . .. . . ... .. . . .. . . ... ...... · .. 131 
1. March 101 2004: Office of Legal Counsel Presses for 

Solicitor General to be Read into Program (U) . . ....... . . . 131 
2. Ma:rch 10, 2004: Congressional Leaders Briefed on 

Situation (U) ..... . ...... . . .. ... ........ . , ................................... 131 
3. MarchTO, 2004: Hospital Visit (U) . . . .... . ... ........ . . .. .... . 134 
4. March 10, 2004: Olson is Read into the. Program (U). 140 
5. March 11, 2004: Goldsmith Proposes Compromise 

Solution (U) ...... .. . . . .. .. . . . . ... .. .... , ...................................... 141 
6. March 11, 2004: White House Asserts that Comey's 

Status as Acting Attorney General was Unclear (U) . .. . 142 
7. March 11, 2004: Gonzales Certifies Presidential 

Authorization as to Form and Legality (TS//SI//NF) . 144 
B. Departinebt and FBI Offi�ials React to Issuance of 

c. 

March 11, 2004, Authorization {TS//SI//NF) . ..... . ........ . . ... . 148 

1. Initial Responses of Department and FBI Officials {U) 149 
2. Department and FBI Officials Consider Resignh1g (U). 152 
3. Corney and Mueller Meet with President Bush (U) . . .... 155 
4. Comc;:y Directs Continued Cooperation with NSA (U) .. 157 
5. Department Conducts Additional Lega1 A nalysis (U) . . . 158 
6. Corney Determines that Ashcroft Remains r�Absent or 

Disabled" (U) ........... . ... , ......... . . . . . . .. . . . .. . .. . .. ... . .. ... . . . . . . .. 163 
7. Judge Kollar-Kotelly Briefed on Lack of Attorney 

QeneraLCertification (U) . . .. . . . . . ... . . ... . . ......... .. ...... ...... . . 164 
8. Corney and Gonzales Exchange Documents 

Asserting Positions .. ... . . . ... . . .... . .. . ........ 164 

1. 
2. 

3. 
73 

4. 

75 
5. 

6. 

v 
!Jf'OP SJECRlEl'f/ / STlbW// HHCS/ SI//ORCON/NOH£t'ORN 

bl ,  b3, 
b7E 



=----=-� --=-=- ---= -- � --=--==-:;___ -=--=-�-- - =-=--=-::;::-�-=-----=---::::;::--==-� 
7. Standard is Conveyed -- - - -

==--- ----= - -=---
- -- - - - -=-=- =- ---=---=-=:-�� 

. .. :·:�·�=.·;·;··� �,· • • • • ·.-�. � , .. . .... . . . ....... �-� .. .. ....... .. . :J_ s:o· 

8. Office of Legal CounselAssesses NSNs Compliance 
with New Collection Stai1dards (TS/ /SI/ /NF) . ..... . ... .. 180 

9. May 5, 2004, Presid�ntial Authorization 
f.PS' 'SI; 'NF) 1 ·T ·T � J J •� 4·-····•···t· .. ············ · ········· ·�· · ···�·· · ·-·· · · ·�··· ·•••· ·•· · ·  81 

10. May 61 2004, OLC Memorandum (TS//81//NF) .... � ..... 182 

III. OIG Analysis (U) .... . . , .. " ........................................................................ 186, 

A. Department's Access to and Legal :Review of Stellar Wind. 
Program Through lVIay 2004 (T8//8I//NF) . . ...... ........ . ....... . . 1 86 

B. The Hospital Visit (U) ... ..... . ... . .. . . .. . ..... . , ........... ,, .................. 197 
C. Recertification of the Presidential Authodzation and 

Modification of the Program (U) . . ... .... ........ .. .. . ... .... ... . .. . .. . . . . . . 199 
CHAPTER FIVE: STELLAR WIND PROGRAM'S TRANSITION TO FISA 

AUTHORlTY (JUNE 2004 THROUGFI AUGUST 2007) . .. ... .... .. . . ...... 203 

I. E-Mail Meta Data Collection Under FlSA (TS/i'SI/JNF) ............ . ... 203 
A. Application and FISAConrt Order (U) .. . ... .. .... . ... .. . . . � . .. . �� ... .. 203 

B. 

I. pecisio;n to Seek a Pen Register and Trap and Trace 

2. 
3 . . 

4. 

5. 

1. 

2. 

(PR/TT) Order from the FISA Court (T8/ /81/ /NF) ..... 203 
BriefingJor Judge Kollar-Kotel1y (U) .. .. . ... . .. ..... .. ...... .. 205 
The PR/TT Application (T8//8I//l'lF) ...... ..... . . ... . . .. .... 205 
Judge Kollar-'I{otelly Raises Questions about PR/TT 
Application f.PS/t'SI/ /NF') ........ ... . ... ...... . ........ , ........... 212 
FJSA GourtOrder (U) .. . . . . . . •......••......... ................... "'''' 213 

.. .................... 217 
The President's August 9, 2004, Memorandum to the 
Secretary of Defense .. 217 

.f!+!{-�4-R!J.,lJ�f-H-f++BE�f-F . . • •• • . • . • . . • . . • . •• . . . .•. . . . • . . . .••. . •. • •• 2 18 

C. Non-Compliance with PR/TT Order (TS//81//NF) .. . . . . . . ... . ... 219 
L Filtering Violations (T8//8I//NF) ......... ..... . .... . . ... ...... 219 
2. Ff:SA FR ·rr OI\:lt�r "'::''}...... . .. 2 21 
3. 

� - --- �- - - - --- - - -- - - - - - -- - - - - - - -- - - - - -- -- - - - -
- -- - - - -� � � -� ................ 222 

D. Subsequent PR/TT Applications and Orders (TS//81//NF). 224 

II. Telephony MetaData Collection Under FISA (TS//SI//NF) ... . . . . . . . 225 

Vl 
1l'OlP' SISCRJS'lf/ /S'lf'V&'i/ /HCS/BH/ /ORCON/NOWORW 



-TOP SECRET//STLW//HCSf Sli//ORCON/ NOJFOlRM-

A. Dceci$ion to Seek Order Ctnnpelling Production ofCall 
detail recotds f£8//Sl//NF) .... ... .. ... . . . ... . .. .. . . . . .. . .. . ...... .. . .. ; .. , 226 

B. Summary of Departmenes Application and Related FlSA 
Court Order (S/NF) . .... .... . .. . . ... ... . .. .... ... ............ . .. . ... . ........ . .. 228 

C. Non'"Compliance with Section 215 Orders (�8//SI//NF) .. .. . 232 
III. Content Collection under FTSA (TS//SI//NJ!) . .. .. . .. ..... ... . ......... .... . 237 

A. Decision to Seek Content Order (TS//81//NF) .. ..... . ... . . .. . . . .. 237 
B. Sum.maJ:y of Department's Decen1ber 13, 2006, Content 

Application (TS//SI//NF) . .. . . .... . . ... ... . . . . ... . . . ... . .. .. . ....... ... .. .. . 239 
C. Judge Howard Grants Application in Part (TS//81//NF) .. ... 245 
D. Domestic Selectors Application and Order (TS//81//NF) .. . .. 248 
E. Last Stellar Wind Presidential Authorization Expires 

(TS//SI//NF} . .... . . . . . . . . .... ... . . .... . ..... . . . . . .. ... .. . .. . .. ..... . . .. .. .. . . . . . ... 250 
F. First Domestic and Foreign Selectors FISA Renewal 

Applications (TS//Sl//NF) . . . . . ... .. . . . ...... ...... . . . . .... . . . . . . ... . . .•.... 251 
G. Revisec1 Renewal Application for Foreign Selectors and 

Order ('+8//SI//NF) ....... .. ...... . ..... ... . . .. . . .. .... .. . ..... . . . .... . ... . . .. . 255 

IV. The·Protect America Act and the FISA Amendments Act of 
2008 (l.J) ........ . . ...... .... . .... . .. . ... .. . . . . . .... . . .. . .... ...... ....... . ....... . . ........ . . ... 259 
A. The Protect America Act (U) ............ . .... ... .... ..... . . .. . . . . . . ... ...... 260 

B. The FlSA Amendments Act of 2008 (U) ................................ 264 

V. OIG Analysis (U). ............................................................................ 267 

(S//NF) . . .. .. .. .. . . . .. . ........ .. . . . .. .. ... .. .. ... ...... 271 

I. (8//NF) .. ... ..... .... ... .... .. .... . . . . ....... .... . ......... ..... 272 

II. FBI's Decision to Issue National Security Letters und bl ,  b3, 

Obtain Telephone Subscriber Information (8//NF) . . .. . . . .. . . .  277 b7E 

III. 

IV. 

and Scrubbing Process {TS//81//NF) ......................... 284 

Impact of Stellar Wind Information on FBI Counterterrorism 
Efforts (8/ /PfF) ... ... .... . ... . .... . . . . ... . . .. . . .... . . .. . . ... . . . . . . . . . .. . . . .... . . . .... . . .. · . . . 291 

A. Statistics 
-f+!!o+H'+H..:;...,.;t\1-1-,���-f-ll..l.+f'l ... . . . . . .. ... . . . .. . . .......... . . ... . ..... . . . .. . .. . . 2 91 

B. FBI Field Office Investigations of Tippers 
(8//NF) . .. .. .... . . . . .. .... ... . .. .. . . . . .... ... . . .. .... . . ...... . .. . . ..... ........ .. ... . .  296 

Vll 
'f(())JP' SJEl\GRET//BlfVJJj /F!lCB/fJH//ORCOl\l/WOlFORN 

bl ,  
b3, 
b7E 



c. Meta Data Tippers 

1. 

2. 

D. FBI Judgmental Assessments of Stellar Wind Information 
(8//�lF) . , .... .... ... . .. . . .. ... . .. . . .. . ............ .... . . . .... . . . . . . ..... . . . . .. .... . . . . . . . 305 

E. Exainples of FBI Counterterrorism Cases Involving 
Stellar ���vh��d h1l:f�J;rnl£r,tion · · :: . ..... ... , .. , . '" , , ...• , •••...... , ............. 310 
1. 
2. 
3. 

4. 
5. 

. . ,  ............. 3' 1 1  

.. .............. 313 

............... 315· 
..... .. . .. . .. ... 318 
. ,;, .......... 3·22 

v·. ·OIG Analysis' (U} .... . ... . . .. . . . ...... . . . ........ . . . ........... . . . . . . ....... ..... ... . . . . ... 325 

CHAPTER SEVEN: DISCOVERY ISSUES RELATED TO STELLAR WIND 
INFORMATION (T8//81//NF) ....................................................... 333 

I. .Relevant La"v (U) . .... . .. ... .. . . . . .. . ... . . . . . .. . . .. . ... .. . . .. . . .. . .. . . . . . . ..... . .... . . .... . . 3 33 

II. Cases Raise Questions about Government's Compliance with 
(lJ� .. ,.,.,.,,,,.,.,..,, .... .,, ... , .... ..,,., .... ,, .. ..,, ............................ 335 -- - - � - ---=--� --c..--=--=--=--=-= .::::-.=-�==o--=----=o:=-"O--=�==-=--:::-�=----=- =� - - - �  - -

bl ,  b3, b7E 

bl ,  b3, 
b7E 

bl ,  b3,  
b6, b7C, 
b7E 

� - -- - - - -- - ...................... 335. 
bl ,  b3,  
b6, b7C, 
b7E 

- -- - - - -=--- - -- � - - - - - -- - - - --� - - - ---- - _-_ - - - = - -- -- - - = - - - -- - - -
...................... 336 

III. Criminal Division Examines Discovery Issues (U) ......................... 340 

A. The ''Informal Process" for Treating Discovery Issues in 
International Terrorism Cases (U) .. ... . . .. . ... . . . . . .. . . .. . . . . . . .... . . . .. 341 

B. dum Analyzing Discove1y Issues Raised 
Wind Program (T8//8TLNl//SI//OC/NF) . . . . . . 342 

C. Office of Legal Counsel and Discovery Issue (U) . . . . . . . . . . . . . . . .. . 346 

IV. Use of the Classified Information Procedures Act (CIPA) to 
Respond to Discovery Requests (U) .. . . . .... . . .. ... .. . . . .. . . . . . . ... . . . . .... . . . . , .. 3 4 7 

A. Overview of CIPA (U) . . ... . ... . . . . . . . . . .. . .. . .. . . . . . . , .......................... 348 
B. Use of CIPA in International Terrorism Prosecutions 

Alleged to Involve Stellar Wind-Derived Information 
(TS//STVN//81//0C/NF) . . . . . . . . .. . . . . . . . . . . . . . . .. . . . . . . . . . . . . . .. . ... . . ..•. 348 

Vlll 
'FOP SECRE'X'//S'lPM!r//IHitCS/SH//OlR:COli\1'/NOJFORN 



v. 

'fOP SECRET I 'STM1"l ' 'H€9 'Sl' 'Oli:UJON 1NOJF0RN-I/ . .  II . .. I. J I . . .. · . . I 

G. (lfii:;rl.:;':niment i\.:rg::;;l�tietit;s in S:pr;'tif:ie C:a:s�Ss. • ···'""''"'·,.,··· • · • · ··· · ·  351 
..... , ..... 351 b l ,  b3, 
; .. ... •. •.. 353 b6, 
. . ... .... 354 b7C, 

....... . . 355 b7E 

.,.,,..,,, .... , .. ,,,.,,,,,.;,,,.,.,., ;., ..... ,,, .... ,,,,,,,,,,,,,,.,,,,,.,.,.,,,., . .  , ,  ............... 357 

CHAPTER EIGHT: PUBLIC STATEMENTS ABOUT THE 
SURVEILLANCE PROGRAM (U) ..... ....... .. .. , ....... , .......................... 361 

I. Summary of the Dispute about the Program (U) ..... .. . .. ..... ...... . ..... 361 

II. The New York Times Articles and President Bush's Confirmation 
Regarding NSA Activities (U) ......... ... . . .. , ........................................ 363 

III. Other Administration Statements (U} .... .. .. ... ...... . ................. ... ..... . 365 

IV. Testimony and Other Statements (0) ...................... ... ................. .. 366 
A. Gonzales's February 6, 2006, Senate Judiciary Committee 

Testimony {U) .. ... ... .. ....... ...... . ...... . .. . . . . ...... . .. .. , ... , ....... , .... , .... 367 

B. Corney's May 15i 2007, Senate Judiciary Committee Testimony 
(U) ............................ ..................................... . . ............. . ... ...... 370 

C. Gonzales's June 5, 2007) Press Conference (U) .............. ... . . 371 
D. Gonzales's July 24, 2007, Senate Judiciary Committee 

Testimony .(U) ........... ... . ... ........... .... . ........... .............. .. ........ 371 

E. FBI Director Mueller's July 26, 2007, House Committee 
on the Judiciary Testimony (U) .... .. ...... . . uu ... ..... ... .... .. ...... ,. 376 

F. Gonzales's Follow-up Letter to the Senate Judiciary 
Committee (U) .......... . ...... . . .. .. ................. ... .. .. ....... .. . ...... . . .. . . 377 

V. OIG Analysis (U) ........... . ............ ... ........... ...................... .... ........... 378 

CHAPTER NINE: CONCLUSIONS (U) ..... ...... . ................. ........... ............. 387 

I. Operation of the Program (U I /FOUO) .. .... . .. ..... .......... . .. .. . .... ....... . . 388 

II. Office of Legal Counsel's Analysis of the Stellar Wind Program 
(TS//SI//�lF) . .. .... . . .. ..... .. ...... . ...... . . .... . ..... . . ........ .. . .... . ... . u, ............ 389 

Ill. Hospital Visit and White House Recertification of the Program (U) 394 
IV. Transition of Program to FISA Authority 

(TS/ /8TIAV/ /81/ /OC/NF) . . . ............ .... . .... .... ........... ........ . . ..... . ...... 396 

lX 
TOP SECRE'ft'//S'fhl'll//HCS/S'K//ORCON/NOJFORN 



i'OlP BJECRE'f//S'l'lU"w"J//Yr:JfCS/SH//.ORCON/NOiFOlRN 

V. Impact Qf Stellar Wind Information on FBI Counterterrorism 
Efforts (S//NF) .. .. ... . .. .. . �··�··········· .. ···•·· ..... ............ .. . . ... . .................... . .  397 

VI. Discovery and ''Scrubbing" Issues (T8//SI(/NF) .. . . . . . . .. . . . . . .  , ......... 402 

VII. Gonzales's Statements (U) . .... . ...... . . . . . .. .. . .. , .................................... 404 

VIII. Conclusion (U) ; . . . . .. . ... ... ..... .. . . .. . .. . ...... . . . . .. " . ....... ...... . ... . ......... . ...... . .. 406· 

X 
'Ji\OJP SECRl&T//STL'HW//HCS/S¥.,' /ORCON/N((»JF@lRUW 



CHAPTER ONE 
liNTRODUCTliON (1I1� 

On October 4, 2001, thre.e weeks alter the terrorist attacks of 
September 11, 2001 ,'the President issued a Top Sectet Presidential 
Authqrization to the Secretary of Defense directing that the signals 
intelligence capabilities of the National. Security Agency (NSA} be used to 
detect and prevent further attacks in the United States. The Pre$idential 
A1.:1.thorization stated that an extraordinary emergency existed permitting the 
use of electronic surveillance within the United States for counterterrorism 
purpos�s, without a court order, under certain circumstances. For ovet 6 
years, this Presidential Authorization was renewed at approximately 30 to 
45 day intervals to authorize the highly classified NSA surveillance program, 
which was given the cover term "Stellar Wind."l (T8//8TVN//SI//OC/NF) 

Under these Presidential Authorizations and subsequently obtained 
Foreign Intelligence Surveillance Court (FISA Court) orders, the NSA 
intercepted the content of international telephone and e-mail 
communications of both U.S. and non-U.S. persons when certain criteria 
were met. In addition, the NSA collected vast amounts of telephony and 
e-mail meta data- that is, communications signaling .information shqwi11.g 
contacts between and among telephone numbers 

· 

Within the Department ofJustice (Department or Justice Department) 
ai1.d the Intelligence Community, the different types of information collected 
under the NSA program came to be referred to as three different "baskets" of 
information. The collection of the content of telephone and e-mail 

1 This program is also known as the President's Surveillance Program (PSP). In 
Title III of the Foreign Intelligence Surveillance Act Amendments Act of 2008 (FISA 
Amendments Act), the President's Surveillance Program is defined as 

the intelligence activity involving communications that was authorized by the 
President during the period beginning on September 11, 2001, and ending 
on January 17, 2007, including the program referred to by the President in a 
radio address on December 17, 2005 (commonly known as the Terrorist 
Surveillance Program). 

FISA Amendments Act, Title Ill, Sec. 30l(a)(3). (U) 
-=- - _- - = --=-_ ----=--=-::_--=--=--=---------::---::::� _::-- ---=-=- ----=:-=::--=_=___:o-=----==-�=- �-=-�=-=----=--=---:-= -=--=-----=-�-= -��-=--=--=-� -=-=-=- -=-----= -�- -=-= 

- - - - - - � �- - - -:: -�--==�-=-- ----=�-=-- --=- �=--�=---------=----=-- ==---=-=--=--==--=-=--����--=--- --= ---- - - �- � -:;; 
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commurtications was referred to as basket 1. The collection of telephone 
meta data.- �.ncluding_information on the date1 time, and durat�on of the 
telephone call, the telephone number of the caller, and the number receiving 
the call-was refetred to as basket .2. The collection of e;..;mail meta data,._;, 
inch:tding the 11ta," ufrom," "cc," "bee," and "sent" lines of an e-mail, but not 
the "subject"line or content of the e-mail- was referred to as basket 3. 
(T8' i81'VTU 181' 'OG 'NF) ![· · VV./J · fl  l 

The content and meta data information was l,lsed by the NSA, working 
to 

ers 
addresses "tipped" to the FBI as leads, the vast 

whiCh were disseminated to FEH field offices. for investigation or 
ot:b:et .action. Some Stellar Wind.-de.:riveci information also was disseminated 
to the larger Intelligence Community through traditional intelligence 
reporting channels ;3 .(TS / / STD.V//81// OC/NF) · 

In addition to the FBI's receipt ofil1.foi·mation from the program, the 
Justice Department was involved in the program in other ways. Most 
significantly, the Departme1it's Office of Legal Counsel (OLC) provided advice 
to the. White House and the Attorney General on the oveta,lllegality of the 
Stellar Wind program. In addition, the Department>s Office of Intelligence 
Policy and.Review (now called the Office of Intelligence in the Department's 
National Security Division) worked with the FBI and NSA to justify the 
inClusion of Stellar Wind-derived information in applications seeking orders 
under the Foreign Intelligence Surveillance Act (FISA), and when unable. to 
do so, to exclude such information from the applications.. The Depattrrtent's 
National Security Division (NSD) also submitted classified ex parte legaJ. 
filings in federal courts to address any Stellar Wind reporting concerning 
defendants during discovery in international terrorism prosecutions. 
(TS' 'STV1r 1 'SI' 100 'NF) 7 T vv I T I I I 

Beginning in December 2005, �spects of the Stellar Wind program 
were publicly disclosed in media reports, originally jn a series of articles by 
The New York Times. After these articles disclosed the telephone and e-mail 
content collection (basket 1), the President, Attorney General Alberto 
Gonzales, and other Administration officials publicly confirmed the 

3 'the larger Intelligence Community aiso includes components within other 
Departments, such as the Departments of Homeland Security, Treasury, Defense, and 
State. (U) 
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existence of this part of the program. However, the other aspects of the 
program -- the collection oftelephone and e-'mail meta data ..,.. have not been 
publicly confirmed. �8//STDN//SI//OC/NF) 

The President and other Administration officials labeled the NSA 
collection of information that was publicly disclosed as 1'the Terrorist 
Surveillance Program," although this name was sometimes used within the 
Intelligence Community to refer to the entire Stellar Wind program. The 
program was also referred to by other names, such as the "Warrantless 
Wiretapping Program" or the "NSA Surveillance Program.;, As discussed 
abqve, the t�chnical na111e for the program, and the term we generally use 
throughout this report, is the Stellar Wind program .4 -{8//NF) 

This report describes the Office of the lnspector General's (OIG) review 
of the Department 's role in the Stellar Wind program. Our review discusses 
the c;volution of the Stellar Wind program, including the changes in the 
Department's legal analyses of the program, the operational changes to the 
program, and the eventual transition of the program from presidential 
authqrity to statutory authority under FISA. The report also assesses the 
FBI's use of information derived from the Stellar Wind program, including 
the impact of the information in FBI counterterrorism investigations . 
(T81 'STLVl ' 'SI I 'OG 'NF) I I  · · TT IT I 

I. Methodology of OIG Review (U) 

During the course of this review, the OIG conducted approximately 80 
interviews . Among the individuals we interviewed were former White House 
Counsel and Attorney General Gonzales;  former Deputy Attorney General 
James Corney; former NSA Director Michael Hayden; FBI Director Robert 
Mueller, III; former Counsel for Intelligence Policy James Baker; former 
Assistant Attorneys General for OLC Jay Bybee and Jack Goldsmith; former 
Prindpal Deputy and Acting Assistant Attorney General for OLC Steven 
Bradbury; former Deputy Assistant Attorney General for OLC and Associate 
Deputy Attorney General Patrick Philbin; and former Assistant Attorneys 
General for the NSD Kenneth Wainstein and Patrick Rowan . We also 
interviewed senior FBI Counterterrorism Division officials, the FBI General 
Counsel and other FBI attorneys, FBI special agents and intelligence 
analysts, and senior officials in the Department's Criminal and National 
Security Divisions . s  (U) 

4 Stellar Wind is classified as a Top Secret/ Sensitive Compartmented Information 
program. (8/f:NFJ 

s Although the FBI is a component of the Department of Justice, references in this 
report to Department officials generally mean non-FBI Department officials. This 

(Cont'd.) 
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We attempted to interview former Attorney General John Ashcroft, but 
he declined our request for an interview. (U) 

In addition , we attempted to interview former Deputy Assistant 
Attorney General for OLC. John Yoo, who drafted the early legal memoranda 
supporting the legality of the Stellar Wind program. Yoo , through his 
couli&el, declined our request for an interview. (TS/ /SI/ /NF) 

We also attempted to interview White House officials rega_rding the 
program, including Andrew Card , former Chief Of Staff to President George 
W. Bush. We made our request for an interview ofCard both directly to 
Card and through the Office of the Counsel to the President (White House 
Counsel's Office) . Card did not grant our request for an interview. · 

Similarly, we attempted to interview D avid Addington , form.er Counsel to 
Vice President Richard B.  Cheney. We contacted the Office of the Vice · 

President, but that office did not respond to our request for an interview of 
Addington. (U) 

We believe that we were able to obtain a full picture of the evolution of 
the p1"ogram and the theories supporting its legality. However, the refusal 
by White House officials, former Atton1.ey General Ashcroft, and former 
Deputy Assistant Attori1.ey General Yoo to be interviewed hampe:r:ed our 
ability to fully investigate the process by which the White House and the 
Justice Department arrived at the initial legal rationale to support the 
prograrh. In addition, because of our inability to interview Ashcroft, we 
could not fully determine what efforts the Department took to press the 
White House for additional Department attorneys to be read into Stellar 
Wind to work ori the legal a,.nalysis of the program during its first two years 
of operation . (TS//SI//NF} · 

In our review, we also examined thousands of electronic and hard 
copy docrunents, including the Presidential Authorizations and threat 
assessments, OLC legal memoranda supporting the program, 
contemporaneous notes and e-rnails of various senior D epartment and FBI 
officials, and FISA Court pleadings and orders. We also reviewed NSA 
materials , including NSA OIG reports on the Stellar Wind program and 
correspondence between the NSA Office of General Counsel and the 
Department. (TS//8I//NF) 

In addition, we received from the FBI an electronic database of its 
collection of Electronic Communications (EC) that were used to disseminate 

distinction is especially relevant to our discu ssion of the number of Department personnel 
read into the Stellar Wind program, as distinguished from the number of FBI personnel 
read into the program. (U / /WYet 
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Stellar Wind..: · leads to FBI field offices. This database contained 
approxirnately ECs, inc::luding leads to the FBJis 56 field offices, ancl_ 
responses from offices1 among other documents, The OIG used 
this database to confirm information it obtained through interviews and to 
assist in our analysis of FBI investigations that were based on Stellar Wind 
• r:: · t' · · · (!f8 ' '8!fb'"tr ' 'EH '  'eetNF� mrorma 1on. r f Yv r I T  T l  

II; Organiiza,tion of th:D.s Report (U) 
Chapter Two of this report provides an overview of the primaty legal 

authorities that are relevant to the Stellar Wind program. This chapter als.o 
clis.cusses the Presidential Authorizations that were isst1ed to approve the 
program. (U / /  FOUO) 

Chapter Three describes the inception and early implementation of 
the .  Stellar Wind program from September 200 1  through April 2003 . This 
chapter includes a description of the early OLC legal memoranda on the 
legality ofStellar Wind, how the program was technically implemented, the 
FBI's early participation in the program, and the FISA Court's first 
awareness of the program. (TS/ / SI/ I NF) 

Chapter Four covers the period from May 2003 through May 2004 
When the legal rationale for the program was substantially reconsidered by 
the Justice Department. This chapter details in particular the events of 
March 2004 when the White House decided to cohtinue the program 
without the Department's certification of a Presidential Authorization . 
During this time, Attorney General Ashcroft was hospitalized and Deputy 
Attoni:ey General Cpmey temporarily exercised the powers of the Attorney 
General in his capacity as Deputy Attorney General. Corney declined to 
recertify the Presidential Authorization approving the program based on 
legal advice he received from OLC Assistant Attorney General Jack 
Goldsmith, who questioned the adequacy of the legal support for aspects of 
the program. Corney's decision prompted a significant dispute between the 
White House and the Justice Department, which resulted in White House 
Counsel Gonzales and White House Chief of Staff Card visiting Ashcroft in 
his hospital room in an unsuccessful attempt to have Ashcroft recertify the 
program. This chapter also describes the background to the dispute, the 
events related to the hospital visit, the threat by Department o±Ticials to 
resign over the dispute, and the eventual resolution of the dispute . 
fl'S· J 'SI I 'NF) . (/ (} 

Chapter Five discusses the transition, in stages, from a program 
based on Presidential Authorizations to collection activities authorized 
under the FISA statute. This transition took place in stages between July 
2004 and J anumy 2007 . This chapter also summarizes legislation in 2007 
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and 2008 designed to modernize certain provisions of FISA. 
(T8 I 'STL1IT usr I 100 'NF) . .  f f  . . n J J .  1 1  I 

Chapter Six discusses the use of Stellar Wind information by the FBI. 
It describes the process by which the FBI Wind-derived 
leads to FBI field offices under a program as well as the 
impact and effectiveness of the Stellar Wind program to FBI's 

. ·t rt · · • · ·f·c t f:P8 1 18�±:,nt 1 18t 1 10G 1�HI!� coun e · erronsm e 1or s . � 1 r .. rr � 1 1 � �r > 

Chapter Seven examines the Department's ha:Ildling of discovery 
issues related. to Stellar Wind"derived infonnation in international terrorism 
prosecutions. (T8 / /STL\V/ / SI/ / OC/ NF) 

Chapter Eight analyzes testimony and public staten:ients about 
aspects of the Stellar Wind program by Attorney General Gonzales. We 
assess whether the Attorney General�s statements, particularly his 
testimo.rty to the Senate Judiciary C.ommittee in Februa1y 2006 and .July 
20071 were false, inaccurate, or misleading; (8/{NF) 

Chapter Nirte contains our conclusions and recommendations! (U) 
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CHAPTER TWO 
JLEGA.L AUTHORJITJrES flU) 

This chapter summarizes the. primary legal authorities referred to 
throughout this report concernirig the Stellar Wind program . These 
authorities include Article II, Section 2 of the Constitution; the FQlJ.rth 
Amendment to the Constitution; tbe Foreign Intelligence Surveillance Act; 
the. Authorization for Use of Military For.ce Joint Resolution (AUMF) passed 
by Congress after the terrorist attacks of September 1 1 ,  200 1 ;  Executive 
Order 1 2333; and the Presidential AUthorizations specifically authorizing 
the StellC:li Wind program. Other authorities, including relevant criminal 
statutes and judicial opinions, ate discussed throughout the report. {TS I 'SI I 'NF) I I · I I 

X. Constitutional, Statutory, and Executive 0ll."dier Authorities dU) 

A. Article II, Section 2 of the Constitution (U) 

Article II, Section 2 of the Constitution, which was one of the primary 
authorities cited in the Presidential Authorizations h1. support of the legality 
of the Stellar Wind program, provides in relevant part: 

. 

The President sbcill be Commander in Chief of the Army and 
Navy of the United States, and of the Militia of the several 
States, wheil called into tbe actual Service of tbe 1Jnited States; 
he may require · the Opinion, in writing, of the principal Officer 
in each of the executive Departments, upon' any Subject relating 
to the Duties of their respective Offices . . . .  (TS//SI//NF) 

B. The Fourth Amendment (U) 

The Fourth Amendment to the Constitution, which also was raised as 
an important factor in the analysis of the legality of the Stellar Wind. 
program, provides: 

The right of the people to be secure in their p ersons, houses, 
papers, and effects , against unreasonable searches and 
seizures,  shall not be violated, and no Warrants shall issue, but 
upon probable cause, supported by Oath or affirmation, and 
particularly describing the place to be searched, and the person 
or things to be seized. (TS//81//NF) 

7 
TOP SJECRE'f//STLWJ/ /HECS/ Sil:/ / ORCOW/NOJFORN 



C. Tlbte Jli'o!i'�ligrm. ERlteliUgen�e Sl.lllroeftUa1Dl�t:e Act �JFISA�6 (1U� 

The Foreign Intelligence Surveillance Act (FISA) , 50 U.S .C. § 1 80 1 ,  et 
seq. , Was enacted in 1978 to uprovide iegis1ative authorization and 
regulation for all electronic surveillance conducted within the United States 
for .foreign intelligence purposes.'' S .. Rep. No. 95�701 ,  at 9 (1978) , reprinted 
in 1 978 u.s.c.c.A.N. 3973, 39 77. Three major FISA issues are covered in 
this report. First, as discussed in Chapter Fout, FlSA was central to a 
cortttover�y that arose in late 2003 and early 2004 wheri officials itt the 
Office of Legal Counsel (OLC) and others viewed FISA as potentially in 
c6rtflict with the legal rationale for at least one aspect of the Stellar Wind 
progtam. OLC officials reasoned that if courts viewed FISA in isolation , they 
might conclude that Congress intended to regulate the President's power to 
conduct electronic surveillance during wartime, thereby raising questions 
about the legality of aspects of the program. (JS//8TVN/f8I//OC/NF) 

Second, after the FISA Cm:rrt was informed about the Stellar Wind 
program in January 2 002, it required the goverllii'lent to carefully scrutinize 
each FISA application to ensure that no Stellar Wind,-derived information 
was re1ied upon in support 6f a FISA application without the Court's 
knowledge, anc1 later without its consent. This processi known as 
"scrubbing," is discussed in Chapters Three and Six. 
[FS 1 1S!fb"n 1 181 1 '88 'NF) ?I ����vv I r� T T � I 

Third, beginning in July 2004, the Stellar Wil).d program was brought 
under FISA authority in stages , with the entire p:rogram brought under FISA 
authori,ty by J 007 07 

· 

SA 

program . . au . to FISA authority, as we11 as legislation 
subsequently enacted to modernize FISA, is discussed in Chapter Five . 
rrs I 1STVXT I 'SI I 'OC 'NF) TT n (/ Tl I 

In the following sections, we summarize releva11t provisions of FISA as 
they related to the Stellar Wind program . (TS//SI//NF) 

JL .  OveJrView of FXSA (U) 
FISA authorizes the federal government to engage in electronic 

surveilla11.ce and physical searches,  to use pen register and trap and trace 

6 Unless othenvise indicated, all references to FISA are to the statute as it existed 
prior to the Pro tect America Act of2007 and the FJSA Amendments Act of 2 008. (U) 
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devices, and to o btain business records to acquire inside the United States 
foreign intelligence information by, in some instances, targeting foreign 
powers and agents of foreign powers,? FISA also permits the targeting of 
foreign powers and their agents who are located outside the United States.  
As a general rule, the FTSA Court mustfirst approve an application by the 
government before the government initiates electronic surveillance� FISA 
applications must identify or describe the 1'target" of the survei.llance, and 
must establish probable cause to believe that the target is a 1'foreign power" 
or'"ageht of a foreign ppwer" and that "each of tl1<i! facilities or places at 
which the electronic sutveillance is directed is being used, or is about to be 
used, by a foreign power or an agent of a foreign power.''8 50 U.S.C.  
§ 1804(a)(4) (A) & (B) . (TS//SI//NF) 

FISA provides four exceptions to the requirement of obtaining judicial 
approval prior to conducting electronic surveillance: (1 )  for electronic 
siJ,I'veillanCf:: directed at certain facilities where the Attorney General certifies 
that the electronic surveillance is solely directed at communications 
tn:ths:rilitted by means used exclusively between or among foreign powers or 
from property under the open and exclusive control of a foreign power, 50 
U.S.C. § 1802 ; (2) where the Attorney General determines an emergeh�y 
e�sts and a1..1thorizes emergency surveillance until the information sought is 
obtained, the after-filed application for an order is denied, or the expiration 
.of 72 liours from the time of Attorney General authorization, 50 U�S.C. 
§ 1805(f); (3) for training and testing purposes , 50 U.S.C. § 1805(g) ; and (4) 
for 15 days following a congressional declaration of war, 50 U.S . C. § 1 8 1 1 .9 
(U) 

The 15-day war declaration exception to FISA's warrant requirement 
was particularly relevant to the events of 2004, when OLC reassessed its 
prior opiniqns concernli1.g the legality of the Stellar Wind program. 
(TS I '81 I 'NF) I I II 

7 This report is primarily concen1ed with the provisions of FISA that authorize 

electronic surveillance, pen register and trap and trace devices, and access to certain 
business records. (':PS/ / SIJ / NF) 

s The terms ''foreign power" and "agent of a foreign power" are defined in FISA at 50 
U.S.C. § 180 l (a) & (b) . "Foreign power" is defined, inter alia, as "a group engaged in 
international terrorism or activities in preparation therefor; . . . .  " 50 U.S .C. § 1801 (a) (4) . 
An "agent of a foreign power" may be a U.S. person, defined at 50 U. S. C. § 180 1 (i) to mean, 
inter alia, a United States citizen or permanent resident alien. The term "facilities" is not 
defined in FISA. (U) 

9 The Attorney General's emergency surveillance authority under 50 U.S.C. 

§ 1805 (£) was extended to 7 days under Section 1 05(a) of the FISA Amendments Act of 

2008.  (U) 
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Another FISA provision prohibits persons from. intentionally engaghi.g 
in electronic surveillance "under color of law except as authorized by 
statute[T '50 U . S . C. § 1 809 (aJ(1) .  As discussed in Chapter :Eight; in 2006 

the Justice. Department asserted in a publicly released legal analysis that 
this provision did not preclude certain warrantless electronic surveillance 
activities because such surveillance was "authorized by'' subsequent 
legis�ative enactments - principally the AUMF\ The Department also 
asserted t}]at the AUMF ((confirms and suppleme11ts the President's 
constitutional authority" to conduct warrantless electronic surveillance 
against the enemy during wartime. (U) 

2. FISA Appl!ications and Orders (U) 

FISA applications were presented to the FISA Court by the 
Department's Office of Intelligence Policy ar1d Review {OIPR).IO Department 
and FBI officials familiar with the preparation and presentation of FISA 
applications described this process as extremely tirrie.-cdnsurning and labor 
intensive. (U) 

Each application must be approved and signed by the Attorney 
General (or Acting Attorney General) or Deputy At:torney General and must 
include the certification of a federal officer identifying or describ�ng the 
target of the electronic surveillance; a "statement of the facts and 
circumstances relied upon by the applicant to justi1y hi:s qelief1 that the 
target is a foreign power or agent of a foreign power and that the electronic 
surveillance is directed at the facilities or places used or to be used by the 
target; a statement of proposed minimization procedures; and a de tailed 
description of the nature of the information sought and the type of 
communication or activities to be subjected to the surveillance . 50 U.S.C.  
§ 1 804(a) ( l) - (6) . 11 The application must also include the certification of  a 

10 The Office of lntelligence Policy and Review became a part oft h e  Department's 
National Security Division, which was created hi. September 2006. As of April 2008, the 
Office of Intelligence Policy and Review was renamed the Office of Intelligence. This 
organization al change did not affect the FTSA application prbcess. (U) 

l l FISA defines minimization procedures as 

[s]pecific procedures, which shall be adopted by the Attorney General, that 
are reasonably designed in light of the purpose and. technique of the 
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high-nmking executive branch official or officials designated by the. 
P:resident frorn among those executive officers employed in the area of 
natl.onal security or defense that the information sought is deemed to be 
foreign intelligence information, that .such information ''cannot re�son,a.J:>ly 
be obtained by normal investigative techniques," and that a "significant 
purpose" of the surveillance is to obtain foreign intelligence information. t2 
Id. at § 1804(a)(7). (U) 

FISA orders authorize electroniC surveillance ofU . S. persons for 90 
days, FISA orders may be renewed upon the $arne basis as the underlying 
order. 50 U . S .C. § 1805(e) . As noted, FISA also provides for the emergency 
use of electronic surveillance. When the Attorney General re.asonably 
determines that an emergency situation e�ists, the use of electronic 
surveillance may be approved for a period of up to 72 hours (and under the 
FISA Amendments Act of 2008, up to 7 days) without a FISA order. 50 
U.S .C.  § 1805(f) . (U) 

3. FISA Court (U) 

The FISA statute established the FISA Court. to review 1:3;pplications 
and issue orders. The FlSA Court initially was composed of seven U. S. 
District Co1..rrt judges designated. by the ChiefJustice of the U, S.  Sup:reme 
Court to serve staggered, non-renewable 7 -year terms.13 50 U.S.C. 

particular surVeillance, to minimize the acquisitiou and: retention, and 
prohibit the dissemination, of non publicly available information concerning 
unco:hsenti:hg United States persons consistent with the need of the United 
States to obtain; produce, and dissemirtate foreigri intelligence 
information . . . .  

50 U.S.C. § 180 l (h) ! l ) .  (U) 

12 As initially enacted, FISA required officials to certify that "the purpose" of the 
surveillance was to obtain "foreign intelligence information." However, the Uniting and 
Strengthening America by Providing Appropriate Tools Required to Intercept and Obstruct 
Terrorisn:1 Act (the USA PATRIOT Act) was enacted in October .2001 and amended this 
language in FISA to require only that officials certify that "a significant purpose" of the 
surveillance was to obtain foreign intelligence information. 50 U.S. C. § 1804(a)(7)(B). This 
amendment, along with post-September 1 1  changes to Attorney General guidelines on 
intelligence sharing procedures and a ruling by the FISA Court of Review, removed the 
so-called "wall" that had existed between intelligence-gathering activities and criminal 
investigations. See Memorandum from the Attorney General to Director of the FBI, et al. ,  
entitled "Intelligence Sharing Procedures for Foreign Intelligence and Fore ign 
Counterintelligence Investigations Conducted by the FBI" (March 6, 2002) ; In re Sealed 
Case; 310 F.3d 7 17,  727 (For: Int. Surv , Ct. Rev. 2002) (FISA did not "preclude or limit the 
government'r.; use or proposed use of foreign intelligence information, which included 
evidence of certain kinds of criminal activity, in a criminal prosecution. ") . (U) 

13 To achieve staggered terms, the initial appointments ranged f1·om one to seven 
years. 50 U.S.C. § 1803(d) , (U) 
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§ 1 803(a) & (d) . The number of judges servhig on the FISA Court was 
increased to 1 1  by the USA PATRIOT Act of 200 1 . (U) 

D. Autlbto:rriizmtiion fen- Use of lVHUil:mlfy Foree� (U) 
On September 18, 200 1 ,  in resp011se to the terrorist attacks of 

September 1 1 1 Congress approved an Authorization for Use of Military Force 
Joint Resolution (AUMF) . In conjunction with the President's 
Commander-in-Chief authority under Article II of the Constitution, this 
legislation has been cited in support of the President's authority to conduct 
electronic surveillance without judicial approval. See , e.g . ,  Legal Authorities 
Supporting the Activities of the National Security Agency Desctibed by the 
President, January 1 9 ,  .2006 (Justice Department White Paper), at 6-17 .  
The AUMF states, in pertinent part: 

To authorize the use of the United States Armed Forces against 
those responsible for the recent attacks launched against the 
United States . 

Whereas, on September 1 1 ,  200 1 ,  acts of treacherous violence 
were committed against the United States and its citizens; and 

Whereas, such acts render it both necessaiy artd appropriate 
that the United States exercise its rights to .self-defense and to 
protect United States citizens both at home and abroad; and 

Whereas, in light of the threat to the national security and 
foreign policy of the United States posed by these grave acts of 
violence; and 
Whereas, such acts continue to pose a.n unusual and 
extraordinary threat to the national security and foreign policy 
of the United States ;  and 

Whereas, the President has authority under the Constitution to 
take action to deter and prevent acts of international terrorism 
against the United States: Now,. therefore, be it 

Resolved by the Senate and House of Representatives of the 
United States of America in Congress assembled, 

SEC. 2. AUTHORIZATION FOR USE O F  UNITED STATES 
ARMED FORCES 

(a) IN GENERAL - That the President is authorized to use all 
necessary and appropriate force against those nations , 
organizations, or persons he determines planned , authorized, 
committed , or aided the terrorist attacks that occurred on 
September 1 1, 200 1 ,  or harbored such organizations or 
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persons, in order to prevent a11:y future acts of international 

terrorism. against the United States by such nations, 
organizations or persons. (U) 

Pursuant to this authority, the President orderec:l the U.S. armed 
forces to invade Afghanistan to combat al Qaeda terrorists and overthrow 
the Taliban government that had given them refuge. (U) 

In 2004, OLC took .the position that the ADMF was "expressly 
designed to authorize whatever military actions the Executive deems 
appropriate to safeguard the United States[,r' including the use of electronic 
svi'veillance to detect and prevent further attacks. See Office of Legal 
Counsel Memorandum, May 6, 2004, at 3 1 ,. citing 50 U.S.C. § 18 1 1 .  In 
additionJ the Justice Department asserted il1: the '2006 WhitePaper that in 
enacting FISA Congress contemplated that a later legislative enactment 
Could authorize. electronic surveillance outside the procedures set forth in 
FISA itself) and cited the AUMF as such a legislative enactment. See Justice 
Department White Paper at 20:..28,  citing 50 U. S.C. § 1809(a){l). 
(TS 1 18T:b"�xr t  181'  100 'NF) I [ h I T I l I · 

E. Executive Order 12333 (U) 

On December 4, 198 1 ,  President Reagan signed Executive Order 
12333 as part of a series of legal reforms that followed abuses of 
inte11igence-gathering authority docurn,el).ted by the Chuxch Commission in 
the i970s. I4 Executive Order 12333 placed restrictions on intelligence 
collection activities engaged in by Executive Branch agencies; including the 
NSA, while also seeking to foster "full and free exchange o! information;' 
among these agencies . 15  Executive Ordet 12333 at L 1 .  (U) 

Executive Order 1 2333 provides that the Attorney General is 
authorized '1to approve the use for intelligence purposes, within the United 
States or against a United States person abroad, of any technique for which 
a warrant would be required if 1.mdertaken for law enforcement purposes, 
provided th_at such techniques shall not be undertaken unless the Attorney 
General has determined in each case that there is probable cause to believe 
that the technique is directed against a foreign power or an agent of a 
foreign power." Id. at 2 . 5 .  Executive Order 12333 also provides that 

14 See http: / fwww.aarclibrary.org/ publib/ church/ reports/ contents.htm. Volumes 
5 and 6 of the Church Commission report address abuses of intelligence-gathering 
authority by the NSA and the FBI. (U) 

1s Executive Order 12333 was amended on July 30, 2008, by Executive Order 
1 3 470. This report refers to Executive Order 12333 as it existed prior to that amendment. 

(U) 
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electronic surveillancet as defined under FISA, must be conducted .in 
accordCiqce with FISAJ6 (U) 

Executive Order 12333 prohibits the :qollectiort of foreign intelli.genc;;e 
information by "authorized [El:gencies] of the Intelligence Community . . .  fot 
the purpose of acquiring information conter11ing the domestic activities of 
United States persons." Id, at 2.3(b). (U) 

discussed 
; the legal advanoed f6r this exemption was tha:.t the 

Authori2;ation for Use of Military Force a,nd the President's 
Commander-in-Chief powers gave the President the authority to collect such 
i:nfottnation, notwithstanding the FISA statute. (TS//STLW//81//0C/NF) 

H. Presidential .Amth.oll"izations (U) 

The SteUa.t Wind program was fi.x;st autho.rized by the President qn 
October 41 2001 , and periodically reauthorized. by the President through a 
series of documents issued to the Secretary of Defense entitled ''PresJdential 
Authorization for Specified Electronic Surveillance Activities Durirtg a 
Limited Period to Detect and Prevent Acts of Terrorism Within the United 
States" (Presidential Authorization or AuthoriZation) , A total. .of 43 
Presidential Authorizations, not including niodif:lcations and related 
presidential memoranda, were issued over the duration of the program from 
October 200 1 through February 2 007. 17 Each Authorization directed the 

IE> Prior to September 1 1 , 2001 ,  Executive Order 1 2333 and FJSA were generally 
viewed as the principal governing authorities for con.d�1cting electronic surveill�ce � For 
example, in 2000 the NSA reported to Congress that 

(U) The applicable legal standards for the collection, retention, or 
dissemination of information conceming U.S; persons reflect a careful 
·balancing between the needs of the govemment for such intelligence and the 
protection of the rights of U. S.  persons, consistent with the reasonableness 
standard of the Fourth Amendment, as determined by factual 
circumstances, 

(U) In the Foteign Intelligence Surveillance Act (FISA) and Executive Ordet 
(E. O . )  12333;  Congress and the Executive have codified this balancing. 
(Citations omitted.) 

NSA Report to Congress, Legal Standards for the Intelligence Community in Conducting 
Electronic Surveillance (2000). (U) 

17 The Presidential Authorizations were issued on the following dates: October 4, 
2001;  November 2, 200 1 ;  November 30, 2001; Januru:y 9, 2002; Marcb 14, 2002; Apri1 18,  
2002; May 22 , 2002; June 24,  2002 ; July 30,  2002; September 10,  2002; October 15, 
2002; November 18, 2002; January 8, 2003; February 7, 2003;. March 17, 2003; Apri1 22, 

(Cont'd ,) 
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Secretary of Defense to "use the:! capabilities of the Depa.rtment of Defense,  
including but not limited to the signals intelligence capabilities of the 
National Security Agency, to collect foreign intelligence by electronic 
surveillance,'' provided the surveillance m�;t certain criteria. The specific 
criteria are described in detail in Chapters Three and Four of this report. 
{TS I 'STL'J'T;T I i SI I I oc 1NF) · I T  · vvf T TT T · 

A. Types of Collection Authorized "{8//NF) 

The scope of collection permitted under the Presidential 
Authorizations v�uied over time1 but genera.lly involved intercepting the 
content of certain telephone calls and e-mails, and the collection of bulk 
telephone and e-mail meta data. The tenn "meta data" has been described 
as 11infqrmation about information. ') As used in the Stellar Wind program, 
for telephbne calls, meta data generally refers to "dialing.,. type irtformation11 
{the originatittg and tenninating telephone numbers, and the date, time, and 
duration of the call) , but not the copte:nt of the call. For e-mails, rneta data 
generally refers to the "to," "from," "cc," "bee/' and "sent" lines of an e-mail, 
but not thy 1fsubject" line or content. l(r8//STL1.'6f//SI//OC/NV) 

'The information collected through the Stellar Wind program fell into 
three categories, often referred to as "baskets": 

o Basket 1 (content of telephone and e-mail corrtmunications)i 
ill Basket 2 (telephony meta data} ; and 

2003; June 1 1 , 2003; J uly 14, 2003; September 1 0 ,  2003; October 1 5, 2003; December 9, 
2003; January 14, 2004; March 1 1 , 2004; May 5 ,  2004; June 23, 2004; August 9,  2004; 
September 17, 2004; November 17, 200"1·; January 1 1 ,  2005; March 1, 2005; April l9, 
2:005;  June 141 2005; July 26, 2005; Sep tember 10,  2005; October 26, 2005; Decembe1· 13, 
200 5 ;  January 27, 2006; March 2 1 ,  2006 ; May 16, 2006 ; July 6 ,  2005; September 6,  2006; 
October 24, 2006; m1d December 8,  2006. The last Presidential Authorization expired 
Febnmry 1, 2007. There were also two modifications of a (Jresidentlal Authorization and 
one Presidential mt:morandum to the Secretary of Defense issued in connection with the 
Stellar Wind program . rfS7 ;SI LW//Sf//OG/WF� 
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In. this se<;::tion, we deE;cribe certain featqres common to all the 
Presidential Authorizations. Each of the Presidential Authorizations 
inch.lded f!: finding to the effect that terrorist groups of global reach 
possessed the intent and capability to attack the United States, that an 
extraordirtruy emetgency continued to exist, and that these circumstances 
<�cor,tstitt1te an urgent and comp�llipg governme;ntal interest per:rnitting 
electronic surveillance within the United States for counterterrorism 
purpose$.; without a c;:outt order." f:F8//8TL\V//SI//OC/NF) 

The primary authorities cited for the legality of these electronic 
surveill::1nee an.d related ac6vities were Article II of the Constitution and the 
Author:lzation for Use of Military Force Joint Resolution. The Authorizations 
further provided that any limitation in Executive Order 12333 or any othet 
Presidential directive inconsistent with the Presidential Authorizations shall 
not apply; to the extent of the inconsistency; to the electronic 1:>UXyeillfU1ce 

· th · -· d. d·· th· st 11· w· • d · · · (±S ' '£�b'"n ' ' 8± '  1ee 'NFj au onze un er . . e . e ar 1n · pwgt am. 1 1 .v.rf0 n t � 

Each Authorization also included the Presidenes detetmination that 
to :as�ist in presenTing the sec1·ecy necei:;sruy to "detect ct,nd prevent acts of 
tei•rotism against the United States," the Secretary of Defense was to defer 
no. tification of the Authorizations ou,tside of the Executive Branch and the . 

. 
' 

' .. , " . . . . . 

activities carried out pursuant to them. The President also noted his 
intention to inform appropriate members of the Senate and the House of 
R.epresentatives of the pl"ogram "as soon as T judge that it can be done 
consistently with national .defense needs . '� Some Presidential Authorizations 
described briefings given to n1embers ofCortgress and FISA Court judges. 
('f:S f 'ST:b"�'" I 18I I '88 'N�) ��I ��� vv; / 7  T I �  

C. Tb.e Reauthorization Process (U) 

The Presidential Authorizations Were issued at intervals of 
approximately 30 to 45 days . Department officials told the OIG that the 
intervals were designed to be somewhat flexible to assure the availability of 
the principals that had to sign the Authorizations and to reassess the 
reasonableness of the collection. 1B Steven Bradbury, former Principal 
Deputy and Acting Assistant Attorney General for the Office of Legal 
Counsel (OLC); said that the main reason for periodically reauthorizing the 
program was to ensure that the Presidential Authorizations Were reviewed 
frequently to assess the continued need for the program and the program's 

lB The officials who signed the Authorizations included the Attorney General, the 
President, 1:1;nd the Secretary of Defense (or other high-ranking Department of Defense 
officia1) . (U/ /�) 
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value. As. the period for each Presidential Authorization drew to a close, the 
:Oirector: ofCeni.ral lnte.l1igence {J)CI}, and as of J11ne 3, 2005, the Dire:Gtor of 
National l11.telligence (:DNI) prepared a threat assessment m.eworandumJ or 
the Pr¢sid�nt describing poteiltial terrorist threats to the United States .and 
.outlining intelligence gathered through the Stellar Wind program and other 
.rneans 'during the previous Authorization period. The DOl (and later the 
DNI) and the Secretary of Defense revieweci these memoranda and signed a 
rec·ci!lltnenda,tion that the program be reauthorized. 
(TS I 'STVH I 'SI I ' OC 'NF) / ) .  . VV.f/ . ·· . / 1 ·  · . .  / 

EaC]:1 recommendation was then reviewed by the OLC to assess 
whether, based on the threat assessment andi nformation gathered frorh 
other sources, there was "a sufficient factual basis demonstrating a threat of 
terrqtist attacks in the United States for it to continue to be reasonable 
-under the .standards of the Fourth .Amendment for the President to 
[corttip.t1e] to authorize the warrantless searches involved" in th� pwgrarn. 
The OLC then advised the Attorney General whether the constituticn1al 
standard of reasonableness had been met and wh.ether the Presidential 
Authotizatio� could be certified itas to form and legality.'' 
('I'S I ISTLUfl 181' 100 'NF) . n · rn 1 r 1 

I>. Approval "as to form and legality" (U) 

As. noted al:JOve1 the Presidential Author.izations were 1'[a]pproved as to. 
form Ei.Ild l(;:gality" by the Attorney General or oth{:!r senior Department 
official� t::ypically after the review and concurrence of the OLC. The lone 
exc::eptlon to this practice was the Match 11� 2004, Authorization which we 
discuss in Chapter Four. (T8/ /BI/ /NF) 

However, there was no .legal requirement that the Authoriza�l.ons be 
certified l:!y the Attorney General or other Department official. Fbr:tner 
set1ior Department official Patrick Philbin told us he thought one purpose 
for the certification was to give 

us u s  
serve as officia� confirmation that the Department had determined that the 
activities carried out under the progtatn were lawful. 
(TS/ / 3TLW/ /Sf// OC/ NF) 

Former Attorney General Gonzales told us that certification of the 
program as to form and legality was not required as a matter of law, but he 
believed that it "added value" to the Authorization for three reasons . First, 
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he sElid t11at the NSA was being asked to do somethmg it hacl not dorie. 
before,. art.d itwa�jmporta;n,t to $-ss:l.lre th:e NSA t11;� 

. .. . . . . . . . . . }Jplitical .con:sid,eraticihs" the 
AttornefGe:rleraFs•appi:oval .of the program would have. value ''prospectively'' 
in the; yVent gf co:ngressignal or Inspector Gel1eral reviews of the · prqgram. 
(TS , 1 STEm ' 'SI i 100 <NF) · · 

.rr . .  rv:1 r .  n r · 
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CHAPTER TJHD�EE 
ENCEJPTXON AND EARLY OPERATION OF STELLAR WIND 

(SEPTEMBER. 200 1 THROUGH APRJilL 2003� (S/lNF'J 

This chapter describes the early operation of the Stellar Wind 
prpgram. The five sections of the chapter cover the time period ftom 
September 2001 to April 2003 . (S/ /NF)· 

In Section I, we provide a brief overview of the National Seclirity 
Agency (NSA) and the inception of the Stellar Wind program, including a 
description of the legal authorities relied upon to suppm·t the program and 
the scope of collection authorized under the :Presidential Authorizations. Ih 
Section II, we describe key 

· Autho 

analyzing and 
disseminating the info.tmation collected. In Sections III and IV, we describe 
the FBI's and the Office of Intelligence Policy and Review's early knowiedge 
of a:nd involvement in Stellar Wind. In Section V, we describe measures the 
FBI implemented to improve its management of information derived fmm 
the program that the FBI disseminated to its field offices . 
('fS i iSTL'"'U / 'SI I ' OC 'NF) f f · VV f f  ( ( . )  

E.. Inception of the Stellar Wind Program (U / /FOU6l 

A. . The National Security Agency (U) 

The NSA was established on October 24,  1952 1 by President Truman 
as a separate agency within the Department of Defense under the direction1 
authority, and control of the Secretary of Defense . See Pre sidential 
Memorandum to the Secretary of State and the Secretary of Defense, 
October 24,  1 9 5 2 .  By Executive Order 12333 (December 4, 198 1),  the NSA 
was given responsibility within the U.S. Intelligence Community for all 
signals intelligence ,  including the "collection of signals intelligence for 
national foreign intelligence purposes" and the processing and 
dis semination of such intelligence for counterintelligence purposes.l9 (U) 

19 Signals intelligence is defined as: 

1 . .A category of intelligence comprising either individually or in combination 
all communications intelligence, electronic intelligence, and foreign 
instrumentation signals intelligence, however transmitted. (U) 
2. Intelligence derived from communications, electronic, and foreign 
instrumentation signals. (U) 
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The NSA's two primary n1issions are to protect U.S .  government 
information systems ruid to collect, process, and disseminate foreign signals 
intelligence information, This twofold mission is reflected in the · NSA's 
organizationaLstruchtre, which consists of two operational directorates:  
The Inf.ormation Assurance Directorate, which conch1cts ·defensive 
informatiO!l operations to protect information infrastructures critical to the 
United Sta.tes ' national security interests, a11.d the Signals Intelligence 
DiJ:ecto:rate (SID) , which controls foreignintelligence collection and 
processing activities for the United States.  (U) 

The SID · is divided into three major two of which -
Ap.alysis and Production- and Data are relevant to the 
Stellar Wind program. The work of these componen with respect to the 
Stellar Wind program is discussed in more detail in Section II below. 

(8//NF) 
B. Implementation of the Program 

(September 2001 tluough November 2001) (S//NF) 

George Tenet,· the Director of 'Gehtral Intelligence at the time, 
mentioned the modification of thes·e NSA collection activities during a 
meeting with Vice President Cheney shortly after the September 1 1  attacks 
to discuss the intelligence community's response.  According to Hayden, 
who did not attend the meeting but was told about it by Tenet, Cheney 
asked Tenet to inquire from the NSA whether there were additional steps 
that could be taken with respect to enhancing signals intelligence 
capabilities . Tenet related this message to Hayden, who responded that 
there was nothing further the NSA could do without additional authority. 
According to Hayden, Tenet asked him a short time later what the NSA 
could do if additional authority was provided . (TS//SI//NF) 

D epartment of Defense Dictionary of Military and Associated Terms, Joint Publication 1 -02, 
484. (U) 
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Hayden consulted with experts from the NSNs SID and attorneys from 
the NSA's Office of General Cou.nsel abo-qt how the NSA could enhcmce its 
collection capabilities consistent with considerations of operational 
usefulness, technical feasibility, and legality. Hayden said he then attended 
a meeting at the White House to discuss how NSA signals intelligence 
collection capabilities could be modified .to respond to the September 1 1  
attacks, fFS/ / SI/ /NF) 

Hayden told us he highlighted two .issues at this meeting. First, 
Hayden stated at the meeting that the FISA stah:ite;S .app1icability to evolving 
telecommUnications technology 

· · 

· 

intercept communications 
Accordiri to the 

The second issue Hayden highlighted at the meeting concerned the 
meta data associated with telephonic and e-mail communications. Hayden 
said that obtaining access to the meta data of communications to and from 

2o The FISA statute defines 11wire communication" as "any communication while it is 
being carried by a wire, cable , or other like connection furnished o:h:iperated by anY perf> on 
engaged as a common carrier in providing or operating such facilities for the transmiS?sion 
ofinterstate or foreign communications.'' 50 U.S . Q. § 1801(1) . By its terms, FISJ\ goverr,ts 
the acquisition of wire communications to or from persons in the United 

the ted States. 
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the United States1  as well as communications within the United States,  
would significantly enhance the NSA's analytical capabilities. (TS //81/ /NF). 

Hayden. said he att�nded two additional nJ.eetings with Vice Preside11t 
Cheney to discuss further how NSA collection capabilities could be 
expanded along the lines described at the White House meeting. Vice 
President Cheney directed Hayden to meet with the Counsel to the Vice 
President, David Addipgton; to continue the disc'L1ssion1 which Hayden said 
he did. According to Hayden, Addington drafted the first Pre:sidential 
Author�ation for the Stellar Wind program based on. these meetings.22 
(TS II stun II 8I I I 0 G I J'lii:L 1 1 · . .v rr n r on.,-

The Stellar Wind program officially came irtto existence on October 4 ,  
200 l, when President Bush signed the Presidential Authorization drafted by 
Addington. The Authorization directed the Secretary of Defense to employ 
the signals intelligence capabilities of the NSA to collect certain foreign 
intelligence by electronic surveillance in order to prevent acts .of terrorism 
within the United States.23 The PresidentiEll. Authorization :stated that an 
extraotdinaxy emergency existed because of the Septembel;' 1 1  attacks1 
constituting an urgent and compelling governmental interest permitting 
electronic surveillance within the United States for counterterrorism 
purposes without judicial wa.Trants or court orders. 
(TS l '8TL'W ' 181 I 10C 'NF) . .  / J . • rr T l  r . 

Access tp the Stellar Wind program was very tightly restricted. 
Fonner White House Counsel and Attorney General Alberto Gonzales told 
the OIG that it was the President's decision to keep the program a 1'close 
hold." Gonzales stated that the President made the decision on all requests 
to read in non-operational persons, inclUding Justice Department officials) 
and that as far as he was aware this decision-making authority had not 
been delegated either within the White House or to other agencies 
concerning read-in decisions for operational personnel, such as NSA and 

22 Hayden told us he could not recall the Justice Department having any 
involvement in or presence at meetings he attended to discuss enhancing NSA collection 
capabilities. Hayden said this mildly surprised him but that he assumed someone was 
keeping the Department briefed on these discussions. Gonzales ,  who was the White House 
Counsel at the time, also told the OIG that he would be "shocked" if the Department was 
not represented at the White House meetings, and further stated that in the immediate 
aftermath of September 1 1 ,  he met often with lawyers from the NSA, CIA, DOD, and the 
Justice Department with the objective of "coordinating the legal thinking" concerning the 
United States' response to the attacks. Because we were unable to interview .Addington, 
former Attorney General Ashcroft, and John Yoo, we do not know what role if any the 
Department played in drafting or reviewing the first Presidential Authorization. 
(TS I '81 ' 'NF) II I I 

?.3 The program was given the cover 
which time the cover term was changed to "Stellar 
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FBI employees.24 HoWever, as indicated in the NSA Office of the Inspector 
General's report on the President's Surveillance Program (NSA OIQ Report) , 
decisions to read in NSA, CIA, and FBI operational pel�Sonnel were made by 
the. NSA. According to the NSA QIG Report, NSA Director Hayden needed 
White :Hop.se approval to read ip members of Congress , FISA Court judges, 
the NSA Inspector General,. ancl others. See NSA OIG Report at V. (S/ jNF) 

1.  Pre-Stellar Wind Office of Legal Counsel Legal 
Memoranda (Ul 

In this section, we summarize the initial legal memorarida from the 
Justice Department supporting the legal basis for the Stellar Wind program, 
and we. describe the key aspects of the first Presidential Authorization for 
the program. (TS ' 'STVvV '  'SI ' ' bC 'NF) . . .  . . . I I  . . 1/ T7 I 

a. Hi:ring of John Yoo (U) 

OLC Deputy Assistant Attorney General John Yoo was responsible for 
drafting the first series of legal inemorru1da supporting the program. 25 As 
noted above, Yoo was the only OLC official 11read into" the Stellar Wind 
program from the program's inception until he left the Department in. May 
2003 .26 The only other non-FBI Department officials read into the program 
until after Yoo's departure were Attorney Geperal Ashcroft, who was read in 
on October 4, 2001, artd Counsel for Intelligence Policy James Baker, Who 
was read ih on January 1 1 ,  2002 .21 (TS//STUvV//81//0C/NF) 

24 Gonzales testified before the Senate Judiciary Committee on July 18, 2006, that 
11 [a] s With all decisions that are non-operational in tenns ofwho has access to the program, 
the President of the United States malces the decisions, because this is such an important 
program[.]" (U) 

25 The Office of Legal Counsel typically drafts memoranda for the Attorney General 
and the Counsel to the President, usually on matters involving significant legal issues or 
constitutional questions, and in response to legal questions raised by .Executive Branch 
agencies. In addition, all Executive Orders proposed to be issued by the President are 
reviewed by the Office of Legal Counsel as to form and legality, as are other matters that 
require the President 's formal approval. (U) 

26 The process of being "read into" a compartmented program generally entails 
being approved for access to particularly sensitive and restricted information about a 
classified program, receiving a briefing about the program, and formally acknowledging the 
briefing, usually by signing a nondisclosure agreement describing restrictions on th e 
handling and use of information concerning the program. (U) 

27 Daniel Levin, who �:;erved as both Chief of Staff to FBI Director Robert Mueller 
and br:iefly as Ashcroft's national security counselor, also was read into the program along 
with Mueller in late September 2001 at the FBI. According to Levin, White House Counsel 
Gonzales controlled who wasread into the program, but Gonzales told him that the 
President had to personally approve each request. (1;8//STL'N//SI//00/NF) 
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Jay Bybee, the Assistant Attorney General for the Office ofLegal 
couns.el from. November 200 1 through March 2003 , provided the OIG with 
background information on how Yoo came to be involved in national 
secUrity i�sues on behalf of the OLC. Bybee's nomination to be the OLC 
Assistant Attorney General was announced by the White House in July 
2001 . Bybee Was not confil"med by the Senate as the Assistant Attorney 
Qene):"al u.ntil late October 2001 .28 For several weeks after the 
September 1 1 ,  200 1 ,  terrorist attacks, Bybee remained a law professor at 
the University of Nevada-Las Vegas, and. was sworn in as OLC Assistarit 
Attorney General in late November 200 1 .  fFS//81//NF) 

Bybee told us that he traveled to Washington, D . C . ,  sometime in July 
2001 to interview applicants for Deputy Assistant Attorney General slots in 
OLC. In early July 200 1 ,  Kyle Sampson, at the time a Special Assistant to 
the President and Associate Director for Presidential Personnel assigned to 
ha,ndle presidential appointments to the Departmei1.t of Justice, told Bybee 
that John Yoo was already under consideration for one of the OLC Deputy 
Assistcilit Attorney General slots. Bybee said Sampson asked him whether 
he wo11ld agree to have Yoo be one of his deputies . Bybee said that he knew 
Ydo only by reputation but was ''enthusiastic" about the prospect of having 
Yoo as a Deputy. Bybee told the OIG that he regarded Yoo as a 
"distinguished hire ." Bybee said that after speaking with Sampson he called 
Yoo and asked him to work at OLC as a Deputy Assistant Attorney General. 
(U) 

In addition to speaking with Ybo, Bybee interviewed other prospective 
OLC DepUties,  and hired several individuals , including Patrick Philbin and 
E¢1. Whelan, for those positions.29 The White House recommended, and 
Bybee agreed, that Whelan be designated Principal Deputy. Bybee stated 
that he knew Yoo vvould be disappointed because Yoo had wanted that 
position, and Bybee said that Yoo "didn't hide his disappointment/' Bybee 
told us that Yoo asked him whether since he was not selected for the 
Principal Deputy slot he could be guaranteed the "national security 
portfolio. "  Bybee agreed to Yoo's request. Bybee told the OIG that this was 
an easy decision because Yoo had more national security experience than 
any of the other deputies . (U) 

:2s Bybee told us that Daniel Koffsky was the Acting Assistant Attorney General at 
this time. (U) 

29 Bybee told us that all Deputy candidates wet·e also interviewed by the White 
House. As described in Chapter Four of this report, Philbin played a centrai role in the 
Department's .reassessment of the legal basis for the Stellar Wind program after John Yoo 
left the Department in May 2003. (TS//Sl//NF) 
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Bibee said that Yoo began working in OLC in Jcly 200 1  and that all. 
of the Deputies were in place be.fore Bybee began serving as head of the QLC 
that N o:Vem.ber. (1J) 

Bybee told us he was never read into the Stellar Wind program and 
could shed ho further light on how Yoo came to draft the OLC opinions on 
the. progrru:Il. l-Ioweve.ri he said that Yoo had re$pon1,3ibility for supenrising 
the drafting ofopinions i·elated to national security issues by the time the 
attacks of September 1 1  occurred.30 Bybee desclibed Yoo as '1articulate and 
brilliant," antl also said he had a "golden resume" and was "very well 
t:ortriected" with officials in the White House . He said that from these 
connections, in additl.on to Yoo's scholarship in the . area of executive 
a11thority during Wartime, it was riot surprishig that Yoo "became the White 
I-Iouse's guy" on national security matters. (U) 

b. Yoo's Legal Analysis of a Warrantless Domestic 
Electronic Surveillance Program (TS//Sl//NF) 

Before the start of the Stellar Wind program under the October 4, 
200 1 ,  Presidential Authqrizatim1., Yoo drafted a IT1erhbrandum evaluating the 
legality of a ((hypothetical" electronic s"Lu-veilltmce program within the United 
States to monitor comrrninicatiohs of potential terrorists . His 
mernorandurn, dated Septemper 17,  200 1 ,  was addtessed to Timothy 
Flanigan, Deputy White House Counsel, and was entitle d. "Constitutional 
Standards on Ra11dom Electronic Surveillance for Counter-Terrorism 
:Pu.·rp. oses ." (T8 ' 'STL\V 1 '81 1 'OG 'NF) r r .J r 1 r . 1 

30 As noted above, Yoo, Ashcroft, Card, and Addington declined or did not respond 
to ,our reqt1est for interviews, and we do not know how Yoo came to deal direct�y with the 
White House on legal issues surrounding the Stellar Wind program. lh his book "War by 
Other Means," Yoo wrote that "[a] s a deputy to the assistant attorney general in charge of 
the office, I was a Bush Administration appointee ·who shared its general constitutional 
philosophy . . . .  I had .been hired specifice�.lly to supervise OLC's work on [foreign affairs 
and natkma:l security] ." John Yoo, War by Other Means, (Atlantic Monthly Press, 2006), 
19-20. (TS//SI/INF) 
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31. A!H liscussed below:, however; his description of how communications would be 
c::�J!II!ctectancl used urtder the program differed in key respects from the actual operation of 
the $tellar Wind program. In fact, in a January 23, 2006, address to the National Press 
Club, former N$A. Director Hayden stated� ('f3//SI//NFJ 

Let me talk for a few minutes also about what tlus program is not. lt  is not a 
·drift net over Dearborn or Lackawanna or Freemont grabbing conversations 
that we then sort o�t by these alleged keyword searches or data-mining tools 
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an example of not 

,.,.,.,,o-,..,..,.., as it was actually devised and operated by the NSA. The 
Stellar Wind program did not contemplate bulk collection of conteht communications . The 
only information collected in bulk under the program involved telephony and e-mail m e ta 

data. This meta data was collected in bulk so that it could then be que1ied based on 
telephoqe numbers qr e-mail addresses associated with communicants with known or 
suspected links to international terrorism. These telephone numbers and e-mail addresses 
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Yoo7s Septel'nber 17 and October 4 memoranda wete not addresse.d 
specifically to the Stellar Wind programj but rathe.r to a ''hypotheticar' 
randomized or broc,!dly seeped domestic warrantless surveillance program,, 
As discussed below, th� first Office of Legal CoLinsd opinion explicitly 
addressing the .legetlity of the Stellar Wind program 'vas not drafted until 
after the program had bee;n formally authorized by President Bush on 
October 4, 200 1. tf8//SI//OC/NF) 

Gotizales told the OIG ili.at he clid not belie'Ve these first two 
memoranda fllliy addressed the White House's l.Uiderstanding of the Stellar 
Wind prqgram. Rather7 as described abo.ve, these men1oranda addtessed the 
legatity of a "hypothetical11 domestic survGillance program rather than the 
Stellar Wir1d program as authorized by the Presiclei1t and carried out by the 
NSA,35 1-lowever� Gonzales also told us that he believed these first two 
memoranda descdbed aslawful activities that were broader than those 
carriec:l out under Stellar Wind, and that therefore, th.ese opinions '(covered'' 
the Stellar Wind program. (I:S/ /SI/ /NF} 

2. PJ:esidenti.al Authorizatio11 of October 4, 2001 
� 

On October 4; 2001�  Presiclent Bush issued the first of 43 Presidential 
Authorizations for the Stella,r Wind program. The October 4 Authorization 
directed the· Secretary of Defense to "use the capabilities of the Department 
o.f Defense, including but not limited to the signals intelligence capabilities 
.otthe National Security Agency, to collect foreign intelligence by electtonic 
surveillance/' provide:d the surveillance was inte11ded to: 

(a,) acquire a communication (includii1g but not lhnitecl to a wire 
' communication carried into or out of the United State 

a party to such communication is a group 
· 

terrorJsm, o.r activities in 
preparation therefor, or an agent o.f such a group; or 

(b) acql..:lire, with respect to a communication, 
header/ router I addressing-type information, including 
telecommunications dialing-type data, but not the contents 
of the communication , when (i) at least one parly to such 
communication is outside the United States or (ii) no party to 
such communication is known to be a citizen of the United 
St·at·es (TS 1 'STE'n 1 'SI 1 'OG 1NF) . · · · · l ( vq T I T I . 

35 Gonzales noted that Deputy White Hoose Counsel Timothy F'lanigan1 the 
recipient of the first Yoo memorandum, was not read into Stellar Wind.  {U / /FOUO) 
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In, shoft, this first Authorization allowed ·NsA to intercept the ·C:ontent ofany 
t:om1rtunication, h1cluding those to� from, or exclusively within the United 
State$, w,heie p,ro)Ja.ble cause exist¢<:1 to believe one of the coinmunical'lts 
was en a ed in irttetnational terrorisrn 

The Authorization also allowed 
the NSA tq• "acquire ' telep 1ony and e,.-:tnail meta data where one end of tll.e 
COnlltl'-Ulic;::�tion was foreign or neither communicant was known to be a u�s. · · ti  · · 

· 36· (!fS ' 'S!f:b't! ' 'SI ' '  ee 'NBl Cl' zen. . >�r r >�v Tl <t r ��I �. 

The Authorization stated that it relied primarily on ArtiCle ll of the 
Constitution ru1.d on the recently passed Authorization for the Use of 
Military Force .(AUMF} to support the intelligence.,..gather.ing activities. 'l'he 
Authorization also s tated that the President's directive was based on threE�.t 
assessments indicating that terrorist groups remained .determined to attack 
in the TJnited States, Th� Authodzation stated that it was to terminate «not 
iater than 30 days11 from the date of its execution . 
(TS//STVvV//SI//OC/NF) 

As several Office of Legal. Counsel and other Department an:d NSA 
officials acknowledged, in aclditiort to allowing the int�rception of the 
content of communications into or out of the United States� the literal terms 
of paragraph 4(a) (ii) of this first Authorization would have allowed NSA to 
intercept the content of purely domestic .communications. NSA Director 
Hayden told us. he did not realize this until Addington specifically raised the 
st:tbject .during a meeting the two had to discuss renewing the first 
Authorization, Accordirtg to Hayden, he told Addington that he did not want 
the NSA conducting such domestic interceptions and cited three reasons for 
this.. First, he said the NSA was a fm·eign intelligence agency. Second, the 
NSA's coUection infra,si:rtl:cture would not support the. collection of ·purely 
domestic communications. Third, Hayden said he would require such a 
high eVidentiary standard to justify intercepting putely domestic 
communication. that such cases might just as well go to the FISA Court.37 
(T8 1 1 8TL\¥' 'SI I I QC 'NF) : (T �' I T  I (  I 

37 .Haydert said Addington did not pres.st.1re him on the sttbject and simply modified 
the next Authodzalion to provide that the N.SA may only intercept the content of 
comn:mnications that originated or hlrminated in t]J.e United States. We discuss the 
modifications to th(;! Authorizatio11 jn the next part of this chapter. 
(1'S ' 'STLW I 1SI I 'OG I !VP') r1 · <  vrr t r r � 
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As a result, Hayden said tl:le NSA did not exercise the apparent 
auth()rityih the first Authorization to intercept domestic'"'tO"'domestic 
com!ll'Llnications. Goldsmith stated that Heyden's position that the NSA pot 
involve itself in domestic spying related back to NSA's "getting in a lot of 
trouble" for its abuses during the 1970s. In addition, former Deputy 
Attorney General Corney told us that Hayden had said he was willing to 
'1walkup to the line>' but would be careful "not to get chalk on [his] shoes." 
(TS/ /STLVl//81/ I 00/NF) 

As discussed above, subsection (b) of paragraph 4 of the Authorization 
covered the acquisition of both e-mail. and telephony meta data. The e-mail 
meta P.ata, included the "to;'' "frqm;'' "cc/' "bee," 

..-------., meta data acquisition 
IJ.L.Lvu.v billing data, such as the 

originating and terminating telephone number and the date , time, and 
duration of the telephone calls, but not the content of telephone calls, 
Urtder the Presidential Authorization, collection of both e-mail and 
tdephony meta data was limited to circumstances in which one party to the 
communication was outside the United States or no party to the 
communication was khown to be a U.S. citizert. fFS//STV.lJ//SI//OC/NF} 

Attorney General Ashcroft approved . the first Presidential 
Authorization as to 11form and legalitY' on October 4, 200 1 .  According to 
NSA records , this was the same day that Ashcroft was verbally read into the 
Stellar Wind program. Daniel Levin, who in October 200 1 was both a 
national security counselor to Attorney General Ashcroft and FBI Director 
Mueller's Chief .of Staff; told us that, according to Ashcroft, the .Presidential 
Authorization was "pushed in front of' Ashcroft and he was told to sign it,38 
Levin stated that he was not with Ashcroft when this occurred and therefore 
he did not have an opportunity to advise Ashcroft about the Authorization 
before Ashcroft signed it. f(fS//STLW/ /81//0C/NF) 

James Baker, Counsel for Intelligence Policy, told us that Levin had 
given him the same account of how Ashcroft came to approve the October 4, 
200 1 ,  Presidential Authorization . According to Baker, Ashcroft was told 
that the program was "critically important" and that it must be approved as 
to form and legality. Baker said that Levin told him Ashcroft approved the 

38 According to Hayden, Addington typed the Presidential Authorizations and 
personally couriered them around for signatures.  However, the OIG was unab1e to 
determine whether Addington presented the first Authorization to Ashcroft for signature, 
because both Ashcroft and Addington declined or did not respond to our requests to 
interview them. (S/ f NF) 
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Authorization on the spot. According to Baker, .Levin' also told I3aket that 
when he leqrnedtnere was no memorai1dtun from the Office oFLegal 
Counsel concerning the program, Levin told Yoo to draft .one. 
(TS// STU%7 /SI/ /OC/NF) 

Levhi's account to us of the msb:uctionthat Yoo draft a memorandum 
concern.ingthe legality of the program di{fer�d slightly from Baker's account. 
Levin told us that he said to Ashcroft that it ''wasn't fair" that Ashcroft was 
the only Jpstic� offici13.l read into the program, and that for Ashcroft'� 
protection Levin advised Ashcroft to have another Department officialrea:d 
into the p:rogram for the purpose of providing advice ort the leg�lity of the 
program. Levin said he learned, . that Ashcroft was able to . ge;t permission 
from the White House to have one bth.er person read into the program to 
advise Ashcroft, although Levin was not certain how Yoo came to be selected 
as that person.39 As discussed below, Gonzales told us that it was the 
President's decision to read John Yoo into the program. 
(TS 1 'STLm ' 'SI 1 'OC 'NF) · I J · · · vv I I I ( / 

c. Presidential Authorization is Revised and the Office of 
Legal Counsel Issues Legal M¢moranda in Support of the 
Program (November 2001 through January 2002) 
fTS//$/fLVl//Sl//OC/Jff�) 

. 

l. Presidential Authorization of November 2, 2001 
fTS//SI//NF) 

On November 2, 200 1,  with the first Presidential Authorization set to 
expire, President Bush signed a second Presidential Authorization. The 
second Authorization relied upon the si:une authorities irt stlpport ofthe 
President's actions, chiefly the Article Il Commander-in,.Chief powers and 
the AVMF. The second Authorization cited the same findings in a threat 
assessment as to the magnitude of the potential threats and the likelihood 
of their occurrence in the future. However, the scope of authorized content 
collection and meta data acquisition was redefmed by adding the italicized 
language below in paragraphs 4(a) and (b) : 

{a) acquire a communication (including but not limited to a wire 
communication carried into or out of the United States by 
cable) for which) based on the factual and practical 
considerations t.J i";;;i.}�n· �·f.! life ti !!:I"€ re.aS(iri!7$.,,(Jl� •(.,i'Wtd;s: 
to believe that .llil���;:i �:sr� --� -- ---_-�- _-- �- c; ____ 

cc � =-�--=='--� - --= ---� 
�==---- - -�� - - - _ � _ - -_ _  -- - =-----

-
-=--- _ -__ --_ _ -- 3 

3\l By October 4, 200 1 ,  Yoo bad already drafted two legaLanalyses on a hypothetical 
warrantless surveillance program and therefore already had done some work related to the 
program prior to October 4 when Ashcroft was read .in. {l'S//8£/fNFj 

3 1  
'fOP SJECJFtlffi'lP// S'ffu'f/# /HC9/ SI// ORC.ON/ NOFOllRN 



.· communic.atimt 
V.Ct"fH�LLvr;:;.lh . .  or. . . out;sidf;.· the Tlnited Stutes >att4 a party 
to sitch oommurriCation is a, gvoup:·engagecl in hiternationq;T 
tettori�fri; o.r a_ctiv:ities in prepaic:Uib.h therefot, or trriy a;gent 
ofcsJ.Jch a group; or 

. . 

(b) acqHire, with resp¢ct to a; comi.rlurtic'atian, ' l'ieacler/rgut�r /a<;ldres:3iPg:-typ� information� incluQ.lhg. 
telecornmurticp..tions dialitJ,g.,ty,pe data� but not the<contents 
pfthc::: c.om:ri"l;uniGc:ttion, wl:ie!l, ·fi) ·Et:tJeast one :pa..t"ty. to sw:.h 
communication is qutside the. tlnited States, (ii) ·no party to 
sucJ.i. .poJ:n:r:hm1ici:ttiort is known to be.·a. citi;z�n ·ofthe United 
St�tes, or {iii)' based on the.factu,ci.l a1idjjractioctl 
consi(J�ratitms ofeveryday life on whichreasonable and 
prudentperson·s act, there ,ate specific an.d •art.iculable facts 
giving 1'"ectsott to believe that such: comT111lniC.ation telQ.tes to 
in:ternationa,l terrorism1 or Q.ctivities tn. preparation. therefor. 
fT. 0 ,  �. ·arms,,..,., }  in'i· ' 1e· e  t.'li'P\ ,.I.:oJ f �� u.vv7 7 o l 7 · (J.\�:1 

The new 1anguage therefore chpnged in three key respects th� scope 
of ¢bllt::otloh and acquisition i::i.Utlio1tr�ed UTl.clet the: Steilat Wind ptogi�ain, 
Fit$:t, · .tb'e •;prob.:tble cau$e to. pelieve�.: st�:tdard for tbe collection .pf e.;;mail 
and t�lephone content was replaced with iffor which, based . . on fhe faCh:tal 
and practi'�al cohsiderations of everyday life on which reasonable. anci 
p:t:udent;persqris q:ct, thete <:1.te reasop.EJ.)Jle groun.ds:to. believe , . . .  1' :t3�ke'r 
told us .this Ghange. was made by Addington because he believed the term 
l<ptobable ·cause'; wa{:l 1'too f.reighted1' with usa!?ie in judici81. opinions� BaJ:cet 
sfikl he. belieye(l tl::);e change to more col1oquial l::m.gtmge also Was made 
b�cause the stand::Il'd was to be applied by non.;lawyers at the NSA. 
{Tf!i/fSTLW.jJSI//OC/NF) 

Second1• the new standard appli�d to the reasonable belief that "such 
cpmmunica:tfpn .originated or terroifl,a,ted ciuts,ide tfte U1;1ited States . .  , /' 
The new language therefore eliminated the authority that eXisted in the first 
Authorization to intercept the content of purely domestic communications . 
(T8 i 'STL"�H 1 181 1 �'OC1NF) r 1 w7 1 1 r 1 

Third,. the second Authorization permitted the acquisition of a third 
category of e-mail and telephony meta data when 1'based on the factual and 
pra,ctic�l considerations of everyd� life on which reasonable and prudent 
persons act1 there are s,pecific and articulable facts ,giving reason to beli�ve 
that .s·uch con:mi.unication relates to international terrorism, or activities . in 
preparation t:here:fal�e." This lari,guage represented an expai.i.sion of meta 
data collec;.tioh authority to include ·meta data pertaining to certain 
comrnurticai:ions even whe11. both parties are tJ. S. persons, as. lo.n,g. as there 
were facts giving teason to believe that the communication was related to 
. t ;, · ·1. t 

• . {:±:£:i tgq;EW 1 18± ' '8@ 1N�j m err)atwna .  erronsm. 7 J Yf 1 � 1 r �, c 
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In addition, forme:r OLC Principf(l Deputy 
General Steven Bradhury des�dbec1 

2. Yo() Drafts Office of :Legal Counsel Memorandum 
Addressing Legality of Stellar Wind 
(TS I ISTL'n7 / 'SI I 'OCLNF) . . I I :fill/ I I I I · 

The. Stellar Wind program was first au.tl10rized by Pl"esident Bush and 
certified as to form and legality by Attorney General Ashcroft on October 4, 
.2001, Without the support of 8Jly formal legal opinion from the Office of 
Legal Counsel expressly addressing Stellar Wind. (JS// SI/ /NF) 

The first OLC opinion directly supporting the legality of the Stellar 
Wind program was dated November 2 ,  200 L and was drafted by Yoo .. His 
opinion <also artalyzed the legality of the first Presidential Authorization and 
a draft version of the second Authorization.40 (TS//81//NF) 

In :his. November 2 ·"'U'-'J.U\.JJ, 
t the Stellar 

U.OO\..I.J.· in Chapt�::r report, 
1"'\P"t"l'•"''"'''"'rl deficiencies in YcJO's memorandum later became critical 

to the • .·· · of Legal Counsel's decision to reassess the Stellar Wind 
prqgram 1n 2003. We therefore describe Yoo's legal analysis in his 
November 2 memorandum. fPS//SI//NFJ 

Yoo acknowledged at the outset of his November 2 memorandum that 
"[b]�::cause of the highly sensitive natl1re of this subject and the time 
pre$sutes involved, this memorandum has not undergone the usual editm:g 
and review process for opinions that issue fro.m our Office [OLC] ." The 

40 The second Authorization was issued on November 2, 200 1 .  In developing his 
legal JI1emorandum, Yoo analyzed a draft of the second Authorization dated October 3 1 ,  
200:). . The OIG was not provided the October 31 draft Presidential Authorization, but based 
on Yoo's description in his November 2 memorandum, it appears that the draft that Yoo 
analyzed tracked the la,llguage of the final November 2, 2 00 1 ,  Authorization signed by the 
President. fTS//SI/INF) 
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Yoo ciid acknowledge in his memorandum that the first Presidential 
Authorization was "in tension with FISA.'' Yoo stated that FISA ��purports to 
be the exclusive statutory means for conducting electronic surveillance for 
foreign .intelligence/' butYoo then opined that " [s]uch: a reading of FISA 
wouid be an unconstitutional infringement on the President's Article II 
authorities."41 Citing advice of the OLC and the position of the Department 
as presented to Congress <luring passage of the USA PATRIOT Act several 
we.eks earlier,. Yoo characterized FlSA as merely providing a "safe harbor for 
electrcm.ic. sul'veillartte ,', adding that it "cannot restrict the President's ability 
to engage in vyar:rantless searches that protect the national security"." 
fPS ( 'S!fh'!H I 'SI ( '88 tNF!) . > I T � "vvfJ I .J  I 

-ll As discussed in Chapter Four, Goldsmith criticized thls statement as conclusory 
and unsupported by any separation of powers analysis. (U I I FOUO) 
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Regard.ing whether the activities conducted undet the Steliar Wind 
progr8:fn could be conducted under FISA, Yqo Wrote tl:mt it wa:s 
that FISA required an application to the FISA Court to describe 
or '�facilities" to be used by the targ(:!t of the survdllance.. Yoo also 

Court would grant a warrant to 
as. contemplated in the Presidential 

. . . . 

· Authorization could be viewed as a violation 
ofFISNs civil and cdminal sanctionsin 50 u.s.c. §§ 1809-10, Yoo opined 
that in this regard FISA represented an 11nconstitutional infringe111ent on 
the P:resident's Article II powets. According to Yoo, the ultimat� test .of 
wliefher the goven'lment may engage iri vvarraJ.1tless electronic surveillance 
activities is whether such coi1duct i.s consistent with the Fourth 
Amendment, not whether it meets the· standards of FISA. 
(TS; 'STLm ' 'SI ' 100 'NF) fJ . .vvf f f/ I 

Citing cases applying the doctrine of constitutional avoidance, Yoo 
reasoned that reading FISA to restrict the President's inherent authority to 
conduct foreign intelligence swveillance woUld ra.ise grave constitutio!lal 
questions.42 Yoo wrote that "unless Congtess made a clear · state111ent ih 
.FISA that it sought to restrict preside11tial authority to conduct warrantless 
sear¢hes in the national security area - which it has not - th�n the statute 
m:ust be ctmstrued to avoid such a reading."43 (T8//8TL\lJ//8I//OC/NF} 

42 Yoo's memorandum cited the doctrine of constitutional avoidance, which ll.olds 
that "wher(! an otherwise acceptable construction of a statute would raise serio.us 
constitutional prolllerris, the Court will construe the statutG to avoid . such proplems unless 
such construction is plainly contniry to the intent of Congress." Edward J. DeBartolo Corp. 
v. Florida Gulf Coast Building & Con�truction Trades Coun9il, 485 U. S. 568, 575 (1988). Yoo 
cited cases supporting the application of this doctrine in a manner that .preserves the 
Pr(;!sident's "inherent constitutional power, so �s to El.,Void potential constitutional 
problems." See, e.g,,  Public Citizen u, Department of Justice, 49 1 U.S. 440, 466 (1  989). 
(TS/ /fJTLW/ / �I//OC/NW) 

43 On March 2 ,  2009, the Justice Department released nine opinions written by the 
OLC from 2001 thtough 2003 regarding "the allocation of authorities between the President 
and Congress in matters of war and national security" containing certain propositions that 
no longer reflect the views of the OLC and "should not be treated as authoritative for any 
purpose." Steven G. Bradbury, Principal Deputy Assistant Attorney General, Office of Legal 
Counsel, Department of Justice, Memorandum for the Files, "Re: Status of Certain OLC 
Opinions Issued in the Aftermath of the Terrorist Attacks of September 1 1 , 200 1 ," 
January 1 5 ,  2009, 1, 1 1 . Among these opinions was a February 2 002 classified 
memorandum written by Yoo which asserted that Congress had not included a clear 
statement in FISA that it sought to restrict presidential authority to conduct warrantless 
surveillance activities in the national security area and that the FISA statute therefore does 
not apply to the president's exercise of his Commander-in-Chief authority. In a 
January 1 5 ,  2009, memorandum (included . among those released in Mmth), Bradbury 
stated that this proposition "is problematic and questionabie, given FISA's express 
references to the President's authority'' and is "not supported by convincing reasoning/' 
(TS/STVv'v'//Sl//00/NF) . 
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Yeo's cu1-alysis of this point would later raise serious concetns for 
other officials .in the Office of Legal Counsel and the Office of the Deputy 
Attorney General (ODAG) in late 200.3 and. early 2004.44 Among otl;ler 
cqncerns, Yoo did not address the 15-day wa.trant requirement exception in 
FISA follo"l-ving a congressional declaration ofwar. See 50 U.S. C. § 1 8 1  L 
Yoo 's successors in the Office of Legal Counsel criticized this omission in 
Yoo's memorandum because · they believed that by including this provision 
in FISA, Congress arguably had demonstrated an intention to "occupy the 
field" OJl th.e matter of electronic surveillance during wartime.45 
('FS ' 'STVtrt 'SI ' 'OG 'NF) . r r . vrn n 1 . 

Yoo's memorandum next ru1alyzed Fow-th Amendment issues raised 
by the Presidential Authorizations . . Yoo dismissed Fourth Amendment 
concerns regarding the NSA surveillance program to the extent that the 
Authqrizations applied to non-U.S.  persons optside the United States.  
Regarding those aspects of the program that involved mterception of the 
international communications of U. S .  persons in the United States, Yoo 
asserted that Fourth Amendment jurisprudence allowed for searches of 
persons crossing the border and that interceptions of comm"L1nications in or 
out of the United States fell within the "border crossing exception ." Yoo 
further opined that electronic surveillance in "direct support of military 
operations'' did not trigger constitutional rights · a,gainstillegal searches and 
seizuTeS, in part because the Fourth Amendment is primarily aimed at 

. .  b' . I · � . t b . fPS I 'S!fh{'(T ( 'SI I 'GG 'NF) cur 1ng aw en1orcemen a uses. � 7 r wn � r r r 

Finally, Yoo wrote that the electrmiic surveillance described in the 
Presidential Authorizations was "reasonable;' under the Fourth Amendment 
and therefore did not require a warrant. In support of this position , Yoo 
cited Supreme Court opinions upholding warrantless searches in a variety 
of contexts, such as drug testing of employees and sobriety checkpoints to 
detect drunk drivers, and in other circumstance s  "when special needs, 
beyond the hormal need for law enforcement, make the warrant and 
probable cause requirement impracticable/' Veronia School Dist. 47J v. 
Acton, 5 15 U.S.  464, 652 ( 1 995) (as quoted in November 2, 200 1 ,  
Memorandum at 20) . Yoo wrote that in these situations the government's 
interest was found to have outweighed the individual 's privacy interest, and 
that in this regard "no governmental interest is more compelling than the 
seculity of the Nation." Haig v. Agee, 435 U . S .  280, 307 ( 1 9 8 1 ) .  According 

4'f One of these officials was Patrick Philbin, who following Yoo's departure was 
"dual-hatted" as both an Associate Deputy Attorney General and a Deputy Assistant 
Attorney General in the Office of Legal Counsel. (U) 

45 We discuss the OLC's reassessment and criticism of Yo o 's analysis in Chapter 
Four. (U) 
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to You, .the S1.ltVeillance authorized by the Presidential Authorizations 
E:t.!iva!lc¢d this governmental security interest (T8/ j STJJAT/ / SI/ /OC/Nfi) 

Yoo also ornitted from his November 2 memorandum - as well as from 
his earlier September 17 and October 4 ,  200 1 ,  memoranda - any discussion 
of Youngstown Sheet & Tube Co. v. Sawyer, 343 U.S .  579 ( 1952) ,  a leading 
case on the distribution of government powers between the Executive and 
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Legislative· br:anc1J:es.47 As discussecl in Chapter Four.� .JustiCe J ack$Onis 
analysis of Pres;identTrutnan's Article II Commander-in�Chief .authority 
during w�:trti):n:e inth:e Yb1mgstawn case was an important factm' :in llie 
Offi.Cf;! of Legal Co@Se:Ps reevalua,tion in Z004 ofYoo�s opinion on the 
legality offhe Stellar Wind program. (TS/ /8I//NF) 

3. ACldltjonal J?E'e$ide.nti;;a1 Al!thorizations (U) 

On Nmvernbel7 30, 200.1, the .President signed a thfrcl Authorization 
authorizit;lg th'e Stellat Win:d program. The third A\tthotlzation was vittp,aUy 
identical t0 the s.econd Authorization of November 2 ,  20b1,  in finding thgt 
the tlu·eatof tetro:rlst attacks 1n the United States continued to exist) ilie 
legal authorities cited for continuing the elr;ctronic surveillance, and the . f . 11 ti' ('£8 I I S!fb�TT I '8I I I 88 'Nl') scope o co ec 0n. <e n ���vv r r r r 1 �� 

coilection to provide: 

A:ocordi11giy, the. 
· , 2002, modmed the ·scope of 

(a) acquire a Gornmunication (including but not limited to a wire , qo:rlllJ).-qJJication carried into or out of the United Sta:tes by 
cal.Jle) for which, based on the factual and practical 
cons.iderations Of eve,ryday life on which reasonable and 
prudent persQhs aot, there are reasonable gtdunds to believe 
such communication originated or terminated outside the 
United States and a party to such communication is a group 

q7 Irt Youngstown, the Supreme Court held that Presideht Tru·man's Executive 
Qrder cHrecting the Secretary of Commerce to se:ize and operate steel plants during a la'bor 
di'sptlte to procluce steel needed for Ametican b.'oops during the Korean War was an 
unconstitutiotiBl exercise of the President's Article II Com;mander-in-Chlefatlthority. ln a 
cortcutring opiniort, Justice. Jackson listed three categories of Presidential actions against 
which tojudge the Presidential powers . First, "[w]hen the President acts pursuant to an 
egptess or implied authorization of Congre ss, his authority is at its maximum[.]" Id. at 
635. Second, Justice Jackson described a category of concurrent authority betvveen t.he 
Presicjent and Congress as a "zone of twilightv in whicb the rlistribu tion of power is 
uncertain ·and dt:;pendant on "the imperatives of events and contemporary imponderables 
rather than on abstract theories of law.''' Td. at 637 (footnote omitted) . Third, "[w]hen the 
Pre.sident takes measqres incompatible with the exp):ess or implied will of Congress, his 
pdWet is at lts lowest ebb, :for then he can rely only upon his own constitutional powers 
minus any constitutional powers oJ Congress over the mattet." Id. Justice .Jackson 
concluded that President Truman's actions fell within this; third category, and thus ''under 
circurostahces which leave Presidential power m ost vu'Jnerable t8 attackand ih the least 
favorable of possible constttuHona] postl.rres.'' lcL at 640. �U) 
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engaged ii1. irtternatiort9-l terrorism,. or activities . ih 
preparation therefor, or any agent of such a group; or 

.(b) acquire, With respect to a communication, 
head.er /router/ a:ddressing:·type information, including 
telecommunications dialing-type data, but not tlw contents 

of tl1.e communication, when (i) at least :one party to such 
communication is outside the United States, (ii) no party to 
such tommuriication is known to be a ditizen of the United 
States, or (iii) based on the factual and practical 
cons:iderations of everyday life on which reasonable and 
prudent persons act, there arc;! specific and articulable facts 
giv:ing reason to believe: that such communkation relates to 
im.tetnational terrorism, or activities in preparation therefor. 

Pr�::sidentia1Au,thprizatiop., JanU91r.Y 9, 2002 . (TS//S.TLVif//Sif/00/l'W) 

as .LUlJU.JCJ.J.'-<·U. 
1n collection standard in subsequent 
Presicl.emtial A1,.1thorizations extending the Stellar Wind Prog:rarn, untiJ the 
disputed Presidentia1 Authorization in M.arch 20041 which we discuss .in 
Chapter Four. (TS//S.TLWf/SI/fOG/NF) 

4. Subsequent Yoo Opinions (U) 

Jn a :2-pcrge memorandum 
Januacy 9.; 200�·, Yoo wrote that 

Several identica1 Presidential Authorizations :recertifying the Stellar 
Wind program were signed in 2002 . (U I /FOUO) 

In October 2002, at Attorney General Ashcroft's request, Yoo drafted 
another opinion for Ashcroft concerning the Stellar Wind program. This 
memorandum, dated October 1 1 ,  2002; reiterated the same basic analysis 
in Yoo's November 2 ,  2001 memorandum in of the the . 8· 

48 As in the November 2 ,  200 1 ,  memorandum, Yoo's October 1 1 ,  2002 , 
memorandum inCluded the following caveat: "Because of the highly sensitive nature of this 
subject and its level ofclassiftcation, this memorandum has not undergone the usual 
editing and review process for opinions that issue from our Office [OLC] ." 
ers r 1S'fLm t 'GI I 'OC 'PfF) 11 . vv (( (/ I 
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5. Yoo;s Communications with the White House (U) 
As the only Office of Legal Couns.el official who had been read into the 

Stellar Wind program through early 2003, Yoo consulted directly with White 
House officials about the program during this period .  Because we were 
unable to :i11terview Yoo, we could not determine the exact nature and extent 
of these consultations. We Were also unable to determine whether Ashcro ft 
was fully aware of the advice Yoo was providing directly to the White House 
about the program. (8/ /NF) 

Gonzales told the OIG that Yoo was among those with whom the 
White House consulted to develop advice for the President on the program , 
but he asserted that Yoo was not sought out to provide approval of the 
program for the Department. However, Gonzales told us that he did not 
know how Yoo came to be the primary Justice Department official that the 
White House consulted during this period about the program . (8//NF) 

In fact, Jay Bybee, who served as the OLC Assistan t Attorney General 
for most of this period and was Yoo's supervisor, was never read into the 
Stellar Wind program. Bybee told the OIG that during his tenure as 
Assistant Attorney General he did not know that Yoo was working alone on 
a sensitive compartmented program and he h ad no knowledge of how Yoo 
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carne to be selected for this responsibility. Bybee told us that he was 
"surprised;' and ''a little disappointed" to learn in media accounts that he 
was not privy to Yoo's work on what Bybee had later learned to b.e a 
COlnpartmented counterterrorism program involving warrantless electronic 
sUrveillance. Bybee said that it would not be. unusual for a Deputy 
A��ist@t Attorney General such as Yoo to have direct contact with the 
White House for the purpose of tendering legal advice, but that the OLC 
Assista!lt Attorney General rn.ust be aware of all opinions that issue from 
the QLC. Bybee said that the Assistant Attorney General has an obligation 
to ''see the whole picture'' and is the person in the office who knows the f111l 
range of issues that are being addressed by the OLC and who can assUre 
that OLC opinions remain consistent. (TS/ /SI/ (NF) 

6. Gonzales�s View of the Department's Role in 
Authorizing the Stellar Wind Program (S//NF) 

The OIG asked Gonzaies about how he; as White House Counsel, 
viewec:l the role ofthe Justice Department during the early phase of the 
Stellar Wind program. Gonzales stated that he and others at the White 
House tried to be very careful to understand what could be done legally, and 
.they wanted to have ''constant communications with the D epartment" in the 
first few months following the September 1 11 2001; tenorist attacks� 
Gonzales also stated that it was the President, and not the Attorney General 
or the White House Counsel, who authorized the warrantless surveillance 
activity under the Stellar Wind program. However, Gonzales acknowledged 
thCl.t the President's decision was based on advice from the Attorney General 
and White House Counsel, among others. (TS//81//NF) 

The OIG also asked whether Gonzales had a personal belief about the 
justifidatiort for having a single attorney - Yoo - speak on behalf of the 
Department regarding the legality of the program. Gonzales stated that it 
was up to the Attorney General to make that determination or caiculation. 
Gonzales stated that he understood the Department's position was that the 
program was legal and that Yoo would sit down with Attorney General 
Ashcroft to answer any legal questions when the Presidential Authorizations 
were presented to Ashcroft for his signature. Gonzales s aid he understood 
that the Yoo opinions represented the legal opinion of the Department. 
However, as noted previously, for the first year and a half of the program the 
D epartment read-ins included only Yoo, Ashcroft, and Baker. (TS//81//NF) 

Gonzales also stated that it was Ashcroft's decision as to how to 
satisfy his legal obligations as Attorney GeneraL However, when the 010 
asked whether Gonzales was aware if Ashcroft ever requested to have 
additional people read into Stellar Wind, Gonzales stated that he recalled 
Ashcmft wanted Deputy Attorney General Larry Thompson and his Chief of 
Staff, David Ayres, read in. Gonzales acknowledged that neither official was 
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ever read into the program. Go!1Zales said that Ashcroft complained that it 
was "inconveniene not to have Thompson and Ayres read in, hut Gonzales 
also statecl that he never got the sense from Ashcroft that it affected th.e 
quality of the legal a_dvice the Departmentprov'ided to the White Hous�. 
Oonzale$ stE�.ted that other than Ashcroft's .request that Thompson and 
Ayres be read i:n, he did not recall Ashcroft requesting to have additional 
Department officials read in.<l9 t8//NF) 

Ilt .  NSA's Implementation of the Steilar Wind Program (Ul/� 

In this section, we describe the NSA's initial implem�entation of the 
Stellar Wind program. We first describe how the NSA acquired the 
cornm:unications data authorized for co11�ction under the program. We also 
d.is¢uss the process the NSA used to analyze the information received from 
the Stellar Wind program and how this information was provided to the FBI. 
(U/ /FOUet 

A� I111plementat�on of Stellar Wind (U /lFOUe) 

Our description of the implementation, of the Stellar Wind program is 
based onNSA and Justice Department documents we obtained during our 
review, as well as interviews of NSA and Departmeptperso11nel with 
knowledge of Stellar Wind's technical o .a . - .. . . . - . . . . . -(b)(1 ), (b)\3) - � · 

overview of how the NSA obtained 
� �- � � � �� the information authorized for co e.ction uncier' . e ar · . 1nd. This 

is · also important for later sections of this repott that describe 
signific:ant modifications to the Authorizations regarding the manner and 
scope .of collection, the Department's re-assessment of the legal rationale 
supporting the Stellar Wirtd program during late 2003 ahd early 2004, a!ld 

49 Gonzales stated that Ashcroft, as the Attorney General, would be well-po sitioned 
to request the President to allow additional attorneys to be read into the program, Drawing 
on his ciwn experience as Attorney General, Gonzales cited his request to the President in 
2 0 0 6  that the then head of the Office of Professional Responsibili ty (OPR) and several 
attorneys within OPR be granted sect1rity .clearances in order tci conduct an inquiry into the 
professional conduct of Department lawyers with respect to the Stellar Wind program. 
Gonzales said he made his request both through White House Counse l Harriet Miers and 
directly to the President. However, the President initially declined the request, and the 
request was not granted until October 2007. (U I /¥-e-BB) 
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Wincl. thai t:a@t; to be> commonly referred to as the three "baskets."' Basket 1 
rete:n��d. to collection of the content of telephone and e-mail 
cb!J.irriUrtieations: basket 2 referred to collection of meta data associated 
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The meta clata co""""''�·'"·"'''-' 
under Stellar Wind {baskets . , as· 
vvith.corl'lniunicatio:n.$ targeted for ·content . 
was placed into an NSA database system ""'".L.._..., ..... 

· . is :a tohfigura,tion of topls. 
databases are segr:egated into "realms'' organi.zed by the specific · · · · the , particular data to b€ collected. 53 The con:tent.data 

.... u.uv•�.L..._d under the Stellar Wind program was placed in a separate .NSA . ·"t . 54 l!b.g' . I I smi:_n:-r ,. ls:i: ' re· e· cn.:�:F· � reposi . ory. ex 1 7 <UYvVf1 I/ J � �J N  1 

1 .  Basket 1 � Telephone a:nd E:.iJ.\Il[ail Content Collection 
(TS , I STL\V' I I 811 I oc I NF) 

· JT · . .  · v j f I I  I 

a. Telephone Communications (lJ) 

in this section we describe b:r'iefly the. technical weans used by the 
NSA to access the international telephone systeJ:n to a,ccomplish the 
collection of irt.ternatio1ial calls under the Stellar Wind ptogram;ss 

(TS I I 8TV1T i I SI I 10¢ 1NF) · . · i t  " I I / / .  I . 

53 N$A offiCials said the realms also establish a . .system of access control to ens'Ltre 
that only authorized users access certain data. (8// �IF) 

54 As discussed in Chapter Five of this report, the NSA created an additional realm 
in July 2004 when the government obtained FISA authority to collect e-mail meta data, and 
another realm in May 2006 when it obtained authority under FISA to collect telephony 
meta .qata. These realms were separate from the realms that contained information 
collected under Stellar Wind.  (TS// 9TVJl/lST// OG/l'lF) 

55 The NSA's interception ofinternational telephone communications under Stellar 
Wind highlighted the dramatic change in telecommttnications technology that had been 
taking place for neatly 20 years. In 19 78,  when FISA was enacted, telephone calls placed 
by and to individuals within the United States (domestic calls) were canied mostly on 
copper wires., while telephone calls placed to or from individuals outside the United State s 
(international calls) generally were transmitted by satellites .  FISA reflected the state of 
technology then by defining the term "electronic surveillance'' to be the acquisition of the 
contents of certain wire and radio (satelHte) communications. FISA stated that as to radio 

(Cont'd .) 
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cotrimuni¢aticms specifically, and thus as to most international communications, the 
:interception ofca:lls constihtted "electronic surveillance" only if the acquisition intentionally 
targeted a particular ltiimvn U.S. person in the United States, or if all participants to the 
co;rnrn.unic;ation were loc;ated in the United States. See 50 U.S.C.  §§ 1 80 1 (1) (1) and (3) . 
Accordingiy, government surveillan.ce that targeted foreign persons outside the United 
States ge):leta11y was not .considered electronic surveillance under FJSA, and the 
gov.¢rrunent·was not requirecUq obtain a FISA Court order authorizing the surveillance 

·n.,,.,"'·� .. ·.f.. • .. ''"'·· t�· t[;t,�,; :r.:;{r.;��n�r,���T��·�1i�,ati?;:,'lll.t ·!:��J';!l}�i :l·�"1i t�1.;.� !,,Jr.g·�.t�(;;l ;Sti.=l:[:o�.L 
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the NSA informed the FTSA Court of this issue in the government's December 2006 
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. that includes the originating ai1.d terminating telephone 
n11mber of each call} and the date; time , and duration of each call. The call 

detail records do not include the substantive content of any communiCation 

or the. name, address, or financial infonnation of a subscriber or customer. 
(TS I 'STV11 J rsr I I OG 1J?TF) n . ·· , vvn n 1 

1"PI�I"\�·rt· S 
· . ..·. . . . . g;to · 

. . . · . . . . . . . one patty Was ou.tsid� the 
United. St13-te.s, where no pEiity was knowri to be a United States citizen, or 
where tl:lere was reasonable articulable suspiCion to believe the 
com.munication related to international terrorism. As·noted in Chapter One, 
thc;· NSA i:rii:bs:r;p�·ded thl:1 f�utJ:!lJi:Jrl�;y tp �[�r,;� p•;::nnit it 
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:"!.. pi,�r�J.r)n�i·. 
. . .. respr:m:sib]� for 

tht! information under the Stellar Wind program. The data was a.rchived 
into art NSA analytical database that contained exclusively Stellar Wind 
inforrn,?ticm 311d tJJ.a:t was accessible only by specially authorized NSA 
pers.onpel read into the program. (TS//STLJ.¥//ST//OC/NFJ 

authorized only with respect to telephone communications that satisfied the 
Presidential Authorizations "acquisition" standard. In fact, the NSA 
reported that by the end of 2006, .00 1 %  of the data collected had actually 
been retrieved from its database for analysis.  (TS//STUvV//Sl//00/N¥}-
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o3 We describe these techniques in part B of this section . (U) 

50 
'fOJP SEC�ET// S'fLW/ / Jf!CS/SI/ / ORCON/ NOFORN 



�OF SECRET' 'STJb.W'1 1HC§ 1SE 1 10RCON 1N� .. I 1. · r I · I Y I . I 

s·, Basket 3 - E.,.Mail Meta Data Collection 

The meta data the NSA obtained from e-mail communications 
inctt1ded the info:rruaticm that appeared on the "to," ''from,'' "cc," "bee," and 
"sent?' line$ of a. starida:rd e-mail . Thus, the NSA collected the e-mail 
address of the sender, the e-mail addresses of any recipients, and the 
information cortcertiirig the date and time when the e-mail was sent. 
(TS i 'STVvV I 'SF '00 1NF) . . 11 . .n n . 1 . 

5 1  
TOP SEClRET//STlL'DU'//HCS/SJf//eReaN/NOfflRN 



TOP SEeRET I 'STLV" ' 'HCS '§I . 'ORCON 'NOFORN . . . · · II . .  uif . · ·. I I I  . . · l · · 

JB, NSA ]?toc�ss for Ai;taly#ng Inf()r.mation Coll�c.ted Under 
Stellar Wind (S/ /NF) 

T,lle NSA conducted two functiona..lly distinct types of review of the 
.massive amount of data it collected under the Stellar Wind program. Fii·st, 
the NSA conducted procedures intended to ensure that it only reviewed or 
"acquired" the information thatwas within the stope ofthe Presidential 
AuthoriZations. Second, the NSA conducted substantive analysis of the 
acquired information to detei�mine whether .it had intelligence value that 
should be disE;eminated to customer agencies such as the FBI and the CIA. 
(TS/ /81/ /NF) 

The NSA procedures to ensure that the acquisition and dissemination 
standards were satisfied became more formalized over tirne . We describe 
below how the NSA handled the enormous volume of data it was collecting 
With the Stellar Wind program. (TS//81//NF) 

1 .  Basket 1: Ct:mten.t tasking) i\nalysis, and 
Dissemination (TS// STLV.'// Sill OC/NF) 

Stellar Wind's "basket 1'' content databe,se contains telephone and 
e�mail communications of individuals . .  The NSA refers to the telephone 
numbers and e-mail addresses tasked for interception as "selectors. >' To 
task a selector under the Presidential Authorizations, the NSA was required 
to establish probable cause to believe the intercepted communications 
originated or terminated outside the United States and probable cause to 
believe a party to the communications was a group engaged in international 
terrorism, or activities in preparation therefor, or any agent of such a 
group 65 (TS I ' 8TVl[ I 1SI 1 10C 1NF) 

• I T  -o rr TT I 

The NSA had two processes for tasking selectors under Stellar Wind. 
One process applied to tasking foreign selectors, or selectors believed to be 
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used by 11on-U$. persons outside the United States .. The other process 
applled to tasking domestic seJeetors, or selectors believed to be 1.1sed by 
pe:J:'sOns inside the United States or by U ;S. persons abroad. A foreign 
seiector could be tasked for collection under Stellar Wind based upon 811 
NSA analyst's determination, following some amount of documented 
resear.ch and analysis about the selector, that the terms of the 
Authori�a.tions were satisfied. The NSA did not req11i.re any additional levels 
of approval before. a foreign selector could be tasked.66 
(TS I j STLV;T I I SI I I oc 'NF) . I 1 . . .rn r r 1 . 

A domestic selector could be tasked only after the NSA ana.lyst 
obtained specific approvals. The rigor of the process to task a domestic 
selector evolved over time, but essentially it requited an analyst to draft a 
fo:rriial tasking package that demonstrated, through analysis and 
documentation, that the selector satisfied the terms of the Authorizations. 
This; package was revieWed by ·a designated senior official who could approve 
or x¢ject the ·package, or request that addltional 1nformation be provided. 
(TS ''Stutrr  'Sl ' '00 1NF) . IT . wn n · I . 

lh. emergency situations, 
interceptign on a selector 

commence content 
ofidentifyii1.g a number or address 

that .satisfied the criteriain · · In other cases, 
interception conunenced taskings 
and within a week for routine L.a.o,.n..u�!';"' 

The NSA conducted 1 5-,  30-, and 90-day reviews of tasked foreign 
and dol1iestic selectors to assess .  whether the interception should continue. 
The NS.t\ stated that the selectors were "de-tasked'; if the user was arrested, 
if probable cause could no longer be established� or if other targets took 
Prl·o. r1"ty· (TS ' 'STLur 1 181 '  'OC 'NF) . . · n YCJ J I I  . I . 

The content intercepted under taskings was sent to the NSA and 
placedin a database accessible by NSA analysts cleared into the Stellar 
Wind program. The analysts were responsible for reviewing the 

� - � - � - - � - - -

��-� --- - �- -- � - =-- - - - - -
- - - - - - - - -
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2. Baskets. 2 arid 3 :  Telephoi!l,y and ��Mail 1VIe1l:a D�ta 
QU!Ell"ies� Analysis, and Dissemination 
(¢Sl /STV .. il{ISI//OC/NF) 

The NSA a massive arr:rount of telephony and 
e--ma.il meta data {basket 2 ) that was stored in a realm 
accessible onlY by NSA arialysts assigned to the Stellar Wind program. The 

. . . collection was to facilitate the identification of connections 
p
.
artic 

.
. • ul

·
ar 

.
. telephone numbers and e-mail ad

.
dr

.
essr� 

by I a ted analytical techniques called "contact chaining'' ('FS I tg'fl;tn i 'SI I 'OG 'NF) II · vv I I · T! · I 
As ·describecl, by the NSA in cieclarations filed with the FIS.f\. Court, 

contact chaining is used to determine the contacts made by a particulru· 
telephone ntunber or e-<i:nail address (tier one c.Ontacts) ; as well as .conta:cts· 
made .by st,tbsequertt ct'mtacts . (tier two and tier three contacts) . The NSA 
uses com.puter a.igorithms to identify the first two tiers of contacts ari: e-mail 
address m1:{kes and the first th:ree tiers of cm�tacts a telephone number 
ma:kes. According to the NSA1 multi-tiered contact analysis is particularly 
useful with telephony meta data becau$e a telephone does not lend .ifselfto .. .. 
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As previously noted, the NSA interpreted the Presidential 
Aqthorizatibns to permiLit to collect telephony and e-mail meta data in 
bulk;67 The NSA "queried'' the databases that held this data to identify meta 
data for corrununications to or from a particular telephone or e'"'mail address 
(:t:b.e 'iselector/' also known as the "seed number" or "seed account'') .  NSA 
analysts queried the database using a selector for which there was a 
reaso]:gtble . .  articulable suspicion to believe that the number or 

ted to terro . .  

As· with proposals to task selectors ,  an NSA shift coordinator typically 
reviewed for approval proposals to query either the e.:.mail or telephony meta 
data bulk databases using particular selectors. If the shift coordinator 
agreed that the reasonable articulable suspicion standard was met, the 
sele.ctor was approved and the analyst was authorized to query the meta 
data bulk database to identity all of the other telephone numbers or e-mail 
addresses that ha<i been in contact with the seed account. Each contact 
alohgthe chain of .contacts that originated with the selector was referred to 
as ;;t i'hopt.meaning that a telephone call from the seed account to 
telephone number A Was considered "one hop out/ and a call from 
t¢1ephorte rn.m:iber A to telephone number B was considered ''two hops out" 
(relative to the seed account) ,  and so on. NSA analysts used specialized 
software to chain and analyze the contacts identified by each query. The 
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NSA told. us tli£tt Stellar Wind analysts were · permitted to chain th� re�mlts 
of quedes up to tbree hops out from the selector, (TS 1 I ST'f.'Tiljj SI/ /OC/NF} 

The results of each query were analyzed to .determine whether any of 
the c:ontacts should be reported, or ''tipped," to Stellar Wind,· customers 
primarily the FBI, CIA, arid the National Counterterrorism Center. In the 
first months of the S tellar Wind program, the NSA reported to the F13I most 
cqn.tacts. identified between a U.S. telephone numbeior e�rnail address,and 
the selector used to qpe1y the meta data realm, as well a� domc;::stic c;ontacts 
that were two · and . three hops out from a .selector. As discussed in. Chapter 
$lfc ofthi$report, over time the NSA and FBI worked to ihtprove the 
reporting process and the quality ofthe intelligence being disseminated 
under Stellar Wind. (TS/ /STL\1/j /Sl/ /OC/NF) 

The domestic col1.tacts from specified numbers or e-mail addresses; 
called "tippers," were provided to the FBI by the NSA. These qppers were 
inch.:tded in reports that contained two sections separ.?ted by a · dashed · line, 
commonly refei"'red to a.s a "tearlirte," made to appear as a perforation 
e:xtencling across the width .of a page. The purpose :of the tearline was· to 
separate the compartmented inforrna,tion above the tearline, which could 
identify the specific sources and methods ll:sed to obta1n the information;. 
from the .. non�compartmented information that the FBI could further 
disseminate to its field offices.. Only FBI personnel reacl intP the . Stellar 
Wind program could have access to the full Stellar Wind reports from NSA. 
(TS J J STIP1 1 'SI f 'OG I NF) II ·  vv f f · TT I 

The information that appeared above the tearline 
classified Top Secret/ SCI and identified Stellar Wirld 
· The information · , 

The information that appeared below the tearline of a report generally 
was classified Secret or Confidential and did not identify Stellar Wind as the 
source of the intelligence. The text typically included some version of the 
following statement: 
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.ar the pc;!tiod. oftime 1n which contact was n1acle. r.rB / /'BTLW' / l a±// OG,t��·ii.�:t= 

D1J:ring the first ::�evetal months of the SteUar Wind 

As: examples, the following Stellar Wind reports were among those 
c1i��emi!l@,ted. to. the. FBi in Nov�mber 2001 .  We have excerpted only the. 
information below the tearline, which is often referred to simply as �'tear line 
infonnati.oti." In addition, we did not provide the actual telephone numbers 
provided by the NSA to the FBI. (TS //81/ / NF) 
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III. FB.l's Eady Participation in the Stellar Wind Program (S//NF) 

$teilar Wind was not an FBI program 1 nor was the FBI involved in the 
pr:ogram's creation . However1 as the lead agency for counterterrorism in the 
lJI,lite.d Stc:J.te$1 the :FBI received much intelligence produced under Stellar 
Wind. In the following sections, we describe how the FBI became involved in 
the Stellar W!nd program, the personnel resources allocated to handle 
Stell� Wind information, and the initial procedures the FBI e stablished to 
receive, control, p.nd disseminate the program information. 
(TS I '8TL1tr I 'SI I 'OC 'NF) 

. · .f 1 · · •· f 7 · · I I • / 

GU In addi tion to the queries the NSA conducted on a case-by-case basis, the NSA 
also maintained � list of foreign and domestic telephone numbers and e-mail addresses for 
which, based on NSA analysts' assessments, there was a reasonable basis to believe were 
a ssociated with international terrorism . These selectors, called "alerts , "  \Vere queried 
against the incoming meta data automatically on a daily basis, ancl any contacts with a 
domestiG telephone number or e-mail address were directed to NSA ana1ysts for review and 
possible reporting to the FBI. The NSA regularly updated the alert list by adding or 
removing selectors, depending on the available intelligence. As we d iscuss in Chapter Five 
in connection with the transition of Stellar Wind 's bulk meta data colle ction from 
p;n;�:�idential authoril-y to FISA authority , the FlSA Court found th at the NSA's use o f  the 

alert list to query incoming telephone meta d ata did n ot comply with term s o f  the Court's 
br.der. (T3/18TLVv'//ST//OC/�1F) 
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};.. JFBI .Director First Informed of Stellar Wii.nd Program 
(Ul/-FOOG+ . 

Director Mueller told us that his earli�st recollection of the Stellar 
Wind program was a meeting he attended at the White. House with Attorney 
Geiierhl Ashcroft, which. occurred either .aftet the. decision had �ee;rt rrtade to 
ffi()V� fqrwai'c:i with the presidentially authorizt::cl. progran1. or shortly after the 
October 4, 2001;  Authorization was issued. M-ueller told uf:) the meethi.g was 
urn.ore thana formai read"'in" and that Director }{ayden may have attended. 
Mueller said that at or around this time he also briefly revi�wed the 
October 4, 200 1 ,  Preside11tial AuthoriZation, which he characterized as 
"relatively complex." (TS//SI//00/NF) 

Director Mueller f:)aid his impression at the time was that tll.e terms of 
the PresidentialAuthorization might allow for collecting piliely domestic 
telephone and e-mail communications . Mueller said he disc11ssed the 
ma,tter with Ashcroft and asked· whether OLG had issued an opinion on the. 
program. . Mueller said that he recalled being told tha,t OLC t:riight have 
opined

. 
orally . on the program and Mueller . said he S\lggested to Ashcroft that 

OLC issue a formal written opinion . Mueller told us that he did rtot think 
the: NSA ever exercised authority under the AL1thorization to collect pureJy 
d t. . . t' · �!f8' '8!fb\Ji11 'S:E ' '88'NF) omes 1c communtca wns . � n � v} J f/ J< 

Mueller stgted that based on the meeting he attended at the White 
House and his brief reView of the October 4, 2001 , Prc::sidential 
Authorization,; he understood the FBI�s role in the Stellar Wind program was 
to be a "red pierit'' of intelligence generated by the NSA, and to proVide arty 
technical support to the NSA as necessary to support the program. 
(TS ' 'SI 1 1NF) 

. .  .J 1 . n 

B. 
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Attor;ney General form9Jly · directing the FBI to s1;1pport the NSA progrrun. 
Mueller �aid that he a1sci requested the order because he wanted a "record 

• • �-· '1 (':PS ' 'Srf::t'r r '81: ' 188 ;NF} a� to our part1Clpa.:wn. · <7]. r sw/ I I  1 • 1 

In r�sponse 1 on October 20, 200 11 Attorney General Ashcroft sent a 
memorandu,m to Director Mueller stating: 

As part of the Nation's self defense activities, the National 
Security Agency (NSA) is engaged in certain additional collectiot1 
activities, the .details of which you are aware . Those activities 
are legal and have been appropriately authorized, ahd the 
Federal Bureau of Investigation should coop�rate With NSA as 
necessary for it to conduct those activities .  ff:S/ /SI/ (Nfi} 

According to Mueller, the combination of this memorandum from the 
A.ttorh�y Geneta1 ;:u'ld the Novemper 2, 200 1 ,  memoran.dum prepared l>y the 
Department's Office of Legal Counsel regarding the legality of Stellar Wind 
gi;tve hiln co.rrtfdrt at that time with the FBI's participation in the program; 
(T8 1- '81 I "NF) . 
. · . . rr . J./ .. . .  · 

also · · us that the House U.1.1LvLc::u<:> 
responsible for S tellar Wind, who he identified as the Vice President and 
Addington, were "amateurs" when it came to intelligence work. Bowman 

13tated that one of the potential consequences of severely limiting the 
number of individuals read into a program is that uncleared personnel who 
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occupy position,s placing them in close proximitY to program-related 
activities might con�tnie>certain actions as questionable or illegal and 
report that activity, there by potentially compromising the activities.  
Bowman said that this is what occm�red With E)tellaf Wirid. For this reason 
ar:td ·others,; Bowman did not agree with the decisio11; to so severely limit 
access to the program. (T8//8TVN//SI//OC/NF) 

c. FBI Begins to Receive and Disseminate Stellar Wind 
"Tippers" --{$//Nlii 

In the immediate aftermath of the September 1 1  terrorist attacks, the 
Fl3I had created a task force of agents and analysts tC> analyze the flood of 
telephone numbers it received from multiple sources, including agencies 
within the U.S.  tntelligence Community,. fottiign ihtelligence<se:tv'ices; and 
concerned c;itiz;ens . The task force, called the Telephone Analysis Unit 
{TAU) 1 Was located at FBI Headquarters and consisted of approxirrtately 50 
F13I employees working on shift rotatiqi1;s 24 hours per day, 6 days per 
week. The operation was supervised by FBI supervisors working . out of the 
FBI's Strategic Information and Operations Center. As describect below, 
personnelassigned to this task force Were runong the fi.'rst at the FBI to 
handle Stellar Wind-dei'ived infotrnat1on; (T8//8TL\lf/ /SI/ /OG/NF) 

1. FBI initiates fS//NF) bl ,  b3, b7E 

In October or N · · · · analysts were assigned to 
what carne to be called the which was the FBFs effort 
to manage the Stellar Wind-d .· . :information being received from the 
NSA. The information, referred to as Stellar Wind "tippers/1 consisted of 
telephone numbers and e-mail accounts derived from NSA meta data 
analysis, and sometimes content intercepted from particular hone and 
e-mail communications. The essential purpose of the 
was to receive Stellar Wind tippers from the NSA and ........ �,.., .................. "'" 
information to FBI field offices for investigation in a manner that did not 
reveal the source of the information or the methods by which it was 
collected. (T8/ /STLW//81/ fOCfNF) 

Working alternating shifts in the FBI's Strategic Information and 
Operations Center, two FBI analysts were primarily responsible for 
managing Stellar Wind tippers in the initial months of the program. These 
anaJysts told the OIG that until December 200 1 , the SteUar Wind tippers 
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consisted nearly exclusively of telephone numbers. According to the 
analysts, the process for ha,ndling Stella;r Wind tippers began when the NSA 
liaison co� located at FBI Headquarters provided one of the analysts the 
iriformation below the tear line from a Stellar Wind report cortta.irting .one or 
mqre tippeJ:"S . The analyst then queried FBLdatabases for any ipforrn.ation 
about each tipper, such as whether the tipper appeared in any pending or 
closed FBI alyst also ql.leried the tipper against the 
FBI tabase, which is the FBI's central repository 
fo:r sub acquired during the cm..1rse of investigations. · 
In addition, the analyst checked each tipper against public source · 

databases for relevant information, such as the identity of a telephone 
b b ·b · fPS ' 'Srb .. TT ' 1SI ' '  eg 1NF) num er su sen er. n ><v n r  r 1 �  

After completing these databp_se checks, the anp_lyst drafted an 
Electronic Communication, or EC, from. FBI Headquarters to the 
appropriate FJ3I field office . The EC described the tearline inforh;iatioJ:l 
about the tipper contained in the Stellar Wind report together with any 
additional information the analyst was able to locate, 
(TS I ' STVF I 'SI I 'OC 1NF) · . · 1 1  wn n r · 

ECs disseminated to field offiCes included 
several fea.tutes cohcerrnng nature of the information and how it could 
be used. First, the ECs advised the field offices that the information beipg 
provided was "derived from an and. that it 
was "being addressed by the TAU as the (S//NF') 

Second, the ECs included a caveat abo.ut the us� of the informa,.tion 
being provided, stating that the informc:t;tion "is fqr lea,d pUrposes only and is 
intended solely for the background information of recipients in developing 
their own. collateral leads. It cannot be used in affidavits; court proceedings, 
subpoenas) or for other legal or judicicll purposes ." The FBI said this 
lap_gua.ge was included in each EC to protect the source of the information 
and the methods by which it  was collected. (S/ /NF) 

� --�-- - - -

- - - - - -

- - -
-�-- - --��----=---=-----=--�-=---"'==-=----=-- -=- =--- �-- -__ � --=-- � -=-- - �-� 

- - � -

- - - ---_ �- � = 
- -

� -::---=.-=--.::= -__ 
=- -

- - : -� - -= _ _ - - - � - ----=- -� � -=-- -=---=-�-_ =- -= - -- -= �-- =-- �-- --- -
(Cont'd. )  
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Fourth, the ECs .instructed the field . offices how the tippers should be 
addressed. These ii1sttuctions were provided as "leacls," for which the FBT 
had three categories: Action1 Discretionary, and Fbt Information. An Action 
lead instructed. a field office to take a particular action in response. to the 
EC. An Action lead was "covered" when the field office took the specified 
action or conducted appropriate investigation to address the information in 
the EC. A Discretionary lead allowed the field office to tqke whatever action 
:i,t deeined appropriate. A field office that receives a ''For 1nformation" lead 
was not expected tb take. an.y specific action·in response to the EC other 
than possibly l'oute the communication to the office personnel whose 
investigations or duties the information concerned. (S/ /NF) 

Mter the FBI analyst completed this process and drafted the EC, an 
FBI Supervisory Special Agent read into the Stellar Wind program reviewed 
the EC, in part to ensure that it did not reveal the source of the information 
or the method by which the information was obtained. Once approved, the 
analyst entered the EC into the FBI's Automated Case Management System 
and the te,ceivihg field .offices were notified electroniCally to review the 
communication, (TS / /SI/ / NF) 

bl ,  b3, 
EC typic�Uy contained multiple tippers and b7E 

therefore was to · ·· · · le field offices. The receiving field offices 
were respop.si"ble for handling the leads that concerned tippers falling in 
their respective geographic jurisdictions. (8/ / NF) · 

office to rt!port the 
(T81 'SI 1 1NF) f1 I I  

that disseminated Stellar Wind 
As noted, during this period the 

results to the Telephone Analysis Unit. 

The two analysts told us that the focus of their 
work in the first m September 1 1  attacks was to detect what 
many believed was an imminent second attack. During this period ,  nearly 
all of the Stellar Wind tippers the FBI received were disseminated to a field 
office for investigation as quickly as possible. (S/ /NF) 

In addition to tippers containing the content of intercepted telephone 
and e-mail communications (content tippers) , in approximately December 
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2001 the NSA began providing the FBI tippers d�rived fmm the NSNs e"mEiil 
meta data analysis (e-inail tippers). .  These .e"'inail tippers initially were 
routed to the same two analysts who were managing the telephon,e tippers. 
The analysts told us that the e-,mail tippers were processed artd 
disseminated in the same rnanner as the telephone tippers. Content 
tippers, which according to the analysts were received very infrequently. · 

duripg this ec:trly period , generally were also diss¢rninated by EC to th<;: 
appropriate field offices, but' little if arty rese:;J.I'ch :regarding thv inforrnatipn 
was CopqUC:ted. The analysts said theY c6n.sideted the ctmtt::nt tippers 
particularly time-sensitive and for 'that reason occasionally transmitted the 
ECs directly to the appropriate field.offites or called the offices to advise that 
the information was being loaded into the FBI's Automated Case 
Management System. In 2002 , responsl.bilily for e-inailtippers was 
reassigned to the Electronic Comm1,.mications Analysis Unit. 
(TS I IS�\tT I 'SI I 'OC/N.Ji') n �v:r1 r · I I · . · 

February 20021 one of the two FBI analysts left 
after being selected for a management position in_ a different 

· 

section within the FBI's Counterterrorism Division.� The 
remaining for managing the Stellar Wind 
tippers under situc:ttion that continued for 
approximately the mo The analyst told us. that while her work 
hours du,ril}g this period were "ridi¢ulm.�s/; s:he did r1ot feel there was any 
pressure tb add analysts to the project because 1'the· process was working 
well.'; fFS//81//NF) 

. 

early 2002, FBI management instructed the lone 
anEtiyst to conduct some of her work while · 

Headquarters Q,.t Fort Meade, Maryland. This created an unusual 
a:rrangemep.t for the analyst. The analyst contin;Ued to receive the NSA's 
daily Stellar Wind reports at FBI Headquarters, artd she. would then drive to 
the NSA with the reports to draft the ECs (the analyst had remote access to 
FBI databases from an NSA workstation) . The analyst told us that 
interaction with NSA counterparts during these daily visits was minimal. 
After the ECs were drafted1 the analyst returned to FBI Headquarters to 
obtain approval to disseminate the communications to the FBI's field offices. 
The analyst's impression was that FBI management created this unusual 
arrangement "for show" and that its purpose was to establish an FBI 
''presence" at the NSA in connection with Stellar Wind.  
(TS1 1STLW 1 ' SP 'OC 'l:'JF) rr , ,  r 1 r . 1 

The analyst continued working on Stellar Wind ma,tters until 
approximately February 2003,  when a small team of FBI personnel were 
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assigned permanently to the NSA to manage the FBI's participation in the 
Ste.Ila1· Wind program.74 (S//NF) 

2. FBI Field Offices' Response 
Leads -{S//Mlf) 

According tq the two for managing Stellar 
Wind information under the . approximately 

bl, b3, b7E 

October 2001 to February 20 · some agents m FBLfield offices grew bl, b3, b7E 
frustrated . . the. 

. 
were receiving under the program. 

BecaUse the ECs that disseminated the tippers to the 
field offices a.s tnost them as Action leads, this required that the 
leads be covered expeditiously. (S/ fNF} 

Under ordinary operating procedures, investigative leads for 
international terrorism matters are set by FBI lieadquarters' International 
Terrorism Operations Section. In addition, the ECs assigning international 
terrodsmle:ad$ typically identified a :;3upervisory Spe:cial Age:pt within ITOS 
as the point-of-contact for any questions field offices might have. Because 
the Stellar Wind program was so · , theleads sent 
during this early perioc]_ by not coordip.a,ted 
withiTOS1 and the FBI Headquarters in the ECs 
fat ;:my questions generally was one of the analysts .. 
(S//NFJ 

According to one of the 
responsible for coveripg the 

alysts, agents 
J.VCI.U.� v.\:n.J:.LfJ.J.<A.:J.J.J.V�·· . .. that the lack of 
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r�ceiv�d calls .from agents requesting additional information about the 
source of th� intelligence provided· in. the ECs to help the agei1ts decide 
whether there was sufficient predication to open an investigation on the 
telephone number or to issue a natl.onaJ security letter fot subscriber 
information. f(fS/ fSI/ /NF) 

The analyst stated that in rec;ponse to these calls he could only 
reiterate to th� agents that the information wasp:rovided by a reliable, 
sensitive source. The analyst said. this situation. produced a "dichoto:t:ni' 
with the tippers. On the one hand, there was a demand in the International 
Terrorism Operations s fot the telephone numbers 
because of their prion apd the prevailing concern 
that there would be a second the other hand, the limited 
and vague information contained in caused 
some confusion and frustration among agents lead. 
(S//NF) 

Agents also cotr).plained that mruiy tippers were. 
FBI from past or pending investigations and that · 

((circular reporting."76 HoWever, according to one 
�nalyst,this generally did not occur. The analyst exp.�:·c uav.•...t 

an . 1n the field assigned to cover a lead on a telephone number 
did. not know the NSA was the source of the. intelligence. ConseqEtently, 
when the agent that 1:he number was identical to a number the 
agent or vvas aware of, it appeared to the agent 
that · simply had identified a. previously known 
number, ·· · sOme additional research that the field office likely had 
already done, and disseminated the information back to the field as new 
reporting. Because the artalysts could ofthe 
intellig¢nce, the agent did not realize the reporting in 
fact reflected a. new foreign connection to telephone number. 
(TS/ /STDN/ / SI/ /OC/NF) 

Another frustration voiced by agents to 
analysts was that leads disseminated under the project that were 
designated "Action leads" frequ�ntly did not yield significant investigative 

76 For example , circular reporting might have occurred when the FBI passed a 
Stellar Wind�derived telephone number or e-mail address to another agency within the U.S. 
Intelllgence Community, that agency in turn requested the NSA to analyze the information, 
and the NSA subsequently disseminated the results back to the FBI in a Stellar Wind 
report. fFS//STL"i"lf/SI/fOC/NF) 

68 
-!JPOJP> SJSCJRE'lP/ /S'lPlL'"&h'j /HCS/Slf/ /ORCON/NOHfORN 

bl, b3, 
b7E 

bl, b3, 
b7E 

bl, b3, 
b7E 



TOP ··SE<eR:ET' 1STIAP,l' ':HCS 'SI I 'eR<SOJN jNOFORN . . ... . . 1.1 . . .. . ... n . . . . J .. n . .. . ... r . · · · 

IJV.LLU'-''-'- to this frustration by implementing 
desc;ribed earlier to provide the ag�::nts some 

�;u.<<.:tc>-u ... ,'-' on prioritizing . · tippers. In addition, the FBI analysts. to1d us 
t1J.at they be:carne more adept at te at their 
game" by eliminating low value rom being 
disseminated to field offices. According to FBI documents, the 
so11ght a:dditiqnal information from the NSA about tippers 
before the FBI disseminated these tippers to the field for nves1jg<lti()h. 
'T_· £ r ISTL�U I lSI I 'ee IMP\ 
�+.arre-rr:n• TT IJ I . I niT/ 

3. FBI's Efforts to Track Stellar Wind · .  
Executive Management on Status 
Leads (S/ /Nf} 

Typically,. FBl ECs originate from a specific investigative or 
administrative case file number. A file number is also required for an EC to 
beloa:ded into the FBI's AUtomated Case Management System and to enable 
the sending office tq assign. a lead tp the receiving office. 

��· ..... 
· did not initially open an investigative file for the 

that disseminated Stellar Wind tippers to field offices;. Ohe of 
the analysts assigned to the project told the OIG that he w'as 
fathiliar with a telephone an;:�.lysis project in the FBl's drug program arid 
that as a result he decided to issue the first Stellar Wind-related EC from 
that drug investigative file. This confused some field offices receiving the 
earliest ECs because counterterrorism leads were being disseminated under 

d
. ; 

t' 
. • 

f'l b (ms 1 l·s'IIbHT 1 ' 8! I 1@f-, /1\TD) a rug 111Ves 1gat10n 1 e num er. r n r vv 71 n cptq 

In mid-October 2001, the FBI created a subfile under the FBI's 
investigation ofthe September 11 terrorist attacks to disseminate Stellar · · 

tion. The FBI used this subfile, referred to as 
until September 2002, when a more 

disseminating Stellar Wind information, called created. 77 
(TS I 'S+PU I 1SI I 'OC '�¢F) IT "'Tf TT I 

The. analysts also told us that they created a 
database to attempt to e status of leads disseminated to the field 
offices. The database identified each tipper by field office and the status of 
the lead that was assigned. One analyst stated that the response rate from 

77 We describe this more formal program in Chapter Six of this report. (U) 
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field offices was uneven eluting these early months, apcl their supervisors 
instructed the analysts at one the head of each field offiqe 
to determine the statUs of the leads for which each office was 
responsible. (8 1 1NF} . . . . I I 

analysts used the database they created to 
produce status reports FBI officials who were read into the Stellar 
Wind program. These reports.provided stati,stics regarding the quantity and 

,.,..,..,,,.,..,,."'ted tippers, as well as brief synopses of the status qf 
the leads. The Stellar Wind program was viewed as an 
emergency response to the September 11 attacks and these status reports 
were intended to provide FBI executives information about how the program 
was contributing to the FBI's counterterrorism efforts. (TS//Slj'/NF) 

IV. Justice Department Ontce of Intelligence Poli�y and. Review's 
(PIPR) and FISA Court's Eariy Role in Stellar Wind 
(T$//STLVIt//SI//OC/NFt 
When the Ptesident signed the first Authorization for the program ori 

October 4, 2001, only two Department officials outside the FBI were read 
into the Slell� Wind program: Attorney General John Ashcroft, who 
ct;rtified the ALJ.thorization as to form and legality; and John Yoo1 the Deputy 
Assistant Attotney General in the Office of Legal Counsel responsible for 
advising the f\ttomey General on the matter and for drafting the 
Department's f:trst memorandum o�n the legality of the program.7B The 
Department's Off:tce of Intelligence Policy and Review (OIPR), despite its 
expertise in FISA matters, was not asked to consider how FISA might affect 
the program's legality or implementation, nor was OIPR asked to consider 
how the program might affect the Department's FISA operations. 
(TS ''SIONF) 

In this section, we provide an overview of OIPR, how James Baker, the 
head of OIPR, inadvertently came to learn about Stellar Wind soon after it 
was initiated, and the subsequent role that OIPR played in the program's 
operation. We also describe the circumstances surrounding the decision to 
have the FISA Court Presiding Judge and his successor read into the Stellar 
Wind program, and the Court's response to the program. 
(TS I ISTLWI ISif IQC 1NF) I I r I · I I I 

78 Levin told us that he did not believe Yoo was read into Stellar Wind before the 
October 41 2001, Presidential Authorization was signed, and we were not able to determine 
precisely when YcJO's read-in occurred. However, Yoo's November 2, .2001, memorandum 
analyzes the legality of the October 4, 2001, Authorization and the draft of the November 2, 
2061, Authoi'ization. Thus, it appears that Yoo was read into the program not later thar1 
November 2, 2001. fTS;'/STL\VjfSI/100/NF) 
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A. Overview of OIJ?R (U) 

At the time of the implementation of the Stellar Wind program, OIPR 
was responsible for adVising the Attorney General on matters relating to the 
national security activities of the United States. 79 Created shortly after 
enactment of the Foreign Intelligence Surveillance Act of 1978, OIPR 
revl.ewed executive orders, directives, and procc::dures relating to the 
intelligence community, and approved certain intelligence-gathering 
activities� OIPR also provided formal and informal legal advice to the 
Attorney General and U.S. intelligence agencies regardipg questions of law 
ahd procedure relatingto U.S. intelligence activities. In addition, OIPR 

advised the Attorney General and agencies such as the CIA, FBI, and 
Defense and State Departments concerning questions oflaw relating to U.S. 
national security activities and the legality of domestic and overseas 
intelligence operations. (U //FOU@) 

OIPR also represented the United States before the FISA Court, OIPR 
was responsible for preparing and presenting applications to the FISA Court 
for orders authorizing electronic surveillance and physical searches by U.S. 
intelligence agencies forforeign intelligence purposes in investigations 
involving espionage and international terrorism. When evidence obtained 
under FISA was proposed to be used in criminal proceedings, OIPR sought 
the necessary authorization from the Attomey General, and .in coordination 
with the Criminal Division and U.S. Attorney's Office prepared the motions 
and briefs required by the federal court whenever surveillance under FISA 
was challenged. (U) 

The head of OIPR was referred to as the Counsel for Intelligence Policy 
and was supported by two Deputy Counsel and a staff of attorneys, 
paralegals, and administrative professionals. James Baker served as the 
Counsel for OIPR from May 2001 to January 2007.so (U) 

B. OIPR Counsel JLea:rns of Stellar Wind Program (U I /'FOUO) 

Baker told us that while standing outside the Department one evening 
several weeks after the September 11 attacks, he was approached by an FBI 
colleague who said, "There is something spooky going on," that it appeared 

79 In September 2006, the Justice Department moved OIPR into the newly created 
National Security Division (NSD) . In April 2008, NSD modified OIPR's structure and name. 
The new organization is called the Office of li1telligence and includes operations, oversight, 
and litigation sections. For purposes of this report we use the term OIPR to reflect the time 
period our review encompasses. (U) 

so Baker served as Acting Coun sel for OIPR from May 200 1 to January. 2002, and 
as Counsel from February 2002 until January 2007. Baker officia1ly resigned from the 
Justice Department in October 2007. (U) 
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foreign-to�domestic collection was being conducted without a FISA order, 
a11d that some FBI personnel "were getting nervous." The FBI colleague 
a:=;;ked Baker whether he knew anything about the activity, and Baker · · d. •· ·d th t h d'd t f:PS 1 'S!fbm 1 1St 1 1 88 'NF} respon, e · a· e · 1 no • /J �vv 7 1 11 r 

Baker said that while reviewing a FISA application several weeks a.fter 
this conversation;. a particular passage regarding international 
communications ''leapt out at" him. Accbrdin.g to Baker,. the passage 
contained "strange, unattributed language'' and. information that was "not 
attributed in the usual way.'' Baker told the OIG that the information 
concerned connections between telephone numbers, but he could not recall 
if the information simply identified a link between individuals or also 
included the content of communications. (TS//SI//NF) 

Baker asked the OlPR attorney responsible for the application about 
the information in the passage, and the attorney responded thatnob0dy at 
the FBI would disclose where the information had come from, only that it 
was part of a «special collection." Baker therefore contacted .the :FBI about 
the application. Unable to obtain any answers to his questions, Baker 
infonned the FBI that he wo.uld not allow the application to be filed with the 
FISA Cc:mrt. Baker said that, to the best of his recollection, he did not 
believe the application was filed with the Court. (1?8//SI/ /NF) 

Soon thereafter, Baker spoke with Daniel Levin, who at that time wa.:s 
serving as both Counselor to the Attorney General and Chief of Staff to the 
FBI Director. Levin told Baker that approval from the White House wa,s 
needed before he could tell Baker about the special collection. Levin told us 
that he successfully pressed the White House for Baker to be read into 
Stellar' Wind, Baker stated that David Addington, counselor to Vice 
President Cheney, was the individual who approved his clearance into the · f.PS' 'S!fbm ''SI' 'ee 'NF) program. � 1 1 vv 1 1 1  1 r  

According to NSA records, Baker was read into Stellar Wind in 
January 2002.81 He said his read in essentially consisted of Levin providing 
him a short briefing and a copy ofYoo's November 2, 2001, memorandum 
regarding the legality of the program. Baker told us that his initial reaction 
was that the program, and Yoo's memorandum, were flawed legally. Baker 
said he did not consider himself a constitutional law scholar, but was 

at Baker told us that he initially was read into the program in December 2001 by 
Levin. Baker said he later received a more formal briefing on the program at the NSA, 
where he was allowed to read the Presidential Authorizatio11s and discuss the program with 
NSA attorneys. This formal briefing appears to be the event that the NSA considers Baker's 
official read-in, which according to NSA records occurred on January 11, 2002. We used 
this date for purposes of caJculating the number of Justice Department employees read into 
the program. (U I /-rretfe) 
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neverthele.ss surprised that while Stellar Wind was in his view "overriding a 
criminal· statute'; on the basis of the PresidenVs power as Conirnander in 
Chief, Yoo's memorandum did not even cite an important U,S. S-upreme 
Cou,rt opinion on presidential authority during wartime , Youir.gstown Sheet 
& Tube Co. Baker said he believed that it is important to exercise some 
"humility'' when dealing with national sec1..rrity matters because ofthe 
complexity and importance of the issues, and. he therefore reserved final 
Jq_dgment on the memorandum until he researched the legal issues further. 
Yet, Baker said his initial opinion that the memorandum was fla\ved legally 
did not change over time. ((fSf/STLW//81//0C/NF) 

We asked Baker whether at the time he thought the collection· 
authorized under Stellar Wind could have been accomplished under FISA. 
Baker said that his thinking on this issue has evolved over tin1e, but that he 
staunchly believed that "FISA works in wartime." He stated that although it 
is difficult to do, FISA can be made to work under the circumstances that 
existed. following the September 11 attacks, but that it also was easy to 
"make FISA not work" under these Circumstances. 
(1'8 1 'STUn 1 'SI 1 1 00 1NF) ·· ){ W{f·· J[ I 

Baker cited a lack of resources as the primary impediment to using 
the FISA process, rather than Stellar Wind, to collect foreign intelligence 
following the September 11 attacks. Baker said that he did not believe. 
OlPR, as staffed in October 2001, had sufficient resources to process the 
volume of telephone numbers the NSA was tasking for content collection 
under .Stellar Wind at that time. However, Baker explained that in his view 
FISA is "scalable" and that to some degree the statute's utility is limited by 
the resources allocated to 01PR82 (T8//8TLVlf/8I//OC/NF) 

Baker also 9bserved that to bring Stellar Wind's content and meta 
data collections fully under FISA authority would have required a different 
approach to the statute . Baker said that developing such an approach 
would have been possible only by convening a working group to examine 
constitutional and practical issues. Baker, one of only three people in the 
Justice Department read into Stellar Wind as of January 2002, said he did 
not have the ability or the authority to do this himself. 83 Bal(er stated that 
his belief in this approach ·Was informed by his own experience with and 
participation in a small, informal group composed of U.S. Intelligence 
Community officials that had worked periodically since shortly before the 

82 Baker also observed that OlPR could have been staffed with detailees from the 
Department of Defense and other components within the Justice Department. (U) 

83 Baker also said that he did not have the legal resources within OIPR to 
"challenge'' Yoo's November 2, 2001, legal analysis of the Stellar Wind program, although 
he believed it was flawed. ('FS//S'PLWflSI/fOCfNF) 
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Septetn.ber 11 te;rrorist attacks to develop. solutions to various foreign 
intelligence collection issues.S4 f(l?S//SThl¥//SI//OC/NF) 

lC. FMSA Co\i.n.Jr\1: js linlfoll'mteo! of Sli:®]]aur Wnlll\tdl. (TB/!SK//NFl 

Baker told the OIG that sometime in the December 2001 to January 
2002 time period he concluded, ba,sed on his awareness that infotmation 
derived fnJ:rh Stellar Wind had, been used to support at least one request for 
a FISA applicatiori1 that the FISA Court also needed to be made aware of the 
Stellat Wind program. Bal<.:er said that the Departmenes counterterroris1n 
efforts rely on good relations with the FISA Court and that candor and 
transparency ar.e critical components of that relationship. According to 
Baker� OIPR. had a policy of full disClosure with the Court that he said 
served the Dep::u:tment well when problematic issues arose. Baker also 
attributed the Department)s record of success with FISA applications and 
the irripi·aved coordination between i11telligence agents a,nd prosecutors to 
the sh:ong relationship that the Department had built with the Court. 
Baker believed it would be detrimental to this relationship if the Court 
learned later that information from Stella.T Wind was included in FISA 
applications without notice to the Court. (TS/ /STV:Vl/ SI/ f OC/ NF) 

Baker said he raised the issue of the FISA Court not being informed 
a1Jout Stellar Wind with Levin, who first responded by suggesting that the 
Attorney General order Baker not to disclose the program to the Court while 
the issue was being considered. Baker initially agreed to this approach and 
drafted a memorandum from Ashcroft to Baker to this effect. He said that 
Levin edited the document and presented it to Ashcroft, who signed it. The 
memorandu,m, dated January 17, 2002, stated that Ashcroft understood 
FISA Court applications would include information obtained or derived from 
Stellar Wind, and that these applications would seek authorizations to 
conduct surveillance of targets already subject to surveillance under Stellar 
Wind. Ashcroft's memorandum also stated that he was considering Baket;s 
recommendation that the Department brief the FISA Court on the program. 
The memorandum stated furfuer: 

In the interim, I am directing you to file applications with the 
Foreign Intelligence Surveillance Court without informing the 
court of the existence of the Stellar Wind program or any aspect 
thereof. I am also directing you not to brief any other 

84 This type of collaborative effort ultimately developed the legal theories used to 
transition.Stella:r Wind's collection activities to FlSA authority. However, as we discuss ih 
Chapter Five, while the transition was successful with respect to bulk meta data colleQtion, 
the legal theory to transition Stellar Wind's content collection, while initially approved by 
one FISA Court judge, subsequently was rejected by a second judge. 
(TS' 'STL'" I 'SI I 'OC 'NF) () W(( (( I 
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indiviciuais in the Department of Justice, including the FBI, 
tegatdin.g Stellar Wind without my prior authorization; 
f.PS I I S!f!;V? I I SI' I g G I W¥!) � 1 1 � Yf r 1 1 . �� · � 

Levin told us that he, as well as Ashcroft, soon came to agree with 
Baker that the FISA Court should be made aware of the program. Levin 
said he told Ashcroft d,uring this time that Bakel:" had don<; a ''remaxkable 
job" building a relationship with the FISA Coutt thai: greatly benefited the 
Department's .counterintelligence artd counterterrorism efforts. Levin said 
he advised AshGroft, ''We should do what Baker thinks is righL" Accqrding 
to Levin, Ashcroft agreed. (T8//8TLYN//SI//OC/NF) 

. 

Levin said that he informed Gonzales and Addfugton at so.me point of 
Baker's position that the FISA Court .should be made aware of Stellar Wind, 
but said they initially rejected the idea of reading any judges into the 
program. Levin stated that he continued to press the issue without success. 
(TS' 'ST�'T I 'SI I IQC 'NF} . . j[ . 4111 II I 

However, the issue came to a head on a, weekend in. January 2002 
when Baker reviewed a second FISA application that contained the ''strange, 
UTJ.attributed language" Baker understood to indicate that the in,fbrmation 
ref�renced was obt::tined from. the Stellar Wind program. This seco.nd FISA 
application soUght 

· · 

electronic. 

be the firstapplicahon authority to . this particular 
subject's telephone communications, Baker recognized that the NSA had 
already engaged in some level of electronic stitveillance i11 the United States 
ofa domestic telephone number without a FISA order. 
(TS f 'STLW ' 'SI I IQC 'NF) Tl n rr I I I 

Although Bal\:.er viewed the memorandum from Ashcroft directing him 
not to inform the FISA Court about Stellar Wind as "cover" for him not to 
inform the FISA Court about Stellar Wind, he remained uncomfortable 
about filing an application that contained Stellar Wind information without 
informing the FISA Court. Baker therefore approached the Chief of the 
Justice Department's Professional Responsibility Advisory Office (PRAO) to 
di$cuss his ethical responsibilities to the FISA Court under circumstances 
where a FISA application contains certain information that is material to the 
Court's decision, but Baker was not authq_rized to disclose the source of the 
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information.ss Baker stated that the P:RAO Chief told him that he had an 
affirmative duty of candor to the Court, and that this duty of candor wa:s 
heightened due to the ex parte natute of the FISA proceedings.86 Baker 
concurred with this guidrui.Ce, which Baker felt also was compelled by his 
position as a federal officer and officer of the Court. Baker said he therefore 
concluded, and informed Levin, that he would not sign the pending 
application or present to it to the .FISA Court, nor would he allow any OlPR 
attorney do so. According to Baker, Levin spoke to David Addington .about 
the situation, but Addington neve1.•theless declared that the Court would not 
b d · t · h (T8' 'S'ft'U' 'S!' 'ee 'NF) e rea 1n o t e program. ; f �� vv r f 1 1 1 · 

According to Baker, the White House, the Attorney GeneraL and Levin. 
then decided that Levin, rather than Baker, would sign fhe FISA application 
artd present it to Judge Claude M. Hilton, the FISA Courtj11dge responsible 
for hearing FISA matters·that weekend.B7 Baker told us that he notified 
J·udge Hilton in advance that the application was being, handled in this 
manner. Levin said he brought the application to Judge Hilton's residence 
and explained th.at he, in.stead of the OIPR Counsel, was presenting the cas.e 
be�al:l.se it involved a "special classified program." Levin told us that Judge 
Hilton approved the application without asking any questions. According to 
Levin, wlJ.en he later told Addington how the matter was resolved, and that 
he agreed with Bal(er's position that the Court should be briefed into the 
program, Addington responded that Baker should be fired for 
insubordinati_on for not signing the application. (T8/ /STL\V/ /81// OG/NF) 

According to Baker, a consensus formed after this episode among the 
Attorney General, the FBI, artd the White House that future FISA matters 
<;:auld not be handled in the same fashion , particularly in view of the 
anticipated increase in FISA applications resulting from the intelligence 
collected and disseminated under Stellar Wind.B8 Bal:cer said that the 

ss The Professiona:l Responsibility Advisory Office provides advice to Department 
attorneys with respect to professional responsibility issues. (U) 

B6 Baker cited Rule 3.3 of the American Bar Association's Model Rules of 
Professional Conduct as the specific rule implicated by the situation. That rule provides, in 
relevant part, that "in an ex parte proceeding, a lawyer shall info 1m the tribunal of all 
material facts known to the lawyer which will enable the tribunal to make an informed 
decision, whether or not the facts are adverse." Baker stated that he also consulted with 
two officials from the Office of the Deputy Attorney General on the matter and that they 
provided the same advice as PRAO. (U) 

S7 Director Mueller and Attorney General Ashcroft already had signed the 
application. (U) 

as We asked Baker whether he thought the FBI's restrictions on the use ofStellar 
Wind-derived leads disseminated to field offices, as described above, were sufficient to 
guard against including Stellar Wind information in FISA applications. BFtker stated that 
his experience with FBI record-keeping practices did not give him a high degree of 

(Cont'd.) 
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decision was therefore made to brief the FISA Court's Presiding Judge, 
R·oy· ce Lam· · ·b. e· rth sg (T81 ' 8TLm ' tsr ' ' OC INF) • · I I · y, I I I I  I · . 

Judge Lari1berth was read into Stellar Wind on January 3 1 ,  2002. 
The briefing was conducted in the Attorney General's office at the 
Department, and was attended by Ashcroft, Hayden, Mueller, Levin, Yoo, 
and, Baker. According to a memorandum of talking points prepared for the 
briefing, Ashcroft provided Judge. Lamberth a, brief summary of the 
program's creation, explaining that the President had a1;1thorized a sensitive 
collection technique in response to the September 11 attacks in order to 
obtain foreign intelligence information necessary to protect the United 
States from future attacks and acts of international terrorism. Ashcroft said 
the NSA, at the instruction of the Secretary of Defense, implemented the 
collection, which was code named Stellar Wind. (T8//8TV.'l//SI//OC/NF) 

According to the talking points, Ashcroft also discussed the factors 
the President considered in determining that an "extraordinary emergency 
exists,; to support electronic surveillance without a warrant. The factors 
cited to Judge Lamberth paralleled those contained in the Presidential 
Authorizations, including "the magnitude and probability of death froin 
terrorist attacks, the need to detect and prevent such attacks with secrecy, 
the possible intrusion into the ,privacy of American citizens, the absence of.a 
more 1'1arrowly�tailored means to obtain the information, and. the 
reasonableness of such intrusion in light of the magnitude of the potential 
threat of such terrorist acts and the probability of their occurrence." 
(T8 ' 'STVlr ' ' SI I 'OC 'NF) I I  '�'� II  TT I 

According to the talking points, Ashcroft stated that he determined, 
based upon the advice of the Office of Legal Counsel, that the President's 
actions were lawful under the Constitution. Levin told us that Ashcroft 
emphasized to Judge Lamberth that the FISA Court was not being asked to 
approve the program. (TS//STLW//SI//00/NF) 

Following Ashcroft's summruy, the briefing continued in three parts . 
First, Hayden described how the program worked operationally. Second, 
Yoo discussed legal aspects of the program. Third, Baker discussed a 

confidence that such separation could be consistently maintained. In addition, Baker 
believed that the nature of FBI international terrorism investigations would make it difficult 
to track Stellar Wind-derived information. According the FBI OGC, Baker did not share 
with the FBI his concerns about whether its record-keeping practices would keep Stellar 
Wind information from being u sed in FISA applications. ('1'8//STD.V//SI//OC/Nlf) 

1!9 The Presiding Judge for the FISA Court is appointed to a 7-year term by the Chief 
Justice of the Supreme Court of the United States. Judge Lamberth was appointed as 
Presiding Judge in 1 9 9 5 .  (U) 
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proposal for handling FlSA applications that contained program-derived 
inforrnation.  (TS/ /STV.V//SI/ /OC/NF) 

Levin told us that when the briefing concluded, Lamberth 
acknowledged he was not being asked to approve the program qnd 
expressed his appreciation for being read in. According to Baker, Lamberth 
also remarked, "Well, .it all depends on whether you can get five vote� on the 
Supreme Court, but Fm comfortable with it." For the next 4 tnonths, until 
the end of his term in May 2002, Judge Lambei'th was the only FISA Co11rt 
judge read into Stellar Wind. (TS//STUll//SI//00/NF) 

D. OIPR Xmplements "Scrubbing" Procedures foll: Stellar Wind 
In:fo:tmation in International Tenodsm FISA Applicat:iiol!lls 
(TS ' 1STLvr· ' 'SI ' ·oc 'NF) • I I · vfl I f  I 

Following Judge Lamberth's read-in to the Stellar Wind program, 
Baker implemented procedures in OIPR to address two scenarios in which 
Stellar Wind could affect international terrorism FISA applications.9o First, 
information obtained or derived from Stellar Wind might be included in a 
FlSA application to establish probable cause that the target of the 
application is a foreign power or an agent of a foreign power and that the 
target is using or is about to use a particular "facility'' (a term used in FISA 
generally to refer to a specific telephone number or e-mail address) at which 
the electronic surveillance is directed .  Second, a FISA application might 
tru"get facilities that were also targeted by Stellar Wind, a situation referred 
to as "dtml coverage '' because the targeted communications were collected 
under two separate authorities. Baker's procedures, referred to as 
"scrubbing" procedures, applied to initial FISA applications as well as to 
renewal E\.pplications seeking to continue existing coverage of targets 
(electronic surveillance under FISA generally is .authorized for 90-day 
periods) . (TS/ /STUN// SI/ fOG/ NF) 

Judge Lamberth required that all applications that contained NSA 
information derived from Stellar Wind or that would produce dual coverage 
of a facility be filed with him only. Baker told the DIG that the scrubbing 
process was his idea , with Judge Lamberth's full concurrence, and that it 
had as its core principle OIPR's obligation to inform the Court of all material 
facts contained in a FISA application.  According to Baker, the scrubbing 

90 The procedures implemented by Baker only applied to international terrorism 
FISA applications, not to counterintelligence FISA applications. As Baker later explained in  
a letter to  Judge Lamberth 's successor as  FISA Presiding ,Judge, this limitation was based 
on the understanding that the Stellar Wind program targeted only certain international 
terrorist communications "and there is no reason to believe that the fruits of Stellar Wind 
collection would appear in a counterintelligence FISA application." 
(f3/ /STLVif/ / SI/ /00/ NF) 
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procedures were a means of implementh"lg his ethical duty of candor to the 
Co1Jl•t without disclosing the existence of the Stellar Wind program to 
uncleared attorneys and judges.  Baker also said that Judge Lamberth 
wanted to be informed of applicatio:ns that contained Stellar Wind 
information and of dual covetage situations , and that Judge Lamberth 
believed that the procedures devised by Baket were an appropriate artd 
acceptable means of accomplishing this . According to Baker; the s9rubbing 
process made him a:p.d Judge Lamberth "cornfortabie the Court was being 
tol.d. ·· what it needed to be told."91 (TS' 'STLVl ' 'SI 1 'OG 'NF) . . . ·  . . I T  . . . . fl . . II . I  

We describe below the initial two scrubbing procedures implemented 
by Baker as well as the difficulties they created for the FlSA application 

. · . . (TS 118TVH I 'SI i 10G 'NF) process .  r 1 vr7 1 r 1 1 

1 .  Initial Scrubbing Procedures (TS//SI//NF) 

Each international terrorism FISA application was ccscrubbed" for 
Stellar Wind information and dual coverage before it was filed. However, 
Bal<.er, as the only person in OIPR read into Stellar Wind, was unable to 
explain to his staffwhy the scrubbing was being conducted. With the NSA's 
cooperation, Baker initially scrubbed the applications witholJt any 
assistance from OIPR staff. Baker said the tirrie ahd effort he expended on 
this practice was not sustainable� and within weeks of begim,1ing.the 
scrubbing procequres Baker enlisted the assistance of OIPR1s Acting Deputy 
Counsel .for Intelligeilce Operations, Peggy Skelly-Nolen.. Skelly..,Nolen stated 
to the OIG that Baker told her at that time that he ''needed to tell me 
something that he couldn't tell me," but was able to convey that he needed 
her and the office's assistance to procesE) interrtat.i.onal terrorism FISA 
applications because the supporting declarations contained information that 
required special h8..1:ldling. (TS // STLW/ / SI// OC / NE') 

The scrubbing process , or ccthe program check" as it came to be 
known within OIPR, had two purposes . The flrst purpose was to identify 
draft applications that contained Stellar Wind-derived information in 
support of probable cause to believe that the target of the application was a 
foreign power or an agent of a foreign power and was using or was about to 
use a particular facility. The second purpose was to identify applications 
that targeted facilities that were already actively targeted under the Stellar 
Wind program. fFS//STL\Vf/SI//00/NF) 

9 1  The FBI OGC told us that Baker never disclosed to it that the FISA Court was 
concerned about risks presented by the inclusion of Stellar Wind information in FI[3A 
applications, nor did Baker inform the FBI that OIPR implemented procedures to address 
these concems. FfS//S'fLW//SI//00/NF) 
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To accomplish the first purpose, OIPR attorneys were required to 
identify any ir:i.fotmation in applications attributed to the NSA, even if there 
W13.$ JJ.O suggestion the infotination was derived from a special program. The 
OIPR attorneys provided by e-mail the relevant excerpts from the 
applications to a d�signated OIPR legal assistant, who in turn compiled the 
infqrmation and transmitted it to the NSA by secure e�mail or facsimile. 
Upon receipt; the NSA.conducted a check of the identified information 
against the Stellar Wind reports database, among others, to determine 
whether the information was derived or obtained from the program (as 
distinguished from being obtained by some other NSA signals collection 
activity) . The NSA provided OIPR the results of its search by return e-mail 
or fa,csimile, writing next to each excerpt either '(yes" or uno" to indicate 
whether the information was Stellar Wind-derived. Judge Lamberth did not 
requite that Stellar Wind-derived information be removed ftom FISA 
applications, only that any such applications be filed with him exclusively 
and the Stellar Wind information identified to him orally.92 
(TS 1 1STLJP 1 181 1 'OC 1NF) T1 · .rrr I I I 

The second purpose of the scrub - to identify dual collection 
applications - followed similar steps. On approximately a weekly basis, a..n 
OIPR legal assistant requested thal OTPR attorneys trai1.smit to him 13.1l 
facilities targeted for electronic surveillance in applicatimi.s scheduled to be 
filed with the FISA Court that week. The legal assistant created a single list 
qfall .targeted telephone nu.mbers and e..,mail accounts and e�mailed or 
faxed the in:formation to the NSA. The NSA in turn checked the Stellar Wind 
database to determine whether any of the listed facilities were tasked for 
content collection under the program. The NSA provided OlPR the results of 
this check by return e-:tnail or facsimile, writing next to each facility eith:er 
('yes" or ''no" to indicate whether the facility was tasked under Stellar Wind. 
(TS ' 'STvu ' 'sr ' 10C 'NF) . 71 vv TT TJ 1 
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Beginning 
des.criptive · · · 

2. Complications with Scrubbing Proce dures 
(TS//SI//NF) 

Skelly-Nolen told us that no one in OIPR, including her at th,p.t time1 
was aware that the checks Baker was requiring the office to make concerned 
a. specific compartmented program. However, the scrubbing procedures 
genetatyd questions from OIPRattomeys and FBI age!lts, partic11larly when 
Skelly-Nolen ins an OIPR. add to · . the 
descriptive phrase 
Skelly� Nolen told us was no 
to the questions because she did no.t have the answers. 

Skelly-Nolen also stated that it was stressful to comply With the 
procedures,  due in large part to the fact that the attorneys and agents 
responsible for the contents of the inter;national terrorism applications were 
asked to follow certain procedutes for filings but were not being provided an 
explanation for these measures. She said this stress was compounded by 
the concurrent anthrax scare and the prevailing belief that there would be 
ano ther terrorist attack. Skelly-Nolen stated that OIPR staff was acting 
based on Baker's representations alone , and while Baker sought to assuage 
any concerns the OlPR attorneys had over these new procedures by 

8 1  
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explaining to the office that he had spoken to the Attorney General and the 
FlSA Court on the issue, some OIPR attorney� simply were not comfortable 
under these. circumstances and Skelly-Nolen had to reassign th� 
int�rnation<:tl tetrorism cases these attorneys were handling. Baker stated 
that he regularly told attorneys that they did not have to sigii applications 
that they were not comfortable with. (TS//SI//N¥1-

The process for filing international terrorism FISA ct,pplica.tions was 
further complicated by the fact that of the two Justice Depa1'tment officials 
authorized to approve such applications - the Attorney General and the 
Deputy Attorney General - only Attomey General Ashcroft was read into 
Stellar Wind.94 As mentioned previously, Lafly Thompson, who served as 
Deputy Attorney Gei1eral from May 2001 to August 2003) was never read 
into the Stellar Wind program. Alberto Gonzales, who :served as White 
House Counsel from January 2000 to February 2005, ::>tated to the OtG that 
he recalled that Ashcroft wanted Thompson, as well as Ashcroft's Chief of 
Staff, read into Stellar Wind, but that neither official ever was . Gonzales 
said Ashcroft complained that it was "inconvenient" not havjng these two 
officia,ls read into the program.95 fFS//8TL\Vf/Sl//OG/NF) 

The situation with Thompson caused Associate Deputy Attorney 
Qeneral David Kris, who oversaw national security mattersin the Office of 
the Deputy Attorney General during Thompson's tenure , to draft a 
memorandum on January 1 1 , 2002, advising Baker that he should not send 
I'\ris any FISA applications that included information obtained or derived 
from the Stellar Wind program, and that Kris intended to advise Thompson 
not to review or approve any such applications.96 The memorandum stated 
th13.t Ktis was aware of the existence of a "highly classified 
information-collection program that has the unclassified code name lStellar 
Wind'," but that he was "wholly unaware of the nature and scope of the 

94 Each FISA application must be approved by the Attorney Oeneral, defined under 
§ 180 1(g) to include the Deputy Attorney General or Acting Attorney General, based on the 
Attornc;y General's finding that the application "satisfies the criteria and requirements of 
such application as set forth in [subchapter I concerning electronic surveillance] . "  50 
U. S.C.  § 1 804(a). (U) 

95 As noted above, Gonzales also told the OIG that he never got the sense from 
Ashcroft that the situation affected the quality of the legal advice the Department provided 
to the White House. However ,  as described in Chapter Four, others had a decidedly 
different impression of Ashcroft's opin ion of the legal advice he received on Stellar Wind 
during this period . We were unable to interview Ashcroft about this i ssue . (TS/ jSif /Tiff?) 

CJ6 Baker told the OIG that he had informed Kris about tbe existence of a classified 
program that he could not discuss further, and that it impacted FISA applications. Baker 
sa.id he and Kris agreed that , under the circumstances, it was not appropr'iate for 
Thompson to sign applications if he was not fuUy informed about all of the material facts 

related to them. (TSf/81/{NF) 
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program." Kris also stated in the memorandum that his request for a 
briefing on the program had been denied and that he was aware DepUty 
Attorney General Thompson also had not been briefed on the program. 97 
(TS ' 'STL'17 I 1SI I 100 1NF) I T "TI T1 I · · 

E. Judge Kollar·Kotelly Succeeds .Judge Lamberth as FISA 
Cou:rt Presiding Judge (U) 

Judge Lamberth's 7 -year term on the .FISA. Court ended :in May .2002 . 
On May 19, 2062, Judge Colleen Kqllar-Kotelly was appoihted to the Court 
to replace Lamberth as the Presiding Judge. In co1111ection with this 
appointment, Judge Kollar-Kotelly wa$ read into the Stellar Wind. program 
and provided an opportunity to examine the Department's analysis of the 
program's legality. Judge Kollar-Kotelly also spoke with Baker on numerous 
occ�:�_sions about the scrubbing procedures he implemented to account for 
Stellar Wind information in international terrorism FTSA applications and to 
ider1tify applications that would result in dual coverage . 
(TS/ /STL1Jl/ / SI / /OC/ NF) 

1. Judge Kollar•Kotelly Modifies OiPR Scrubbing 
Procedures (TS// SI//NF) 

Judg� Kollar--Kotelly received her first briefing on the Stellar Wind 
program in the Attorney General's office on May 17, 2002, 2 days prior to 
being formally appointed Presiding Judge for the FISA Court. Baker, who 
attended the briefing, told us that the presentation was similar to the 
briefing initially provided to Judge Lamberth. Judge Kollar-Kotelly had 
several questions concerning the scope of the President's authority to 
conduct warrantless surveillance, and the Department responded that same 
day with a letter signed by OLC Deputy Assistant Attorney Gc;:neral Yoo that 
outlined the legal basis for the activity. The letter essentially replicated 
Yoo's November 2,  200 1 ,  memorandum regarding the legality of Stellar 
W. I'nd ers I iSTVH I 1 SI I 'OC 'NF) . • .  ! J · . n JJ · J f  I 

According to B aker, Judge Kollar-Kotelly met at the White House with 
Addington, Gonzales, and Yoo to read Yoo's letter, but she was not 
permitted to retain a copy or take any notes. Judge Kollar-Kotelly later 
wrote in a letter to Baker that Yoo's letter "set out a broad overview of the 
legal authority for conducting [Stellar Wind] , but did not analyze the 
specifics of the [Stellar Wind] program."  (1'8//Sf//NF} 
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Judge Kollar-Kotelly also requested an opportunity to review the 
Presid13nti8l Authorization initil:tting Stellar Wind. On August 12 , 2002 , she 
reviewed the Oqtober 4, 200 1 ,  Authorization. (TS//SI//NF) 

Baker saici that he met with Judge Kollar;...Kotelly on several occasions 
after her initial Stellar Wind briefing to discuss how OIPR had been 
handling Stellar Wind's impact on FISA application::>. Baker described for 
het the existing procedures to account for NSA information contained in 
FISA a,pplications derived frorri Stellar Wind, a1i.d to identify applications 
that, ifapproved, would produce dual coverage ofa facility. 
(T8 ( I 8TI:}H I 18I I 'OG I f'1F) I t · <N.f I I I I 

Judge kollar�Kotelly also was i11:tetested in identifying whether a 
facility targeted in a FISA application had been tipped to the FBI as 
Steiiar-:-Wind derived information. Baker told the diG that at this time he 
did not believe the FBI artd NSA had the ability to track Stellar Wind tips on 
a timely basis. Baker said he mistakenly believed that as tips passed from 
the NSA to FBI Headquarters; and from there to FBI field. offkes for 
investigation, it would be exceec.lingly difficult to trace the specific so.urce of 

. the information in a sufficiently timely tnahhet for inclusion in a FISA 
applioatio;p, Baker provided his uncier:standi11:g to Judge Kollar.:Kotelly, 
likening the Stellar Wind informationin tips to the .FBI as "salt in soup" that 
is irnpo!'3siple to extract once added. Based pn Baker's representations� 
Judge Kolla:t>-Kotelly did not require the Department to identify whether a 
faCility targeted ih a FISA application was ever ptovided · to the FBI Under 
Stellar Wind.9B (TS//STUN//SI//OGjNF) 

Judge Kollar-Kotelly decided that the scrub bing procedures 
uJ.·•.IJJ.'v.U,L'-'J.-LLC. vu.. under Judge Lamberth should continue, but she directed 

'ptive phrase 
as a means of 

. were also targeted 
under Stellar Wind. Baker said tha,t while Judge Kollar-Kotelly understood 
that instances of dual coverage would occur, she did hot want to appear to 
judicially sanction Stellar Wind coverage. Baker told us his impression was 
that Judge Kollar-Kotelly "did not want to rule on the legality of the 
program" by appearing to "authorize" the NSA's technique for collecting the 
same information the government was seeking to collect under FISA.99 

9 8  Baker eventually learned that the FBI and the NSA in fact did have some ability 
to track Stellar Wind information. As discussed in Chapter Six, in March 2004 Judge 
Kollar-Kotelly added to the scrubbing process a check performed by the FBI to determine 
whether any telephone numbers or e-mail addresses contained in a FISA application had 
ever been provided to the FBT in a Stellar Wind report. (TS//STINv'/J'SI//OCfWF) 

'J'l Judge Kollar-Kotelly later wrote about the dual coverage issue , in a January 12,  
2005, letter to Baker that discussed the "Stellar Wind Program and Practice Before the 

(Cont'cl . )  
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Bak.er said he believes Jndge Kollar-Kotelly was trying to, protect. the FISA 
Court and :did not want the legality of the Court's. orders called into 
ques.tl.on· · (TS '· ' STL'ttr 1 1 81 1· 10C 1NF) . · · · 1 r · �w1 r 11 r . . 

Judge Kollar,..Kotelly also directed OIPR to excise from FISA 
applitatioris any information obtained or derived from Stellar Wind. Baker 
told; J1.l,dge koUar-Kotelly that OIPRcould implement this requirement using 
the scrubbing procedures already in place, and thatwhere the. FBI inCluded 
NS,A information in an application determined to be Stellar Wind-"derived,. 
OIPR would excise it. (TS/ / STLW//SI/ / OG/NF) 

Judge Kollar-Kotelly also instructed Baker to alert her of a ny 
instances where an application's basis for the requisite probable cause 
showing under FISA was weakened by excising the Stellar Wind 
information. In such cases, Judge .Kollar-Kotelly would then decide whether 
to approve t:he application with the lmowledge that additional relevant 
•· .r ti· h ·d b · 

d f.PS I 1S!fb�'H ' ' SI '  'ee ���F) 1n1orma · on . a · een excise . �  1 , �9Jv 1 r - r 1 1 � 

Even though Judge Kollar-Kotelly's scrubbir:ig process was intended to 
eliminate all Stellar Wind information from international terrorism FISA 
applications, she still required that scrubbed applications be filed with her 
only, In ti:rhe7 Judge Kollar-Kotelly relaxed this requirement and permitted 
qther judges on the Court to h8,11dle these applications, although only after 
first being filed with her. loo f£8//STL\Vf/SI//OC/NF) 

2. OIPR implements Judge: Kollar-Kotelly's Scrubbing 
Procedure (TS//SI//NF) 

According to Baker and Skelly-Nolen, the mechanics within OIPR for 
determining whether an application contained Stellar Wind information or 
targeted a facility also targeted under Stellar Wind remained essentially
unchanged after the transition from Judge Lamberth to Judge 
Kollar-Kotelly. However, the scrubbing process became more complex. For 

FISC." The letter memorialized the information Judge Kollar-Kotelly received from the 
government about the program and how she requested the government to proceed in 
preparing and presenting applications. On the subject of dual coverage, Judge 
Kollar-KoteUy wrote, "Without opining on [Stellar Wind]-re1ated legal issues , I have sought 
to protect the proper functioning of the FISA process, under which separate court -
authorities are granted to conduct foreign intelligence collection against a set of targets that 
overlaps the set of [Stellar Wind] targets." We discuss this letter in Chapter Four of this 
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example;. because only the Attorney General could sign the applications and 
Juqge Ko11ar-Kotelly required that only she. receive the applications (even 
after being $crubbed) 1 .Skelly-Nolen had to regularly visi t the Attorney 
Gen.eraFs and Presiding Judge's re.sidences with stacks .of what Skelly-Nolen 
came to refer to as 11AG-KK only" FISA gpplications. 
(TS { ' STJ;"t'Ar J 1SI ' 10C 'NF) .· I T 1 Ff l I T  I 

The situation w::ts further complicated when Ashcroft was on overseas· 
travel and his signature was needed for a scrubbed application ready to be 
filed. When this occurred , the classification of the application's sign:ature 
page was "dov.mgradecP' and then sent to Ashcroft by secure fax. The actual 
applice1.tion was not faxed; instead, Skelly-Nolen typically induded. a. 
statement from her or Baker with the signature page indicatiqg that the 
application was proper arid co:r.p_plied with the requirements of the FISA 
statute. Skelly-Nolen observed that in these cases Ashcroft essentially 
relied on her and Baker1s assessments of the applications - even though 
S:l<:elly-.Nolen was not read into Stellar Wind at this time. Scrubbed 
applications were handled similarly when Ashcroft was traveling 
dbme�tic@y, although in those instances the application�? could be: provicied. 
along with the signature page if requested. 1o 1 fFS//STL\Vf/81//0C/NF) 

Judge Kollar-Kotelly also required that hearings for the "AG-KK only" 
F1SA applications and renewals be scheduled fot late ii1 the day or on the 
weekend, either in her courtroom chambers at the District Court for the 
District of Columbi'a or at her residence, According to Skelly-Nolen, Judge 
Kqllar-'Kotelly insisted on this practice so that the "AO-KK only'; docket did 
not interfere with her regular court docket. From Skelly-Nolen's perspective, 
this practice proved to be an "enormous burden," particularly in cases; 
involving applications to continue FISA coverage on targets of emergency 
authorizatlons. 1o2 Skelly-Nolen explained that these authorizations were; 
for ��no good operations reason" that she was aware of, routinely approved 
by the Attorney General on Fridays1 meaning that a FISA application had to 
be filed with the Court within 72 hours - by Monday � to continue the 
emergency surveillance coverage. However, because Judge Kollar-Kotelly 
had a regular court docket on Mondays, she required that any scrubbed 
FISA application seeking authority to continue surveillance initiated under 

I D I  B aker and Skelly-Nolen told the OIG that in the ir experience it was not unusual 
for an Attorney General or Deputy Attorney General to rely on OIPR's representations that 
the FISA applications presented for signature satisfied the statute's requirements, instead 
of reviewing the full contents of each application. (U/ jFOUO) 

102 As previously described ) u nder FISA during this time period, when the Atton1ey 
Genera1 reasonably determines that an eme.rgency situation exists prior to obtaining a FISA 
order, the Attorney General may approve the use of electronic surveillance for a period of 
up to 72 hours without an order. (U) 
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emergency authorization be scheduled with her for Sunday. Skelly-Nolen 
stated that these cases would be in addition to the renewal applicatiot1s that 
also had to be heard on Sundays so the authority" for the surveillance in 
those cases did not expire and the coverage lapse. 
(T8//8TV.1l/ /SI/ /00/ NF) 

Baker identified another issue that stemmed from Judge 
Kollar'-Kdtelly's requirement that only she receive dual coverage 
applications. The problem arose when Judge Kollar-Kotelly was out .of towi1. 
and unavailable to hear a dual coverage application , Baker's solution was 
either to fly the application to the place Judge Kollar-"-Kotelly was located, or 
to contact the NSA and request that it ade-task'' the facilities that the FISA 
application was targeting. In this way, the application could be presented to 
an alternative .FISA Court judge because it no longer targeted facilities that 
were also targeted under Stellar Wind. ((rS//STDl>lf/81//0G/NF) 

For example, Baker described a situation where the FBI was urgently 
irtterested in a particular individual whose telephone was cuiTently tasked 
by the NSA under Stellar Wind. In this case, Baker instructed the NSA to 
de-task the telephone number so the FBI 's FISA application could be 
presented to a judge:: other than Judge Kollar-Kotelly. To prevent any gap in 
coverage between the time the NSA detasked the telephone nurnber and the 
Court approved the FBI's application, surveillance was initiated under 
FISA's emergency authorizq..tion provision and then presented to a FISA 
Court judge within the requisite 72 hours . According to Baker, proceeding 
in this fashion "made everyone comfortable," including the NSA. Baker told 
us that this situation occurred a couple of times each year. (T8 I 18TV1T I 1SI I 10C 'NF) I T  " T! T T  I 

According to Baker and Skelly-Nolen, these examples illustrate how 
having only the Attorney General and a single judge on the FISA Court read 
into Stellar Wind complicated the FISA process. Baker said that "fairly early 
on" after being read into the program, Judge Kollar-Kotelly made several 
requests for other FISA Court judges to be read into the program. Baker 
told the OIG that these requests were generally made through him, orally 
and in writing, but was aware that on at least one occasion Judge 
Kollar-Kotelly made the request directly to Attorney General Ashcroft. 
Baker said that sometime prior to March 2004 he personally advised 
Ashcroft of Judge Kollar-Kotelly's concerns, and that Ashcroft responded 
with words to the effect that the White House would not allow more judges 
to be read into Stellar Wind. (TS//STUvV//SI//00/:NFJ 

In a January 1 2 ,  2005,  letter to Baker, Judge Kollar-Kotelly 
summarized the situation, stating, "I have repeatedly asked that the other 
members of the FISC be given access to the same information that I have 
received regarding the [Stellar Wind] program . To date, the executive 
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branch has declined to do so, citing a need to maintain the strictest secrecy 
regatdhi.g [Ste1lar Wind] ." (TS//STV.V//81/ /00/ NF) 

As a consequence of only Judge Kollar-Kotelly being read into Stellar 
Wind and her insistence tha,t she alone hanQ.le applications scrubbed of 
Stellar Wind i11formation or that involved taskingtelephone numbers or 
e.�rnail addresses already tasked under Stellar Wind {dual coverage) , by 
November 2004 she was handling approximatel-percent of all FISA 
applications. Judge Kollar.:.Kotelly also tended to hear. successive 
applications regarding the same targeted facilities.  She. discontinued this 
practice in November 2004 and permitted otherjl1dges to hear scrubbed 
applications. Judge Kollar-Xotelly later wrote that her decision was "based 
on the operational systems" OlPR had in place to scrub applications and 
that she assured her colleagl..lel3 ccthat they could properly decide [the cases] 
based on the information in each application, without the additional 
information on which I have been briefed, but which, to date, the other 
judges have nqt received,'; (TS/ / STUvV// SI/ / OCfNF) 

V. FBI Initiates Measures 'll:o Improve the Management of Stelbnr 
Wind Information (S//NF) 

Followir1g the terrorist attacks ofSeptember 1 1 ,  the FBI had 
reallocated personnel and resources to co11nterterrorism operations, and 
established therreleJ?hone Analysis Unit (TAU) to exploit telephone 
communications data. We described above 
analysts from this unit was reassigned to 
was responsible for handling the Stellar 
(8//NF) 

In approximately May 2002, the TAU was renamed the 
Communications Analysis Unit (CAU) and became one of the units within 
the newly created Communications Exploitation Section (CXS) . According to 
the first Acting CAD Unit Chief, the FBI1s vision for the un 

. . . . 

In this section, we describe changes the FBI implemented in late 2002 
and early 2003 to manage the intelligence it received under Stellar Wind. 
These changes included attempts to improve coordination with the NSA, 
implement a more formal program to receive intelligence from the NSA and 
disseminate it to FBI field offices> educate the FBI field offices about the 
value of the . .intelligence and FBI Headquarters' expectations concerning its 
use, and assign a small team of FBI personnel to work full-time at the NSA 
on Stellar Wind . (8/ /NF) 
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A. CAU Acting Unit Chief lEvatlit.ll.ates FBI Response to Stelliar 
Wind (S/} NF) 

· When the first CAU Unit Chief arrived at FBI Headquarters in 
September 2002, CXS was newly established and most of the Section's 
15�20 Btaffwas there on temporary duty asSignments , The CAU was . . staffed 
E>inlilarly at thiE; time, but also contained some professional support 
employees from other divisions at FBI Headquarters . (8//NF) 

The CAU Unit Chiefsaid that the CAU's mission was to support FBI 
1ntern.ational terrorism investigations - al Qaeda investigations in particular 
- by  analyzing telephone calling activity and e-mail communicatiorts. He 
explained that prior to September 1 1 ,  200 1 ,  the FBI analyzed telephone 
numbers 

· 
sources by querying the. numbers 

against the tabase, the FBI's central 
repository for However, he said the FBI 's 
database at that time was relatively small an.d had limited analytical 
capability. In the wake of the September 1 1  attacks, the FBI gained access 
to additional tools and began to utilize more sophisticated analytical 
techniques . .  Stellar Wind was one of those new tools.  
(TS' 'STVH I 'SI l ' OC 1NF) · T T vv 7 I I I . · I 

TheCAU Unit Chief .said that after he was read into Stellar Wind in 
late September 2002, it was clear to him based on conversations with the 
CXS Acting Section Chief that the FBI wanted to increase its participation in 
the Stellar Wind program. As a counterterrorism agent in the FBI's Chicago 
field the Unit Chief had some exposure to Stellar Wind in the form of 

leads. He told us that he had recalled thinking the 
leads were "stupid" and "not sensible," He also said that he had been 
ctitical of the leads because they did not provide any context to the 
information, such as · 

d that the leads did not 
adequately explain · rank:ings associated with the 
telephone numbers, the leads were not sufficiently specific as to what 
action the field . In his view, the intelligence 
disseminated by the ECs was not "actionable."  The Unit 
Chief told us that he co not gure out why FBI Headquarters was 
"pushing this stuff out'' after September 1 1 , and tl1at other agents in the 
field shared his views JD3 (TS/ /STLW/ /SI/ /00/NF) 
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A.ftet peqorning the acting Unit Chieffo:t: the! CAtJ and reviewing how 
th� FBI was handling the · he learned fhat there 
Was no unit that ovt!rsa.w and ·no guidance for how 
the NSA information should be ptocesse analysts, l-Ie also saicl that 
the process in place - essentially re�typing into ECs the tearlineip.formation 
contained in Stellar Wind reports - merely "regutgita.ted'l information thatl 
by itself, was not actionable . He '-'"as not critica:l of the FBT analysts 
respon$ible for drafting the ECs, who simply perfonned this ta!3Jk as 
directed. Rather, he believed the pt'ocess suffeted from a lack of leadership. 
He:: d�scdbed the FBI's involvement in Stellar Wind up to this point ::ts 
"happenstance" and said the FBI did pot hav:e "a real good handle on it.;' He 
said that the deficiencies he identified were attributable in part to the 
significant resource challenges the FBI encountered after September 1 1 , but 
he nevertheless considered the FBI's effort to respond to the Stellar Wind 
information as "half-baked." He said he therefore set about Jmplementing 
changes within the CAU to better organize this effort, which he believed 
would improve the quality of the intelligence disseminated to FBI field 

f·r· · (�8 ' 'S!f.bilt' 'SI ' 'ee 'NF) o Jces. ��rr ��� vv 11 11 1 � 

B. c��;�t;;::; Cooperation with. NSA and ........ ,� .. .a .... ...... ,. 
Project t01 Mana'ge �t�U�r Wind Information 

The CAU Unit Chief said that the first step he took to improve the 
Fi3l;s .:in:vo1vement in Stellar Wind was to detail to the NSA one of CAU's 
temporary duty special agents. He instructed the age:nt to form a working 
group at the NSA to identify any problems and evaluate the quality of the 
information provided in the NSA's Stellar Wind reports1 as wedl as the, 
information that the FBI reported back to the NSA about tips. 104 The CAU 
Unit Chief said he took this step so that tb.e NSA gained a .c�case agent's 
perspective" oh the t.ype of information useful to FBI field offices, and also to 
explairt to the NSA that the information that could be disseminated about 
the tippers should include "context" and i'clarity" suffident to justify the FBI 
conducting an inquiry under the FBI's investigative guidelines , 10s He said 
he did not believe that the NSA's interest in obscuring the '(sources and 
methods" associated with the information had to compromise the quality of 
the information provided to the FBI. He also said that the NSA needed to 

FBl agents' early frustration with leads that provided telephone numbers was attributable 
in part to the leads generated under this NSA collection activity. (TS/fSTLWf/SI//88/NF) 

HH The CAU Unit Chief recalled that U1e NSA had expressed frustration that the FBl 
m:ver provided the NSA any responses to the tipped information. (8//NF) 

:Q5 FBI international terrorism investigations a:t this time were governed by the 
Attorney General Guidelines for FBI Foreign Intdligen ce Collection and Foreign 
Counterintelligence Investigations. (U) 
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understand how the FBI in:vestigl:l._ted inteliigence i:4at �t received, and tha;t 
FBJ agertts did qat have to know the specific sources and methods used to 
a;cqu.ire information in qrd.er to effectively irwestiggte the information. 
(8//NF) 

The CAU Unit Chief said th;:;�.t this liaison effort occurred over a couple 
of weeks1 with the temporary duty agertt driving to the NSA daily. According 
to the Unit Chief, the agent explained to ·:NsA personnel what the FBI was 
permitted to do with certain types ofinforrnation and that the NSA would 
receive more feedback from the FBI if the quality ofthe disseminable 
information about the tippers improved , The Unit Chief told us that 
following this exchange the NSA improved the Stellar Wind tepotts by 
providing better information in both the compartmented and tearline 
portions of the reports. (8//NF) 

In addition, the CAU Unit Chief told us that he took steps to increase 
cpope:ratiqn within the FBI between CAU, w:hich was part of an · analytical 
seGtion that supported counterterrorism investigations,  and FBI 
Headql.larters' lrtternational Terrorism Operatio�s Section, whiCh was 
responsible for overseeing FBI cqunterterrqrism investigations. The Unit 
Chief said that based on his experience in the field working 
co11nterterrorisrn cases, he · believed it was important that the CAU analysts 
consult with agents in the operational section about leads the CAU 
proposed to set in the. ECs. While he was confident the CAU analysts col.:J.ld 
identify logical investigative steps,  he thought they should nevertheless 
coordinate with the operational personnel to sec: if there was agreement and 
to c:letermine whether a lead potentially could affect any ongoing operations 
that the CAU was not aware of. He also noted. that his CAU Unit Chief 
successors discontinued this practice, a decision he disagreed with and 
complained. about to the Section Chief for CXS because he believed the 
program risked losing a measure of effectiveness. and efficiency as a 
consequence . �8//NF) 

Another step the CAU Unit Chief took relating to the FBI's 
1nanagement of Stellar Wind information was to open an administrative file, 
or "control file," to serve as the repository for all communications that the 
CAU sent to the field offices containing Stellar Wind information, as well as 
all communications the CAU received from field offices reporting the results 
of the investigative activi , su to assigned leads. 106 As 
explained previously, the communications had been 
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clisseminated from a subfile associated with the FBFs international 
terrorisrn investigation of the September 1 � attacks. hi the EC requesting 
that a cm1trol file he opened for Stellar Wind information, the CAU Unit 
Chief wrote that '�a dedicated control file for this project will better serve the 
specific needs of the special project and will add an additional layer of 
security for the source." (TS/ / sro.;V//8I/ / 00/NF) 

A control file for Stellar Wind in£ 
September 30, 2002, and given the des1. 1=  ,ua;Ll.I.Jl.l. 
point forward, all · ted 
connection with 
the Secret level and, Ol.l.JL.Ll.l.CO<..L 
vagve t:!Xplanation about the source 
cohcerning its use. 1os (TS//STLW//81//0C/NF) 

sent i11 
. · were classified at 

, included a 
n and a caveat 

107 . 'I'he Unit Chief told us that Director Mueller held a. telephone coJnferer1ce 

bl, b3, b7E 

October 2002 vvith the heads of all FBI field offices.  and advised bl, b3, b7E 
Headquarters was.working to improve the process for 

. 

jnfo:rmation to the field offices by adding both context and clarity to the commun1ca.tibJns ,  
Djrector Mueller expressed his expectation that the offices WOt\ld act o n  the . .lnformation, 
According to the Unit Chief, .Director Mueller essentially was trying to sell the program and 
ensure the0'tqol" was being used. Director Mueller told the Ol(}. that he did .not recall 
having spedfic · discussions· with the heads of FBJ field offices· aboutStellar Wind 
information. -f'f'Q-/.:..�:p:f.ilifri'-/.-I-Qf+,L.f=H::l../-1!J.ff'\-
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Several months later� in January 2003, the CAU Unit Chief sent an 
EO to aU FBI field offices seeking "to clarify the mission of [CAU) . .' . as well 
as to c1escr.ibe this unies distinct role in the FBI's participation in the global 
War 011 terror." The EC emphasized CAD's capabilities in examini.ng 
telephone callirtg activity and its liaison function with members of the U.S ;  
Intelligence Community that are "in a unique position to provide potentially 

C. FBI Assigns CAU Personnel to NSA on Full.;Time Basis 

(S}/NF) 
The CAU U11it Chief also assigned a team of FBI personnel to the NSA 

on a full-time basis to manage Stellar Wind information.  The Unit Chief told 
us that .shortly before his temporary duty assignment to FBI Headquarters 
was set to expire , he and the CXS Acting Section Chief briefed Director 
lVI-t..ieller's assistant - and later Director Mueller - about the role they 
reqo!nmended that the FBI take in the Stellar Wind program. The CAU Unit 
Chief recommended co-locating at the NSA approximately four FBI agents 
and analysts with remote access to FBI information systems. He likened the 
suggestion to a "task force environment" that would introduce the FBI's 
investigative skills at the beginning of the NSA's analysis of Stellar Wind 
information .  Director Mueller approved the recommendation and told the 
CAU Unit Chief to implement it. (S//Nli) 
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. . . .• . · . . of un<;lers . .· . . . 
.
·· ·  .· 

· 

· . · . 
· · . • · . · · . . · facilitate the co-locettion was .. finalized in 

J)eqerriber 2DD2; an.d in Fepruary 2oos. a CA U teart1 began its co-locatio.rt. at 
th� NSA to nl.ana,ge. the FBI's involvement in Stellar Win,d, This co"' location 
continves today. fFS/ /STV.iv?/SI//00/NF). 

VI.• OIG: l�:n,alysjs (U) 

In ::malyzing the Department's a,nci the F:ST's involvernent i!l the NSA's 
expanded signals intelligence collection activity after the September 1 1 
l:lttacks, it is iinportant, to .recognize the exceptional c:ircumstahces that 
existed at the time. Many Dep:rrtmertt and FBI officials emphasjzed tq Uf:l 
the set1se. of c.tisis artd alarm dUr.ing this per.iod, ru1.d noted the widely 
shared conc:e.rn within the Inteliigertte Community that a second wave of 
atta;.cks was irrirrline.rit. The Stellar Wind program was co.nceived artd 
implemented amid these challenging circumstances , (8//N:lfr 

'This chapter described �he rol� of Justice:; Depl;ltttp¢pt Cl:hd FEU 
officials.hr the inception and early implementation ·of the 'Stellar Wind 
pt'ogramr 1trcluding the Department's initial reviews of the legality of the 

· . 
. . (!:FS 1 18± l 1WF} program.. r r � 1 · 7 �� 

we· believe that a significant .:problem during this early phase of the. 
Stellar Wind program was the lack of a sufficient number of Justice 
Department attorneys read into the program to conduct an analysis .of the 
progtatp's 1egality. The White House - and according to Gonzales, the 
President - detennip.ed who within the· Department Was permitted access to 
the. program. We b elieve that Attorney General Ashcroft1 who met frequently 
with the President on national security matters, was in a position to 
personally advocate for the read-in of an adequate nvmber of attorneys 
necessary for the Department to perform a thorough and factuaHy accurate 
legal analysis of the prograhl. We know that Ashcroft's tequ,est that his 
chief of staff David Ayres and Deputy Attorney General Larry Thompson be 
read into the program was not granted.  But because Ashcroft did not agree 
to be interviewed, we were unable to determine from him whether he sought 
additional Department read-ins to assist in the legal analysis of the 
program1 how hard he may have pressed for these additional resources, or 
whether he believed he was receiving adequate legal advice about the 
p1"ogram from Yoo alone . (T8//8f//NF) 

As described in this chapter, John Yoo was the only Departme�i.t 
attor:ney rectd in to work on the legal analysis supportingthe progtam from 
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September 2001 through May 2003 . 109 As described in Chapter Four, 
Department officials who succeeded Yoo concluded that the analysis Yoo 
ptdduced Was significantly flawed and found the legal basis for aspects of 
the program to be lacking. We believe that reading in only one Department 
attorney to analyze the legality of the ptogram impeded the Department'::; 
$.bility to ,conduct a thorough and factually accurate legal. analysis, and 
undermined the Department's early role in the program. In Chapter Four 
we discuss the harm that resulted in late 2003 a,nd early 2004 from the 
Department's highly restricted access to the program. (TS//SI//NF) 

'We also described in this chapter how the harm attributable to the 
Justice Department's insufficient early involvement in the program extended 
beyond conducting an analysis of the program's legality. The Justice 
Department's relationship with the FISA Court was put at risk by not having 
offiCials from OIPR and members of the FISA Court read into Stellar Wind 
When :program-derived information started being disseminated as 
investigative leads to FBI field offices. In our view, it was foreseeable that 
Ste:llar Wind-derived information would be :included in FlSA applioatiortsJIO 

OIPR Counsel Bal<:er told us that the Department's counterterrorism and 
counterintelligence efforts rely on good relations with the FISA Court and 
that candor and transparency are critical components of the relationship. 
B(':tker attributed the Department's record of success with FISA applications 
an.d the improved coordination between intelligence agents and prosecutors 
to the strong relationship that the Depcl.:rtment bUilt with the Court. Baker 
believed, and we agree ,  that it would have been detrimental to the 
relationship if the Court learned that information from Stellar Wind was 

1°9 As was the case with Ashcroft, because Yoo did not agree to be intervieWed we 
were unable to learn from him what if any efforts he made either within the Department 8r 
at the White House to advocate for additional attomeys - including his supervisor in OLCl 
to be read into the program to assist in his legal analysis. However, in his book '"War by 
Other Means, n Yoo wrote of his experience working on the Stellar Wind program : 

While meeting with Ashcroft alone reflected the importance of the issues, it 
also placed m e  in a difficult position. I could not discuss certain matters 
with my DOJ superiors, or rely on the collective resources of OLC, which 
usually assigned several attom.eys to work on an opinion. Operational 
security demanded by the war on terrorism changed some of OLC's standard 
8perating procedures. 

war by Other Means at 1 0 1 .  (S I /  NF) 

1 1o The restrictions the FBI impo sed on the use of program-derived information � 
that it could be used for ''lead purposes'1 only and not for "legal or judicial purposes'' (such 
as affidavits) - reflected a good faith and reasonable effort. However, such restricti8n s 
could not ensure that program-derived in form ation would not appear in FISA applications. 
Indeed, this eventuality led to B aker's disc8very of the program . (TS//STLWf/81//0C/PIF) 
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included itt FISA applications without the Court being told so in adva11,ce . 
(TS I 1 STVH l 181 I '00 1NF) 1 r IYTI 1 r 7 

Yet we are not aware of any effort or consideration on the part of 
Attorney General Ashcroft or officials at the White House to account.for 
Stellar Wind's impact on Justice Department FISA oper;:�.tion� by .readjngin 
any OIPR officials or members of the FISA Coutt hi fact, as we described in 
this chapter, .I3aker was rea.d into Stellar Wind only .after hearing fto:rn an 
FBI colleague that "there is something spooky going on;; with the collection 
of foreign-to-U. S .  communications and subsequently reviewing a FISA 
application that contained "strange, unattributed" language that the FBI 
would not explain to him. Baker was read in when Daniel Levin , then 
Co1JI1selor to Ashcroft and Chief of Staff to Mueller, pressed White House 
officials for the clearance . (TS//GTLW//SI//00/NF) 

Moreover, White House officials initially rejected the idea of reading in 
members of the FISA Court, and then took no action even �s Levin, who 
together with Ashcroft agreed with Baker that the Court needed. to be 
informed about the program, continued to press the issue . It was not until 
Levin was required to sign and file a FISA application tha.t Bak:er refused to 
handle because it contained Stellar Wind-derived information tha.t the 
decision was made to read in a single judge (Presiding Judge Lamberth1 
followed by Presiding Judge Kollar-Kotelly) . (TS//STLVl//81//00/NF) 

The decisions to read in Baker and a member of the FlSA Court, 
which in our view were unnecessarily delayed, were important steps in 
preserving the relationship the Justice Department had built with the 
Court. However, we believe that once Stellar Wind's impact oh the Jtistice 
Departmc::nt1s FISA operations became evident, limiting reacl.-,ins to a single 
OlPR official and a single FlSA Court judge was unduly restrictive and 
short-sighted. This chapter described how the scrubbing procedures 
imposed by the FISA Court and implemented by OIPR to account for Stellar 
Wind-derived information created concerns among some OIPR attorneys 
about the unexplained changes being made to their FISA applications.  The 
scrubbing procedures also substantially distorted the assignment of cases 
to FI SA Court judges and by Novemb resulted in Judge 
Kollar-Kotelly handling approximate percent of all FISA applications. 
In our view, once Stellar Wind began ct the functioning of the FISA 
process, OIPR and the FISA Court effectively became part of the program's 
operations and the numbe1· of OIPR staff and FISA Court judges read into 
Stellar Wind to manage the impact should have increased. 
(T8 1 1STV" I 181 I 1 0G 1NF) TT vv ff If I 

This chapter also described the FBI 's handling of Stellar Wind-derived 
information in the initial weeks and months of the program. The FBI 's chief 
objective during this period was to expeditiously disseminate 
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p:rogrwn-deri:Ved information to FBI field offices for investigation while 
protecting the source of the information and the method by which .it was 
obtaihed, We concluded that the FBrs procedures to meet 

' , 

were reasonable. The FBI personnel assigned to 
developed a straightforward process for receiving bl, 

reportsJ. reproduCing the informcttion in a non-compaxtmented, Secret-level b3, 
format, and disseminating the information in E.lectronic C . b7E 

to the appropriate field offices for investigation. 
ECs disseminated to FBI .field offices also placed appropriate 

· on how the inf01'mation could be used, instructing field offices 
tli.at the information was "for lead ptu'poses only'' and could not be used for 
any legal ot judicial purpose; FBI personnel at the field offices we visited as 
part ofour review generally were familiar with the restrictions. (S//NF) 

However, we found that the exceptionally compartmented nature of 
Stellar Wind created deficiencies in the FBI's initial process for handling 
ptogtam -derived 
as::;igned to 
allocated to 
en.h::J,nce Stellar 
information before dis 
1Vlore significantly, the 
information that a gents tradi '""'· ' u.u•'-'M.J 
le�cls that required investigation. 

tandably . frustrated agents 
leads. The limited resources 

the analysts' ability to 
relevant FBI or public source 

offices for investigation. 
prohibited from disclosing · 

· g with 

consequently suffered from vagueness about source the information 
being provided and lacked factual details about the individuals allegedly 
involved with international terrorism "and with whom the domestic numbers 
being disseminated possibly were in contact. �8//NF) 

We found that the FBI sought over time to address  these deficiencies 
and improve the effectiveness of its participation in the Stellar Wind 
program. In April 2002, transmitting Stellar Wind�derived leads to FBI field 
offices became a priority of the Communications Exploitation Section, and 
within it, the Communications Analysis Unit {CAU) . The first chief of the 
CAU assigned a team of FBI full-time at the NSA on 
Stellar Wind and to initiate th ect to manage the FBI's 
participation in Stellar Wind . As we discuss in this chapter and in Chapter 
Six, these measures enhanced the FBI 's knowledge about Stellar Wind 
operations and gave the NSA better insight about how FBI field offices 
investigated Stellar Wind information, which improved Stellar Wind reports 
and the leads that were disseminated to FBI field offices. 
(TS I 1 8TVl T  I '81 I 100 'NF) (/ YV( T T T I 
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CHAPTEJR FOUR 
LEGAL REASSESSMENT OJF S'fELLAlR WIND 

(MAY 2003 THROUGH MAY 2004) (TS//SI//NF)-

E3y early 2003, while the operation of the Stellar Wind program had 
evolved., particularly with respect to the means by which intelligence from 
the program was provided to the FBI; the program still remained legally 
premised on John Yon's November 200 1 and October 2 002 Office of Legal 
Counsel memoranda. (TS//SI//NF) 

This chapter describes the pivotal period between May 2003 and May 
2004 during which Yoo's departure from the Office of Legal Counsel and the 
arrival of new officials at the Justice Department resulted in a 
comprehensive reassessment of the Stellar Wind program's legal basis. This 
leg�l reassessment led to a contentious dispute between the Justice 
Department and the White }louse on the legality of important aspects of the 
program. This dispute eventually resulted in modifications to the operation 
of the program, and also contributed to the decision to place at least one 
aspect of the program under FISA authority. (TS/ / STLVl/ / SI/ /OG / NF) 

Section I of this chapter discusses how personnel changes within the 
Office of Legal Counselled to a re-examination of Yoo's legal analysis, 
culminating in a Justice Department legal position against continuing to 
certify the program and the resulting dispute with the White House. Section 
II describes how, faced with the prospect that the Attorney General, Deputy 
Attorney General, FBI Director, and other senior Department officials would 
resign in March 2004 if the program continued unchanged, the White House 
agreed to modify the program to conform it to the Department's revised legal 
analysis. (TS//81/ /NF) 

I. Justice Department Reassesses Legality of Stellar Wind Progll."am 
_lljj'IS ' 'SI 1 'NF) \"'" I t II 

A. OveJrView of Office of Legal Counsel (U) 

O ne of the responsibilities of the Assistant Attorney General for the 
Office of Legal Coun sel (OLC) is to assist the Attorney General in his 
function as legal advisor to the President and all Executive Branch agencies .  
OLC drafts legal opinions for the Attorney General and also provides its own 
opinions in response to requests from the Counsel to the President, various 
agencies of the Executive Branch, and offices within the Department of 
Justice. OLC often deals with complex legal issue s on which two or more 
agencies are in disagreement, and provides legal advice to the Executive 
Branch on constitutional questions, includin g the review of pending 
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legislation Jor constitutionality. Executive Orders proposed to be is sued by 
the President are reviewed by OLC as to form and legality, as are other 
1nattets that require the PteE;ident's formal approvaL OLC also reviews 
propo sed orders by the Attorney General and all regulations reqqiring the 
Attm•ney General's approval. (U) 

B. Personnel Changes within Office of Legal Counsel (U) 

John Yoo advised Attorney General Ashcroft and White House officials 
on the Stellar Wind program from the program's inception in October 200.1 
through. Yoo's re:signation from the Department in May 2003.  Upon Yoo's 
departure, Patrick Philbin told the OIG that he was selec:ted by the White 
House to assume Yoo's role as advisor to the Attorney General concerning 
the program. l l l With this personnel change came a :fresh review of the legal 
underpinnings of the Stellar Wind program . We describe .in the following 
sectidils the circumstances leading to what one official described as ''the 
great rethink" of the program . (TS//SI//NF} 

1. Yoo's Role in the Program 
(October 200 1 th1rough. May 2003) (U) 

On September 1 1 , 2 00 1 ,  and through November 200 1 ,  Daniel Koffsky 
was the Acting Assistant Attorney General for OLC. Koffsky was not read 
into the Stellar Wind program. Jay Bybee served as Assistant Attorney 
General for OLC from November 200 1 until March 2003, when he became a 
judge on the U . S .  Court of Appeals for the Ninth Circuit.112 Bybee also was 
never read i11.to the Stellar Wi.nd program. As discussed in Chapter Three; 
John Yoo, a Deputy Assistant Attorney General in OLC, pad sole 

, 

responsibility within that office and within the. Department of Justice for 
developing the legal analysis relating to the Stellar Wind program until May 
2 003 . 11 3 Bybee told us he was not aware at the time that Yoo was drafting 
legal opinions in connection with a compartmented program. (TS//81/ /NF) 

Bybee told us that the OLC normally adheres to a tradition called the 
"two Deputy rule," so that OLC opinions are reviewed by two OLC Deputy 
Assistant Attorneys General before going to the OLC Assistant Attorney 
General for approval. Bybee said that the purpose of this rule is to ensure 

l l l  On June l ,  2003,  Philbin became an Associate Deputy Attorney General . 
However, he told us that he still technically remained a Deputy Assistant Attorney General 
in OLC and was thus 11dual- hatted." (U) 

I 1 2  Bybee was nominated by President Bush to serve on the Ninth Circuit in May 
2 0 02 b u t  was not confirmed by the Senate until March 2003. (U) 

1 1 :1 Yoo's major opinions about electronic surveillance and Stellar Wind are 
summarized in Chapter Three. (TS//BI//NF) 
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the quality of the legal research and soundness of the legal analysis. In 
addition, Bybee stressed that the Assistant Attorney General must be aware 
of all opit1ions tqat iss'L1e frqm th,e OLC . Bybee said that the OLC Assistant 
Attorney General has an obligation to "see the whole pictui'e1' and is the only 
person in the office who knc:i\-vs the full range of issues that are being 
addressed by the OLC. Bybee also said the Assistant Attorney Gene1:al is 
the only official in that office who can assure that OLC opiniohs remain 
consistent. Bybee stated that the Assistant Attorhey Generali as a 
Senate-confirmed official, has ultimate accountability for the work of the 
office. Bybee noted that, by contrast, the Deputy Assistant Attorney 
General position , though political, does not require Senate confirmation. (U) 

Bybee told the OIG that it would not be unusual for a Deputy 
Assistant Attorney General such as Yoo to have direct contact with the 
White House for the purpose of rendering legaJ advice .  Bybee stated that it 
is "not clear" whether or to what extent the Attorney General needs to be 
kept informed of such contacts . However, Bybee said that the. Attorney 
General may appropriately decide to ask a single OLC attorney to work on a 
particular project, but that it is unot the White House's call" to make such 
as:signments because the White House may not be aware of what advice the 
OLC is providing to other Executive Branch agencies . Bybee told us that 
duripg his tenure as Assistant Attorney General he did not know that Yoo 
was working alone on a sensitive compartmented program, and he had no 
knowledge of how Yoo came to be selected for this responsibility. (U) 

Philbin said he believed that White House Counsel GonzaJes and Vice 
President Cheney's Counsel David Addington had selected Yoo to draft the 
QLC's opinions on Stellar Wind and other national security programs, arid 
that Yoo was the "obvious choice'' to assume this role because of his 
expertise in war powers issues and the authority of the 
Commander-in-Chief. l 14 (8//NF) 

Gonzales told the OIG he understood that Yoo had asked others 
within OLC to help out with specific legaJ issues during this period without 
telling them what they were being asked to assist with, and Yoo then 
aggregated that work into his memoranda concerning electronic surveillance 
and the Stellar Wind program. Gonzales also stated that Yoo did not 
consult with any experts outside the Department in drafting his 
memoranda. l lS (TS//81//NF) 

l l 4  As discussed in Chapter Three, Yoo had been given responsibility for working on 
national security :i ssues prior to the inception of the Stellar Wind program . (U) 

1 1 5 When Gonzales testified before the Senate Judiciary Committee on February 6 ,  
2006, he stated that although he was n o t  at the Department when the program 
commenced, "1 suspect - in fact I'm fairly sure - that tb ere were not discussions with 

(Cont 'd.) 
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As noted above, neither Yoo nor Ashcroft agreed to be interviewed for 
the OIG's investigation. Other witnesses gave the OIG various accounts of 
Yoo's interactions with Attorney General Ashcroft and with the White HmJ,se 
concerning the program. Gonzales told us that Yoo regularly advised 
Ashcroft on the legal aspects of the program so thaLAshcroftC:ould conthiue 
to certify it as to form and kgality. Gonzales also said that it was 
incumbent on Ashcroft as Attorney General to satisfy the Departmenes legal 
obligations regarding the program, Gonzales told us he thus understood 
Yoo 's opinions as representing the opinions of the Deparlm(.'!nt. However, 
Gonzales acknowledged that White House officials consulted with Yoo and 
sought his advice without going through the Attorney General or Bybee 
Yoo's supervisor - although Gonzales a.lso said they did Iiot s.eek 
Department approval from Yoo concerning the Stellar Wind program . 

(TSf -j SI/ / NF) 
Other witnesses described their concerns regardin,g Y do's direct 

contacts with the White House, and with Addington and Gonzales in 
particular. Philbin said he told Addington that Yoo 's direct access to 
Addington on legal matters was "not a good. way to run things," .teferring to 
the lack of oversight of an OLC DeputyAssistant Attorney General by a 
supervisor. Philbin stated that there wa.s nothing wrong with assign:inga 
project to a subordinate , but not withot:!t the head of the office knowing 
what the subordinate was doing. (U) 

Jack Goldsmith told us that when he became the Assistant Attorney 
General for the ·  Offic:e of Legal Oounsel in Octob(;r 2003 , he le!3_rned that 
Yoo's contacts with the White House had had the effect of cutting the 
Attorti.ey General 1'out of the loop/' a practice Goldsmith said he resolved not 
to continue with any OLC attorney. (U} 

Goldsmith also told us the White House had wanted Yoo to replace 
Bybee as the Assistant Attorney General for the Office of Legal Counsel 
following Bybee's confirmation as a judge on the Ninth Circuit, but that 
Ashcroft blocked the move . Yoo resigned from the Department in May 
2003 . 1 16 (U) 

outside expertise at the Department, although I don't know for sure . "  An NSA Associate 
General Counsel for Operations told the OIG that Yoo visited the NSA for a briefing about 
the program at some point after he had drafted his November 2, 200 1 ,  legal memorandum. 
(TS I I SI ' I Dl F} I T  I I 

1 1 6 In addition to wor.king on the legal analysis for the Stellar Wind program while 
at the Justice Department, Yoo also worked on at least one o ther project involving a Top 
Secret compartmented detainee interrogation program. In contrast to the Stellar Wind 
program, the OIG determined that at least three OLC attorneys, including Bybee and 
Philbin, worked on the program's legal analysis with Yoo or participated by supervising his 
work. In addition, attorneys from the Department's Criminal Division and from other 

(Cont'd.) 

1 02 
TOlP 8\ECRET//S'fl!W/ /HCS/Sli//ORCON/NOFORf�Y 



2. Philbin Replaces Yoo (U) 

Patrick Philbin joined the Department as a Depuly Assistant Attorney 
General in the · Office of Legal Courisel on September 4, 200 1 .  u 7 He was 
read into the Stellar Wind program in late May 2003, just before Yoo left the 
Department. Philbin said that he, accompanied by Yoo , wasread into the 
program by Addington in Addington;s office in the Old Executive Office 
Building. Philbin told us that Addington provided an overview of the 
program, describing the two basic categories of collection as "content" and 
"m.eta data/' Philbin said that later, based on his legal ana,lysis of the 
Stellar Wind program, he developed the ''three baskets" terminology to 
describe more specifically the three types of collections. 
('1'8 I 'STLW I '£I I ' OC 1N'F) . · rr · •• 1 1  rr . ' 

Philbin said he was told by Addington he was being read into the 
program because Yoo was leaving the Department and another attoniey was 
needed to review the threatasse.ssments that supported the Presidential 
Authorizations and to then advise the Attotn<;:y General on recertifying the 
program as to form andlegalityJ 18 Philbin said he also was told thathe and 
the Attorn<;:y General were the only Justice Departlnerit officials who were 
.supposed to be involved in this '1review and recertification'' process. Philbin 
told us he was aware that OIPR Counsel James Baker had also been read 
into the program; however, Philbin stated that Addington told him he should 
h.ot discuss the_ prograrn with Baker and should only advise the Attorney 
General on the program. Philbin said he believed Addington d:id not want 
Philbin speaking with Baker · about the program because Addington had 
always taken the position that the program should be kept as 
compartmented as possible_ l19 (TS//SI/ /NF) 

ag(';lncies were regularly consulted by Yoo in his drafting of the legal. memoranda on the 
legality of this program. Yoo told the Department's Office of Professional Responsibility that 
Attorney General Ashcroft determined who was allowed to work on the memoranda for the 
detainee interrogation program. Transcript of Interview of John Yoo by Office of 
Professional Responsibility, June 7 ,  2005, at 1 2 .  (TS//STL\Vf/BI//00/NF} 

1 17 Prior to joining the Department Philbin had been at a private law firm and had 
specialized irt telecommunications law. (U) 

1 1 8 When asked whether he had any knowledge of the program prior to being read 
in, Philbin said he did not, but he recalled that in the fall of 2001 he had a discussion with 
Yoo about some general electronic surveillance issues. Yoo told Philbin that Yoo was told to 
\Vcirk alone on this particular matter. Yoo did not state who had given him this instruction. 

(TS/ /81/ fNF) 
l J'l Baker told us he was not similarly advised to avoid discussions with Philbin 

about the program , nor was he aware that Addington had instructed Philbin not to discuss 
the program with him.  In fact, according to Baker, Philbin initiated several conversations 
with Baker abmlt the operational details of the program as Baker understood them at the 
time . (U) 
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The day after being read into the program) Philbin.moved from· the 
Office of Legal Counsel to the Office of the Deputy Attorney General to 
becorn� an Aspocigte Deputy Attorney General, aJthol.lghteC:hniCally he still 
retained his OLC Deputy Assistant Attorney General positio11 arid was thus 
"cluaJ . .:hatted/> Philbin took over the "national security J.JOrtfolio'' front bavid 
Kris, . who haci recently left the Department, Philbin stat(!.d he was 
"somewhat concerned" that he would be advising the Attorney General on 
the Stellar Wind program even though Deputy Attorney General .Larry 
Thompson, Philbin's supervisor, was not read into the program . However, 
Philbin said he antiCipated at the outset that his work on the prognnn 
wo-uld not require a lot of his time, (S/ NtF) 

3. Initial Concerns with Yoo;s Analysis (U) 

Philbin said that after he was.read into the Stellar Wind program he 
believed he needed to do "due diligence'' to learn about the program. He 
sa)d he reviewed Yoo's legal opinions about the program and realized· that 
Yoo had omitted from Jiis analysis any .reference to the FISA provision 
alloWing the interception of electronic communications without .a warrant 
for. a periqci of 1 5  c1ays follovving a congressional declaration of war: See 5 0  
U. S ;C .  § 181 1. Philpin also stated thatYoo;s OLC opinions were·ptem:ised 
on the assumptio11 that FISA did not expressly apply to wartime operations , 
an assumption . that from Philbin 's perspective rendered the . opinions 
"problematic. "  Philbin said that this gap in Yoo's analysis was his first 
indication that the legal reasoning underpinning the Presidential 
Authorizations would have to be revisited. (TS//STVl'i//SI//OCfNF) 

Philbin said the second indication of problems with Yoo's analysis 
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l)CJ See Presidential Authorization of April 22, 2003 at para. 4(b)(i) & (ii) . The 
Apti1 22,  2003, Authorization was the only Authorization personally approved as to form 
and lega:lity by Yoo. He ::;tpproved the Authorization on April l 8, 2 0 0 3 ,  five day s  before the 
date ofhis talking points memoran dum. (T'i3//£TVN/f8l//OC/PW) 

Il l In fact, as discussed in Chapter Five, the reasonable articu lable suspicion 
standard 'vas the only standard the government sough: to apply to its authority to qu ery 
the e-mail meta data collection after basket 3 of S tellar Wind was placed under FlSA 
authority in J·uly 2004. (TS/jSTL'.¥//81//0C/NP) 
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Philhii:i said the ettots ill the Yoo's talking points document 
r�pres{):r:tted "a significant step toward the realization that the whole legal 
analysis was screwed up." Philbin told us he felt he could not rely on the 
existing $alysis arid that he needed to 11build from the ground up ."  
(TS 1 ' 81 r 'l'tF) T T i I 

4. Problems 

I:n ,!'�,ddit[�1ln tc; th;t;: :Hf!;l'<¥:5 PbiH�iin i.d,�:;:nt(fied in 
bin,t 

t ..li Philbin told us he visited the NSA three times during the summer of 2003 in an 
effort to learn how the program operated. Several officials we interviewed told us that 
Philbin understood the program well , in part due to his backgrou n d  in telecomm unicat ions 
law. (U/ /FOUO) 
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Philbin said that he and later Goldsmith recognized that the existence 
nf thf:t 
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5. Other. Collection Concerns ($l/NF) 

Pb,iTI:Jin told us· that ·during the summer of 2003 he idehtifit)d other 
St;;;;ilt�w '�J,��i:rtd pr(1ig:rarn" 

· 

6. Decision 1l;o Draft New OLC Memorandum (U) 

I:n, Augqst 20037 Phllbip bt·ou.g4t his co�wen1s aboL:tt. the OLC l�g?l 
opiP.i<ni$ tc1 Attqtrtey Qeperal Ashcroft, Philbin told Ashcn>ft that there were 
problems with the legal analysis supporting the pt·ogram hut probably- not 
with the concl'Llsions reach:ed, Philbin told us that he believed that since 
the co:nclu.sions would not change there would be no need to '1pull the plug'' 
on the analytically problematic aspects of the program, Philbin said he 

t2i A::; describ�d later in this chapter, the term "acquired" was not clarified until the 
:March U, 20'04, Presidential Authorization. That Authorization stated that meta data was 
"1acqq.ired' , , • when, and only when, the Department of Defense has searched for and 
tetrieved sL'tch header/router/addressing-type informa,tion,  including te1ecommunica,tion:s 
dialing.-type data (and not when the Department obtains such 
he,ader � .. �,.,.�, .. 
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therefore: acivis�d th?-t Ashcroft could continue to certify the program "as to 
form and legality.'; (TS//SI/fNF} 

Howeyer, Philbin also recommended that ::�- new OLC memorandum be 
drafted. According to Philbin, Ashcroft (Jqnct1rreti, told l1i:Ln to copthi.ue 
worldpg on his analysis, and asked to be kept updated on Philbin's 
progress. After meeting with Ashcroft to discuss the isstie, Philbin said he 
began to write .a ne-w mernotandum on the legality of the entire Stellar Wind 
program.l25 -ffS//SI//RFf 

C. Reassessment of LegalRationale for the Progll"am 
(TS ' 18! 1 INJF) I I I I . 

1 .  Goldsmith Becomes ()LC Assistant Attorney 
Ge;neral (U) 

Jack Goldsmith told the OIG that he was recommended for the 
Assistant Attorney General position by Yoo after Y oo was not selected for the 

position. Goldsmith stCJ.ted that during his interview for tpe position, 
Attorney General Ashcroft and Ashcroft's Chief of Staff David Ayres 
ernpha:siJ?:eci th�t t11e OLC Assistant Attorney General must keep the 
Attorney General informed of matters the Office of Legal Counsel was 
working on and stressed the im.Jportance of keepirtg the Attorney General "in 
the loop.'1 Goldsmith told the OIG that he believed Ashcroft and Ayres 
raised these issues as a re sult of their experience with Yoo. (U) 

Goldsmith was selected for the position 1 confirmed by the Senate, and 
on October 61 2003, was sworn in as the OLC Assistant Attorney General. 
(U) 

According to Goldsmith1 he was told by DepCJ.rtment colleagues that 
the procedures OLC historically followed in drafting its opinions were 
changing and that the Attorney General was being circumvented in the new 

he \Vas not certain at the time that Ashcroft fully understood 
se the subject matter was "difficult." Philbin also stated 

purposes, he needed to first make sure that he too fully 
understood the issues before raising his concerns to others . He said he did not just want 
to be ''a naysayer'' identifying problems, but also v•.ranted to propose solutions. He said that 
the program would be examined by Congress one day and that the legal analysis had to be 
"carefully done to protect the President.'' Philbin said he therefore believed that the OLC 
legal memoranda had to be rewritten to achieve that objective. Philbin told us he also was 
concerned that the program not appear like a "rogue operation," but rather as a responsible 
approach to collecting intelligence with adequate controls and oversight. In this regard, 
Philbin emphasized that it would be important .to demonstrate that the program. had 
appropriate restriCtions based on the l aw, and that the restrictions guarded against abuses. 
(T3/ /SI/ 7 NT•') 
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process. Goldsmith said that OLC Principal Deputy Assistant Attorney 
General Ed Whelan. also told him that OLC's procedures, built on custom 

anq practice but still "hugely important;'' hgd ''broken down" prior to 
Goldsmith�s arrival as the Assistant Attorney GeneraL (U) 

Goldsmith told us that he also became aware that Ashcroft sensed· · 
there was a White House-Office of Legal Counsel relationship qver which 
Ashcroft did not have full control. Goldsmith. said that when he became the 
OLC Assistant Attorney General he immediately moved to "bring things back 
to nonT1alcy" by, for example, making sure all O.LC memoranda were 
provided to client agencies for review and input ahd that .all memoranda 
were reviewed by two OLC deputies, as was the traditional OLC practice. I26 

(LJ) 
With regard to the Stellar Wind. program, Philbin told us he had 

ahvay.s intended to request that Goldsmith be read into the program after 
Goldsmith was confirmed by the Senate. Philbin said. that he went to the 
White House and asl{ed Addington (and possibly Gon�ales) to have 
Goldstnith read into the pmgram. Philbin stated that Addington told him 
that he would have been "fine' with not allowing Goldsmith to be read in, 
and that Philbin would have tojustify the reques� before Addington would 
convey the request to the President. Philbin told us he explained to 
Addington that he would need to have the head of OLC sign off on the nev\· 
memorandum he was writing or the memorandum would lack credibility. 
(U/ /FOUO) 

On November 1 7, 2003, Goldsmith was read into the Stellar Wind 
program by Addington ih Addington's office,l27 Philbin Was .also present. 
On the way to the read-:in, Philbin told Goldsmith to ''prepare for your mind 
to be blown." .  Goldsmith told us that the read-in took approximately 5 
minutes, and when it was over he remarked to Philbin, "That doesn't seem 

12G Goldsmith 's view of how the OLC shou ld operate was later echoed by a 
subsequent head of the office, Steven Bradbury. In a May 1 6, 2005,  internal OLC guidance 
memorandum entitled "Best Practices for OLC Opinions ," Bradbury emphasized that OLC 
legal memoranda should reflect the positions and expertise of interested agencies, and he 
also stressed the importance of a rigorous peer review process within the office before 
finalizing OLC memoranda. (U) 

m After Ashcroft, Yoo, Baker, and Philbin, Goldsmith was only the fifth non-FBI 
Justice Department official to be read into the Stellar Wind program since the program's 
inception over 2 years earlier. Philbin stated that prior to Goldsmith's arrival at the 
Department artd subsequent read-in to the program, he had no one to help him draft a new 
legal memorandum and no one other than Ashcroft with Whorn to discuss the legal issues. 
He. told the OIG th at it was extremely beneficial to have another attorney working with him 
on the project. Philbin also told us he did not press the White House to read in additional 
attorneys during the summer 2003 period before Goldsmith arrived at the Department. 
(T:S//81//NF) 

. 
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sq pad,'' Goldsmith said that 3 weeks later, aftc:r st11dying the matter; he 
W01lld'come to � "different conclusion/' (U //FdUO) 

2. NSA Denied Access to OLC lVIemoi'anda (U I }FOUO) 

One of the first Stellar Wind meetings Goldsmith and Philbin attended 
after Goldsmith's read-in was held in the DOJ Cotrirriand Cetiter with 
Addington, NSA Dep11ty denerai Counsel Vito Potenza, and NSA Inspector 
General Joel Brenner. doldsinith stated that the NSA Inspector General 
reqlJ.ested a copy of the OLC legal memoranda reggrding the program a.s 
part .of an audit the NSA Office of the Inspector General wanted to conduct 
of the program.. According to Goldsmith, Addington "bit [the Inspector 
General's] head off," and made it clear that the memoranda would not be 
provid¢d to the NSA OIG. (T8//8I//NF) 

Goldsmith said he lea.rned either at that meeting or shortly thereafter 
that NSA's Office of General Counsel also had been denied access to the 
OLC memoranda.. Bob Deitz, the NSA General Counsel during this period, 
told the NSA oro that he was never permitted to see Yoo's legal memoranda. 
Diew stated that he called Addington several \veeks after the first 
Ptesidential Authorization was signed ru1 d asked if he coi.Jld see a copy of 
Yoo's memorandum (likely the November 2 ,  2 00 l, me:morandurn) , arid that 
Addington responded '1no0'' Dietz said that Addington would only Tead 'ia 
paragraph or two" from the memorandum to him over a classified telephone 
line. Deitz stated tl�a.t he never advised Yoo on his legal analysis, althoug:h, 
he did advise NSA Director Hayden that he thought the program was legal 
and within the President's authority. (T8//SI/{NF) 

The OIG also interviewed the NSA's Associate General 
�15f(6),"(o)(of"� � ,  �' 

�:::,_ 
for Operations duiihg Yoo's and Goldsmith's tehure in OLC. 

told us that he was not troubled by the fact that other senior NSA 
had been denied access to Yoo's legal memoranda, and that he felt 

no need to review them. stated that his primary concern with 
respect to the le,ality of · program was whether "Justice was comfortable 
with it." IJII§[also stated that he assumed that the Justice Department 
would find the program legal by resolving the tension between FISA and the 
President's inherent Commander-in-Chief authority based upon the doctrine 
of constitutional avoidance . (TS//STVN//SI//OC/NF) 

Goldsmith told us he found it "shocking" that the NSA was not 
provided access to Yoo 's legal memoranda. He stated that the decision to 
withhold the memoranda was one of the "most astonishin g things" he 
learned about how the program wa,s handled , cmd that he could not "draw a 
good inference' from that fact. Goldsmith emphasized that under Uw 
Stellar vVind program the NSA had been asked to do something contrary to 
its ordinary practices, and yet was not allowed to review the legal 
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justifiGations for bdng pern1itt�cl to do it. Goldsmith told us he believed 
that the NSA might have identifi'ed problems or mistakes in Yoo's analysis 
early in the progr9cm had it been given access to his memoranda, 
fFS//SI/ /NF) 

Goldsmith told us that upon becomin.g the Assistant Attorney General 
he intended to reverse the practice;<Jf keeping OLC merriorartda closely held, 
and that h,e also decided he would seek client agency expertise in drafting 
these documents.  (U) 

3. Goldsmith Joins Effo;rt to Re�ssesS lLe!gal Basis for tlh:� n .. . ·· . ·· . . .  (TS 11Si 11NF) .�rrogram ��, r�:, rH 

In the two or three weeks following his read-in to the Stellar Win.d 
program, Goldsmith reviewed several documents to educate himselfabout 
the program. These included · the memorandum that Philbin had already 
begu,n to draft (which included a description of how the program worked 
operationally) , .Yoo's memoranda, and older OLC memoranda concerning 
surveillance activities. After Goldsmith familiarized himselfwith the 
program, Goldsmith pr.ovided Philbin with additional research and helped 
suppkment Ph1ll:Jin's draft memorandum . (TS//STLV.l//81//0C/NF} 

Goldsmith stated that Philbin had done an ''amaZingly heroic job" in 
r�view:ing i:he program. Goldsmith believ�d 1'ninety-mint; o:ut of a. hundred" 
attonteys in Philbin's position, having been asked simply to opine as to form 
anci legality, would .have just relied on th,e previous Office of Legal Counsel 
memoranda. Goldsmith said that Philbin, however, Wa$ not convinced by 
those. i11eriloratida and the1�efoi"e did not rely oh tliertL In addition, 
Golds:rnith . ted that Philbin sought to understar1d the program as it was 
actually · · rnented at the NSA before advising the Attorney General on its. 
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the exceptions to this requirement. Goldsmith later ·wrote in his legal 
memorandum reassessing the legality of the program that a proper analysis 

the Stellar Wind Program" (Goldsmith Memorandum, May 6, 2004j . 'This memorandum is 
discussed in Section T1 C below. ('f3//3TLW//Sl//OG/�IF) 
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of Stellar Wind ''must not consider FISA in isolation" but rather must 
consider whether Congress)  by authorizing the l1se ,of military force against 
al Qae,dg, also •<effectively e]{er.i1.pts'1 such surveillru1.ce from FISA. Goldsmith 
concluded that this .reading of the AUMF was correct because the AUMF 
authorized the President to use 1'all necessary and appropriate force" against 
the enemy that attacked the United States on September 1 1 , 200 1 ,  arid to 
"prevent any future acts of international terrorisrn against the United 
Stgtes" by such enemy � authority that has long been recognized to include 
the use ofsignals intelligence as a military tooL (TS//STVvV//81//0C/NF) 

.Alternatively, Goldsmith reasoned that even if the AUMF did not 
exempt surveillance under the program from the re::;trictions impo:,;;ed by 
FISA, the question was sufficiently ambiguous to warrant the application of 
the dQctrine of constitutional avoidance, and therefore should be construed 
not to pto]jibit the activity . 131 ("{8/ /STLVif·//81// OC/NF) 

urn , Goldsmith concluded that if · 
argum ents under the AUMF did not create 

sufficient as to trigger the doctrine of constitutional avoidan ce, FJSA as applied 
would represent � unconstitutional infringement on the President's exClu sive authority as 
Commander-in-Chief in wartime to protect the nation from attack. 
(TS//STL'vV/ / SI//OC/ NF) 
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I,�g.�i 1C�iu1s�l :RaiBes i·t;!iii ��$�·e��m�:�:d: 
Stellar WiD,d. ]?r().gram (D¢¢e�ber. 2003 through 
Jan11ary 2004)133 ffS/fSI//NJF.) 

During late 2003:, Goldsmith .arid Philbin contir,tued their ana:lysis of 
the legal bases for the Stellar Wind program. During this time Philbin · and 
Goldsmith were .the only two Department officials ih a, position to brief the 
Attorney General and White House offid.als on the status of their leggl 
reassessment and its potential ni.mifitations for the operation of the 
progrrun.I34 (TS//81//NF) 

With the existing Presidential Authorization set to expire pn 
December 1 1 ). 2003, Goldsmith and Philbin met with Ashcroft on 
December 8, 2003;  to advise him on recertifying the program as to form and 
legality. Goldsmith wrote in notes that he maintained during this tirne 
period that at the meeting he and Philbin ''not�[d] proble111s gently" to 
Ashcroft Goldsmith told us Ashcroftwas '�extraoniinarily s"Ltpportive" of his 
ap.d Philbin's efforts to reassess the legality ofthe:program artd made clear 
hi� view that the program had to be on solid legal footing. 
(TS ; ' 8TLW I 18I ' 'OC 'NF) . . rr Yt 1 1 r . r . 

Goldsmith advis.ed Ashcroft that; d.espite concerns about the prograw, 
Ashcroft should certify the Decerp.ber 9,  2003, A1.1.thorization. Goldsmith 

Philbin, Goldsmith, Com(:!y, Mueller, Gonzales,  and others. We also reiied on Philbin's and 
Goldsmith's contemporaneous notes, Goldsmith's chronology of events that he wrote during 
this period, Mueller's Program Log documenting events in March 2004, and Attorney 
General Ashcroft's FBI security detail log of events that occurred while Ashcroft was 
hospitalized from March 4 through March 1 4, 2004, among . other documents. (U) 

1 34 James Corney became the Deputy Attorney General on December 9, 2003, but 
was not read into the program until over 2 months latet. (U) 
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to continue analyzing the program and that if serious problems 
were found, the program would be shut down. (T8//8TLVl//8I//OC/NF') 

On December 1 8 ,  2003 ,  while Philbin was abroad, Goldsmith met 
again with Addington and Gonzale s .  Goldsmith wrote in his chronology that 
this time he conveyed with "more force" his "serious doubts and the need to 
get more help to resolve the issue [as soon as possible] ."  Gold smith also 
told Addington and Gonzales that he needed more resources to continue 
examining the legality of the program. They responded to this request by 
telling Goldsmith that Philbin should devote all of his time to the projec t .  

13� As discussed i n  Chapter Three, Corney's predecessor as Depu ty Attorney 
d en:�ral, Larry Thompson, was never r�ad into the Stellar Wind program despite Ashcroft's 
request to the White House on behalf of both Thompson and Ashcroft's chief  of staff. 
(U/ /FOUO) 
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Goldsmith told us that he asked to have Corney read into the program, 
According to Goldsmith's notes, Addington and Gonzales "bristle[ d)" at that 
sl.:tggestio!l. Goldsmith told us he made the request for Corney to be read in 
because he believed he would need the Deputy Attorney General's 
assistance to help "make the case" to the White House that the program was 
legally flawed . Goldsmith also stated that he wanted Corney read in 
because, as the Deputy Attorney Ge11.eral, Corney was Philbin's direct 
supervisor. (TS/ /81/ /NF) 

We asked Gonzales when he first became aware that the Department 
had concerns about the legality of the Stellar Wind program. Gonzales 
stated that he remembered that sometime after Philbin and Goldsmith 

joined the Department, they decided to conduct a programmatic review of 
the legal basis for Stellar Wind. Gonzales said that he welcomed this review, 
and that it was always important to reassess the value of or need for the 
program, as well as its legality. Gonzales told us he thought that Goldsmith 
ar1cl Philbin 's review arose out of eoncems about Yoo 's November 2, 200 1 ,  
opinion and that their review was limited to that document. Gonzales said 
that Goldsmith periodically told him that Philbin was reviewing the program 
and that some questions had been raised or that some changes to the 
program might be needed as a result of their reassessment. Gonzales said 
that he told Goldsmith to let him know how the review was progressing. 
Gonzales also told us he did not recall getting into any spedfic discussions 
with Goldsmith about OLC's concerns 1.1ntil early March 2004. 
(TS//Sl//NF) 

In contrast, Goldsmith told us he had been ''crystal clear" with 
Gonzales ahd Addington that the Office of Legal Counsel had concerns 
about the legality of aspects of the program as early as December 2003,  
although Goldsmith also acknowledged that his discussions with Gonzales 
and Addington became more detailed in March 2004.  Goldsmith told us 
that he gave the two White House officials the same caveats he gave 
Ashcroft when advising him on the legality of the program - that there were 
flaws in Yoo's analysis , but that OLC had not yet concluded that the 
program itself was illegal. (TS//SI/ /NF) 

Goldsmith's efforts to gain the 'White House's permission to have 
others (including Corney) read into the program continued through January 
2004. According to Goldsmith's notes,  both Addington and Gonzales 
pressed Goldsmith on his reason for the request and continued to express 
doubt that additional resources were needed. However, in late January the 
White House agreed to allow Corney to be read in, provided that Philbin 
devoted all of his time to his analysis of the program and, according to 
Goldsmith, that the Department's legal analysis be completed by March 
2004 when the Presidential Authorization was due to be renewed. (U) 
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6. Deputy Attorney Gene1i.'al Corney fts Read illlto the 
Program (U) 

Corney became the Deputy Attorney General on December 9 ,  2003, 
artd Wa$ tead into the St<:Jllar Wind program on February 17, 2004.  Corney 
told us that he had no awareness ofthe program prior to being read in. He 
said he learned after his read �in that Addington had resisted Goldsmith and 
Philbin's efforts to have him read in earlier. Corney said Addington was the 
"gatekeeper" for Stellar Wind and wanted to keep the progtarh a �'close hold." 
(U) 

Corney to.ld us that NSA Director Hayden personally wanted to 
conduct Corney's read-in to the program. Hayden read in Corney at the 
Ju,stice Command Center in a briefing that took approximately 20 to 30 
mint1tes. Corney said that, at the read irt, Hayden explained the "three 
ba. skets" to hrm' {TS 1 ;STbnr 1 'SI 1 'OC 1NF} · · · · (} �•-rn T f ·. I 

Corney told us that after Hayden left the Command Center, Corney 
and Philbin continued discussing the program. Philbin told Corney that 
there were problems with the legality of the program and that there were 
"9perational issues'' as welL Corney told us that .his initial reaction to the 
program was "unprintable ."  He said he thought that the NSA could not 
collect the content of certain communications covered by the program 
outside of FlSA authority. H ayden told the OTG that Corney raised no 
objections to him about the program upon being read in. (U) 

Within the first month after being read in, Corney discussed the 
program with Ashcroft; Goldsmith, Philbin, and other Department official$ 
who had been read in by this time, including James Baker, Counsel for 
Intelligence Policy; Chuck Rosenberg, Comey;s Chief .of Staff, and Daniel 
Levin, Counsel to the Attorney General. l36 Corney said he did not recall 
having any discussions about the program with FBI Director Mueller during 
this period. (U) 

Corney also recalled meeting with Scott Muller, the CIA General 
Counsel, shortly after being read into the program. Corney said that he told 
Muller about the legal concerns Philbin and Goldsmith had raised regarding 
Yoo 's analysis and that Muller agreed that the concerns were well founded . 
(U) 

Comey a1so told us that Goldsmith had identified for Corney as a 
particular concern the notion that Yoo's legal analysis entailed ignoring an 

1 36 Levin had just returned to the Depart111ent after working in private practice an:d 
serving as a Bush Administration liaison to the September 11 Commission, Rosenberg was 
read into Stellar Wind in 2003 while serving as Counsel to FBI Director Mueller. (U) 
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act ofGopgress, and doing so in secret. Comey st.ated that Goldsmith 
described such action as "breathtaking." Corney agreed, describing the 
action :;ts "unprecedented." (U) 

D. Office of Legal Counsel Presents its Conclusions to the 
White House (U) 

On March 1, 2004, Philbin. completed a.. first draft of a revised OLC 
opinidh on the Stellar Wind program. According to Goldsmith's notes, at 
this tirne QqlQ.::;mith and Philbin had not yet concluded "definitively' that 
there was "anything 

. . . ) with the possible 
eJ{ception of the scope 
(TS ' 18TL111 1 18I 1 10C 1NF) (] WJ J II I 

In explaining the rationale for the revised opinion, Corney described to 
the OIG his view oftwo approaches or standards tha..t could be used to 
undertake legal analysis of government action. If the govemment is 
contemplating taking a particular action, QLC's legal analysis will be based 
on a 1'best view of the law" standard. However, if the government already is 
taking the action, the analysis should instead focus on whether reasonable 
leg$.1 argcunents can be made to support the con tiriuation of the t0nduct.l37 
Corney .said that because Stellar Wind was an ongoing program, Goldsmith 
and Philbin's analysis proceeded under the second approach, Under this 
approach, at this point they concluded that there · · 

· · be made . continue the collection 
stilL 

March 2004 the sense was tha..t "we can 

1:!7 Goldsmith emphasized to us that this second situ ation almost never presents 
itself, and that OLC rarely is asked to furnish legal advice on an ongoing program because 
the pressure ''to say 'yes' to the President" invariably would re sult in applying a lower 
standard of review. Goldsmith stated that OLC's involvement in Stellar Wind was 
"unprecedented" because O LC is al¥.rays asked to review the facts and formulate its advice 
"up froi1t ."  -fS/(-p.fF) 
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On March l,. 2004, Comey met viith FBI Director Mueller to inform 
him that the OLC had :fouhd pro · 

Wind program; particularly with 
According to a logMuellel� kept do .......... � •. � ....... ,c . .u. 
cqr;tcel':qing th� prqgram, Corney said he was>tryihg to work: out these 
problems with .the ·OLC and "either interested parf:ies;"138 Mueller told t,1s 
that March 1, 2ob4, was when he first became awai·e of the Depru�tment's 
conc�r.ns a,bout the legal support for the program . Mueller de�cribed the · 
FBI as <'reCipients of irtformation from the ptogram/i and that the dialogue 
as to the program's legality was between the Department and the White 
House; (TS//STLVvT//81//DC/l�F) 

1 .  March 4, 2004: Corney Meets with Ashcroft to 
Discuss Problems with tllie Pi"ogtam (U) 

Corney told .us he met with Attorney General Ashcroft for lu.nch em 
March 4� 2004, tq discuss the Stellar Wind program. Corney reminded 
Ashcroft of the details of the program and said he used salt and pepper 
shakers a:t1.d a }qJ.ife to represent the three baskets durin,g the discussion. 
According to Gamey, Ashcroft agreed with Gorney and OLC's assessment of 
th� pc>tenti�l legal proQlems., and he instructed Oomey to ')'l.lst fix .it" and 
"tell them to mak.e the changes that need to be done.'' 
('PSI 'STVTi I 'SI I 108 'NF) T/ · . vv 7 I I 1 I · 

Corney .said he assumed Ashcroft meant that Com.ey should reach out 
to the NSAand the White House for the necessary changes . The 
Presidential Authorization ih effect at the time was due to expire on 
March 1 1 , 2004. Corney said Ashcroft did. not discuss with hirn whetherhe 
would recertify the program as it was currently being authorized by the 
President (TS r 1 81 I I NF) · • 1 r n 

Corney also described Ashcroft as being frustrated,  and said he was 
1'beating himself up" because he was «in a box" with Yoo, yet was learning 
from Philbin, Goldsmith, and now Corney that parts of the program were not 
in their view legally supportable. 139 (TS/ / SI/ /NF) 

After the lunch meeting on March 4, Corney traveled to Phoenix, 
Arizona, to make a speech . Three hours after their lunch meeting, Ashcroft 
was struck with severe gallstone pancreatitis and was admitted to the 

1:18 Mueller told us he maintained the program log because "[tJ hese were 
extraordinary circumstances about which I would one day be questioned." Mueller said the 
program log was drafted "relatively contemporaneously" with the events described in it. (U) 

JJ9 By the. time Ashcroft received OLC's preliminary findings concernirig the legality 
of the program in D ecember 2003, he had already certified the program as to fonn and 
legality approximately 20 times. ('FS/ /81/ I N.F) 
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George. Wa,shington University HospitaL After b�;Jinginfqrmed that AshGroft 
was hospitalized1 Corney returned to Washington the next morning on · an 
FBI jet. (U) 

2. March 5, 2004: Corney Determines Ashcroft is 
"Absent Oli' Disabled" (U) 

On March 51 2004, Goldsmith advised Corney by memorandum that 
under the circumstances ofAshcroft's medical condition and 
hospitalization, a ''clear basis;' existed for Corney to determine that ''this is a 
case of 'absence or disability' of the Attorney General" within the meaning of 
28 U.S.C. § 508(a) . This statute provides:  

In case of a vacancy in the office of Attorney General, or of his 
absence or disability, the Deputy Attorney General may exercise 
all the duties of that office, and for putposes of section 3345 of 
title 5 the Deputy Attorney General is the first assistant to the 
Attorney General. (U) 

Goldsmith's memorandum further advised Corney that he could serve 
as Acting Attorney General until Ashcrof t's absence or disability no longer 
existed, and that Corney could exercise ''all the power ahd authority of the 
Attorney General, unless such power or authority is required by law to be 
exercised by the Attorney General personally." See 28 C.F.R § 0. 1 5(a). 
Goldsmith noted in the memorandum that there are «very few duties" that 
can be exercised only by the Attorney General. Goldsrpith wrote that, 
except for these duties, Corney could opt to exercise the duties of the 
Attorney General as Deputy Attorney General rather than as Ac;tihg Attm"ney 
General, noting, 'tyour office has informed us that thi� is your interttion.�'14o 
(U) 

Goldsmith�s memorandum to Corney referenced an attached draft 
memorandum for Corney's review, which would memorialize Corney's 
decision to invoke 28 U.S.C .  § 508(a) in writing, although Goldsmith advised 
that it was not necessary to do so. The "cc" line of Goldsmith's 
memorandum to Corney indicated that a copy of the memorandum was also 

140 According to an e-mail sent on March 5, 2004, at 9 : 1 5 a. m. from OLC Special 
Counsel Daniel Koffsky to OLC Principal Deputy Assistant Attorney General Edwa·rd 
Whelan and other Department officials, among the duties that can only be. exercised by the 
Attorney General or his designee is the authority to approve FISA applications to engage in 
electronic sur'VeHlance of a specific type of agent of a foreign power based ori requests of 
certain high level officials. 50 U. S . C .  § 1 804(e)(2HA) . This section represents an exception 
to FISA's general conferral of authority on the Attorney General, a term that is defined to 
indqde the Acting Attorney General and the Deputy Attorney General. See 50 tJ.S.C. 
§ l80 l (g) . (U) 

1 2 1  
'JPOP SECRET// STli.iW!/ /HCS/ SF./ /ORCON/ NOWORN 



..!Jrop SEGRET// S/NA!J//HCS/SI/ /ORCON/NOFORN 

se11t to White House Counsel Gonza1es .. l41 As dhscussed below; a sigpificant 
dispvte between White. House and Department officials later arose over 
wh¢ther the White House iri fact received notice ol Corney's decisimi to: 
assume th� powers of the Attorney General, whether as Deputy Attorney 
General or otherwise. (U) 

3. March 5, 2004: Goldsmith and JEDhilbil!l Seek 

Clarification from White House on Presidential 
Authorizations (U) 

On the. afternoon of Friday, March 5, 2004 � 6 days befote the 
Presidential Authorization then in effect was set to expire - .Gbldsinith and 
Philbiri met with Addington and Gonzales at the White House to seek 
clarific�tion on two key issues related to the Autho:dzatimis. (U //FOU(:}) 

141 A March 12 ,  2004, e-mail from Ashcroft's Chief of Staff David Ayres to D eputy 
White House Counsel D avid Leitch detailing the Department's efforts to inform the White 
House Counsel's Office of Ashcroft's hospitalization and Corney's assumption of Ashcroft's 
duties sho,�·s that Ayres confi rmed the White House's receipt of a facsimile from OLC 
advising the White House of Corney 's decision to exercise "all the power and authority of the 
Attorney General . . .  in [his] capacity as Deputy Attorney General . "  Ayres also wrote in the 
e-roail that a copy of OLC's "legal memorandum" was sent to White House Counsel 
Gonzales. Ayres also wrote in the e-mail that he personally called Harriet Miers,. a White 
House Deputy Chief of Staff, and informed her that Corney "had assunied the Attorney 
General's responsibilities [ . ]" Ayres wrote in the e.,-mail that he also informed others at the 

White House of Corney's status, including another White House Deputy Chief of Staff [Joe 
Hagin] and the White Ho u se Cabinet Secretary (Brian Montgomery]. (U) 
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created a serious issue . Gonzales stated 
that GcHdsroith's atgu:r±lent on this point was that Congress had spoken on 
the matter by enacting FISA, but Yeo previously had opined that FISA was 
urtconstitutional to the extent it infringed on the President's 
Commander-in-Chief authority to conduct electronic surveillance without a 
judicial warrant.142 ("1'8//STV.V//SI//OC/NF) 

Gonzales also told us that the March 5, 2 004, meeting with Goldsmith 
aJ.td Philbin represented the first substantively detailed discussion he had 
with the OLC officials regarding their concerns with the existing legal 
analysis and their reservations about continuing the program as it had been 
operati;ng. As noted above, Goldsmith said that he had informed Gonzales 
arid Addington about his general concerns with Yoo 's legal analysis of the 
program as early as December 2003 . (TS//81//NF) 

Later that day on March 5, Gonzales called Goldsmith to request a 
letter fi'Dm the OLC stating that Yeo's prior OLC opinions "covered the 
program ." Philbin told the OIG that Gonzales was not requesting a new 
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opinion that the program it&elf was legal, but only that the prior opinions 
had concluded that itwas. (TS//SI//NF) 

4. March. 6 to 8, 2004: The Department Concludes Th:a:t 
Yoo's L;egal Memoranda Did Not Cover the Program 

(U) 

As a result of Gonzales js request on March 5 ,  Goldsmith re-examined 
Yoo's me:morahda with a view toward. determining whether they adequately 
described the actual collection activities of the NSA under the 
Authorizations. Goldsmith told us that after a brief review, he called Philbin 
to tell him he agreed with Philbin's assessment that Yoo,s memoranda were 
pro blemptic from a factual standpoint. Philbin said that through this 
re,.exafu:irlation he and Golcismith · · 

Goldsmith's accourtt .Of the response to Gonzales's request was 
sirnila:r; Goldsmith also stated that .his <::md Ph • in's co lusion that Yoois 
memoranda failed to adequately describe the 
meant that OLC could not tell the White House that the program could 
continue under the authority of those legal memoranda. Golds.mith stated 
that he and Philbin realized at this point that the program had been 
conducted for 2 years without a proper OLC review. Specifically, both 
Goldsmith and Philbin stated that they had always viewed Yoo 's legal 
analysis a,s poorly reasoned; . however, they were now realizirrg that Yoo's 
factual description of the program was inaccurate and incomplete as well, 
and thus did not '1cover" aspects of the program. Goldsmith said Gonzales's 
request for ratification of Yoo1s memoranda "forced [the Office of Legal 
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Counsel'$] hand1' rul.d was the point at which the "presumption in favor of 
legality flipped." l44 (TS//STL\Vf/Sl//00/l'l'F) 

On Saturday, 
the 
Goldsniith al�o told Corney that the White House. would 
of this development. Corney agreed with this 

recommenda.tion. (T8/ /STUN/ /SI// OCfNF) 

Later on March 6; Goldsmith and Philbin went to the White House to · that the 

According to . . ·· these events,  . . . . 
Gonzales "reacted calmly and said they would g4t bac::k: with Us." Goldsmith 
.told us that the White House was now worried that it was ''out there/' 
meaning. that it was implementing a program without legal support. 
(TS I 1STUH i I Sl I I oc 'NF) · J f  vv J f · ff ·  I 

On Sunday afternoon, March 7, 2004, Goldsmith and Philbin met 
again with Addington and Gonzales .at the White House,l45 According to 
Goldsmith, the White House offiCials informed Goldsmith and Philbin that 
they disagreed with Goldsmith and Philbin's interpretation of Yoo's 
memoranda and on the need to change the scope of the NSA's collection. l46 

Gon,zales told us he recalled the meetings of Ma.rch 6 and 7, 2004, but did 
not recall the specifics of the discussions. He .said he remembered that the 
overall tenor of the meetings with Goldsmith was one of tryin,g to "find a way 
forward/' 147 tfS//SI//NF) 

144 As noted in Chapter Three1 Gonzales told us that he believed Yoo's memoranda 
described as lawful activities that were broader than those carried ol.lt under Stellar Wind, 
and that therefore these opinions "covered" the Stellar Wind program. (TS//81//NF) 

145 Gonzales told us that White House Chief of Staff Card may also have been 
present for this meeting. Goldsmith's chronology indicates that only Addington and 
Gonzales were present. (U) 

146 In discussing these early March meetings with the OIG, Goldsmith told us that 
Addington had stated on more than one occasion that Goldsmith was the head of OLC and 
if he determined that the program needed to be shut down , it would be shut down. 
Goldsmith told us he believed that the White House officials' references to ".shutting down 
the program" extended only to those aspects of the program for \Vhich no legal support 
could be found. Goldsmith also told us that he did not know whether Addington and 
Gonzales were keeping the President hiformed of OLC's concerns . (TS//SI//NF) 

1•17 As noted above, Gonzales was represented by counsel during his interview with 
the OIG. Also present during the interview because of the issue of executive privilege was a 
SpeCial Counsel to the President, Emmitt Flood. We asked Gonzales whether the President 
had been informed by this po int in time of the OLC position regarding the lack of legal 

(Cont'd . )  
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Qn, the evenil:;lg of SundEJ.y, Mgrch T, 20041. Goldsmith and Philbin met 
with Co;mey in Corney's office to again rev�ew Yoo's opinions and make �ure 
all three' a,gree�1 with the cqn,dusion th&tt the opip;ions failec1 to support the 
Stellar Wind program as it was bein.g implemented. Philbl.rt said that until 
Gonzales7s March S request for a. letter from tbe OLC stating that Yoo.'s prior 
OLC opinions �<covered the program/ he and Gol<:lsmith had intencted to 
recommend that the: program be r¢certuied · · · 

Aecording to Goldsmith's chronolqgy, there' was no interaction with 
the White House on the issue art the. following day,. Monday, March 8,  2004.  
Goldsnuth wrote in his chronology of e vents for this day: #Moriday; 
March 8: 'Silence.'' (U) 

5. March 9, 2004: White House Se.eks to Persuade 
Department and FBI to Support Continuation of the 
Program (�f/N:F) 

O:d. Tuesday, MB:rch 9 ,  2004, Gonzales talied Goldsmith to attend an 
early niorrtipgm�etipg (at 6:00 or 6:30 a.m.') at the White House to discuss 
the. issues regardin,gYods memoranda and the Stellar Wind program. l49 
Goldsmith called Philbin and told him to meet Goldsmith at the White: 
J:Io.use; According to Golq$rr1ith1 J?hilbin w�s allowed into· the White House, 
but Gon�ales excluded Philbin from the meeting despite Goldsmith's 
reqUests that Philbin be allowed to participate. (8//NF) 

support for the program and. . Elobd 
(15) (5), (B)(n ), (o)(Br " 
� - � �� �  � �� ,._. � � � �  �- �- � - :; � �  - �-� � - - - ;::: 

objecte<i to the question on relevancy grounds an advised Gbn2ales riot to a:iiswer, and 
Gonzales did not provide tis an answer. However, when Gonzales commented on a draft of 
this .report, he stated that he would not have brought Goldsmith and Philbin's "concerns" to 
the attention of the President because there would have been nothing for the President to 
act upon at that point. Gonzales stated that this was especially true given that Ashcroft 
continued to certify the program as to legality during this period. Gonzales stated he 
generally would only bring matters to the President's attention if the President could make 

HIJ Gonzales told the . OIG that. he d;id not recall this me<;:ting. Bot\1, Goldsmith and 
Philbin told the OIG about the meeting. The meeting is also briefly described in 
Goldsmith's contempo!'aneous notes and chronology. (U) 
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Goldsmith said Gonzales tried first to persuade him that he and 
Philbin were wrong to conClUde thatYoo's memoranda did not provide 
suffiCient legal j:q.stification to cqver the parts of the progr8.l11, tbat OLC had 
identified as problematic, but that Gonzales did not persuade him on this 
point. Gonz.ales nt:!�t argued for a crso"'day bti<;ige" to .get pa:;;t the u,pcomihg 
March 1 1,. 2004i Authoriz;:ttion. Gonzales reasoned that Ashcroft, who was 
stiir hospitalized, was not in any condition to sign the up corning 
Authorization, and that a: "30-q.ay bridge" wo:uld move the situation to. a 
p.bint Where Ashcroft would be well enough to approve the program. 
Goldsmith told Gonzales he could not agree to recommend an extension , 
(1'8 I 18I ' iNF) . (/ .  (/ 

Goldsmith said Gonzales noted that Ashcroft had certified the 
prograri1 as to form and legality for the previous two and a half years, yet 
i1ow Comey was the Acting Attorney ·General. Goldsmith said the 
implication of Gonzales's slaterrl.erit was that 11ot :approving the March 1 1 , 
2004, Authod.Zation would "undercu.f! Ashcroft. Goldsmith �::tid, he made 
.clear to Gonzales that Ashcroft was ''supportive;; of his and Philbin's 
ru1:alysis. Golqsmith's notes froirl th¢ m�eti.J:?,g also indicate that Gonzales 
stated tha.t he did not "wBI.It to face'; Ashcroft in the. hospital. Goldsmith 
told us he recommended to Gonzales that he not visit Ashcroft. ISO 
(TS i 18Tt 'NF) n I T  

Golclsrriith said his discussion with Gonz.ales lasted about 1 hour. 
Philbin was then brought into Gonzales's office and the issues were 
disct:tssed again. According to Goldsmith's chronology, nothing was 
resolved during the meeting. (U) 

At noon · that day, another :r;neeti:hg was held in An.drew Card's office at 
Ute White Bouse. According to Director Mueller's ptograrn log, Mueller; 
Chiefof Staff Card, Vice President Cheney, CIA Deputy Director John 
McLaughlin, Haydei1, Gonzales, and other unspecified officials were present. 
Comey, Goldsmith, and Philbin were not invited to this meeting. Mueller 
described this gathering as a <'pre'-meeting" in a::pticipation of another 
meeting that was to be held later that afternoon in which the Justice 
Department officials (Corney, Goldsmith, and Philbin) would be 
participating. 1s 1  (U) 

1 so At noon on March 9r 2004, Attorney General Ashcroft underwent surgery at the 
George Washington University HospitaL The surgery was completed by 2:30 p.m. (U) 

Hi 1 Mueller prepare<;l for this meeting py meeting earlier that morning with Michael 
Fedarcyk, the ·Chief of the FBI's Communications Exploitation Section; General Counsel 
Valerie Caproni; and possibly program log indicates that Fedarcyk 
"appears unaware of details of is collected." (T3flSI/!NF) 
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,According to Mueller's notes, a pr-esentation on the value of the Stellar 
Wind program was given by CIA and NSA 
'-'AIJLc:u.·u. ''"''"" to · group thai: Corney "has problems'' 

Mueller's notes state that Vice President Cheney suggested 
inay have to reauthorize without [the] blessing of bOJ," 

to wh�ch 1VI11eller responded , "I could have a problen1 with that," and that 
the FBI would ''have toreview legality of continued participation in the 

,, {17'C' I I C''T'T nr ' I SI I I ee I�'!';') program. &a1 1 oruv>r7 7 �t/ 7? � 7 :NF 

A third meeting was held at the White House that afternoon, at 4:00 
p.m. Tbe meeting inCluded Corney, Goldsmith, and Philbin, in addition to 
Vice President Cheney, Card, Addington, Gonzales ,  Hayden, Mueller, CIA 
General Counsel Muller, McLaughlin, and approximately 1 0  NSA analysts . 
Gonzales told us the meeting was held to make sure that Corney understood 
what was at stake with the p1'ogram and to demonstrateits value. (S//N·:FT 

At tlJ.e beginning of the meeting the NSA analysts .made a presentation 
to Corney, Goldsmith, and 

· · 
s entation consisted 

of charts showing the . 'capabilities that could 
be generated from Stellar Wind-derived information, as well a.s a description 
of"'sticcess stoties" resulting from the program. Corney told us that the 
cases the analysts highlighted were not in his view the Stellar Wind 
successes that the analysts claimed , and that he felt "the · N SA had no good 
stories to tell about the program." 153 Cqrr1ey also told us that the collection 
of content communications under Stellar Wind was somewhat duplicative of 
eXisting FISA coverage, and that only the meta data collection. under baskets 
2 ar1d 3 represented truly new capabilities.  However, Corney said he did not 
challenge the analysts on the assertion that Stellar Wind was a critical 
anti-terrorism tool because the value of the program was not his primary 
concern. Rather, Corney said he was willing to concede the program's value, 
and that his concern was with .its legality. (TS//STLW//81//0C/NP) 

Goldsmith told us that he did not believe it was his place to judge the 
value of the program from an intelligence-gathering standpoint. Goldsmith 
told us he found persuasive a remark by Hayden that even though there 
may not have been major successes under the program to date, the program 
still could produce successes in the future . However, both Goldsmith and 

1 52 Mueller's notes ind icate t 
ring the presentation. We 

re cited as 
bl 1 b3 1 b6 1 

this chapter and b7E 1 b7 C  
Chapter Six. 

153 Comey specifically questioned wheth er case was a legitimate 
"success story" under the Stellar Wind program. as well as oilier cases 
cited as succes ses under Stellar Wind, is discussed in Chapter Six. 
('1'8/ / STLW/ / SI/ j GC/ NF) 
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The NSA analysts were excused after their presentation and the 
meetin,g contih:u,ed. Oomey said Vice President Che11.ey stressed that the 
program was "cdtically important" and warned that Corney would risk 
"thousands" of lives if Corney did not agree to recertify it. Corney said he 

those at ·. meeting that he, as the Deputy Attorney '-" '-'-UUJ. 
could support 

(�qrney also told us he was certain the White House understood him to 
be the act1ngirt Attorney General Ashcroft's stead during this tneeting. (U) 

- - - - - -
- - - - -- - =--- - � ---= 

6. Conflict Ensues between Department and White 

House (U) 

Each of the Department witnesses we interviewed concerning the 
Department's discussions with the White House during this time period 
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emphasized the sense of pressure a!lcl anxiety that pervaded the 
discussions in March .2004. For irtstance , Gorney said discl1S$i6ns during 
the meeting at the White Bouse on March 9 became heated as he sought to 
convey to everyone how difficult it was fo:r the Department to take the 
position it was taking, and how hgrd the Department officia1s were working 
to find a solution. Corney also stated that Vice President Cheney was 
''understandably frt.1strated'' because the Department was changing its 
ac:lvice to the White House abo11t the program. (U) 

Goldsmith also recalled that at otie point during these meetings with 
the White House, Addington told him that if he narrowed the Stellar Wind 
program Goldsmith "will have the blood of 100,000 Ainefican lives on his 
hands , "  (.8//NF) 

Goldsmith observed to US' that from the White House's point of view, 
due to the timing of the events, and in. particular with Ashcroft in the 
f.tospital, it appeared to the White House th;3.t a "palace coup" was taking 
place at the Department of Justice. Goldsmith said that this perception was 
sornewhat tiriderstandable under the circumstartces, (UJ 

Philbin also stated that tensions were high during this.  period arid .that 
the Department and White House "started to divide into camps .'' Philbin 
add¢d. that Department and White House officials were "starting to attribute 
motives" to each other. Philbin said. he thought Addington came to believe 
tha.t Comey was opposed to recertifying the program for ''political reasons," 
and that Corney wanted to be on the "politically righfl side ofthe dispute. 
(U) 

Corney said that his dealings with Gonzales, Card, Addington , and 
others at the White House were generally civil.  Corney acknowledged that 
there was tension between the Department and the White House during the 
March 2004 period, but believed that it resulted primarily from differences 
in legal perspectives. (U) 

H. White House Continues Program without Justice Department�s 
Certification (TS//SI//NFt-

The Presidential Authorization under which the program was 
operating during early 2004 was set to expire on March 1 1 , 2004. As 
described in the preceding section, Corney concurred with the vievvs of 
Goldsmith and Philbin, and as the Deputy Attorney General exercising the 
powers of the Attorney General Corney refused to certify the program as tci 
form and legality. He conveyed this decision to the White House during the 
meeting on the afternoon of March 9 ,  2 004. In response , as described 
below, the President decided to reauthorize the program without the Justice 
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Department's support, precipitating a serious confrontation between White 
House and Department officials. (TS//STLVl//SI//OC/NF) 

A. White House Counsel Gonzales .  Certifies · March 1 1 ,  2004, 
Presidential Authorization (TS// SI//NF} 

1. March 10, 2004: Office of Legal Counsel Presses. for 
Solicitor General to be Read into Program (U) 

Goldsmith, Philbin, and Corney met in the early afternoon of 
Match 1 0 ,  2004 ,  to discuss the meeting at the White House the day before 
an.d how the · . t should proceed. Goldsrhith 

. sition to that V\JJ . .<.'-<\.•'->U.U 

Goldsmith e.nd Philbin also recommended to Corney that Solicitor 
Gerteral Theodore Olson be read into the program. Goldsmith told us that 
Olson. had been at the Department for a long time and had valuable 
experience and credibility. Goldsmith said that given the importance of :the 
d�cisions being made at the Department concerning the program at this 
t:imel he believed it was imperative to have Olson read in. (U) 

Corney agreed with Goldsmith and Philbin, and he directed Goldsmith 
to call Gonzales to reaffirm the Department';:; position on the program and 
also to request that Olson be read in. (U) 

Goldsmith called Gonzales at 2 :20 p . m. 
t could not support the legality 

as then being implemented under the program. 
�-....... cu.· .. · .. " of the "urgent need'; for approval to read Olson 

into the program. Goldsmith's notes indicate that he called Gonzales twice 
that day with the request to have Olson read in, but by early evening had 
not heard back from Gonzales. (TS//STVJJ//81//0G/NF) 

2. March 10, 2004: Congressional Leaders Briefed on 
Situation (U) 

Gonzales told us that after President Bush was advised of the results 
qf the March 9 ,  2004, meeting, the President instructed Vice President 
Cheney on the morning of Wednesday, March 1 0 ,  to call a meeting with 
congressional leaders to advise them of the impasse with the Justice 
Department. On the afternoon of March 1 0, at approximately 4 : 00 or 5 : 00 
p.m. ,  Gonzales and other White House and intelligence agency officials, 
including Vice President Cheney, Card, Hayden, McLaughlin, and Director 
of Central Intelligence George Tenet, convened an ''emergency meeting" with 
Congressional leaders in the White House Situation Room. The 

1 3 1  
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congressionatleaders in attendance wer<; Senate Mqjority and Minority 
Leaders.Bill Frist ahd Tom Dasqhle; Senate Select Committee on · In.telligence 
Chairman Pat Roberts ctnd Vice Chairman Jay Rm*efeller; Speaker of the 
House Dennis HctSlert and House Minority Leader Nancy Pelosi; and Bouse. 
Perinanen:t Sdect Committee on Intelligence. Chait Pott�t Goss and Rartking 
Member Jane Harman. This congressional group was known informally as 
the "Gang of Eight." (U) 

No . offidals from the Departrt1ent were present at the meeting . . Whf!n 
we asked Gonzales whether the White House had give!l any con$icieration to 
itryiting Department officials to attend, Gonzales declined to answer on the 
advice of the Special Counsel to the President, who wa.s present tlt.tdhg 
Gonzales's interview with the OIQ)55 (U) 

Gonzales told us that President Bush a1so directed him to 
((memorialize" the meeting, although Gonzales said .,lie could not recall 
whetl],et the President directed him to do so before or after t;he meeting. 
Gonzales did not take notes during .the meeting. Rather1 he said he wrote 
dovvn.his .recqll�ction of the. meeting within a, few days of Wednesday; 
March 10, probably, according to hirni the following weekend.156 Gonzales 
saicl thcit, with the exception of a single ph1"ase discussed below, he Wrote 
his notes in one sitting in his White House offke .  (U) 

The notes indicate that President Bush appeared briefly atthe statt of 
the meeting to explain how important the meeting was. Vice President 
Qhyrtey, wh,o chaired the meeting, gave a general explanation ofthe program 
and indicated that the purpose of th,e meeting wa� to ''disouss poteniial 
legislation to continue the progtarn," According to Gonzales.?s notes, l:Iayden 
then explained the 

- · 

under the program. 

Iss Hnwev�r, wheh Gonzales commented on a draft of this report, he stated ·that the 
Department was not invited to the meeting because the purpose ofthe meeting was to 
advise the congressional leaders that a legislative fLX was necessary, not to describe or 
resolve the legal dispute between the Department and the White House. (U / /FOUG} 

156 Gonzales's handling of his notes from this meeting later became the subject of a 
separate OlG misconduct investigation .  The OlG found that when Gonzales became the 
Attomey General in 2005, he took the notes,  which contained TS/SCI information relating 
to the Stella.r Wind program, from the White House arid improperly stored these notes at 
his residence for an indeterminate period . When he brought the notes to the Justice 
Department, he kerjt them in a safe near his office that was n.ot cl�areCI for storage of 
TS(SCI material. The OIG also determined through this investigation that Got1zales 
1rr1properly s:tored several other l'S /SCI docume.nts i11 the safe hear his office, marty of 
which concerned Stellar Wind, The OlG's report, entitl�d ·"Rej:mrt of Investigation Regarding 
Allegations of Mishandling of Classified Documents b}r Attorney General Albetto Gonzales;'; 
was released by the OIG on September 2, 2008, ahd can be found at 
http: / f\vvvw.usdoj .gov / oig f special / s0809(index,htm. (S/fNF) 

1 32 
TOP SECRET// STLW.J/ /UCS/ SH/ / O)R€0N/ NOFORN 



V��Lt<.<..Lv. 1S notes, 
the remaining participants discussed the 

need for le.gislation so that the program's intelligence collection activities 
could continue. (TS//STVll//SI//00/NF) 

Gonzales's 11otes indiCate that when he wa,s. asked at the meeting why 
Corney was '(reluctant'' to sign the Authorization7 Gonzales responded, "I 
said it was not really my place to represent[Comey's]position, but I believed 
that he did not feel that the President's ConstitutionaJ authority would not 
[sic] override FISA." The notes do not indicate what else was discu:ssed 
about the basis for the Department's concerns about thelegal support for 
th. ·e· · ·program· (TS 1 18TLnr 1 'SI 1 100 1 NF) . · · · · · n dTJ . 1 r  1 

The notes indicate that Andrew Card stated that "it would .be hard to 
explain if another attack occurred and we could have stopped it with this 
tool." Gonzales's notes then state: 

Andy asked if anyone had any reserva,tion and no one spoke up 
raising an objection 

- The VP said that what I am hearing is that we shm..tld go forward with 
the program for a period of 30·:.45 days and seeif there was a 
legislative fix. (TG/ /GI/i"NF) 

The notes indicate that Vice President Cheney read aloud proposed 
Jangu�:tge of new legislation. However, the notes do not describe the 
proposed legislation that was discussed. (U) 

According to Gonzales's notes7 the reactions and coinmerits of the 
congressional leaders were as follows : Both Hastert p.nd Roberts "said they 
now felt an obligation to use the 

Roberts said that if ey would not certify 
the Authorization "he should fired ." Harman suggested that another 
branch of government "should have some role, checks and balances on the 
program" and raised the possibility of involving the FISA Court. According 
to the notes , Gonzales responded to Harman's suggestion by volunteering 
that it would be possible to have the Presiding Judge of the FISA Court 
" approve or develop the guidelines to protect privacy rights/' The notes 
state that D aschle felt it would be "impossible to get [new legislation] passed 
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without it becoming very public." Rockefeller was "concerned about privq.cy 
safeguards'; and was advised of "the. 39 steps followed [by the NSA] to make 
sure privacy concerns were addressed,"  According to the notes,. Pelosi. 
expressed concern about giving "total discretion" to the President and 
discussed the .need for the proposed legisla,tion to be periodically rertevve(i by 
Congress and that it not be permane;nt. (1'8//ST:bl:V//81//0C/NF) 

Gonzales told us he initially left a gap in one section of the notes 
where he described Pelosi's comments. He stated that a day or so later, 
after rec(lUing wh(lt she .had said at the meeting, he filled in the gap with the 
following italidzed language: "Pelosi said tell DAG that eve1yone is 
comfortable and the program should go forward."I58 (U) 

3. M�lrch 10, 2004: Hospital Visit (U) 

Gonzale$ told us that following the meeting with the congressional 
leaders during the afternoon of March 1 0, President Bush instructed hun 
and Card to go to the George WashingtOn University Hospital to speak to 
Ashcrqft� who was recovering from �urgery in the. intensive oare unit. The. 
events that followed, which are reco1,1nted below� are ba;sed on notes from 
Al3hGt:o:ft's FBI secU):'ity detail, Goldsmith's note&, and Mueller's program log� 
the GIG's interviews of Gonzales, Comey, Goldsmith, Philbin, and Mueller; · 
ahd Corney and Gonzales's congtessiona1 testimony, 159 (U) 

At 6:20 p.m. on Mru·ch 10,  Card called the hospital and. spoke w1th an 
agent in Ashcroft's FBI security detail, advising the agent that President 
Bush would be calling shottly to speak with Ashcroft. Ashcroft's wife told 

156 When Gonzales testified before the Senate Judiciary Committee on July 24, 
2Q07, h� essentially described the congressional leaders' reactions to the March 1 0, 2004, 
Gang of Eight briefing a:s he did in his handwritten notes of the briefing, ·Stating, 111'he 
consen:.ms in the room from the congressio;nal lea(iership is that we should co11tinu.e the 
activities ,  at least for now." However, after Gonzales testified, Representative Pelosi,. 
Senator Rockefeller, and Senator Daschle issued statements tn the media sharply disputing 
Gonzales's characteriZation of their statements at the March 10, 2004, briefing, and stating 
that there was no consensu s at the meeting that the program should proceed. See 
"Gonzalesi Senators Spar oh Credibility," by Dan Eggen and Paul Kane, The Washington 
Post (July 25,  2007). Pelosi's office also issued a statement that she '"made clear my 
disagreement with what the White House was asking" concerning the program. See 
"Gonzales Comes Under New Bipartisan Attack in Senate," by James Rowley, 
Bloomberg.com (July 24, 2007).  We did not attempt to interview the congressional leaders 
and obtain their recollections as to what was said at this meeting, because this was beyond 
the scope of our review. (U) 

159 Corney descdbed the events surrounding the hospital visit in testimony before 
the Senate Judiciary Committee on May 1 5 , 2007, Gonzales testified about these issues 
before the Senate Judiciary Committee on J\.ily 24, 2007. As noted above, Attorney General 
Ashcroft and Card declined our request to be interviewed. Ayres, Ashcroft's Chief of Staff at 
the time, also declined o u r  request for an intervie;w. {U) 
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the agent that Ashcroft would not accept the call. Ten 1ninutes later, the 
agent called Ashcrofes Chief of Staff David Ayres through the JustiCe 
Co:rn,rhand Center to req11est that Ayres speak with Card about the 
President's intention to call Ashcroft. The agent conveyed to Ayres Mrs. 
Ashcroft's d.esire that no calls be made · to Ashcroft for another day or tvvo. 16o 
Ayres told the agent he would relay this message to Card . (U) 

However, at 6:45 p.m.,  Card and the President called the hospital 
and, accordingto the agent's. notes, .  "insisted on speaking [with Attorney 
General Ashcroft] ." According to the agent's notes, Mrs; Ashcroft, rather 
than Attorney General Ashcroft, took the call from Card and the President; 
According to the agent 's notes, she was informed that Gonzales and Card 
were coming to the hospital to see Ashcroft regarding a matter involving 
national security. (U) 

At approximately 7:00 p .m. , Ayres was advised, either by Mrs. 
Ashcroft or a member of the Attorney General's security detail that Gonzales 
artd Card were on their way to the hospital. Ayres then called Corney? who 
at the time was being driven home by his security detail, and told Corney 
that Gonzales and Card were on their way to the hospital. Corney told: his 
driver to rush him to the hospital. According to Corney, his driver activated 
the emergency lights on the vehicle and headed to the hospital. (U) 

Accordir::tg to his congressional testimony, Corney then called his Chief 
ofStaff, Chuck Rosenberg, and directed him to ''get as many of my people as 
possible to the hospital immediately." Corney then called FBI Director 
Mueller, who was having dinner with his wife and daughter at a .restaurant, 
and told him that Gonzales and Card were OI1 their way to the hospital to 
see Ashcroftt and that Ashcroft was in no condition to receive guests, much 
less make a decision about whether to continue the program, According to 
Mueller's program log, Corney asked Mueller to come to the hospital to 
"witness [the] condition of AG." Mueller told Coniey he would go to the 
hospital right away. (U) 

At 7:05 p . m. , Ayres was notified by an agent on Ashcroft's security 
detail that Corney was en route to the hospital . Ayres called the agent back 
at approximately 7:20 p.m.  and told the agent that "things may get 'a little 
weird "' when Gonzales and Card arrived. Ayres instructed Ashcroft's 
security detail, which was composed of FBI agents , to give i ts "full support" 
to Corney and to follow Corney's instructions. Ayres also told the agent that 
the security detail should not allow the U . S .  Secret Service agents who 

J GO Ashcroft was recovering from his gallbladder surgery the prior day. He was 
described by those who saw him that night as being very weak and appearing heavily 
medicated. Philbin told us that Ashcroft was "on morphine" on the evening of March 1 0. 

(U) 
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would be accompanying Gonzales ::ui.d Card to remove Corney from 
Ashcroft's rooni . The FBI agent told Ayres that the Attorney Generalis 
security detail would "fully back'' Corney and that "this is 'our scene'." {U) 

Philbin sai<:l he was leaving work that evening when he received a call 
from Cmney, who said that Philbin needed to get to the hospital right away 
because Gonzales and Card were on their way there 11to get Ashcroft to sign 
something,'' Corney also directed Philbin to call Goldsmith and tell him 
what was happening at the hospitaL Philbin called Goldsmith from a taxi 
on his way to the hospitaL Goldsmith told us he was home having dinner 
when he received Philbin's call telling him. to go immediately to the hospital. 
{U) 

Corney arrived at the hospital between 7: 10 and 7:30 p.rrt. l61  In his 
congressional testimony, Corney said he ran up the stairs with his security 
detail to Ashctoft's floor, and he entered Ashcroft's room, which he 
described as darkened, with Ashcroft lying in bed and his wife standing by 
the bed. Corney said he began speaking to Ashcroft1 "trying to orient him as 
to time and place ,. and try to see if he could focus on what was happening." 
Comey .said it was not clear that Ashcroft could focus and that he "seemed 
pretty bad off(,r' Corney stepped out of the room into the hallway and 
telephoned Mueller, who was on his way to the hospital. With Mueller still 
oh the line , Corney gave his phone to an FBI agent on Ashcroft's security 
detail, and according to Corney Mueller instructed the agent not to allow 
Corney to be removed from Ashcroft's room "under any circumstances."  (U} 

Goldsmith and Philbin arrived at the hospital within a few minutes of 
each other. Corney; Goldsmith, and Philbin met briefly in an FBI "cornmand 
post" that had been set up in a room adjacent to Ashcroft's room. Moments 
later, word was received at the command post that Card and Gonzales had 
arrived at the hospital and were on their way upstairs to see Ashcroft. 
Philbin told us the FBI agents in the command post called down to the 
checkpoint at the ho spital entrance to ask whether Card and Gonzales were 
accompanied by Secret Service agents, which Philbin said indicated concern 
that a "stand-off' between the FBI agents and the S ecret Service agents 
might ensue. (U) 

Corney, Goldsmith, and Philbin en tered Ashcroft's room. Goldsmith 
described Ashcroft's appearance as "weak" and "frail," and observed that his 
breathing was shallow. Philbin said he was shocked by Ashcroft's 
appearance and said he "looked tenible."  Philbin said that Ashcroft 

JG t There is a d iscrepancy in the Attorney General's security detail log on the time. 
One agent wrote that Comey arrived at 7 : 1 0 .  Another agent wrote that Corney ardved at 
7:30.  (U) 
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appeared to have lost a lot of weight, was "gray iii the face,'' and was ''almost 
out of it" because he was on motphine . Corney stated that Ashcroft was 
"clearly medicated . "  (U) 

Corney testified that he sat in an armchair by the head of Ashcroft's 
bed, with Goldsmith and Philbin standing behind him ; Mrs, Ashcroft stood 
on .the other side of the bed holding Ashcroft's arm. No security or medical 
personnel were present. (U) 

Goldsmith's notes indicate that at this point Corney and the others 
advised Ashcroft unot to sigh anything." (U) 

Gonzales and Card, unaccompanied by Secret Service agents, entered 
Ashcroft's hospital room. at 7 : 3 5  p.rh., according to the FBI agent's notes. l62 
The two stood across from Mrs. Ashcroft at the head of the bed, with Corney, 
Goldsmith, and Philbin behind them. (U) 

Gonzales stated that when he entered the hospital room, Ashcroft was 
iri. thf! beq and his wife was ''at the 1 1 : 00 position." Gonzales ·said to us that 
he was unaware that Corney, Goldsmith, and Philbin were also present in 
the room until Card told him this later. Gonzales told us that he could 
"sense" that others were in the roo;m , but that he was not sure who, because 
his focus was on Ashcroft. Gmi.zales said he carried with him in a manila 
envelope the March 1 1, 2004, Presidential Authorization for Ashcroft to 
sign . (U) 

According to Philbin, Gonzales first asked Ashcroft how he was 
feeling. Ashcroft replied, "Not well." Gonzales then said words to the effect, 
"You know, there 's a reauthorization that has to be renewed . . . .  " (U) 

Goldsmith told the OIG that Gonzales next reminded Ashcroft that he 
had been certifying the program for the past 2 years. Corney told us that 
Gonzales told Ashcroft, ''We have arranged for a legislative remediation ;  
we're going to get Congress to fix it," an d  that more time was needed to 
accomplish this . Corney told us he did not know what Gonzales meant by 
"legislative remediation." (U) 

Gonzales told u s  that he did not recall telling Ashcroft that a 
legislative remediation had been arranged , but rather may have told 
Ashcroft that White H ouse officials had met with congre s sional leaders "to 
pursue a legislative fix/' (U) 

Corney te stified to the Senate Judiciary Committee about what 
happened next: 

r c,l Gonzales to.ld u s  he and Card arrived in Ashcroft's hospital room at 7 : 20. (U) 
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.. . Attorney Genem.l Ashcroft then stunned me. He li:lted his 
head offthe pillow and in very strong terms expressed his view 
of the matter; rich in both sl];bstance and fact1 which .stunned 
me, d1:awn from the hourlong meeting we'd had a week eadier, 
and in very strong terms. expressed himself; f;l.nd then laid his 
head back down on the pillow. l-Ie .seemed spent . . . .  And as 
he laid back down, he said, 1'But that d()esh)t matterl because 
I 1m not the Attorney GeneraL There is the Attorney General," 
and he pointed to rrte "-- 1 wasjust to his left. The two men 
[Go;nzales and Card] did not acknowledge me; they turned and 
walked from the room. .(U) 

Corney also testified that "I thought I had j1::1.st witnessed an effort to 
t.ake ad,vahtage of a very sick man, who did not have the powers Of the 
Attorney General because they had been transferredto me.�' (U) 

Philbin described to us Ashcroft's statements to Gonzales and Card in 
the hospital room, stating that Ashcroft "rallied and held forth for two 
minutes" about proble:rns with the program. as had. been explained to him.by 
Gomey1 and that Ashcroft agreed with Corney. Gonzales told us that he did 
riot t�ta11 A$hcroft stating that he agreed with Cotnt!Y• Goldsmith's notes 
indicate that Ashcroft atgtied in particular that NSNs colle.ction activities 
exceeded the scope of 

· · · · , stating 
that he was troubled 163. Acc:;,

.

or4int to 
I 's notes bling that . 

people in other agencies'' had been read into the programi. but that 
· . roft's own Chief of Staff, and .until recently the DeputY Attorney 

General, h$.d not been allowed to be read in . ·Gonzal¢s told us he responded 
to Ashcroft that this Was the Presidenes decision. (TS/ / SI/ /NF} 

AcconLing to Goldsmith's notes, Ashcroft also complained that the 
White House had c'not returned phone calls," and that the Department had 
been "treated badly and cut out of [the] whole affair." Ashcroft told 
Gonzales that he was "not prepared to sign anything." (U) 

When we in terviewed Gonzales about the hospital visit, he stated that 
these were "extraordinary circumstances," that the program had been 
reauthorized over the past two years, and that the sentiment of the 

!1).1 As discussed in Chapter Three,. Ashcroft was present for the JanUiir:Y 3 1 , 2002, 
briefing of Presiding Judge of the FISA Court Royce Lamberth about the program. 
According to an outline of information to be cove:red during that briefing, NSA Director 
Hayden would have explained how the program functioned operationally. Because Ashcroft 
cUd. not a .we \\'ere unable to dGtermine. what Ashcroft understood 

collection prior to Philbin and Goldsmith's explanation to 
program in late 2 003. fFS//STUvV//SI/fOCjNF) 
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congr�ssional leadership was that it should ccmthtue . Gonzales said he 
therefore felt it was very important that Ashcroft be told. what was 
happening, adding "If f were the Attorney General 1 would damn sure want 
to know.'' (U) 

In his July 2007 congressional testimony; Gonzales also explained the 
visit to the hospital by stating that it was t'impOI�tant that the Attorney 
General knew about the views and recommendations . of the congressional 
leadership; that as a fortnet member of Congress and as someone who had 
authorized these activities for over two years, that it might be important for 
him to hear this information. That was the reason that Mr. Card and i went 
to the hospital.:' Gonzales further testified, "We didn't know whether or not 
he knew of Mr. Corney's position and, if he did know, whether or not he 
agl'eed with .it." Gonzales also disputed Goldsmith's account that Ashcroft 
stated that he was "not prepared to sign anything/' and referred us to his 
July 2007 testimony where he stated: (U) 

My recollection, Senator [Feinstein], is - and, .ofcourse, this 
happened some time ago and people's recollections are going to 
differ. My recollection is that Mr. Ashcroft did most of the · 
talking. At the end, my recollection is, . he said, ''I've been told it 
would be improvident f01" me to sign. But that doesn't matter, 
because I'm no longer the Attorney GeneraL'' (U) 

Gonzales told us that he and Card would not have gone to the 
hospital if they believed Ashcroft did not have the authority to certify the 
At1thorization and told us that as soon as Ashcroft stated he no longer 
retained authority to act, Gonzales decided not ask Ashcroft to sign the 
Authorization. In his congressional testimony Gonzales stated, "Obviously 
there Was concern about General Ashcroft's .Coiiditioh . . . [W]e kilew, of 
course , that he was ill, that he 'd had surgery." Gonzales also stated that 
"We would not have sought nor did we intend to get any approval from 
General Ashcroft if in fact he wasn't fully competent to make that decision ."  
He also testified, "There's no governing legal principle that says that Mr. 
Ashcroft [ . . .  ] If he decided he felt better,  could decide, 'I 'm feeling better 
and I can make this decision, and I 'm going to make this decision."' l64 (U) 

The Attorney General security detaiFs logs indicate that Gonzales and 
Card left Ashcroft's room at 7 :40 p.m. (U) 

1 ii4 Hearing before Senate Judiciary Committee, July 24, 2 007. Gonzales also told 
u that he would not have gone to the hospital solely over the dispute concerning the scope 

f4:'S/ /Sl/ /N!i'r 
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Moments after Gonzales and Card departed, Mueller arrived at the 
hospital According to Mueller's notes, outside the hospital room Corney 
informed .him of the exchange that had occurred in Ashcroft's room, and in 
particular that Ashcroft had stated that Corney was the Acting Attorney 
General; that "all matters" were to be taken to Corney, but that Ashcroft 
supported Corney's position regarding the program. Mueller's notes also 
state:; "The AG also told ·[Gonzales and Card] that he was barred from 
obtaining the .advice he needed on the program by the strict 
compartmentalization rules of the [White House] ."  (U) 

Mueller's notes indicate that Comey asked Mueller to witness 
Ashcroft's condition, and requested Mueller to inform the FBI security detail 
that no visitors, other than family, be allowed to see Ashcroft without 
Mueller's consent. Both Mueller's notes and the security detail log indicate 
that Mueller instructed the detail that under no circumstances was anyone 
to be allowed into Ashcroft's room without express approval from either Mrs. 
Ashcroft or Mueller. (U) 

At approximately 8:00 p.m. Mueller went into Ashcroft's room for 5 to 
10 minutes . Mueller wrote in his program log: '(AG in chair; is feeble, 
barely' articulate, clearly stressed." (U) 

4. March 10, 2004: Olson is Read into the ProgK"am (U) 

According to Corney's congressional testimony, while he was speaking 
with Mueller prior to Mueller's departure from the hospital, an F13I agent 
interrupted, stating that Corney had an urgent telephone call from Card. 
Corney testified that he then spoke with Card, who was very upset and 
demanded that Corney come to the White House immediately. Corney 
testified that he told Card that based on the conduct Corney had just 
witnessed at the hospital, he would not meet with Card without a witness 
present. Corney testified that Card replied, "What conduct? We were just 
there to wish him well." Corney reiterated his condition that he would only 
meet Card with a witness present, and that he intended the witness to be 
Solicitor General Olson. Corney testified that until he could <�connecfl with 
Olson, he was not going to meet with Card. Card asked if Corney was 
refusing to come to the White House, and Corney responded that he was not 
refusing and would be there , but that he had to go back to the Justice 
Department first. (U) 

Corney and the o ther Department officials left the ho spital at 8 : 1 0  
p.m. Philbin stated that he returned to the Department with Corney in 
Corney's vehicle, and that the emergency lights were again activated.  
Goldsmith also left the hospital and weht to the Department. At the 
Department Comey, Goldsmith ,  and Philbin were joined by Olson, who had 
come to the Justice Department after being contacted at a dinner party. 
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Corney told us that he believed there was an Urgent need to have Olson read 
intq tpe program because he was confident Olson would agree with Corney 
and the others that Yoo 's legal analysis was flawed and that Olson would be 
a strong ally in the matter because of Olson is respected intellect anQ. 
credibility. (U) 

During this meeting at the Justice Depp.rtment, a call ca.me from Vice 
President Cheney for Olson, which Olson took on a secure line in Corney's 
office while Corney waited outside. Corney told us he believes Vice President 
Cheney effectively read Olson into the program during that conversation. 
(U) 

Corney and Olson then went to the White House at about 1 1 : 00 p. m . ,  
and met with Gonzales and Card that evening . Corney testified that Card 
would not allow Olson to enter his office . Corney relented and spoke to Card 
alone for about 1 5  minutes .  At that point, Gonzales arrived and brought 
Olson into the room. According to Corney, he communicated the 
Department's views on the dispute and that the dispute was not resolved in 
t]J.is discussion . Corney stated that Card was concerned that he had heard 
reports that there was to be a large number of resignations at the 
Department. (U) 

Gonzales told us that he recalled that Corney met first with him and 
Card while Olson waited outside the office, and that Olson joined them 
shqrtly t]J.ereafter. Gonzales said that little more was achieved than a 
general acknowledgement that a "situation" continued to exist because of 
the disagreement between the Department and the White House regarding 
the program. 165 (U) 

5. March 1 1 ,  2004: Goldsmith Proposes Compromise 
Solution (U) 

According to a memorandum to the file drafted by Goldsmith, he met 
with Gonzales at 6 : 3 0 a.m. the next morning, March 1 1 , 2004, at the White 
House to discuss a proposal under which the Department could support 

165 Corney stated that Olson did not become deeply involved in analyzing the Stellar 
Wind program in the days that followed because he was preparing for a major argument 
before the Supreme Court. Corney told us that Deputy Solicitor General Paul Clement was 
read into the program on March 1 2, 2004, and reviewed all of the OLC memoranda that 
\Veekend. Corney said Clement agreed with Goldsmith and Philbin's analysis "one hundred 
percent" and later worked with the OLC on drafting a new memorandum on the legality of 
the program, which is discussed below. H owever, BradbLlry told us that Corney's 
characterization of Clement's view of the analysis vvas exaggerated. Bradbury told us that 
Clement had remarked to him after these events transpired that Goldsmith and Philbin's 
analysis "sounded reasonable to me at the time," and that Clement's vie\v of the analysis 
was based only on a limited review of it. ('PS//SI//!:ITF) 
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Goldsmith told us that he did not specifically recall this meeting. 
G-onzales told us that he recalled conveying to Goldsmith <;i.nd Philbin at 
so:tne point during this day that the President had decided he had the 
constitutional authority to continue the program, Gonzales said he also 
expressed to Department officials the sentiment that the Department should 
continue seeking a way to "get comfortable" with the Presidenes decision. 
(U) 

6. March 1 1 ,  2004: White House Asserts that Comey's 
Status as Acting Attorney General was Unclear (U) 

Goldsmith told the OIG that later during the morning of March 1 1 ,  
2004, h,e received a call from Deputy White House CounseLDavid Leitch . 
Goldsmith said Leitch was "yelling and screaming'' about the White House 
not b eing informed that Corney was the Acting Attorney General. Goldsmith 
told the OIG that Leitch made two specific complaints. First, Leitch claimed 
that the White House had never received a determination from dLC on 
Corney's assumption of Ashcroft's powers and duties. Goldsmith told us 
that to rebut this charge, OLC Deputy Assistant Attorney General Edward 
Whelan was sent to the Justice Command C enter to retrieve from a waste 
basket the facsimile transmittal confirmation sheet from the March 5 ,  2004, 
memorandum Goldsmith had sent to Gonzales entitled "Determination that 
Attorney General is absent or disabled ."  This confirmation sheet 
subsequently was sent to Leitch. l66 (U) 

tGG In a March 1 2 ,  2004, e-mail to Ayres, Corney, Goldsmith, Philbin, and others 
(including a copy to Gonzales)., Leitch offered a "clarification," asserting that the White 
House had in fact received the Gold smith memoranda of March 5, as well as the 

(Cont'd. )  
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Leitch's second claim was that the dLC memorandum was ambiguous 
because it did not specify whether the Attorney General was c;letermined to 
be "absent" or "disabled,'; a difference for pu1·poses of the Attorney General's 
a1.1thority. According to Goldsrn.jth, if the Attorn�y General was "absent," 
the Deputy Attorney General could act as the Attorney General, although 
the. Attorney General would retain his authority ru.1.d technically could 
overn:tle the Dc:puty. If the Attorney Generalwas "disable:d,n the Attorney 
General was divested of all authority. Goldsmith said he responded to 
Leitch by noting the inconsistency ofthe White House ma,king this secom:l 
claim because, according to Leitch, it had not received Goldsmith's 
merrtorartdtirn in the firstinstance . (U) 

Goldsmith said he also told Leitch to ''lay off' the cornplairits, but that 
Leitch did not. Goldsmith said he therefore reluctantly sent a detailed 
e-mail to Leitch on March 1 1  to support the bepartment's contention that it 
h:;td properly informed the White House of AshcroWs status . Goldsmith 
stated that· in the e�mail he also made the pOint that his conversation with 
Gonzales on March 9 ,  2004 (discussed above) was premised on Gonzales's 

. knowledge that Ashcroft was ill and that Corney needed to authorize a 
"30-,day bridge" until Ashcroft was well enough to sign the Authorizations 
again. I67 (U) 

Gonzales told us that he had no recollection of having seen OLC's 
Mart::h 5, 2004, rnemorandum entitled "Determination that Attorney General 
is absent or disabled." As described above, Gonzales stated that he and 
Card would not have gone to the hospital if they believed Ashcroft did not 
have the authority to certify the Authorization as to form and legality. 
Gonzales also said that while he believed Corney would be making the 
d�cision to recertify the program, this did not mean that Ashcroft had 
relinquished his authority or had been "recused" from making the decision. 
Gonzales said he believed that Ashcroft retained the authority if he was 
competent to exercise it and was inclined to do so. l68 (TS//81//NF) 

memorandum from Corney 's Chief of Staff Chuck Rosenberg memorializing Corney's 
decision that the Attorney General was "absent or disabled" within the meaning of 28 
U.S. C. § 508(a). Leitch's clarification stated that the Rosenberg memorandum had been in 
draft form. (U) 

l f>i The OIG searched for but \Vas unable to find this e-mail from Goldsmith to 
Leitch. (U) 

.l f>H During his July 24, 2007, testimony before the Senate Judiciary Committee, 
however, Gonzales stated that he thought there had been newspaper accounts of Comey's 
assumption of the Attorney General's duties and stated that "the fact that Mr. Corney was 
the acting Attorney General is probably something that I knew of." Gonzales testified that 
he \.Vas aware that Ashcroft was ill and had undergone surgery, but Gonzales stated that 
Ashcroft ,;could always reclaim" his authority . (U) 
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7..  lV!arch 1 1,. 2004: Gonzales Certifies Presidential 
Authorization as to Form and L�gaHty fi'Sf/SU /NF) 

'On tb.¢ morning of March 1 1 ,  20041 with the Preside.ntia1 
Au:fhoriz;ation set to expire, President Bush signed a new Authorization, loo:.J 
hi ·.a departure from the past practice of having the Attorney General certify 
the-Authorization as to form and legality, the March 1 1  Authorization was 
certified by White House Counsel Gonzales. Th:e March 1 1  Authorization, 
also differed markedly from prior Authorizations in three other respects, 
(TS I 'STV" I 'SI ' '00 'NF) . II · ·. nfl ll · I 

The first significant difference between the Maxch 1 1 _, 2004, 
Presidential Authorization and pdor AUthorizations \Vas the President's 
explicitassertion that the exercise of his Article II Commander-in-Chief 
autPionty ''clisplace[s] the provisions of law, including the Foreign Intelligence 
SUrveillance Act and chapter 1 19 of Title 1 8  of tile United States Code 
(including 18 U,S.C.  §25 1 1(f) re.lating to exclusive means), to the exterit of 
any .cqnflictbetween the provisions and such �xercise s  under Article ll[.Y 

· As discussed above, FlSA and. the Omnibus Crime Control and Safe Streets 

Act of 1968,  1 8  U . S.G. §§ 2510-252 1 (generally referred to as Title IU) are by 
tpeir terms the ''e;xclusive means by which electroi1ic surveillance, as 
defined irt [FISA], and the interception of domestic wire, oral, and electronic 
communications may be conducted/' 18  U.S .C. § 251 1 (2)(f) . This new 
lan,gua,ge was based on the same legal rationale Yoo first advanced in 
support of the Stellar Wihd program - that Fl$A cannot be read to infrirlge 
upon the President's Commander-in-Chief authority under Article II of the 
Constitution during wartime. f!fS//STLY"'f/SI//OC,fNF) · 

Subsequent Presidential Authorizations did not include this language 
discussing the legal bases for the program. Steven Bradbury told the CHG 
that he believed the language was incl1..1ded in the March 1 1  Authorization 
a s  a. way of indicating that the President did not agree with Goldsmith and 
Philbin's analysis, and to protect those who had been implementing the 
program under the prior OLC opinions . ('FS//SI//NF) 

Second, to narrow the gap behveen the authority given on the face of 
prior Authorizations and the actual operation of the program by the NSA, 
the terms governing the collection of telephony and e-mail meta data were 
clarified, The underlying language for "acquiring" both telephony and e-mail 
meta data remained as it had been, giving the NSA authority to : 

1&\l The March 1 1 , 2004; Presidential Authorization stated that it would expire on 

May 6, 2004. !TS//Sl/,'NP} 
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acq1.1irej . with respect to a,. communic.a:tion, 
header ('router/acidressing'-i{ype information, including 
teleco:tnr.rrurticatiqns dialing4ype c:lat;:;t, but xJ.ot th� contents of 
the cornmuniealion, when (i) ·at least one party lo . .such 
corrtmUrticatiort is autsicie the United States, (ii) no party to 
such cornm.1..tnlcation is known to be a .citizen of the United 
$tates, or (iii) hq,$ed on the fa,otual and-practical consideration:::; . ' 
of everyday life on which reasorta,l:Jle �pd prt1dent persons a,c:t, 
there are specific m1.d atticulable facts givh1g reason to . heliev¢ 
that :s1]dh coinrrturiicati.orii relates to ii'lter.P,l:l,ti,oh1?,l terr9ti1?ri.l; ;of 
;;tctivities in preparation therefor. (T8//8TDN//SI//OC/NF) 

Presidential Authcnizatioti, March 1 1, 2004, para. 4{b) . However,. this 
language was· now qualified by the following two subparagraphs:  

(i) th,e Department of Defense may obtain -and retain 
header/ rou ��r /addres�inwiype 11. uorrn 

and from S:Uch •b btam�d 
header/ rou terfaddressing--type information, including 
telecqrr.p:;p.un£cations dialing:-type data, shall OCC1lf ortiy in 
accordance with this authorization;. and. 

(ii) header /router /addressing.:.type information, including 
telecommunicatkms dialing:-type. data, is "·acquired" for 
purposes ofsubparagrc:wh 4(b) above when1 and only when, the 
Dep?.-1-t:r:nent of Def�nse pa$ searcht::P.· for and retrieved s"Ltch 
header/ routerjacldr�ssitl.g:-type information, inc;luding 
telecoffiW'Unkatiorts d.ialing�type d8cta, (artd rtot when the 
Departtneht obtains such header/touter/ ssing'-i-ype 

nn�TT:r,_,· ., · · dat�J · 

Id. at para. 4 (b) (i) & (ii) .. {TS//STV.V//81//00/NF) 

In essence,_ the March 1 1 ,  2004, Authorization for the first time 
sought to make clear tha t  the NSA could ''ob · · retain" telephony and 

ts 2 
could on·ly he 

qtteri'ed (''acqu,'ired") in accordance with any of the three conditions ·:::;et fm;th 
in paragraph 4(h).J7o This language clarifying what the term '<acquire)� 

no The term ''obtain," a,s first introduced in the March 1 1 , 2004, Presiclep.Ua1 
Authorization, was mean t  to be synonymous with the term ''collect ."  (1'S//8i//NF) 
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meant was included in every successive Presidex1tjal Authorization for the 
remainder of the program. (TS/ / 81'1 .·w; I SI I {OC I NF) 

Moreover, the President asserted in the March 1 1  Authorization that 
the newly .drafted dis tinction between ((obtaining and retaining'' meta data 
versqs ''acquiring;' the meta data ''reUects the consistent course of conduct 
under such Presidential Authorizations that has been known to and 
agthorized by me, and shall be deemect to have been a part of such 
Presidential Authorizations as if [paragraph 4(1:J)(i) & (ii)] had been explicitly 
irtcluded in each such Ptesiderttial Authorization at the time of presidential 
signature; arty action taken prior to presidential signature of this 

authorization t1:�at is con sistent with the preceding sentence is ratified and 
confir.tne(;L"l7 1 ld.  at para. 4(b) . (TS//STLVI//81//0C/NF) 

According to Corney .and Philbin, this new language was Addingtonrs 
'1fix.'' I72 Philbin said he believed the new language was "sufficienf' to 
addres.s the Department' the Au · · ations did not 
adequately .descripe the being carried 
NSA, · 

· 
he believed ithe. new cU.I1J.bersome�'' 

In his OIG interviewJ Gonzales declined to explain the significance of 
this new langll,age, based on an .assertion from. the Special Counsel to the 

it.L.J '.,: · '  i:br� H ': 

1 72 Hayden and Philbin both told the OIG that Addington drafted the Presidential 

Authorizations.  In his OIG inteniiew, we asked Gonzales who drafted the March 1 1 ,  2004 , 
Authorization. On the advice of the Special Counsel to the President, Gonzales declined to 
answer. (T8//Sl//'P117) 
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Th� third, .significa,pt depart:d.re from prior Authorization:;> was the 
inc::l:u$ion ·of g statement that 1'the Attorney General of the United States 
appr:oved as to fo:rm and :legality [all prior Presic1�ntial Al!thorizaticms} 
authbtizing the.same activities as are extended by this authorization[.]" Id. 
a·. t p·· ·a ··a.' 1. o· : ·. ('1'81 18'fL"<tT I 'SI' 10C 1NF) .. ·. c;w, ! . .•• . · /I · •:�n IT I 

Go11zales said he' •.vas . 
that . . been to several s and had met with NSA officials to gain ail 
U.ndetstanding of how the program was actuaJly implemented. {TS//fn'LW/)Sij /OC/NP) 
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We asked Gohzales whyhe signed the March 11, 2004, Presidential 
Authorization (;!ven though the Department could not support it. On the 
advice of the Special Counsel to the President, Gonzales declined to answer, 
Howev,er� Gonzales stated that the White House Gounsel,Jike OLC,. provides 
legal advice to the President and that his signature on the Authorization 
simply reptesented his advice as to its form and legality. (TS/ fSI/fNF} 

NSA Director Hayden told us that Addington asked him whether the 
NSA would be willing to continue· the Stellar Wind program without the 
Justice Department's certification of the Presidential Authorization. Hayden 
sgid this was � "tough .qL1estion''. and that he consulted wjth his leadership 
team at th,e NSA before making a dedsion.. Haycien said that three 
couside;tations persuaded him. to continue the program . First, the 
congressional members · briefed on the situation on March 10, 2004, were 
supportive ofcohtinuing the program without Corney's certification. 
Second, the program had been operating for the previous two and a half 
years with Department approval. Third, the NSA General Counsel's office 
told him the program was .legal. Hayden said he was unsure whether 
proceeding without the Department's certification was a sustainable 
approach1 but that he was comfortable doing so whe11 the issue arose in 
March 2004. (TSh'SI//l:'JF} 

B. Department and FBI Officials React to Issuance of 
March 11, 2004, Authorization +TS//SI//NF) 

Several Department and FBI leadership officials considered resigning 
after the Presidential Authorization was signed despite the Deputy Attontey 
General's refusal to certify the program based on the Department's 
determination that certain activities it authorized were \Vithout adequate 
legal support. Many of the Department, FBI, and White House officials we 
interviewed characterized the events immediately surrounding the issuance 

174 In a closed session of the Senate Select Committee on fntelligence on June 26, 
2007, Comey described his belief regarding the new language, stating, "[T]here were some 
additions to the text that were an effort by someone to try and fix the record in some 
respect." (U / tpetft)) 
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of the March 11, 2004, Pr.esidential Authorization iri dramatic, sharp terms. 
Se:Ver8J of the Department witnesses described the impasse as a "crisis" and 
described a sense of distrust and anger that permeated their relations with 
White House officials during this period. In a letter of resignation that 
Comey wrote but did not send, he described this period as an "apocalyptic ; . t' ,; f£8 I I 8! I 'NF) SltUa lOTI. // ( I � • 

In this section, we describe the reactions of Department , FBI, and 
White House offiCials to the White House decision to continue the program 
without the support of the Justice Department. (U) 

1. Initial Responses of Department and FBI Officials (U) 

White House Chief of Staff Card informed Corney by telephone on the 
morning of March 11, 2004, that the President had signed the new 
Authorization that morning, At approximately noon, Gonzales called 
Goldsmith to inform him that the President, in issuing the Authorization, 
haci made an interpretation of law concerning his authorities and that the 
Department should not act in contradiction of his determinations. 
Goldsmith took notes on the call. According to his notes, Goldsmith asked 
Gonzales, "What were those determinations?" and Gonzales responded that 
he woUld let Gold,smith know. (T8//8I//NF} 

Later that day, Gonzales called Goldsmith again and told him that 
OLC should continue working on its legal analysis of the program . In a 
third call that day, however, Gonzales directed Goldsmith to suspend work 
on the legal analysis and to decline a request from the CIA General Counsel 
to review a draft of the new OLC memorandum. (TS//81//NF) 

Goldsmith followed up this series of calls with a letter to Gonzales 
seeking clarification on Gonzales's instructions. Goldsmith wrote that he 
interpreted the March 11, 2004, Authorization signed by the President to 
mean that "the President has determined the legality of [the program] in all 
respects based upon the advice and analysis of your office, and that officers 
of the Department of Justice should refrain from calling into question the 
legality of [the program], or from undertaking further legal analysis of it." In 
the letter Goldsmith recounted how Gonzales had then called him to advise 
that OLC should continue its legal analysis of the program, adding, rri am 
now uncertain about your direction based on the President's exercise of his 
authority." Goldsmith concluded his letter by reiterating OLC's position 
that its existing legal memoranda 11should not be relied upon in support for 
the entire program." Goldsmith described the document he wrote as a "for 
the record" letter.175 As described below, Goldsmith and Philbin delivered 

175 Goldsmith said he discussed a draft of the letter with Corney, Rosenberg, Ayres, 
Olson, and others and edited it based on their suggestions. (U) 
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this letter to Gonzales at his residence at approximately 11:00 p.m. that 
night (TS1 1811 !NF) . Tl (/ 

At noon on March 11, 2004, Director Mueller met with Card at the 
White House. According to Mueller's program log, Card summoned Mueller 
to his office to bring Mueller up to date on the events of the preceding 24 
hours� Card recounted for Mueller the briefing of the congressional leaders 
the prior afternoon and the President 's issuance. of the new Authorization 
without the Department's approvaL In addition; Card told Mueller that if no 
''legislative fix" could be found by May 6, 2004, when the current 
Authorization was set to expire, the program would be discontinued. 
(T8 I I SI I I NF) 1/ . (/  

According to Mueller's notes, Card acknowledged to Mueller that 
President Bush had sent him and Gonzales to the hospital to seek Ashcroft's 
certification for the March 11, 2004, Authorization, but that Ashcroft had 
said he was too ill to make the determination and that Corney was the 
Acting Attorney Gene1�al. Mueller wrote in his program 1og that he told Card 
that tqe failure to have Department of Justice repre$entation at the 
congressional briefing and the attempt to have Ashcroft certify the 
Authorization withoutgoing through Corney ''gave the strong perception that 
the [White House] was trying to do an end run around the Acting [Attorney 
General] whom they knew to have serious concerns a:s to the legality of 
portions of the program." Card responded that he and Gonzales were 
unaware at the time of the hospital visit that Corney was the Acting Attorney 
General, and that they had only been following the directions of the 
President. (TS//SI//NF) 

Mueller reminded Card that Mueller had told Vice President Cheney 
during their March 9, 2004, noon meeting that Mueller could have problems 
with the FBI's continued involvement in the program if the White House 
issued an Authorization without the Department's approval. Card said he 
understood Mueller's concern and told him to stop by Gonzales's office to 
pick up a copy of the March 1 1, 2004, Authorization, which Mueller did. 
{TS//SI//NF) 

Mueller met with Comey at 1:15 p.m. to review the Authorization, and 
he left a copy of it with Corney . During this meeting, Mueller told Corney he 
would be submitting a letter to Corney requesting advice on the legality of 
the FBI's continued participation in the program.l76 (TS//SI//NF) 

176 According to the Mueller's program log, Gonzales called Mueller at 2:50p.m. to 
tell him to "assure security of copy of President's order." (U) 
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Later that day; Mueller sent Corney a memorandum, prepCJ.red by FBI 
General Counsel Valerie Caprorii and a,n FBI Deputy General Counsel, 
seekil1:g,guidance on how the FBI should proceed in light ofrecent 
developments. The memorandum asked whether FBI agertts detailed to the 
NSA to work on Stellar Wind should be re.called; 

· 

investigate 

Office oflntelligence Policy and Review (OIPR) Counsel James Baker 
also expressed his concern about the White House's action. Qn the .evening 
of March 11, 2004, he drafted a memorandum to Comey containing what he 
later described as a series of '1loaded questions" concerning whether it was 
"lawful and ethical" for OIPR to continue filing applications with the FISA 
Court under the circumstances. 177 (TS I /SI/ /NF) 

Goldsmith and Philbin called Gonzales late in the evening of March 11 
to ask if they could visit him at his residence to deliver the letter Goldsmith 
had written earlier in the day. As described above, Goldsmith sought to 
make a record of his earlier conversations with Gonzales. in which 
G�ldsmith :believed Gonzales had conveyed. conflicting instructions 
regarding how OLC should proceed ih light of the President's issuance of -Qle 
March 11 Authorization. (TS/ /SI/ /NF) 

Gonzales told us that Goldsmith drafted the letter because G-oldsmith 
was 11confused'1 about whether OLC should continue working bri itsJ�ga1 
analysis of the program. Gonzales said he recalled that Goldsmith, and 
Philbin were "somber" during the meeting at his house, Gonzales said that 
he told them that the President had decided to go forward with the program, 
but that they should continue working to resolve the outstai1ding legal 
questions they had and try to find a solution. He said he tried to convey to 
them his confidence that everyone would «get through this." (TS//81//NF) 

Goldsmith and Philbin told us that Gonzales was very cordial during 
the meeting and expressed regret for having gone to Ashcroft's hospital 
room that evening. Philbin stated that initially he believed that Gonzales 
had instructed him and Goldsmith "not to do our job, not to determine what 
the law is,'' but that it became evident to him that Gonzales 11Wanted to do 
the legally right thing." Goldsmith also stated that as a general proposition 

177 These issues arc described in Section II C of this chapter. in connection with the 
Department's meetings with FISA Court · · 

to disct1ss the use in 
FISA applications of information derived collected under the program 
following the March 11, 2004, Presidential Au subsequent modifications. 
(T8 I 'STL'F, '81 I 'OC 'NF) n: 10" rr n 1 
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he encountered more "pushback" from Addington than ftom Gonzales, and 
that Gonzales ''wanted to do the rightthing.'' fTS//81//NF) 

2. Department and Jli'J!U Officials Consider Resigning (U) 

Corney told us he drafted a letter of resignation shortly after the 
incident in Ashcroft's hospital room on March 10. Corney said he drafted 
the letter because he believed it was impossible for him to remain with the 
Depattrnent if the President would do something the Department said was 
not legally s'Upportable.l7S (U) 

Corney also testified that Ashcroffs Chief of Staff David Ayres believed 
Ashcroft also was likely to resign and urged Corney to wait until Ashcroft 
wa1:; well enough to resign with him. In written responses to Senator 
Charles Schumer following his testimony, Corney wrote that he believed tll.e 
following individuals also were prepared to resign: Goldsmitl1., Philbin, 
Chuck Rosenberg, Daniel Levin, Jal.Ues Baker, David Ayres, Deputy Chief of 
St;lifto the Attorney General David Israelite, and Director Mueller . Corney 
also responded to the question that he believed that "a large portion" of his 
staff also would have resigned if he had. (U) 

Goldsmith told us he was "completely disgusted" by his recent 
meetings with White House officials in connection with the Stellar Wind 
program and that he drafted a resignation letter at around the same time as 
Corney. The OIG obtained a handwritten list Goldsmith had compiled as 
these events were taking place to memorialize his grievances with the White 
House;s actions during this period. The list includes: 

o the "[s]hoddiness of the whole thing," which Goldsmith told us 
referred to his belief that both the process by which the 
program was implemented and the substantive analysis 
underpinning it represented the extreme opposite of how to 
manage a program as important as the White House claimed 
Stellar Wind to be; 

178 The letter was addressed to President Bush. Also, at 5:46 p.m. on the evening of 
March 11, 2004, Corney sent an e-mail to two Department co.lleagues stating in part: 

I have been through the roughest patch of my professional life in the last 24 
hours. You ·would not believe what has gone on . . . .  1 am hugely upset 
about the conduct of certain members of the executive branch. But I am 
also hugely proud of the Department of Justice, in cluding SG, Associate AG, 
OLC, Ayres, my staff, the AG, and even Mrs. Ashcroft. I believe this has 
been our finest hour, although it is not over yet. . . .  I suspect I vvill either be 
fired by the President or quit, but I ;viii have done the r ight thing for my 
country . (U) 
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a "[o]ver�secrecy," both in terms ofnotreading in attorneys at the 
Justice Department and other agencies, and not keeping 
Congress informed; 

o the hospital incident, which Goldsmith described. as ''shameful"; 
"[ d]isregard of law" on the part of the White House (a reference 
Goldsmith did not expand upon with more specificity during his 
interview with the OIG); and 

o the White House's claim that a legislative fix could be achieved, 
which Goldsmith regarded as "irresponsibie1' because he 
believed at the time that a legislative remedy was not a viable 
option . . (TS/ /81/ /NF) 

(}old smith described three additional items on the list in particular as 
"false representations" by the White House: 

o ''[l]ies re shutting down," referring to the White House's 
assurances to Goldsmith on several occasions that it would 
shut down the program if the Office' of Legal Counsel could not 
find legal support for it; 

e "[l]ies re telling [the President] of prqblern," referring to 
representations that the President had been keptinformed of 
the Department's concerns about the program ; and 

a assertions by White House officials that they "[d]idn�t know AG 
was incapacitated". (TS//SI/ /NF) 

Goldsmith stated that on Thursday, March 11, Ayres asked him not to 
resigrt because the Attorney General should have the chance to do so first 
once he had fully recovered from his surgery. Goldsmith said he was still 
"on the. fence" the following Monday or Tuesday about resigning and that 
there was great concern that his and other resignations would "spark a 
panic" that might lead to the program being revealed publicly.I79 (U) 

Philbin told us that there was an "eerie silence" at the Department on 
March 1 1  as he and others awaited word from the White House on the fate 
of the program. Philbin said he and others believed they would have to 
resign. Philbin said his primary concern was that the White House planned 
to go forward with the Presidential Authorization and continue the program 

171J Goldsmith ultimately tendered his resignation in June 2004, effective July 30, 
2004. Goldsmith told us he resigned in part because he did not believe he could be. an 
effective head of the Office of Legal Counsel after his "unprecedented" ·withdrawal of several 
legal memoranda, including those d rafted by Yoo. Goldsmith added that he also resigned 
because he was 'iexhausted" from his work in OLC ai1d had recently been offered a teaching 
position at Harvard Law School. (U) 
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(j;espite the flaws that the 0Jfice of Legal Counsel had identified in its legal 
analysis. Phil]Jirt said he was ''absoh1tely serious" abo1:H resigning, adding, 
'�'[If] they're going to try to strong.;arrn the guy on .morphine, what else are 
they going to do?;' (TS/ / SI/ J NF) · 

Baker toldus that he .also considered resigning after the President 
signed the Authorization but ultiinately decided to remain in his position, in 
part 'Qe.cause of his fear that if the White· House was willing to tolerate mass 
r�signatio11s of :::>ePior goverpment officials rathl:!r than. revise· the Stellar 
Wind. program, "I cfon't k11ow what this nJ.eans in terms of the rule of law in 
this country.'; Baker also stated thathe knew he had certain protections 
frorn removal for a period of time be::cause he was a career official and that 
he wanted to remain as Chief of OIPR to protect the government's 
relationship with the FISA Court and to protect the attorneys in his office; 
(TS I 181 I 'NF) II 7/ . 

Levin said he was willing to resign over the matter, and he gave a 
signed resignation letter to Got,ney to be us�d 'Qy him "however [he] felt 
appropriate." :Levin said he did so "if it would help to get the White. House to 
change .its mind." Levin 

· 
he shared 

Ooldsmith's view that was legally 
without support, he ·. conduct during the incident 
at the hospital had been "61,ltrageous'' and he was willing to resign on that 
basis alone. (TS//8TL1l'l//Sif/OC/f>TF) 

FBI General Counsel Caproni told us that she also was prepared to 
tesjgn, She said that the FBI's. primary concern regarding the impasse 
between the Department a.nd the White House over the program was not 
with issues of privacy and civil liberties; but rather with �<the rule oflaw.;' 
(TS I 'SI I 'NF) · iT T/ 

At approximately 1:30 a.m. on March 12, 2004, Mueller drafted by 
hand a letter stating, in part: "[A]fter reviewing the plain language of the 
FISA statute, and the order issued yesterday by the President . . . and in the 
absence of further clarification of the legality of the program from the 
Attorney General, I am forced to withdraw the FBI from participation in the 
program. Further, should the President order the continuation of the FBI's 
participation in the program, and in the absence of further legal advice from 
the AG, I would be constrained to resign as Director of the FBI." Mueller 
told us he planned on having the letter typed and. then tendering it, along 
with his March 11, 2004, memorandum to Col:nt:!y, but that based on 
subsequent events his resignation was not necessary. (TS//SI//NF) 
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3. Corney and Mueller Meet with P:�resident Bush IU) 

On the morning of March 12; 2004, Corney and Mueller went to the 
Whlte House to attend the regulardaily threat briefiti:g with the Presidentin. 
the Oval Office. Cotney said that following the briefing President Bush 
called him into the President's private study for an "unscheduled meeting." 
(U) 

Corney told us that Pr('::sident Bush said to him; ''You look burdened." 
Corney told the President that he did feel burdened, to which the President 
responded, "Let me l ift that burden from you." Corney told the President 
tha,.t he felt as ifhe were standing on railroad tracks with a train coming 
toward him to run over his career and "I can't get off the tracks." (U) 

Corney said he then explained to the Pres ident the three baskets of 
Stellar Wind collection and the issues and problems associated with each. 
President Bush responded with words to the effect, "You whipped this on 
:me" all of a sudden, that he was hearing about these problems at the last 
minute, and that the President not being told of these developments 
regarding the pi"bgram was "not fair to the American people. " Corney 
responded that the Pi"esident's staff had been advised of these issues ''for 
weeks/' and that the President was being "poorly served" and "misled" by his 
advisors. Corney also said to the President, 1'The American people are going 
to freak when they hear what collection is going on ." President Bush 
responded, "That's for me to wony about." fPSJ/STLVl//SI//OC/NF) 

According to Corney, the President said that he just needed until 
May 6 (the date of the next Authorization), and that if he could not get 
Congress to flx FISA by then he would shut down the program . The 
President emphasized the importance of the program and that it "saves 
lives." Corney told the President that while he understood the President's 
position he still could not agree to certify the program. Corney said he then 
quoted Martin Luther to the President: <'Here I stand, I can do no other.'' At 
the end of the conversation, Corney told the President, '�You should know 
that Bob Mueller is going to resign this morning." The President thanked 
Corney for telling him that and said he would speak with Mueller next. 
(TS I '8Tb1H I 'SI' 10C INE) II � .. IT rr ' 

Corney said his conversation with the President lasted approximately 
15 minutes. Follovving the conversation, Corney \Vent to Mueller, who was 
waiting in the West Wing, and started discussing his meeting with the 
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Presid�nt. Word was then sent to Mueller through a Secret Service agent 
that the President wanted to meet with him.18D (U) 

Tvhiellet .later made notes in his prograin log about his tneeting with 
Pre:siclentBush. According to his notes, the President told Mueller thathe 
was 11ttemendously concerned'' about another terrm�ist attack and that he 
ha,d beep informed that the Stellar Wind program was essential to protecting 
��-:1 0 'it:·hr.:s r".�:t ·p�,�� '" . . ·�; ·[-[. ·�J ' " ·· · .. 
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believed that he would be "justly held accourita.ble" if he did not do 
everything possible to prevent another attack. The President explained to 
Mueller that for these reasons he had authorized the continuation of the 
program even without the concurrence of the Attorney General as to the 
legality of 11vadous aspects of the program.'' (TS/ /STLW// 81// OC/NF) 

According to the notes, the President told Mueller that the 
congressional leaciership had b.een briefed on the President's action to 
extend the program and was ''understanding, and supportive of the 
President's position.'' The President also told Mueller that he had urged 
Corney to agree tq extend the program until May 6 and that he hoped for a 
legislative fix by that time, but that if no legislative solution could be found 
and the legality of the program was still in question by that time, he "would 
shut it down.''' (TS//8!//NF) 

According to Mueller's notes, Mueller told the President of his 
concerns re:ga.rding the FBI's continued participation in the program without 
an opiniqn from the Attorney General as to its legality, and that he was 
considering resigning if the FBI were directed to continue to participate 
without the concurrence of the Attorney General. The President responded 
that he ''wished to relieve any burden [Mueller] may be laboring under" and 
that he did not want Mueller to resign. Mueller said he explained to the 
President that he had an ''independent obligation to the FBI and to the 
Justice Department to assure the legality of actions we undertook, and that 
a presidential order alone could not do that." (TS//SI//NF} 

Jso At this point (9:27a.m.), Corney sent an e-mail from his Blackberry to 
Goldsmith, Philbin, Ayres, Levin, and others, stating: 

President just took me into his private office for 15 minute one on one talk. 
Told him he was being misled and poorly served. We had a very full and 
frank exchange. Don't know that either of us can see a way out. He 
promised that he would shut down 5/6 if Congress didn't fix FISA. Told him 
Mueller was about to resign. He just pulled Bob into his office. 
(T8/ I 8!/ I �TF) 
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According to Mueller's notes, the Pre.sident expressed understanding 
forMueller.js position anci asked what needed to be done to address 
Mudlerjs concern$ . Mueller responded that Corney, the Office of Legal 
Counsel, the CIA, and the NSA 11needed to sit down immediately" and assess 
ili,e lega1 status of the program in light of O LC's doubts about the existing 
legal rationale and the March 11, 2004, Authorization. Mueller wrote: 

According to Mueller's notes, the President then directed Mueller to 
meet with Corney· and other principals to address the legal concerns so that 
the FBI could continue participatingin the program "as appropriate under 
th ·1. >l f.PS I '8! ( 'NF) . e aw. � n �Jr 

Mueller told us he met with Corney an hour later to begin 
coordinating that effort At 4:50p.m. that afternoon, Mueller called 
Gqnza1es to request that additional Department la"vyers be read into the 
program}Bl Mueller told us that this request originated with Corney and 
thatMueller was merely acting as an "intermediary.'' (U) 

The President's direction to Mueller to meet with Corney and other 
principals to address the legal concerns averted the mass resignations at 
the Department and the FBI. According to Corney and other Department 
officials, the White House's decision to seek a legal solution and allow more 
attorneys to be read into the program was a significant step toward 
resolving the dispute, and in the words of one Department official provided a 
wa.y of ''stepping back from the brink.'' As we describe below, these 
Department officials still faced the challenge of finding a legal and 
operational remedy for the program that would addre:ss the concerns of the 
White House , the NSA, and Department. (TS//SI//NF) 

4. Corney Directs Continued Cooperation with NSA (U) 

On the morning of March 12, 2004, Comey decided not to direct OIPR 
and the FBI to cease cooperating with the NSA in conjunction with the 
program. Comey1s decision is documented in a 1-page memorandum from 

Hll At least three additional Department attorneys were read into the program on 
March 12, 2004, including OIPR Acting Deputy Counsel for Intelligence Operations Peggy 
Skelly-Nolen and two OLC attorneys. (U) 
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Goldsmith to Corney in which Goldsmith explained why Corney's action was 
legal. (8/ /NF) 

In his memorandum, Goldsmith stated that the President, as 
Commander-in-Chief and Chief Exe:cutive with the constitutional duty to 
l'take care that the laws me faithfully executed," made a determination that 
Stellar Wind, a� practiced, was lawful. Goldsmith concluded that this 

5, Department Conducts Additional Legal Analysis (U) 

On March 12, 2004, an interagency working group was convened to 
continue the legal analysis of the program. In accordance with the 
President's directive to Mueller, officials from the FBI, NSA, and the CIA 
were brought into the process, although the OLC maintained the lead role. 
The working group included Deputy Solicitor General Clement, Baker, FBI 
General Counsel Capri:mi, Mueller, and several attorneys from OLC. Corney 
said CIA Director Tenet and his Deputy, McLaughlin, may have had llmited 
participation as well. (TS//STL\Vf/SI//OC/NF) 

On March 13, Mueller asked NSA Director Hayden to assist FBI 
General Counsel Caproni in assessing the value of the Stellar Wind 
program. Mueller said he wanted Caproni to become more familiar with the 
ptogram and to understand how the FBI's view of the value of the program 

182 Goldsmith told us his determination that the entire Executive Branch was 
bound by the President's interpretation of law was based on his discussions with several 
othei" Justice Department attorneys, as well as on long-standing OLC precedent. (U) 
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compared with that of the:·  NSA.183 Mueller said that Hayden provided slides. 
highlighting cases in which the NSA believed Stellar Wind,..detived 
information proved usefUL CB//NF) 

Caproni told us that during this March 2004 per-iod she and two other 
FBI officials made art effort to deterrtrlne what value the FBI was gettiiig 
from Stellar Wind-df!rived information; She >explained that it was difficult to 
assess the value of the program during its early stages because FBI field 
offices ::tt thf;lt time were. not require<:I to report back to FBI Headquarters 
with information about how information from the NSA program had been 
used, l84 (S// NF)-

On the afternoon of Sunday, March 14, 2004, the Department 
convened a large meeting in the Justice Command Center to review OLC's 
analysis on the legality of the program. MuellerJ Corney, Go.ldsmith, Philbin, 
Bakel\ CIA General Counsel Muller; Caproni, Tenet, Hayden, Olson,, 
Clement, and several NSA lawyers attended the .meeting� (TS//81//J:'IW) 

Prior to the meeting, Goldsmith and Philbin prepared a detailed 

outline of 0LC1s current analysis, which Goldsmith descdbed to us as his 
'fmost honest take" of the. lega1 i§>sues at that t1me, Goldsmith said he 
distributed the outline to meeting participar1ts and used it to wall<: the group 
thto?..,l§h the ana�ys.is. {tll · 

Is3 Caproni had been appointed the FBI General Counsel in August 2003 and was 
read into the Stellar Wind prqgram in September or October 2003. She told us she did not 
give much thought to the program at the tiine because OLC had determined that it was 
legal. She stated that in 2004 she leamed that OLC was re-exall1ining Yoo's legal analYsis 
and had concerns with it. She told us she later spoke with Philbin, who confinned to her 
that he and Goldsmith had problems with the legal support for the program and that he 
was frustrated because the program was so tightly compartmented that he could no t talk to 
anybody a:bout it. Caproni told us that at some point she obtained a copy of Yoo's legal 
opinion. She stated that after reading it she immediately understood Philbin's concerns 
because the opinion appeared to lack analysis and simply concluded that the program was 
legal. (TS//8!//NF) 

FBI 's Electronic Communications Analysis Unit compiled a summary of 
Stellar Wind tip results from Jam1ary 1 , 2003 , through mid-December 2003. bl , b3 

However, data included in the summary was incomplete, and the 
contain ariy analysis of the effectiveness ofthese tips.  Another study of 

.. tippers \vas conducted in 2006. The results of that study are discussed in Chapter 
of this report, alo11g with the OIG's analysis of the effeCtiveness of the program . 
(T8//8TL\V//St//OC/NF) 
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Hi� Goldsmith also noted that as of the March 14, 2004,  meeti ng, the Attorney 
General had not yet reported to Congress on the program under 28 U.S .C .  § 530D.  
However, as discussed above, the White House had briefed the con gressional lead ersh ip 
about the program on March 10,  2004. In addition , the former Presiding Judge of the FI SA 
Court, Royce Lamberth , and the current Presiding Judge, Colleen Kollar-Kotelly, had been 
read into the program by thi s  time. (U) 
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Goldsmith told us that the March 1 4  meeting was designed to achieve 
fu11 cortsen:sus among the principals on the issues,  and that the meeting 
was successful in this regard. (UJ 

That evening, Mueller called G had 
been made, although legal support stillhad 
not 'been found. Mueller also told Gonzales that in the future Gonzales 
should speak directly with Corney on these matters. 
(TS I 'STLJTT ' '81 t 'OG 'NF) II vv7 I · I I I 

6. Co:mey Determines that Ashcroft Remains "Absent or 
Disabled" (U) 

Attorney General Ashcroft was released frorn the hospital at noon on 
March 14,  2004 . The next day, Corney advised Ayres by memorandum that 
Ashcroft's doctor believed that Ashcroft required additional time to 
recuperate at home and was not yet ready to resume his responsibilities as 
Attorney General. Corney's memorandum noted that the doctor inte11ded to 
reassess Ashcroft's condition on March 24, 2004 . Corney's memorandum 
stated that, based on these circumstances, Corney continued to believe that 
Ashcroft was "absent or disabled" within the meaning of 28 U . S . C .  § 508(a) . 
Corney's memorandum concluded: 

As before, notwithstanding my continued temporary capacity as 
Acting Attorney General, I intend, where pos sible , to exercise 
"all the power and authority of the Attorney General" pursuant 
to the aLJ.thority that 28 C . F. R. § 0 . 1 5 (a) delegates to me in my 
regular capacity as Deputy Attorney General. (U) 
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A copy of the memm�a1�dum was sent to Gonzales at the White House and to 
senior Department officials. 1S9 (U) 

7. Judge :KoHar�Kotelly Briefed on JLack ofAtto:v:ney· 
General Certification (U) 

As discussed earlier in this report, the extent to which OlPR could use 
Stellar Wincl-clerived inform�tion in FISA applications had. been limited by 
Jpdge .Kollar .. Kotelly, the FISA Court's Presiding Judge .. M,ter her read-in to 
the program in May 2002,  JUdge Kollar-Kotelly had directed OIPR to 
continue; with some modifications, the ''scrubbin.g" procedures for FISA 
applications in place at that time. (fJYB//STLVl//81//0C/NF) 

According to an OLC memorandum, on March 14 , 2004, Judge 
Kollat-Kotelly was informed that the President had reauthorized the Stellar 
Wincl program, but that the latest Authorization lacked the Attorney 
General's certification as to form. and legality. l9° The memorandum 
indicated that as a result of Judge Kollar-Kotelly's uncertainty about the 
implications of this development, she intended to lnsist on a complete 
s�paration of any information derived from Stellar Wind,  whether directly or 
indirectly, frow all FISA applications presented to the FISA Court. The 
rnemorai�dum noted that ''[b]ecause ofthe way tips get worked into (and lost 
in:) th� mix of intelligence information, that standard would l:Iave virtually 
crippled all counter-terrorism FISAs."  (TS//STL1.V/ /SI//OC/NF) 

8. Comey and!. Gonzales Exchange Documents Asserting 
Conflicting Positions (U) 

According to Mueller's program log, on the morning of Monday, 
March 15, 2004, following the daily threat briefing in the White House 
Situation Room, President Bush remarked to Mueller that he understood 
''progress had been made," referring to the discussions on the legal basis for 
the Stellar Wind program. Mueller called Comey shortly thereafter to convey 
the President's remark. Mueller suggested to Corney that additional 
briefings on the program should be given to Congress,  including to both the 
House and Senate Judiciary Committees. (T8/ /Sl/ /NF) 

Also on March 1 5, Goldsmith drafted for Corney a 3-page 
memorandum summarizing OLC's views with respect to the legality of the 
program. The memorandum recast in narrative form Goldsmith's outline of 

HI'J As discu ssed below, Ashcroft's doctors later cleared Ashcroft to resume his 
duties as Attorney General as of March 3 1 .  (U) 

I IJ(i The memorandum was prepared in anticipation of a briefing for the Attorney 
General on March 30,  2004.  (U) 
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March 14 ,  2004 (discussed above), and note_d that OLC had not reached any 
11firtal conclusions and [was] rtot yet prepared to issue a fir1al opinion oh the 
program/; The merr10ran:dum also stated that the Stellar Wind program 
potentially implicated various congressional and intra-Executive Branch 
re;portipg requirements imposed both .by statute and Executive OrdeL The 

- memorandum stated that OLC was only beginning to analyze these 
reporting issues .  (TS/ /SI//NF) 

Goldsmith and Philbin went to see Gonzales on the afternoon of 
March 15 to explain what OLC had determined in its legal analysis to that 
point, and also to notify Gonzales that he would be hearing from Comey 
shortly about the Department's position as to the program 's legality. (U) 

According to Philbirt's contemporaneous notes on the events of the 
next two days , on March 1 6, 2004, followjng the monl.i!lg threat briefing at 
the. Wbite House, Corney told President Bush that QLC had finished its · 
prelirn�nary legal analysis of the prbgram. l9l Corney asked the President if 
Coniey should convey the details of the analysis to Gonzales, and the 
President indicated that Corney should do so. ('T8//SI//NF) 

After Gamey returned to the Department, he signed a short 
memorru'ldum to Gonzales that he had drafted the night before. In the 
memoranc1um1 Corney first recounted how the President on March 12,  2004; 
ha,d directed the Justice Department to continue its analysis of the Stellar 
Wind program and to ��provide its best advice concerning ways to change the 
program to conform. with the Justice Department's understanding of the 
applicable law/' Corney then described the composition of the working 
group CO!lVened to accomplish this objective and how the group's efforts had 
resultedin Goldsmith1s S-page analysis , which Corney attached to his 
memorandum. (TS/ /SI/ I NF) 

Corney then set out his advice to the President. According to the 
c.on1e:v advised that the President lawfully continue 

1 9 1  Philbin told the OIG he kept notes ofthese events because Corney had asked 
him to "keep a record." (U) 
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raised "serious issu,es�� about congfessional notification. uparticularly where 
th<:: legal basi$ for the program is the Presidehf$ decision to assert his 
authority to override an. otherwise applicable Act of Congress ." Comey wrote 
thsJ the Department would' continue to explore the notification issue. · · 

{TS i "8TIP7 I I SI I I oc I NF) ·} J HJ T I I I 

Corney instructed Goldsmith and .Philbin to hand deliver the 
memonmda to Gonzales at the White House,  which they did. Philbin also 
delivered copies to Solicitor General Olson . Philbin's notes indicate that 

Olson was "annoyed" that Corney had sent the memoranda to the White 
How:le without consulting him, and asked Philbin several times, 1'What's my 
role supposed to be here?" Olson also said to Philbin that he t}1ought the 
memoranda were a ''poke hi. the eye'' to the White House. Philbin wrote that 
Olson'� reaction c1raised concerns that [Corney] may have gotten himself too 
far o1..it there alone by not bringing Olson in on the Department's legal 
opiniop. in advance. (U) 

Corney told us that he knew his 111ern_orapdum would anger people at 
the White House because he had put in wtitipg the ru·guments questioning 
the legality of aspects of the program and that the niemorandum and 
Goldsmith's attachment would become a part of the Presidential records 
and would be discovered later by historians . He stated he believed it was 
important to '1make a record." (U) 

Acoqrding to Mueller's program. lpg, Gonzales called Muell�r at 1 :45 
p.m. on March 16 to discuss the situation. Gonzales explained to Muelle:r 

t.'s tejl.tative conclusion that legal support for 
still lacking, Gonzales would have to make a 

nt on how to proceed. Gonzales told Mueller 
he ne.eded to know whether Mueller if the President decideP. 

Mueller responded that he 
s ,  t that he "would have to 

give it serious consideration if the President decided to go ahead in the face 
of DOJ 's finding." (fS//STLW//Sl/ /00/ NF) 

Later that afternoon on March 16,  Card called Corney to the White 
House for a meeting. According to Philbin's notes, "the b ack channel word 

· · ' udae Go s" was that President Bush might be \villing to (b){1 /. �(b)(B) � � � � ·� � � 
� "' "' � �� Prior to the meetingr Corney, Goldsmith, and Philbin 

agreed that Comey should the 
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Philbin's notes indicate that at the rneeting . · 
with the issue of Whether 

ru.1_d would dec:ide Mvety soon.)) so expre · 
Corney · that Cathey had. put in writing the · Depar®e!lt}s 

'ti h. 1 al' · f th. · • . (+g ug�:{,)XT II�H I IQG IW ) pos1 on on t e eg 1ty o . , e prog1 am. 0 �  u1r n � ,  � F .  

That evening, while attending a farewdl dinner for a Department 
colleague at a1ocal restaurant, Philbin received a call from David Addington 
indicating that he wanted to deliver a letter Gonzales haq written to Corney. 
Philpin rhet A�dington at the Department at 8 :30 p.m. that night to accept 
the letter. Phi1bin's notes also indicate that Gonzales had called Corney in 
advance to tellComey unot to get too overheated by the letter.'' (U) 

Corney told us he recalled that Gonzales told him in the call. that the 
White House would agree to work with the Department to fix the program 
and that Comey shoUld not "over1"eact'' to Gonzales's letter. Corney said he 
believed Addington, and not Gonzales, had. actually drafted the letter, and 
that Gonzales sent it only to counter Corney's memorandum and to make a 
rec.ord on behalf of the White House. (U) 

Gonzales's letter stated that the President had directed him to 
respond to Corney's memorandum. The letter .stated :  

Your memorandum appears to have been based on a 
mi13understanding of the President's expectations regarding the 
conduct of the Department of Justice. While th;e President was, 
and tefuaihs, interested in any thoughts the Department of 
Justice rnay have on alternative ways to achieve effectively the 
goals of the activities authorized by the Presidential 
Authorizc:ttion of March 1 L, 2004, the President has addressed 
definitively for the Executive Branch in the Presidential 
Authorization the interpretation of the law. 192 

The letter also excerpted the language of paragraph 10 from the March 1 1, 
2004, Authorization, which recited the bases on which the President acted 
to reauthorize the program, and then concluded: "Please ensure that the 

1 '1 2 Gonzales's letter also addressed Corney's comments about congressional 
notification. Citing Department ofthe Navy v. Egan, 484 U.S. 5 1 8  ( 1 988) and a 2003 OLC 
opinion , Gonzales's letter stated that the President has the constitutional authority to 
define and control access to the nation's secrets, "including authority to determine the 
extent to which disclo sure may be made outside the Executive Branch." 
(TS/ /STLVl/ / 8I/ / OC/ N F) 
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on March 26, · 
log, Gonzales · ·Corney to advise him of 

the President 's decision on March 1 7 ,  2004, and Corney passed this 
information to Mueller later that day, Corney, in an e-mail dated March 17, 
ex:pre�sed relief at the President's decision , writing: 

Today, in a :remarkable development, we stepped back fro:tn the 
brink of disaster. All seems well in the Government. The right 
thing was done. (TS I I STLW/ I SI / f OC/ NF) 

Gonzale:s told the OIG during hisinterview that he could not say 
whether the prospect of resignations at the Department and. the FBI. may 
have had an impact oh the President's decision. 194 We were hot able to 
interview others at the White House to determine what specifically caused 
the program to be modified in accord with the Department's legal position. 

(U) 
The President's directive was expressed in two modific9-tions to the 

March 1 1 ,  2004, Presidential Authorization. These modifications, as well as 
the operational and legal implications of the President's deCision for the 
Department and the FBI , are described in the next sections� (:I'Sj /SI/ /NF) 

1 .  Malfch 1 9 ,  2004, Modification (U) 

On March 1 9 ,  2004, the President signed, and Gonzales certified as to 
form and legality, a Modification of the March 1 1 , 2004, Presidential 

193 Corney stated that he did not believe Gonzales wrote this letter. He stated that 
"Addington was the flarne- throwe1·" and that Gonzales was generally more reasonable and 
moderate. Corney said that Gonzales had later apologized to both Corney and Ashcroft for 
his conduct during the March 1 0  in cident at the hospital and had even come around to 
agree vvith Philbin and Go1d smith 's analy sis regarding the program. Gonzales told the OIG 
that he did not a.pologize to Ashcroft for the incident in the hospital because be had been 
instructed by the President to go there , but stated that he "regretted" the incident. (U) 

19 '1 However, ·when Gonzales commented on a draft of this report1 he told the OIG 
that the prospect of resignations at the Department and the FBI were not the reason for the 
President's decision. Gonzales stated that he could not elab orate on this statement due to 
executive privilege con siderations. (U) 
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Authorization. The fitst patagraph of the Modification statecl that ''thi$ 
memorandum, as a policy matter� m . . 

· of 
March 1 1 , 2004 as set forth below . . .  and 
by all the Presidential Authorizations to the eX1tenLt 
Modification] .i' The March 1 9  Modification made t\vo significant changes to 
tht! existing Authorization and ange affecting all 
Authorizations. To allow for a these changes were to 
l:Jecoine effective beginning at mid · · 29r 2004, tmg· ' i I gmvrn I i Cl I . I e· e I 1\TP\ \ J.  I T  n:.VV ( fv!) ( · J I.U' J 

First, the March 19 Modification inserted language to narrow content 
coliection (basket 1 )  to al Qaeda and affiliatc:;d terrorist .groups, !lS the 
Department had advised, The new content collection authority in paragraph 
4(a} of the March 1 1  Authorization� wJth the new language from the 
March 1 9  Modification indicated in italics, was: 

acquire a communication (including but not 1imite.d to a wire 
communication carried into or out of the United States by cable) 
for which, based on the factual and practical considt;!ra.tions of 
evetyda.y life on which reasonable and prudent persons ac:t, 
there are reasonable grounds to believe such communication 
originated or terminated outside the United States and a. party 
to such communication is a group enga.gedin international 
tertorism, or activities in preparatibn therefo1�, or any agent of 
such a. group, provided that such group is al Qa 'ida, is a group 
affiliated with al Qa 'ida, or is anothet group that I detennine .for 
purposes of this Presidential Author-ization is in anned conflict 
witlt the United States and poses a threat ofhostile action within 
the United States[.] (TS//STLW//81/ /0C/NF) 

Modification, March 19,  2004, 

The language, 
language in brackets and the insertion indicated irt italics, was: 
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Each Presidential Authorization had contained a directive to the 
Secretary of Defense r:wt to disclose the program outside the Executive 
Branch 'without the President's approval. The Modification reiterated that 
any change was not intended to reverse the President's control over access 
to tlte program. (TS//STVvV/ /SI//OC/NF) 

i<M The ultimate disposition of this previously obtai was 
subsequently addressed in an April 2 ,  2004, Modification, an n an August 
2004 Presidential m emorandum to th e Secretarv of Defen se, as described bel ow in 
subsection 6. (TS//STL'N//SI//00/NF) 

. 
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196 Bradbury was nominated to be As sistant Attorney General for OLC in June 
20Q5. He was not confirmed for this position, and told us that after exhausting the time 
period for use of the "Acting" title under the Vacancies Reform Act of 1998 (see 5 U . S . C. 
§ 3:?45 et seq!) in April2007, he reverted to Principal Deputy Assistant Attorney General , 
the position he had held prior to his nomination. As head of OLC, Bradbury became 
responsible fq:r qri(':fing members · of Congress on OLC's legal analyses concerning the 
prograni: as well as oi:r the Pre::;idential Authorizations. Bradbury's access to these 
doci.1.men,ts and the officials :responsible for drafting them provided him significant 
!r����,�� }!;;gJr;Dt�tn��t. :h;g,f��-ii:rm�� .. t�;r)��. ;����l. tl1� 
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5. 

As noted above, Judge Kollar-Kotelly was made aware on March 1 4 ,  
2004 , that the March 1 1  Authorization had been signed by the Pre sident 
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b11t b.aq not be'e:n certified as to form and legality by the Justice 
Department. On March 1 8, 2004, Goldsmith, Philbin, Baker, and Gonzales 
met with Judge Kollar-Kotelly to further brief her on the status of the 
progtar.h, .  According to an internal OLC memorandum, they advised her 
that forthcoming legal opinions from OLC would allctY her concerns about 
the use of prqgram-derived information in FISA applications,202 

('J:'S/ /!B:'fl)J>l(jSI/ /OC/NF) 
The OIG reviewed a handwr:itten letter from Judge Kollar-Kotelly to 

OIPR ·. . . to have been written just after the 
.J..uc:�.J.J.\:l<:I.L ...... "" in the March 19,  2004, 

Mo aker us handwritten letter should be viewed as 
an informal draft designed to convey Judge Kollar-Kote11y's preliminary 
understanding of the issues raised by the changes to the Stellar Wind 
progra:rrr. In the letter, Judge Kollar-Kotelly reiterated her position that 
Stellar Wirtd'-'derived information should be excluded from FISA 
applications) writing, usa there is no misunderstanding, I will not sign a 
FISA application which contains any information derived from andfoi" 
obta,ined from the [Stellar Wind]' program)'' including applications in whiqh a 
Stellar Wind tip ''was the sole or principal factor in starting an investigation 
by>any of the agencies, even if tl:le investigation was conducted 
independently of the tip from [Stellar Wind]." Judge Kollar-Kotelly also 
requested; as a precondition to her agreeing to sign FISA applications in the 
future, that OIPR clarify in writing its proposal for reviewing FISA 
applications to ensure that all Stellar Wind-derived information had been 
excluded . Baker told us that he had a lot of "verbal back and forth'' with 
Judge Kollar-Kotelly to explain OIPR;s scrubbing procedures. 
fTS I I SmL. J"'. T I ICJJ 11 0·. G /1\Tl?) \T I I . 'TI:l Wf I 0 I I I ri:F-1 

legal opinions, which addressed the legality o 
\Vere provided to Judge Kollar-Kotelly in late 

2113 Chapter Three, Section fi B contains a description of this process. (U) 
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Qn March 26, 2004,  OLC completed a draft lTlemorandum for Baker 
entitled "Use or Disclosure of Certain Stellar Wind Information iil 
Applications Under FISA." This memorandum address 
FiSA a,pplica,tions of information derived indirectly 2os 
OLC also provided Judge Kollar-Kotelly with a copy of its draft legal 
8.1J�:tl:y���,206 (TS/ /BTLVl//$1// OG/ NF) 

2o4 This argument is discussed below in connection with Goldsmith's May 6, 2004, 
legal analysis. (U) 

205 With respect to the memorandum stated that the 
Department did not believe fihf!: tJf fi:u:ch information was subject to any 
constitutional restraints or s tatutO!}' restrictions,  bu t that "[t]o the extent Ju dge 
Kollar- Kotelly has concerns about those conclusions, >Ve note that the analysis in this 
memorandum independently no legal restrictions .on the use of 
information indirectly derived tippers in FISA applications." {TS I 1S'PL" ' I '81 I 'OC 'NF) · II · w n  Tf I 

Jo(J The draft memorandum did not address  inclusion in FISA applications of 
information derived directly from the program because OIPR had successfully managed to 
address Judge Kollar-Kotelly's order to exclude su ch information. 
(TS/ /STL'.'Al/ (Sl/ / OC/ NF) 
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6. April 2, 2004, Modification (U) 

Attomey General Ashcroft's doctors cleared him to resume his duties 
as Attch·ney Genetal as of March 3 1 .  Corney advised Ayres irt a March 301 
2-004, )Tiemorandum that as of 7: 00 a.m. on March 3 1 ,  the Attorney General 
was no longer "absent or disabled" within the meaning of 28 U.S.C. § 508(a) ,  
and that a s  o f  that time Corney could n o  longer exercise the duties of the 
Office of Attorney General pursuant to the s tatute. A copy of the 
memorand"Lurt was sent to White House CounseL Gonzales and other senior 
Department officials.  (U) 

On April 21  20047 President Bush signed1 and Gonzales certified as to 
form and 1egality1 a second Modification of the tial 

This modification addressed 
. · s of the Stellar Wind program. �e+�=-:fb�f-H.�'-1-f:Tt:::;-ffi¥7-
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7. iis Conveyeldl to 

authorized 
limitations · the. Modifications 
anc1 $1lbseq . . . .. .. . . . . · . .  ·· .·. . . FBl �mployees 
responsible for tipping StellarWind infotmat1on to the field . 
(TS l I STL\V I 'SI I 10C I NF) . · · J f · · · "f f · Tl ·· I 

A former Unit Chief in the Communications Analysis Unit (CAD) 
within the FBI's Communic;ations Exploitation Section (CXS) of the 
Counterterrorism Division told us he became aware that at some 

Stellar Wind was narrowed to include 
e said this information was passed along to him · 

tneeting with 
NSA representatives. He sa,id was •ctaken 
very seriously'� by the NSA. As . Requests for 

the FBI to the NSA ori nL.tmbers not B;ssociated with 
were rejected by the NSA as outside the scope of the 

(fTIQ , 'Cl
·
T
· 

LT'r.l 'sr , ' ee· · IN.P\ �L>t;l.��v.LL . fT'O n o-rr; vVlf I( T flU! J 

An FBI Supervisory Special Agent in the CAU1s unit c;o�located at the 
NSA (called Team 10) , told us 
ruialysis wor:k,: und�r the . • . . n 

was .rigo:rously ac:Ihered to ::md was very 
that when the FBI requested that the NSA collect 

h1Jormation on a particular number, the NSA closely analyzed the number 
and req'uested supporting information from the FBI before querying the 
Stellar Wind database. This supervisor also stated that the NSA did a .good 

j ob of keeping the co-located FBI personnel informed of changes to the scope 
of collections. He said this information typically would be conveyed to 
appropriate personnel during the daily "all hands meetings . "  
(T8 1 1 8Tb11 7  1 'SI 1 ' OC 'NF) . ! J VVJ f I T  I 

8. Office of Legal Counsel Assesses NSA1s Compliance 
wlth New Collection Standanrds fi'S//SI//NF) 

Goldsmith told us that during the week of March 2 9 ,  2004, he and 
Philbin co Stellar Wind program to ensure that the 
querying being conducted in accordance with 
the Presidential Authorizations. (TS//STL\V//81//0C/NF) 
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Goldsmith said that while resources were not available to co11duct a 
"professiotial'' audit, he visited the NSA 
officials the legal parameters for qu 
which as discussed above required a showing of reasonable articulable 
su:;;picion that the target belonged to a group that was engaged .in 
international terrorisnt.209 Goldsmith told the OIG that as part of the 
.review, he the NSA with the new collection . 't · fF8 ' 'S¥6�lT ' 'Sl' 188 'NF) ,panune er . � l r vvn 1/ (  � 

9 .  May 5, 2004, Presidential Autho:rization (TS//SI//NJFl 

As noted above, the March 1 1 ,  2004, Presidential Authorization, as 
modified, was set to expire on May 6 ,  2 0 0 4 .  On May 5 ,  the President signed 
anothe1" Authorization extending the Stellar Wind program through June 24, 
2004. Unlike the March 1 1  Authorization and the two modifications that 

=- -=--=-- �� - - � 
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followed, it1 the May 5 Authoriza,ticm was certified as to form 9,nd legality by 
Attomey General A.shcroft. ( l'S/ /SI//NF) 

With minor variations, the collec:tion standards and othe.r language 
set forth ill. the May 5, 2004, Presidential Authorization remained 
unclianged in all of the subsequent Authorizations.21 1 
rrs I '8TV"'t ' 'SI t 100 1NF) Jl · Vv(( II I 

10. May 6, 2004, OLC Memorandum (!JPS//SI/}NF) 

On MGJ.Y 6, 2004, Goldsmith completed a revised OLC memorandum 
on the legality of the Stellar Wind program. The 108-page document stated 
that it was Written for the Attorney General in response to his request for 
OLC "to undertake a thorough reexamination of the Stellar Wind program 
as it is currently operated to confirm that the actions that the President has 
ditected the Department of Defense to undertake thro11gh the National 
Security Agency (NSA) are lawful. ;' (TS//Sl//NF) 

The memorandum traced the history of the progra1n and analyzed the 
legality of eC\,ch of the three coll�.::ction baskets in light ·of applicable sta,.tute s, 
Executive Orders, cases,  and constitutional provisions. 
rrs l lSTL'H l I SI I I oc I 1\fF) n ·  n 1 1  1 1  r -

-------------
1 1o This Autho rization also dropped the language describing the legal bases on 

w11ich the President relied in ordering the continuation of the program in the March 1 1 ,  
2.004,, Authorization. (Hs/ lSI/ fNF) 
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Thememoranc!um noted that Section 1 11 of FISA, 50 U.S .G. § 1 81 1 ,  
providing that the President i'may a�thorize electronic surveillance without 
a court orcl.�r . . ' to acquire foreign intelligenc::e information for a period not 
to exceed fifteen calendar days following a declaration of war by Congress,;; 
iTiade it clear that FISA expressly addresses electronic surveillance . during 
wartime.2 I2 The memorail.dUm stated that the Authorization.for Use of 
Military Force (AUMF) passed by Congress shortly after the· attacks of 
Septe¢ber 1 1 ,  2001 ,  gave the President authority to use both domestically 
an4 a,bi·oad ''all necessary and appropriate force/' irtcludihg signals 
inte1ligertce capabilities, to prevent future acts ofinternatiortal terrorism 
against the Un.ited States. Accorcling to the memorandum, the Al.JiVlF was 
properly read as an express authorization to conduct targeted electronic 
survdllance against al Qaeda and its affiliates, the entities responsible for 
attacking the United States .  (TS//STVN//81//0C/NF) 

The memorandum noted that the legislative history of FlSA indicat�s 
that the 1 5-day window was ('thought sufficient for the President to secure 
legislation .easing the restrictiorts of FISA for the conflict at hEmd." Quoting 
1-LR. Gonf. Rep,. No. 95-1720, at 34, .rep:rinted in. U.S.C. C.A.R 4048, 4063 
('' [T]he conferees intend that this period will allow time for consideration .of 
any amendment to this act that may be appropriate during a wartime 
emergency'') . According to the OLC .memorandum, "The Congressional 
Aqt:horization functions as preCisely such legislation: it is emergency 
legislation passed to address a specific armed conflict and expressly 
designed to authorize whatever military actions the Executive deems 
apptopriate to safeguard the United States." (TS//81//NF) 

The memorandum concluded that at a minimum the AUIVW made the 
application of FISA in a wartime context sufficiently ambiguous that the 
doctrine of constitutional avoidance properly applied to avoid a conflict 
between FISA and the presidentially authorized Stellar Wind program. 
Alternatively, the memorandum argued that FISA, as applied in the 
particular circumstances of a President directing surveillance of the enemy 
to prevent future attacks upon the nation,  represented an unconstitutional 
infringement on the President's Article II Commander-in-Chief powers . 
(TS ' ' STLUT / ' SI I 10C 1NF) I T  " I  I T T  I 

J 12 As discussed in section I of this chapter, the legal implications of this provision 
of l<"�lSA was not addressed in the memoranda John Yoo had drafted in support of the 
program in late 200 1 .  -+l'S//Of//NF) -
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Finally, the memorandum discussed the Fotut!b. Amer1drnent 
irnplicaticnis ofthe Stellar Wind To determine whether 
int�;rcepti.ori · violated the Fourth 
Amendment'$ ason searches, the memorandum 
analyzed whether the importance of the government's interest in this 
collection outweighed the individual privacy interests at stake. Citing · Supreme Court opinions, the Federalist 

and congressional testimony, the memorandum 
that ''the government's overwhelmi ng interest in detecting and 

thwarting further al Qaeda attacks is easily sufficient to make reasonable 
the inttusion into privacy involved in intercepting selected 
communications."  The memorandum noted that the weight of the 
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government's interest in this regard could change over time if the threat 
from al Qaeda were deemed to recede . (TS//STUN//SI//OC/NF) 

The memorandum also analyzed telephone and e-mail meta data 
collection undel' the Fourth Amendment. 'I'he memorandum concluded, 
based on the Supre.rrie CoUrt's holding in Smith v. Maryland, 442 U.S.  7351 
742 (1979), that there is no legitimate expectation of.p:dvacy in the numbers 
dialed to place telephone calls. Referring to case s .holding that no 
e�pectgtio11 ofprivacy attached to the addrc;.ss i11formatipn on either letter 
mail or e,-mail, the me:rnonmdum concluded that no Fourth Amendment 
privacy in:tete$ts were implicated iri the collection of e'-mail tneta data. 
(TS 11STU•r ' 1SI ' 100 'NF) (/ . Y"<TJ T7 I 

In sum, the May 6 memorandum was the most comprehensive 

XU. DIG Analysis (U) 

A.. Department's Access to and Legal Review of SteUaii Wind 
Program Through May 2004 ITS//81//NF) 

The Justice Department's access to the Stellar Wind program was 
controlled by the White House , and Gonzales told the OIG that the President 
decided whether non-operational personnel, including Department lawyers ,  
could be read into the program. Department and FBI officials told u s  that 
obt;:1ining approval to read in Department officials and FISA Court judges 
involved justifying the requests to Addington and Gonzales,  who effectively 
acted as gatekeepers to the read-in proce ss for non-operational officials.  In 
contrast, according to the NSA, operational personnel at the N'SA, CIA, and 
the FBI were read into the program on the authority ·of the NSA Director, 
who at some point delegated this authority to the Stellar W ind Program 
Manager. (TS//SI//NF) 
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Various officials we interviewed about the issue uniformly agreed that 
the White House sought to strictly limit overall · access to the Stellar Wind 
program. We believ� that this policy was applied at the Department in an 
unnecessarily restrictive manner p1�or to March 2004, and was detrimental 
to the Department's role in the operation of the program through that 
period�. We also believe that Attorney General Ashcroft, as head of the 
Depaxtment, was responsible for seeking to ensure that the DepE!.rtrnent had 
adequate attorney resources to conduct a thorough and accurate review of 
the legality of the program. Because Ashcroft did not agree to be 
interviewed for this investigation, we were unable to determine the extent of 
his efforts to press the White House to read in additional Department 
officials between the program's inception in October 2001 and the critical 
events of March 2004. (TS//SI//NF) 

In Chapter Three we described how the Department's eaxly 
involvement in the Stellar Wind program was limited to tbe patticipati011 of 
only three attorneys - Attorney General Ashcroft, OLC Deputy Assistant 
Attorney General John Yoo, and Counsel for lntelligen.ce Policy Jrunes 
B1:l;ker�216 Working alone, Yoo drafted several lega1 memoranda in 200 1 and 
2002 advising the Attorney General and the White House that the progra:rh 
was legally .supported. In reliance on Yoo's advice, Attorney General 
Ashcroft certified the legality of the Presidential Authorizations to implement 
the program. fT8//SI//NF.J 

Because Yoo worked alone, his legal analysis was not reviewed by 
other attorneys, either in OLC or elsewhere in the Depaxtment.217 Even 

216 Counsel for Intelligence Policy James Baker was read into the program in either 
late 200 1 or January 2002. 13u:t Baker appears to have been read in only because he 
inadvertently came acro ss information tha:t suggested such a program existed, While Baker 
had involvement in several aspects of the program, he had no involvement in dr;llting or 
reviewing Yoo's legal memoranda supporting the program. Daniel Levin, who served as 
both Chief of Staff to FBI Director Mueller and briefly as a national security counselor to 
Ashcroft, also was read into Stellar Wind at the inception of the program. However, Levin 
only served for two months at the Department during this early phase of Stellar Wind and 
had very limited involvement in the program durin g this period. Levin told us he was read 
into Stellar Wind along with Director Mueller at the FBI and that he understood that he 
was being cleared into the program as an FBI official. We therefore consider Levin to be an 
FBI read-in, not a Department read-in. (TS//STL'"'//SI//OCjNF) 

:.m Gonzales told us that he thought Yoo may have assigned discrete tasks to other 
attorneys in connection with his work on the Stellar Wind legal memomnda. Because Yoo 
declined our request for an interview, \Ve were unable to confirm this . In any event, no 
other attorneys were read into Stellar Wind and therefore would not have beeri. permitted to 
work on or revievv those portions of tb e memoranda that contained Top Secret/ Sensitive 
Compartmented Information (TS/ SCI) related to the Stellar Wind program. By contrast, 
Yoo had at least one other O LC attorney to assist him in drafting other OLC legal 

· 

memoranda on the detainee interrogation program during the 2001  to 2003 period, and 
these memoranda ·were reviewed by another OLC Deputy Assistant Attorney General 

(Cont'd.) 
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when Jay Bybee became the OLC Assistant Attorney General in. November 
200 1 ,  and was therefore Yoo's supervisor , Bybee was hot read into the 
program.2 18 Bybee told us he also was unaware that Yoo was. prov�ding 
advice to the Attorney General and the White House on the legal basis to 
suppprt the program. (TS/;'81//NF) 

We believe that even before Patrick Philbin voiced his initial concerns 
with Yoo's analysis in 2003, the circumstances in 200 1 and 2002 plainly 
called for additional Department resources to be applied to the legal review 
of the program and that it was the Attorney General's responsibiiity to be 
aware of this need and to take steps to address it. Moreover, becm.tse 
Ashcroft met frequently with the President on national security matters, he 
would have been well-positioned to request additional legal resources if he 
believed they were necessary. (T8//8I//NF) 

The facts suggest that Ashcroft had some awareness and concern that · 
Yoo was working on the legal justification for the Stellar Wind program 
without anY Department assistance or oversight, and possibly was advising 
the White House directly of his findings . Based on accounts of the incident 
in Ashcroft's hospital room in March 2 004, Ashcroft made specific 
complaints to Gonzales and Card about insufficient legal resources at the 
Department and that the Department had been "cut out of the whole affair." 
He had also expressed frustration to Corney months earlier about being "in 
a box:' with Yoo. Further, according to Goldsmith, when Goldsmith first 
interviewed for the position of Assistant Attorney General for OLC in 2003,  
Ashcroft and his Chief of Staff alluded to concerns over being kept informed 
of matters the Office of Legal Counsel was working on and the importance of 
keeping the Attorney (}eneral "in the loop." We also note that Yoo's 
November 2, 200 1 ,  memorandum to Ashcroft indicated that " [b]ecause of 
the highly sensitive nature of this subject and the time pressures involved,  
this memorandum has not undergone the usual editing and review process 
for opinions that issue from our Office [OLC] ." �!"£8//81//NF) 

While we believe that Ashcroft may have been aware that Yoo was 
working alone on the Stellar Wind analysis and had concerns about this , we 
do not know whether or how hard he pressed the White House to read in 
additional attorneys to assist or supervise Yoo .  At the same time, however, 

(Philbin) and approved by the OLC Assistant Attorney General (Bybee) . The detainee 
interrogation program also was cl assified as TS/ SCI. We also note that Philbin's 
background in telecommunications law would have made him a logical choice to assist Yoo 
on the Stellar Wind legal analysis. ('fg/ / SI/ /WE) 

21 s In contrast, Bybee was allo·wed to supervi se Yoo's work drafting legal 
memoranda concerning a d etainee interrogation program dt1ring the same time period. 
(TS//81//NF) 
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we cannot assume that any requests by Ashcroft for additional attorney 
tead-:-ins would have been granted by the White House.  Gonzales told us 
that Ashcroft had requested that Deputy Attorney General Lar:ry Thompson 
and Ashcroft's Chief of Staff David Ayres be read in. However, neither 
request was approved .2 19 Gonzales stated that he did not recall Ashcroft 
requesting additional tead...:ins beyond Thompson and Ayres .  (U) 

In analyzing the read-in ·situation at the Department during Yoo's 
te,;n1.1re, we also considered that Ashcroft certified tl1.e program as to its 
legality ·each time the program cru;ne up for renewal, and did so at a time 
when Yoo's legal advice was the only Department guidance available 
concern.ing the program's legality. We believe the fact that only three 
Department attorneys were read into Stellar Wind through mid�2003 may 
have been due at least in part to Ashcroft's routine recertifications of the 
Presiciential Authorizations during this period. As noted in Chapter Three,  
Got1.zaks told "L1S that it  was up to the Attorney General to decide how to 
satisfy his legal obligations as Attorney General, and that if Ashcroft 
believed more attorneys were needed for this purpose, he could have asked 
the President to approve additional Department read-ins. Gonzales also told 
us that Ashcroft's continued certifications of the Presidential Authorizations 
supported Gonzales1s belief that Ashcroft was satisfied with the quality of 
the legal advice· he was receiving at the time within the Department. 
rts' 'SI ' 'NF) · Tl I I  

There is evidence as well that Gonzales, as White House Counsel, Was 
satisfieci with Yoo 's legal memoranda supporting the program. Gonzales 
told us that although he did not believe Yoo's first two memoranda fully 
addressed the White House 's understanding of the Stellar Wind program , 
Gonzales believed that they described as lawful activities that were broader 
than those carried out under Stellar Wind, artd that Yoo's memoranda 
therefore ucovered'' the program. 22o '{fS//81//NF) 

2 1g Deputy Attorney General Thompson resigned from the Department in August 
2003, so Ashcroft's request to have him read into the program would have been made 
before that time. 

DO We were troubled by Gonzales 's suggestion that Yoo 's memoranda covered the 
program because the memoranda determined to be lawful a range of ''hypothetice�.l'' 
activities that were interpre ted by Gonzales to be broader than tho se actu ally carried out 
under Stellar Wind. Such an approach, if deemed acceptable by the "client" (in this case 
the White House) , would en courage the Office of Legal Cou nsel to draft bmad and imprecise 

(Cont'd. ) 
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However, even apart from the limited number of Department read-ins, 
we believe that the White House imposed excessively strict controls over 
access to the program in other ways that were detrimental to the 
Department's ability to provide the White House with the soundest possible 
legal advice. For instance, we found no indication that Yoo coordinated his 
legal analysis with the NSA. According to Michael Hayden; the Director ·of 
the NSA when Stellar Wind began, the NSA relied o11 its Office of Ger1eral 
Counsel,artd not the Department of.Justice, for advice as to the legality of 
the program when it was created. However, we found that the NSA's Office 
ofGeneral Counsel did not coordinate its legal advice with the Department , 
and even as late as 2003 the NSA General Counsel was prevented by the 
White House from reviewing the Department's legal opinions on the 
program.22I Hayden also told the OIG that he was "surprised with a small 
's111 that the Department did not participate in the early meetings with him 
and White House officials when Stellar Wind was first conceived . In 
addition, Addington instructed Philbin not to discuss the program with 
Bc:l:ker, who as Counsel for I ntelligence Policy was respon�ible for 
representing the government before the FISA Court.222 (TS//81//NF) 

We believe that that White House should have allowed and even 
encouraged coordination between the Department and the NSA regarding 
the development of the legal analysis of the program, especially as this 
analysis was first being formulated in late 200 1. Such interaction between 
the Department and other Executive agencies is a mainstay of traditio!lal 
OLC practice , and we believe its absence here contributed to factual errors 
in Yoo's opinions regarding the operation of the program. (TS//SI//NF) 

Although we could not determine exactly why Yoo remained the only 
D epartment attorney assigned to assess the program's legality from 200 1 
until his departure in May 2003, we discuss below our belief that tliis 
practice represented an extraordinary and inappropriate departure from 
OLC's traditional -review and oversight procedures and resulted in 
significant harm to the D epartment's role in the program. (T8//8I//NF!) 

When Yoo left the Department in May 2003, he was replaced by 
Patdck Philbin, who was read into the program to advise Ashcroft whether 
he could continue to certify the Presidential Authorizations as to their form 

legal analysis and ·would discourage the type of careful scholarship to wh ich the OLC 
traditionally aspires. (TS//SI/J'NP) 

m In addition, the N SA O ffice of the Inspector General, which wan ted to conduct 
an internal audit of the program during this period,  was prevented by Addington from 
reviewing the Justice Department's legal memoranda s upporting the program. (U/ /FOVO) 

m Philbin told the O I G  th a t  he spoke with Baker about the program despite 
Addington's instruction not to. (0) 
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and legality. When Goldsmith became the OLG Assistant Attorney General 
in October 2003, Philbin pressed Addington to have Goldsmith read in, and 
Goldsmith became the first head of OLG to be read into the program, As 
not�d, Gblds.niith's predecessor Jay Bybee was never read into the program. 
(TS//SI//NF) 

Thus, by the end of 2003, a total of only 5 Department offic;il3]s - Yoo, 
Ashcroft, Baker, Philbin, and Goldsmith - had been read into Stellar Wind. 
By CO:rrlPCU"ison, and as shown in Chart 4 . 1 below, we determined· that many 
other individuals 

The assignment of only one Department attomey, John Yoo, to 
conduct a legal review of the program without assistance or oversight from 
anyone else at the Department, combined with the White House's decision 
to prevent the NSA from reviewing Yoo's work, resulted in legal opinions by 
Yoo that were later determined by OLC to be so inaccurate and incomplete 

223 This ta:ble was derived from NSA read-in information. Justice Department 
read-ins includeiOIG personnel who were read into Stellar Wind in 2006. (U J fFOU� 
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as to be regarded as not coveting key aspects of the Stellar Wind prQgrai.n. 
Qiven the enormously cothplex nature of the program from both a technicai 
a.pd legal perspective, coupled with the fact that he was working alone, it 
was not altogether sut'prising that Yoo's analysis contained inaccuracies 
and omitted critical elemer:1ts, particu.l:;trly given the pressure to generate . a  
legal .analysis within weeks of th e  progra.J.TI's implementation. However, 
Yoo's analYsis did not cha:tlge or irich.tde a mo.re acc:qrate description of the. 
program's operation ove:r the course of his 20-month tenure with the OLC. 
· · .· · ·  1 r · · . , , .  ITSrrSin NF} 

After reviewing Yoo's legal opinions on the program, Goldsmith and. 
1 .. ' • -Philbin qwckly discovered what they charactetiz_ed as seribu oo's · · · 

failure to desctib -� - � � -
-�� � - �� �"' � � - � � � � � � � 

conducted by � N A under 
to assess the legality of this and 

other activities as they were carried' out by the NSA. 
fPS ' 'S!fb'" .. t ' I SI I iee 'NF} <�/)7� Vv J I IT �1: 

Specifically, both Goldsmith and Philbin stated thqt Yoo · · 
e nature and scope of the NSA's �- ... - _  t _  •- ' - u �-��� 

� � -- - They stated that Ybo's 
c ·- :;tracte:r'Iza bn ofth1s• activ1ty in his 200 1 and 2002 1E!_gal me1noranda was 
factually flawed a,nd that Yoo ·appears to hav:e ba$ed hi$ legal analysis of 
Ws pti� 

and the 
. . _ . .  , Goldsmith and 

ctly believed the NSA's 
was brba,dertb,l;Ul ifin fact was under the 

nnrf-"ln--·r· · \lnlike Yoo, Gold�:rnith and Philbin accurately 
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characterized . the 
on facts that tnore closely 
(TS l rgwv I 'SI I I oc I NF) 1 ·I · . • IF!  T I I I 

thus their legal advice was based 
actual operation of the ptograt:n,22;; 

In addition, . Goldsmith and Philbin discovered that Yoo's assertion 
that the Presidenthad broad authority to conduct electrb1�ic surveillance 
withC:n.\t a warrant pursuant to his Commander-in-Chief powers under 
Article II of the Constitution, particularly during wartime, never addressed 
the FISA provision that expressly addressed. electronic surveillance following 
a.formal dedaration of war. See 50 U.S.G. § 181 1 .  Goldsmith also critiCized 
Yoo's legal memoranda for failing to support Yoo's aggressive Article U 
Commander-in-Chief theory with a fully developed separation of powers 
analysis ,  a��d instead offering only sweeping conclusions. As an example, 
Goldsmith cited Yoo's assertion that reading FISA to be the "exclusive 
.statutory means for conducting electronic surveillance for foreign 
i!lt.elligence" amounts to an uunconstitutiorial infringement on the 
Pre�ident's Article II authorities. "226 Moreover, noted Goldsmith, You 
orilitted from his separation:'-bf--powers discussion any analysis of how the 
Yqungstown Steel. Seizure Case, a seminal Supreme Court decision on the 
distribution of governmental powers between the E}:{.ecutive and Legislative 
]3;ratn;:he� c1uring wartime, would affect the legality of the President's actions 
with respect to Stellar Wind.227 (TS//STLVl//81//0C/NF-) 

In reliance on Yoo's advice, the Attorney General certified the program 
"as to· form· and legality'' some 20 tirnes before Yoo 's analysis was 
determined to be flawed by his successors in OLC and by attorneys in the 
Office of the Deputy Attorney General We agree with many of the criticisms 
offered by Department officials regarding the pra�tice of allowing a single 
Department atto:rney to develop the legal justification for the program 

surveillance for foreign 

227 The Department's Office of Professional Responsibility (OPR) intends to re-view 
whether Yoo's legal analysis concerning the Stellar Wind program violated any standards of 
professional conduct. OPR has similarly reviewed whether the legal analysis by Yoq and 
others concerning the detainee interrogation program violated standards of professional 
conduct. (T8 ' '81 1 'PIF) . . .  . 1 r . n 
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during its early .stage of operation. We summarize these criticisms below. 

(TS//Sl//NF) 
Goldsmith desctibed as "crazy" and "outrageous" the assignment of 

an OLC Deputy Assistant Attorney General to provide legal advice to the 
White House Without the krtowledge or concurrence of the Senate-confirmed 
Assistant Attorney General for OLC, who is accountable for the lt)gal 
positions taken by the office . (U) 

Golqsmith said that not a $ingle critical eye reviewed Yoo's work on a 
program. that Goldsmith described as '�flying in the face" of the conventional 
understanding of the law at the time; Goldsmith noted that Yoo's legal 
memoranda did not include facts about how the Stellar Wind program 
operated in practice ,  and he surmised that Yoo instead might have "keyed 
off' the Presidential Authorizations rather than NSA's actual collection 
practices in developing his analysis . Goldsmith also said it was t'insane'' 
that Yoo's memoranda were not shared with the NSA. Goldsmith said that 
had. the NSA reviewed these memoranaa Yoo's failure to accurately describe 
the nature and scope of the collection by the NSA and the resulting 
"mismatch'' between the actual practice and the wording of the Presidential 
Authorizations might have been detected earlier. (TS//81//NF) 

Similarly, Daniel Levin, who was one of the first FBI officials to be 
read .into Stellar Wind and who would later become Acting Assistant 
Attorney General for OLC upon Goldsmith's departure in June 2004 , 
criticized allowing a single attorney to be the sole voice of the OLC 
concerning a program such as Stellar Wind. Levin stated that OLC has a 
special .role at the Department and within the govemment7 especially with 
'ihighly secret programs where opinions may never see the light of day." 
Under such circumstances, according to Levin, it is very difficult not to say 
"yes" to the White House - OLC's client - in the face of national security 
threats. Levin stated that unlike situations where a court places limitations 
on the positions the government may take, there are no such limitations 
when OLC considers a position that will remain secret, and it is easier to be 
more aggressive and "cut some comers" under such circumstances. 
(TS 1 18TVH I 'SI I 'OC 'PJF) 

Levin stated that Yoo's memoranda justifying the program suffered 
from too little circulation and a lack of alternative views . He said that the 
OLC memoranda produced under Goldsmith's tenure were better, not 
because the authors were "smarte�' than Yoo , but because the authors 
benefited from multiple viewpoints and input. Levin also said that he never 
understood why the Stellar Wind program was deemed so sensitive at the 
operational level. Levin said he appreciated that the program was politically 
sensitive,  but added that it was a "huge mistake" to keep the program so 
closely held within the Department. (TS//STLVI//SI//OC/NF) 
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We believe that Goldsmith's and Levin's comments concerning the 
sec:reoy ofStell�r Wind are especially relevant to the need for legally and 
factually sour,td OLC analysis with .respect to classified national security 
progrmns . B ecaus.e programs like Stellar W1nd are not subject to the. usual 
external checks and balances on Executive authority, OLC's advisory,rclle is 
particularly critical to the Executive's understanding of potential statutory 
and Constitutional constraints on its actions. (TS//STUN//SI//OG/NF) 

Deputy Attorney Gen�ral Corney also criticized the decision to allow a 
single pel"son to assess the legality of the progl'am on behalf ·of the 
Departtnertt. Corney told us that Goldsmith had once aptly described the 
Yoo situation to him as '1the perfect storm" in which the followingfactors 
converged: the terrorist attacks of September 1 1 , 200 1 ;  a 1'brilliarit gUy" at 
t.ll<:: I)epartment who was "an aggressive advocate for executive power''; and 
� :White House 11determined to resto:r:e executive power/' Corney expressed a 
degree of sympathy for Yoo, noting the extraordinary situation into which 
'lao had been placed. Corney also observed that the response to 
September 1 1  essentially placed the policy burden ort lawyers, who were 
now lqoked to by others for guidance as to what counterterrorism activities 
fell within the bounds of the law. However, Corney said that he believed 
White House officials '1got what they ordered" by asking Yoo for opinions and 
restricting the number of persons with access to the program or the 
opiriions.22s (TS/ /SI//NF) 

Attorney General Ashcroft declined to be interviewed in our review,. 
and we were thus unable to determine what his views were on the 
assignment ofYoo alone to conduct the legal review of the program, 
However, as noted above, witness accounts of his statements concerning the 
Yoo situation leave little doubt that Ashcroft was plainly upset with the 
White House for putting him 11in a box" with Yoo. According to Goldsmith 
and Philbin, Ashcroft was direct about his grievances when Gonzales and 
Card came to see him in the hospital on March iO, 2004, including 
complaining that Ashcroft's Chief of Staff and until recently the Deputy 
Attorney General had not been · to the program, and 
that he found it �<very troubling tha le in other agencies" 
had been read into the program. What remains unclear is whether Ashcroft 
came to the realization that the Department had been given an insufficient 
number of read-ins only after Philbin and Goldsmith presented him ·with 
their concerns about the quality of Yoo's legal analysis, or at some point 
before. (TS/ / SI / / NF) 

228 As noted in Chapter Three, Yoo bad been given the national security portfolio 
When he first joined the OLC in July 200 1 ,  several months before the attacks of 
September 1 1 , 200 1 ,  and the inception of Stellar Wind. (U I I FOUO) 
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We sought to obtain Yoo's and the White House's perspective on his 
$election as the sole Justice Department attorney to be read into Stellar 
Wind to provide advice on the legality of the program. We were not able to 
interview Yoo, who declined otu' request) or Addington and Card, who did 
not respond to our requests . (TS//SI//NF) 

The OJ G asked Gonzales about how the White House determined who 
in the Department could be read into the program, but on the advice of 
Special Counsel to the President, Gonzales limited his answer to his 
petsonal views and declined to discuss internal White House deliberations 
that may have factored into the read-in decisions. Gonzales stated that he 
believed it was necessary for national security reasons to limit the number 
ofread-ins to those "who were absolutely essential. " Gonzales also stated 
that there had to be sufficient operational personnel at the NSA, CIA, and 
FBI read in for the purpose of running the program, while reading in 
additional lawyers at the Department had comparatively less value because 
all lawyers will ''have opinions" about the program. Yet, Gonzales also 
stressed to us that he welcomed the Departmenfs reassessment of Yoo's 
opinions and encouraged Goldsmith and Philbin to re-examine the legal 
basis for the program in 2003 and 2004.229 (TS//81//NF) 

We think the proposition that the participation of Department 
attorneys to analyze the legality of a program as factually and legally 
complex as Stellar Wind should be limited for the reasons offered by 
Gonzales is shortsighted and cutmterproductive .  First, it is evident that 
Stellar Wind was as legally complex as it was technically challenging. Just 
as a sufficient number of operational personnel were read into the program 
to assure its proper technical implementation, we think as many attorneys 
as necessary should have been read in to assure the soundness of the 
program's legal foundation. This was not done during the early phase of the 
program. (TS//8!/ /NF) 

The full history of the program also indicates that the program 
benefited from additional attorney read-ins. In this chapter, we described 
how Philbin and Goldsmith - who held differing opinions on which legal 
theory best supported the program - discovered serious deficiencies in Yoo's 
analysis and together drafted more factually accurate and legally thorough 
support for the program . In Chapters Five , Six, and Seven we further 
describe how reading in additional attorneys facilitated the grounding of the 
program on firmer legal footing under FISA, allowed the Department more 
efficiently to "scrub" Stellar Wind-derived information in FISA applications, 

229 As discussed in this chapter, Corney. Gold smith, and Philbin generally agreed 
that Gonzales supported the Department's legal reassessment of the program. They also 
characterized Addington as far less supportive of their work than Gonzales. (TS//SI//NF) 
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and improved the handling .of Stellar Wind-related discovery issues in 
international terrodsm prosecutions ; (TS I 'STLVl ' '81 I roc'NF) . · . .  · . .  . . I I  fi · T l  I 

Second, we do not believe that reading in a few additional Department 
attorneys during the first 2 years of the program would have jeopardized 
national secUrity as suggested by Gonzales , especially given the hundreds of 
operEt,tional personnel who were cleared into the program during the same 
period (see Chart 4. 1 ) .  In fact, as noted above, we think the highly da::;sified 
naturt:: of the program, rather than constituting an argument for limiting the 
OLC read-ins to a single attorney, made the need for careful analysis and 
review within the Department and by the NSA only more compelling . 
(TS//SI//NF) 

In sum, we concluded that the departure from established OLG and 
Department practices resulted in legal opinions to support the program that 
were late:r detennined to be flawed . We believe the strict control over the 
Department's access to the program undermined the role of the Department 
to ensure the legality ofExecutive Branch actions , and as discussed below, 
contributed to the March 2004 crisis that nearly resulted in the mass 
resignation of the Department's leadership. (TS//81/ /NF) 

, We recornmend that when the Justice Department is involved with 
such programs in the future,  the Attorney General should carefully assess 
whether the Department has been given adequate resources to carry out its 
vital function as legal advisor to the President and should aggressively seek 
additional resources if they are found to be insufficient. We also believe that 
the White House should allow the Department a sufficient number of 
read-in.s when requested, consistent with national security considerations, 
to ensure that sensitive programs receive a full and careful legal review. (U) 

B. The Hospital Visit (U) 

The Department's reassessment of Yoo 's analysis led Corney, who was 
exercising the powers of the Attorney General while Ashcroft was 
hospitalized in March 2004, to conclude that he could not certify the legality 
of the Stellar Wind program. In response , the President sent Gonzales and 
Chief of Staff Andrew Card to visit Ashcroft in the hospital to seek his 
certification of the program, an action Ashcroft refused to take . We believe 
that the way the White House handled its dispute with the Department 
about the program - particularly in dispatching Gonzales and Card to 
Ashcroft's hospital room to override Comey's decision - was troubling for 
several reasons. (rrs; /SI//NF) 

As discussed in this chapter, by March 2 004, when the Presidential 
Authorization was set to expire again, Goldsmith had placed Gonzales and 
Addington on notice for several months of the Department's doubts about 
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th� legality ofaspects of the Stellar Wind program. Trt particulru-, he and 
PJ:iilb.in had the 

230 

After Attorney General Ashcroft was hospitalized and unable. to fulfill 
his d:qti�§, the White House was informed tha.t D�puty. Attorney General 
Corney had assumed the Attorney General's responsibilities. We found that 
the assertion by some In the White House at the tirru� that they had not been 
informed of the situation was subsequently contradicted by the facts . In 
particular, Gonzales later acknowledged that he was aware that Corriey was 
acting as the Attorney Genera1,231 (U) 

Before the Presidential Authorization was set to expire on March 1 1 ,  
Corney, who was exercising the powers of the Attorney General . atthe time, 
told top offiCials in the White House - including Vice. President Cheney a11d 
White House Coun.sel Gonzales - that the Justice Department could not 
recertify the legality of the program as it was presently operating, the White 
House disagreed with the Justice Department's position1 and on March 10, 
2004,_ converted a meeting of eight congressional leaders to briefthem on 
t11.e! Jl]Stice Department's seemingly sudden reluctance to recertify the 
program and on the need to continue the program. The White House did 
not 1Ilyite anyone from the Department to this brieflhg to describe the basis 
for its advice about the legality of the program', nor did it inform the 
Department of its ihtention to hold the meeting.232 (TS//SI//NF) 

Following this btiefing, Gonzales and Card went to the hospital to ask 
Attorney General Ashcroft, who was in the intensive care unit recovering 

230 Our conclusion that Goldsmith advised Gonzales and Addington of the 
Department 's concerns in December 2003 is supported by his contemporaneous notes of 
these events. In addition, although Gonzales toid us that the -first time he recalled hearirig 
of these concerns in detail was in early March . 2004, he did not dispute thp.t Goldsmith had 
first begUn to advise him of the Department's general concems rnonths earlier. (U) 

231 During his congressional testimony, when questioned about whether he knew 
that .Attorney General Ashcroft's powers had been transferred to Corney, Gonzales 
responded, "I think that there were newspaper accounts, and that fact that Mr. Corney was 
the acting Attorney General is probably something 1 knew of." (U) 

232 On the advice of White House counsel, Gonzales declined to provide a reason to 
the OIG why the Department was not asked to participate in the briefing. However, when 
Gonzales cornll1ented on a draft of this report, he stated that the purpose of the meeting 
was to inform the congressional 
basis for aspects of the 
and. that a legislative flx th purpose 
meeting was not to have a "debate'' between the White House and the Departll1ent 
concemi'ng the legality of the program, but rather to explore just such a legislative "fix." 
(TS//Slf/NF) 
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from surgery and according to witnesses appeared heavily medicated, to 
certify the program, notwithstapding Corney's stated opposition.  Yet, they 
did not notify Corney or artyone else in the Department that they intended to 
take this action. Their attempt to have Ashcroft recertify the program did 
not succeed. Ashcroft told them from his hospital bed that he supported. 
the Departmehfs legal position, but that in any event he was not the 
Attot!ley General at the time - Corney was. (U) 

Gonzales stated that even if he knew that Ashcroft was aware of 
Corney's opposition to recertifying the program, Gonzales would still have 
wanted to speak with Ashcroft because he believed Ashcroft still retained 
the. authority to certify the program. Gonzales testified before the Senate 
Judiciary Committee in July 2007 that although there was conceni over 
Ashcroft's condition, "We would not have sought nor did we intend to get 
any approval from General Ashcroft if in fact he wasn't fully competent to 
make that decision ." Gonzales also testified, "There's no governing legal 
principle that says that Mr. Ashcroft, if he decided he felt better, could 
decide i 'I 'm feeling better and I can make this decision , and I 'm going to 
make this decision. "' (U) 

We found this explanation and the way the . White House handled the 
dispute to be troubling. Rather, we agree with Director Mueller's 
ol:>serv:;:ttion, as . recorded in his program log following his meeting with Card 
on March 1 1 , 2004, that the failure to have Department of Justice 
representation at the congressional briefing and the attempt to have 
Ashcroft certify the Authorization by overruling Corney "gave the. strong 
perception that the [White House] was trying to do an end run around the 
Acting [Attorney General] whom they knew to have serious concerns as to 
the legality of portions of the program." (TS//SI//NF) 

At a minimum, we would have expected the White House to alert 
Corney directly that it planned to brief the congressional leaders on the 
Department's position and that it intended to seek Ashcroft's approval of the 
program despite Corney and Goldsmith's stated legal position against 
continuing certain activities under the program. Instead, White House 
officials briefed congressional leaders and sought to have Attorney General 
Ashcroft recertify the program from his hospital bed without any notice to 
Corney or anyone else at the Department. We believe these actions gave the 
appearance of an "end run" around the ranking Justice Department official 
with whom they disagreed. (TS/ /81//NF) 

C. Recertification of the Presidential A.Ull.tbo:rization and 
Modification of the Program (U) 

As described in this chapter, the Department had notified Gonzales 
and Addington of its concerns about the legality of aspects of the program 
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for several m,onths. In fact, the Department had made clear to the White 
:Hous¢ in December 2003 and more emphatically in a series of meetings . jn 
Mat<:;h 2004 that it believed that aspects ·of the program could not be l(::gaJly 
s11pported in their existing form. Cbrhey and Goldsmith were clear in theh: 
advice to the President and other · ·v J.) . .�.·� �J.c:.<.L<:> 
Ashcroft also expressed deep concern 

and told Gonzales and C9,rd that he supported the position of his 
ooJraina,ces. We believe that Ashcroft aCted admirably under arduous 

citcumstances, (TS/ /8TD:Xlf/8I//OC/'NF) 

Despite the legal concerns uniformly expressed by senior Department 
ofJustice leaders� the White House, through White House Counsel 
Gonzales, recertified the Authorization, allowing the program to continue 
substantively unchanged. (TS// BI/ /NF) 

Only after Mueller, Corn(;!y, and other senior Department and .FBI 
officials made known their intent to resign if the White House continued the 
progra..m unchllll.ged, despite the Department's conclusion that aspects of 
the program could not be legally supported, .did the President direct that the 
issue be resolved, and the program be modified to address the Departmeht's 
legal concerns . Because we were WlabJe to interview key White House 
officials, we could not determine for certain what caused the White House to 
ch!3.11ge:its position and modify the .progra,rn1. although the prospect ofn:l!3.$S 
resignations at the Department and the FBI appears to have been a 
significant factor in this decision.2ss According to Corney, the President 
raised a concern that he was hearing about these problerns at the last 
minute ; and the President thought it was not fair that he was not told 
earlier ?.bout the Department's legal position. In fact, as Corney informed 
the President, the President's staff had been advised of these issues ''for 
weeks. '' (TS//8I//NF) 

Finally, we believe that the D epartment and FBI officials who resisted 
the pressure to recertify the Stellar Wind program because oftheir belief 
that aspects of the program were not legally supportable acted courageously 
and at significant professional risk. We believe that this action by 
Department and FBI officials - particularly Ashcroft , Corney, Mueller, 

233 For instance, we found it significant that on March 16, 2004, White House 
Counsel Gonzales, who had to make a recommendation to the President about how to 

conclusion that legal support for 
ask him 

Mueller 
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Goldsmith, Philbin,. and Baker - was in accord withthe highest professional 
standards uf the Justice D�partrneht. (Xg/ I SI/ I NF) 
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CHAPTER FIVE 
STE]LlLAlR WIND PJR.OGRAM'S TRANSITION 1"0 FlSA 

AUTHORITY 
(JUNE 2004 THROUGH AUGUST 2007) 

In this chaptet we exarhine the tra11sition in stages of the Stellar Wind 
program from presidential authority to FISA authority. We first describe the 
FISA Court's approval in July 2004 of the government's. application to 
acqt.iire foreign intelligence information through the collection of bulk e '-mail 
meta data tbasket 3 information) . This Cl.PPlication Wa$ based oil a legal 
theory related to FISA's pen register and trap and trace device provisions', 
We next discuss the government's successful May 2006 application to the 
FISA Court for an order to obtain bulk telephony meta data (basket 2 
information) by the production of business records by certain 
telecommunications carders . We then describe the government's 
int�raction with the FISA Court to place under FISA the government's 
authority to intercept the content of certain communications involving both 
domestic and foreign telephone numbers and e-mail addresses (basket 1 
information) . Finally, we summarize legislation enacted in August 2007 and 
July 2008 to atnend FISA to address, among other concerns, the difficulty 
the goyernm.ent encountered in obtaining FISA authority for content 
collection, as well as the government's contention that certain provisions of 
FISA had failed to keep pace with changes in telecommunications' 
technology. (TS//STLW//SI//OC/NF) 

I� E-Mail Meta Data Collection. Under FISA "fTS//Sl//DlF) 

P.,p,pH,caitio.;� �l.!ld FI·SA Court Orde:.r ('D) 

lL Decision to Seek .� Pen Register and T:rap and Trace 
(PR/TT) Order from the FISA Court (TS//SX/ /N!F') 
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Philbin told us that he enco1.mtered some opposition to the FISA 
approa..ch, from Counsel to the Vice President David Addington, who argued 
that the FISA Court was unconstitutional arid questioned the need to seek 
its a;uthor1zation for e�ma.il meta data co.llection. Philbin said that he 
responded that obtaining an order from the FlSA Court was ((ironclad safe ." 
Bakerrecalled attending atleast one meeting at the White House with White 
House Counsel Gonzales and Addington to discuss whether to seek an order 
frqm the FISA Court based on FISA's pen register and trap and trace device 
provisions (a PR/TT Order) and how the FISA Court should be approached 
to obtain such an order. Baker stated that during the meeting Addington 
said, <•We are one bomb away from getting rid of this obnoxious Court." 

Baker said Addington also stressed to him that there "is a lot riding on your 
[Baker's] relationship with this Court." fFS//SWN//SI//00/NF) 

In contrast1 Hayden told us that he did not have any concerns about 
transitioning the bull� e�mail meta data collection to FISA authority and was 
e11tl.1usiastic about the move. Hayden stated that while he believed the 

President had the authority to collect the bulk meta data for the NSA to 
conduct meta data analysis, he believes that involving an additional branch 
of government in the activity provided some clarity on this subject. 
(TS I I STLJU I I SI I I 00 'NF) T T  ' · I T  I T  I 

Gonzales told us that he did not recall much about the process of 
filing the application with the FISA Court to obtain e-mail meta data 
through a PR/TI Order, but stated that there may have been individuals at 
the White House who expressed concern that seeking the Order from the 
FISA Court was not a good · . . 0 

He on what the intelligence 
,,.vL.J.<:>..•S told him and that he would not have supported the PR/TT 

application if NSA Director Hayden and others did not believe the collection 
under the 
natio Gonzales 
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also told us that there was concern at the White House that filing the P:R/TT 
application could lead to an unauthorized disclosure of the program. 
'('t'S I '9TVH / lSI I 'OG1NF) I I · vv T T 7 7 ,  I 

2. Bdefing for Judge KoUar�Kotelly (U) 

In Baker,. Philbin, and Goldsmith met with Gonzales 
and Addington at the House to discuss how to approach Judge 
Kollar-Kot�lly cqnce;rning the proposed PR/TT application, and it was 
decided to give her a ''presentation" · .. . tation 
was provided to Judge Kollar-Kotelly Present 
were Attorney General Ashcroft, Cen George 
Tertet1 FBI Director Mueller, Hayden, Gonzales, OLC Assistant Attorney 
General Goldsmith, Philbin, Baker, and Director of the Terrorist Threat 
Integration Center (TIIC) John Brennan. According to an agenda of the 
briefing, and as confirmed to tl1e OIG, the presentation was given in three 
parts. First, Mueller, Tenet, and Brennan described the · 

· 

""' - · � � · � - �- ·�· �· - � · � "- . "" �;;: - �cr"- · -_-� -�--�����-� ... - tns . .  
- - - - � � �: - - " - "' � � � �� � ;:; } � " '"" - � ;:: � � - ""- '" � � ""' � �  �, � � - � Second, . Hayden 
d:escribed the fechniealaspects 0 the proposed bulk e-mail meta data 
collection; including how the information was· to be collected, archived, 
queried, and minimized. This portion of the presentation stressed that the 
NSA required the collection of meta · · · 

capabilities through contact . .......... cu..�. ........ ,,E 
terrorist communications.234 Third, government's 
legal argument that FISA authorized the Court to approve a broad 
application to collect e-'inail meta data under the statute 's pen register and 
tr�p an4 trace provisions. (TS//STVJlf/81//0C/NF) 

3 .  The PR/TT Application (TS//SI//NF) 

Philbin, Baker, and at least two Office of Legal Counsel attorneys 
assumed primary responsibility for drafting the PR/ TT application to the 
FISA Court and a memorandum of law in support of the application.235 

23•! The agenda refers to the "needle in haystack" metaphor to illustrate the need for 
bulk collection, noting ''must transform streams of hay into haystack that can later be 
searc. hed " (T8 1 1 1 8I 1 1 NF) · TIT n 

the application; a 
secondary orders mandating carriers 

to cooperate; a declaration of NSA Director Hayden explaining the technical aspects of the 
(Cont'd.) 
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Ba�et said that Judge Kollar-Kotelly was given a "read-ahead copy" of the 
application, since it was sta,ndard practice to give the FISA Court draft 
applications for tevjew. (TS/ / SI/ /f.�F) 

to 

The Justice Department constructed its legal argument for this novel 
use of pen register and trap and trace devices around traditional authmities 
pr�?vided under FISA. Specifically, 50 U,S.C.  § 1 842(a)( l )  authorizes the 
Attorney General or other designated government attorney to apply 

for an. order or an extension of an order authorizing or 
approving the installation and use of a pen register or trap and 
trace device for any investigation to obtain foreign intelligence 
information not concerning a United States person or to protect 

proposed e-mail meta data collection and identifying the government official seeking to use 
the pen register and trap and trace deviCes covered by the application for purposes of 50 
U. S .  C. § 1 842 Tenet describing the 
threat posed a certification from Attorney 
General . from the pen register 
and trap and trace devices was relevant to an ongoing investigation to protect against 
international terrorism, .as required by 50 U . S.C. § 1 842(c) ; and a memorandum of law and 
fact in support of the application .  (TS/ I SI/ /NF) 

vu•::t;::;l>oo::u .. that Internet e-mail is one of the primary methods 
ommunicate . The m emorandum of law in 
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against internationalterrqrism or claridestin� intelligence 
activities� provided that En.:tch investiga�ioh .oLa Uhited States 
person is not conducted solely Vporr the ba:sis ofactiviti�s 
protected by the first amendment to the Constitution which is 
being conducted· by the Federal Buteau of Investigation under 
such guidelines as the Attorney Generalapproves pursuant to 
Executive Order No. l2333, or a successor order . .  {TS//SI//NF) 

Fl$A i!l<;Orporated the definitions of the· terms i'pen register" apd "trap artd 
trac� device" from 18 U. S.C. § 3 127. Thus, FISA adopted as the definition .of 
a ''peh registerj' 

a device or process which records or decodes dialing, touting, 
addressing� or sign.aling information transrnitted by an 
instrument or facility from which a wii·e or electronic 
cornmurtication is transmitted, provided, however, that such 
information shall not include the contents of any 
.corrtmunicatioh . (TSf/8I/ fNF) 

18 tJ.S.C. § 31 27(3) . FtsA also adopted as the defmition of a ''trap and trace 
device' 

a device or process which captures the incoming electronic or 
other impulses which identify the originating number or other 
diaU.ng, routing, addressing� ancl signl:l.ling information 
reasonably likely to identify the source of a wire or electronic 

' cornmurucatldn; prov1ded; howevef,  that · such information shall 
not include the contents of any communication. (TS//SI//NF) 

18 U;S.C. § . 3 127(4) . 

In·its application the government argued that the NSA!s proposed 
collection of meta data met the requirements of FISA by noting that the 
meta data sought comported with the "dialing, routing, addressing, or 
signaling mformation" type of data described in FISNs definitions of pen 
registers and trap and trace devices. The government also noted that 
nothing in these definitions required that the "instrumenf' or ''facility" on 
which the device is placed carry communications of only a single user rather 
than multiple users. (TS//SI/ /NF) 

The government next argued that the information likely to be obtained 
from the pen register and trap and trace devices was relevant to an ongoing 
investigation to protect against international terrorism, as certified by the 
Attorney General under 50 U.S.G. § 1842(c) . In support of this "Certification 
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The government acknowledged that "the overwhelmingtnajority of 
c · · · · · ftom will be collected will not be 
associated However, the govermnent 
maintained that rtof arty requirenient to tailor collection 
precisely to obtain only communications that are strictlyrelevant to the 
investigation. The govemment argued that, in any event, "the tailoring 
analysis .must be informed by the balance between the overwhelming 
national security interest at stake . . .  and the .minimal intrusion into 
privacy interests that will be implicated by collecting meta data -' especially 
meta data that will rtevet be seen by a hUman being unless a connection to 
a terrorist-associated e-mail is found." (TS//SI//NF) 

The government also stated that the NSA needed to collect meta data 
· tively use analytic tools such as contact chaining 

that would enable the NSA to discover enemy 
argument echoed a premise marty officials tokl us 

about the nature ofintelligence gathering in general. For example, Baker 
likened the search for useful intelligence, particularly in the meta. data 
context, to finding a rteedle in a hay$tack, stating, 'ithe or1ly way to find the 
needle is to h,ave the haystack." Gonzales argued that 1'to connect the dots 
yqu first have to collect the dots." f£2//SI//NF) 
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t - " t t • t I represented that fat most of the proposed collection on 
it was ''overwhelmingly likely' that at least one end of the 

transnuttett communicaticm either originated in or was destined for 
locations o.utside the United States, and that in some cases both ends of the 
communication 237 
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e governmen 
agreed that the above-described c 

I satisfied the definitions of pen register and trap an ace es 
under FISA and Title 18.  See 50 U . S . C. § 1 84 1 (2) ; 1 8  U . S . C. § 3 1 27(3] & (4) . (TS I I 8I I I NF) Tl I I  

The application also explained the proposed archiving and querying 
process. According to the application, the collected meta data would be 
stored in a .secure NSA network accessible only through two administrative 
lqgin accounts and by specially-cleared meta data archive system 
administrators. Each time the database was accessed, the retrieval request 
would be recorded for auditing purposes. (TS/ /31/ /NF) 

2 1 0 
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The application proposed allowing 1 0  NSA analysts access to the 
database.23B The NSA analysts were to be briefed by the NSA Office of 
General Counsel concerning the circumstances under which the database 
could be queried, and all queries would have to be approved by one ofseveh 
se11ior NSA officials,239 (TS/ /81/ /NF) 

based on the factual and practical considerations of everyday 
life on which reasonable and prudent persons. act� there are · 
facts rise to .a re;;:�.sonable articulable 

£tssociated 

In addition,  the NSA proposed applying the minimization procedures 
in the United States Signals Intelligence Directive 1 8  (USSID 1 8) to minimize 
the information reported concerning U .S .  persons. According to the 
application, compliance with these minimization procedures would be 

238 At the 
when the Order was " ""'"'"'"u 

ber of NSA an alysts was increased to 1 5  
rfS7/8I//NJ4-

239 When it granted the government's application, the FISA Court noted that in 
conventional pen register and trap and trace surveillances a court first reviews the 
application before a particular e-mail account can be targeted. The FISA Court stressed the 

importance of the NSA Office of General Counsel's obligation to ensure that the lega1 
adequacy for such queries was met. ('f8//Sf//NF) 

2 1 1  
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:rnon.itored •by the NSb's Inspector General a11.d General Counsel. The 
govetnrnent also proposed that in each renewal application the NSA Would 
report to the. FISA Court on queries that were made during the pl"ior period 
and the application of the reasonable articulable suspicion standard for 
determining that queried addresses were terrorist-related.  (TS/ /SI//NF!j 

Tl:le . application CJ,ncl �upporting documents explained how the NSA 
inte:p&�d . rneta data. • . t to use the meta 

i:;Ophisticated 
hi the 

applicatiort,. the. NSA estimated that gathering 
and internal analysis it would meet the proposed querying standard on 
average less than once a day. The NSA further estimated that these queries 
would generate approximately 400 tips to the FBI and CIA per year. 241 Of 
these tips to the FBI and CIA, the NSA projected that 25 percent would 
include U.S. person information, amounting to leads including information 
on about ''four to five U.S.  persons each month," (TS//SI//NF) 

4. Judge Kollar-Kotelly RaLises Questions about PRITT 
Application (TS//SI//N'F) 

Judge Kollar-Kotelly wrote Baker to inform him 
that she was corisidedtig the application and was in the process of 
preparing an opinion and or<ier :in response to it. She wrote that before the 
opinion and Order could be completed, however, she required written 
responses to two questions: 

( 1 )  Apart from the First Amendment proviso in the statute (50 
U.S.C. § 1842(a)(l), (c) (2) ) ,  what are the general First 
Amendment implications of collecting and retaining this 
large volume of information that is derived, in part, from the 
communications of U.S.  persons? 

(2) For how long would the information coll.ected under this 
authority continue to be of operational value to the 
counter-terrorism investigation(s) for which it would be 
collected? (TS//SI//J)TF) 

Baker responded in a letter to the FISA Court 
Concerning the first question, Baker's letter asserted that the proposed 

2-10 These analytiC tools are discussed in Chapter Three. (U) 

241 The NSA at this estimate based on the assu� that each query could 
be expeGted to addresses "one level out," an� addresses "two levels 
out." The overall number of direct and indirect contacts with the ii1Ii:ial seed address would 
be significantly reduced using ''analytical tradecraft." (TS//SI//Nll) 
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collection ·activity was consistent with the First Amendment and that he 
could ftnd nd reported decisions holding that the use of pen register and 
trap etnd trace devices violated the First Amendment. (TS/ /81 f / NF} 

Ir1 his letter, Baker argued that although the meta data collection 
Would include entirely innocent communications, a good-faith investigation 
does not violate the First Amendment simply because it is " 'broa[d] in 
scope"' (quoting Laird v, Tatum, 408 U. S.  1 ,  10 ( 1 972)) . He also vVrote that 
the use. of the collected tneta data would be «narrowly con.strained" because 
the querying standard for the rrteta · ''reasonable 
articulable suspicion'' of a ne:/{us . (TS/ /SI//NF) 

'Regarding Judge Kollar-Kotelly's second question concerning how 
long the collected meta data would continue to be of operational value, 
Baker wrote that, based on the analytic j · 
information would continue to be relevant r at 
least 1 8  months. Baker also advised that the believed the e-mail meta 
da.ta would continue to retain operational value beyond 18 months, but that 
it shoulq be stored '(off-line'' and be accessible to queries only by a 
specially-cleared administrator. Baker proposed that 3 years after the · 
lS,:;rnoiJ.th timeframe, or 4% years after it is first collected, the meta data 
coUld be de'stroyed.242 (TB//81//NF� 

5. FISA Court Order (U) 

In response to the application and follow-up questions, on July 1 4, 
2004, Judge Kollar-Kotelly signed a Pen Register and Trap and Trace 
Opinior1 and Order based on her ftndings that the proposed collection of 
e-mail rneta data and the government's proposed controls over and 
disse:rpinatiort .of this information satisfied the requirements of FISA. 
(Ts' 'Hcs r 'SI ' 'NF) r r  . .  rr n -

The Order granted the government's application in all key respects . It 
approved for a period of 90 

· 
tates of 

e-mail meta data The Order 
also required the government to comply w1th certain a restrictions 
and procedures either adapted from or not originally proposed in the 
application. (TS/ /HCS/ /SI/ /NF) 

In the Order, the Court found that the information to be collected was 
"dialing, routing, addressing, or signaling information" that did not include 

.242 the FISA Court issued an order authorizing the NSA to 
maintain bulk . for 4 'h.  years after which time it must be destroyed. 
According to the NSA Office of General Counsel, the NSA still follows this retention 
procedure. f(fS//I-ICSf/Sl//WTJ') 
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the contents of any 
a,Uthorjzing collection ·of · 

but ackhowle . 
ru1.ed" from that meta 

The Court found 

The Court stressed that it was only 
of information delineated. in the 

ofmeta data. were to be collected definition of a "pert register," 
and that the :me�ns for collecting of meta data satisfied the 
FlSA definition of a <<trap and trace " See 1 8  U.S,C.  § 3 127(3) & (4) ,. 
as incorporated iri FISA at 50 U. S . C .  § 1 84 1 (2) . (TS/fHCS//SI/{NF') 

The · Court further found that the government satisfied FISA's 
requirement that the application certify that the. information likely to be 
obtained is relevant to an ongoing investigation to protect against 
international terrorism. The Court concluded that, 1'under the 
circ-qmstances of this case, the applicable relevance standard does not 
require a statistical 'tight fit' between the volume of proposed collection ai1d 

. ·�. •• • dl -
� � � � � �  � � 

� - - -'%.- " � "" 

proportion of information that will be directly relevant to 
BI investigations."243 (TS/ /IICS/ /81/ /NF) 

The Court also agreed with the government's position that the privacy 
ir1ter¢st at stake in the collection of e-mail meta data d,id not rise to the 
"stature protected by the Fourth Amendment," and that the nature of the 
intrusion was mitigated by the restrictions on accessingand disseminating 
the inforfi1ation, only a small percentage of which would be seen by any 
person. (T8/ /HC8/ /81/ /NF) 

In sum, the Court concluded that the use of pen register and trap and 
trac::e devices to collect e-mail meta data would not violate the First 
Amendment, stating that 

the bulk collection proposed in this case is analogous to 
suspicionless searches or seizures that have been upheld under 
the Fourth Amendment in that the Government's need is 
compelling and immediate, the intrusion on individual privacy 
interests is limited,  and bulk collection appears to be a 
reasonably effective means of detecting and monitoring 

2<�3 The Court cautioned that its ruling with regard to the breadth of the meta data 
collection should not b e  construed as precedent for similar collections of the full content of 
communications under the electronic surveillance provisions of FISA. The Court noted 
important differences in the two types of collection, including the fact that overbroad 
electronic surveillance requires a showing of probable cause to believe the target is an agent 
of a foreign power, while the bulk meta data collection under FISA's pen register and trap 
and trace device provisions merely overbroad collection is 
justified as necessary to discover . The Court also 
contrasted the high privacy interests at s with respecfto content communications 'with 
the absence of a privacy interest in meta data. (TS/ / SI/ /�lF) 
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and thereby obtaini:ng information 
. ongoing FBI investigations.  

However, the Court also was concerned that "the extremely broad 
nature of this collection: carries with it a heightened risk that collected 
inforr:nation Col1ld be subject to various forms of misuse, potentially 
involving abridgement of First Amendment rights of innocent persons."  The 
Co11:rt note� that under 50 U , S . C .  § l 842(c) (2) .1 pen register and trap ahd 
ttace information about the communications of a U.S.  person cannot be 
targeted for collection unless it is relevant to an investigation that is not 
solely based upon the First Amendment. Therefore, the Court ordered that 
the NsA modify its criterion for querying the archived data by inserting the 
following 1111<:ierlined language, as shown below: 

will qualify as a 
, based on the factual an prac 

considerations of everyday life on which reasonable and 
prudent persons act, there are facts giving rise to a reasonable 
articulable 

. . ......... ..... n,, .... 

Regarding the storage, accessing, and disseminating of the e-mail 
meta data obtained by the NSA, the Court ordered that the NSA must store 
the information in a manner that ensures it is not commingled with other 
data, and must "generate a log of auditing information for each occasion 
when the information is accessed, to include the . . .  retrieval request." The 
Court further ordered that the e-mail meta only 
through queries using the contact v.UO.J.J.!.iJ.J.f", 
described by the NSA in the government's application. -+t-!!+1-++-1-f-:-!'+f-�t-t-rNrffl 

The Court noted the "distinctive legal considerations" involved in 
implementing the authority the Court was vesting in the NSA. Specifically, 
the Court observed that conventional pen register and trap and trace 
surveillance required judicial review before any particular e-mail account 
could be targeted. However, by granting the government's application, the 
Court noted that the to target an e-mail address (sometimes 
refen-ed to as a as ) would be made without judicial review. 
Therefore, the Court that the NSA's Office of General Counsel would 
be responsible for training analysts to comply with querying standards and 
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other procedures and ''to Teview thel('!gal adequacy for the basis of such 
queries1 including the First Amendment proviso , . •  /' (ffJ3//liC8/}'S11/NF) 

.As suggested by Baker in h' · respohse to Judge 
Kollar-Kotelly's i11quiry regarding th�: u:,:;.:c;�.. 'i:J :  th,e collected data; the 
Co.urt ordered that the e-mail meta data shall be available for 18 months. for 
querying. The Court further ordered that after th,e 18-month period, the

· 

data must be transferred to an "oH-line" tape system from which it could 
still be accessed for ql1�rying upon approval of the NSA officials authorized 
to approve queries, and that such meta data must be. destroyed 4% years 
after initially collected. (TS/ / IICS //SI / / NF) · ·  

The Court's Order was set to expire after 90 days. The Court required 
that any application to renew or reinstate the authority granted in the Order 
must include: a report discussing queries made since the prior application 
a,:hd the NSA's.application of · to thos�· .queries ;  
detailed information to· 1Je added to the 

. . under the ; ahy . to . description of the 
cribed ih the Order or the nature of the com.ttn-1nicatioils 

means of collection, 
. ·. e pen register an,d 

trap and trace 
(TS/ /liCS//81/ /NF) 

Finally, the Courtissued separate 
assist the NSA with the installation and use of pert register · 
trace devices to maintain the secrecy of the NSA · 

o called "secondary orders ,'' 
directed to compensate the carriers for 

as$jstance. provided in connection with the PR/TT Order. 
(T8/ / HCS/ /SI/ /NF) 

Baker and other witnesses told us that obtaining the Order was seen 
by the Department as a great success, and that there was general 
agreement that the government had secured all the 

Corney told us that 
obtaining · Order from the FISA Court also provided an 1'air of legitimacy' 
to the progra.m.244 (TS//STU.V//9!/ /OCfNF) 

24q Corney and others informally referred to the PR/TI Order as "the mother of all 
P. en reo-isters " (T� 1 1SI 1 'NF) "'' · I f II 
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lB. 

E.:.rna.il meta data collection under FISA pen register authority began 

We discuss below the President's directive and the OLC memorandum 
that was drafted to analyze its legality. (TS//STV.V//SI//OC/T>TF.) 

1. The Presiqent's August 9, 2004, M�moran.dum to the 
Secretary of Defense (TS// SI//NF) 

On August 9, 2004, the same day a routine Presidential Authorization 
was issued to continue Stellar Wind, the President sent a separate 
memorandl.lt.n to t . f the e-mail 
meta data collecte The 
memo;rand11m directed the Secretar:Y of Defen�e that, consistent with the 

9 ,  2004, Presidential Authorization · tial 
. was authorized 

e-mail meta 

245 The President's Memorandum provided that the authority to conduct such 
searches was to terminate on September 23, 2004. In the September 17,  2004, Presidential 
Authorization, this authority was extended until November 18 ,  2004. (TS I I STU" I I SI I I 0 c I �IF) I f  "v (l TT I 
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Jp,ck Goldsmith resigned as Assistant Attorney General for the Office 
of Le,g�l Counsel on, July 30, 2004. Goldsmith was replaced by Daniel 
Leviri, who served as the Acting Assistant Attotney General for OLC until 
February 2005. (U) 

During late 2004., at the request of Corney and Ashcroft, Levin began 
;;;�to:tk 6�� an OLC r�·���:mn:r,g.,tli'��h:tr�:r ('J;ddri5E;8;[:n.�� 

metEt data has since been placed on tape and is being held 
Counsel pursuant to a preservation order. 

247 The final version of the OLC memorandum was signed by Levin on February 4, 
2005 . Levin told the OIG that a "  
memorandum to the specific purpo 
However ,  Levin stated that, based on his analysis of the issue1 he believed 
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Thus, the President asserted extrajudicial authority to order the 
further: use ofe-rrtail meta data collected under Stellar Wind. :for the limited 
purpose. described i11 his August 9 memorandum. The FISA .Court was 
nntified of this action, although the government did not seek its permission. 
(TS t ''STDTTI 1SI I 100 'NF) 1 r . vvn n 1 · 

C. Non-Complian<:e with PR/TT Order -fi'S//81//NJF) 

As with other orders issued under FISA, the PR/TT Order was 
renewed every 90 days. During the early renewals, two maj or instances of 
rion-cornpliance were brought to the FISA Court's attention. As described 
b.elow, these violations of the Order resulted primarily from · the NSA senior 
officials' failure to adequately communicate the technical requirements of 
the Order to the NSA operators tasked with implementing them, aJ:ld from 
niiscommtmications among the FISA Court, the Justice Department, and 
the NSA concerning certain legal issues. (TS//81//NF) 

1 .  .Filt�ring Violations (TS//SI//NF) 

On · lPR filed a Notice of Compliartce Jncidents with (b)(3) � � : 
---------

the.  FISA Court. n : e o · ce, Baker stated that the incidents 
cited irt the Notice "raise compliance issUes with about the 
collection �uth,orized by the Cmrrt."248 The Notice · a� an. 
attachment a letter from NSA General Counsel Robert Deitz to Baker 

[.�!ri::l!r}d 'cou�,���.:k?:n. cJ [),�itl: ;q.f 

could be queried for any purpose. Levin told 
us that, other than Addington, no one else was pushing to broaden the memorandum's 
application. (TS//STLW//SI//OC(PTF) 

248 Subsequent filings indicate of overaTI collections under the Order 
were affected by the violations. l!.f-E'r++Hi-1'-f-i'lf±i't-

249 One tipper that was based on this unauthorized collection was disseminated as 
a lead to the FBI O\l,t was subsequently retracted. lT!3/fSlf/NFj 
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Kollar•Kotelly was ;'not happy" about the 
an Order Regarding 

.· mpliance Order} 
1ts own pi·oposed limitations, whiCh 

were attested to by its Director and, at the government's invitation, adopted 
as provisions of the orders of this Court." The Court found that the 
violations "resulted from deliberate actions by NSA personnel," as 
distinguished from. technical failures. The Court stated it was als.a troubled · · 

violations, which extended from July 14 through . 8 I . ,. I I a �· QB)(3). (b)(1 ) � - � 
and · reluctant to issue a renewed of ' � � 

TI o (TS/ /81//NF) 

same day, the Court issuecl. an Order to address · 
· for Authorities Involving 
requiring that 

ties 
be acc;orrma.nie:d 

a sworn . of Defense attesting to the state of 
bol'Ilpliance with the PR/TT Order and a descriptior1 of the procedures that 
would. be used to ensure compliance. (TS//SI//NF) 

the government moved for an extension of time 
which to provide the Secretary of Defense's 

granted, assured the Court that 
terminated on 

on ad moved to a 
meta data o 
The NSA also represented reconstructed its 

contact database using only properly obtained meta data and 
purged the unauthorized meta data from the system. (TS//SI//NF) 

A declaration by NSA Director accompanying the 
government's motion stated a total e-mail addresses 
leads to the FBI and CIA during the period and 
leacis may have come from the unauthorized collection . H 

ed as 
of these 

wrote that 

I�J;It"l' , ,  � �£,of� �� ��==� �-�-'C��=��"=��=':=�-=.-������:-�.::=::=-:'::��::c����-.:�=:-t=�}��=-:==-=-�=;r=�"� ����=�=-�-� � �� 
� - - -- - - -- - - - - - - - - - - -

- - - _
--

- �
--

-�- ::-=-=-�__::�=��-=-���--==--=-----=-=----=-=-��-�=--=-�-----=-� ":.__-- --�=--=-- =-=-�-=-�-=----=-� =� 
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from the FBI's and CIA's databases on �, � �.c� 
���==�i����� 

The NSA Office of the Inspector General subsequently issued a report 
on its investigation of the unauthorized collections. The NSA OIG report 
stated that the filteringViolations "probably led to actual unauthorized 
collection, putwe have not been able to determine the extent of such 
collection; ;::u;:r.dwe are not certain that we will be able to do so.'' The report 

The � 
within b�th .. . 
within the Signals Intelligence Directorate (SID)], and a complete lack of 
program management with regard to collection." The report stated that 
while the training provided by the NSA Office of General Counsel was 
''vigorous, conscientious, and compliant with the July 1 4  Order, it was 
· d . . ·· t · · " (!:FS ' 'S!fbn" I 1Hes ' 'Sf ' ·ee 'NF) ma . equa e m  scope . , ,  ��w; r ?fl ? rr � ; �  

According to the report, the NSA removed as much of the tainted 
collection from the PR/TT database as unable to 
segregate unauthorized collection from it rebuilt 
that portion of the PR/TT database from (the day after 
the violation was discovered) , forward. Moreover, acco to the NSA OIG 
report, analytical personnel were restricted from accessing the unauthorized 
meta data. (TS//STUvV//IICS//81/ /0C/NF) 

2 .  FISA Cov.llrt Renews PR/TT Order (TS//SI//IfJF) 

The FISA Court's PR/TI Order expired o On that 
�oHll , , � �o HB o�C��:::��� "::?E ;$. - � - � - �  / ,  "- � 

date the government filed its first renewal application. The 
sought authorization to collect e-mail meta data 

and the NSA had fully complied with the PR/ 
respect seek 

reauthorization for due to a variety of 
operational reasons which the . (TS/fSiffNF) 

2 2 1  



Judge ewal Order 
a:uth.otizi;ng use of pen 
trace devices collect e-mail meta data. 
ReneWal Order and the Order were similar in most respects. 
How:ever, in the Renewal Order the Court required the NSA to submit 
reports evecy 30 days ""'·"' .. """'"'"'· 

3. 

Baker told us that during one of his "oversight" visits to the NSA 
following the FISA Court's PR/TT Order, he was given a demonstration of 
how the NSA ana1ysts processed the e-mail meta data, including an 
explanation of how e-mail meta data is collected and queried. Baker saitlhe 
v,ras:informed . the pieces ofdata that might be used to 

251 In the initial PR(TT Order, the Court required such a report only upon the 
govetnment's submission of a renewal application every 90 days. (T8//SI//PfF) 

.252 As noted above , 
which a reasonable articula,ble 
to a terrorist entity. See 
links with other 

are e-mail addre 
exists to believe 

I are used to query the 

(TS/ fSI/ /NE) 
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described above, the PR/TT Order was first renewed 
w�s renewed by subsequent orders of the FISA Court at 

a]:)]pi"c,xirpa;tel) 90-day intervals.254 t;fS// SI/ /NF) 
the FISA Court issued a Supplemental Order 

vJ;J.J.J.a ............. its reporting to the Court of the fordgn 
i:n:telligence benefits realized under the PR/TT Orders. Writing for the FTSA 
Court, Judge Kollar-Kotelly stated that the authority granted l+llde: r  these 
I . - "' I • - �  . - NSA "to collect vast amounts of information. a[>out e-mail 

, ' comrttunications[,]" but that "the Court is unable on the 
cll,rrentr¢¢of , .f() ascertain the extent to which information so collected has 
actua11y resulted in the foreign intelligence benefits originally anticipated." 
Supplem.enh:d Order at 1-2. The government responded with a motion 
requesting that, in light of prior briefings it had given the FISA Court, lt not 
be required to .fully comply with the Supplemental Order. It is not clear 
wpa,t if any SlJecific action the FISA Court took in respol"lse to this motion, 
although based on the OIG's review of the PR/Tr docket the government 
ct)ntip.:uedto submit regular reports to the FISA Court. 
'TS. ' ts· TL1lT �. 'Sx ' 'ee· /]\JTj"l cr TT -ro«(J lff . I nrr 

254 In these renewals, 
that were approved in the July 14, 

were added and dropped 
PR/'IT Order. (T8//Sif/JliF) 
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U� Telephony Meta nata Collection Under FISA (TS//SI//NF}-

.The second part of the Stellar Wind program brought Under FISA 
authority was the NSA's bulk collection of telephony meta data (basket 2) . 
As c1escribed in Chapter Three , under this aspect of the Stellar Wind 
ptogra,rp. th� NSA o ptc:dned 

.stic and ' .  

number of each call, the date, time, and duration of each call. The caH detali records 
do not inClude the substantive content of any communication or the n ame, address, or 

·fmancial information of a subscriber or cu stomer. {TS//Sf//NE) 
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. to conduct 

The transition of bulk telephony meta data collection from 
Ftesidentia,l Auttwrization under the Stellar Wind program to FISA authority 
reHc:d. on g.  prqvisiqn in the FISA statute that authorized the FBI to se.ekart 
order from the FISA Court compellilig the. production of "any tangible 
thing,s�> ftom any business,. organization, or entity, provided the items are for 
an a,:uthorized investigation to protect against international terrorism or 
clandestine intelligence activities. See 50 U.S .C. § 1861. Orders vnder this 
provision commonly are referred to as "Section 2 1 5" orders in reference to 
Section 215 of the USA PATRIOT ACT; which amended the "business 
records'' provisipn in title V of FISA.258 The "tangible things" the government 
sought in the · in this section were the call 
detail. .  (TS I ISTL W I  '81 I lQC IDJF) · / I n ri I I I 

We describe below the Circumstances that led to the goveti1inent's 
deci::3idn to transition the bulk collection of telephony meta data from 
presidential authority to FISA Authority. We then summarize the 
gqverrp:p,ept's initial application and the related Co11rt Order. 
"(T8 1 'STI:,'tir I '81 l 10G 'NF) . IT -vV(f I I 1 

A. Decision to Seek Order Compelling Production of Call detail 
records (TS//SI//NF) 

The timing of the Department's decision in May 2006 to seek a FISA 
Court order for the bulk collection of telephony meta data was driven 
primarily by external events.  On Decem bet 16; 2005,  The New York Times 
published ah article entitled, "Bush Lets U.S.  Spy on Callers Without 
Couxts." The article, which we discuss in more detail in Chapter Eight, 
described in broad terms the content collection aspect of the Stellar Wind 
program, stating that the NSA had 11m0nitored the internationa1 telephone 
calls .  of hundreds, perhaps thousands , of people inside the United States 
without warrants over the past 

· 

. · numbers '  linked al 

2ss The term "USA PATRIOT Act" is an acronym for the Uniting and Strepgthening 
America by Providing Appropriate Tools Required to Intercept and Obstruct. Terrorism Act of 
2001, Pub. 1. No. 107-56, 1 1 5  Stat . 272 (200 1) .  I t is commonly referred to as "the Patriot 
Act." (U) 
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On December 17, 2005, in response·to. the article, President Bush 
publicly confirmed that he had authorized the NSA to intercept the 
interne1:tional c.ommunications of people with "known links'' to al. Qaeda and 
related terrorist organizations (basket i). 01'1 January 19, 2006, the Justice 
Department issued a document entitled "Legal Authorities Supporting the 
Activities of the National Security Agency Described by the President'' and 
informally referred to as a "White Paper,'' that addressed in an unclassified 
fo:nn the legal basis for the collection activities that were described in the 
New YorkTimes article and cort!irmed by the President. 
(T81 18TLnr 1 'SI 1 '00 'NF) Tl . Wfl, IT I 

According to Steven Bradbury, 
· contained in the 

259 On May 11, 2006, USA Today published the results of its investigation. The 
article, entitled "NSA Has Massive Database of American Phone Calls," reported that the 
NSA "had been secretly collecting the phone call records of tens of millions of Americans, 
using data provided by AT&T, Verizon, and BellSouth." The article stated that the program, 
launched shortly after the September 1 1  attacks, collected the records of billions of 
domestic calls in order to analyze calling patterns to detect terrorist activity. The article 
reported that the records provided to the NSA did not include customer names, street 
addresses, and other personal information, but noted that such information was readily 
avi:tilable by cross-checking the telephone numbers against other databases . 

....... ��1:t�./ .#.�'·f!li.!:�:;;��"!:;''"·i{// (� ��=�/Jf;.t.�r·,,,,= 
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JB� Summary of Department's Application and JRela,tedFXSA 
Court Order {8/NF) 

·· 

As noted prev:iously, applications to the FISA Co1,1rt that seek an order 
compelling the produ�tion of ''tartgible things" ai·e commonly referred to .as 
''Section 215" applications, in reference to Section 215 of the USA PATRIOT 
ACT. Section 215 a1,1thorizes the FBI to request a FISA Courtorder 

tequirirtg the production of arty tangible things (including 
books, records, papers, documents, and other items) for an 
investigation to obtain foreign intelligence information not 
concerning a United States person or to protect against 
1nternationat terrorism or clandestine intelligence activities, 
provided that such investigation of a United States person is riot 
cbnciucted solely upon the basis of activities protected by the 
first amendment to the Constitution. (U) 

50 U.S.C. § �86l(a)(1),261 Section 215 does not require that the items 
s0tigl:J,t p¢rt9-ip to the f>Ubject of an investigation; the govermnent need only 
demonstrate that the items are relevant to an authorized ihvestigation.262 
(U) 

On May 23, 2006, the FBI filed with the FISA Court a Section .215 
application seeking authority to collect telephony meta data to assist the 
�.:. . ........ . - .  -;;::: �-

� 
� -- � -� - � k'_� � - ��- �� �::.:; 

· ·· · · · 

ifying known 
·· 

or agents 
- - M- � - � "" " 

-
� �1 

in support of · · -J;rBl 
investigations t . en pending and other 
The applicaticni requested an order vUJ,.UI.:orVLt.U 
produce (for the duration of the 90-day order) · 

all telephone communications maintained by the carriers. The application 
described call detail records as routing information that included the 

261 "United States person" is defined in FISA as a citizen, legal permanent resident, 
or unincorporated association in which a "substantial number" of members are citizens ·or 
legal permanent residents, and corporations incorporated in the United States as long as 
such associations or corporations are not themselves "foreign powers." 50 U.S.C. 
§ 180 1 (i) {2005), (U) 

262 Prior to the enactment of Section 215, the FISA statute's "business records" 
provisions were limited to obtaining informatior1 about a specific person or entity under 
investigation. Also, information could be obtained only from common carriers, public 
accommodation facilities , physical storage facilities, and veh icle rental facilities. (U) 
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originatjng and terminating telephone number of each call, and the date, 
time, and duration of each call. The application stated that telephony meta 
data did not include the substantive content of any communication or the 
narnel address, or financial information of a subscriber or customer. 
Accon:ling to the application, the majority of the telephony meta data 
provided to the NSA was expected to .involve communications that were ( 1) 
between the United States and abroad, 

,LL .... .. ,..,""-'" .... .1.'�-s.local . . hone calls. 

The <3.pplication acknowledged that would include 
records ofcomtnunications ofU.S. pe:rsons within the United States 
who were not the subject of any FBI investigation. However, relyin:g on the 
precedent established by the PR/TT Order, the application asserted 

.LJ.'-''-'""-'-'\..1. for the NSA to perform analysis to find 
and to identify unknown operatives, some of whom may be 

irithe or ill communication with U.S. persons. The 
· 

application stated that it was not possible to determine in advance which 
particular piece ofmeta data will identify a terrorist. The application stated 
that obtaining such · 

ases the NSA's ability, through 
to detect and identify members 

Words, accotding to the applicatic:m, 
meta · analysis is possible only if the NSA "has collected and archived a 
broad set of metadata that contains within it the subset of communications 
that can later be identified as terrorist-related.'�265 (TS/ /81//NF) 

265 The FISA Court had stated in its July 2004 PR/TT Order that the FISA statute's 
"relevance" requirement is a relatively low whether bulk 
meta data is "re levant, to an investigation "deference 
should. be given to the fully considered j assessing and 
respqnding to national security threats and in determining the potential significance of 
intelligence-related information." The government cited this precedent in the Section 215 
application, the collection of e-mail meta. data was relevant to FBI 

investigations in · so is the bulk collection of telephony 
metadata described 
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that� r'ba�ed Dll th� f�::ii_t:t'!Ll�'i.1 �11d prtic!i:it:itd 
considerations. of everyday life on \Vhich reasonable and prudent persons 
act, there are facts giving rise to a · · the 
telephorie 

. . . . . . . . 
the follow!ng proviso to the query standard: "provjded, however, that a 
telephone humber believed 
regarded as associateci wi 
solely on the basis of activities 

the Constitution." (TS//81//NF} 

Acc;ording to the application, the .NSA estimated th;at only a tiny 
fraction (1 in 4 million, or -0.000025 percel'H) of the call detail records 
iJic�u([ed jil_ t.lte d,atabase were expected to be analyze<;!. The results of at�,y 
S1JQh El.Ilalysis WOUld be provided, Or II to 

The application also proposed restrictions on access to, and the 
processing and di::memination of, the data collected thatwere essentially 
identica,J to those included in the PR/TT Order. These included the · 

req't,llr:ement that queries be approved by one -of seven NSA officials or 
managers and that the NSA's Office of the General Counsel would review 
and approve proposed queries of telephone numbers reasonably believed to 
be used by U.S. persons.267 (TS//81//NF) 

;.��!·�r ·�[�t��.1tl'"!.f:¥pll��:;��tl!t¥�r!, ;l�r�C�.���.'��f,�Cl �i.1th.�:;;·r :�l�a:r:ilitr;.�a tO; p:r�:::rr�rid;c ·�.,��f�:lr.:a�;ght r:!f ftv� ·w�:�;E! 
ofmeta data, such as controls on the dissemination of any: U.S. person information, the 
creation of a capability to audit NSA analysts with access to the meta data, the destruction 
of collected meta data after a period of 5 years (the destruction period for e-mail meta data 
was 41/z years), and a review by the NSNs Inspector General and General Counsel 
conducted within 45 days of implementing the FISA Court order that assessed the 

(Cont'd.) 
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On May 24, 2006, the FISA Court approved the Section 215 
application.. 

·
The Court's Ord�r stateci that there were reasonable . grounds to 

believe. that the telephony in eta data records sought were relevant to 
authorized investigEitions being conducted by the FBI to protect against 
international terrorism. The Order incorporated each of the procedures 
pr()posedir1, the· government's applic;:;ation relating to access to and use of 
the.meta data.. These procedures indqded a. requireJJJ.eptthat any 
application to renew or reinstate the authority for the bulk collection 
cot1tain a report describing ( 1) the queries made since the Order was 
gr;311ted; (2) the manner in which the procedures relating to access aiid use 
of tl:le meta data were applied; ahd {3) any proposed changes in the way in 
wl1.ich the call detail records would be received from the communications 
carriers. The Order also requires the Justice Department to review, at least 
every 90 days, a sample of the NSA'sjustifications for querying the call 
d. eta:ll r. eco.r. ds. (TS ' '811 'Nl£) · . n n 

Through March 2009� the FISA Court renewed the authorities granted 
in the May 24 Order at approximately 90-day intervals, with some 

· 

; the · · Court · Section. 
· modify its use of the telephony .meta 

data from an analytical perspective. However, as discussed below, the FISA 
Court drastiCally changed the authority contained in its March 2009 Section 
215 Order following the government's disclosure of incidents involving the 
NSA's failure to comply with the terms of the Court's prior orders. 
(TS' 'STL\V I 181 I 100 1NF) I J v  Tl Tl I 

adequacy of the management controls for the processing and dissemination of U.S. person 
information. fPS/fSI/fNF) 

.268 As noted above, the Court granted an identical motion at the same time in 
.. connection with the bulk collection of e-mail meta data. (TS/ /SI//NF} 
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c. Non�CompUami.ce with Section 215 Orrders (TS//SI//NF} 

Op. January 9, 2009, representatives from the Department's National 
Security Division attended a briefing at the NSA concerning the telephony 
111eta clE�..ta collection. During the course of this briefing,. and as confirmed 
by the NSA in the days that followed, the Department came to understand 
tl::J,at tf.J,e NSA wgs querying the telephony meta data in a manner thatwas 
not authorized by the FISA Court's.Section 2150rders. Specifically, the 
NSA Was .on a daily basis automatica}ly .querying the meta data with 
thousands of telephone identifiers from an "alert list" that had not been 
determined to satisfy the reasonable articv.lable suspicion (RAS) standard 
th,e Court required be met before the NSA was authorized to i•access the 
archived data'' for search or analysis purposes.269 (TS//SI//NF} 

The alert list contained tel�phone identifiers that were of interest to 
,., .... ,,.,.,.,.. . .,..,.,.,.,,· · · ·, · : ·:·blt� �or :::, ·, <·. ·" .. ·•. d1C: 

generated from RAS
conduct contact v�J.a .. qJ.�J.''E 
However, automated 
identifiers were not . 
determine whether 
accordance with the RAS 

•• ;�dl;;l"G •f.nr m<::ttc:h;e:s:l. 
be used to automaticaily 
the telephony meta data. 

· · d by non-RAS approved 
were sent to analysts to 

wan·anted in 

On.January 15, 2009, the Justice Department notified the FISA Court 
that tht: NSA had 

270 On January 28,2009, the 

269 The term "telephone identifier" used by the government means a telephone 
number as well as other unique identifiers associated with a particular user or 
telecommunications device for purposes of billing or routing communications. 

('PB 1 1 BI/1 rifi') 
270 Following the Department's notice to the Court, the NSA attempted to complete 

a software fix to the alert process so that "hits" against the telephony meta data generated 
by ·rion-i�A.S:-approved telephone ipentifiers were deleted and that only ''hits" generate d by 
RAS-approved identifiers were sent to NSA analysts for further analysis . The NSA also 
attempted to construct a new alert list consisting of only RAS-approved telephone 
identifiers. Hbwever-, the implementation of these modifications was unsuccessful and on 
January 24,2009, the NSA shut down the alert process completely, (TS//8If/1'1F) 
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Court issued an order stating that it was "exceptionally concerned about 
what appears to be a flagrm'lt violation oLits Order in this matter[,]1� The 
Co11rt reql1ired the government to file. ct brief to "help the Co11rt ct�Se$s 
whether the.Orders in thi� docket should be modified or rescinded; whether 
other remedial steps should be directed; andwheth,er the.·Court shouldtake 
action regarding persons responsible for a,ny misrepresenta.tio:q.s to the 
Court of violation of its Orders, either throwtli its contempt powers or by 
referral to appropriate investigative offices;" The Court also required the 
government to address several additional speCific issues, including who 
knew that tl1e alert list 1Jeing used to query the ineta data included 
identifiers· that had not been determined to meet the reasonable and 
artieulable suspicion standard; how long the "unauthorized querying" had 
been conciucted, and why none of the entities the Court directed to conduct 
r�views .of the meta data collection program identified the problern earlier .211 
(TS /I 81 I 'NF) I f  . II 

On February 17, 2009, the government responded to the Court's 
Order and acknowledged that the NSA's previous descriptions to the Court 
of thE: 9:lert list process were inaccurate and that the Section 215 Order did 
notauthorize the government to use the alert list in the manner that it did. 
The government described for tl1.e Court in deta,il how the ].'IT SA developed 
procedures in May 2006 to irrtplemE:"nt the Section 215 authority that 
resulted in the NSA querying the telephony meta data with fton-RAS 
a,pproyed telE:phoneidentifiers for over 2 years ir1 violation of the. Ccn,.1res 
Orders, and how those procedures came to be described incorrectly to the 
Court. According to. the governtnen:t; the situation resulted fro:rn the NSA's 
interpretation of the term "archived data" used in the Court's Orders and 
the NSA's mistaken belief that the alert process under the Section 215 
authority operated the same as the alert process under the Pen 
Register /Trap and Trace authority.272 The government told the Court that 
"there was never a complete understanding among key personnel" Who 
revie\ved the initial report to the Court describing the alert process about 

271 The entities directed to conduct such reviews under the Section 215 Orders were 
the NSA's Inspector General, General Counsel, and Signals Intelligence Directorate 
Oversight and Compliance Office. (U / JFOUG) 

272 The NSA understood the term "archived data" in the Court's Order to refer to the 

t'�·E�,-;;;�;·,-,;;;d \i!h�.:.n th� NSli. !El:,;:;rugh:t l1ii.�c':l!;:·��i�� tr,;p !]}�;t �tmc!'J.d,, <Dr 
"archived," repository of telephony meta data. For this reason, in the NSA's view, itwas not 
required to limit the alert list to RAS-approved identifiers. ('T�//SI//NF) 
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what c.erta.in terminology was intended to mean, and that ttthere was no 
single person who had complete technical understanding of the BR FlSA 
system architecture." (fS//SI//NF) 

The government argued that the Section 215 Orders should not be 
;rescinded o:r modified "in light of the significant steps that the Government 
l:'J.a�ra}teady taken to remedy the alert list Compliance incident and its 
eff�cts, the significant oversight modifications the G.overnment is in the. 
process ofiniple!11enting, and the value of the telephony metaclata collection 
to the Government's 1iationa.l security mission[ .J"273 Among the :Severa). 
measures the government highlighted to the Court was the NSA Director's 
decision to order "end-to-enQ. system engineeringa.nd process reviews 
(technical and operational) of NSA's handling of [telephony] metadata." Less 
than two weeks after the government filed the response summarized above7 
the government informed the Court that the NSA had identified additional 
compliance incidents during these reviews.274 ('f8//SI//NF) 

In Orders dated March 2 and 5, 2009, the FISA Court addressed tlie 
compliance incidents reported by the government and imposed cirastic 
changes to the Section 215 authorities previously granted . The Court first 
ad,qre.ssed the NSA's interpretation of the term •:archived data," The Court 
said the interpretation "strains credulity" and observed that ah 
iliterpreta..:tion that turns oh whether the meta data being accessed has been 
"archived:' in a particular database at the tinie of the access would '':render 
compliance with the RAS requirement merely optional." {T8//8I//NF) 

data for a report, the identifier was either already the subject of a FISA Court order or had 
been reviewed by the NSA's Office of General Counsel to ensure the RAS determination was 
not based solely on a U.S. person's First Amendment-protected activities. (TS//SI//HF) 

274 The additional compliance incidents involved the NSA's handling of the 
telephony meta data in an unauthorized manner. The first incident involved the NSA's use 
of an analytical tool to query (usually automatically) the meta data with non-RAS approved 
telephone identifiers. The tool determined if a record of a telephone identifier was present 
in NSA databases and, if so, provided analysts with information about the calling activity 
associated with that identifier, The second .incident involved three analysts who conducted 
chaining analyses in the telephony meta data using 14 non-RAS approved identH1ers. 
According to the government's notice to the Court, the analysts conducted queries of 
non ... FISA authorized telephony meta data and were unaware their queries also ran against 
the FISA.,-authorized meta data. The government stated that none of the queries usect. an 
identifier associated with aU .S. person or telephone identifier and none of the queries 
resulted in intelligence reporting . (TS/ / SI/ fNF) 
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The Court next addressed the misrepresentations the government 
made to the Court from August 2006 to December 2008 in reports that 
inaccl1tately described the alert list process. The Court recounted the 
specific misrepresentations and summarized·the government's.explamitibh 
for their dc¢urrence. The Court then concluded, 

Regardles::; of what factors contributed to makipg these 
q:nisrepresentations, the Court finds that the government's 
failure to ensure· that responsible officials adequately 
understood the NSA's alert list process, and to accurately report 
its implemehtatkm to the Court, has prevented, for more than 
two years, both the government an,d the FISC from taking steps 
to remedy daily violations of the 

. . ; 
set 

forth in fiSC orderf:> and designed to call 
detail records pertaining to telephone commumc ·of U.S. 
persons located within the. United States who are not the 
sub.ject of any FBI investigations and whose call detail 
information could not otherwise have been legally captured in 
bulk, (TS//81{/NF) 

The Court also addressed the additional non-compliance incidertts 
that were identified during the initial review ordered by the NSA Director, 
obseniing that the incidents occurred despite the NSA implementing 
me13_sures·speeifically intended to prevent their occurrence. In view ofthe 
record of compliance incidents the government had reported to date, the 
Court stated, 

[I]t ha,s fi!lally come to light that the FISC's authorizations of 
this vast collection program have been premised on a flawed 
depiction of how the NSA uses BR metadata. This 
misperception by the FISC existed from the inception of its 
authorized collection in May 2006, buttressed by repeated 
.inaccurate statements made in the government's submissions; 
and despite a government-devised and Court-mandated 
oversight regime. The minimization procedures proposed by the 
government in each successive application and approved and 
adopted as binding by the orders of the FISC have been so 
frequently and systemically violated that it can fairly be said 
that this critical element of the overall BR regime has never 
functioned effectively. (TS// SI/ /NF) 

Despite the Court's concerns with the telephony meta data program, 
and its lack of confidence "that the government is doing its utmost to· ensure 
that those responsible for implementation fully comply with the Court's 
orders," it authorized the government to continue collecting telephony meta 
data under the Section 215 Orders. The Court explained that in iight Of the 
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government1s repeated representations that the collection of the telephony 
meta data is vital to national security, taken together with the Court's prior 
determination that the collection properly administered conf01-ms with the 
FISA statute, ''it would not be prudenf; to order the government to cease the 
bulk collection. (TS/ /81/ /NF) 

However, believing that "more is needed to PI'Otect the privacy of lJ;S, 
person information acquired and retained" pursuantto the Section 215 
Orders, the Court prohibited the government from accessing the meta data 
collected {'until such time as the government is able to restore the Court's 
confidence that the government can and will comply with previously 
approved procedures for accessing such data."275 The government may, on 
a case-, by-case basis, request authority from the Court to query the meta 
dat� to obtain foreign intelligence.276 Such a request must speCify the 
tekphone identifier to be used and the factual basis for the NSNs RAS 
determination. ('f'S/ I SI/ /NF) 

The Court ordered thatuport completion of the NSA's end-to-end 
systern engineering and process reviews, the government file a report that 
describes the results of reviews, discusses the steps taken to remedy 
non.,.compliance incidents, and pi·oposes .minim;Jzation and oversight 
p:mcedures to employ should the Court authorize resumption of regular 
access to the telephony meta data. The government's report also must 
include an affidavit from the FBI Director and any other government 
national security official deemed appropriate describing the value of the 
telephony meta c1ata to U.S. national security. (TS//Sl//NF) 

Additionally, the Court ordered the government to implement 
oversight mechanisms proposed in the government's response to the 
Cd!llpllance incidents. These mechanisms generally require the Justice 
Department's National Security Division to assume a more prominent role in 
the NSA's administration of the bulk collection program. For example, the 
NSNs Office of General Counsel must now consult with the National 

275 The Court also stated, "Given the Executive Branch's responsibility for and 
expertise in determining how best to protect our national security, and in light of the scale 
of this bulk collection program, the Court must rely heavily on the government to monitor 
this program to ensure that it continues to be justified, in the view of those responsible for 
our national security, and that it is being implemented in a manner that protects the 
privacy interests of U.S. persons[.]'' (TS//81//NF) 

276 The Court authorized the government to query the meta data ·without Court 
approval to protect against an imminent threat to ·human life, with notice to the Court 
within the next business day of the query being conducted, The Court also authorized the 
governrnentto access the meta data to ensure "data integrity".and to develop and test 
technological measures designed to enable to the NSA to comply with previously approved 
procedures for accessing the meta data. (TB//SI//P!F) 
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Security Division on all significant legal opinions. that relate to the 
interpretation, scope, oriniplemeritatiori of past, cutrent, and future Section 
215 Orders related to the telephony bulk meta data collection. 
(TS I 181 11l:'iF) . I I f1 ·, . 

On May 29, 2009, the Court authorized the government to continue 
collecting telephony meta data under th.e Section 215 Orders for 43 days 
subject to the same limitations set ·out in its orders of March 2 and 5, 2009. 
{TS / tg± I 'NI£) .��II :J I�� 

lD!I. Content .Collection under FISA ('fS//SI//NF)-

'I'he thircl and lq.st part of the Stellar Wind program brought under 
FISA authority was corttent·collection (basket 1). The effort to accomplish 
th;is transition was legally apd operationally �oll1ple:x:, anc:l pur ciiscussion in 
this section does not address each statutozy element or the full chror10logy 
ofthe·governrrtent?s applications ahd related FISACoutt·()rders. Rat{l:er, we 

-.---,....- the ding the. governm�nt's u.'""��o� 
, . ./1.,�o�•Cl'-'J.'�.LJ.•<:u to · auth 

We also summarize the FISA 
cm1.ten ·collection proposals �d the 

orders it In this section, we d,escribe one FISA Courtj1.ldge's 
rejection of the governmenrs leg?l approach to content collection; a decision 
that hastened the en::�.ctrnent of legislation that significa11tly ,amended the 
FISA statute and provided the governmertt surveillanc� authorities broader 
than those authorized under Stellar Wind. ·(JS//STV.ll//81//0C/l'lF} 

A. Decision to Se.ek Content Ordell," (TS//SI//NF) 

The Department first began work on bringing Stellar Wind's content 
collection activity (basket 1) under FISA in March 2005, shortly after Alberto 
Gonzales became Attorney General. Gonzales told us that he initiated 
discussions about making this change with OLC Principal Deputy Assistant 
Attorney General Bradbury. Gonzales said that he had questions about how 
the NSA was conducting the collection in terms of audits and checks being 
performed, and he wanted to ensure that the agency was running the 
program properly. Gonzales told us that placi.ng content collection under 
FISA authority would also eliminate the constitutional debate about the 
activity and would reassure people that the President was acting according 
to the Constitution and the law, Gonzales s�d that7 in his view7 it is better 
to conduct activities such as content collection without a direct order from 
the President when possible. Gonzales added that in 2001 nobody thought 
it was possible to bring Stellar Wind under FISA authority. 
('PS' 'S!fbm ' '8!' ·ee 'NF) 
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When Gonzales became Attorney GeneraUn early 2005, however, he 
also knew there had been a leak to The New YorkTimes about the NSA's 
content collection activity under Stellar Wind and that the pa_per was 
actively investigating the story. Tn November 2004, Gonzales (then the 
White House Counsel) , together with Deputy Attorney General Corney an:d 
his Chief of Staff, had met with New York Times reporters to discuss the 
potential article .277 (TS//STLW//SI//00/NF) 

In response to Oonzales1s request, Bradbury, working with attorneys 
in OLC and the Office of Intelligence and Policy Review (OIPR) as well as 
with NSA personnel, devised a legal theory, summarized below, for bringing 
under FISA the Stellar Wind program's content collection activities while 
preserving the "speed and agilitY' many Intelligence Community officials 
cited as the chief advantage of the NSA program. In June 2005,  Bradbury, 
together with Associate Deputy Attorney General .Patrick Philbin, presented 
the legal theory to White House officials David Addington, Harriet Miers, and 
Dani�l J.-evin and received their approval to continue work on a draft FISA 
application.21s (TS/ /STL\llf/SI//00/NF) 

Bradbury told the OIG that he also spoke to the Director of National 

Intelligence and to NSA officials about bringing Stellar Wind's content 
collection under FISA. According to Bradbu1y, the Director of National 
Intelligence responded positively to the propo::;al, but the NSA was skeptiCal 
q.s to whether a FISA approach would be feasible,  in view of the substanti,al 
administrative requirements under the FISA Court's PR/TI Order. The NSA 
also believed that the FTSA Court would be reluctant to grant the NSA the 
operational flexibility it would insist on in any content application1 resulting 
hi less surveillance coverage of telephone numbers and .e-mail addresses 
used by persons outside the United States.  (TS/ /STLVl//81//0C/NF) 

As discussed in detail in Chapter Eight of this report, in December 
2005 The New York Times published its series of articles on the content 
collection portion of the Stellar Wind program, resulting in considerable 
controversy and public criticism of the NSA program. Through the spring of 

2006, the Department continued work on the content application .  In May 
2006, at the first of the FISA Court's semiannual meetings that year, the 
Department provided the Court a draft of the application for content 
collection to obtain feedback on the government's unconventional approach 
to the FISA statute . None of FISA Court judges indicated whether the 

21'7 The New York Times held the article until December 2005, when it published a 
series of articles on the content collection portion of Stellar Wind. (TS//SI//NF) 

278 After serving as Acting Assistant Attorney General for OLC from June 2004 to 
February 2005, Levin joined the N ational Security Council, where he remained until 
approximately November 2005. (U) 
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application would be granted if filed, but some identified concerns with 
. . t . . . . . t f t.'h . 1 fPS I ' SCf!b"'"P 1EH I 'GG 'NF) c12r am aspec. s o  . . e proposa .  7/ r�� v. n  � r r� r�� 

At this time, Con,gtess and the Administration were also di&cussihg 
hqw to moderni?e the FISA stat\lte to authoriz<:; the type ()feiectronic 
stlrvetllcmce that the content application sought. Work oh the application 
was temporarily suspended as the Depart!llept focused its attentio11 on 
worldng with Congress to craft this legislation. However, this suspension of 
workoh the co:t,1tent application was brief. Bradbury said he concluded by 
the· fa.ll qf 2006, as Congress was heading for recess, that there wot1ld be no 
legislative .reform of the FISA statute in the foreseeable future that would 
address content collection as it was being conducted under Stellar Wind . . As 
a result, the Department pressed forward with the draft content application 
t · t. h · F·r·sA c· t fPS ' 'SPb"u ' 'S! '  'ee 'NF) o . . e .  ·· . .  our , 7J J � vv 1 7 7  1 1 -

J8l. summary of Department's December 13� 2006, Content 
Application (TS//Sll/NF) 

In November 2006, at the second of the Court1s semiannual meetings , 
the Department presented ah updated draft of the application that 
iricqrpqrated fe�dba,clcreceived fronpnerrtbers of the Court during the 
previous semiannual meeting. On December 13, 2006, the Department 
formally filed the content application with the Co1Jrt. ·(TS//SI//NE) 

The government's December 13 application soughtauthority 
in1:et�:et>t tent and communications 

th� 'i.J":S. l:ti'Ix::lH!I;.��:n{::!';;': 
Community to be able quickly and efficiently to acquire ·· 
communications to or from individuals reasonably believed to 

279 The content appl ication included the following caveat: 

By filing this application, the United States does not in any way suggest that 
the President 1acks constitutiona1 or statutory authority to conduct the 
electronic surve illa,nce detailed herein without Court authorization. 
(TS ' iSI I 'NF) 

· n . 1 r · 
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be members or agents of . 
(TS I I SI I I NF) . 

l T I I 
pow�rs .. 

According to the· application, the goal was to est�blish a an .eafly 
warning system" unde.r FISA tQ alc:!rt 

"early warning system'� sought to 
replace the conventiortal pi'actice under FISAof filing individ,ual applications 
each time the government had probable cause to believe that a particular 
phone number or e-n1ail address, referred to by the NSA as .a ''selector," was 
being used or about to be used by members or agents of a foreign pmver. 
(TS I iSI I INF) . 
. I ( I I 

In the place of this individualized process, the application proposed 
that the FISA Court e.stablish for the interception of 
comrn:t,n1ications ,.... specifically; that can be targeted and t1J.e 
locations where the ·· · . · 

. . 
· . ·. . . - and that NSA officials, 

i�ather than FlSf\ C9urt judges , determine within these param¢ter,s 

The legal arguments underlying the govetrtmerit's approach are 
compkx .and inv.olve subs�antiat comm11.nications terminology.� They also 
require lengthy disct:tssion .of the FlSA statute a.nd previous FISA ·Court 
decisions . Rather than describe at length these issues, in this section we 
detail the two main components of the government's approach to content 
.collection irt the FISA a,pplication that are critical' for understanding ohe 
judge's approval of the application and ano.therjudge's later rejection of 
essentially the same application. (TS//81//NF) 

First, the government proposed an interpretation of the term ''facility" 
in the FISA statute that was broader than how the term was ordinarily, but 

2so The Department's application provided an example to illustrate the risks 
associated with the existing requirement that FISA Court approval or Attorney General 
emergency authqrization be obt!rlned time the 2mrer1�ment 

to rec�iVe FISA Court autho�ization or 
Attorney General emergency authorization to target the new address. (TS//SI//NFl. 
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not always, applied.281 Section 18QS{a)(3)(B) of FlSA provides that the Court 
rnay order electronic: surveillance only upon finding that there is probable 
cause to. believe. tha,t "each·of the facilities or places at which the electronic 
surveillanc:e is directed is being used, or is about to be used, bi' a group 
invol.:vecl in international terrorism. The term iifacilities" generally was 
interpreted to refer to individual telephone numbers or e-mail addresses at 
which surV:eillanC:e is "directed." (TS//SI/ /NF) 

Under this Ei:Pproach, instead of 
telephone numbers or e-mail 

addresses, the Co-urt would determine bable 
cause to believe that the target was 
communicate telephonically or by e�11lail 

Second,. the government's application requested that senior NSA 
offiCials. be a-qthorized to make individua�]Zed findings of probable cause 
a.bout whether a particular telephone number or e.,. mail address Was being 
us¢d by a tne:rpber or agent of one of the application's targets. Ordinarily, a 
FISA Court judge makes this probable cause determination. (TS//SI//NF) 

To implement this transfer of authority, the government proposed that 
NSA officials make the probable cause determinations as part of 
requirements called "minimization procedures," which are detailed rules 

2in The government's Metnorand1;1m of Law filed in support of the content 
application qescribed several instances where the FISA Court authorized surveillance of 
facilities that.was: not limited to . . 

.and v-.u-•101-U 

4- . . .. . . . .. . .. . . .. . . - • ., . ,  .. .  . 
' � ...:..!2!:.1:!J::!.!::!�� ui<.'luL.u:a.t·· a deClaration frorri tl1e NSA Director 

of the international telephone system and 
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that gov�rn how the govermnent rrnlst h,artdle co.mi:ntl.nicatib.ns thM it 
intet¢c;pt$ perta.in1ng to U.S. persons. The FISA statute provides that et:tch 
FISA applit;:ttion ntust irtc:lude,, .artd . the FTSA Court must .approve, 
minimization procedures that the agency will follow with respect. to 
cotnmpnications intercepted pursuant to a FISA Court ordeL (T8//SI/ /NF) 

Minimization procedures, in the FISA context, ordinarily govern the 
handling of intercepted communications irtvolvirig u�s. person,s·a fter tl:J,e 
a¢quisiti6:ri has been approved by the FISA Court. In other words, a :FISA 
Court authorizes the agency to intercept the communiCations ofparticular 
sel�ctors, a11,d the. agency follows the minimization procedures with respect 
to how itretains, uses1 and disseminates any U.S. person information: it 
collects under the Court's order. ('1'8//81/ l NF) · · 

However, the government proposed as part ofthe content application 
tha:t the rn:inimiz8,tion procedures also encompass pow the NSAacq'Uites the 
communications, 284 Specifically, the applicati6n proposed that the :NSA 
.¢o�uld intercept the corri:mtmications of specific selectors if agency officials 
d�terJ:Tiined there was pro bE�.ble · 

· 

·· 

used · · .a member or agent of 
(2) the conununicatioh is to Or from a foreign country, The 

referred to this €ts the 11I:ninitnization pmbable cause 
startdard:''285 (T8 1 181 ' '  NF) . . .  . . . Tl T l  

Thus ,  the content application had a two-ptong "minimization probable 
c:::tuse .stt:tndard": (1} probable cause to believe a. selector is .bdng used a 
member or agent .of a targeted group, and (2) probable · · 

284 Bradbury told the OIG that this argument was based on the. teJCI: of the FISA 
statute, which state$ that minimization procedures apply to the ''acquisition" of 
communications in addition to their retention and dissemination. See 50 U ;S.C. 
§ 1801(h)( l) .  Indeed, the government's Memorandum of Law filed in support of the content 
application described several cases in which the FISA Court authorized the gdveminent to 
conduct electronic surveillance that included minimization at the time of acquisition. 

· · . · 

targete� 
those the 

285 'I'he proposed "minimization probable cause standard" was in addition to the 
standard minimization procedures that accompany every FISA app1ication submitted by the 
government and that have been long�approved by the FISA Court. (TS/ /8!/ /NF) 
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For the first prqng - probable cause to believe a selector is being used 
by a.roe:rriber or agent of a targeted group ,..., NSA analysts would assess 
soU:rces of1'reliable intelligence," defined in the application as information 
from. a variety ofdomestic and foreign intelligence an.d law enforcement 
activities . . Under the terms of the application� positive findings of probable 
9<:t1ise would be recorded in a database and the assessment p:rocess w<;mld 
be supject to periodic internal review by NSA officials, including the NSA 
General Counsel and Inspector General. (TS//SI/ /NF) 

Ft1r ·u:�':;; f>econd_ p:�;(IH15 ·= pr�J!b�il"�l�� ....... :: .. ._,,.,,,� 
fro:rr 

ir1tereepted. 'rn;;; �pplication <>tated tib.at S!t;H::'h hElli.lllilE.d :in 
accprdaiice with NSA's startdard minimization procedures that apply to all of the agency's 
electronic surveillance activities. (XSI/Sl/ /'NF) 

287 As it did with telephone communications, the application acknowledged that the 
manner in which e-mail communications are routed would cause the NSA to collect some 
e-mail communications that in fact are between communicants wholly within the United 

(Cont'd.) 
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Thus1 viewing the government's approach to both ufacilities" and 
''rninimizatioh. procedures;' together, the December 1 3 ,  2006, content 

UJ:ider the terms of the application, communications acquired by the 
NSA .could be retained for 5 years, unless the Court approved retention for a 

l.:rg:l.U�Jl:v 

An additional aspect of the content application is important to 
understand. The "early warning system" the government proposed applied 
both to "domestic selectors" and "foreign selectors." Domestic selectors are 
telephone numbers and e-mail addresses reasonably believed to be used by 
individuals in the United States; foreign selectors are telephone numbers 
and e-mail addresses reasonably believed to be used by individuals outside 
the United States. Under Stellar Wind , the NSA intercepted the 
communications of both categories of selectors, although the NSA tasked far 
more foreign selectors than domestic selectors. fFS//STLVl//81//0C/NF} 

States, even though the NSA had probable cause to believe the communication was to or 
from a fqreign country. The application stated that the NSA would handle any such 
communications in accordance with its standard minimization procedures. (rSf/Sf//NF) 
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The .governtnent proposed in its content application that the domestic 
selectors would be subj ect to more rigorous tru·geting approval and. more 
frequent reporting to the FISA Court than foreign selectors, but the 
application sought to preserve NSA officia:.ls' authority to make the probable 
cau.se .determinations as to each,288 As we de:::;cribebelow, the first FISA 
Coprtjl1dge to consider the content application, Judge Malcolm Howard, 
was unwilling to extend this authority to domestic selectors .  (TS//SI/ /NF) 

C. Judge Howard Grants Application in Part� 

The Department's December 1 3 ,  2006, content application was 
a�$igned to Judge Howard, because he was the ccduty1' judge that week 
responsible for considering new applications.289 Judge Howard advised the 
Department orally that he would not authotize, on the terms proposed in 
the application, the electronic surveillance of selectors to be used by 
persons iri the United .States (domestic ·selectors) . He did not issue a written 
opinion or order concerning this decision. The Department, in response to 
Judge Howard's oral advisement, filed a separate application requesting 
authority to conduct electronic surveillance on domestic selectors .  This 
.application, summarized below, was filed on January 9 ,  2007, and is 
considered the first udomestic selectors application"; the December 1 3  
application is. considered the first c1foreign selectors application . '' 
(TS' "SI I 1NF} i I 1/ 

Judge Howard also requested 

constituted "facilities;' ........ �''-'-"'.!. 
surveillance au sought in the government's content bl ,  

application would in fact b e  "directed" not at these ''facilities" but rather at b3, 
the particular telephone numbers and e"'"mail addresses the government b7E 
would'task for collection. (TS//81//NF) 

In response1 the Department filed a supplemental memorandum of 
law on January 2, 2007, arguing that the government's construction of the 

288 Under the terms of the original content application, domestic selectors tasked by 
the government would subsequently be reported to the Court for approval. The Court 
either had to approve each domestic selector within 48 hours of receiving the government's 
report or, if the Court did not agree there was probable cause to believe the selector was 
being 11sed by a member or agent of a target of the application; provide the government 24 
hours to submit additional information establishing probable cause. Foreign selectors 
ta�ked by the government did n,ot require subsequent approval by the Court, although the 
Court could direct that the surveillance of any selector cease. (TS/ /81/ / RF) 

289 The Department offered to submit the application to the FISA Presiding Judge, 
Judge Kollar-Kotelly, but she said that it should be ftled in the nonnal fashion, which 
meant it would be assigned to the FISA duty judge that week. (TS//81(/P,fF) 
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terms "facilities" and ('directed'' was fully consistent with the text of FtSA 
and s�pported by FISA Court practice and precedenL The, memorandum 
further e){plal,ned why the traditional approach to surveillance under FlSA 
wouid not ,provide the speed and agility necessary for the «early warning 
system" the application sought to cteate.290 (T8//8I//:flW) 

On January 1 0 ,  2007, Judge Howard approved the Department's 
content application as to foreign selectors, endorsing the legal framework on 
which the content application for foreign sele,ctors was based, including the 
broad construction of the term "facility" and the use of minimization 
procedures to empower NSA officials to make targeting decisions about 
particuiar selector$. Judge Howard's Order authorized the government to 
conduct electronic S1J.l'"Veilla_nce for a period of 90 days at the "facilities" 

Judge Howard's Order also required that an attorney from' the Justice 
Department's National Security Division review the NSNs, justifications for 
targeti11g particular foreign selectors. The Order required the government to 
submit reports to the FISA Court eve1y 30 days listing new selectorS ' tp_sked 
during the previous 30 days and briefly summarizing the basis for the NSA's 
determination that the first prongof the minimization probable cause 

· standard has ,been met for each new se1ector.292 The Order preserved the 
Court's authority to direct that surveillance cease on any selectors for which 

2go On this point, the memorandum cited the government's limited resources a� 
preserttirtg a significant obstacle to filiri.g a separate FISA application for each t;;elector it 
wanted to . The government stated that it anticipated initiating 
collection new selectors each month, a figure that translates to · 

motion to amend a FISA order or seeking Attorney General emergency au · 
.times per day (or, alternatively . · or seeking one Attorney General 

emergency authorization new selectors each day). The government 
stated that if the government any of these options, valuable intelligence 
would be lost. (T8f/8I//NF) 

291 As noted earlier, the Order compelled The Order 
also required that with each request for government present a list of 
current selectors previously reported to the Court that the government intended to continue 
tasking, identify any selectors reasonably believed to be used by U.S. persons outside the 
United States, and of communications that mentioned a 
taske d e-mail that were not to or from that 
selector. 

292 As noted above, the first prong of the standard is 
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thG CoU,rt found that the first prong of the standard has not been saJisfi�d, 
In f:3..ddition, the Order required the NSA Inspector General1 General Counsel, 
and Signals Intelligence Directorate to periodically review the authorized 
collection activities. These NSA offices were required to submit a J;�port to 
the Cpurt 60 days after the collection was initiated under the Order that 
woul(t address the adequacy of management controls and whether U. S .  
person information was being handled properly. (TS/ /SI//NF) 

According to several Department and NSA officials, the effort to 

As a . result of the Order, the Department and NSA submitted to the 
FISA Court for its review the factual basis for each selector supporting the 
govel"Ilf:r1erit's determination that the "minimization probaple cf:m�e 
standard" had been satisfied. The Department accomplished this pursuant 

· by Judge Howard which the Department filed 
selectors for the duration of the 

TJJ.e probable cause explanation for each foreign sc;lector filed with the 
Court typically was described in several sentences. According to Bradbury1 
he impressed upon the NSA that Judge Howard would review each 
submission and inquire about how recently the NSA had acquired 
communications relating to a particular selector. According to Matthew 
Olsen, the Deputy Assistant Attorney General in the Department's National 
Security Division who was responsible for overseeing intelligence matters, 
Judge Howard did in some cases inquire about the government's factual 
basis fo:t believing the minimization pro ba:ble cause standard has been 
met.293 Bradbury also said he stressed that the Court would scrutinize the 
NSA's probable cause determinations more rigorously than the agency had 
been doing itself and that the Court was more likely to approve a selector 
where the surveillance was current than it would a selector that has 
"remained dormant for months ."294 (TS/ /SI/ /NF) 

293 Olsen was involved in the drafting and presentation to the FISA Court of the 
toQtent application and the government's hnplementation of the related F'ISA Court Orders. 

(TS/lSI/fNF) 
294 However, Bradbury noted that the FISA Court's ''tendency to look for recent 

information" in ass 
"problematic" becau 
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Ohen told us selectors hltimately 
were filed with. the FISA Court un · the terms of Judge Howard's Order. 
Ol$e.J:l s�ici that the NSA strived to f31.:tb:rnit . . . deemed high 
priority; that had a well-documented nexus to :reign powers, 
artd that. had rece11t communiCations activity. Attorneys · OIPR, who 
under the tertnf3 of the Order were required to review the NsA•sjvstification 
for each foreign selector that it tasked, worked wfth the NSA on this 
large-scale::: review process. According to Olsen, OIPR attorne3ys 
11double-9hecked" the NSA's probable cause determination for each selector, 
but did probable cause inquiries .  This review 

selectors that in OIPR:'s judgment required 
.... '"" ....... '."""'·'"<A.-\.. documentation before they could be submitted to · the Court.295 
Olsen described the back-and-forth between OIPR and the NSA as 
"constant/' and said the NSA was receptive to OIPR's involvement. Olsen 
stated . th�'l.t the NSA committed significant resources to the transition of 
foreign selectors. (TS//8!//NF) 

· 

Both Bradbury and Olsen observed that the transition .of content 
collection of foreign selectors to FISA tequfred sorrie adjustrrteht by the NSA 
in its approach to establishing probable 'cause. For example, while an NSA 
analyst might base a probable cause determination to sdthe extent on, 
intuition� similar to a "cop on the beat/' it was a different propol:)ition whep_ 
that probable cause determination had to be reviewed by several OlPR 
attorheys trying to anticipate how the FISA Court rnight view the judgment. 
Olsen stated that it was also 'cnew" for the NSA to document the probable 
cause to the levei OIPR believed the FISA Court would require . According to 
Bradbury, the effort sought an equilibrium between "the necessary speed 
and agilitY' and the "multiple layers of probable cause determination." 
Bradbury and 0 lsen both told the OIG that the NSA had concerns about 
whether the FISA approach. to content collection would work a,nd the extent 
to which fl. measure of effectiveness would be lost under FISA Court 

• • tms 1 ' S:r 1 '=� supe1-v1s1on. (T�/ r�IJ 1 :mr1 

lD. Domestic Selectors Application and Order- (TB//Si//NF) 

In contrast to foreign selectors) Judge Howard advised the Justice 
Department that requests for surveillance of the international calls of 
domestic selectors - telephone numbers or e-mail addresses reasonably 
believed to be used by individuals in the United States - should be filed with 

295 Olsen told the OIG that he believes the NSA de-tasked some of these foreign 
selectors. (TS I I 8If / NF) 
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the Courtin a separate application. Judge Howard also advised OIPR 
officials that any such application should take a more traditional a,pproach 
to FISAi rneaning the 'rfacilities" targeted by the application should be 
particular telephone numbers and e-mail addresses and that the probable 
cause determination for tasking a selector would reside with the F'ISA Court, 
not with NSA officials pursuant to minimization procedures .  (T8//SI//NF) 

On Januw-y 9, 2007, the Department filed the first domestic selectors 
application. The application sought two things . First, the application 

to intercept the international communications of 
specific domestic selectors.296 Second, the application 

$()ught, for purposes of future applications, approval to use a "streamlined 
version" of the emergency authorization procedures available under FlSA� 
The$e emergency procedures authorize the use of electronic surveillance for 
a period of up to 72 hours without a Court order when the Attorney General 
reasonably determined that an emergency situation exists. See 50 U.S .C. 
§ 1S05(f) . The procedures required the Attorney General to inform the FISA 
Court that the surv'eillance has been initiated and required the Department 
to, file with, the Court an emergency application to continue the st:trveillance 
not more that 72 hours after the surveillance was authorized. (T8//8I/fNF) 

The goal of the Department's proposed streamlined emergency 
application procedures, referred to in the January 9 ,  2007, application as a 
"Verified Application," was to ensure that the emergency surveillance 
process be completed as swiftly as possible for qualifying domestic selectors . 
The proposal allowed the Verified Application to incorporate by reference the 
reasons or facts contained in the original domestic selectors application 
necessary to satisfy some of the statutory requirements under FISA, instead 
of reestablishing in each application for a new domestic selector that each of 
the. requirements of FISA were met. The only new substantive information 
containedin a Verified Application would be the identity of the target, if 
known, the telephone number the target was using or was about 

the target is 
and is using or is about 

to use the identified telephone number. (TS//SI//NF) 

Judge Howard granted the domestic selectors application on 
January 10,  2007 , for a period of 90 days . His Order also approved the 

296 Unlike the December 13,  

bl, b3, 
b7E 

to target agents 
did the application seek authority to conduct content surveillance of bl ,  

ruc�a:t1ons. The declaration summarized for each of  the domestic selectors, b3, 
generally in two to three paragraphs, the facts that supported the government's belief b7E the . was used or about to be used by a known or unknown agent 

cated in the United States. (TS/ /SI/ / NF) 
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streamlined emergency authorization procedures proposed in the 
application for any additional domestic selectors whose communications the 
government sought to intercept during the 90-dq_y period for which 
surveillance was authorized.297 (TS//SI//NF) 

NSD Deputy Assistant Attorney General Olsen told the OIG that in 
comparison with foreign selectors, the Departme11t conducted a more 
rigorous review of the initial domestic selectors submitted to the FISA Court 
to ertsure that probable cause was met. Olsen said a few domestic selector 
packa,ges uon [their] face" lacked sufficient documentation and that these 
deficiencies. were apparent to OIPR attorneys reviewing tb,e information 
because the attorneys were looking at the information for the first time. He 
said that the NSA analysts responsible for the selectors, h"l contrast, were 
very familiar with the numbers and lmowledgeable .of details about the 
users that might not have been evident to persons reviewing documentation 
· de novo. According to Olsen, for selector packages that were considered 
deficient, the NSA either provided the Justice Department attorneys with 
additional information or de-tasked the selector.29B (TS//Sift'NF) 

E. Last Stellar Wind Presidential A:Ull.tborizatiorn. E:xpires 
-{WS//SI//NF) 

On December 8, 2006, the President signed what would become the 
final Presidential Authorization for the Stellar Wind program. The 
December 8 Authorization was scheduled to expire on February 1 ,  2007. 
However, Judge Howard's January 10, 2007, Orders relating to foreign and 
domestic selectors completed the transition of Stellar Wind's 

297 On January 22, 2007, the Department filed, and Judge HoWard approved, the 
first Verified Application with the FISA Court using the streamlined procedures approved in 
the O'rder. ffS 1/SI/ /NF) 

298 Olsen and OIPR Deputy Counsel Margaret Skelly-Nolen told the GIG that during 
the application for and implementation of the domestic se1ectors Order, it became apparent 
that there were coordination problems between the FBI and the NSA. They noted that in 
many instances a domestic selector the NSA sought to task was already targeted by an FBI 
FISA order. According to Skelly-Nolen , in those cases problems can arise in providing 
accurate , current, and consistent information to the FISA Court about such selectors. She 
said the NSA's practice has been to consult with the FBI analysts assigned to the NSA and 
to request from them the mo st current information the FBI has about a particular 
telephone number or user of that number. The FBI analysts at the NSA have access to FBI 
databases to search for such information, although the most cUJTent information frequently 
can only be obtained from the operational personnel at FBI Headquarters. As a 
consequence, according to Skelly-Nolen, the FISA Court has on some limited occasions 
been provided inconsistent information concerning domestic telephone numbers or the 
users ofthose numbers. Olsen told the OIG that the dome�tic selectors Order has required 
a higher level of coordination between the FBI and NSA and that the N ational Security 
Division has worked to address this issue. (TS//SI//NF) 
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com1Tmnications and meta data collection activities from Presidential 
Authorization to FISA au,thority. Bradbury told the C>IG that because it was 
believed that Judge Howard's Orde:rs, particularly the foreign selector� 
Order, provided the NSA. sufficient flexibility to conduct content collection; it 
was nol necessary to ren,ew the J)ecember 8, 20067 .Presidential 
Au,thorization. (TS//STVN//SI//00/NF) . . 

. Therefore, on February 1, 2007, the Presidential Authorization for the 
stellar Wind program officially expited.299 (TS/ /SI{/NF) 

F. First Domestic. and Foreign Selectors FISA Renewal 
Applications (TS//SI/ /NF) 

Judge Howard's January 10, 2007, Orders were set to expire after 90 
days. During the week of March 20 , 2007, the government filed renewal 
applications to extend the authorities both as to domestic and foreign 
selectors . These applications were filed with Judge Roger Vinson, the 'FISA 
Court dutyjudge that week (TS//81//NF) 

'The domestic seleGtors application, filed March 22, 2007, Was in all 
m�terir:U respects identical to the government's original application. J't1dge 
Vinson granted the application on April 5, 2007,300 (TS//81//NF) 

The foreign selectors application was filed on March 2 0, 2007. The 
content artd cohstruction of the March 20 application was substantially 
identical to the government's original application, and advanced the sa,me 
broad construction of the term ('facilities" and the use of minimization 
procedures to authorize NSA officials, instead of judges , to make probable 
cause determinations (subsequently reviewed by the FISA Court) about 
particular �electors. (TS/ I SI/ I NF) 

On March 29, 2007, Judge Vinson orally advised the Oepartrnent that 
he could not grant the foreign selectors application. His decision validated 
some concerns within the Justice Department that Judge Howard's original 

299 On January 1 7, 2007, Attorney General Gonzales sent a letter to Senators Leahy 
and Specter, the Chainnan and Ranking Member of the Senate Judiciary Committee, 
informing them of Judge Howard's Orders. Gonzales's letter stated that as a result of the 
January 101 2007, FISA Court Orders, any electroniC surveillance that was occurrirtg under 
the Terrorist Surveillance Program would now be cond,ucted under FISA, and that "the 
President determined not to reauthorize the Terrorist Surveillance Program when the 
current authorization expires." (TSI/Slf/NF) 
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Order rnl.ght not be a sustainable long,ternt strategy .for intercepting the 
commurticatibns o'f foreign selectors . Judge Vinsonls decision also 
accelerated the Department's efforts tq obtain legisl�1.tion amen,di1ag the FlSA 
statute to authorize the type of surveillance conducted urtder Stellar Wind 
and that was approved by Jud�e Howard.. (rS//SI//NF) 

Qn April S�. 2007, Judge Vinson issued an Order and Memorandum 
Opinion explaining the :reasoning for his conch1sion that he · could not grant 
the foreign selectors application. However, Judge Vinson did not deny the 
gover;nrn�nt's application. Instead, he encouraged the Department to file a 
motion with Judge Howard requesting a 66-day e:xtension of the e:iisting 
January 10, 2007,. foreign selectors Order. I:n explaining why he was 
encouraging the Department of file the motion with Judge Howard, Judge 
Vinson wr.ote, 

· 

I have concluded that an extension for this purposejs 
appropriate1.in view of the following circumstances: that the 
goverrimertt has commendably devoted substantial resources to 
bring the NSA;s ·survei!lance program, wl1.ith had been 
conducted urtder .the President's assertion of non..:FlSA 
authorities,. within the purvi�w ofFISA; that ajudge of thts 
Coutt previously authqrized. this sUrveillance in· [the 
January 10, 2007, foreign selectors Order]; on su.bstantii:dly the 
same terms as the government now proposes; that it would be 

. .  forthe government to terminate Surveillance 
I phone numbers and e.,-mail addresses under 

authority, and to decide whether and how it should 
continue some or allofthe surveillance uncier non-FISA 
authority; and, importantly, that within the allotted time the 
government may be able to submit art application that would 
permit me to authorize at least part of the sUrveillance in a 
manner consistent with this order and opinion. (TS//811/NF) 

Judge Vinson wrote that the Department's foreign selectors renewal 
application concerns an "extremely important issue'' regarding who may 
make probable cause findings that determine the individuals and the 
communications that can be subjected to electronic surveillance under 
FISA. In Judge Vinson's view, the question was whether probable cause 
determinations are required to be made by the FISA Court through 
procedures established by statute, or whether the NSA may make such 
determinations under an alternative mechanism · cast as "minimization 
procedures." Judge Vinson concluded, based on past practice up.der FlSA 
and the congressional intent underlying the statute , that probable cause 
determinations must be made by the FISA Court. (TS//Slh'NF) 
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In explaining his re�soning, Judge Vinson first rejected the 
Departrnent's broad. construction of the teFm "facilities," concluding that the 
"electronic surveillance" under the government's application - the · 
acquisition of the c.ontent of communications - was directed at particular 
te}{;:phone 

as 
cases that the 

government cited for its broad interpretation of "facilities," observing; 
"[tJellin,gly, none of the cited cases stand for the proposition on which this 
app1icaiion rests - that electronic 

and addres 

Jucige Vinson wrote that his conclusion was also supported . by the 
government's and the Court's past practice, as well as the legislative history 
ofFISA, which, according to Judge Vinson, made clear that "Congress 
intendGd the pre-s:urveillance judicial warrant procedure, '  and particularly 
thejudge's probable cause .findings, to provide an 'external check' on 
e:xecutive branch decisions to cortduct t .the 

..-. .... r,..-.nsal that "the Court assess 

probable cause .I..LLJ,,.. ......... s:;. 
Court's pre-surveillance the 
cotnri:turtications to be acquired will relate to the targeted foreign powers.30 l 
'TS I 1SI ' .'NF' \. 1 r 1 r 1 

Judge Vinson rejected the government's "minimization probable cause 
standard," stating that " [m]inimization does not provide a substitute for, or 
a mechanism for overriding, the other requirements of FISA." Judge Vinson 
concluded that government's proposed minimization procedures , by 
authorizing the NSA to make probable cause decisions , conflicted with 
specific provisions of FISA that govern electronic surveillance, such the 
requirement that only the Attorney General can grant emergency approvals 
to conduct surveillance (followed within 72 hours by an application to the 

301 Stated another way, "[the application] represented that NSA will make the 
required probable cause fmding for each such facility before commencing surveillance." 
Judge Vision wrote, "[t]he application seeks, in effect, to delegate to the NSA the Court's 
responsibility to make such findings 'based on the totality of circumstances . '  Obviously, 
this would be inconsistent with the statutory requirement and the congressional intent that 
the .QQllij; make such findings prior to issuing the order (emphasis in original) ." (TS I lSI I !Nlf) I I (I 
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FISA Court) , and that renewals for surveillance coverage must be based on 
"new findings,' of probable cause by a judge. Judge Vinson summarized his 
position: 

Th� clear purpose of these statutory provisions is. to ensure 
that, as a general rule, surveillances are supported by judicial 
¢et�rminations of probable cause before they commence; that 
decisions to initiate surveillance prior to judicial review in 
emergency circumst@Ces are made a:.t politically .accountable 
levt;ls; that judicial review of such emergency authorizations 
follows swiftly; and that decisions to continue surveillance 
receive the same degree of scrutiny as decisions to initiate � The 
law does not permit me, under the rubric of minimization, to 
approve or authorize alternative procedures to relieve the 
government of burdensome safeguards expressly imposed by 
the statute . (TSf/81//NF) 

Judge Vinson wrote that he was mindful .of the government's 
argument that the proposed minimization procedures were necessary to 
provide or enhance the "speed and flexibilitY' with which the NSA responds 
to t11.r�ats, and that foreign intelligence information may be lost in the tbne 
l.t takes to obtain Attorney General emergency authorizations . However, in 
Judge Vinson's view, FISA's requirements reflected a balance struck by 
Congress between privacy interests and the need to obtain foreign 
intelligence information, and until Congress took legislative action on FISA 
to respond to the government's concerns, the court must apply the statute's 
pr:ocedures.302 He concluded that the government's application sought to 
strike a different balance for the surveillance of foreign. telephone numbers 
and e-mail addresses. Vinson rejected this position, stating, "provided that 
the surveillance is within FISA at all, the statute applies the same 
requirements to surveillance of facilities used overseas as it does to 
surveillance of facilities used in the United States."303 (TS//81/ /NF)  

302 Judge Vinson stated that he recognized that the government maintained the 
President may have constitutional or statutory authority to conduct the surveillance 
requested in the renewal application. Judge Vinson stated, "[n]othing in this order and 
opinion is intended to address the existence or scope of such authority, or this Court's 
jurisdiction over such matters." fJS/ /SI/ f'NF') 

303 Judge Vinson wrote in a footnote that the status of the proposed surveillance as 
being within the scope of FISA was "assumed, but not decided, for purposes of this . order 
and opinion." He continued, "I believe that there are jurisdictional issues regarding the 
application of FISA to communiCations that are between or among parties who are aU 
located outside the United States." Judge Vinson suggested that "Congress should also 
consider clarifying or modifying the scope of .FISA and of this Court's jurisdiction with 
regard to such facilities . . .  ,,. Bradbury told the OIG that Judge Vinson's suggestion was 
an important spur to Congress's willingness to consider FtSA modernization legislation in 

(Cont'd. )  
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Attomey General Gonzales told us tha:t his reaction to Judge Vinsonis 
de.Cision was one of "disappointment" a,nd that the decision "confirmed. our 
concern about going to the ['FISA Court]." Gonzales also said he believed the 
deCision was "troubling for purposes of the national secudty of oLit country.'' 
(TS/ /STLW/ /SI/ /OC/NF) 

Bn;tgbury told us the government consiciered several optio'ns after 
Judge Vinson's ruling, including appealing the decision tcY the FISA Court of 
R�y�(,',:W� HoWever, he said the deCision was rnade to attempt to work with 
Judge Vinson to craft a revised application and also. separately to renewthe 
Administration's efforts to obtain legislation to modernize FISA. 
(TS//81//NF) 

G. Revised Renewal ,Application for Foreign Selectors and 
Order -{TS//Sl//Wi:) 

As suggested by Judge Vinson, ip. April 2007 the Justice Department· 
o1Jta,irwd from Judge Howard an extension of the existing foreign selectors 
Orqer untilMay 3' 1 ,  2007, to prepare a revised foreign selectors application, 
in.the interim, the Department filed two; reports with Judge Vinson 
describing a new approach to foreign selectors tha,t addressed .the concerns 
expressed in his Opinion, and that sought input from the, Court about how 
best to facilitate the su application. that wo11ld seek authority 
to direct surveillance a selectors. (TS/ / Sl/ /NF') 

On May 24, 2007, the Departnwnt filed a revised renewa,l application 
seeking to renew� with rrtodificationsi the authorities gra,nted in Judge 
Howar.d's January 10, 2007, Order. However, the application did not 
include the broad construction of "facilities" ctnd instead sought authority to 
condt1ct electronic . · 

- tel((phone 
numbers and ''e 04 The application 
$-lso did not include the "probable cause .• 11. startdard'' approved 

the summer of 2007. In Section IV below, we summarize this legislation, the Protect 
America Act, and its successor, the FISA Amendments Act of 2008. (TS/ /SI//NF) 

304 According to the May 24, 2007, application, such uses 

However, 
authorizes, electronic surveillance 
to identify this type offacility." +H':H-I�'±TIAH-f"*.;-p.��t<+--
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by JUdge Howard that had the effect of shifting from the FISA Court to the 
NSA, the probable cause determinations about

.
particulal" sele.ctors. 

{TS I 'SI I INF) II · . 7 /  . 
However� the targets of the government's revised application remained 

13electors {telephone number and e--mail facilities) reasonablY believed to be 
used outside the United States and for which there ·is to 

ilJecn:tcally, the application requested authority to direct sur\reillance 
·categories of foreign selectors: 

o Foreign telephone number and e-maiJ, selectors presently kn.own · · 
· t. This category accounted for a portion of the 

· 

selectors already under sU:nleillante 

aos The May 24, 2007, application explicitly stated that the govetnmeht was not 
see�ing sunrei!lahce authority for ;:1ny new facilities reasonably believed by the NStUo be 
used by U. S •

. 
persori.s . The application stated that surveillance ofthose Jacilities would be 

initiated only through FISA's emergen,(Jy . . @d the stteamlliied FISA 
appli�::ati.c ·,us· for . 

· · 

an appendix with the revised renewal application 
that facilities and contained the factual basis for the NSA's 
belief that was being used by a person outside the United States and 
for which there was probable cause to believe were being used or about to be used by a 
member or agent of one of the targeted foreign powers. The government had provided 
Judge Vinson these facilities on a rolling basis during May 2007 for his consideration. The 
NSA discontinued the surveillance of facilities that were targeted under Judge Boward's 
Orcler, but that were not included among the facilities subniitted to Jqdge Vinson for 

NSA told the OIG that the decision to 
· 

on these 
facilities largely was a tesmirce decision and. facilities figure 

amount the NSA could timely process for filing with the 
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.<iJ · Foreign e-mail selectors (not telephone number selectors) 

presently unknown to the government but that "refer to" or are 
11about" 1rno:w'n foreign e""mail selectors. This category of 
surveillance, which the NSA had been conducting under Judge 
HoWl:l,td's Order� inCludes situations where an already targeted 
e.,.mail fac;:ility is mentioned in the bociy of a message between 
two third-party, non-targeted facilities.sos (TS//81//NF) 

According to the application, the ·".f 
surveillance would enable the NSA to i 
discovered facilities "with the speed and agility necessary to obtain vital 
intelligence .and to detect and prevent terrorist attacks." The application 

The collection authorities requested in the renewal application that 
pertained to currently unknown facilities would, according to the 
application, address this limitation.so9 (TS//SI//NF) 

Judge Vinson granted the government's revised renewal application 
· 31 , 2007, His Order authorized, for a period of 90 days, each of the 

categories of electronic surveillance described above , although the 

sos The category presented an issue under FISA in that communications are being 
acquired because they contain the targeted e-mail selector, and not because there was 
probable cause to believe the e-mail accounts sending or receiving the communications are 
used or about to be used by an international terrorist group. In such cases, the 
surveillance is not "directed at" the targeted e-mail selector. The government argued that 
such acquisition was still consistent with FISA because, "at the time of acquisition, the NSA 
has pr.obable cause to believe that the facilities at which the NSA is directing surveillance 
are being used by the foreign power target." ('PS//SI//NF) 

309 The government argued that the FISA Court's authority to authorize subsequent 
collection against new selectors unknown to the government at the time an application wa.s 
approved is rooted in section 1805(c)(3) of FISA. That provision imposes specific reporting 
requirements on the government where the FISA Court approves an electronic surveillance 
in circumstances where the nature and .location of each of the facilities at which 
surveillance will be directed is unknown at the time of the application . (TS//Slf/NF) 
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Order defined the precise under which the NSA could acquire 
corh1):1unications falling within the ategory of 3 1 0  

qlso included reporting s with respect to 
of' surveillance, for which the government was 

subrnit newly discovered selectors to the Court. (TS//SI/ /NF) 

Juc1ge VinsoJ:l initiqJlY · gn selectors 
under the terms of hi.s May 3 · , 2007, Or'der se ctors were submitted 
with :the govemrnent's .May 24, 2007, a;pplication) . Shortly after the Order 
was :issued, the FISA Court decided that the weekly reports filed by the 
government. notifying the Court of newly discovered selectors , as well a;s the. 
gover:nm.enes motions seeking approval to conduct surveillance on 
aciditional selectors; could be filed for review with any member of the Court. 
As -tl}e government received feedback from judges on the frrst reports and 
motions that were filed, it observed that judges were applying a mare 
rigorops standard of review to the factual basis 

• 

for each selector than Judge Vinson applied to selectors he 
approved. The government consequently adjusted the ainolint of factual 
information it . 

· 

bsequent reports a nd motions 
and ultimately selectors to Judge 
Vinson's Order. -f+�:..:pr-rt-,t+P\1-J.ql-

According to Bradbury, the more rigorous by FISA 
Court judges after Judge VinsonJs initial foreign selectors 
caused ili.e NSA place only a fraction of the under coverage 
than it wanted to. This concern, combined with the comparatively laborious 
process for targeting foreign selectors under Judge Vinson;s. Order7 
accelerated tl1:e government's efforts to obtain legislation that would amend 
FISA to address the government's sutveillance capabilities within the United 
States directed at persons located outside the United States. The Protect 
America Act, signed into law on August 5, 2007, accomplished this objective 
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e-mail messages containing a targe ted e-mail account only \lihen the NSA determined, 
based on the acquired communication and other intelligence or publicly available 
information, that there was probable cause to believe the e-mail facility was being used, or 
was about to be us.ed, by one of the targeted foreign powers. Judge Vinson agreed with the 
goverl1Inent's position that there was probabl e cause to believe that Internet 
communicationsre1ating to a previously targeted e-mail facility were themselves being sent 
or received by one of the targeted foreign powers and could be acquixed. Judge Vinson 
calied this holding 1'novel;'' but concluded that the decision was "consistent with the overall 
statutory requirements; it requires the government to promptly report and provide 
appropriate justification to the Court; and it supplies the Govemment with a necessary 
degree of agility and flexibHity in tracking the targeted foreign powers. "  {'FS / /GI/ f NF) 
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and effectively superseded Judge Vinson;s foreign selectors Order. The 
goverriment therefore did not seek to renew the Order when it expired on 
August 24, 2007. -{TS//81//NF) 

Jn the next section, We summarize the effect of the Protect America 
Act and successor legislation, the FISA Amendments Act of 2008. (U) 

IV. The :Pll'otect America Act and the FI�.A .Amendments Act o:f 
2008 '(U) 

In August 2 007, the Protect America Act was enacted, amending FISA 
to address the government's ability to conduct electrpnic surveillance in the 
U!lited States of persons reasonably believed to be located outside the 
United States .  This .legislation expired on February 1 ,  2008, but was 
extended by Congress to February 16, 2008. In July 2008, the FISA 
Amendments Act of2008 was enacted, which, among other things, created 
a qpr.nprehensive process under FISA for content collection directed at 
foreign targets. These two laws modernized the FISA statute as it applied to 
the acquisitionin the United States of communications of persons 
req.sonably believed to he outside the United States. (U) 

As discussed in Chapter Three, FISA was enacted in 1978 when most 
international calls were carried by satellite. The interception of such calls 
cop:stituted "electronic surveillance" for purposes of FISA only if the 
acquisition intentionally targeted a U.S. person in the United States, or if all 
participants to the conmtunication were located in the United States .. Thus,  
government sunreillance .of satellite communications that targeted foreign 
persons outside. the United States generally was not considered ekctronic 
surveillance, and the government was not required to obtain a FISA Court 
order authorizing the surveillance even if one of the parties to the 
cqmmunication was in the United States . However, in the mid- 1980s, fibe:r 
optic technology began to replace satellites as the primary means for 
transmitting inteniational (and domestic) telephone communications . This 
change brought within FISA's definition of "electronic surveillance" the 
acquisition of telephone calls to or from a person in the United States if the 
acquisition occurred in the United States, thereby triggering the 
requirement that the government obtain FISA Court orders to conduct 
surveillance that it previously conducted outside of FISA. (TS//SI//NF) 

by · one 
numbers and e-mail addresses) located outside the United States (foreign 
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selectors) ;3 1 1  A s  noted in Chapters Three and Four,. the Administration 
. contended that FlSA, as supplemented by a subsequent legislative 

enactment (the AUMF)., did not preclude the surveillance activities under 
Stellar Wind, or in the alternative represented an un..constitutiona1 
infringement on the President's Article II authority as Commander in Chief 
to the extent it conflicted with these collection activities. 
{TS ' 'STL"rr ' 181 i 'OC 'NF) 7 I · i'v/ T · I T ·· 7 · 

The Justice Department's effort to transfer content collection from 
presiderttia1 authority under Stellar Wind to FISA raised the issue ofFISA's 
application to the acquisition in the United States of. com1Uunications to or 
from targeted foreign selectors. The Protect America Act and the FISA 
Amendmehts Act, in slightly different ways, addressed this issue by treating 
the communications of persons reasonably believed to be located outside 
the United States differently from communications of persons located in the 
U. nl"ted States 312 (TS' '8Thm 1 1SI1 10G'NF) • · 1 1 �• n rr 1 

A. The Protect America Act (U) 

The Protect America Act of 2007, Pub. L. No. ll0"55, was a temporary 
measure signed into law on August 5, 2007.313 The Protect America Act's 
chief objective was to exclude from the requireine11;ts ofFISA the 
interception irt the United States of communications of persons located 
outside the United States,  the category ofcommuriications referred to above 
as "foreign selectors." (U) 

The Protect America Act amended FISA so that the interception of 
foreign selector communications fell outside the statute;s definition of 
"electronic survel.llance." Under the original definition of ''electror:Lic 
su;rveillance," FISA generally applied to any communication to or from a 
known United States person inside the United States if the communication 
is acquired by targeting the known United States person.314 FISA also 

3 11 The NSA also targeted under Stellar Wind a much smaller number of facilities 
located inside the United States (domestic selectors) . ffS/fSTLW//81//0C/'PIF) 

3 12 The two laws did not substantially affect the provisions of FISA relating to pen 
re gister and trap and trace surveillance or to the production of "tangible things." The 
government continues to collect bulk e-mail and telephone meta data under the PR/TT and 
Section 2 1 5  Orders described in Sections I and II of this chapter. (TS/ / SI// NF) 

313 The Protect America Act was set to expire 1 80 days after its enactment; or on 
February 1, 2008. However, Congress passed and on January 3 1 ,  2008, the President 
signed a bill to extend the Protect America Act (or 1 5  days while furth er discussions on new 
legislation occurred. However, no agreement was reached on new legislation and the Act 
expired on February 16, 2008. (U) 

314 The original FISA. definition of "electronic surveillance" included: 

(Con t'd.) 
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applie.d to th(;: acquisition of other communications (such as 
tomrrJ,unications acquired by targeting persons outside the United States) if 
the comn111nication .was a "wire .communicatit:m" and. the acql!lisition 
occurred inside the United States. (U) 

The Protect A:tnetica Actamehded FISA by stating: "Nothing in the 
de.finiti.on of electronic surveillance . . . shall be con�tru.ed to encb.mp�ss 
surveillance dir�cted at a person . reasonably believed to be located Oll.tside 
the United States." The effect of this amenqr:nent was to exchlde from the 
requirements of FISA any communication acquired by targeting a. foreign 
selector, regardless of where the communication was intercepted or whether 

the communication traveled by wire. As a result, the Act ellini11ated the 
need for Judge Vinson's May 2007 foreign selectors Order, because the 
collection .of communicatipns targeted under that Order no longei 
constituted "electtonic surveillance" under FISA ahd therefore rio longer 
requited FISA Court orders.:ns. (TS//SI//N'F) 

( 1 )  the acqp_isition by an electronic, mechanical, or other surveillance dev�ce 
of the contents of any wire or radio communication sent by or intended to be 
received by a particular, known United States person who is. fu the Uriited 
States, if the contents are acquired by ir1terttionally targeting that United 
States person, lin<;ler circumstances in which a person has a reasqnal::lle 
expectation of privacy' and a warrant would be required forlaw enforcement 
purposes; 

(2) the acquisition by an electronic,. mechanical, or otl:ler surveillance device 
of the contents of any wire communication to or from a person in the United 
States, without the consent ofany party thereto; if such acquisition oc;ci.m� 
in. the l]pited States, but does not .inc.lude the acquisition oftho.se 
co:m:munications ofcomputer trespassers that wol:lld be permissible under 
section 25 11(20(i) of Title 18; 

(3) the intentional acquisition by an electronic, mechanical, or other 
surveiUance device of the contents of any radio communication, under 
circumstances in which a person has a reasonable expectation of privacy 
and a warrant would be required for law enforcement purposes, and if both 
the sender and all intended recipients are located within the United States;  
or 

(4) the installation or use of an electronic, mechanical, or other surveillance 
device in the United States for monitoring to acquire information, other thah 
from a wire or radio communication, under circumstances in which a person 
has · a reasonable expectation of privacy and a warrant would be required for 
law enforcement purposes. 

50 U,S.C. § 1 801(1). (_D) 
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In the place of individ:t:.talized FISA Court orders, the Protect America 
Act also inserted several ptovisions into the FISA statute to govern the 
acquis.ition of communications from persons {'reasonably believed to be 
outside the Ut1ited States." These provisions at1thorized the Attorney 
Gener� and the Director of National Intelligence to acquire foreign 
in telll.gence information concerning such persons for up to one yea.r, 
ptpvided these officials certified that there are reasonable procedul"e

s in. 
place for the government to determine that a target is reasonably believed to 
be outside the United States and that the acquisition ofthe foreign 
inteJ!igence therefore is not "electronic surveillance�' under the. amended 
definition of the tenn,316 The targeting procedures accompanying the 
certifj.cation had to be submitted to the FISA Court for approval) bC;tsed on 
the clearly erroneous standard, within 1 20 days of the Protect America Act's 
enactment. However, the certification was not required to identify · specifit 
fcu;:ilities or places at which the acquisition of foreign intelligence 

· 

information would be directed. 317 (U) 

Jn addition, the Protect Arnetica Act authorized the Attorney Gerietal 
and the Director of NationcU. Intelligence to direct a person 
(telecommunications carriers) to provide the government with ''all 
h1fofD,1atiop,, facilities, and assistance necessary to accomplish the 
acquisition in such a manner as will protect the secrecy of the 
acqtiisitiort . . . .  '' Protect America Act, Sec . 2(e). The Protect America Ad 
also allthorized the Attorney General anq the ·  Director of National 

The Protect America Act addressed this issue by excluding all 
.;;;u•aJ.".-" rl,.,..,,..�'�,·rt at persons reasonably believed to be outside the United States. 

3Ifi The Attorney General and the Director of National Intelligence also had, to certify 
that the acquisition involves the assistance of a communications service provider; that a 
"significant purpose" of the acquisition to obtain foreign intelligence information is for 
foreign intelligence purposes; and the minimization procedures to be used with the 
acquisition activity comport with Sci U.S ;C. § 180 l (h) . Protect America Act, Sec. 2; codified 
in FISA at 50 U.S.C. § 1805B(a) ( 1 )-(5). (U) 

317 The Protect America Act left unchanged the procedures for acquiring foreign 
intelligence information by targeting foreign powers or agents of foreign power inside the 
United States,  as well as the procedures under Executive Order 12333 Sec . 2.5 to obtain 
Attorney General approval before acquiring foreign intelligence information against a U.S.  
person outside the United States. Thus, FISA orders issued prior to the enactment of the 
Protect America Act, and FISA orders, including applications Jar renewals, sought after 
enactment of the Protect America Act but not pursuant to the Act's amendments 
(acquisition of foreign intelligence information from targets outside the United States) were 
still subject to FISA as it existed prior to the Protect America Act. The Protect AmeriCa Act 
also provided, by means of an "opt�out" clause, that the government did not have to use the 
new procedures for new applications and could instead file applications under the 
provision s of FISA as it existed before the Protect America Act. See Protect America Act, 
Sec. 6(b) . (U) 
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Intelligence to seek the assistance of the FISA Court to compel compliance 
with such directives, and implemented procedures for the 
telecommunications carriers to challenge the legality of any such 
ditectiVes.31B (U) 

The Protect America Act authorized the Attorney General and the 
Pi:t�ctor ofNl:ltio:p,al Intelligence tq ·is.sue orcl.ers without individucilized FISA 
·Court approval for up to one year targeting persons reasonably believed to 
be outside the United States . ·  ·These ()rd(;!ts remaine:d in effect ()eyond the 
expiration ofthe Protect America Act on February 16, 2008. (U) 

On August 10, 2007, the Attorney General and the Director of 
National Intelligence filed a certification With the FISA Court, as required 
undet the Protect America relating to surveillance of persons · 
reaso;nably believed to , 

selectors under Judge Vinson's Order 
were "rolled over" to the new Protect America Act authority. A Deputy 
Assist€illt Atto;rney General in the National Security Division. familiar with 
the transition. of Stella:r Wirtd to FISA Court authority told us that the 
gbven:i.ment also began to ''build new selectors'; under the Protect Artlerica 
Act a;nd worked toward restoring the universe of foreign selectors that wete 
first authorized for ta;sking under Judge Howa.rd�s January 2007 Order 
w!len content collection under Stellar Wind initially had migrated to FISA 
Court authority. (TS/ /81//Nlf) 

Although the Department viewed the Protect America Act as an 
adequate temporary fix to those provisions of FlSA seen as outdated 
because ofchanges in telecommunications technology� Department officicils 
continued to press Congress for more permanent modernization legislation . 
(U) 

JIB The Protect America Act also stated that any person providing assistance to the 
government pursuant to a governmental directive would not be subject to any cause of 
action for providing such assistance. However, the Protect America Act did not grant 
retr.oactive legal immunity to any "person," a term defined in FISA to include "any group, 
entity, association; corporation, or foreign power." 50 U.S.C. § l80l(m) . On August 22, 
2008, the FISA Court of Review upheld as constitutional the Protect America Act provision 
authorizing the Dir�ctor of National Intelligence and the Attorney General to direct a person 
to assist the government in im-rlementing the Act. See 'In Re: Directives [redacted text] 
Pursuant to Section 105B of the Foreign Intelligence Surveillance Act, No. 08-0 1 .  (U) 

263 
'lf'OJFl 2ECH'1f//9'1ffuW//HCS/SK//<O>RCON/NOJl£i!9RN 

b l, 
b3, 
b7E 

b l, 
b3, 
b7E 



..2JPeP SECRET//STll'JJl/HCS/SI//ORCGN/NGlFORN 

JB. The FXSA Amendmuents Act of 2008 (U) 

On July i 1 ,. 2008, the President signed the Foreign Intelligence 
Surveillance Act of 1978 Amendments Act of 2008 (FISA Amendments Act) . 
This legislation, composed of four titles, replaced the Protect America Act 
with similar but more comprehensive surveillance authority� The provisions 
ofthe FISA Amendments Act expire; with limited exceptions, on 
December 31 , 2'0 1 2 .  (U) 

A chief objective of the FISA Amendments Act was to change the rules 
for intercepting the electronic communications Of persons reasonably 
b�lieved to be outside the United States when the acquisition occurs fu the 
United States.  As discussed above, the Protect America Act accomplished 
this by amending FISA's definition of "electronic surveillance" to exclude tilis 
activity from FISA requirements , The FISA Amendments Act took a different 

approach. Instead of excluding the activity from the statute's definition of 
"electronic surveillance," the FISA Amendments Act created a new title in 
FiSA to govern how the government may conduct this electronic 
surveU1ance. Under this approach, the FISA Amendments Act, unlike the 
Protect America Act, distinguishes between the targeting of non-U.S.  and 
U.S . persons reasonably believed to be outsidethe. United States .3I9 (U) 

For non-U.S. persons; the new title created. by the FISA Amendments 
Act provides for surveillance authority similar to the Protect America Act. 
Instead of requiring the government to obtain individualized orders from the 
FISA Court to intercept communications of non-U. S.  persons reasonably 
believed to be outside the United States , the FISA Amendments Act 
authorized the government to conduct any such interceptions for a period of 
up to one year provided that it adopts, and the FISA Court approves ,  general 
targeting. procedures desigi1ed to ert:;;ure that the new authority is not used 

319 The Senate Select Committee on Intelligence (SSCI) prepared a 
section-by-section analysis of the FISA Amendments Act of 2008 explaining the significance 
of the FISA Amendment Act's approach. According to the SSCI report, the goal of the 
Protect America Act in redefining the term "electronic surveillance" was to exclude the 
surveillance of persons outside the United States from the individualized order 
requirements of FISA. However, a consequence of the term's redefinition was to broadly 
exempt foreign surveillance activities both of non-U.S. and U.S.  persons outside the United 
State s , The FISA Amendments Act of 2 008, instead of adopting the Protect America Act's 
modified definition of "electronic surveillance," expliCitly stated that the targeting of 
non-U . 8 . persons outside the United States shall be conducted. under the n ew FISA 
procedures, which does not require an application for a FISA order. In this way, the FISA 
Amendments Act accomplished the same goal as the Protect America Act without 
exempting the targeting of U .8 . persons outside the United States from FISA's 
individualized order requirements. (U) 
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to. dir�ct surveillance· at persons within the United States or at U .S.  persons 
outside the United Sta�es.320 {U) 

In contrast, to conduct U.S.-"based surveill@ce of u.s� per$ons 
reasonably believed to be located outside the United States; the FISA 
Amendments Act requires the government to obtain individualized FISA 
Court orders for 90-day periods based on a showing of probable cause to 
believe that the U.S. person is outside the United States artd is a foreign 
power or an agent, ofncer, or en1ployee of a foreign power. S-uch 
surveillance previously was govemed by Executive Order 12333, and 
requited only a certification from the Attorney General, not the FISA Court. 
(U) 

Cqmpared to Stellar Wind, the FlSA Amencl,ments Act provides the 
government broader authority to acquire irt the United States·, with Court 
supewision, the communications of non-U.S. persons reasonably believed to 
be iocated outside the United States. Under Stellar Wind, the NSA was 
aUthorized to collect C0lllffi1lnlCations where there WaS probable Cause to 
believe t1J.e communications originatecl or terminated outside the United 
Sta,tes artd a party to the corhnlunicatiohs was a1 Qaeda or a group affiliated 
with al Qaeda,�. Under the FISA Amenciments Act, the NSA is authorized to 
coliect in the Unite.d States any communications of non-U .S.  persons 
re;as<Jn:ao.Lv· believed .to .be located ot1tside the United States, provided 

. the . ert�ins to intelligence; 

320 Like the Protect America Act, in addition t o  these targetfug procedures the 
certification the government is required to file with the FISA Court must also contain 
nihilinization procedures and. state that a significant purpose of the acquisition that will be 
conducted is to obtain foreign intelligence information. However, unlike the Protect 
America Act the FISA Amendments Act does not limit the FISA Court's review of the 
targeting procedures to a "clearly erroneous" standard. On August 5, 2008; the 
government submitted to the FISA Court a certification pursuant to the FISA Amendments 
Act. On September 5, 2008, the Court approved the certification and the Use of the 
targeting and minimization procedure s the government submitted. (8//NF) 

321 On the other hand, the FISA Amendments Act does not similarly broaden the 
government's authority to conduct surveillance of U.S. persons reasonably believed to be 
located · outside tl:le United States .  The Presidential Authorizations did not distinguish 
between U.S.  and non�U.S.  persons, and the NSA was authorized under Stellar Wind to 
interce:pt the communications of U.S. persons (domestic selectors) provided the 
communications o:dgiti.ated or tenninated outside the United States. 
(Ts' 'sTL,H , �m I I oc INFr . 1 r · •vr I I T l · 
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lri Chapter'Thr�e, we noted that under certain ch"cumstances 
.� :: 

undertook measures to identify and correct incidents 
nder Stellar Wind, and the government described the issue 
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V ;. <DIG Analysis (U) 

As discussed in this chapter, the government's effort to transition 
Stellar Wind from presidential authority to FISA, which began in March 
2004, ·eventually resulted in all three baskets of collection being authorized 
by FlSA. While thelegal theories supporting this transition were aggressive, 
we believe that the Department could have and should have pursued 
transition to FISA as a viable legal alternative. earlier than it did, rather than 
operatE! �spects of the Stellar Wind program solely under presidential 

· · .th· · 't fi · 
· 1 · f,PS 1 18�bu1 1 18!' '88 'NF) au . on y or severa years. � r 7 stv  1 r r  r 7 � 

In Chapters Three and Four we discussed John Yoo's 200 1 and 2002 
memoranda concerning the legality of Stellar Wind and his contention that 
FISA rE!presented an unconstitutional infringement on the President's 
Commander-in-Chief authority under Article II of the Constitution to 
cqnduct electronic surveillance during wartime. We recognize that Yoo's 
analysis was to some extent a response to the extraordinary circumstances 
that confronted the federal government immediately after the September 11 
terrorist attacks and its effort to take emergency steps to thwart what many 
officials believed was an imminent second wave of attacks. Yet, even if one 
agrees with Yoo's Article II analysis and supports the decision to enhance 
outside the judicial or legislative process the NSA's signals intelligence 
collection capabilities, we believe there are strong countervailing 
considerations that favored attempting to transition the program to FISA, 
especially as Stellar Wind became less a temporary response to the 
September 1 1  attacks and more a permanent surveillance tool. 
{TS' 'ST�T I 'SI I 'OC 'NF) I J V{ I I I  I 

Chief among these considerations was the Stellar Wind program's 
substantial effect on privacy interests of U.S.  persons . Under Stellar Wind, 
the. government engaged in an unprecedented collection of information 
concerning U.S.  persons. The President authorized the NSA to intercept, 
without judicial approval or oversight, the content of international 
communications involving many U.S.  persons and the NSA collected large 
amounts of non-content data about U. S .  persons ' domestic and 
international telephone calls and to a lesser extent e-mail communications 
for possible analysis consistent with the extant Presidential Authorization. 
We believe the FISA Court, as an Article III court and the judicial authority 
charged by statute to oversee U.S. -based electronic surveillance and other 
collection activities affecting U . S .  persons for foreign intelligence purposes, 
was the appropriate entity to monitor and approve such broad acquisitions 
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of U$. -person information conducted under Stellar Wind.322 
(TS I I STG'.V 1 iSI1 10CtNF) . n / i  T1 I 

Second, as several Justice Department and NSA officials cpmrnented; 
the FISA statute offered a ''firmer footing" for the NSA's collection activities 
under. Stellar Wind� As discussed in Chapter Three and Four, the 
aggre ssive assertion of Article IT authority on which Stellar Wind we;rs based 
largely reflected the legal reasoning of a single Justice Department attorney 
wor1dng alone, withoutadequa.te review or scrutiny of his analysis, As we 
also concluded, this led to a flawed legal analysis on which the program 
rested for ·several years . This approach also led to a contentious Q.ispute 
between Department and White House officials in 2004 involving renewal of 
aspects of the program. By contrast, the FISA statute provided ah 
alternative basis for Stellar Wind-like collection activities that we. believe 
should hEJ..ve been considered, and pursued, much earlier by the 
Ad. .. . . . · .i-:.- t' . . . (!'flS I 'S!fb"'lT I 18I I 'GG 'NJ£) · IDlnlS ua 1011 • .  ��!J vv I T  fl 1 

In this regard, the White House's strict control. over the Justice 
Department's access to the program lessened the opportunity for lawyers 
with relevant expertise to advise the Administration on the viability of 
working within the FISA statute to achieve the same operational objeCtives 
as tJ:le Stellar Wind program. Moreover, as the limited number of 
I:)epartment read-dns persisted, meaningful consideration of FISA as an 
alternative to presidential authority for the progra:in was limited,323 
(TS i 1STU17 I 'SI I 'OC ;NF) T/ v<r(l T T  I 

322 For instance, under Stellar Wind the meta data querying standards did not 
include restrictions on acqurring data that may have been based solely on the exercise of 
First Amendment rights. When these activities were placed under the FISA Court's' 
supenision, the Court required thatthis intelligence-gathering activity adhere to the FISA 
standard that an e-mail address or telephone number cannot be targeted for acquisition 
based solely on activities protected by the First Amendment. !TS.If.STIXVJ/8!//0C/NF) 
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We also fci'Llhd there were operational benefits to transitioning Stellar 
Wind to FISA. The PR/TT and· Section 2 1 5 Orders to collect e-mail and 

The transition of Stellar Wind to FISA authority, together with the 
passage of the Protect America Act, allowed the NSA to begin the process to 
Close, .or "de-compartment," the Stellar Wind program. This change , Which 
was Pot cornpleted until mid-2008, has allowed agents in FBI field offices 
g:rt::�tet access to information about the telephone numbers and e-mail 

bl,  
b3, 
b7E 

addresses "Qeing provided as leads. As de b l ,  
,.......,,.,.... , ... ,· "'"'"' aint of agents who were and b3, 

was. the lack of detail provided about the nature of the b7E 
"""v��.cu contacts and the foreign entity allegedly invoived with 

r., ...... ,... ...... sm that was one of the communicants . These details often were not 
provided because of the highly classified and compartmented nature of the 
Stellar Wind program. Now that .such information is gathered under FISA 

· 

authority and not co111partmented as it was under Stellar Wind, it is 
classified at a level that allows agents in FBI field offices to gain access to 
aclditionaldetails upon request.324 (TS//B'FVlf//SI//OC/NF). 

We recognize that Stellar Wind's transition to FISA resulted in the 
irrmqsition 9fnew responsibilities and conditions on the exercise of these, 
urtprecedented collection authorities. In the PR/'IT and Section 2 1 5  Orders, 
the FISA Court imposed significant oversight measures that were not 
required under Stellar Wind. To be sure, the government, particularly the 
NSA, must devote substantial resources to ensure compliance with these 
oversight measures. Yet, we believe that such requirements are 
appropriate, given the massive amounts of data collected and the potential 
impact on the privacy interests of U.S .  persons. f!tS//STVN/ /81/ /0C/NF) 

We also recognize that the transition of content collection from 
p residential authority to statutory authority under FISA resulted in 
significant diminution in authorized surveillance activity of the content of 
communications. We described in this chapter how first under Judge 
Ho\vard's Order, and then more significantly under Judge Vinson's revised 

324 Chapter Six of this report discusses FBI agents' improved access to 
program-derived information under FISA after the Stellar Wind program was closed. 
(TS//SI//PTF) 
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Grc1er, the NSA placed increasingly fewer foreign selectors 
· 

as cornpared to Stellar Wi&d. The NSA was .�.a.-:•:ro.;u 
foreign selectors under Stellar 'Win 

1-'J-I.l.L',"•c;;.L.L'U·�+ in December 2006, but placed foreign selectors under' 
surveiHapce coverage under Judge Vinson's IVIay 2007 Order. National 
Se¢urity · · they·successfully added 
appr.oxima selec;tors vnder the terms ofthe 
Courfs Order. .f-H�..f-+ln-:t-ft!rf-H--H+++�-±rfttll'+ 

However, we believe that such broad surveillance and collection 
activities conducted in the United ·States, patticu1arly for a significruit pei'iod 
of time, sho11ld be conducted pursuant to statute andjudicial oversight, 
evert though this resulted in a diminution of foreign selectors due to 
resource .issues.  We also believe that placing the activities under Court 
supervision provides an important measure of accountability for the 
go'v<;:tnmenes conduct that is less assured whep the activities ate both 
authorized and supervised by the Executive Branch alone.s2s 
(TS r Jsxvw t isi t 'OG iNFJ . I r. · '• I I I T I 

In sum, we concluded there were compelling reasons .to pilrsJ,le 
beginning the process of tran . · . . n :;t.ctivities of Stellar 
W{nd to FISA authority earlier 004. 'I'hese inCluded the 
progra.rn's large collection of information, a,bout u.s� persons, wpigh 
warranted judicial oversight; the instabl.lity of the legal reasoning on Which 
the progrcu!l rested for several years; and the substantial restrictions placed 
on FBI agents'access to and use ofprogram-detived' i!lformationdu� to 
Ste11ar Wind's highly classified status.  We acknowledge that trartsitioning 
Stellar Wir1d's collection activities to FISA would have been an enorrn,ou$ly 
complex and time-consuming effortthat rested upon nove1 1nterpretations. 
and uses of FISA that not all FISA Court judges wo1;1ld aut:11ori.Ze. 
Neve�theless, the events described in this chapter demonstrate that a fttll 
transition to FISA authority was achievable and, and in our judgment, 
should have been pursued earlier. ff8//8TUV/ /SI/JOCJNF) 

considered limitations in the FISA statute as it applied to the acquisition ·Of 
communications in the United States of persons located outside the United States, 
especially non-U.S. persons. In this way, transitioning StellarWind's content collection to 
FISA helped the government make its case to Congress irt concrete, non-'hypbtlietical terms 
for modernization legislation amending the statute. (T8//8TTJ.Vf/8I//OC/NF) 
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The preceding .chapters examined the evolution of the Stellar Wind 
program and its transition from Presidenticd Authorization to FISA 
aq:thqrity. 1!1 this chapter, we examine more dqsely the FBVs involvement 
in StellarWind and the impact the program had on FBI counterterrorism f·-r.·· . t · · .  f:PS I '8!ff:;'tH I 'Sf' '88 'NFJ-e 1or s, 1 1 �� vvn � 1 r<�f� 

the codename for the proj ect, Classified at the Secret 
level, that the i-q September 2002 to disseminate Stellar Wind 
information to FBI field 'offices in a manner that did not disclose the source 
of the.irtformation by which it was acquired. The FBI 
originally an administrative file to serve as the 
rep6sito:rj for all comniuhicatw:qs FBI Headquarters disseminated to FBI 
J1eld offices relating to Stellar Wind information, as well as all 
communications FBI Headquarters i"eceived from field offices reporting the 
res.ults of any investigation conducted in response to the "tipped" 
information originating from Stellar Wind. 2006, the FBI 
Ppened an investigative file under the 326 
(TS// STL'N//SI/ /OC/NF) 

Section I of his chapter summarizes how the FBI used to 
djsseminate Stellar Wind information to FBl field offices. 
de$cribes the FBI's decision in mid.,-2003 to make its headquarters-based 
Communications Analysis Unit (CAU) , instead of FBI field offices , 
re:3ponsible for issuing National. Security Letters (NSL) to obtain. subscriber 
· ·· · hone numbers (basket 2 of Stellar Wind) disseminated 

Section III discusses the role the FBI played, 
'""":5.u. .... .u ........ 5· 1n approximately March 2004, in the process to ''scrub" 
international terrorism FISA applications for Stellar Wind information, 
(TS//STVV!//SI//OC/NF) 

Section IV of this chapter examines the impact of the information 
obtained from Stellar Wind on FBI counterterrorism efforts . It first provides 
statistics concerning the number of tippers the NSA derived from Stellar 
Wind information - telephony, e-mail, and content - disseminated to FBI 

>11!6 As discussed in Chapter preceded by 
the FBI created in October and disseminate Stellar 

1/ihd'-dlerived information. (T8//8TLVl/fSI//OC/NF) 
327 The CAU is the successor to the Telephone Analysis Unit (TAU), which the FBI 

·crea..ted after the September 1 1  terrorist attacks to analyze telephone communications. The 
CAU assumed TAU'.s responsibilities in late 2002 . (8//NF) 

27 1 
TOP SECRE'f//S'lfWJ/ /HC�/W!P[/ /GRCON/1\HJFOM 

bl ,  b3, 
b7E 

bl ,  b3, 
b7E 

bl ,  b3, 
b7E 



field offices thwugh th Next,. it describes. bow FBI 
field offic:es generally investigate · and the typical res:ults 
oft}J_e inve::;tigationf] . The section thr;n · . · . ·  .. . . . two statistic?:! 1:\:urveys 
of theta data tippers the FBI conducted ip 2006 to assess the value of Stellar 
Wind to FBI operations, apd describes obse:rVa,tiC:ms ::tbout the program's 
contribution and value provided .by FBI officials a,nd employees in OIG 
ihtervie:ws<and contained in documents the OIO obt�ined dt:lrirtg the course 
of this review, In addition, the sectio!l examines. five FBI international 
terrorism investigations commonly cited as examples of Stellar Wirtd's 
contribution to co:urtterterrorism efforts .in the Unite.d States;328 
(TS IISTLJXT ' 'SI ' '00 1NF) n vrn TT I 

Jr. 

Lastly, Section V of this chapter contains the OIG's analysis 
impact on FBI operations, (S/ /NF) 

(S I 1NF). II 

n,..,,,...""SS was managed by a group of FBl employees 
from as "'rerun 10/' who in February 2003 were assigrted 
full-time to the to work on the Stellar Winci program.329 Team 10 was 
d�scribed to us as a ((conduit'' and a ('curtain" petween Stellar Wind and the 
F13I, in tl1:9,t 1'eam 1 O's chief responsibility was to qisseminate Stellar 
Wind-derived information to FBI field offices for investigation without 
disclosing that the NSA was the source of the information or how the NSA 
acquired the information. (1'8//STVl.l//SI//OG/NF) 

Team 10 initially was staffed with two FBI special agents (bne of 
whom served as supervisor) and two analysts; The CAll subsequently 
replaced one . agent position with a third analyst and later . added. a fourth 
anEl,lyst. At the NSA, Team 1 0  was co-located in a large open, space with 
dozens of NSA and other Intelligence Comll:lunity personnel assigned to the 
Stellar Wind progrrun. Each team member was provided a computer with 
direct access to NSA information associated with Stellar Wind. The NSA 
told the OIG that Team 10 members worked at the NSA under the authority 
of the NSA Director and as such were required to adhere to NSA 
minimization rules and attend the same training as NSA employees . Team 
1 0  members also were provided access to Stellar Wind-related systems and 

328 As noted above, our report examines the FBI's role in the Stellar Wind program 
and does not review the use of the program by other agencies, such as the CIA. (S//NF) 

329 The CAU is orgariized into ten teams, nin.e of which are responsible for providing 
communications analysis support to specific field offices and .FBI Legal Attaches (Legat) . 
According to an FBI organizational chart, Team 10 supports "Off-site Intelligence 
Community Special Projects." Team lO was exclusively responsible for �UO.LU:lf5'"E 
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databases, and had access from their '-'<V.LL.._ ...... . 
Automated Case Sl1pport (ACS) system · 

the bl ,  b3, 
b7E 

'T. s.' 'STL. w.' 1 18I uoc 'NF' \ 1/ . · . . 1/ . / ( I '  

The process disseminate Stellar Wind 
similru· the FBl established undet tb 

.describ�d in. Chapter Three. In short, the NSA provided Top 
$ecret,. compartmented Stellar Wind· reports to Team 10, . 
convetieci the ipfon;nation into Secret, non . 
electronic (EC) and disseminated the cojmrn:uhi<�atiorls 
referred to as ers/' to FB1 field offices for appropriate 
action;�so The . was applied, with some differences, to 
each of Stellar "baskets" of information. The vast majority of 
Stellar Wind reports involved the NSA's analysis of telephony meta data -
thatis, 'basic information such as date, time, and duration, about contacts 
between foreign and domestic telephone numbers for which the NSA 
determined there was a reasonable articulable suspicion to believe were 
related to a1 Qaeda or an affiliated group;331 fTS//STLVl//81/fOG{NF) 

C included a paragraph that summarized the 
ect explained that the CAU could not disclose the 

source information contained in the EC, but that the information 
cf:tip.e from a ''sensitive and highly reliable" source .  Each EC also included a 

the field offices that the information provided by the 
source could be used for "lead purposes only" and .could not be 
d into any affidavit, court proceeding, FlSA application or 
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uncla::;;sified investigative file." In addition, each ECassigned a 
'1lead'� that instructed the field offiCe what · 

· if 
rega,rding the information provided. We further describe . ... . 

and . FBT field offices ; handling of thetn in Section IV of this 
chapter. (TS//STL\V//81//0C/NF) 

. Before Team 1 0 disseminated Stellar Wind:"derived infQrmation to field 
nffices, an analyst queried FBI dat�::�.bases for relevant information about the 
t�leph;one number, e-J.UaH address, or individual (in the case of a content 
report) identified in the Stellar Wind report. These queries often identified, 
fat example, subscriber information the FBI previously obtained for Stellar 
Wilid telephone numbers as part of a prior FBI investigation, or active 
counterterrorism investigations in which the subscriber to a Stellar 
Wii1d'""targetecl number was the subject or in: which the number1 and 
s0meti:J:nes the subscriber, Were referenced. Team. 10 analysts also checked 
public anci co!Iltnercial databases, most corn:rnonly in connection 

· . checks sometimes identified the spe 
dmrtaih narnes the 

.�\o.�v.IJ�lU'�lv number OF e-mail add,ress was 
included in the EC as a "CAD Comment,, or an 1'Analyst 
Cor.nrnent" to differentiate the FBI information from the information 
provided by the Stellar Wind source.332 (TS//S'fLW//81/ /OC/NF) 

Over time, Team 10 began to do more than receive and disseminate 
program-derived information. For example, Tearn 1 0  occasionally submitted 
telephor1e i::tqrnbers to the NSA for possible querying against the databas� 
containing the bulk telephony meta data collected under Stellar Wihd.333 

3;32 In this respect, Team 1 0  handled Stellar Wind content reports differently from 
meta data reports. Team 10 analysts typically did not perform additional analytical work 
on the information provided in Stellar Wind content reports other than to identify arty FBI 
cases to which the information was relevant. For example ,  a content report might 
summarize intercepted communications indicating that an acquaintance of the subject o f  
a n  FBI investigation i s  traveling t o  o r  from the United States. The connection between this 
Stellar Wind information and the re1evant FBI investigation wotild be reported in 

-E. ·C (TS ' 'S1'b"' i 'Si i 'OC 'NF) 
· II =a n rr 1 

333 As described in previous cllapters, the purpose of the bulk collection of meta. 
allow the NSA to use analytical tools such as contact 

identify known and unknown individuals associated with 
al Qaeda an .  . The technique involves querying the telephony or e-mail 
database with a number or address for which an analyst had a "reasonable articulable 
suspicion" to believe was used by persons involved in al Qaeda or an al Qaeda affiliate, and 
then examining any contacts with that number or address. (TS//STLWf/SI//OCfNF) 
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The telephone numbers Team 10 provided typically \¥ere obtair1ed from the 
.FBI's c1om¢stic and international counterterrorism operatjons� sucl:l as a 
number identified during a phone conversation monitored undc:;r ·FISA or a, 
number found in the address book of a subject arrested abroad. The NSA 
conduGted independent analysis to determine wh�ther telephone numbers 
(or e-mail addresses) provided by Team 10 met the querying st[3.ndard 
est1:l,pli:shed: by the Presidential Authoriza,tions fuat governed Stellar Wind 
(that i�, a re�sonable articulable suspicion to believe that communications 
frb1n the· telephone number relate to al Qaeda or ah affiliated group),334 
(TS 1 'STLnr 118I 1 'OC 1NF} / /  . . . .. . W[J I I  I 

Team 1 0  also contributed to the NSNs draffirtg process for . Stellar 
Wind reports . Telephone numbers and e-mail addresses identified through 
queries of the data,bases that contained the bulk telephony and e�mail meta 
data were reviewed by NSA analysts to determine whether the contacts 
should be reported to the FBI in a Stellar Wind report. Team 10 
participated in this process by reviewing draft reports and ptoviding any 
information from Fl3I databases that might be releva:ht to this 
determ. 't'nat·l·on 335 (TS 1 1STVxr 1 18I 1 '00 'NF) · · . Tl n J J · II . · I · · · 

We w�re told that one of the benefits of Te� lO's presence at the 
NSA arid its involvement in the Stellar Wir1d report drafting process Was an 
.imprcfit�ment in the quality of the infpnn�tiop disseminated to FBI field 
offices. For example, the FBI Su,pervisory Special Agent (SSA) who 
supervised Tea:tn 10  from April 2005 to July 2006 told the OIG that he tried 
to reduce the NSA's reporting of telephone numbers that were several hops 
removed from the telephone number linked to al Qaeda or an affiliated 
terrorist group. He said . that he wanted Team 10 to disseminate "solid 
nUll1bets with value," not numbers with questionable 

blic telephol:tes; for example) 
The FBI SSA said that the NSA expressed 

334 'ream 10 analysts submitted such telephone numbers to the NSA electronically 
through "Requests for Information," or RFis, which is the formal process by which the FBI 
and other agencies provide leads and request information from the Stellar Wihd, ••• 

indicate that from April 2002 to January 2006 the FBI directe 111 
to NSA analysts for possible analysis under Stellar Wind. The records do riot 

the disposition of each RFI. (TS//STV.V//81//0C/IiTF) 
335 The NSA developed formal "checklists" to guide the Stellar Wind report drafting 

process for telephony and e-maiL tippers. The checklists include over 30 steps that NSA 
analysts were required to complete, and a supervisor had to approve, before a report could 
be distributed to the FBI or any other Stellar Wind customers (the CIA and National 
Courtterterrorism ·c�nter) . A significant feature of the checklist from the FBI's perspective 
wa� the requirement that NSA analysts check any telephone numbers and e-mail addresses 
in a draft report with the FBI and "make best effort to include FBI . . .  data iri [the] tipper.'; 
'me· · . , 'SrnL''' ' ' ST !  '68 'Nnn 
I Lc I I  Tr.iVV I I  • ., T rrn:-, 
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that it could not fores�e whether any particular contact,. although remote, 
might prevent the next terrorist attack, and did not Want to. finditse1f in the 
po�ition of defending its decision not to pass that number to the FBJ. 
However, he said . hnproVe the quality of 
irtfonnation such as for the domestic contacts that 
were re.ported and · ts about the contacts.336 
(TS l ISTVXT I ISJ I IQCJNF) (/ . nn . · .  rr . l 

A,s discussed in Chapter Five, the govermnenttransitioned Stellar 
Wind's bulk e.:mail meta data · collection . (basket 3) to FISA authority· iii July 
2004 with the Pen. Register /Trap and Trace Order, bulk telephony meta · · 

data colle.ction (basket 2.) in May 2006 with the Section 2 1 5  Business 
Records Order, ahd content collection (basket 1) in January 2007 when the 
FISA Court granted the govemment's domestic and foreign · sdectors 
applications. (TS//STLV.l//SI//00/NF) 

However, after the transition was completed the NSA continued to 
produce reports within the Stellar Wirid coii1partinent to the ·:Fl3r and other 
program customers, even tho1.1gh the information contained in. the reports 
wtJ..s derived from the FISA�authorized collection activities .  

· 

th,e FBX continued to disseminate the information under 
process. The Gll.rrent Team 1 0  supervisor told us that this "'""'"'�...,, ... ..., •. .�:., .... v "'"'"''-'-"'•'-' 
after consultation with the FBI's Office of the General Counsel (OGC), was 
made to adhere to the FISA Court's continuing requirement that 

· 

international terrorism FISA applications be scrubbed for Stellar Wind 
information (the procedure for which is described in Section III of this 
chapter) . (fS//STL\V//81//0C/NF) 

The NSA received permission to begin the process to close� or 
"de�compartment," the Stellar Wind program aft�r the Protect America Act 
was passed in August 2007. In mid-2008, the NSA officially closed the 

to 
program and discontinued issuing "Stellar 
2008; .the FBI initiated a new investigative file, 
disseminate the NSA's FISA-derived information, The Team 1 0  supervisor 

336 The NSA told us that one of the difficulties it faced with the Stellar Wind 
program was that the NSA was serving two customers - the FBI and the CIA - but had just 
one set of reporting guidelines. This was so because the NSA 

defined 

he merrim'andtuh 
ational security investigations related 
of individuals believed to be assoCiated. 
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.� ..... u .. ·•·""iion process arid the. the 
.. . . . si11iila.r to whatoc:purred ..................... ,. 

How:�vf!t, o1le rtOtfl.ble difference is that the NSNs 
while Classified at the Top Sec:ret/ Se!lsifive Qompartrnented Information 
(TS/SCI) level, are not subj�ct to. tht;! highly restrictive Stellar Win4 

bl ,  b3, b?E 

·Cd!Ilpartment · . . · · whi6h f:rom an operational 
stapdpoint. can only include 
information Secret or · · . the FBI;s primary computer 
networK for disseminating cannot be used for Top Secret 
information. Unlike · · . . offices can now 
reqpest access to additio . pec;ause 
agents have the appropriate clearances.. Chapter Three and 
addressed below, the chief .critiCism · leads wa$ the lack of 
detailed information that could b.e provided to field agents about tippers 
becaus.e of the ];lighly compartmented nature.of Stellar Wind. 
(TS//STVil//SI//OC/NE'J 

u. ])eci�ion to Issue National Seeud�y Letters under 
Obtain Telephone Subscriber lrifotmation --:ti:i. f++�+ 

Fi·om AugUst 2003 to November 2006, as part ·of 
p:roc;ess the Communications .Apaly�is Unit (CAUl as responsibility 
from the field offices for . 

. . 
s'�curity Letters {NSLJ to obtain 

su,bscriber information · . .  . telephone number tippersA:3B 
. NS'.Lls were a,uthorized by the FBI's OGC and · issued pursuant· to the 
-project. As discussed be�OW;. 'however, ·. ·COntrary tq 
applicable FBI .investigative gt1idelines opened as. a 
non� investigative flle and therefore under FBI not have been 
used as the basis for issuing NSLs. (8/ fNF) 

The .FBI uses NSLs to obtain information from third parties suc;h as 
telephpne companies, financial institutions, Internet service providers, and 
consumer credit agencies.  NSLs, authorized by five specific provisions 
contained in four federal statutes, direct third pru·ties to provide •customer 
account information and transactional records such as telephone toll billing 

be associated 
�) 

33l;l Field offices remained .responsible for issuing NSLs in connection with. e .. mail 
address tippets, which was likely attributabl� to the comparatively low volume of e�mail 
tippers and the ability of field offices to handle them expeditiousLY: {S/ /NF) 
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:re.cords. 3·39 The OIG issued two reviews in 2007 and 2008 examining the 
FBI's 1.1s.e of NSLs;340 (U) 

Justice Department investigative guidelines issued by the Attorney 
General govern the. circl.unstances under which the FBI 1nay use NSLs. The 
Attorney General guidelines in effect during the Stellar Wihd program 
$-l;lthorize(i the FBI to issue NSLs relevcmt to and in the course ofan 
:;.tuthodzed national securitY investigation,a41 Further, FBI internal policy 
disiliiguishes between "investigativy files" and non-investigative 
"admiriistrative Jilesi' (commonly referred to as "control files''} . This 
distinction is riot a mere tech11icaiity. Investigative files, in the national 
security context, are opened based on evidence that a person, group, or 
or:ganization is involved in international terrorism. From October 2003 to 
September 2008, the Attorney General Guidelines required the FBI to 
provide summary reports to the Justice Department at the end of each year 

339 The four federal statutes are the Right to Finan�ial Privacy Act, 12 U.S. C. 
§§ 340 1�3422; the Electro11ic ComqninicRJ_tions Privacy Act(ECPA), 18 U.S. C. § 2709; the 
Fair Credit,Reporting Act, 15 U.S.(}. § 1681 et seq.; and the Natio11a1 Secli:dty Act, Sb 
U;S.C, § 436(a}(i) (2000) . NSLsissued under relied onthe ECPA.statute, which 
pmvicle:3 that the FBl may obtain subscriber information from a communications serv'ice 
provider if the FBI certifies that the ihformation sought is 

televant to an authorized investigation to protect 13.gainst international 
terrorism or Clandestine intelligence activities provided that such an 
investigation of a United States person is not conducted solely on the basis 
of activities protected by: the first aniendmelit to the Constitution of the 
United States . 

18 ,U.S.C. § 2709 (b)(2) (2000 & Supp. N 2005) . The statute also permits access to "toll 
bUlingrecdrds" or ''electronic communication transactional records ;'' 18 U.S;C, § 2709(a) , 
but require& a warrant for access to the content of telephone communications. See 1 8  
U.S.C. § 2511 (Wiretap Act) and 3 12 1  (Pen Register Act); see also 1 8  U.S.C. § 2702(b) (8) .  

(U) 
�40 The OIQ's first report on NSLs1 iss1,1ed in March 2007, was entitled, AReview of 

the Federal Bureau of Investigation>s Use of National Security Letters. The OIG's second 
report, issued in March 2008, was entitled, A Review of the FBI's Use Of Nettioiu1l Security 
Letters: Assessment of Corrective Actions aild Examination ofNSL Usage in 2006. {U) 

3�1 From March 8 ,  1999, through October 3 1 ,  2003, national security investigations 
were governed by the Attorney General's Guidelines for FBI Foreign Intelligence Collection 
and Foreign Counterintelligence Investigations (FCI Guidelines) . The FCI Guidelines were 
replaced, effective October 3 1 ,  2003, with the Attorney General's Guidelines for FBI 
National Security Investigations and Foreign Intelligence Collection (NSI Guidelines) . (U) 

The evidentiary standard for initiating an investigation is the sam.e 

, •• ..,t .... �·J > · under 
of such involvement. See · Guidelines, Section II. C. (October 
Section Ili.B. (March 8, 1 999) .  {5//NFT 
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a fiill rtatiorial secmity investigation continues. These requirements helped 
�nsure that there was sufficient1 ciocu111ented predicatio11 for investig;:1tive 
activities FBI agents sought to conduct; such as requestb.1.g NSLs. (8//NF) 

Control files, in contrast, . are "separate files e�tablishedfor the 
ptl.fpose of administering specific phases of an investigative I11atter or 
program/' The files do not require any predication and remain bpeh 
indefinitely without any reporting .r�quirements for national security 
· 

the September 2002 EC requesting that a 
be opened for Stellat Wind infomiation stated that 
· ·  

this project will better · serve the specific needs of 
the special project and will ;:1dd an additional layer of security for the 
source." The file has remained open since September 2002 without any 
official docume11tation of need or (As discussed below, in 

· the FBI opened· an investigative file; however, 
corttrol file was not dosed at th:at tirne.) 

Thus, in accordance , it was 
improper for the FBI to issue NSLs from control ·files during the Steilar Wind 
program. (S/ /NF) 

The GIG's March 2007 NSL report identified the 
one of two circumstances where the FBI was using .... �� .... w,·v.L 
investigative files to issue NSLs. The OIG report concluded that this use 
was contrary to FBI policy. However, our report also .. CAU 
officia:ls involved in the decision to issue NS.Ls from the control 
file 'th that the FBI had suffiCient . either to 

with existing preliminary or full investigations 
of a1 Qaeda and groups or to open new preliminary or full 
investigations in compliance with Justice Department investigative 
guidelines.  (S/ /NF) 
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As part .of our review of the FBI's participation in · · 
squght aclditiopal ex.planation Jot the use ofNSLs �·'""'.._.., .. 
were told the purpose of having the CAU instead of the field offices obtain 
approval Jar the issuance of' such NSLs was to make.the telephoriy tippe:rs 
more 1'a¢tional:Jle'' by ensuring that field offices at a minimum knew the 

. As described ih , the members 
(the predecessor to received 

camp agen · FBI field offices leads lacked 
direction a:l:Jout how to make investigative use · the telephone. numbers anc1 
did ;not provide sufficient information to open national-security 

· · 

was problematic seminated urider the 
and for a time d field 

information numbers . 
Thus, if agents could not locate the information in FBI or commercial 
databases, they faced a dilemma about how to proceed in the absence of 
yvhat they viewed as sufficient predication .  f(fS//STVJtl//81//0C/NF) 

The CAU's first Unit Chief (who served in an Acting capacity) 
blem in an EC distributed in January 2003 that addressed 

project. The EC stated, 

the nature of the information provided [in an 
lead] , field offices . may d,etermine this . intel1igence 

to predicate either a criminal investigation or an 
· · 

of someone in their territory. Some of 
may contain a request for a field offiCe to 

su scriber in their territmy, if possible, in addition to 
providing intelligence.  The identification of some subscribers 
might actually require a National (NSL) or a 
Grand Jury subpoena; however, control file 
would not be the appropriate legal authority for these requests. 
(S//NF} 
The Acting Unit Chiefs supervision of the CAU ended in February 

2003 .  In March 2003, another FBI Supervisory Special Agent (SSA) was 
appointed as the CAU's first permanent Unit Chief. He told us that when he 
joined the CAU he was aware that field offices sometimes did not obtain 

· · ation on tippers because some agents did not believe 
ECs provided sufficient information to open a national security 

investigation. The Unit Chief disagreed, based in part on his insider 
knowledge about how Stellar Wind operated . He said that he believed the 
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tippers contained sufficie;nt information to open prelirr.dnary bl ,  b3, b7E 
1mvestn5atlons and issue NSLs.343 (TS//STUvV//SI//00/NF) 

The Unit Chief wanted field offices at a minimum to kr:low the identity 
o:(.subscdbers of tipped telephone numbers.. He also said it was important 
to ascertain the correct identities of the subscribers at the time the tipped 
calls w.�re placed, The Unit Chi�f �tated that if the field office did not iSSl1e 
ah NSL for subscriber information promptly, or if the fielci office relied on:ly 
on pub.licly available information, the passage of time co11ld cause the user 
of the .phone to be misidentified. In addition, the Unit Chiefsaid that even if 
a tippet did notresult ii1 any investigatiVe value at the time of the tip, it 
rteverthe1ess was important to identify the subscriber .in the event the:; tipper 
beC:ame relevartt in the future or to another investigation. For all of these 
reasons, the Unit Chief said he took steps to make the CAU, instead of the 
FBI, field offices, responsible for issuing NSLs for telephone number tippers 
t:lnder the Stellar Wind program.344 (TS/ /STLVl//SI/ /00/NF) 

lri approximately U analyst was read into the Stellar 
Wind program to pro NSLs. The analyst told us she 
questioned the Unit Chief and the · 10 supervisor about whether it was 
pe:rrrtissible to issue NSLs out of a controlfile:; The Unit that 
.he was not aware at this time. that a control file such as •t:ould 
not be used to issue NSLs. (TS/ /STUN/ /Sl/ / OC/NF) 

The analyst vo1Uf1teered to approach FBI OGC and met with Marion 
''Spike!' Bowman of the OGC's National Security Law Unit to discuss this 
concerp. She said . .she that the CAU wanted to know if it 
could issue: NSLs view of its status as a control file . 
She said. she told Bowman that the · would seek subscriber information 
only and that field offices would be responsible for seeking related toll billing 
records if warranted by additional investigation. fPS//STL\V//SI//OC/NF) 

According to said that it would be permissible to 
issue NSLs out of file as long as only subscriber information 
was sought. The analyst said she could not recall whether Bowman 
affirmatively stated that issuing NSLs from a control file would be 

343 On January 16, 2003, 2 months before the FBI SSA was appointed Unit Chief of 
the CAU, Attorney General Ashcroft authorized the FBI to issue NSLs during preliminary 
investigations. Prior to this time, the FCl guidelines authorized the FBI to issue NSLs only 
as part of a "full investigation." (8/ /NPJ 

344 The Unit Chief told us that he did not believe it was critical at the preliminary 
stage to also obtain telephone subscribers' calling records, or "toll records," identifying all 
outgoing and incoming calls. ('PB//OTLW//Sl//00/NF) 

28 1 
� �EIC�ET//�'ll'VJ�J'//EfJC/IS/SJf//OROON/NOJFORN 

bl ,  
b3, 
b7E 

bl ,  
b3, 
b7E 

bl ,  b3, 
b7E 



TOP SlSCRlST//STlLW//lKCS/S!/ /�fJFN/NOFOM 

permissible or whether he merely agreed that it would be permissible under 
the conditions the analyst presented . 345 (TS / /STDl'l/ / SI I/ OG I NF) 

Shortly after the meeting , the CAU implemented procedures for 
that OGC issue NSLs to obtain subscriber information for each 
telephone number tipper disseminated to field offices that the 

was l19t already aware of or for which it did not have subscriber 
these procedures, the CAU analyst received a copy of 

EC with telephone nmnber tippers as they wereissued by 
Team 10 and drafted a separate approval EC to the NSLB that repeated this 
ihformaticm and requested that the NSLB issue NSLs for the numbers listed. 
NSLB attorneys were responsible for determining whether the NSL requests 
were ;'relevant to an authorized investigation," as required by statute.

· If the 
attorneys determined that they were, NSLs were drafted and signed by the 
Depl;ity General Counsel for NSLB and forwarded to the CAU for service on 
the appropriate communications service providers . The providers returned 
the re sponsive records to the Cj\U, which in turn disseminated the 
ipfor:matioil. to the a,ppropriate FBI field offices. From ·f·""'""�ih·a.'c'" November 2006, the CAU issued over 500 NSLs un 
(TS//STDN//SI//OC/NF) 

, 

We interviewed 
issuance practices under 
shortly after Joining the 
revieWing and 
said she 
NSLs LU.�''"""� 

·Counsel Julie Thomas about NSL 
Thomas was read into Stellar Wind 

2004. She was responsible for 
Ls requested by the CAU. Thomas 

the operational reasons the CAU began issuing 
stated that it was not until the OIG was 

of the FBI's use of NSLs in 2006 that she learned 
was a control file and the significance of this status as it related 

. said that the CAU's requests to NSLB to authorize 
identified the specific file nurnber associated 

with the that the CAU had initiated a prelimina1y 
inquiry in connection with the NSL request. Thus, in Thomas's view, the 
NSL being requested was ''relevant to" an authorized investigation, as 

345 FBI General Counsel Valerie Caproni told the OIG that she believes Bowman 
based his guidance to the CAU on the understanding that the NSA, by reporting a tipper to 
the FBI, already had established a reasonable articulable suspicion that the foreign end of 
the contact was related to al Qaecla or an affiliated group. Caproni said that in view of the 
hundreds ofal Qaeda investigations ding, Bowman likely concluded it 
was permissible to issue NSLs the subscriber information of tippers 
even if at the time there was not a to which each NSL could be 
connected. The Team 10 su

. 

perv

.

isor at this G that he r. ecalled the decisio

.

n 
to issue NSLs frorrm 1111 was based relationship to the FBI's 
ongoing investigations of al Qaeda and affiliated groups . l'ffrr-t'H'f�H-1'-RI-f+{::tfl.,C..W.:fi!.! 
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required by statute and Justice Department investigative guidelines ,346 
(TS ' 'STL11r1 'SI 1 'OC 1NF) .· i T  . w7 T I I I 

I-?:owever, Thomas said she: did not believe were 
improper even though they were issued froin a . stated 
tha.t the NSLs in fact were relevant to authorized international terrorism 
investigations in that the FBI was conducting hundreds of investig?.tions of 
al Qaecla and its affiliates at the time the NSLs issued. Thomas told the OIG 

· 

this position; in November 2006 the FBI converted 
an "umbrella investigative file" to reflect the program's 

w.v.LL"!JL.LLp· · · to international terrorism investigatior1s� (TS/ I SI//NF) 

'I'he OIG reviewed the communication from the CAU opening this 
invest�g9-tive file. It stated that a member of the U. S, Intelliger1ce 
Comrnu:qity [the NSA] reported to the FBI that al Qaeda members and 

b l, 
b3, 
b7E 

associates are using telecommunications systems to facilitate their terrorist 
activities,  that the FBI has independently determined that this is occurring, bl ,  b3, 

and thl3_t ''inasmuch that Al-Qa'ida is a multi-faceted and internatio11al b7E 

terrorism organization, the FBI has determined H is appropriate to open a 
full field inVestigative [sic] ." The communication stated that the CAU was 
using inforrn.ation obtained from the member of the U.S.  Intelligence 
Community to issue NSLs and that the results are disseminated to the 
appropriate FBI field offices. The communication also advised that. 

·ve leads associated with the investigation would be titled 
tcr protect the source of the iri.formation and the methods use 

obtain the information. (TS//8TL"W//8I//OC/NF) 

is taking a similar approach to �SLs under the 
office (instead of the CAU) is authorized to issue an 

vestigative file, even if the field office does not 
""'"LlS"-""'.LVJ.L and the tipped domestic telephone number ()r 

t to another open investigation. However; NSLs 
issued · can request subscriber and may not 
request transactional records, as was done under 
£TC' I I QI I / li.TF\ � Of (Ot(l 1-'t:f'-J 

The FBI's decision to restrict NSLs in this way was not 
required by law, but was an operational decision. As discussed below, FBI 

346 nl.lmber is Thomas told us that she 
did not realize designation stood for "Con In addition, in the approval 
ECs reviewed by the OIG that sought the issuance of NSLs, the CAU stated, among other 
things, that the source" reported telephonic contact between possible al Qaeda 
or other international terrorism entities and numbers in the United States and that "a 
preliminary CAD inquiry was conducted for the tJS telephone numbers reported by this 
source." (T5f/STUN//Sf//OC/PfF) 
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field offices addressed mo tippers by conducting "threat 
assessments'' to determine whether the tipper had a nexus to terrotism and 
warranted the field office initiating a or full investigation. The 
su bsctiber iriforrriatiol1 for a tipper is p"Lirposes of completing a 
thr�at assessment, The same is true for tippers, and the curn:nt 
Team . . 10 supervisor told us that it would iidt be a "good business" practice 
t0 cpllect transactionalrec;ords on a U.S.  person un.less a threat assessine.nt 
justified the field office initiating its own preliminary or full investigation of 
th . ·ct· ·· ·d· · "'1 f£8 1 1811 'N�} e lfl • lVl U i;;U, . � I I  I I � 

We . believe the FBI should have opened investigative 
file in July 2003 and used it to issue NSLs related to Stellar Wind 
information. The Justice Department investigative guidelines in effect at 
that time authorized the FBI to open full investigations of groups for which 
there wert! specific and articulable facts to believe were involved in 
international h::rrorism, su.ch as al Qaeda. However, the FBI decided to 
iss1,1e :Stellar Wind NSLs from an existing control file, which was contrary to 
F.B .. I ; t . . al . 1 '  f:PS I 1B'fb"'T I 'Sf i '88 1N:F} 

.•. . 1n ern po 1ey. 7�/ ��� w n n � 1 

We did not find evidence that offiCials from the CAU and OGC involved 
in the decision to use an existing control file to issue NSLs related to Stellar 
Wind information deliberately tried to circumvent FBI guidelines. The July 
2Q03 rationale for issuing the NSLs ou,t of the control file � the· close. 

· 

, relationship between the Stellar Wind program arid the FBFs ongoing 
irtvestiga:i:iohs of al Qaeda and affiliated gro1:1ps - · · 

was the 
reasoning used in November 2006 inv�stigative.file 
and in November 2008 to open the As we found 
in our March 2007 report concerning the 's use of NSLs, 
OGC officials involved in the decision to issue NSL.s from · . 
control file · that the FBI had sufficient 
either to connect the with existing preliminruy or full 
investigations of al groups orto open new preliminary 
or full investigations in compliance with Justice Department investigative 
guidelines.  Nevertheless, the decision violated FBI internal policy. 
(TS 1 ' 8TLm 1 18I 1 'OC 'NF) r r WJ r 1 1 1 

xn. &llll.d Scli"\lll.bbing lPll'ocess (TS//SI//NF) 
As discussed in Chapter Three, the Department implemented a 

process imposed by the FISA Court to "scrub" FISA applications to account 
for Stellar Wind-derived information. The objectives of the initial scrubbing 
process were to determine whether any NSA information contained in 
international terrorism FISA applications was derived from Stellar Wind and 
whether any of the facilities (telephone numbers or e-mail addresses) 
targeted by international terrorism FISA applications were also targeted for 
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Stt;:llar Wind collection (.corrtmonly referred to as dual coverage) . .  
{TS 1 'STVn / 1SJ 1 'OC 'NF) 

• () · vv Tf (} I . · 

The �crubbi:r1g process was cootdinated by the Justice Department 
and NSA, beginning in February 2002 after Judge Lamberth was read into 
Stellar Wind, In May 2002, Judge Kollat"Kotelly succeeded Judge Lamberth 
as Presiding J1;1dge of the FISA Court and contLn.lled the scrubbing 
procedures . However, whereas Judge Lamberth required only that he be 
notified of applications that contained Stellar Wind information, Judge 
Kollar-�otelly required that such mformation be removed. 
('TS I 'STL'(H I 'SI I 'OC 1NF) fl W(/ · (( I 

As described in Chapter Four, on March 14, 2004, OIPR Counsel 
J?al<;er briefed Judge Kollar-Kbtelly about the President's decision to sign the 
March 1 1� 2004, Presidential Authorization without the Justice 
Department's certification as to the Authorization's form and legality, ap_d 
about Sl1bsequent changes the Authorization made to the Stellar Wind 
program. (TS//SI//NF) 

According to a handwritten letter Judge Kollar.-Kotelly drafted to 
Baker · · · 

· 

Wind 

·also 
Deputy Attorney General agreed to certify the program as to 

form and legality, and that OLC had prepared a new legal memorand11m 
regarding the legality of Stellar Wind to replace the November 200 1 
memorandum authored by Yoo . fi'S/ / STLW/ / SI/ / OCJNF) 

Judge Kollar-Kotelly's letter marked the first time her expectations 
concerning the Department's use of Stellar Wind information in FISA 
applications was communicated in writing to OIPR. Judge Kollar-Kotelly 
wrote, 

Although the Court has every confidence in the oral 
representations of Jim Baker [and] does not have any reason to 
question his honesty or credibility with the FISC or this judge, I 
am requesting that representations, previously done orally, now 
be put in writing that relate to [Stellar Wind] and FlSA 
applications so that there are no misunderstandings. 

I want to emphasize my position which has been consistent 
since I came on the FISC in May 2002, the [Stellar Wind] 
program and FISA applications are to be kept separate, and no 

285 
'li'Ofl SECRET// STL'W//3HI:i8S/Sli /lORCOJ:N/ NSlFOI�N 



information direct or indirect, derived ·  or obtained from [Stellar 
Wirtd] should be included ih FISA applications. Only in this 
way can the integrity of the process and intelligence collected 
through FISA applications be mait1tained. 
(TS I I STLIH i I SI t I 00 'NF) 1 r . �· r r  I T . 1 

Judge Kollar-Kotelly also wrote that she would not sign any ·FISA 
applications that contained substantive information from Stellar 
Wind� generated tips or anY applications where the Stellar Wind tip was the:! 
sole or principal factor for :::tn agency initiating the underlying investigation, 
'1even if the investigation was conducted independently of the tip from 
[Stellar Wind] ." (TS//STVN//81//00/NF) 

Baker told us that this letter was Judge Kollar-Kotelly's preliminary 
response to the changes in the Stellar Wind program. Through subsequent 
discussions between Judge Kollar"'Kotelly and Baker, and between Baker 
and other Department and FBI officials, a more flexible arrangement was 
re.ached 011 scrubbing that addressed Judge Kollar-l{otelly's concerns 
without imposing an absolute prohibition on including certain Stellar 
Wind-derived information in FISA applications;347 
(TS//STJ.).¥//SI//OC/NF) 

In short, the scrubbing procedures implemented in March 20041 and 
that continue to the present day, substantially expanded the procedures 
OIPR.originally developed in February 2002 .348 In addition to determining 
whether any NSA information contained in international terrorism FlSA 
applications was derived from Stellar Wind and whether there was any dual 
coverage, Judge Kollar-Kotelly required the FBI to determine whether any 
facility (telephone number or e-mail address) that appeared iii a FISA 
ap'plication also appeared in a Stellar Wind report and, if so, whether the 
FBI had developed, independent of vestigative intere.st in 
the facility before it was the subject of pper.349 This third 

347 FBI OGC said that it was not until these discussions that the FBI was aware of 
the scrubbing procedures OIPR had implemented in approximately February 2002 after 
Judge Lamberth was read into the Stellar Wind program. (TSf/91//�IF) 

34B The scrubbing procedures described here apply both to NSA information derived 
from the Stellar Wind program and to information derived from the FISA Court's PR/TT and 
Section 2 1 5  bulk meta data orders . Until mid-2008 when the Stellar Wind program 
officially was closed, leads the NSA developed from the FISA-authorized bulk meta data 
collections were disseminated under the Stellar Wind compartment. 

(TS/ / STL'vV/ / SI/ / 0 ej NF) 
349 As discussed in Chapter Three, Baker did not believe in May 2002 , when he first 

discus sed the subject with Judge Kollar-Kotelly, that such a scrub was possible . Baker 
told us that by March 2 0 04 he better understood the NSA's and FBI's process for 
disseminating Stellar Wind information and the agencies' ability to track program-derived 
tips in a timely manner. ('ff5i/'6TLW//8If/OC/NF} 

286 
'll'Ofill SECD'lf//fJ/f[;l&"//ffllCS/Bli//ORCON/NOJft'OM 

bl ,  b3, 
b7E 



scr.ub is coordinated among OIPR, the FBfs National Security Law Branch 
(NSLB) , and Team 1 0. fPS//STL\V/;'i3I//OCJ'NF) 

·The scrub requires NSLB to compile a list of all "facilities'' """ telephone 
numbers and e-mail addresses - that appeared in Cl.P-Y <iraft international 
terroris111 FISA applications.3so This · list is compiled as FISApackages 
b.ec<:nile ready for filing with the Col]rt ap.d is provided to an attorney .in 
N$LB reacl into the Stellar Wind program. The attorney in turn forwarcis the 
facilities list to Team 10 at the NSA, Tea!Il l O  checks· each facility against 
the NSNs Stellar Wind reports database to determine whe:tl.1er a listed 
fadlity is contained in any Stellar Wind. reports and, if so, whether the 
facility appeared in the tearline portion of a report that was further 
disseminated to FBI field offices. If both ihquiries are positive, Team 1 0  
notes the date of the relevant Stellar Wind report and searches the FBFs 
Automated Case Support System (ACS) to determine whether the facility 
appears in AGS and, if so, the date the · facility ca.rlle to the FBI's attention. 
Team 10 reports the results .of these checks to the NSLB attorney for review. 
'{tS// STI .IAT//SI/ jOCfNF) 

The NSLB attorney takes one of two steps at this stage� IfTeam l O's 
checks are negative - meaning none of the facilities are conU:tined in a 
Stellar Wind report or contained in information below the tearline of a 
Stellar Wind r�port --- the NSLB scrub attorney notifies the OIPR attorney 
ancl FBI case agent that the FISA application can be cleared for presentation 
to the FISA Court and that the application can proceed to final processing. 
If bot'b. checks on a facility are positive, the NSLB attorney will try to 
determine if there is a basis for the Court to allow the information in the 
application based on the theories , discussed in f11rther detail below, that the 
FBI had an independent investigative interest in or would have inevitably 
di�covered the facility in question. To determine this, the NSLB attorney 
researches FBI databases, analyzes records, and attempts to craft an 
argument under one of these theories. The NSLB attorney then provides 
this information to OIPR for presentation the Court. If the NSLBattorney 
cannot find a basis for including the information under either of the 
theories , and the facility is not essential to the showing o(probable cause 
for the requested FISA coverage, the facility is excised from the FISA 
application, and processing continues. If the information is important to 
the probable cause showing, the NSLB attorney discusses with OIPR 
whether to make the argument to the appropriate FISA Court judge (initially 
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Judge Kollar-Kotelly and now, the judge. assigned to case) that the facility 
.. ·· · t·h. 1 · · · · ' th. 1' ·t' fFS ' 'S!:Fbm 1 18! 1 188 1N¥) never · . . e ess can remrun 111 e app 1ca 1on. �, I � 4;v 1 1 1  r 1 •  

According to the Deputy General Cminsel for NSLB , the argument to 
keep such information in an application is based on "standard Fourth 
Amendment [exclusionary rule] analysis ."  The ('exClusionary rule" generally 
holds that where the government obtains evidence in violation of the Fourth 
Amendment, the court will suppress, or exclude, the evidence from the 
proseGutor's cp,se-in-chief in a criminal tria1. Under the "fruit of the 
poisonous tree" doctrine, a corollary to the exclusionary rule, any evidence 
obtained directly or derivatively from the government's improper conduct is 
all:)o excluded, However, there are several exceptions to the exclusionary 
rule, two of which were relevant to scrubbing: independent source and 
inevitable discovery. The independent source exception holds that tll.e 
exclusionary rule does not bar the use of evidence obtained in violation of 
the Fourth Amendment if there is also an independent, legal source for the 
evidence.as1 The inevitable discovery exception applies when evidence 
obtained in violation of the Fourth Amendment would have been obtained 
independently had the illegal search not occurred, which the government 
must prove by a preponderance of the evidence. 352 (U) 

Thus, in the scrubbing context, the issue is whether the Stellar Wind 
information contained in a FISA application should not be excluded, either 
because the FBI had an investigative basis mdependen t of Stellar Wind for 
including, the information in the application or because the FBI inevitably 
would.have discovered the information in the absence of Stellar Wind. More 
specifically� under the independent investigative basis exception, if Team 
lO's search of ACS shows that a facility came to the FBI's attention before 
the facility appear�d in a Stellar Wind report, this fact establishes that the 
FBI has an independent, non-Stellar Wind factual basis to include the 
faciUty in the application.353 NSLB Deputy General Counsel Thomas told us 
that in her experience the FBI already is aware of the facility - meaning it 
appears in ACS or other FBI databases - in nearly every instance that a 
facility contained in a FlSA application also appears in a Stellar Wind 
report. (T8/ /8TV.;V//SI//OC/NF) 

35 1 See Segura v. United States, 468 U . S .  796, 805 ( 19 84). (U) 

352 See Nix v. Williams, 467 U.S. 43 1 ,  443 ( 1 9 84) . (U) 

353 For example, in one case the NSLB attorney's review of the underlying 
investigative file showed that the FBI had obtained the telephone number at issue in 
response to an NSL Letter. Because the NSL was dated earlier than the Stellar Wind report 
that also contained th� telephone number, the FBI had an independent investigative basis 
for including the number in the FISA application. (TS//STIJ.V//Sl//OC/NF) 
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The inevitable discovery exception in the scrubbing context applies 
when Team lO's check of ACS indicates the FBI was not awa:re of the facility 
before the date of the Stellar Wind report containing the facility. Under this 
approach, the NSLB attorney attempts to demonstrate to OIPR that normal 
investigative steps in the underlying investigation inevitably would have 
identified the facility in questioh. The scrubbing attorney analyzes such 
case evidence as close associates and other relationships of the subjects of 
the investigation that could logically lead investigators - through NSLs, for 
example - to tQ.e facility contained in the Stellar Wind report.354 
(TS 11STLJT7 I 'SI I 'OC 'NF) I I  . VV(/ 11 T . 

Until January 2006, when the full FISA Court was read into Stellar 
Wihd, Judge Kollar.,.Kotelly required that all applications the FBI determined 
contained facilities or information that also appeared in Stellar Wind reports 
be cleared with her before being filed with the FISA Court; As she wrote in a 
January 1 2, 2005, . letter to OIPR, ''I want to ensure, that, to the extent 
possible, [Stellar Wind] information is excluded from applications submitted 
to the FISC and that, if it is necessary to include such information, it is 
specifically identified to the FISC as derived from [Stellar Wind] collection 
when the application is presented ." OIPR Deputy Counsel Skelly""Nolen 
w}}o was read fr:lto Stellar Wind on March 12, 2004, but who had been 
involved in the scrubbing process since 200 1 - was responsible, alqng'with 
Baker, for poordinating this aspect of the scrubbing process and, wheh 
warranted, for presenting the argument to the judge that an application 
containing information that was the subject of a Stellar Wind report to the 
FBI should nevertheless be approved for filing. (TS//STIA\7//SI//OG/NF) 

Skelly-Nolen characterized the applications she presented to Judge 
Kollar-Kotelly as either "vanilla" or "non-vanilla . ... Vanilla applications were 
tho�e for which Skelly-Nolen could confidently represent that the FBI had 
an independent investigative basis for the facility identified in the 
application that was the subject of a Stellar Wind report (for example, a 
facility the FBI learned of through FISA coverage that pre-dated the Stellar 
Wind report) . Skelly-Nolen told us that over time Judge Kollar-Kotelly 
allowed the vanilla applications to be handled telephonically in an 
unclassified manner, a departure from her general requirement that the 
discussions be held in judge's chambers . Non�vanilla applications typically 
involved those cases that required Skelly-Nolan to demonstrate that the FBI 

354 For example, in one case a telephone number of a particular business did not 
appear in an FBI database prior to the date it appeared in a Stellar Wind report. However, 
the subject of the underlying investigation was the target of an FBI national security 
.investigation, and OIPR argued that the telephone number inevitably would have been 
connected to the subject through the "natural course of the investigation," possibly from 
toll. records associated with other telephone numbers used by the subject, trash covers and 
open source information, or physical surveillance. (TSf/STVvV//81//0C/NfA 
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inevitably would have discovered the facility in question during the normal 
course of investigation. Skelly-Nolen said thyse. cases wery always 
discussed with Judge Kollar-Kotelly in person. (TS//STLVV//SI//OC/NF) 

Skelly-Nolen told us that there were instances . when Judge 
Kollat-Kotelly requested additional information to $Upport the proffered 
theory for including Stellar Wind information in the FISA application. In 
sorne casest Judge l{ollar-Kotelly simply struck a line through the 
p;:tragrp.phs in the filed application that contained the Stellar Wind-derived 
inforrna.tion and annotated in the margin, "This section (strike) not 
considered in evaluation of probable cause/' followed by her signature and 
the date. Skelly�Nolen also said that in one or two cases Judge 
Kollar,. Kotelly required that certain Stellar Wind information arguably 
necessary for establishing probable cause be removed from the 
applications.355 However, in general Judge Kollar-Kotelly accepted OIPR's 
and the FBI's assessment that there was a non..,Stellar Wind investigative 
basis for the information in question, or that the information inevitably 
W:01Jld have been discovered even ih the absence of Stellar Wind-derived tips 
to the FBI. (TS//STO.V//SI//00/NF} 

After operating under the expanded scrubbipg procedures for 
approXimately 6 months , Judge Kollar-Kotelly agreed in November 2004 to 
allow other FISA Court judges who had not yet been read into the Stellar 
Wind program to handle scrubbed internatibnal terrorism applications. 
However, Judge Kollar-Kotelly still required that Skelly-Nolen bring to her 
attention all vanilla and non-vanilla applications so they could be "cleared" 
before being formally filed. As noted above, it was not until january 2006, 
when the full FlSA Court was read into Stellar Wind, that Skelly-Nolen was 
able to discuss such cases with other judges. (TS//STU,V/ /81//0G/NF-� 

Since that time , the basic scrubbing procedure described above has 
continued. The Office of Intelligence attorney primarily responsible for the 
process told us that each new FISA application that references a facility that 
was disseminated under Stellar Wind is brought to the attention of the 
judge assigned to the case.356 However, with limited exceptions, the FISA 
Court judges do not require that the government inform them of renewal 
applications that contain such facilities so long as they were previously 
brought to the Court's attention in the initiation application or prior renewal 
applications . The Office of Intelligence attorney told us that the government 

355 According to Skelly-Nolen, Judge Kollar-Kotelly nevertheless allowed OIPR to file 
these applications and approved them. (TS/lSTVl'l//Sl//OC/NF) 

356 The Office of Intelligence Policy and Review (OIPR) became a part of the 
Department's N ational Security Division, which was created in September 2006. As of April 
2008, OIPR was renamed the Office of Intelligence. (U) 

290 
'If'OJF SlECRlB'Jl'//MlLi'W/ (ff!lliJ'B/f.;;Kj /@'R!C'DPE/N@Jli'Olf&lllf 



i ! 

1'0P :SECRET ' 's·rLW ,.,JHtcs ��m ' 1  or-«:! oN 'NOJFORN . . .. . . . Tt . . 0 . I I Y . . I 

reiie� on the ind�pertdent investigative interest theory in the majority of 
Cqses in which it seeks to keep a facility in an application. The ai:torney 
also said tirat from the perspective of the Office ofihtelligence the scrubbing 
process is more manageable today than in the past because the process is 
better organized, additional personnel have been read into the program, and 
the FISA Amendments Actof 2008 extended the period of time the 
government must bring emergency applications to the FISA Court from 72 
hours to 7 days , However, from the .FBI's perspective , the scrubbing 
process contin11es to be burdensmne and requires a significant expenditure 
of time and other resources . (TS/ fSTLVl/ / SI/ / 00/NF) · 

IV. Ip:apact of Stellar Wind Information on JF'BJI Counterteno:rism 
Efforts -{8//NF) 

This section examines the impact of the information obtained from 
Stellar Wind on FBI counte:tten·orism efforts; It first provides statistics 
concerning the number of tippers from Stellar Wind i11.formation -

.,. ..... ...,n,..,· ·u and content - disseminated to FBI field· offices through 
Next, it describes how FBI .field offices generally 

. . 

· and the typical results ofthe investigations. 
This section . summarizes two statistical surveys of meta data tippers 
the FBI conducted in 2006 to assess the value of Stellar Wind to FBI 
operations, arid describes observations about the program's value provided 
to us by FBI qfficials and employees in OIG interviews and contained in 
documents the OIG obtained during the course of this review. Finally, the 
sectiqn examines .FBI international terrorism investigations commonly 
cited as examples ofStellar Wind's contribution to counterterrorism efforts 
in the United States.  (TS//STL'W//8!//0C/NF) 

bl,  b3, 
b7E 

A. Statistics bl,  b3, b7E 

We reviewed FBI and NSA statistics relating to the Stellar Wind 
program. According to an NSA do ber 1 ,  200 1 ,  to bl ,  
February 28,  2006, th e  NSA provided telephone numbers and b3, 
e-mail addresses under the Stellar Wind program. The FBI disseminated b7E 
most of these as tippers to field offices. Chart 6. 1 depicts the distribution of 
the telephone numbers and e-mail addresses the NSA provided the FBI by 
type. (TS//STVN//SI//OC/1\LE}. 
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Chapter Three , the NSA provided ratings, or 
each telephone number and e-mail address to help 

prioriti2:e the tippers being disseminated to field offices. The FBI 
defined the rankings in ECs disseminated to field offices in the following 
lliaqnet: 

The FBI included these rankings 
EOs until early 2003 . At that time, Team 1 0  began to independent 
a,ssessments about tippers' priority for the that basis, and 
generally dipcordinued including the ratings in ECs. As bl ,  b3, 

discussed in this chapter, Team 10 usually set s for telephone b7E 

nurnbers and e-mail addresses the FBI did not already know and 
Discretionary leads for those the FBI was aware of in connection with closed 
· · · · fPS ' 'S!.flbW "Sf " ee 'NF) or ongomg cases. 7 f v ! / T / 1 

We could not compare the relationship between the NSA's 
and the FBI's leads because the FBI did not maintain statistics 

about lead type for each tipper that Team 1 0  disseminated. However, in 
connection with our visits to the FBI's Detroit and Seattle field offices, we 
examined the number of individual telephone nu:rt:J.bers and e-mail 
addresses provided to those offices and the type of lead assigned for each. 
We determined that FBI Headquarters Action leads for 
approximately 50 percent of ads sent to these offices. 
As depicted in Chart 6.2,  of the sent to the Detroit 
field office from December 200 1 to D..., .... ... ,.u.._ . ..,'"' ... 
Action leads . During this same period, of 
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to the Seattle field office, Action leads.  These figures, 
ta!t�n together with the percent of the meta data leads the 
NSA · · the PBl from October 1 ,  200 1 ,  to February 28, 2006, were 

indicate that FBI field offices were required to investigate a 
substantial · · 

and e-mail addresses that NSA 
analysts had 
terrorism. -f!+!l-4-f-r+r.f-!hlfM-1-��++-�++{-)rl.-PJ+i:.j..---

CHART 6.2: Percentage Qf.�ead Types .for Detroit and Seattle 
(January 2001 to May 2007) (S//N�) 

DisC::1,'tlfiomiry • 

4o% ·· · · 

(Chart below is 
· ·  

With respect to leads that provided the content of comtnurtications the 
itr�.f,;!rr,c:!!'.!:::ptr.'Jd 'L1i.l]:dler Stc:Hai" ''iii?hi{::ih. 

·di.:::;;:�·��r.!G.hl�Itt=d '· · · , · ·. ··<· ··· , ·:: , .•.... : •. ·o·�"� U:l"e 

TOP SECRET//STLVJl/HCS/SI//ORCON/NOFORN 

bl ,  b3, 
b7E 

bl ,  
b3, 
b7E 



1'0P SECRET//STLW//HC.SlSX/ /ORCON/DTOFORN 

;357 The FBI did not maintain statistiCs on the nurrib.er · 
.. t tipper� disseminated to FBI field. offices. from Stellar Wind 

· "··.:::>:ntt;;:�'lt ".·''·ep· . or· .t·s·· rrr. S 1 '8. a:>crn 1 '. Sf ' '88. t l\TR\ "' " · · · • \T . 7 ( . TTivv"j { · .(( .] nr:-1 

'We also found were distributed unevenly 
arnong FBI field offices.. of tippers were disseminated. tb large 
offices with substantial counterterrorism programs, such as New York, 
Washingtoh, Chicago, and Los Angeles, and to offices whose territory 
contained significant Middle Eastern p .· For 
example, FJ3I records indicate that of 
dissemin�te.d in 2005, 50 percent were .... "' '"'"'�"·u ..... , ...... to 10 field offices. Table 
6 . 1  depicts the distribution 2005 among FBI field 
0. ff . . l.CeS 358 pi;o It c;vpt;su I 'St ' . I ee 11\T'G'\ · · · 

·
· .{-r�n !::7-r:t:l .•v f T I I · ./ nr) 

figures does not equate to a single telephc�me number or e-mail 
lead could contain several or e-'-mail 

Detroit field office ih 2005 containing 
tippers. -t"F.'�'ffi'"h'a''H-t'St-H-E-7& 
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FBI. field to investigate every tipper 
Rather, the type of lead that the 359 

assigned - Action1 Discre 
field office's response to a tipper.360 

Information - governed a 
content tippers, which 

359 As discu ssed in. Chapter Three, the practice under · 

first several weeks of the Stellar Wind program was to set Action 
nu:rnber tippers. This 

3�D An Action lead instructs a field office to take a particular action in response to 
the EC� An Action lead is "covered" when the field office takes the specified ac tion or 
conducts appropriate investigation to address the information in the EC. A D iscretionary 
lead allbws the field office to make a determination whether the information provided 
warrEI.nts investigative action. A field office that receives a "For Information" lead is not 
expected to take any specific action in response to the EC, other than possibly route the 

(Cont.'d . )  
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provided information derived from communications of telephone numbers 
and e"'thail addresses under surveillance, generally assigned Discretionary 
or For Infor.ma,tion leaCis,  The i11forrrmtion in these tippers usually related to 
individuals already under FBI · 

· 

and was provided to the. agents 
responsible for those cases . address tippers generally 
as�.ignecl Discretionary leads to field offiCes unless the information was 
particulady urgent. As noted above, cohtent and tippers 
ac:cou11tectfor a comparatively small portion of · 
d1sse1Tiinated by Team 1 0 .  

The vast majority of FBI in · iy related to Stellar Wind 
information involved responding ne number tippers 
that assigned Action leads . Team generally assigned Action leads for 
telepho!le numbers that the FBI did not previously know or that Team 10 
otherwise deemed a high priority, such as a number that had a tela:tionship 

investigation. 361 From approximately September 2002 (when 
created) to July 2003, Action leads instructed field offices to 

obtain subscriber information for the telephone numbers within its 
jurisdiction and to conduct any "logicql investigation to determine ten-orist 
connections." However some agents complained that these Action leads 
la,cked guidance 

-
make use ofthe tippers, particularly given 

concerns that unications provided insufficient 
predication to. open security investigations. 
('f8 ' !S'ft'"YT I 'S! I '8€ 1NF) � 7 / �>vv I T � T I <�T 

Two changes in 2003 addressed some of these complaints. First, in 
July 2003 the CAU assumed responsibility from field offices for issuing 
NSLs, as we discussed .in Section U above. Second, in October 2003 the 
Attorney General issued new guidelines for FBI national security 
investigations that crea 

' 
d a 

11threat assessment. "36(!; 

communication to the office personnel whose investigations or duties the information 
concerns. (8//NF) 

36 1 Discretionary leads were assigned to telephone numbers that already were 
known to the FBI ,  meaning the number or the number's subscriber was referenced in an 
active FBI investigation. These leads identified the case number of the related investigation 
and advised receiving field offices to "use the information as deemed appropriate" to bring 
the information to the attention of the appropriate case agent. (8//NF) 

362 As noted e arlier, the October 2003 guidelines , entitled Attorney General's 
Guidelines for FBI National Security Investigations and Foreign Intelligence Collection (NSI 
guidelines) , replaced the Attorney General Guidelines for FBI Foreign Intelligence Collection 
and Fore ign Counterintelligence Investigations.  In September 2008, the Attorney General 
issued Guidelines for Domestic FBI Operation s that replaced the October 2003 NSI 
guidelines with respect to domestic operations .  The September 2008 guidelines use the 
term "assessment" instead of "threat assessment." (U) 
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number tippers instructed. field offices· to conduct threg, 
(TS I 'STV"T lr8I , 'OC 'NF} . · · r r · · · ,vv r 1 · r 1 · · 1 

During our review · . · . the Detroit and Seattle field offices to 
J?eview their handling leac1s� Jn addition, we interviewed 
several supervisory . at FBI Headquarters who had experience 
handling the leads in their respective field offices before being 

' 

""",...'"'"' .. am, In general, these agents' and analysts' experience 
leads was unremarkable . A threat assessment cmiducted by the se 

agents and analysts typically involved quecying several FBI, p1.1blic, and 
commercial databases for any information about the tipped telephone 
!lumber, and requesting that various state arid loc�.l government entities 
concllJ.ct simiiar queries. Sometimes these . queries identified the subs.erib er 
to the telephone number before the CAU obtained the information with an 
NSL, In crt:her cases, the threat assesswents cor1tinued after the field office 
received the NSL results.363 {TS//fJTLVl//BI//00/NF) 

Examples of the databases utilized in their threat assessments 
the Automated Case Management System 

UG\.LGUJG\.�>vS1 attd . 

· databases, such 
The results of their checks of these c1atabases 

• sometimes be extensive and include personal information not only 
about the subscriber to the tipped telephone number , but also about 
individuals residing in the subscriber's residence or other acquaintances. 
In other cases, checks were negative or revealed little information about the 
number or the subscriber. (8//NF}-

363 We were told that it sometimes for field offices to receive 
subscriber i nformation from the CAU, A Team ·. sup sa1d field offices frequently 
contacted the CAU about the status of outstanding NSLs because the usefulness of threat 
assessments conducted on a telephone number were limited without the identity ofthe 
subscriber. (8// NF) 
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The ag;e:nts and analysts said they reviewed the results of these 
database check:s to determine whether additional investigative steps under 
th,e threat assessment were warranted or whether there was predication to 
open .a preliminary inquiry. None of the agehts we interview.ed 
initiating any investigations based on a 

· 

t of ari. 
tipper.364 They said they frequently clos 
c:onducting a threat assessment interview of su . and determining 
that there was no nexus to terrorism or threat to national security. 
Alterg8_tiv�ly, the leads were closed based s,olely on the results ofdatabase 
checks. (TSft'SI//NF) 

bl ,  b3,  
b7E 

a,gen ts were to to subscribers 

�r;;u.""''"''""'' the information that caused them to seek an interview. Instea,d, 
agt::rtts simply asked subscriber:s about their cohtacts in certain countries 
and with specific telephone>numbers. Agents told us that subscribers 
generglly consented to these interviews and were cooperative and 
.forthcomin,g. In a few cases, subscribers refused. the request or sought the 
advice of counsel.366 (TS//STVvV//Sl//00/NF) 

bl ,  b3, 
b7E 

364 Prior to the CAU's. Ju1y 2003 decision to assume responsibility for issuing NSLs, 
agents in FBI field offices often opened investigations in order to issue NSLs to obtain 
subscriber information. These cases usually were closed after the agents conducted 
investigations and determined the domestic telephone number tipper did not ha:ve a nexus 
to terrorism. (5/ ;mr) 

Compare 
for Operations, II.A.4.f. (September 2 9 ,  

2008), with Attorney General's Guidelines for FBI National S ecurity Investigations and 
Foreign Intelligence Collection, Section II.A.6. (October 31 ,  2003) .  (5//NF) 

3GG Several of the threat assessment interviews that agents described to us and that 
we reviewed in FBI documents provided examples of how some domestic telephone 
numbers appeared on their face to be in contact with an individual involved in terrorism. 
ln the Seattle field office, several interviews revealed that the foreign telephone calls placed 
to domestic numbers \vere made using a pre-paid telephone service from local stores 
because the callers, often relatives of the domestic contacts, did not have telephone service 
at their residences. Thus, while the intelligence indicating that an fndividl.lal involved in 
terrorism used the foreign telephone number might have been accurate , the number also 
was used by individuals about whom theTe was no reason to believe were involved in 
terrorism . (TS//STUvV//SI//00/NF) 
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FBI field offices were required to report the .results of the threat 
asse.ssments to the CAU. In :most .of the ECs we reviewedl the field offices 
reported all ofthe infonnation that was located about the telephone 
numbers, inqludirig the details of arty subscriber interviews, a11.d then stated 
that the office determined the tipped telephone number did ndfhave a 
nexus to terrorism and considered the lead closed. Much less frequently, 
fielc1 offices reported that a preliminaty investigation was opened to conduct 
additional investigation.357 Regardless of whether any links tointernational 
terr¢rism wc:;re identified, the results of any threat assessments ::md. the 
information that was .collected about subscribers generally were reported in 
communications to FBI Headquarters and uploaded into FBI databases .  
(3//NF) 

c. F]BI Statistical Surveys of 
rrst/STfiW//SI/,'OC/WF) 

Meta Data Tippeifs 

The FBI made several attempts, both informal and more formal� to 
asse.ss the. valt.le of Stellar Whid to FBI counterterrorism efforts .. The first 
was an informal attempt by the FBI's OGC . FBI General Counsel VEl.lerie 
Caproni told us that 1n early 2004 she spoke with the CAU Unit Chief and 
the Section Chieffor the Comn1unications Exploitation Section about trying 
to assess the VEJ.lU.e of Stellar Wind information. According to Caproni, the 
two manager� stated that based on anecdotal a,nd informal feedback from 
FBI field offices1 the telephony meta data tippers were the most valuable 
intelligence from the program for agents working on counterterrorism 
matters .  :However;, Caproni told us it was difficult to conduct ahy 
meanLtrgful assessment of the program�s value in early 2004 because FBI 
field office.s atthat time were · not required to report to F:BI 

. vestigative results of the Stellar Wind leads disseminated ""'"'"''""'"'"' 
FBI Headquarters did not make such reporting mandatory until 
er.2G04 . As a result, Caproni's discussions with the FBI managers did 

not result in MY written assessment of the program . 
fT. 9 1  loT. T jX.t /tQT I lOG· 

.
I NTi'. ) &�r I �-:t-t::� ""' I I �r.r I '0 I n:r-

367 The CAU advised field offices that investigative feedback abou 
tippers was important because it informed the "reliable source's" (the NSA assessment of 
whether to continue analyzing the "foreign entity" that caused the tippers to be 
disseminated . An NSA official told us that such information was also important to 
improving the NSA's analytical process, but he said it was sometimes difficult to obtain 
such feedback. A CAU Unit Chief told us that the NSA expressed particular co11cern about 
insufficientfeedback from the FBI regarding investigative resul the tippers' 
nexus to terrorism. He said this was a difficult situation in that professed to 
be sertding out high value irifonnation about known links to and it was 
"uncmnfortable" to receive little feedback from field offices other than , "You 're sending us 
garbage." Members ofTeam 1 0  told us that efforts to improve field office feedback over time 
had mixed results. (TS//STLW//SI//OC/NF) 

300 
1'01P' SE<CRET/{f/flW//H/C'f:JJ/§JI//ORCOW/NOJFORN 

bl ,  b3, 
b7E 

bl ,  b3, 
b7E 

bl ,  b3, b7E 



The FBJis. second informal assessment of the value of Stella I" Wind 
carne after the December 2005 Ne"v York Times .  articles that publicly 
disclosed the content collection aspect of t}Je Stellq.r Wind program. Caproni 
said that in preparation for Ditector Mueller's testimony at congressim1.al 
hea,rings in 2006 on the issue, she attempted to evaluate the Stellar Wind 
program. Caproni stated that because NSA Director Hayden asserted 
pvblicly that the pr.ogram was valua;ble, she wa.nted Mueller's testimony to 
identify, if possible., any investigations that illustrated Stellar Wind's positive 
contribution to the FBI's counte1"terrorisri:1 efiorts. Caproni stated i:hPt this 
effort was complicl3;ted by the fact that M11eller's testimony would be limited 
only to the aspect of the program disclosed in the New York Times article 
and subsequently confirmed by the President - the content collection 
basket. (T8//8TU.N//8I//OC/NF) 

conip small and coverage on 
many of · alrea,dy. Caproni told us thatultimately sh.e was able. to 
identify "a couple" ofcontent tippers that contributed. to FBI investigations, 
but she commented that there were not many� (TB//STLW//81//0C(NFJ 

The FBI �ubsequently conducted two rnore efforts to study the Stellar 
Wind program's both in ea,rly 2006. The first 
study sampled the FBI had 

· 

from 200 1 through 2005. The second study 
, . .._-J.�·�.=�· .. tippers the NSA provided the FBI from August 2 

January 2006� In both of these studies7 the FBI sought to determine what 
percenta,.ge of tippers resulted in "significant CO:r;J.tribution[s] to the 
identification of terrorist subjects or activity o,n U.S. soiL" We describe in 
the next sections the findings of these two studies .  
lTQ I I OTLUT I { 9! I 'GC 'NF' \":l:"o7 ro":l:"t:n"' r r-o-t.r l r ,. 7 

bl ,  b3, 
b7E 

1 .  Eady 2006 bl ,  b3, b7E 
Meta Data Tippers H�-R!HI:=:!brtiii'-H�-H�*-I.\ti9 

Following the December 2005 New York Times article publicly 
disclosing the content collection aspect of Stellar Wind, additional members 
of the Senate and House Intelligence Committees were read into the 
program. During this time, the NSA provided to cleared members of 
Congress substantive briefings about Stellar Wind, and the FBI was asked 
to testify about its participation in the program. In preparation for these 
briefings and testimony, the FBI sought to quantify the value of Stellar Wind 
intelligence for FBI counterterrorism operations .  The Cf\U conducted a 
statistical study for this purpose, and in May 2006 the FBI provided a copy 
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of the statisticgl report to the Senate Select Committee on Intelligence. 
(TS// STLWJ/ SI// OC/ NF) 

nducted during a I.-week period in January 2006, 
unique telephone numbers and e-mg.il addresses the 

NSA provided the FBI from the inception of the Stellar Wind program 
through 2005.368 The study sought to determine what percentage of the 
tippers resulted in "significant 

· 

s] to the identificati'cm of 
t�n:qristsubj(3cts or . · · king with an. FBI statistician, 
the CAU determined tha randomly s elected tippers 
Would. be required to obtam sta resl.i:lts.  
(TS 1 'STL1TT I 1SI I I oc 'NF) • . · / ( · Vv j j · ( ( / 

Appro:x:imately 30 q_nalysts . Counterterrorism Division 
were assigned the task of to determine the 
di$pqsition of each. 369 The analysts sought to determine whether a 
particular tipper made a "significant" contribution to FBI counterterrorisni 
efforts. For purposes of the study, a tipper was considered !'significant if it 
led to any of three investigative results:. the identification of a terrorist; the 
deportation from the United Slates of a suspected terrorist, or the 
dc�velopment of an asset that can report about the activities of terrori$ts ." A 
tipper that led to a field office opening a preliminary or full investigation was 
not considered "significant'' for purposes of the study. 
fPS I 'S!fb"'l"t I ' st '  �ee'NF) ��T /  � llv J r� TI 7 

The analysts researched each tipper's disposition in · 

records contained in FBI electronic databases, beginning with . 
· .· 

-EC that disseminated the tipper to the field . If an .analyst cortoluded 
based. on this research that . a, tipper was significant, a second analyst who 
was farniliat with the Stellar Wind program further reviewed that 
determination. If the CAU analyst agreed with the initial finding, the tipper 

368 According to the CAU 
the inception of Stellar Wind,  

369 Most o f  the analysts were not and were told 
that the study concerned the disposition of tippers reviewed 
by the analysts, approximately 12 percent were e-mail addresses, a consistent with 
the overall tipper breakdown between e-mail addresses and telephone numbers. 
(TS I 'STL"" '81 '  'OC 'i\!F) 1 r wr r r r r · -
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anQ. supporting information was presented to the CAU Unit Chief for a final 
rev1'ew· 370 (T8 1 i£Tprr i 'SI '  'OC 1NF) · . . , . · · · · If wn TT I · 

methodology, the study found 1 .2 percent, 
r1..-,-n�'"'""' were " · t." The study extrapolated this 

nn1P1�<:l. and determined that One 
cpuld expec:t to tippers the NS:A provided the .FBI 
under :Stellar Wind were significant. "fi'8//3TLW//8T//OC/NJ;1'} 

The eritin.g the study's findings included brief 
descriptions ·· significant" tippers . For example, accorc1ing to the 
report, one tipper led to the opening of a full investigation that developed 
evidence that the user of the tipped e-mail address had "definite ties to 
teJ�ror1sm." . The. user was arrested and pled guilty to charges of 

Several .of the "significant'' tippers related to ongoing FBI 
investigations . For example, information from one tipper designated as 
s�gnlfican.t was already known to the relevant FBI field office, which .had an 
investigation 

· 

a subject associated with the tipper prior 
to receiving According to the study's brief description Of 
the, c.ase 's · ·· · J the investigative file stated that the tipper was "very 
beneficial in the on-going investigation" by connecting the subject to 
terrorism, withoLJt describing that connection. Another tipper caused a field 
office to change a full investigation regarding 
the possible The tipper indicated a 
connection liminary investigation and 
a known terrorist. -H�H-<:H--!:rV¥-f-�.J,.f.-f.-l..JlJ..;.f�tq_-

The study also found that 28 percent were never 
disseminated to FBI field offices for investigation . According to the report, 
the CAD filtered out these tippers based on "lack of significance" when they 
were first provided to the FBI by the NSA. These tippers were deemed 
non-significant for purposes of the study . In addition, the study found that 
for 22 percent of the sample tippers , FBI field offices did not report any 

:370 According to a CAU analyst closely involved with the study, establishing a fairly 
"tight" criteria to identify "significant" tippers was necessary in order to obtain statistically 
::;ignificant results within the one-week time frame the CAU was given to complete the 
review. The analyst told the OIG that analysts initially applied a broader "significant" 
sta;ndard in their reviews of the tippers, but that it immediately became apparent that a 
stricter standard was required. The Unit Chief for the CAU told the OIG that the definition 
of "significant" ultimately used for the study was reached by consensus among 
Counterterrorism Division operational and analytical personnel. (£f/OG/NF) 
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i11vestigative res1.1lts. The study assumed that the .field offices investigated 
the leads that were set but did not d-ocument their work in ACS. These 
tippers \vere deehu�d non-,significal1t for purposes of the study.37 1 Thus, 
combining these two· categories, approximately 50 percent .of the tippers 
review�d as part .of the CAU study either were never diss.eminated to FBI 
field offices, or were dissemirtated but with unknown investigative results. 372 
(TS 1 'STL�r 1· rsi 1 1 OG 'NF) 1 r Y(l r r  1 

The FBI's report of the study did. not explicitly state any conclusions 
al:Joutwhether Stellar Wind wa.s a valuable program. FBI the OIG 
that based in parton the results of this study, which of the 
leads were significant; FBI executive ma.nagement . the 
program was '�of value.'1 The FBI OGC also said that FBI Director Mueller 
arid b.eputy Director Pistole provided congressional testimony in February 
and May 2006, respectively, about the value of the program, which the FBI 
OGC stated was based in part on the results of the st.udy. 
ITS/ I sw.o.q I SI/ / OC/ NF) 

2. 

'The CAU conducted a second study of Stellar Wind tippei·s in January 
2006. According to Caprorti, this study was in response .to a .request from 
the FISA Cou:rt about Intelligence being obtained pursuant to the July �4, 
2004, Pen Register/Trap and Trace Ortler that authorized the bulk 

· 

collectiort qf e-,mail meta data. As discussed in Chapter Five, e-mail meta 
data was the fi:rst ba�ket of Stellar Wind's signals collection activity that was 
placed under the FISA Cou:rt�s authority. However, as noted earlier, the 

371 As noted, Caproni cited this Jack of reporting from field offices. as a reason for 
not being able to conduct a meaningful assessment of \:he Stellar Wind program's value in 
the spring of 2004.. FBI officially require field offices to report 
investigative results tippers until October 2004. According to the 
CAU anaJyst with whom the study, the idea of contac 
to discuss the disposition of tippers and to seek general observations a 
rejecte(i because of the concern the inquiries might expose the Stellar Wind 
(TS/ /S'l'Ll.V//81// OG/ NF) 

372 By its methodology, the only tippers the stu dy assessed for "significance" were 
those for which field offices reported investigative results to the CAU and therefore generally 
d id not take into account tippers assigned as Discretionary leads. Discretionary leads ! as 
distinguished from Action leads, did not require field offices to report to the CAU about how 
the tippers were used. Yet, according to FBI personnel, the:>e leads smnetimes were 
associated with ongoiqg investigations and sometimes provided new or additional 
indic;ations. of terrorist connections ,  or reported the content of communications indicating a 
subject's international movements . The "value" of this category of tippers was not captured 
in the. FBI's study. ('fS//S'fLWf/SIJ70C/Nfl) 
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. NSA continued to provide e-mail addresses to the. FBl in 'Stellar Wind 
I·ep· ·ort' s crs I 'STL'PT ' ' 81 '  100 'N'F) · · !I . vv I I . I I . F · · 

This second study; which reviewed each e-rt1ail tippers the 
.NSA provided the FBI from August 2004 through January 2006, applied the 
sartJ,e methodology for assessing "significa was Used in CAU's first 
st1,1dy,. The second stt;tdy fopnd. that none .· ail .tippers was 
"significanf' under this standarcL The teport no ·. however, that many of 
the inv�stigations related to the reviewed e"niail tippers were still ongoing. 
In addition, the study observed that some of the tippers reviewed had only 
recently b·eert disseminated to field offices for investigation and that it was 
possible investigation of these tippers had not been completed. 
(TS//STI JM/ /SI//bC/DIF) 

D. Jl.i'BX Judgmental Assessments of Stellar Wind Information 
(S//MF) 

. 

To attempt to further ass�ss the value of Stellar Wind information for 
the FB:I:; we interviewed FBI Headquarters officials and who 
regUlarly handled Stellar Wihd .ihfor1llation . . We also 
in .FBI field offices who were responsible for .��c;,, ... J.�, .. J..., •. 5 
We asked for their assessments of the impact of ..... �··� ... , ..... 
Wi1:1ci or . . inform::�,tion on FBI counterterrori$m· operations, We. 
also recognize that FBl officials and other than those we interviewed 
may have had experiences with Ill t than those summariZed 
below. f(fS//STLY"l//Sl//OC/NE) 

The members of Team 1 0  ::tridits predeces 
were strong advocates of the progratri artd stated that · 
contributed significantly to FBI international terrorism iqvestigations. 
Sever?] chiimed thatprogram tippers helped the FBI id.entify previously 
unknown subjects1 although they were not able to identify for us any 
specific cases where this occurred. Other witnesses cited the FBI's 
increased cooperation with the NSA on international terrorism matters as a 
side benefit of the Stellar Wind program.373 fFS//STfJvV//SI//00/NF) 

FBI officials and agents from the International Terrorism and 
Operations Section (ITOS) expressed a more moderate assessment of Stellar 
Wind. None of the ITOS officials we interviewed could identify significant 
.investigations to which Stellar Wind substantially contributed.  However; 

373 FBI Deputy General Counsel Julie Thomas also said that Stellar Wind helped 
improve the relationship between the FBI and CIA . She said the program provided an 
opportunity to demonstrate the "interoperability of different agencies/' and based on her 
experience dealing with program-related matters the relationship between the FBI and the 
NSA was '1better now than it has ever been." ((fSI/STL\!/f/SI//OCjNFJ 
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t}ley W�rG- generally supportive of the program, often �tating that it was "one 
tool of many" in the FBI's fight against international terrorism, 
(TS I 'SI J 1NF) · rr n 

rros personnel frequently noted for us the deficiencies in the Stellar 
Wind information disseminated to field offices, such as. the lack of details 
$.bout the foreign individuals allegedly involved in terrorism With Whom 
do1I).ef3tic telephone numbers and e-mail addresses were in contact. 
Howev�ri these FBI employees believed the possibility that such contacts 
related to tetrdrisrn made investigating the tips worthwhile.  Some ITOS 

l:J.J.'J"'"'v.o also told us that in their experience the FBI was already aware of 
.,.---,.- one numbers and e-mail addresses disseminated under 
hut that this du:plicatiort did not mean the information was 
stigative value. For example, one witness said such contacts 

could '�help move cases forward" by confirming a subject's contacts with 
individuals involved in terrorism or identifying additional terrorist contacts . 
('fS//STL\Vf/SI/ /OC/NE') 

One FBI Headquarters t said that FBI field 
offiGes wight have been less there been agents in 
the offices read into Stellar Wind. that such agents would. have 
peer1. 1::>etter positioned than FBI Headquarters; officials to assure others in 
their respective offices about the reliability of the information being 
disseminated. A former lTOS section chief told the OIG that he proposed to 
the NSA that the head of each FBI field office be read into Stellar Wind for 
this reason and to be able to make fully informed decisions about handling 
the Steilar Wind tippers . {TS//STL\V//SI//OC/NF) 

The most critical comments we heard ab 
came primarily from the supervisory specia1 agen · . who 
managed counterterrori at the two FBI field offices. we visited. 
These agents said tippers and ion developed 
from the leads might , but that the program was not an 

to identify threats . For example, one supervisor stated that 
represented FBI Headquarters' failure to at 

mformation. He s aid that by simply dissem .... "'"�u''F
field offices in ECs that often provided little in the 
Headquarters effectively made the field offices "insurance carriers,"  placing 
the responsibilii:y solely on them to timely and adequately investigate every 
lead. The supervisor stated that · he accepts this responsibility as 
part of his j ob, but that the were especially frustrating 
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as compared to other counterterrorism leads the office received because 
they· did not provide suffiCient information for him to priodti:ze the leads. 374 

.. :r supervisory special agent expressed a similar assessment Of 
stating that'l-ie felt the project ttperverted the logical.·· · · of 

tasking. He said that absent the leads' special status. aS; part · 

-avery low percentage of the tippers would have been considered 
priority matters. He told us that he did not l!.ave the freedom. to prioritize 

�-'"'""""'""'· .L·� manner he felt was. warranted by the information provided 
(TS//SI//NF) 

Field -office agents who i leads also were critical 
of the Iackof details contained t the nature of the 
terrorist connection to the domestic contact, or about the. 

contact itself, 
such as the duration or frequency of the calling activity. Some agents we 
· · they also occasionally were frustrated by the prohibition on 

'nformation in any judicial process, such as in FISA 
appliGations1 although none could identify an investigation in whieh the 
restrictions adversely affected the case. (TS//STDN//SI//OC/NF) 

Most of the agents we interviewed tippers as just 
another type -of lead that requited appropriate attention, and the agents 
g�nerally did not . the leads with any greater care or sense .of urgency 
than non counterterrorism leads. (TS//SI//NF) 

Moreover, none of the agents identified an 
investigation in their office in played a significant role; 
nor could they recall how such a tipper con to any of their 

L.L_c:JL\.LL/�u.·· terrorism cases. Nevertheless, the agents generally viewed 
T11"'\n�,,-_Q as a potentially valuable source .of information, noting 

that the information developed from the investigations oftippers might 
prove useful in the future. {'FS/ /SI//NF) 

Agents also stated that through the threat a::;::::;�::�:;:si.ae.£1 
conducted of the subscribers to tipped telephone numbers, 
"opened a window'' to populations within the field offices' jurisdiction that 

374 The supervisor stated had little investigative value to his 
office. First, he said the leads did not provide enough detail about the reliability of the 
information being provided. Such details might include , for example, what other 
individuals had access to the foreign telephone allegedly used by someone involved in 
international terrorism , and how many calls were made from that number and for what 
durations. These details would help evaluate the threat represented by the foreign 
number's contact ;vith the tipped domestic number. Second , the supervisor said 

-tippers lacked direction about what the office should do >Vith a tipped number after a 
threat assessment has been conducted. (T8//8I//Tff�) 
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In 2007, FBI Deputy Director John Pistole briefed the Senate Select 
Cmumittee on Intelligence concerning the FBI's participation in the Stellar 
Wind program. A document prepared in connection with that briefing 
addref:)seq, among other subjects, the program's value in FBI national 
:::;ecurity investigations. The document stated, 

[S]uccessful national secuiity investigations are rarely the result 
of a. single source of iinormation. Rather they occur Eliter 
exhaustive hours of investigation and the use .of legal process. in 
which bits and pieces of intelligence from many sources are 
gathered and combined into a coherent whole. ThE: qUccess or 
effectiveness of.arw intelligence program- whether Stellar 
'Wind , .. or anythirm else � is sometimes. difficult to f;tSSess in 
the �bstract because of that blending of multiple strains ·Of 
int�lligertceand because success should never be measured 
o;nly in terms of tetrorist plots that have visibly been disll.lpted, 
but also in plots that never formed because our investigative 
actions themselves had a disruptive effect, (Italics in 
origina1.p7s {TS//STLW//SI//OC/NF) 

We interviewed FBI Director Mueller in connection with this review 
and asked him about the value of Stellar Wind to the FBI's counterterrorism 
program. FBI Director Mueller told us that he believes the Stellar Wind 
program was useful and that the FBI must follow every lead it receives in 
order to prevent future terrorist attacks. He said "communications are 
absolutely essential" to this task and called meta data the "key" to the FBI's 

375 A "talking points" document the FBI drafted for Director Mueller also expressed 
this view. The document stated: 

[The] impact of any single piece of intelligence or program is difficult to 
quantify. Combination of various information, including humint, sigint, and 
elsur, is necessary to address the global threat. Accordingly, it is not 
possible to make an unequivocal "but for" connection between a tip and any 
particular FBI investigation that has resulted in a seizure or arrest. 
However, the information has amplified, corroborated and directed FBl 
· · · fPS' 18!flb"'' 'Sf' 'ee 'N:F) mvest1gat1ve resources. ( 7 vv 7 ( 7 I I  
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co.rrtrrrunicatiohs analysis. Mueller also .stated that to the extent such 
inforfi1EJ.tiop ca11_ be gathered and used legally· it must he exploited and thctt 
he ''would not .dismiss the potency of a program bal?ecl on the percentage of 
hits." Askeq if he was familiar with any specific FBI investigations that 
represent Stellar Wind successes, Mueller said thatas a general matter it is 
very difficult to quantify the effectiveness of an intelligence program without 
"tggging" the leads that are produced in order to evaluate the role the 
program information played in any investigation. (TS/ /BTLW/ /SI/ /OC/NF) 

We. also asked Mueller about the issue of allocating finite FBI 
resourcestorespond to Stellar Whid leads. Mueller said that in the period 
after the September 11 terrorist attacks, the FBI remained in a state of 
continuous alert for several years. Mueller stated that he understood the 
President's desire to take every step to prevent another terrorist attack, and 
believes that it would be wrong not to utilize all available capabilities to 
accomplish this, so longas it isdorte legally. (TS//STUi'il//Sif/OC/NF) 

Mueller also commented on regarding FBI agents' 
frustration with the volume· For example, articles 
desc:tibed complaints of the lack of 
information in the tippers they received and how the 
high volume of tippers hece.ssitated devoting resources to what 
were described as "dry leads.''376 Mueller said that tne agents' frustratior1 
wgs sitnilar to that expressed about other sourc�s for the thousands of leads 
the FBI received after September 11, such as calls from citizens. Mueller 
stated that he understood the frustration associated with expending finite 
resources on numerous leads unlikely to have a terrorism ne:xus, but said 
that his philosophy after September 11 was that "no lead goes 
unaddressed.;; Moreover, he stated that frustrations can result from any 
counterterrorism program; ""(S/ / NF}-

We also interviewed Kenneth Wainstein, the first Assistant Attorney 
General for the Justice Department's National Security Division, which was 
created in September 2006. Wainstein told us that he was aware of"both 
sides" on the question of Stellar Wind's value. He also said that he heard 
the government had not "gotten a heck of a lot out of it," but noted that NSA 
Director Hayden and FBI Director Mueller have stated that the program was 
valuable. (S//�JF) 

Hayden told us that 
worthwhile and successful. 

3io See, e.g;, Lowell Bergman, et a1., "Domestic Surveillance: The Program; Spy 
Agency Data After Sept. 11 Led F.B.I. to Dead Ends," The New York Times, January 17, 
2006. (U) 
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wer� only '�narrow thre.ads"and that the idea \v:;u� to help btJilci t.he FBI'� 
intelligence base. Hayden also observed that the enemy may not have been 
as embyqdeclin the lltiited States as much as feared, hLi.t said that he 
believes Stellar Wind helped determine this. (TS//STLV'<l//BI//OG/NF) 

E. Examples of FBI Cou:nte:rtenornsm Cases Involving .StelXa.Ii' 
Wind X:nfotmation i8tfi\1l+T-

As part of our review, we sought to identifY specific FBI international 
terrorism investigations in which Stellar Wind information was used and to 
describe the information's specific contributions to the;. i11vestigations. We 
agree with FEU officials that this is a difficult task in view of the nctture of 
these investigations, which frequently are predicated on multiple sources of 
information . .  To the extent Stellar Wind tips played a .role in an 
investigation; the tips could be one of several sootlrces ofinformation 
acqt.tired over tim.e and used by the FBI to pursue the investigation. 
Motc;:;qver, the FBI (lgents and analysts we interviewed during our .review 
could not say that "but for'' a Stellar Wind tipper a g�ven investigation would 
not have heeri productive, and they were unable to :tecali specifically how, if 
at all, Stellar Wind inte1ligence may have caused their investigations to take 
a particular direction. lStf-NE)_ 

Our review did not seek to describe Stellar Wind's impact on each FBI 
field officei and we recognize that FBI officials than those 
we interviewed might have had 

reporting was not disseminated to FBI offices under 
•. y contribution the information might have made to 

investigations FBI personnel we interviewed were familiar with might not 
been accounted for in our questions about Stellar Wind 

t·l'on (TS 1 'STt;m 1 1SI ' 'OC 'NF) 
• I ( VVf I I I I 

In view of these difficulties, we examined several investigations 
frequently cited in NSA and FBI documents the OIG obtained during this 
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review as examples of Stellar Wind information that contributed 's 
tetterrorism efforts.377 For these investigations, we exanll11Led 
ECs, FB.l Letterhead Memoranda describing the status of investigative 

activities in specific cases, · srn Division responses to OIG 
qqestions abo11;t the role specific investigations, 
govern.me1it pleadings filed terrorism prosecutions, and FBI 
briefing materials�378 (TS//STLVl/ /SI/ I OC/NF) 

377 As noted above, the FBI was not the on ly customer of Stellar Wind information. 
The CIA and the National Counterterrorism Center also received Stellar Wind reports 
potentially relevant to their operations. Pursuant to a directive in the FISA Amendments 
Att o f 2008, Intelligence Community OIGs are examining the impact Stellar Wind had on 
their respective agencies or if Stellar Wind information contributed to their agencies' 
operations . (TS//STL1.V//Sl//OG/�IF) 

:m, The briefing materials were prepared by the FBI's Communications Exploitation 
Section (CXS) shortly after aspects of the Stellar Wind program were publ icly revealed in a 
sedes of NewYork Times articles in December 2005. The briefing materials were prepared 
at the direction of FBI General Counsel Valarie Caproni, who anticipated that Director 
Mueller and Deputy Director Pistole would be called to testify about the program . These 
briefing materials were intended to help prepare Mueller and Pistole for their testimony. 
The briefing materials include summaries of specific cases relating to Stellar Wind 
information that were highligh ted by the NSA. (TS/fSTLW//SI//OC/WE) 
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ted in the FBI initiating investigations of 
to identify any involvement in In 

ino_stcases, the F$I concluded that the individuals' connection 
ric:it related' to any involvement in terrorism. However, in one case 

individual was in contact with additional 
engaged in activities indicating possible 

terronst actlvities.3BI In another case, the FBI 
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departed the coun 

leads geneta,ted by 
already under .an FBI field office. The 

caused the FBI offiCe to convert its preliminary 
"�""�""•v·•.L iJ;lt·o a. full investigation and 

,..."".,.."'"'''"" surveillanoe under FISA 
used by the individual.···· · ···also in 

ational Security Letters 

. However) the FBI did not develop any 
inf()p:nCI119n that l.i11k�d the individual to terrorism or terrorist groups� 
··'. 'T's. , I sTunt , c::r , , oc , N. FY \*" f I �:;�_-r:t:=� n I t""' I I .· T I 
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closed, Jield offices. 
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· 

('successful disruption.,.·-. ·-n.,.,·<=> 

was a conspiracy 
provide material support to 

during the course of the investigations. �++HT-"+f'rl-A'i 

investigation came to be known by the code 
384 (TS I 181 I 100 'NF) " " r 
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- -- - - - - it is noted that at the . 

Jl hadFISA 

FBI briefing materials state that the FBI surveillance of an 
individuallateic determined to be misidentifie Through open 
::;cmrc:e investigation, the FBI obtained the tel nurribet of the 
misidentified subject and was granted emergency FISA authority on that 

· · 

on the telephone believed to be 
.{TS I 'STLHT/ 'SI I 100 'NF) 7 T vVJ T II · I 

the FBI employees located at the NSA (Team 10) 
sq · . a reqtJ.est to NSA for call chaining analysis a.nd consideration 
for Stellar Wind "tasking," or content collection. The NSA initiated content 
collection on the erroneous telephone number the sarne day. Contact 
chaining .on the telephone number did with any 
known · · 

numbers. it was 
de:terrnin not using the tasked ahq 
chained under Stellar Wind authority; 
electronic surveillance of the num · 

physicctl tha,t telephone number believed to · 
been misidentified. (PS//STLVl//81/fOC/NF) 
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An FBI document stated that sine "has provided a bl, 

wealth of intelli ce to the FBI and the e Community," and b3, 

been disseminated to intelligence service b6, 

(8//0C/NF) b7C, 
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387 A CXS intelligence analyst who .drafted the summary b7E 
for the CXS bdefirig materials told she concluded th 
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Jc;LLL..u a full international terrorism mves 
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The NSA recommended that the FBI cite m 
bde:fing materials .as an example of Stellar coni:.r1bution to 

. The FBI briefing materials te that the 
gation was 

nvestigation on 
In respoilse to the OIG's request for · · 

.. �-�··� played in the 
·Division told 

FBl databases and. • 
ractbr.ed. . 

ae�c1arat1on the FBI filed the 
investigation '1did not lead to any 

was used in the prosecution of the case G.f<,<::l.UJL.;:) 
incorporated into any application to a court, including 
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V. OIG Analysis. (ti) 

The .FBI created the 
.

·ect to disseminate Stellar Wind 
information as leads to FBI sand assigned the CAU's Team 10 to 
the; NSA to work on Stellar Wind full-time fot this purpose. We found that 
the co-location improved the FBPs knowledge. about Stellar Wind operations 
and gave the NSA better insight about ho\'\r FBI neld offices investigated 
Stellar Windinfqr1natioh� We were told these benefits translated to 

in the Stellar Wind report draftingprocess, and by extension, 
(TS I 1STb·n7 I 1SI I 'OG 'NF) II · hf/ fl I .  

One of the s the FBI implemented to attempt to improve the 
investigation was to make FBI Headquarters-based 
CAV; instead responsible for issuing National Security 
Letters (NSL) tb··obtain subscriber information on tipped telephohe numbers 
an¢! e-:rnail addresses. This me · .. 'tiated �n July 2003, was inte:rv:lec1 
to address agent concerns ads did not provide sufficient 
information to il:litiate national security investigations, aprerequisite un.qer 
Ju!:ltice Department investigative guidelines to issuing NSLs. 
(T8' 18Wlri '81 ' 'OClNF) 

· n vvn rr 1 

However, we. found that the CAU issued the NSLs from the 
control file,. file created in September 2002 tQ 
repository communications between FBI 
Hel:l.dquarters . s. Issuing the NSLs from a control file instead 
of a11 investigative file was con FBI policy. The FBI finally 
opened an investigative file for project in Novem}J.er 2006. 
We one in the decision to issue NSLs 
from the that the FBI had 

NSLs with existing 
preliminary or full investigations of al groups or to open 
new preliminary or full investigations in compliance with Justice 
D · artment investigative guidelines. However, we also concluded that 

have, and should have, opened an investigative file for 
project the decision first was made to have FBI Headquarters 

issue NSLs leads. (TS//STUN//SI/fOCfNF} 
We also described in this chapter a change the FISA Court made in 

March 2004 to the "scrubbing" process used to account for Stellar Wind 
information in international terrorism FISA applications. The change 
requites the FBI's Team 10 and FBI OGC, in coordination with the 
Department;s Office of Intelligence (formerly OIPR), to determine whether 
any facility (telephone number or e-mail address) that appears in a FISA 
application also appeared in a Stellar Wind report and, if so, whether the 
FBI had developed, independent of · vestigative interest in 
the facility before it was the subject of an 'pper, or whether the 
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facility would have been "inevitably discovered." FISA Court Presiding 
Judge Kdllar-I<otelly imposed this additional scrubbing teqtlirement after 
being p;dvi�ed of modifications made to StellarWind in March 2004 fQllov.iing 
the Justice Department's revised legal analysis of the program. The FBI and 
Office of Int�lligence continue to expend significant resources to comply with 
this scrubping requirerrtent.399 H.owever, we did not find any instances of 
the requiteh1ent causing the FBI not to be able to obtain FISA surveillance 
coverage on a target. ·(TS / /STUll//81 / / OC/NF) 

Our primary focus in this chapter was to assess the general role of 
Stellar Wind information in FBI investigations and its value to the FBI's 
overall.counterterrorism efforts. Similar to the FBI, we had difficulty 
assessing the specific value of the program to· the FBI's counterterrorism 
ac:tivities. However; based on our interviews of FBI managers and agents 
and our review ofdocuments, and taking into account the substantial 
volume of leads the program generated for the FBI, We concluded that 
although the information produced under the Stellar Wind program had 
value irt some counterterrorism investigations, it played a limited role in the 
FBI's overall counterterrorism efforts. (8/1 NF) 

The vast majority of Stellar Wind information the NSA provided the 
FBI related to telephone numbers and e-mail addresses the NSA identified 
th!'ough meta data analysis as having connections to individuals believed to 

FBI agents and analysts with experience investigating 
leads told us that most leads were determined not to have ... 

;:J;f 

399 As noted earlier, the scrubbing procedure applies both to NSA information 
derived from the Stellar Wind program and to information derived from the FISA Court's 
PR/TT and Section 21 5 bulk meta data orders. This is so because until mid-2008, when 
the Stellar Wind program officially was closed, leads the NSA developed from the 
FISA-authorized bulk meta data collections were disseminated under the Stellar Wind 
compartment. (TS//BTL\V/ /SI//00/PlF) 

40D Stated another vvay, the Stellar Wind program genera 
leads for the FBI each month from October 2001 to February 2006. 

(TS//STLVv'//Sf//06/NP) 
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terrorl.srrJ.; and they did not identify for us any specific cases where leads 
helped the FBJ i.deiltify previously unknown subjects involved in terrorism. 
(although several stated that this did occur) . This is not surprising' given 
that the vast majority of leads ,sent to FBI field offices for investigation 
cor1cernechtel�phone numbers and e-mail addresses that the NSA already 
had determined were at best one or two steps removed from numbers and 
addresses suspected of being used by individuals believed to be involved in 
t.e·rr' ori··s·m (TS 1 1STL-ur 1 181 1 100 1NF) . .  · · . · rr -.q 1 1 r 1 

The FBI's two statistical studies that attempted to assess the 
"significance'' of Stellar Wind meta data leads to FBI counterterrorism efforts 
did not · 

· 

· 

· 

on the usefulness. The first 
study samples taken from meta data leads the bl, 

the· · frorp. approximately October 2001 to December 2005, b3, 
L2percen.made ''significant" · 

. s. The FBI's b7E 
alstudy, which reviewed each mail tippers the 

NSA provided the FBI from August 2004 through January 2006, ident�fied 
no examples of "significant" contributions to F:BI counterterrorism efforts.40I 

The FBI OGC told us that FBI executive management's statements irt 
corJ,gressional testimony that the Stellar Wind program had value was based 
in part on the results of the first study. ffS//STVvV//SI/ /00/NF) 

While we believe St�llar Wind's role in FBI cases was limited, 
assessing the value of the program to the FBI's overall counterterrorism 
efforts is more complex. Some witnesses commented that ari intelligence 
program's vah1e cannot be assessed by statistical measures alone. Other 
'vitnesses, such as General Hayden, said that the value of the program may 
lie in its ability to help the Intelligence Community determine that the 
terrorist threat embedded within the country is .not as great as once feared. 
Witnesses also suggested that the value of the program should not depend 
on documented «success stories," but rather on maintaining an intelligence 
capability to detect potential terrorist activity in the future. (1'8//SI//NF) 

interviewed generally were supportive of the Stellar 
program, calling the information "one tool of many" in bl, 

efforts that "could help move cases forward" by, for b3, 
example, confirming a subject's contacts with individuals involved in b7E 
terrorism or identifying additional terrorist contacts. However, FBI 
personnel also frequently noted for us the deficiencies in the Stellar Wind 
information disseminated to FBI field offices, such as the lack of details 

401 As described earlier in this chapter, the FBI considered a tipper "significant" if it 
led to any of three investigative results: the identification of a terrorist, the deportation 
from the United States of a suspected terrorist, or the development of an asset that can 
report about the activities of terrorists. (T8ff8TLW//8I//OC/NF) 
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about the foxeign individuals allegedly involved in terrorism with whom 
domestic telephone numbers and e-mail addresses were in contact. Yet; 
these J:i'Bl employees also believed the possibility that such contacts related 
to terrorism made investigating the tips worth-vV:hile. Some FBI employees 
also cited the FBI's increased �ooperation with the NSA on international 
terrorism matters as a side benefit of the Stellar Wind program. 
(TS' 'STLm 1 1811100 'NF) If Vv TI II  T · . 

.FBl Oin�ctor Mueller told us that he believes the Stellar Wind program 
was useful and that the FBI must follow every lead it receives in order to 
prevent future terrorist attacks. He said ucotnmunicatiohs are absolutely 
essen.tial'' to this task and called meta data the 1'key" to the FBI's 
communiCations analysis. Mueller also statedthat to the extent such 
information can be gathered and used legally it must be exploited and that 
he "would not dismiss the potency Of a program based on the percentage of 
h. its" fl'S1 'STVu "'SI.' /QG/NF) 

. • · . .// vi() II > .  

We spught to look beyond these comments ofgeneral support for 
Stellar Wind to specific, concrete e.xarnples of the program1s contributions 
that also illustrated the role Stellar Wind information could play� We 
therefore .examined five cases frequently cited in documents we revie.wed. 

· .. · 1l:·:: ·fh� St�;ll��r 1��tir�.;�!i ir�fi?:�·!ir[�Jti�::r.I:ii ·1;,r;�ts rlo· 
investigation that led arrest and conviction, it 

tipper that led to the natiorial security investigation that 
,a.,,u•• al prosecution. (T8//8TVN//SI//0C/NE) 

bl, b3, 
b6, 
b7C, 
b7E 

bl, b3, 
b6, b7C, 
b7E 

The final investigation we examined not appear to result 
Wind information. The NSA and the FBI at times have bl, b3, 

case as an example of the contributions of Stellar Wind to b6,b7C, b7E 
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Moreover; the FBI told us 
·Tt•rrn <:>tion did not ''factor · 

concluded that $tell�T Wind rnay 
sorne indirect . the ·subject ;"'"'"' c'h rrdh 
the FBI. Our review ofdocumentsindicated th 
investigation, which appears to have been 
reporting; might have caused the FBI to reopen its in · 
We were unable to describe with the same certainty as 
investigation the extent of Stellar Wind's contribution 
investigation, in part because of differing assessments in 
documents regarding the role of Stellar 'Wind this matter. 
vns··. ··. I rs· rPL1h I l·s· ·.r I le· e· 1 1\Tij'\ CT . I r T:Ovv r r I( r I nr-, 

In short, We found that Stellar Wind generally has played a limited 
role ip FBI counterterrorism investigations, but that the evidence shows 
there are cases where Stellar Wind information had value. For example, in 
sofue of the cases we examined Stelli;J.t Wind information caused the FBI to 
take action that led to useful investigative results. However, .in others the 
connection between the Stellar Wind information ru1d the FBI's investigative 
actions was more ctifficult to discern. � 

As discussed in Chapter Five and in this chapter, Stellar Wirtd�s bulk 
meta data collection activities transitiorted to FISA · 

ongoing .. The FBI, upder the project (the successor to 
requires field offices to a minimum, threat on 
telephone numbers and e-mail addresses the NSA derives from this 
FISA-authorized collection that the FBI is not already aware of, includfug 
numbers and addresses one or two steps removed from direct contacts with 
individuals involved in terrorism. In view of our findings about the Stellar 
Wind program's ·contribution to the FBI's coun 

· 

believe that the FBI should regularly assess the leads 
have on FBI field offices and whether limited FBI resources should be used 
to investigate all of them . (TS/ /STUOI/ / Sl/ /OC/WF) 

Another consequence of the Stellar Wind program and the FBI's 
approach to assigning leads was that many threat assessments were 
conducted on individuals located in the United States,  including U . S. 
persons, who were determined not to have any nexus to terrorism or 
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represent a threat to national security.402 These assessments also caused 
the FBI to collect .and retain a significant amount of personal information 
about the users of tipped telephone numbers and e-mail addresses. In 
addition to an individ tial�s hatne and home address�  such information could 

. . . . . . . 

ipqll.l,de where the person worked, records of foreign travel, a,nd the identity 
of family members. The results of these threat assessments and the 

. . . 

information th,a,t was collected. generally were r�potted in comrrninications to 
FBi Ht,;adquarters and uploaded into FBr databases . 

('1'8(/STLW//SI//OC/NF) 

The FBI's collection of U.S . person information in this manner is 
o11going under the NSA's FISA-authorized bulk meta data collection. To the 
extent leads derived from this program generate results similar to those 
unde.r 'Stellar Wind7 the FBI will continue to collect and retain a sig!li{icant 
amount of information about individuals in the United States,  including 
U.S.. persons, that do not have a nexus to terrorism or represent a threat to 

national security. (TS/ /STLW//SI/ /OC/NF) 

We recomm<::nd that as par� of . project, the Justice 
Department's National Security Division (NSD) , . with the FBI, 
sh<;>uJd collect information abo,tlt the quantity of telephone numbers and 
e-mail ,address.es disseminated to FBI field, .offices that are assigned as 
Action leads and that require offices to conduct threat assessments . The 
information compiled shoulc1 inc1ude whether individuals identified in threat 
assessments are U.S. or non-U. S. persons ahd whether the threat 
assessments led to the opening of preliminary or full national security 
ihvestigations.  With respect to threat assessments that conclude that users 
of tipp<::d telephone numbers or e-mail addresses are not involved in 
terrorism and are not threats to national security, the Justice Department 
should take steps to track the quantity and nature of the U.S. person 
information collected and how the FBI retains and utilizes this information . 

This will enable the Justice- Department and entities with oversight 
responsibilities, including the OIG and congressional committees, to assess 
the l.mpact this intelligence program has on the privacy interests of U.S.  
persons and to consider whether,  and for how long, such information 
should be retained . (TS//SI//OC/fff.F) 
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We also recommend that, consistent \V�th NSD 's current oversight 
activitie� a,11.d ·as part of its periodic revi�ws of 1iational sec;urit:Y 
investigations at FBI field offices, NSD should r�view a 
representatiVe samp · leads to those offices. Fo1; each lead 
examined, NSD should assess FBI compliance with applicable kg;3.l 
requiremet1ts in the use of the lead and in any ensuing investigations, 
particplarly with the requirements governing the collec tion and use of U,S. 
person fnformation. (TS//SI//OC/NFJ 

In sum, we agree that it is difficult to asses s  or quantify the 
effectiveness of a particular intelligence program. However, l:Jased on the 
interviews we conducted and documents we reviewed, we found that Stellar 
Wind information generally played a limited role in the FBI 's 
couhterterrorism efforts; but that the in formation had value in some cases . 
Inaddition, some witnesses said the program provides an "early warning 
system" to c:tllow the Intelligence Community to detect potential terrorist 
attacks, even ifthe system has not specifically uncovered evidence of 
pi'ep1rrations for such an attack. Moreover, other OIGs in. the Intelligence 
Community are reviewing their agency's involvement with the program and 
the results of those reviews, analyzed together, will provide a more 
c:pf!lprehep.E;ive pic:ture of the program's overall usefulness. 
(TS//STLl"f.J/ /SI/ /OC/.NF) 

Finally, because the bulk meta data aspect of the Stellar Wind 
program continues under FISA authority, we recommend that the NSD take 
steps to gather information on the continuing operations of the program, 
irrch:tding the use and handling ofvast amounts of information on. U.S, 
persons and the effectiveness of the program in FBI counterterrorism 
investigations. (TS/ I STUN/ I SI/ /OG/NF) 
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CHAJ?TER SEVEN 
DiSCIO>VERY liSSUES RELATED TO STEJLJLAR WJIND 

INFOJRlVJIATXON (1'§/jS'f.// NJF) 
In this chapter we discuss the government's statutory and judicial 

discovery obligations in international terrorism cases relating to Stellar 
Wind-derived information. Under the SteUat Wind program, the federal 
government collected vast amounts of information , including the Content of 
CQn1m:unica,tion1;> and meta data abput telephone and e-mail 

· U.S. citizens , non-U. , 

tnggenng an o the ede:ral 
Rules of Cnminal Procedure and applicable case law for the government to 
disclose certain information to the defendant. This obligation created a 
tension between the need to protect the secrecy of the Ste11ar Wind program 
and the need to comply with legal disclosure requirements. (JS 1 'STUn 1 'SI 1 'OC 'NF} I 7 WJ T ,  l/ I , 

In this chapter, we examine the process by which the Department of 
Justice attempted, to resolve this tension and meet its discovei"y obligations 
to criminal defendants.403 (U) 

K. Relevant Law (U) 
The government's obligation to disclose Certain statements made by a 

defendant and to disclose other information concerning a defendant in a 
criminal proceeding comes primarily from two sources: Federal, Rule of 
Criminal Procedure 16 and the U.S. Suprerne Court case of Brady v. 
Maryland, 373 U.S. 83 ( 1 963) .  (U) 

Federal Rule of Criminal Procedure 16(a)(l)(B){i) requires the 
government to make various disclosures at the request of a criminal 
defendant. Among other things , the government must disclose «any relevant 
written or recorded statement by the defendant if the statement is within 
the government's possession, custody, or control; and the attorney for the 
government knows - or through due diligence could know - that the 
statement exists[.]" Rule 16(a) ( l ) (E) provides that, upon a defendant's 
request, the government must allow a defendant to inspect and copy papers, 

403 In our review, we did not seek to determine what the government disclosed in 
specific cases. Rather, we focused on the adequacy of the process that the Justice 
Department implemented to comply \'iith its discovery obligations in cases that involved 
Stellar Wind�derived information. (TS//STLW//SI/ /OC/NF) 
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dot;::umentst data1 and other materials "if the item is within the government's 
p.ossessiol:l; custody, .  or control" and the ite.m is material to preparingthe 
defenl')e; the government intends to use the item in its case-in-chief at trial; 
or the item was obtained from or belongs to the defendant. {U) 

UnderRule 16, a defendant's statements carry a �<near presumption of 
relevEJ:rtce," ahd "the production of a defendant's statements has become 
�practically Ei. tnatter of right e'ven without a showing of materiality. "' United 
States v. Yunis, 867 F.2d 6 1 7 ;62 1 -2 2, 625 & n. lO {D.C.  Circuit 1989) .40+ 
(U) 

Disclosure of a defendant's statements is usually made by the 
government after receiving a request pursuant to Rule 1 6 .  However, even 
without makipg a Rule 1 6  request, a defendant has an independent right to 
discovery ofhis statements and cert;::Un other relevant information under 
:EJrady v. Maryland,, 373 U.S.  83 (1963) , Brady requires the government to 
disd6se evidence in its possession favorable to tl�e defertdant and material 
to either guilt or punishment. Material evidence · must be disclosed if it is 
exculpatory or if it could be used to impeach a government witness.  (U) 

However, according to the memorandum, when production of the 
defen dant's statements or other information would reveal classified 
information, the government may assert a national security privilege, 
sometimes known as the state · secrets privilege . 4°6 If the government 
asserts a colorable claim in a legal proceeding that classified inforrrtation is 
privileged, the defendant must show that the information is not only 

404 See also United States v. Scarpa, 9 1 3 F. 2d 993, 10 1 1  (2nrl Cir. 1990) ,  citing 
United States v. McElroy, 697 F.2d 459, 464 (2nc.l Cir. 1982)("Rule 1 6  does rtot cover oral 
statements unrelated to the crime charged or completely separate from the government's 
trial evidence.") . (U) 

4tis Counsel for Intelligence Policy James B aker told us the memorandum was 
drafted at. his request by an Assistant U.S. Attorney who had been detailed to OJPR. Baker 
said he requested the memorandum to refresh hi s understanding of the government's 
discovery obligations in criminal prosecutions. (U / /f'OUO) 

406 'I'he state secrets privilege is a common law doctrine asserted by the United 
States gover!1ment to protect classified information. See generally, United States v. 
Rewnold.s, 345 U.S.  1 ( 1 952) . (U) 
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relevant but materictl. If the defendant can show materiality1 some courts 
balance the defendantls ne(;ld for disclosure ag::tinst thv government's 
substantial interest in protecting soutces and methods associated with the 
sensitive infcirtl1atioil . See United States v. Sarlcissian, 841 F.2d 959 , 96.5 
(9th Cir. 1988); United States .v. Srri.ith, 7 8 1  F.2d 1 102 , 1 1 80 (4th Cir. i985) 
(en baric) . {U) 

The government can also invoke the Classified Information Procedures 
Act {CIPA); 1 8  U.S.C, App. 3, to protect cla_ssified information.in federal 
pro·secutions.  CIPA does not expand or limit a defendant's right to discovery 
under Rule 16;.  rather, CIPA allows a court, ''upon a sufficient showing" to 
aufu.orize the government to delete spec:ified items of classified information 

from otherwise discoverable documents, Sl.:lbstitute a summary of the 
information, or stipulate to relevailt facts that the classified information 

would tend to prove. (U) 
As detailed below, . after aspects of the Stellar Wind program were. 

dif:?¢los�d in The New YorkTimes B,J.1d confin,n:ec1 by the President in 
December 2005, the Justice Department invoked CIPA to . disclosure 
of the: program and 

· · · 

criminal ca,ses 

U. Cas�s Raise Ques.tions pt.bout GQve:rnment's Compliance with 
Discovery Obligations (U) 

The ten{5ion between the highly · classified nature of the Stelll;lt Wind 
prowam artd bl, b3, 

b7E 

--"::.__- - =- - � - -� 
- - - - - - ---

-- - -
--- - -

-
-=.. 

( TS/ I STf:Wj I Slf I OCi I\TJF1 
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.hiforrhation collected under Stellar Wind would be discoverable and, more 
generally, now the Stellar Wind collections might be treated in view of the 
government's discovery obligations in criminal prosecutions . 
. (tS ''STLVv;: , 'SI I '00 'NF) . J / ... . .. · T l . I I 7 

Baket .said he raised these issues with Attorney General Ashcroft, FBI 
Director Mueller, and other JustiCe Department, FBI, and NSA officials. bl ,  
Baker sta a determination·  should first be made b3 
whether th obtained throu.gh Stellar Wind also b6 

, 
, 

were could be ·prod1.1ced. Bake. r said it b7C 
turned 01.1 been irrtercypted under FlSA and b?E 
coUld be pro 

· under that authority rather tl).an as a result ofStellar 
Wind collections.  Baker told the OIG that he was relieved by this outcome, 
but continued to be cqncerned about future cases .. 
(TS I 'BTC"T , 'SI ,  'OC 'NF) • . j I · . . Y'(// . I I  .· I 

, 

bl ,  
b3, 
b6, 
b7C 
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.Yoo orally recommended to Ashcroft that the 
uJ."''·a'-'"''"' the Stellar Wind program intercepts to the 

Yoo subsequently memorialized his advice in a ·.rms .' 'STL,.iT .' 'sr , 'ee 'liJP\ \T 7 T LJ.hV TI L(/ I l'H' I 
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In another iritemal Justice Department review of his actions,  Yoo has 
a,.ckn.oWledged that he is not well versed in criminal law. During an 
!riterv:i�w with the Department's Office of Professional Responsibility (OPR) 
in connectldh with its investigation concerning his legal opinions in support 
of a deta.iriee interrogation program, Yoo stated that "criminal prosecution 
process in the Department was not my specialty, "  and "criminal law was not 
my area."415 \fS//Sl//OG/NF) 

JtU. Cdminal Division E�amines Discovery Issues (U) 
Follow:in the Justice Department's Criminal 

DiVision was tasked w1th developing procedures for handling Rule 16 
use the issues fell within its area of expertise . As a 

Patrick Rowan, a senior counsel in the Criminal 
into the program to deal with Stellar Wind-related 

discovery issues . Rowan's supervisor, Criminal Division Assistant Attorney 
General Christopher Wray, was also read into the program at the same time. 

,� '" ·�·"'·''· ''·'' ,.., {:{�lg �.,� �� �filB d ,trL �ro p �E���; e if'f,;;:t (.,-:rr=:r�r4o E� rtr:n. r.:: r1 � �.:;.t1. :p·tr��!.���!';f:�J;!.�! 
to detainee interrogations.  Yoo drafted legal opinions for this program while in the Office of 
Legal Counsel. However, as discussed in Chapter Four, in contrast with the Stellar Wind 
program at least four other OLC attorneys assisted Yoo with drafting the legal memoranda. 
Yoo was also able to consult with Criminal Division attorneys and the client agency on this 
matter. (!Sf I fs'f'LW/ I 81/ / OC/ N F) 
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Wray and Rowan were the first Department attorneys with Criminal 
Division-level responsibility for terrorism prosecutions to be read into the 
Pro . . gram (TS 11SWn 1 'SI 1 'OC 'NF} . . . . . n . �n n  l t  I 

Wra,y told the OIG that after his and Rowan's read-in, they "were kind 
of left on our o'Wn,'' He said. that no one directed him or Rowan to continue 
studying the Rule 16 issues or the government's Brady obligations in 
connection with irttetnational terrorism prosecutions, nor d!d anyone tell 
them to develop any judgments or opinions on the subj ect. (U) 

some poh1t after his read-in he may have read 
mem()randum on the Department's discovery 

and he instructed Rowan to review the 
memorandum. Rowan us he was familiar with Yoo's 
memorandum, but stated that he could not recall whether the purpose of 
Yoo's to t iri general the pertinent legal issues or to 
document in particular was to be handled. Rowan 
told tis that he · hot i"ecall having any problems with the conclusions Yoo 
reached. (TS//STLW//SI//OC/NF) 

A. The "Informal Process" for Treating Discovery Issues in 
International Terrorism Cases (U) 

During his OIG interview, Rowan described the processes at the 
Department prior to the December 2005 disclosure of aspects of the Stellar 
Wind program in The New York Times to address discovery obligations with 
respect to Stellar Wind-derived information. He said that the NSA was 
generally aware of the Justice Department's international terrori�m criminal 
cases, at least in part due to NSA's ongoing contacts with Patrick Philbin 
arid other� in the Department. According to Rowan, the NSA's general 
awr:1reness of the Department's international terrorism docket amounted to 
an ''informal process" for spotting cases that may present discovety issues. 
Rowan stated that prosecutors in U.S.  Attorney's Offices typically would 
request the NSA to perform "prudential searches" of its databases for any 
relevant information concerning their prosecutions, including for discovery 
purposes, although this did not happen in eve:ry international terrorism 
case. Rowan stated that if the NSA located any responsive but classified 
information, it would be expected to notify senior Justice Department 
officials with the requisite clearances about the information. Rowan said he 
was confident that if Brady information were known to the NSA, it would be 
brought to the attention of the Department and steps would have been 
taken. to dismiss the case or otherwise ensure the program was not 
disclosed. f(fS//STLVl//SI//OC/NF) 

In addition to these routine communications between Department 
prosecutors and the NSA in criminal prosecutions, Rowan described other 
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measures that were in place to keep Stellar Wind-derived informq.tion out of 
the criminal prosecution process. He stated that the FBI had "wa1led off' 
ru1y' ¢yide1ice it collected from inclv.sion: s by tipping out 
Stellar Wind:-derived information UB.ger · a caveat that the 
information iu the tipper was tifor lead purposes onJy." Rowan noted that 
OIPR also had in place a scrubbing process . to delete program-derived 
.information from FISA applications, Rowan exptes,sed confidence that these 
mecb;anisms ensured that no program information was used in 

international terrorism prosecutions� 416 Finally, Rowan stated that the FBI 
i� "very quick: to get FISA,s up," thereby minhrtizing the likelihood that the 
NSA 's Stellm: Wind database would be the sole repository of Brady material 
(TS I I STL1iV t LSI ' roc 1NF) F /  . TJ . T/ I 

(o) (5F � � · .�� ·'Z 
;"' �  � :- �  B. Memorandum ,Analyzing Discovell'y' Issues Raised 
by the StellalL" Wind Program -ffS//STIJf/tl"/ /Sf/-ffJC/NF-1 

At the direction of Assistant Attorney General Wray; Rowan 
rhernorjalized his re . 

HTrH"'U"Ar1 ori the memorandum largely alone, 
with Wray. �owan said it was very difficult 'to work 

on the matter bet:au�e of the sec1�ecy sutroundihg the program and the 
other demands ofhis joh.417 ([P8//8TLVl//SI//OQ/NF) 

415 As discussed fu Chapter Six, the caveats were intended to exclude at the outset 
any Stellar Wind�derived information from FISA applicatiotis and other criminal pleadings . 
The scrubbing process acts as a second check against indudfug this information in FISA 
applications. However, neither the caveats nor the scrubbing process relieved the 
government of its obligations under Brady to disclose evidence in the government's 
possession favorable to the defendant and material to either guilt or punishment . 
('fS//S'fL\Vf /SI/ /OC/NF) 

417 The memorandum noted, "Because there were no additional attorneys within the 
Criminal Division who were read into the program (and very few in the Department 

1 we have been unable to assign work to others or to fully consult with others 
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if�'d··*""'-""� ""' '·''"" in 
Attorney's (USAM) . For cases in which the Intelligence Community 
hetd no Cl.Ctive involvement in the criminal investigation, the USAM stated 
that there are two circumstances in which the prosecutor must conduct a 
''suitable searchn of Intelligence Community files: ( 1 )  where the prosecutor 

bl,  
b3, 
b7E 

bl, 
b3,  
b7E 

has ''direct or reliable knowledge'' that the Intelligence Community 
bl ,  b3,  b6, 
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pg;3sesses potential Erady or other discovery material; or, {2) in the absence 
of such knt>wledge, where ''there nonetheless exists any relia,ble indicatio11 
.sugg<::{3ting" that the Intelligence Community possesses such material. 
USAM, Crhninal l�esources Manual § 2052 (2002) . The USAM .stated that, 
a,s a general tLtle, .a prosecutor should not seek a<;cess to Intelligence 
Comirt:unity files unless there is an affirmative obligation to do so. However, 
it noted that certain types of cases, including terrorism prosecutions, fall 
outsjde this general rule. In such cases, the USAM advised that the 
prQ{3�9uto:r should cond�ct a "prudential search." Id. 
(TS ' 'STf,Xll"! 1ST I 10C 1NF) (( · �wj I I ( I 

Rowan wrote that the practice in several sections within the Criminal 
Division wa,s to "generally go beyond both the legal obligations outlined [in 
his ,m�morandum] and the general rule outlined in the USAM, initiating 
searches out of prudence, rather than a legal obligation." For instance, 
Row�p. reported that the. practice of the Criminal Division's 
¢ou:n:terespionage Section (GES) was to search Intelligence Community files 
in almost evet'y case, even in instance s in. which the In 

tion 

seatc:he:s are vV'C�U.Y\.. Io\..).'l 
""'"· .. 5�,u-.."' collection concerning the defendant as "suggested by 

the facts of the matter." He added that the searches were requested for a variety of 
reasons, including for purposes of meeting discovery obligations. Dian said that searches 
a:iso were requested to determine whether the defendant has a "relationship" with an 
intelligence agency. He noted that CES does not request prudential searches as a matter of 
course to avoid making spurious requests. (8/ /WI!f. 

was a proponent 
, . co-prosecutes cases should have the 

same knowledge. as CES concerning the ''national security equities'' involved in each case. 
Dian said this arrangement also allows for the AUSA, who is often the prosecutor most 
familiar with the case and the jurisdictional practices ,  to review any Inte11igence 
Community material for Rtile 16 and Brady purposes. Dian acknowledged the limitations 
to this arrangement concerning strictly compartmented programs such as Stellar Wind, 
where the NSA understandably would be reluctant to read in line prosecutors for the 
limited pur�ose of screening defense discovery requests. (TS//8TU#//8I//OC/NF) 
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was for the CES attorney to use the provisions of CIPA to prevent disclo sure 
·ofse!lsitive material. Rowan noted that other sections within the Criminal 
Division also relied on CIPA to protect Intelligence Community files found 
during<searches. f£8//SI//OC/NF) 

Tht�:sj ��l�J!L�.;nJ,gh f!.(:!�;·.r.an":s. m.;�;r,r,�i�:·�"a:r.a•dUn:'!l d[d tlot c'!.Jn 
1Jt:F:trt�:l:li��J5 :r�r."'�ft�.�.��t=� in c=�-��j,;e.�� ir:L�toi�.tiJ.l��; ;Stell�·t-r 1��l:br1!:C1;1 it ic\.e:t1tifi!G=Ll .l{:ejr 

·+l:l When Rowan became principally respon sible for coordinating the Department's 
responses to defense discovery requests as a Deputy Assistant Attorney General in the 

(Cont'd . )  
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C. Office olf Legal Counsell ali'Ad l!Jliscovell'y !ssu.e (U) 

Shortly before Rowan finished his memora,nd:um · QLC 
Principal Deputy Assistant Attorney General Steve :Sradbmj ··.· the 
acting head of OLC. Bradbury told us that he recalled having �orne 
discussion with .Rowan about how discovery .rnatters should be handled in 
connection with the Stellar Wind program. Bracibury said that John 
Eisenberg, later a, Deputy in OLC, also may have discussed the matter with 
Rowarr. Bradbury stated that he did not believe that OLC follci\.ved up on 
Rowan's request that it continue researching these issues.  

(TS/ /f!trtW/ 1 SI/ / oe t NF) 
Eisenberg told us that he discussed the Rule 1 6  issue with Rowan at 

some poirit1 but did not · 
· 

sed the Brady issue . He 
recalled discussing Yoo randutn with Rowan and 
said be believes the Jus Department took the position that the Yoo 

was correct, at least with respect to Yoo's legal analysis 
('Fs I 'Sri::i'"'�'" ' ' Sf '  'ee 'NF) · -f J W !f  rr � r 

When we showed Eisenberg a copy of · 
memorandum, Eisen berg stated that he had not previously seen it. 
Eisenberg told us that OLC would' not typically' be responsible for 
addressing the discovery issues presented in Rowan's memorandum artd 
that he was not aware of any OLC opinion on the subject other than Yoo's 
memorandtirn. Eisenberg also said he was not aware of any fotmal 
procedures for handling Rule 16 disclosure requests or the government's 
affirmative Brady obligations other than the exparte in camera motions 
practice pursued by the National Security Division, discussed below. 
('FS I rsTUH I 'SI I '00 'NF) n ·• rr n ' 

CES Chief Dion agreed that OLC would not be the appropriate entity 
to review discove1y procedures in the context of Stellar Wind, in part 
because OLC attorneys generally do not have criminal litigation expertise. 
Dian suggested that if the Department were to develop procedures for 
handling discovery of Intelligence Community files, it should be done by the 
Department's National Security Division in coordination with United States 
Attorneys' Offices, and it should be binding only on those two entities . 
Rowan, while generally agreeing with Dion , told the OIG that he believed the 
OLC appropriately could have analyzed the legal issue of what impact a 

. The l'esults of.these were produced to the courts e'C 
pafie, in camera, pursu ant to CIPA. (T8//8TLW//8I//OC(NF) 
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guilty plea would have on the government's Brady obligations . 
('To , ':S'ft ...... · 'Sf ' ' ee 1NF) "' � I ��� wff� 1 r � ? � � 

Wra.y also told us that there was no organized Depa1'tri1ental effort to 
establish formal procedures for reviewing international terrorisrn 
prosecutions to comply with Rule 1 6  disclosure requests and Btady 
opligatiqns. He said "the thinking was" that the RO\van memorandum was 
the ''first step'; toward devising "some kind of systematized process" for such 
revieW$. However, we found no indication. that OLC Jollowed up on Rowan�s 
request to further sfudy these discovery issues with any kind of written 

· · d. ·t fPS ' �s!fb"'17 ; 'S± ' iee'��F) pro uc . � 1 ( ��vv f/ 1 1 1 

IV. Use olf the Classified Information. Procedures Act (CIPA) to 
Respond to Discovery Requests (U) 

After publication of The New York Times articles in December 20057 
the Justice Department received numerous discovery reque�ts in c:or:tnection 
with international terrorism prosecutions throughout the country. After 
th�searticles, additional offiCials irt the Criminal Division were read into the 
Stellar Wind program, including the new Assista,nt Attorney General Alice 
Fisher and other senior officials , both to assist with the Criminal Division's 
investigation into the leak of information to The New Yotk Times and to 
handle the discovery requests following the public confirmation of the 
program by the President and other· Administration officials iri December 
2005.423 After the National Security Division was createdin September 
2006, it assumed trnich of the responsibility for handling the responses to 
discovery requests. (!S//STLVl//81//0C/NFJ 

Typically, the defense motions sought to compel the government to 
produce information concerning a defendant that had been derived from the 
"Terrorist Surveillance Program;'' the term sometimes used by the 
government to refer to what the President confirmed after publication of The 
New York Times articles. The government responded to the discovery 

· 

requests by filing ex parte in camera responses requesting to 11delete items" 
from material to be produced in discovery pursuant to CIPA. (8/ /NFI 

In the following sections we provide a brief overview of CIPA and its 
use in international terrorism cases potentially involving Stellar 
Wind-derived intelligence. (TS/ /STUN/ / 81/ /  OG/NF) 
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A. OveJroiew of ClPA (U) 
The Classified Information Procedures Act, 1 8  U. S . C .  App. 3, was 

enacted in 1980 to provide procedutes for protecting classified information 
in federal criminal prosecutions . When a party to a criminal proceeding 
notifies the court that classified information will be used in the course of the 
proceeding, CIPA requires the court to initiate procedures to "determine the 
use, relevance, or admissibility of the classified information that would 
otherwise be made during the trial or pretrial proceeding." 18 U.S. C. App. 3 
§ 6(a) . Where the government holds the classified information, it may bring 
the matter before the court ex parte� but it also must pl"ovide notice to the 
defense that classified information is at issue. Id. at § 6(b) (l) . (U) 

Protective procedures generally are established through a CIPA 
hearing with both parties present . The hearing may be conducted in 
camera if the government certifies that an in camera hearing is necessary to 
protect the classified information. Id. at § 6(a) .  Typically, the government 
seeks art o.tder to protect against the disclosure of any classified information 
to the defense .  Tll.e government may also seek to withhold production ofthe 
classified information in one of three ways: ( 1 )  deletion of the classified 
items from the material disclosed to the defendant, (2) summarization of the 
classified information, or (3) admission of certain facts that the classified 
infot:rrtation would tend to prove. Id. at § 4. Based on the OTG's revieW ·Of 
CIPA filings related to the Stellar Wind program, the government has only 
used option 1 (deleting classified item.s from material to be disclosed to the 
defendant) in response to defense motions for Stellar Wind information. 
(TS' 'STvu ' 18I ' 'oc 'NF) I I  Vll l l  (/ I 

To prevent the disclosure of classified information , the government 
may make an ex parte showing to the court. To do so the government must 
sub1nit "an affidavit of the Attorney General certifying that disclosure of 
classified informe1.tion would cause identifiable damage to the national 
security of the United States and explaining the basis for the classification 
of such information." Id. at § 6(c) (2) . If the court decides that the 
defendant's right to access to the evidence outweighs the government's 
national security interests, the government can choose to dismiss the 
indictment rather than make a disclosure. United States v. Moussaoui, 38 2 
F.3d 453, 466 n. 1 8 ,  474-76 (4th Cir. 2004) . (U) 

B. Use of CIPA in International Teno!!'Rsm Prosecutions AUeg(!;cl 
to lhnvolve SteUa:r Wimll-De1rirved Kn:lfoll"maUon 
('fS//STLW/ /SI/ /OC/NF) 

We reviewed the C IPA plead ings files maintained in the National 
Security Division relating to the Stellar Wind program. In a lmost every 
instance, the ClPA litigation was handled by the National Security Division 
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without the involvement of the line prosecutors in the U .S. Attsrney's Offices 
who haridled the underlying prosecutions but who were not read into the 
·stellar Wii1d program. (TS//STMV.//SI/ (OC/NF) 

The �cope and nature of the defense motions initiating the CIPA 
litigation varied, depending on the procedural posture of the case. For 
in::;taf1ce, some defense motioi1.s sought to corrtp�l discovery of NSA 
surveillance information, while others sought to suppress all government 
evidence arid, in the alternative; have the govermnent's case dismissed on 
the theory that . electronic surveillartce caused 

Regardless of the varying procedural posture of the cases and the 
scope and nature of the defense motions ,  the government responses we 
e�a.Inined were .frurly uniform, consisting of a motion to delete items from 
discovery, a legal mem.orandum in support of the motion, declarations from 
sepior FBI and NSA officials, and a proposed order. 
(TSf/STLYNf/SI/ I oc /N·F) 

The .goVernment's CIPA submissions asserted that the information at 
issl,le in the discovery litigation was classified and subject to the nationEJ} 
security privilege as codified in CIPA. They generally described the types of 

.. :: . . .  
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The government's responses we reviewed uniformly stated that 
information in the NSA's intelligence reports had not been or  would not be 
-used a:.s evidence, and that there was no causal connection between the 
infoi�:niatlon :ln the reports and any evidence used or to be used at trial, or 
was too attenuated from the evidence to be discoverable. The government 
argued that because the facts concerning the NSA'sreporting would not aid 
the defense i  the court need not explore the sources and methods used to 
acquire the information. The s1 . .1bmissions also argued that the information 
collected by the N SA was not included in the government's FISA application, 
and therefore was too attenuated from the trial evidence to merit a review of 
the means by which the intelligence information was gathered . The 
government asserted that the <�causal connection" between discovery of the 
derivative evidence and the alleged illegal search "may have become so 
attenuated as to dissipate the taint."426 It is important to note 

C. Government Arguments in Specific Cases (U) 
In this section we descri ses that illustrate the arguments 

made by the government in CIPA litigation with respect to defendanes 

bl,  
b3, 
b6, 
b7C, 
b7E 

requests for discovery of Stellar Wind-derived information. 
11JS//f:!/itlll/}SF loc INF} hl ,  b3, b6, 

•' .. · :<> �. . . . .  - t r . l m 

�25 In several instances, the Stellar Wind information was disseminated within the 
FBI after the FBI already had obtained a FISA order to conduct electronic surveillance of 
the defendant, thus allowing the government to argue that the N SA reporting played no role 
in its acquisition of the evidence used or planned to be u sed against the defendant. {TS I '8TLm I ' SI I 10C 'NE) n n 1 r rr 1 

'126 Nardone v. United States, 308 U . S .  338,  3 4 1  ( 1 939) .  The government also 
ar:gued in its submissions that suppressing i ts evidence would not serve any deterrence 
purpose. The government argued that the NSA acquires , processes , and disseminates 
intelligence not to produce criminal prosecutions , but to protect the national security. lt 
asserted that any suppression of evidence \vould therefore frustrate a criminal prosecution 
and create an incentive for the intelligence community not to share information with law 
enforcement, thereby harming national security. ('fS//SI//00/NP') 
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V. OIG: ANALYSIS (U) 

bl ,  b3, b7E 

We. found that the Departme:nt made little effort to · understand and 
comply witb. its discovery obligations in connection with Stellar 
Wind .. derived information for the first .several years of the progra,:m. The 
Department's litnited initial effort was also harh:pered by the limited number 
of attorneys who were read into the program. As a result, OLC attorney 
JDhn Yoo alone initially analyzed the government's discovery obligations in 
one e€1,rly case; and he produced a legal analysis that was based on an 
incorrect understanding of the facts ofthe case to which it applied. When 
other attorneys front 

the Department eventually ok steps 
its discovery obligations. However, in 

ol.J,t view, those steps ai�e not and do not fully ensure that the 
government has met its discovery obligations regarding information 
obtairJ.ed through the Stellar Wind program. fFS/ /8TIAV/ /8I/ /OC/NF) 

As described in this chapter, in 2002 the Department first recognized 
that the Stellar Wind program could have implications for discovery 
obligations in terrorism cases . OIPR Counsel Baker raised with Department 
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a:nd FBI officials the question of how the government would meet its 
discove:ry obligations regarding Stellar Wind irtfotmation. Despite 
awareness of this issue, the D epartment took no action at this time to 
ensure that itwas in compliance with Rule 16  or Brady with respect to 

Stellar Wind�derived information. We believe that at this point senior 
])epartment officials were on notice that, at a ininimum, the di 
merited crete action was taken until e 
in the, context when the Department had to address 
iwv;r to handle Stellar Wind information that was not also obtained under 

W"ith other tii,:�pe!.".:t� of U:��;: Stt.�Uar ��Vind pr(:i:g�'ar:n� ��w=� 
el'rot .ih Yoo's legal analysis may have resulted in part from the failure to 
subj ect his memorandum to typical OLC and Department review and 
scrutiny. Because other Department attorneys were not read into the 
Stellar Wind program , the risk that the Department would produce a 
factuaily flawed and inadequate legal analysis of these important discovery 
issues was escalated.  As we concluded in Chapters Three and Four, we 
believe the lack of sufficient legal resources at the Dep artment during this 
early phase of the Stellar Wind program hampered its legal sis of 
important issues related to the program . We believe that Yoo 
memorandum is one more manifestation of this proble m .  
(TS/ I S'TLVl//SI//OC/I'fF) 

In July 2004, Patrick Rowan, a senior counsel in the Criminal 
DivisiOn; was read into the program and conducted a more systemic 
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other than in informal discussions vv'ith Rowan concerning 
Yoo · randum, OLC did not further examine these issues or bl ,  
follow up o n  Rowan 's recommendation. While we recognize that OLC was b3, 
not responsible for developing litigative strategy on this issue, we believe b6, 
that OLC or another appropriate Department component should have b7C, 
provided guidance on this important legal issue. (TS/ I STLW/ I ST/ / oc; NF) b7E 

We recommend that the D 
assessment of the · 

that still remain unresol 
rartrlfications of a guilty plea 
under Rule. 1 6  and in particular Brady. We believe the Department should 
carefully consider whether it must re-examine past c·ases to see whether 
potentially discoverable bul undisclosed Rule 1 6  or Brady material was 
collected by the NSA, and take appropriate steps to ensure that it has 
complied with its discovery obligations in such cases. (TS//SI//NF) 

nu,·p�r�· .... ; the epartmertt's handling of these motions did not require the 
Department to identify the potentially discoverable information derived 
under the Stellar Wind program that may exist in other cases. We 
recommend that the Department, in coordination with the NSA, develop and 
implement a procedure for identifying Stellar Wind-derived information that 
may be associated with international terrorism cases,  currently pending or 
likely to be brought in the future, and to evaluate such information in light 
of the government's discovery obligations under Rule 1 6  and Brady. 
(TS// STL'N/ / SI/ /OC/NF) 
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<CHAPTER EIGHT 
PUBLIC STATEMENTS ABOUT THE SURVJEJILLANCE 

PROGRAM · (U) 
This chapter examines Attorney General Alberto Gotizales's testimony 

arid public statements related to the Stellar Wind program. Aspects of this 
program were first disclqsed publicly in a series of articles in The New York 
Times in December 2005. In response, the President publicly confirmed a 
portion of the Stellar Wind program � the interception of the content of 
international communications of people reasonably believed to have links to 
alQaeda and related organizations. Subsequently} Attorney General 
Gonzales was questioned about the program in two hearings before the 
Seriate Judicimy Committee in February 2006 and July 2007. �//NFt 

In between those two hearings , former Deputy Attomey General 
James Corney testified before the Senate Judiciru.y Committee about the 
dispute betwe.en the Department and the White House concerning the 
program. Gonzales's and Corney's differing con.gressional testimony led to 
allegations that Gonzales had made misleading statements to Congress 
about the dispute and the program itself.434 (U) 

In this chapter, We examine whether Attorney General Gonzales ma.de 
false, inaccurate, or misleading statements related to the Stellar Wind 
program. (U j /FOUG) 

1. Summary of the Dispute about the Program (U) 

As described in detail in Chapters Three and Four, the Stellar Wind 
program is best understood as consisting of three types of collections, 
informally referred to as ('baskets." Basket 1 related to the collection of 
e-mail and telephone content. Initially, the Stellar Wind program collected 
e-mail and telephone content when probable cause existed to believe one of 
the parties to the call or e-mail was outside the United States and at least 
one of the communicants was a member of an intemational terrorist group. 

434 For example, Senator Arlen Specter stated at a Senate hearing on July 24, 2007, 
that he did not find Attorney General Gonzales's testimony to be credible and suggested to 
the Attorney General that he "review this transcript very, very carefully. " After this hearing 
Senate Judiciary Committee Chairman Patrick Leahy sent a letter to the OIG, dated 
August 16, 2007, asking the OIG to review Gonzales's statements to determine whether 
they were intentionally false, misleading, or inappropriate. Gonzales testified several times 
before the Senate and House Judiciary and Intelligence Committees about the program. In 
this chapter, we focus on his February 2006 and July 2007 testimony in which he 
discussed the events of March 2004. (U) 
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Basket 2 involved bulk collection . of telephdny meta data, and basket 3 
:l.nvolved. bulk collection of e-mail meta data. (YS//STLW//SI/jOejNF) 

These collections were authm.ized by a Ptesidential Autbmization that 
was re-issued at approximately .30 to 45-day in,tervals. Each Authorization 
was certified as to form and legality by the Attorney General. The Attorney 
General's cei'tifications were initially supported by legal opinions from. OLC 
attbmey John Yoo affirming the legality of the program. 
(PSJ/STISM//SI//OC/NF) 

. 

As discussed in Chapter Four, after Jack Goldsmith was confirmed as 
AssistfJ..TI-t Attorney General for OLC in Octo}Jer 2003, he, along with 
As13ociate Deput.y Attorney General Patrick Philbin, conducted an analysis of 
t]je �egal basis underlying each basket in the SteUat Wind program. As a 
resv.lt of fuis review,7 he,, Philbin, and recently confirmed Deputy Attorney 
G{;:ne::r:Ei1 C.:):r:n·t.:::r contihJ_d;ed t:h8:t 

In early March 2004, the dispute between the Department and the 
White House over the Department 's revised legal analysis of the Stellar Wind 
program came to a head. Deputy Attorney General Corney, who assumed 
the duties of the Attorney General when Attorney General Ashcroft was 
hospitalized, informed the White House that the Department could not 
recertify the program. This dispute culminated in the unsuccessful attempt 
by then-White House Counsel Gonzales and White House Chief of Staff 
Andrew Cru-d to get Attorney General Ashcroft to overrule Corney and 
recertify the program while he was in the hospital. When Ashcroft refused 
to certify the program and s.aid that Corney was acting as the Atton1ey 
General, not him, the President reauthorized the program without the 
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Attorney General's certification. Instead Gonzales, as White House Counsel, 
recertified the program. (TS//BI//NF) 

After the White ·House 's actions to continue the program without 
Justice Department certification, Deputy Attorney General Corney, FBI 
Director Mueller,. and many other senior Depaxtment officials considered 
I"e,slgrdng. When the President leru'ned of this, he directed that til� 
]!')c:r-jfltrt�:�l. ��Jl t. '-";r�;}��k · ·=¥riit11 ;Lilfl;�;[.. irf����:i� V';�,[L 

llf. The N'ew York Tbnes Articles and President Bush's Confirmation 
Regarding NSA Activities (U) 
In 2004, aspects of the Stellar Wind program were disclosed to two 

reporters for The New York Times.  The reporters, James Risen and Eric 
Lichtblau, sought to publish an. article about the program in late 2004 . 
However, after a series of meetings with Administration officials who argned 
that publication of the story would harm the national security, The New 
Yofk Times agreed to delay publishing the story. (S//NF) 

The New York Times eventually published a series of articles about 
the program on December 16 through 1 9 ,  2005. According to one qf the 
reporters, the Times decided to publish the articles at least in part because 
th,e newspa,per learned of serious concerns about the legality of the program 
that had ureached the highest levels of the Bush Administration."435 (U) 

The first article, on December 16, 2005, was entitled, "Bush Lets U . S .  
Spy o n  Callers Without Courts.'' This article stated that "Months after the 
S ept. 1 1  attacks, President Bush secretly authorized the National Security 
Agency to eavesdrop on Americans and others inside the United States to 
search for evidence of terrorist activity without the court-approved warrants 
ordinarily required for domestic spying, according to government officials ."  
The article described in broad terms the content collection aspect of the NSA 
program (basket 1 ) ,  stating that according to officials the NSA has 
''monitored the international telephone calls of hundreds, perhaps 

435 See Eric Lichtblau, Bush's Law [2008) , p. 203. (U) 
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thousands, ofpeople inside the United States without warrants over the 
past three years in an effoit to track possible 'dirty numbers' linked to al 
Qaeda.11 The article stated that the NSA continued to seek warrants to 
rriohitbr purely domestic communications . (TS//STVN//SI//00/NF) 

The c::trticle asserted that "reservations about aspects of the program'' 
had also beet1 expressed by Senator Jay Rockefeller (the Vice Chair of the 
Senate Select Committee on Intelligence) and a judge who presided over the 
FISA Court. The article added, ''Some of the questions about the [NSA's] 
new powers led the administration to temporarily suspend the operation last 
year and impose more restrictions , officials said . "  The article also stated 
that "In mid-2004, concerns about the program expressed by national 
security officials, government lawyers and a judge prompted the Bush 
administration to suspend elements of the program and revamp it." 
Hmvever, the article incorrectly tied this suspension of the program to Judge 
Colleen Kollar-Kotelly's concerns that information gained from the program 
was also being used to seek FISA orders , rather than to the March 2004 
dispute between Department officials and the White House about the 
legality of aspects of the progrrun. p:Sf/81//NF) 

On December 17, 2005, the day after The New York Times published 
the first article, President Bush publicly acknowledged the portion of the 
NSA program that was de scribed in the article . President Bush described in 
broad terms these NSA electronic surveillance activities, stating: 

In the weeks following the terrorist attacks on our nation, I 
authorized the National Security Agency , consistent with U . S .  
law �nd the Constitution , to intercept the international 

· communications of people with known links to al Qaeda and 
related terrorist organizations . Before we intercept these 
communications, the government must have information that 
establishes a clear link to these terrorist networks . 

This is a highly classified program that is crucial to our national 
security . Its purpose is to detect and prevent terrorist attacks 
against the United States, our friends and allies . Yesterday the 
existence of this secret program was revealed in media reports , 
after being improperly provided to n ews organizations . As a 
result, our enemies have learned information they should not 
have , and the unauthorized disclosure of this effort damages 
our national security and puts our citizens at risk. Revealing 
classified information is illegal, alerts our enemies, and 
endangers our country . . . . 
The activities I authorized are reviewed approximately every 45 
days . Each review is based on a fresh intelligence assessment of 
terrorist threats to the continuity of our government and the 
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threat of catastrophic damage to our homeland. During each 
assessment, previous activities under the authorization are 
reviewed ,  The review includes approval by our nation's top legal 
officials,  including the Attorney General and the Counsel to the 
President. I have reauthorized the program more than 30 times 
since the September 1 1 th attacks, and I intend to do so for as 
long as our natio11 faces a continuing threat from al Qaeda and 
related groups.436 (U) 

XU. Othe:r Administration Statements (U) 
On Jm1.uary 1 9 ,  2 0 0 6, the Justice Department issued a document, 

informally referred to as a "White Paper," entitled "Legal Authorities 
Supporting the Activities of the National Security Agency Described by the 
President ." The 42-page document addressed in an unclassified form the 
legal basis for the collection activities that were described in the 
December 16,  2005, New York Times article and other media reports and 
confirmed by President Bush. The White Paper stated that the President 
acknowledged that "he has authorized the NSA to intercept international 
communications into and out of the United States of persons linked to al 
Qaeda or other related terrorist organizations . "  (U) 

The White Paper reiterated the legal theory advanced by the 
Department in Goldsmith 's May 2004 memorandum about the revised NSA 
program, which concluded that the September 1 8, 200 1 ,  Congressional 
Authorization for the Use of Military Force authorized the President to 
employ ''warrantless communications intelligence targeted at the enemy," a 
fundamental incident of the use of military force, pursuant to the 
President's Article II Commander-in-Chief powers. The White Paper also 
argued that the NSA's activities were consistent with FISA, as confirmed and 
supplemented by the AUMF. (TS//81//NF) 

On January 22,  2006,  the White House also issued a press release 
and memorandum to counter criticism of the NSA program by members of 
Congress. The press release was entitled "Setting the Record Straight: 
Democrats Continue to Attack the Terrorist Surveillance Program." This 
document was the first time we found any official use of the term "Terrorist 
Surveillance Program" to apply to the NSA program or aspects of the 
program.437 -(-8//NF) 

·136 The full text of President Bush's December 17, 2005, radio address can be found 
at http: / jwww.whitehouse.gov jnewsfreleases/2005/ 12/ printj2005 12 17 .html. (U) 

4·17 See http:/  jw¥.rw.whitehouse.govjnewsf releasesf2006/ 0 l /200060 122.html. We 
found that the term was used in the media prior to this time. The first published reference 

(Cont'd.) 
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The following .day, on January 23, 2006, President Bush referred to 
the '1terrorist surveillance program" during a speech at Kansas State 
University: 

Let me talk about one other program . . .  something that you've 
been reading about in the news lately. It's what I would call a 
terrorist surveillance program. (U) 

In the speech, President Bush described the program as the interception "of 
certain communications emanating between somebody inside the United 
States a1'1d outside the Uiiited States;  and one of the numbers would be 
reasonably suspected to be an al Qaeda link or affiliate ." (U) 

On Jauuary 24, 2006, Attorney General Gonzales delivered a speech 
at the Georgetown University Law Center which, according to his prepared 
remarks, began by stating that his remarks "speak only to those activities 
confirm.ed publicly by the President, and not to purported activities 
described in press reports ." Gonzales referred to the program throughout 
his ::;peech as either the "terrorist surveillance program" or "the NSA's 
terrorist surveillance program.'; (U) 

IV. 'lrestimollily and Other Statements (U) 
After the New York Times articles disclosed aspects of the NSA 

program, members of Congtess expressed concern that the President had 
exceeded his authority by authorizing electronic surveillance activity 
without FISA orders, and congressional hearings were held on the issue . 
Gonzales testified before the Senate Judiciary Committee on February 6, 
2006, and July 24, 2007, about the NSA's surveillance activities .  We 
describe in the next sections his testimony and other statements he made 
about the NSA's activities,  as well as testimony by former Deputy Attorney 
General Corney before the Senate Judiciary Committee on May 1 5 ,  200 7 .  

(TS/ / SI/ / NF) 

we found to the "terrorist surveillance program" in connection with the NSA electronic 
surveillance activities was in NewsMax, an online ne\vs website, on December 2 2 ,  2005.  (U) 
See "Barbara Boxer: Bush Spy Hearings Before Alita,"  News Max.corn, December 22, 2005, 
http : / / archive.newsmax.com/ archivesJ ic / 2 0 0 5 /  12 / 22 /  1 7 3 2 5 5 . shtml . On January 2 0, 
20061 the term appeared again on another Internet blog called "RedStatc ." See "Making the 
case for the NSA terrorist surveillance program," at 
http:/  ( 'N\vw.redstate .comj story/ 2006/ 1 / 20 / 92730 / 0977. (U) 
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A. Gonzales's February 6, 2006, Senate Judiciary Committee 
Te.stimony (ll) 

In his opening statement before the Senate Judiciary Committee ori 
February 6, 2.006, Gonzales began by saying that his testimony would 
necessa1·ily be limited :  

· 

Before going any further,. ! should make dear what I can 
discuss today. I am hete. to explain the Department' s 
assessment that the President's terrorist surveillance program 
is consistent with our laws and Constitution .  I am not here to 
discuss the operational details of that program, or any other 
classified activity. The President has described the terrorist 
surveillance program in response to certain leaks, and my 
discussion in this open forum must be limited to those facts the 
President has publicly confirmed - nothing more . Ma11.y 
operational details of our intelligence activities remain classified 
and unknown to our enemy - and it is vital that they remain so. 
(U) 
The questioning of Gonzales at this hearing focused primarily on the 

nature of the NSA surveillance activity and the legal basis for it.438 Senator 

Charles Schumer asked Gonzales specifically about accounts of a 

disagreement within the Justice Department over the NSA program: 

SEN. SCHUMER: But it's not just Republican senators who 
seriously question the NSA program, but very high-ranking 
officials within the administration itself. Now, you've already 
acknowledged that there were lawyers in the administration 
who expressed reservations about the NSA program . There was 
dissent. Is that right? 

ATTY GEN. GONZALES: Of course, Senator. As I indicated) 
this program implicates very difficult issues. The war on terror 
has generated several issues that are very1 very complicated .  

SEN. SCHUMER: Understood. 

A'ITY GEN. GONZALES: Lawyers disagree .  

'13S Neither the Chairman o f  the Senate Judiciary Committee at the time (Senator 
Specter) , nor the Ranking Member (Senator Leahy) , \Vere read into the program or provided 
the underlying documents authorizing the program. Senator Leahy stated at the outset of 
the hearing that he and others had made a requ est to review th e Presidential 
Authorizations and OLC memoranda about the program, but that these materials had not 
been provided to the Committee. (U) 

367 
TOJP' SlEiCR:ET//S'fWJ//HCS/®i//ORCON/NOFORN 



'fOP SECRET/ /STilJu"/ /HCS/SI// ORCON/NOFORW 

SEN. SCHUMER: I concede all those points . Let me ask you 
about some specific reports. It's been reported by multiple 
news D"Cttlets that the former number two man in the Justice 
Department, the premier terrorism prosecutor, Jim Corney , 
expressed grave reservations about the NSA program; and at 
least once refused to give it his blessing. Is that true? 

ATTY GEN. GONZALES: Senator, here's a response that I feel 
that I can give with respect to recent speculation or stories 
about di�:;agreements. There has not been any serious 
disagreement, including - and I think this is accurate - there'�:; 
not been any serious disagreement about the program that the 
President has confirmed. 

There have been disagreements about other matters regarding 
operations ,  which I cannot get into . I will also say -

SEN. SCHUMER: But there was some - I'm sorry to cut you off: 
But there was some dissent within the adi'ninistnition, and Jim 
Corney did express at some point - that's all l asked you - some 
reservation. 

A'ITY GEN .  GONZALES :  The point I want t o  make i s  that; to n1y 
knowledge, none of the reservations dealt with the program that 
we;re talking about today. They dea1t with operational 
capabilitie s  that we 're not talking about today. 

SEN. SCHUMER: I want to ask you again about - I'm just - we 
have limited time. 

AITY GEN. GONZALES: Yes, sir. 

SEN. SCHUMER: It's also been reported that the head of the 
Office of Legal Counsel, Jack Goldsmith, a respected lmvyer and 
professor at Harvard Law School, expressed reservations about 
the program. Is  that true? 

ATTY GEN. GONZALES: Senator, rather than going individual 
by individual -

SEN. SCHUMER: No, I think we're - this is -

ATTY GEN . G ONZALES:  - let me just say that I think differing 
views that have been the subj ect of some of these stories does 
not - did not deal with the program that I 'm here testifying 
about today. 

SEN. SCHUMER: But you are telling us that none of these 
people expres sed any reservations about the ultimate program. 
Is that right? 

368 
T(Q)JP> SlEClRl&'lf//!§1fVW.Y/ /HC'S/Si(/ /O)f�CON/NOJFOR:W 



--1?eJD SECRJ8T//S'1PL'ilv"/ /HCS/8!//0RfJ.ON/ NOJFOR:N-

ATIY GEN . GONZALES: Senator, I want to be very careful here, 
because1 of cou.rse, l'tn here only testifying about 'what the 
President has confirmed. And with respect to what the 
President has confirmed, I believe - I do not believe that these 
DOJ official s that you're identifying had concerns about this 
program. (U) 
Throughout the hearing, other Senators asked Gonzales questions 

relating to various aspects of the NSA program, and Gonzales would often 
qualify his answers by stating that he was not discussing activities beyond 
what the President had confirmed. However, in doing so Gonzales . 
sometimes suggested tbat the NSA's activities under the program were 
limited to what the President had confirmed. In one exchange with Senator 
Le�hy, for example, Gonzales suggested that the electronic surveillance 
activities the President h·ad publicly confirmed were the only activities the 
President had authorized to be .conducted. Specifically, in response to a 
series of questions from Se1i.ator Leahy regarding what activities beyond 
wartantless electronic surveillance Gonzales would deem legal under the 
Authorization for the Use of Military Force, Gonzales stated, 

Sir, I have tried to outline for you and the committee what the 
President has authorized, and that is all that he has 
authorized . . . .  Thete is all kinds of wild speculation out there 
about what the President has authorized and what we're 
actually doing. And I'm not going to get into a discussion, 
Senator, about hypotheticals.439 (8//NF) 

•139 On February 28,  2006, Gonzales wrote to Senator Specter to provide additional 
responses. to questions that he had answered during his February 6 hearing and to clarify 
certain responses, Gonzales wrote that he confmed his letter and testimony 

to the specific NSA activities that have been publicly confirmed by the 
President. Those activities involve the interception by the NSA of the 
contents of communications in which one party is outside the United States 
where there are reasonable grounds to believe that at least one party to the 
communication is a member or agent of al Qaeda or an affiliated terrorist 
organization (hereinafter , the "Terrorist Surveillance Program") . 

One response Gonzales sought to clarify was this response to Senator Leahy . 
Gonzales wrote: 

First, as I emphasized in my opening statement, in all of my testimony at the 
hearing I addressed - with limited exceptions - only the legaL underpinnings 
of the Terrorist Surveillance Program, as defined above. I did not and could 
not address operational aspects of the Program or any other classified 
intelligence activities. So, for example, when I testified in response to 
questions from Senator Leahy, "Sir, I have tried to o utline for you and the 
Committee what the President has authorized, and that is all that he has 
authorized , " Tr. at 53, I vvas confining my remarks to the Terrorist 

(Cont'd. )  
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in response to Senator Sa:rnBrownback's question about whether the 
FlSA application process w.oulcl include "even these sort of operations we've 
read about data mining operations? Would that include those sorts. of 
operations, or are those totally a separate type of field?" (U) 

Gonzl:l,les responded : 

I'm not here to talk about that. Again, let .me just caution 
�veiyone t4at you need to read these stories with caution. 
There is a. lot of roumbling :.... J mean, mixing and mangling of 
activities that ate totally unrelated to what the President has 
authorized under the terrorist surveillance program, and so I 'rri 
uncomfortable talking about other kinds of operations that 
might - that are unrelated to the terrorist surveillance program. 
(U) 

J.Bl. Comey's May i5, 21007� Sellla:te .Judiciary Committee 
·Testimony (U) 

Fonnel" Depui.y Attorney General Corney appeared before the Senate 
J-udiciary Committee on May 1 5, 2007, in a hearing called to examine 
Whether the Department had politicized the firing oftJ .S.  Attorneys . 
S�nEl.tor Schurner; who presided over the hearing, began the questioning by 
asking Corney about reports in the media that in March 2004 White House, 
CoUnsel Gonzales and White House Chief of Staff Card had visited Attorney 
General Ashcroft in the hospital in an effort to override Corney's decision, 
made when he served as Acting Attorney General, not to certify a classified 
program. Corney was asked to recount the details of the incident. (U) 

After prefacing his remarks by stating that he could not discuss 
classified information, Corney described the events of March 2004 ,  including 
the confrontation between the Department and White House officials in 
Ashcroft's hospital room. ln describing these evertts , Corney referred to a 
single. classified program. For example , Corney testified that: 

In the early part of 2004, the Department of Justice was 
engaged - the Office of Legal Counsel, under my supervision , in 
a reevaluation both factually and legally of a particular 
classified program. And it was a program that was renewed on 
a regular basis and required signature by the Attorney General 

Surveillance Program as described by the President, the legality of which was 
the subject of the February 6th hearing; 
Gonzales also attempted to clarify a respon se he had given to Senator Leahy about 

when the first Presidential Authorization was signed. Gonzales wrote that "The President 
first authorized the {Terrorist Surveillance! Program in October 2001  . . . .  " (U) 
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certifyingto its legality. And the - and I remember the precise 
date; .  the program had to be renewed by March the 1 1th, which 
was q_ Thursday, of 2004 .  And we were engaged in a very 
intensive reevaluation of the matter. (U) 
Comey also testified that ;'as Acting Attorney General, I would not 

certify the pro grain as to its legality, and explained our reasoning in detail, 
which I will not go into here , not am 1 confirming it's any particular 
ptogrcun.'; As detailed in Chapter Four, Corney then described from his 
perspective the incident in the hospital room and testified that after that 
incident "[t]he program was reauthorized without us, \Vithout a signati..lre 
from the Department of Justice attesting as to its legality . . . .  " (U) 

C. Gonzales's Jum.e 5, 2007, Ptess Conference (U) 

In light of Corney's statements ,. questions were raised about the 
accuracy of Gonzales 's February 2006 testimony to the Senate Judiciary 
Comrriittee. Fot example, in a press conference on June 5, 2007, called to 
announce the indictment of members of an international gang called MS-13, 
the first question a · repotter asked Gonzales concerned Corney's testimony: 

REPORTER: Attorney General, last month Jim Corney testified 
about visits you and Andy Card made to John Ashcroft's 
hospital bed. Can you tell us your side of the story? Why were 
you there and did Mr. Cotney testify truthfully about it? Did he 
remember it correctly? 

ATTY GEN . GONZALES: Mr. Corney's testimony related to a 
highly clcissified program which the President confirmed to the. 
American people some time ago. B ecause it's on a classified 
program I'm not going to comment on his testimony . (U) 
As discussed below, when later asked about this statement, Gonzales 

said that he had misspoke, and that he did not mean to say that Corney's 
testimony related to the program that the Pre sident confirmed. (U) 

D. Gonzales's July 24, 2007, Senate Judiciary Committee 
Testimony (U) 

Gonzales was again called to testify before the Senate Judiciary 
Committee on July 24, 2007. In advance of Gonzales's July 24 appearance, 
Senator Leahy sent Gonzales a letter advising him of the questions that 
would be asked at the hearing.440 The letter referenced Gonzales 's 

'HD According to the letter, Senator Leahy took this step because in Gonza1es's 
appearance before the Senate Judiciary Committee on Apri1 1 9 ,  2007,  to discuss the 
removal of nine U.S.  Attorneys, Gonzales had responded to an estimated 1 0 0  questions that 

(Cont'd .) 
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February 6, 2006, testimony in which he stated that Department officials 
did not have "concerns about this program." The letter also referenced 
Comey's May 1 5  testimony concerning the incident in Ashcroft's. hospital 
room iri March 2004 . The letter specifically advised Gonzales that he would 
be asked to "provide a full explanation for the legal authorization for the 
Ptes ident's warrantless electronic surveillance program in March and April 
2004." (U) 

At the July 24 hearing, Gonzales was repeatedly qnestioned about 
a]leged inconsistencies between his and Corney's accounts of the events of 
March 2004 and the NSA program. For example, Senator Specter asked: 

Let me move quickly through a series of questions - there's a lot 
to cover - starting with the issue that Mr. Corney raises.  You 
sa.id, quote, "There has not been any serious disagreement 
fl:bout the program." Mr. Corney's testimony was that Mr. 
Gonzales began to discuss why they were there to seek approval 
and he then says, quote,  "I was very upset. I was angry. I 
thopght I ha.d just witnessed an effort to take advantage of a 
very sick man." 
First ofall, Mr. Attorney General, what credibility is left for you 
when you say there's no disagreement and you're party to going 
to the hospital to see Attorney General Ashcroft under sedation 
to try to get him to approve the program? 

ATTY GEN . GONZALES: The disagreement that occurred and 
the reason for the visit to the hospital, Senator, was about other 
intelligence activitie s .  It was not about the terrorist surveillance 
program that the President announced to the American people. 
(U) 

At other points in the hearing, Gonzales stated that the dispute 
referred to "other intelligence activities ," and not the "terrorist surveillance 
program ." (U) 

Senator Schumer also questioned Gonzales about his answer in the 
June 5 press conference in which he stated that Corney's testimony "related 
to a highly classified program which the President confirmed to the 
American people some time ago ."  Gonzales first responded that he would 
have to look at the question and his response from the press conference, 
and then he said "I'm told that what I'd in fact - here in the press 

h e  could "not recall ."  Leahy wrote that h e  wanted t o  assist Gonzales w·ith his preparation 
for the July 24 testimony to "avoid a repeat of that performance. "  (U)  
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conference � I did misspeak, but I also went back and clarified it with the 
reporter ."4-l-1 (U) 

Gonzales then responded to Senator Schumer that "The President 
confirmed the existence of one set of activities," and that "Mr. Corney was 
talking about a disB:-greement that existed with respect to other intelligence 
activities .  , , , Mr. Corney's testimony about the hospital visit was about 
other intelligell:CC activitjes,  disagreements over other intelligence activities . 
That's how we'd clarify it." (U) 

Other Senators questioned Gonzales'sresponses on this issue . For 
example, Senator Feingold stated: 

With respect to the NSNs illegal wiretapping program, last year 
in hearings before this committee and the House Judiciary 
Committee, you stated that, quote , "There has not been arty 
serious disagreement about the program that the President has 
confirmed," unquote, that any disagreement that did occur, 
qgote, "did not deal with the program that I am here testifying 
apout today,'' unquote, and that, quote, "The disagreement that 
existed doe s  not relate to the program the President confirmed 
in December to the American people," unquote . (U) 
Two months ago, you sent a letter to me and other members of 
tlJ.is committee defending that testimony and asserting that it 
remains accurate . And I believe you said that again today. 
Now, as you probably know, I'm a member of the Intelligenc� 
Committee. And therefore I'm ohe of the members of this 
committee who has been briefed on the NSA wiretapping 
program and other sensitive intelligence programs. I've had the 
opportunity to review the classified matters at issue here. And I 
believe that ym:rr testimony was misleading, at best. I am 
prevented from elaborating in this setting, but I intend to send 
you a classified letter explaining why I have come to that 
conclusion . (U) 

Senator Whitehouse, also a member of the Intelligence Committee , 
similarly stated: 

Mr. Gonzales, let me just follow up briefly on what Senator 
Feingold was saying, because I 'm also a member of both 
committees. And I have to tell you, I have the exact same 

�'11 Gonzales also testified that he did not speak directly to the reporter (Dan Eggen, 
from the Washington Post) to clarify the comment. Rather, Gonzales said he told. a 
Department spokesperson to go back and clarify the statem ent to Eggen. (U) 
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perception that he does, ai1.d that is that if there is a kernel of 
truth in what you've said about the program vvhich we can't 
discuss but we know it to be the program at issue in your 
hospital visit to the Attorney General, the path to that kernel of 
truth is so convoluted and is so contrary to the plain import of 
what .you said, that I ,  really, at this point have no choice but to 
believe that you interided to deceive us and to lead us or 
mislead us away frorn the dispute that the Deputy Attorney 
General subsequently broughfto our attention . So you may ac t 
as if he's behaving, you know, in a crazy way to even think this1 
but at least count two ofus and take it seriously.442 (U) 

Gonzales also offered to answer a question about the terrorist 
surveillance program in closed session during this exchange with Senator 
Specter: 

SEN. SPECTER: Going back to the question about your 
credibility ort whether there was dissent within the 
administration as to the terrorist surveillance program , was 
there any distinction between the ten�orist surveillance program 
irt existence on March lOth, when you and the Chief of Staff 
went to see Attorney General Ashcroft, contrasted with the 
terrorist surVeillance program which President Bush made 
public in December of 2005? 
AITY GEN. GONZALES : Senator, this is a question that I 
should answer in a classified setting, quite frankly, because 
now you're asking me to hint or talk - to hint about our 
operational activities. And I 'd be happy to answer that 
question , but in a classified setting . 
SEN. SPECTER: Well, if you won't answer that question, my 
suggestion to you, Attorney General Gonzales , is that you 
review this transcript very, very carefully. I do not find your 
testimony ctedible,  candidly . When I look at the issue of 
credibility, it is my judgment that when Mr. Corney was 
testifying he was talking about the terrorist surveillance 
program and that inference arises in a number of ways , 
principally because it was such an important matter that led 
you and the Chief of Staff to Ashcroft's hospital room. . . .  So 
my suggestion to you is that you review your testimony very 
carefully. The chairman's already said that the committee's 

·111:.! According to a May 17, 2006, letter .from the Director of Na tional Intelligen ce, 
two other members ofthe Judiciary Committee - Senators Dianne Feinstein and Orrin 
Hatch - also had been briefed on the NSA program . (U) 
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going to review your testimony very carefully to see if your 
credibility has been breached to th.e point of being actionable . 
(U) 
Near the end of the hearing Senator Schumer questioned Gonzales 

regarding the meeting at the White House with the "Gang of Eight'; 
congressional leaders, just before Gonzales and Card went to Ashcroft's 
hospital room on March 10 ,  2004: 

SEN. SCHUMER: OK. But you testified to us that you didn't 
believe there was serious dissent on the program that the 
President autho:dzed. And now you're saying they knew of the 
dissent and you didn't? 
ATTY GEN . GONZALES :  The dissent related to other 
intelligence activities. The dissent was not about the terrorist 
surtreillance program the President confirmed and . . .  

SEN, SCHUMER: You said, sir - sir, you said that they knew 
that there was dissent. But when you testified before us, you 
said there has not been any s.erious disagreement. And it's 
about the same program. It's about the same exact program. 
You said the President authorized only one before. And the 
discussion - you see, it defies credulity to believe that the 
discussion with Attorney General Ashcroft or with this group of 
eight, which we can check on - and I hope we will, Mr. · 
Chairman: that will be yours and Senator Specter's prerogative 
-- was about nothing other than the TSP. And if it was about 
the TSP, you're dissembling to this committee. Now was it 
about the TSP or not , the discussion on the eighth? 

ATTY GEN . GONZALES: The disagreement on the l Oth was 
about other intelligence activities .  

SEN.  SCHUMER: Not about the TSP, yes or no? 
ATTY GEN. GONZALES :  The disagreement and the reason we 
had to go to the hospital had to do with other intelligence 
activities .  

SEN. SCHUMER: Not the TSP? Come on.  If you say it's about 
"other," tha timplies not. Now say it or not . 
ATTY GEN . GONZALES :  It was not . It was about other 
intelligence activities. 

SEN. SCHUMER: Was it about the TSP? Ye s or no, please? 
That's vital to whether you're telling the truth to this committee . 
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ATTY GEN. GONZALES : It was about other intelligence 
activities .  (tJ) 
When \Ve interviewed Gonzales, he stated that there was never any 

intent to hide the NSA program from Congress, and he said that Congress 
was briefed on multiple occasions about the program.4'�3 Gonzales also 
stated that he copld not . 

riOt where the term surveillance program" originated, but 
that when he used the term it referred only to the content collection 
activities the President had confirmed publicly, and that the rest of the 
program remained classified. Gonzales also asserted that this distinction 
should have been clear to those on the committee who were read into the 
Stellar W1l1d program. (TS//STV.V//81//00/NF) 

E. Jli'JEU DiJrecto:rr MueUer1s July 26, 2007, House Committee on 
the Judiciary Testimony (U) 

Two days after Gonzales 's July 24, 2007, Senate Judiciary Committee 
testimony, FBI Director Mueller testified before the House Judiciary 
Committee. At this hearing, Mueller was asked about his conversation with 
Attorney General Ashcroft at the hospital on the evening of March 10, 2004. 
As discussed in Chapter Four of this report, Mueller arrived at the hospital 
just after Gonzales and Card left. Mueller was asked to recount what he 
learned fro:m Ashcroft concerning Ashcroft's exchange with Gonzales and 
Card earlier that evening: 

REP� JACKSON LEE·: Could I just say, did you have an 
understanding that the discussion was on TSP? 

MR. MUELLER: I had an understanding the discussion was on 
a �  a NSA program, yes. 
REP JACKSON LEE: I gues s  we use "TSP," we use warrantless 
wiretapping, so would I be comfortable in saying that those were 
the items that were part of the discussion? 

443 Gonzales cited in particular the "Gang of Eight" briefing convened on March 1 0, 
2004, to inform congressional leaders of the Department's legal concerns about aspects of 
the program and the need for a legislative fix. We also reviewed Gon�ales's closed�session 
testiJnony before the House Permanent Select Com,mittee on Intelligence (HPSCl) , which he 
provided on July 1 9 ,  2007, just a few days before his July 24 Sen ate ,Judiciary Committee 
te:stimony. ln his classified HPSCI testimony, "Th 
Justice Department officials] primarily centered 
(TO I 'OTUTT I 'SI ' 'OC 'NF) I I vi I T f I I 
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MR. MUELLER: I - the discussion ·was on a national. - an NSA 
program that has been m1.lCh discussed, yes .  (U) 

We.asked Mueller about his understanding of the term "ten"otist 
surveillance program." Mueller said that the term "TSP" was not used by 
the FBI prior to The New York Times article and the President's confirmation 
of. one aspect of the program. Mueller said he understood the term to refer 
to what the President publicly confirmed as to content intercepts . Mueller 
saiq he believed the term "TSP" was part of the ·�overatching" Stellar Wind 
program, but that "TSP" is n¢t synonymous with Stellar Wind. H4 (S/ j :NF) 

F. Gonzales's lFollow•up LeUell" to the Senate Judiciary 
Committee {U) 

In art effort to clarify his J'uly 24,. 2007, Senate testimony, on 
August 1 ,  ·2007, Gonzales sent unclassified letters to Judiciary Committee 
Chairmp_n Leahy and Senator Specter. Gonzales ;s letter to Leahy stated that 
he was. deeply concerned with suggestions that his testimony was 
misleading and he was determined to address any such impression. He 
explained that 11shortly aiter 9/ 1 1 ,  the President authorized the NSA to 
l1ndertake a nl.;J,mber of highly classified activities," and that, "although. the 
legal bases for these activities varied, all of them were authorized in one. 
pres�dential order, which was reauthorized approximate:Jy every 45 days.11 
Gonzales wrote that before December 2005 "the term 'Terrorist Surveillance 
Program' was rtot used to refer to these activities, collectively or otherwise . '1 
Rather; Gonzales wrote that the term was first used in early 2006 1'as part of 
the public debate that followed the unauthorized disclosure [by the New 
York Times] and the Pr�::sident's p_cknowledgement of one aspect of the NSA 
activities[. Y' (lJ) 

'144 We also intervie�ed an NSA official, "V.�o serves as an original c::lassifying 
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Gonzales also wrote in this letter that in his July 24 testimony he was 
discussili.g "611ly that particular aspect of the NSA activities that the 
Presiqent has publicly acknowledged) and that we have called the Terrorist 
Surveillance Program [. jl1 He wrote that he recognized that his use of this 
terrn ,or his shorthand. reference to the '"program' publicly 'described by the 
President;,, may have 1'created confusion ." Gonzales m aintained that there 
was ''not a serious disagreement between the Department and the White 

House in March 2004 about whether there vvas a legal basis for the 
particular activity later called the Te1'mrist Surveillance Program." {lJ) 

Gonzales also wrote in his lettet, "That is not to say that the legal 
issues raised by the Terrorist Surveillance Program were insubstantial ; it 
was an extraordinary activity that presented novel and difficult issues and 
was , as 1 understand; the subj ect of intense deliberations within the 
Department. In the spring of 2004, after a thorough reexamination of all 
these activities, Mr. Corney and the Office of Legal Counsel ultimately agreed 
that the President could direct the NSA to intercept international 
corn:tnunications without a court order where the interceptions were 
targeted at al Qaeda or its affiliates .  Other aspe cts of the NSA's activities 
referenced in the DNI's letter [attached to Gonzales's letter] did precipitate 
very serious disagreement. "  (U) 

V. OIG Analysis (U) 
In this section, we assess whether Gonzales made false, inaccurate , or 

misleading statements during his testimony before the Senate Judiciary 
Committee. As discussed below, we concluded that Gonzales's testimony 
did not constitute a false statement under the criminal statutes . We also 
concluded that he did not intend his testimony to be inaccurate, false, or 
misleading. However, we found in at least two important respects his 
testimony was confusing, inaccurate, and had the effect of misleading tho se 
who were not read into the program . (U) 

At the outse t, we recognize that Gonzales was in a difficult position 

because he was testifying in an open, unclassified forum about a highly 
classified program. In this setting, it would be difficult for any witness to 
clearly explain the nature of the dispute between the White Hou se and the 
Department while not d isclosing additional details about classified activities,  
particularly because only certain NSA activities had been publicly confirmed 
by the President. {U) 

However, some of this d ifficulty was attribu table to the White House's 
decision not to brief the Judiciary Committee, which had oversight of the 
Department of Justice,  about the program. As discussed in Chapter Four, 
the strict controls over the Department's access to the program hindered the 
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Department's ability to adequately fulfill its legal responsibilities concerning 
the program through March 2004. Similarly; the White House's decision 
not to allow at leEt.st the Chair and l�anking Members of the House and 
Senate Judiciary Committees to be briefed iii to the program created 
diffietllties for Gonzales when he testified before Congress about the 
disputes regarding the program . .  This li:rnitation also affected the 
Corrrmittee 's ability to understand or adequately asse ss the program, 
especially in connection with the March 2004 dispute . We agree with 
Goldsmith's observation about the harm, in the White House's ((over�secrecy" 
for this program, as well a,s Director Mu<::!ller's suggestion, made in March 
2 004, tha:t briefings on the program should have been given to the House 
and Senate Judiciary Committees . This did not occur, and it made 
Gonzales's testimony to the Senate Judiciary Committee unusually difficult. 
f£8 I 'SI l 'NF) . · 1  I · I I 

Yet, even given these difficulties, we believe that Gonzales's testimony 
was imprecise , confusing, and likely to lead those not read into the program 
to draw wrong conClusions about the nature of the dispute between White 
House and. Department official& in March 2004 .  In addition, two Senators 
who had been read into the program stated that they were confused by 
Qonza,les's. testimony. Although. we concluded that Gonzales did not intend 
to mislead Congress , his testimony nonetheless had the effect of creating 
confusion and inaccurate perceptions about certain issues covered during 
his hearings. (U) 

Gonzales , .  as a participant in the March 2004 dispute between the 
White House and the Justice Department and , more importantly; as the 
nation 's chief law enforcement officer, had a duty to balance his oblig�tion 
not to disclose classified information with the need not to be misleading in 
his testimony about the events that nearly ied to mass resignations of senior 
officials at the Justice Department and the FBI. Instead , Gonzales's 
testimony only deepened the confusion among members of Congress and 
the public about these matters . We were especially troubled by Gonzal�s's 
testimony at the JUly 2007 Senate hearing because it related to an 
important matter of significant public interest and because he had sufficient 
time to prepare for this hearing and the questions he knew he would be 
asked. (U) 

At the outset of his testimony on February 6, 2 006, Gonzales 
explained that he was confining his remarks to the program and the facts 
that the President publicly confirmed in his radio addre ss on December 1 7 ,  
2 0 0 5 .  I n  those remarks1 the President had, in essence, confirmed the 
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content collection part, or basket 1 ,  of the NSA surveillance program .445 
The: President; and Gonzales,  used the term 1'terrodst surveillance program'; 
in connection with the President's confirmation of these N SA activities . 
However, as discussed below, it was rtot clear - even to those read into the 
program ,.., whether the term ''terrorist surveillance program" referred only to 
cop..temt collection (basket 1) or the entire program. 
(Ts ' 'STI}XT ''sr ' I oc 'NF) 

· 
. I T  .n I f I I f 

Nevertheless, Gonzales suggested in his testimony that the dispute 
between the White House and the Department concerned other intelligence 
activities that Were unrelated to the content collection portion of the 
program that the President had confirmed . This was not accurate. '8//NF} 

We recognize that the term "terrorist surveillance program" was 
intended by Gonzales and other Administration officials to describe a limited 
set0:f activities within the Stellar Wind program and that the term was 
created only in response to public disclosures about the program . However, 
by usipg phrases such as the "terrorist surveillance program" or "the 
program that the President has confirmed/' and setting that program 
distinctly apart from "other intelligence activities ," Gonzales 's testimony 
created a perception that the two sets of activities were entirely unrelated, 
which wa:s not accurate. Gonzales's testimony suggested that the dispute 
that Corney testified about was not related to the program that the President 
had confirmed, and instead that the dispute concerned unrelated 
"operations" or "intelligence activities . "  Thus, while Gonzales may have 
intenqed the term "terroriE;t surveillance program" to cover only content 
coll�ction (basket 1 ) ,  it 
testified that the 
was unrelated to 11the (TS I I STUTT I 18I j 'OG 1NF) I I �v T T T1 · 1 

Gonzales reinforced this misperception throughout his testimony. For 
e){ample, when asked by Senator Leahy what activities Gonzales believed 
would be supported under the Authorization for Use of Military Force 
rationale, Gonzales stated, 11I have tried to outline for you and the committee 
what the President has authorized, and that is all that he has authorized . "  
In fact, the President had authorized two other types of collections in the 
same Authorization . Gonzales himself subsequently realized that his 
response to Senator Leahy was problematic . In a February 2 8 ,  2006,  letter 
to Senators Specter and Leahy, Gonzales sought to clarify his response , 
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stating, ''I was confining my remarks to the Terrorist Surveillance Program 
as described by the President, the legality of which \vas the subject of the 
February 6th heating." However, in our view this attempt to clarify his 
remarks dic1. not go nearly far enough. As discussed below, it was not until 
Mtet Gonzales's next appearartce before the Seriate JudiCiary Committee in 
July 2007 that Gonzales acknowledged that the President had also 
authorized.a range of intelligence-gathering activities,  including those 
described under the terrorist surveillance program, in a single order. 
(118 ' 'STV�T ( 'SI I 10C 'NE) II · WJ r r r 1 · 

We concluded that Gonzales created a tnisimpression for Congress 
arid the public by .suggesting that the March 2004 dispute between the 
Departme11t and the White House concerned issues wholly unrelated to "the 
program the President confirrried,n or the terrorist surveillance program. We 
believe a fairer and more accurate characterization would have been that 
th.e March 2004 dispute concerned aspects of a larger program of which the. 
terrorist surveillance program was a part. As discussed earlier, the NSA 
viewedthe three types. of collections as a single program. The three types of 
collections were ali authorized by the same Presidential order and 
a,r::l_ministered by a single intelligence agency. Moreover, all three collections 
were known in the Intelligence Community by the same Top 
Secret/Sensitive Compartmented Information program cover term, Stellar 
W. ·t·n· d (TS ' 'STUTT 1 'SI ' 'OC 'NF) 

. · . T I vv I I · I T · I 

In addition, we believe that Gonzalests 

When Senator Schumer asked Gonzales at the February 2006 Senate 
hearing whether media accounts that Corney "expressed grave reservations 
about the NSA program" were true, Gonzales responded that thete was no 
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· ' :nued to perrhit the activi · 

ns ' ' STLm ' ' SI r  ' OG 'NF) .. r r  " I T  rr 1 

When we interviewed Gonzales , he told us that he \<vas trying to be 
carefl11 d11ring his public testimony about discussing or characterizing a 
c:lassified program with persons not read into the program , and that he used 

distinguish the disagreement regardirig 
other disagreements regarding the 

· he believed his statement that there was 

to be a pomt of 1'serious disagreement" between 
and the White H ared 

t<Y the iJ:iqre serious disagreement related to 
Gonzales also told. the 
hospital room solely · 

. to confirm 
not the critical issue in the on with 

let,artrnrenLt officials at the hospital or that it precipitated the threat of mass 
resignations by senior Department and FBI officials . 
ITo us· rpnv , . 'sr ' ' e e· /J'U"l r;r:on -r:cvv 7 r IJ / 7 HI' 

Yet, even if one agrees 
was not a "serious disagreement'' between the Department and the White 
House, Gonzales's te stimony is still problematic. When Senator Schumer 
pressed Gonzalee; on whether Department officials "expressed any 
reservaticms about the ultimate program," Gonzales replied: "Senator> I 
want to be very careful here, because, of course1 I 'm here only testifying 
about what the President has confirmed. And with respect to what the 
Presid�mt has confirmed, I believe - I do not believe that these DOJ officials 
that you're identifying had concerns about this program." 
ffS· ' 'Srb-m ' 'Bi I ·ee 'NF) �1 t=<� w / fC I I I 

We understand that it is possible to construct an argument that the 

accurate> it would still not account for key details that were omitted from 

-J<lo While Gonzales may scibjectively have believed the disagreement about this 
issue did not rise to the level of a serious that Gold 

· 
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Gonzales's, testimony that would be necessary for an accurate 
understanding of the had reservations 
and concerns , , of the -r'\1"/C\<l .. t"CI 

the 

vu.uv..•""' knew that Corney, 
Department had expressed "reservations" or 

. .  prior to the Presidenf1s decision 
&s I i S'rVIT I / 9 !  I I og fJ\TF) \T J /  TDvq ] Ot(('tt j ::l:'t 

strong and clearly 
authority to . . 
been communicated to the White House in meetings over a period of 

2004, and the White House did not 
part of the program in response to 

cb:ricerris. However, testimony suggested that such 
concerns and reservations on the part of Justice Department officials never 
existed. To the contrary, the Departmenes firm ' ections to iliis of 
the program were instrumental in bringing ab 
collection in "the program the President has confirmed." 

(TS/ /S'fVll/ l£If I GG I NF) 
Following his July 24, 2007, testimony, Gonzales acknowledged in an 

unclassified August 1 ,  2007, letter to Senator Leahy that his use of the term 
''terrorist surveillance program" and his �<shorthand reference to the 
'program' publi,cly 'described by the President' may have created confusion," 
particularly for those familiar with the full range of NSA activities authorized 
by the President. Gonzales wrote that he was determined to address any 
impression that his testimony was misleading. In this letter, Gonzales 
attempted to describe what he had meant by the term "teiTodst surveillance 
program," stating that it covered one aspect of the NSA activities that the 
President had authorized. His letter also acknowledged the dispute 
concemed the legal basis for certain NSA activities that were regularly 
authorized in the same Presidential Authorization as the terrorist 
surveillance program. Gonzales also acknowledged that Corney had refused 
to certify a Presidential Authorization "because of concerns about the legal 
basis of certain of these NSA activities." Yet, this follow-up letter, while 
providing more context about the issues than his July 2007 statements, did 
not completely address the misimpressions created by his testimony. 
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Gonzales stilLsuggested in his August 1 letter that the only dispute between · · .· ··· · erned aspects of the program 
(T8 1 'STLm 1 1 81 1  100 1NF) T1 v'l f f  I T  I 

Wl1ile we again ac1rnowledg� the difficulty of the situation Gonzales 

faced Jn testifjring publicly about a highly classified and controversial 
program� we believe Gonzales could have done other things to provide 
dearer and lTIOre accutate testimony without divulging classified 
information. Similar to the import of his August l lefter, and without 
providing operational details about these other activities, he could have 
Clarified that part of the dispute with the Department concerned the scope 
of what he called 1'the terrorist sUrveillance program," while another part of 
the dispute concerned other "intelligence activities" that were either related 
to the terrorist surveillance program or, more accurately, a different aspect 
of the same NSA program. Gonzales also could have explained that different 
activities under the program raised different concerns within the 
Depa,rtri1ent because each set of activities rested upon different legal 
theories.  447 (8/ /NF) 

Alternatively, Gonzales could have declined to discuss any aspect of 
the di�pute at an open hearing,448 Or, short ofseeking a closed session, 
Gonzales could have sou,ght White House approval to brief the Chairs and 
Rartldl1.g Members of the Senate arid House Judiciary Committees about the 
program so that they would fully understand the nature of the NSA program 
and the classified issues sutrounding the dispute . Irtstead, Gonzales gave 
p1,lb1ic testimony that was confusing and inaccurate , and had the effe�t qf 
misleading those who were not read into the program, as well as some who 
were. (U) 

Concerning Gonzales's July 2007 testimony in particular, the 
questions .Gonzales would be expected to answer were clearly foreseeable, 
especially in light of the disparities between his February 6 ,  2006, testimony 
and Corney's May 1 5 ,  2007 , testimony. Jn addition , Gonzales had been 
provided a letter by Senator Leahy referencing Corney's testimony and 
advising Gonzales to be prepared to discuss the legal authorization for the 
"President's warrantless electronic surveillance program in March and April 

448 As noted, Gonzales provided closed-'session testimony before HPSCI on 
July 1 9 ,  2007, in which he de 2004 between White 

· ·· Department officials (TS I ISTLW l i ST r 'OC 'NF} ' r rr -rr 1 
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2004." Gonzales was therefore on notice that he would be expected to bring 
• clarity to the confusion that existed following Corney's testimony. Rather 
thap Clarify these matters , we believe Gonzales further confused the issues 
through his testimony. (U) 

Finally, we considered whether Gonzales's testimony constituted 
cr!I]].inal false statements and concluded that his statements did not 
constitute a criminal vi.olation of 1 8  U. S .C. § 1 001 . A person violates that 
statUte by "krtowingly and willfully" making a "materially false , fiCtitious, or 
fraudulent statement or representation[ .]" 1 8  U. S . C .  § 100l(a)(2) . We do 
not believe the evidence showed that Gonzales intended to mislead Congress 
or willfully make a false statement. Moreover, we do not believe a 
prosecutor could prove beyond a reasonable doubt that there was no 
interpretation of his words that could be viewed as literally true, even if his 

testimony was confusing and created misperceptions .449 (U) 

In surh, we believe that while the evidence did not show that 
Gonzales's statements constitute a criminal violation, or that he intended to 
mislead Congress, his testimony was confusing, not accurate , and had the 
effect of .misleading those who were not knowledgeable about the program. 
His. testimony also undermined his credibility on this important issue; As 
the Attorney General, we believe Gonzales should have taken more care to 
ensure that his testimony was as accurate as possible without revealing 
classified information, particularly given the significance of this matter and 
the fact that aspects of the dispute .had been made public previously. {U) 

'14<J See United States v. Milton, 8 F.3d 3 9 ,  45 (D . C . Cir. 1 993}("cl efense of literal 
truth" applies to false statement prosecutions under 1 8  U . S . C .  § 1 0 0 1 ) ,  cert. denied, 5 1 3  
U.S .  9 1 9 ( 1994).  See also United States v. Hsia, 2 4  F .  Supp. 2 d  3 3  [D.D .C. 1 998) , i n  which 
the court stated, "A false statement is an essential element of a prosecution under 1 8  
U.S.C. § 100 1 1  and i f  the statement at issue i s  literally true a defendant cannot be 
convicted of violating Section 100 1 . " Id. at 58;  United States v. Hsia, 176 F.3d 5 1 7, 5 2 5  
(D:C.  Cir. 1999J(reversing on other grounds) . (U) 
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CJBIAJPTER NINE 
CONCLUSIONS (U) 

Within weeks of the terrorist attacks of September 1 1 1 200 1 ,  the 
National Security Agency (NSA) initiated a Top Secret, compartmented 
prqgram to collect and analyze international and domestic telephone and 
e-mail communications and related data. The intent of the NSA program, 
which used the cover term Stellax Wind, was to function as an "early 
warning system" to detect and prevent future terrorist attacks within the 
United States (TSI ISTL:ViTI ISI 1  100/NFJ · r r  f. T I I 

The program was authorized by the President in a series of 
Presidential Authorizations that were issued at approximately 30 to 45 day 
intervals and certified as to form and legality by the Attorney General. The 

Pre sidential Authorizations stated that an extraordinary emergency existed 

permitting the use ofelectronic surveillance within the United States for 
countertelTOrism purposes, without a court order, under specified 
circumstances.  Under the program the NSA collected vast amounts of 
information through electronic surveillance and other inte11igence-gathering 
techniques, including information concerning the telephone and e-mail 
communications. of American citizens and other U. S .  p ersons. Top Secret 
compartmented information derived from this collection was provided to, 
among other agencies, the FBI, which sent Secret-level, non-compattme11ted 
versions of the information to FBI field offices as investigative leads. 
(TS' ;8TVIT I 1 8I I IQC 'NF) ( ( · · IYf T . T I I 

The Stellar Wind program represented an extraordinary expansion of 
the NSA's signals intelligence activity and a departure from the traditional 
restrictions on electronic surveillance imposed under the Foreign 
Intelligence Surveillance Act (FISA) , Executive Order 12333,  and other laws. 
Yet, the program was conducted with limited notification to Congress and 
without judicial oversight, even as the program continued for years after the 
September 1 1  attacks. (TS//STLV.l//81//0C/NF) 

The White House tightly controlled who within the Justice 
D epartment could be read into the Stellar Wind program. In particular, we 
found that only three Department attorneys, including the Attorney General, 
were read into the program and only one attorney was assigned to assess 
the program's legality in its first year and a half of operation. The limited 
number of Justice Department read-ins contrasted sharply with the 
hundreds of operational personnel who wen:: read into the program at the 
FBI and other agencies involved with the program. 
p;�SI I STV" I 18I I I oc I NF) ---rr Y• fl I I  I 
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Under the program, the NSA initially intercepted the content of 
international telephone and e-mail communications in cases where at least 
one .ofthe con1municants was reasonably believed to be associated with any 
interhational terrorist group, 

The NSA also coilected bulk telephony and e-mail meta data -
comrn1.1nications signaling information showing contacts between and 
arn,ong telephone numbers and e-mail addresses , but not the contents of 
those communications. These collections became known as basket 2 · 

(telepho1�� meta data) and basket 3 (e-mail meta data) of the Stellar Wind 
program. (TS//STVvV//81//0C/NF) 

. . . . included the originating and termiriat1ng 
telephone number of each call, and the date , · call, 
but not the. content of the call. The NSA co . "pairs, 

E-mail meta data included only 
the "to," r'from," "cc," "bee," and other addressing-type inforn1ation , but 
similar to call detail records did not include the subject  line or the message 
contents. (TS/ /STL\Vf/81//0C/NF) 

NSA analysts accessed baskets 2 and 3 for analytical purposes with 
specific telephone numbers or e-mail addresses that satisfied the standard 
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for querying the data as described in the Presidential Authorizations. A 
small arnount of the collected content arid meta data was analyzed by the 
N$A, working with other members of the Intelligence Community, to bl  . , 
generate intelligence reports about sus)J.ected terrorists and individuals b 3, 
possibly associated with them . .  Many of these reports were ciisseminat{jd, or b?E 
11tipped1'' to the FBI for dissemination as leads to FBI field · As 
ofMar¢h 2006 individUal U.S . telephone numbers 
�-mail addresses had been tipped to the FBI, the vast 1naj ority of which were 
disseminated to FBI field offices .for investigation or other action. The 
results .of these investigations were uploaded into FBI databases. 
(TS' 'STVXT I 'SI I 100 'NF) I I  vv ( ( I T  I 

The Justice Department had two primary roles in the Stellar Wind 
program. First, the Attorney General was required to certify each 
Presidential Authorization as to fonn and legality - in effect, to give the 
Department's assurance that the activities the President was authorizing 
the NSA to conduct were legal. In carrying oUt this responsibility, the 
Attorney General was advised by ·the Department's Office of Legal Counsel 
(OLC). As we described in this report and discuss in the next section, we 
Jouhd that during the early phase of the Stellar Wind program the 
Oepa,rtment lacked sufficient attorney resources to be applied to the legal 
review of the program and, due in significant part to the White House's 
e){lrern�ly close hold over the program, was not able to coordinate its legal 
review of the program with the NSA. (T8//STLV/j /BI//OC/NF) 

The Department's other primary role in Stellar Wind was as a rneii1ber 
of the Intelligence Community. The FBI was one of two main customers of 
the intelligence produced under the program (the other being the CIA) � 
Working with the NSA, a small team .of FBI personnel converted the NSA's 

Top Secret Stellar Wind intelligence reports into leads that 
disseminated at the Secret level, under an FBI program called 
to FBI field offices for appropriate action. As detailed in 
discussed below, we concluded that although the information produced 
under the Stellar Wind program had value in some counterterrorism 
investigations, it played a limited role in the FBI's overall counterterrorism 
efforts . FfS//STLVl/ / BI//OC/NF) 

U. Office of Legal Counsel's Analysis oJf the SteUar Wind Program 
(TS//SI//NF) 

As described in Chapters Three, Four, and Five of this report, the 
Justice Department advised the Executive Branch, and in particular the 
President, as to the legality of the Stellar Wind program . The Department's 
view of the legal support for the activities conducted under the program 
changed over time as more attorneys were read into the program . These 
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chGl.nges occutred in three phases . In the first phase of the prograri1 
(September 200 1 through May 2003) , the legality of the program was 
fqunded on an analysis clevelqped by John Yoo, a Deputy Assistant Attorney 
Gene tal in OLC. ln the second phase .(May 2003 through May 2004) ,  the 
progr.qm's legal rationale underwent signifi�ant revkvv and revision by OLC 
Assistant Attorney General Jack Goldsmith and Associate Deputy Attorney 
Genetal Patrick Philbih . In the third and final phase (July 2004 through 
JaJJ.uary 2007) , based in part upon the legal concerns raised by the 
Department, the entire program was moved from presidential authority to 
statutory authority under FISA, with oversight by the FISA Court. 
(TSj / Si'LW//SI//OC/NF) 

In Chapters Three and Four, we examined the Department's early role 
in asses::;ing the legality of the Stellar Wind program. The Justice 
Department's access to the program was controlled by the White House, and 
former White Hause Counsel and Attorney General Alberto Gonzales told the 
QIG that the President decided whether non-operational personnel, 
including Departmertt lawyers , could be read into the program. Department 

anci F}3I officials told us that obtaini:ng approval to read in Department 
officials and FISA Court judges involved justifying the requests to Counsel 
tp the Vice P:resident David Addington and White House Counsel Gonzales, 
who effectively acted as gatekeepers to the read-in process for 
non-operational officials . In contrast, according to the NSA, operational 
persoruiel at the NSA, CIA, and the FBI were .read into the program on the 
authority of the NSA Director, who at same point delegated this authority to 
the Stellar Wind Program Manager. (TS//81//NF) 

We believe the White House's policy of limiting access to the program 
for non,-operational personnel was applied at the Department ofJustice in 
an unnecessarily restrictive manner plior to March 2004, and was 
detrimental to the Department's role in the operation of the program from 
its inception through that period. We also believe that Attorney General 
Ashcraft, as head of the Department during this time,  was responsible for 
seeking to ensure that the Department had adequate attorney resources to 
conduct a thorough and accurate review of the legality of the program . We 
believe that the circumstances as they existed as early as 200 1 and 2002 
called for additional Department resources to be applied to the legal review 
of the program. As noted in Chapter Three, Ashcroft requested to have his 
Chief of Staff and Deputy Attorney General Larry Thompson read into the 
program, but the White House did not approve this reque st. However, 
because Ashcroft did not agree to be interviewed by the OIG for this 
investigation, we were unable to determine the full extent of his efforts to 
press the White House to read in additional Department officials between 
the program's inception in October 200 1 and the critical events of March 
2004. (TS/ /81/ /NF) 
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.Although we could not determine exactly why Yoo remained the. only 
Depa:rtmeht attorney assigned to assess the program's legality fro±n 200 1 
until his .departure in May 2003, we believe that this practice represented. 
an extraordinary and il'lappropriate departure from OLC's traditional review 
�I1d oversight procedures and resulted in significant harm to the 
Department's :role in the program. fFS//SI//NF) 

lrt the earliest phase of the program, Yoo advised Attorney General 
Ashcroft ahd U1e. White House that the collection activities under Stellar 
Wind were a lawful exercise of the President's inherent authorities as 
Commander-in-Chief under Article l1 of the Constitution, subject only to the 
Fourth .Arnendment's reasonableness standard . In reaching this 
conclusion, Yoo dismissed as constitutionally incompatible with the 
President's Article II authority the FISA statute's provision that FlSA was to 
be the "exclusive means" for conducting electroriic surveillance in the United 
States for foreign intelligence purposes, and he concluded that these 
statutory provisions should be read to avoid conflicts with the President's 
coiistitutic>nal Commander--in-Chief authority. (TS/ /STUN/ /SI/ /OC/NF) 

As noted above, during the first year and a half of the Stellar Wind 
program only three Department attorneys were read into the program - Yoo ,  
Attor11ey General Ashcroft, an d  James Baker, Counsel i n  the Office of 
Intelligence Policy and Review. Jay Bybee , the OLC Assistant Attorney 
General and Yoo 's direct supervisor, was not read into the program and was 
unaware that Yoo was providing advice on the legal basis to support the 
program. Thus, Yoo was providing legal opinions on this unprecedented 
expansion of the NSA's surveillance authority without review by his OLC 
supervis0r or any other Department attorney. Rather, Yoo worked alone on 
this project, and produced two major opinions supporting the legality of the 
Pro·gram·· · (TS 1 '8TLm ' 'SI 1 10C 1NF) · . . . 

· I ( 417( ( 1 I I 

Whe:ri additional attorneys were read into the program in 2003 , they 
provided a fresh review of Yoo's legal memoranda. Patrick Philbin, an 
Associate Deputy Attorney General, and later Jack Goldsmith, Bybee's 
replacement as the Assistant Attorney General for OLC, concluded that 
Yoo's analysis was seriously flawed, both factually and legally. Goldsmith 

· fundamentally mischaracterized 
' ling to address the fact 

that the NSA was co l and also failing to assess 
the legality of this activity as 1t was out the NSA. Goldsmith and 
Philbin also pointed to Yoo's assertion that Congre s s  had not sought to 
restrict presidential authority to conduct warrantless searches in the 
national security area, and criticized Yoo's omission from his analysis of a 
FISA provision (50 U . S . C .  § 1 8 1 1 ) that addressed the President's authority 
to conduct electronic surveillance during wartime .  They further noted that 
Yeo based his assessment of the program's legality on an extremely 
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aggressive view of the law that revolved around the Constitutional primacy 
of the Presic1enfs Article II Cominander-in-Chief pmvers, and he may have 
dot1e so based on a faulty understanding of key elements of  the program. 
(T8 1 18TL\V i '8I 1 1 OC 'NF) T T  il(/  I I  ! 

As described in Chapter Four1 Goldsmith and Philbin's reassessment 
of the legality of Stellar Wind began after Yoo left the Department in May 
2003 , and culmihated in a. 1 08-page ie.gal memorandum issued on May 6,  
2004 . That memorandum superseded Yob's earlier Stellar Wind opinions 
and pr;erriised the legality of the. programls electronic surveillance activities 
on statutory rather than Article 11 constitutional. grounds .451 As a 

consequence of this new legal rationale, Department officials concluded that 
the Pre.,.J·'"''-'·L.I . ... 

of collection under 
was legally problematic 

d belo\v in Section III) . 

We agree with many .of the criticisms offered by Department officials 
regardingthe practice of allowing a single Department attorney to develop 
the legal justification for such a complex and contentious program without 
critical review both within the Department and by the NSA. These officials 
told us that errors in Yoo's legal memoranda may have been identified and 
con·ected if the NSA had been allowed to review his work. They also 
stressed the irn.portance of adhering to OLC 's traditional practice of peer 
review of all OLC memoranda and the need for the OLC Assistant Attorney 
Gerieral, as a Senate-confirmed official, to review and approve all such 
. . • . . fFS I '8± I 1NF) opm10ns . r I T 1 

These officials also stated that such review and oversight measures 
ate especially important with regard to legal opinions on classified matters 
that are not subjected to outside scrutiny. We agree with these officials ' 
comments and note that because programs like Stellar Wind are not subject 
to the usual external checks and balances on Executive authority, OLC's 
advisory role is particularly critical to the Executive 's understanding of 
potential statutory and Constitutional con straints on its actions. 
f£8 ' 1 81 ' 'NF) 

· I I  Tl . .  
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We did not agree with Gonzales 's view that it was necessary for 
national security reasons to limit the number of Department read-ins to 
those "who were absolutely essential," as distinguished from the numerous 
operational read-ins who were necessa1y to the technical implementation of 
the program. First, the program was as legally challenging as it was 
technically complex; Just as a sufficient number of operational personnel 
were read into the program to assure its proper technical implementationi 
we believe that as many attorneys as necessaiy should have been read in to 
assure the soundness of the program's legal foundation. This was not done 
d11ring at least the first 20 months of the program . (TS//81//NF) 

Second, we do not believe that reading in a few additional Department 
attorneys during the initial phase of r;;;;rould have jeopardized 
national security, especially given erational personnel 
who were cleared into the program during same period.452 In fact, the 
highly classified nature of the program, rather than constituting an 
at:gument for limiting the OLC read-ins to a single attorney, made the need 
for careful analysis and review v\rithin the Department and by the NSA more 
compelling; (TO/ /Sl/ /NF) 

We also found that the expansion of legal thinking and breadth of 
expertise from readingin additkm.al Department attorneys over time 
eveT1tually produced rnore factually ?-ccurate and legally comprehensive 
analyse;:> concerning the program. Increased attorney read-ins also was an 
important factor in grounding the program on firmer legal footing under 
FISA. The transition ofthe program from presidential authority to statutory 
authority under FISA with judicial oversight was made possible through the 
collective work of the attorneys who finally were read into the program 
beginning in 2004. The applications to the FISA Court to effectuate this 
ttartsition were produced by Department attorneys , working with both legal 
and technical personnel at the NSA, further reinforcing our view that such 
coordinated efforts are more likely to produce well-considered legal 
strategies and analysis.  (TS/ j 81/ /DIF) 

In addition, as discussed in Chapters Six and Seven1 the increase in 
the number of attorneys read into the program beginning in 2004 helped the 
Department to more efficiently "scrub" Stellar Wind-derived information in 
FISA applications and improve the handling of Stellar Wind-related 
discovery issue s in international terrorism prosecutions. 
ffS , 'STVH I 1SI I IQC INE} (/ W (l  ( (  I 
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UK. �ospitall Visit an.dl White House RecettJi:fication of the JPll.'ogll'am 
(U) 
in Chapter Four, we describe how the Departmenfs reassessment of 

Yoo;s legal analysis led Deputy Attorney General James Corney, who was 
exercising the powers of the Attorney General while Ashcroft was 
hQ::;pit?.Uzed in M<;�,rch 2004, to <::;onclude that he could not certify the legality 
of the Stellar Wind. program. In response, the President sent Gonzales and 
Chief6f StaffAndrew Card to visit Ashcroft in the hospital to seek his 
certificE�.tion of the program, an action Ashcroft refused to take. We believe 
that the way the White HoUse handled its dispute with the Department 
aboutthe program - particularly in dispatching Gonzales and Card to 
Ashcroft's hospital room in an attempt to override Corney's decision - was 
troubling. (TS//SI//NF) 

A'$ detailed in Chapter Four, by March 2004 when the Presidential 
Authorization in effect at that time was set to expire, Goldsmith had already 
trotifiedthe White House several months earlier about the Department's 
doubts concerning the le ty ·of �:�.spects of the Stellar Wind He 

When Attorney Genenrl Ashcroft was hospitalized and unable to fulfill 
his duties;  Deputy Attorney General Corney assumed the Attorney General's 
responsibilities. Before the Presidential Authorization was set to expire on 
March 1 1 , .  2004, Corney made cleat to senior White House officials, 
including Vice President Cheney and White House Counsel Gonzales, that 
the Justice Department could not certify the program as legal. The White 
Hous� disagreed with the Jqstice Department's po sition, and on March 10,  
2004, convened a meeting of eight congressional leaders to brief them on 
the Justice Department's decision not to recertify the program and on the 
need to continue the program. The White House did not ask Corney or 
anyone from the Department to participate in this briefing, nor did it notify 
any Department officials that the briefing had been convened . 
(TS//81//NF) 

Following this congressional briefing, at the direction of President 
Bush, Gonzales and White House Chief of Staff Andre'i;t,' Card went to the 
hospital to seek Attorney General Ashcroft's certification of the 
Authorization.  Again, the White House did not notify any Department 
officials, including Corney, the ranking Department official at the time, that 
it .planned to take this action .  Gonzales's and Card's attempt to persuade 
Attorney General Ashcroft, who was in the intensive care unit recovering 
from surgery and according to witnesses appeared heavily medicated, to 
certify the program over Corney's opposition was unsuccessful .  Ashcroft 
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told . Gonza:les ahd Card from .his. hospital bed that he supported the 
Department's revised legal position, but that in any event he was not the 
Attorney General at the time � Corney was.453 (TS/ /SI/ /NF) 

On March 1 1 ,  the following day, Gonzales certified the Presidential 
Authorization as to form and legality. (TS//SI/ /NF) 

We agree with Director Mue11er's observation that the White House's 
fqih.Ire to have Justice Department representation at the congressional 
briefing and the attempt to persuade Ashcroft to recertify the Authorization 
without going through Corney 11gave the strong perception that the [White 
Hou,se] was trying to do an end run around the Acting [Attorney General] 
whom they knew to have serious concerns as to the legality of portions of 
the program " (TS ' 1 SI ' 'NF) 

• · .  I ( I I 

After Mueller, Corney, and other sepior Department and FBI officials 
made known their intent to resign , the President directed that the issue be 
resolved, and the program was modified to address the Department's legal 
concerns . Because we were unable to interview key White House officials, 
we coulci not determine for certain :what caused the White House to change 
its position and modify the program, although we believe the pro spect of 
mass resignations at the Department and the FBI was a significant factor in 
this decision . (TS/ /SI//NF) 

We reached several conclusions based on our review of the 
Department's role in the legal analysis of this program and the everit� 
surrounding the dispute between the Department and the White House. 
First, legal opinic:ms supporting complex national security programs � 

especially classified programs that press the bounds of established law 
should be collaborative products supported by sufficient legal and technical 
expertise and resources at the Department, working in concert with other 
participating agencies ,  with the goal of providing the Executive Branch the 
most informed and accurate legal advice . By limiting access to this program 
as it did, the White House undermined the Department's ability to .Perform 
its critical legal function. (T8//SI//NF) 

453 Gonzale s stated that even if he knew that Ashcroft was aware Corney opposed 
recertifying the program, Gonzales would still have wanted to speak witl1 Ashcroft because 
he believed Ashcroft still retained the authority to certify the program . G onzales testified 
before the Senate Judiciary Committee in July 2007 that although there was concern over 
Ashcroft's condition, "We would not have sought nor did \Ve intend to get any approval from 
General Ashcroft if in fact he wasn't fully competent to make that decision. "  Gonzales also 
testified, "There's no governing legal principle that says that Mr. Ashcroft [ . . .  ] If he 
decided he felt better, could decide , 'I'm feeling better and l can make this decision, and I'm 
going to make this decisio n . "' (U) 
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Second, we believe that if the OLCs traditional peer revievil and 
supervisory procedures had been adhel'ed to at the outset, the prospect that 
aspects of the program would have rested on a questionable legal 
foundation for over 2 years would have been greatly mitigated .  
(TS I 1SI I 'NF) . I f  I f  . ·. 

Third, we believe that the Department and FBI officials who resisted 
the pressure to recertify the Stellar Wind program because ·of their belief 
that :aspects ofthe program were not legally supportable acted courageously 
and at significant professional risk. We believe that this action by 
Department and FBI officials - particularly Ashcroft, Corney, Mueller; 
Gold�mith, Philbin, and Counsel for Intelligence Policy ,James Baker - was 
in accord with the highest professional standards of the Justice 
Department. tfS/ / SI/ / NE') 

We. recommend that when the Department of Justice is involved With 
such programs in the future,  the Attorney General should carefully assess 
whether the Department has been given adequate resources to carry out its 
vital function as legal advisor to the President and should aggressively seek 
additional resources ifthey are found to be insufficient. We also believe that 
the White House should allow the Department a sufficie11t humber of 
read� ins when requested, consistent with national security considerations, 
to ensure that such sensitive programs receive a full and careful legal 
review. {U) 

ltV. Transition of Program to JFXSA Authority 
('fS' ;STLW I 'SI , 'OC 1NF) II ·· I f  ff I 

We also examined the transition of the Stellar Wind program's 
collection activities from presidential authority to FISA authority. We 
believe there Wer'e strong considerations that favored attempting to 
transition the program to FISA sooner than actually happened, especially as 
the program became less a temporary response to the September 1 1  attacks 
and more a permanent surveillance tool. (TS(/STUN//SI/ /OC/NF) 

Chief among these considerations was the Stellar Wind program's 
substantial effect on privacy interests of U . S .  persons . Under S tellar Wind, 
the government engaged in an unprecedented collection of information 
concerning U . S .  persons. The President authorized the NSA to intercept, 
without judicial approval or oversight, the content of international 
communications involving many U . S .  persons and the NSA co llected 
massive amounts of non-content data about U . S .  person s '  domestic and 
international telephone calls and e-mail communicatio ns . We believe that 
such broad surveillance and collection activities, particularly for a 
significant period of time, should be conducted pursuant to statute and 
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judicial oversight. Wr;:,. also believe that placing these activities under C ourt 
supervision ptovides an important measure of accountability for the 
govermnent's co:qduct that is less assured where the activities are both 
a1J.thorized · artd supervised by the Executive Branch alone. 
ti:"� ' 'STt .. n '  ' S! ' 'Be 'NF) 

· / / �  �vv J f  77 � I � 

The instapility of the legal reasoning on \vhich the program rested for 
severaTyears and the substantial restrictions placed on FBI agents' access 
to artd us¢ of program-derivc:d infor;matiop due to Stellar Wind's highly 
classified status were additional reasons for tran.sitioning Stellar Wind's 
collection activities to FISA authority. We acknowledge that the transition 
wou1d always have been an enormously complex and time-consutning effort 
that rested upon novel interpretations and uses of FISA that not all FISA 
Co]litjudges would authorize . Nevertheless,. the events described in this 
reportdernonstrate that a full transition to FISA authority was achievable 
and, in our judgment, should have been pursued earlier, 
(1'8 I 'STLVi' ( 'SI { 'OC 'NF)" . .i I . Y/ I · I f T . .  

V. Impact of Stella.:r Wind information on FBI Counterterrorism 

Efforts ($//1.\JR) 

As a user of Stellar Wind program information1 the FBI disseminated 
leads or "qppers" to FBI field offices . These tippers primarily consisted of 
specific domestic telephone nurnbers and e-'mail addresses that NSA bl ,  

analysts had determined through meta data analysis were connected to b3, 

individuals involved with al Qaeda or affiliated groups. The tippers also b7E 

included content of communications intercepted by the NSA based upon its 
determination that there. was probable cause to believe that a party to the 
comm11nication, was al Qaeda or an affiliated ber 200 1 
through February 2006, the NSA provided the Stellar Wind 
tippers, the vast majority of which were domestic telephone numbers . 
(TS//STIN///SI//OC/NF') 

The FBI's chief objective during the earliest months of Stellar Wind's 
operation was to expeditiously disseminate program information to FBI field 
offices for investigation, while protecting the NSA as the source of the 
information and the methods used to collect the information. The FBI bl ,  
assigned this task to a small group of personnel from the Telephone b3, 
Analysis Unit (TAU) at FBI Headquarters . This group developed a b7E 
straightforward process to receive the Top Secret, compartmented Stellar 
Wind reports from the NSA, reproduce the information in a 
non-compartmented, Secret-level format, and disseminate the information 
in Ele.ctronic Comm or ECs, to the appropriate field offices for 
investigation. These ECs placed restrictions on how 
the information could field offices that the information 
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\vas "for lead purposes only'' and could not be used for any legal or judicial 
P' u· · rpose (TS 1 'STVTT ' 'SI ' 'OC 'PJF) · . · Tl · · vv TT 7 I · · I 

The FBI's pai·ticipation in Stellar Wind evolved over time as the 
program became less a temporary response to the September 1 1  attack� 
and. more a permanent surveillance capability. As Stellar Wind continued to 
be l"eauthorized, the FBI tried to improve the effectiveness of its 
particfpation ih the program. Most significantly, in February 2003 a team of 
FBI personnel (Team 10) was assigned to work full-time at tl1.e NSA to 
manage the FBJ>s participation in the program. (T8//8I//Nf!.) 

Team. lO's chief responsibility was to dis seminate Stellar Wind 
information to FBI field offices .  However, over time Team 1 0 began to 
participate in Stellar Wind in other ways . For example, Team 1 0  submitted 
telephone numbets and e-mail addresses to the N SA fOT po ssible querying 
agair1st tl}e bulk meta data collected under the program, and Team 1 0  
regularly contributed to the NSA's drafting process for Stellar Wind reports . 
OvetaJ.l, we fot+nd that the decision to assign Team 1 0  to the NSA improved 
the FBI's knowle dge about Stellar Wind operations ru1.d gave the NSA better 
insight about how FBI field offices investigated Stellar Wind information. 
Th,ese bendits translated to tellar Wind report 
drafting process, and by extension, in leads . 
(Ts , i'STUTT I ' SI  I 'be 'NF) .· • I T · v'Tf I · I T I 

One of the other changes the FBI implemented to attempt to improve 
the process for handling Stellar Wind leads was to make the FBI's 
Headquarters-based Communications Analysis Unit (CAU) , instead of the 
fi�ld offices, n::sponsible for issuing National Security Letters (NSL) to obtain 
subscriber information on tipped telephone numbers and e-mail addresse s .  
This measure, initiated i n  July 2003, was intended to address agent 
concerns that the leads, which reproduced the information in a 
rton-'-compartmented, Secret-level format, did not provide sufficient 
information to initiate national security investigations ,  a prerequisite under 
Justice Department investigative guidelines to issuing NSLs .  Agents 
complained that the ECs suffered from vaguenes s  about the source of the 
information being provided and lacked factual details about the individuals 
allegedly involved with al Q aeda and with whom the domestic numbers 
being disseminated pos sibly were in contact.  ("fS/ /STUN/ /SI/ /00/NFJ 

W the CAU implemented this chan ge by issuing NSLs 
n trol file, the . -investigative file created in 

bl ,  b3, 
b7E 

September as a repository ted communications bl ,  b3, b7E 
between FBI Headquarters and fiel NSLs from a control file 
instead of an investigative file was contrary to internal FBI policy. In 
N · 2006j the FBI finally opened an investigative file for the iiBII 

project. We believe the CAU and OGC oft1cial s involved in the decision 
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to issue NSLs from the control file concl 
the. FBI h�d sufficient predicatwn either to connect th 
with exi$ting preliminary or full investigations of al Q aeda and <0-<.UL.L�<;;.< LV •U.. 
gfd1Jps or to opeh new preliminary or full investigations in compliance with 
Justice Department investigative guidelines .  However, we concl 

FBl could have, and should have, opened an investigative file 
when the decision to have FBI Headquarters instead of 
offites · issue NSLs for eads. fl'S/ I STLW//81/ /OC/NF) 

We also tried to assess the general role of Stellar Wind information in 
FBI investigations and its value to the FBI's overall counterterrorism effotts , 
Similar to the FBI, we had difficulty assessing the specific value of the 
program to the FBI's counterterrorism activities . (8/ j'NF) 

The majority of Stellar Wind information the NSA provided the FBI 
related. to domestic telephone numbers and e-mail addresses the NSA had 

bl ,  b3, 
b7E 

iqel:ltified through meta connections to al bl ,  
affiliated tions� b3, 

expenence Inves .. !�=.•a.uu�=. 
leads told us that most leads were detenuined not to have any 

n to terrorism. and analysts did not identify for us 
arty specific cases leads helped the FBI identify previously 
unknown subjects invol terronsm,. although we recognize that FBI 
officials and agents other than those we interviewed may have had different 
experiences with Stellar Wind information . (TS//STI:vV//SI//OG/NF) 

Two FBI statistical studies that attempted to assess the value of 
Stellar Wind meta data leads to FBI counterterrorism efforts did not reach 
explicit conclusions on the program's usefulness.  The first study found that 
1 .2 percent of Stellar Wind leads made "significant" contributions .454 The 
second study did not identify any examples of "significant" Stellar Wind 
contributions to FBI counterterrorism efforts .45S The FBI O G C  told us that 

45•1 As we described earlier in this chapter, the FBI considered a tipper "significant" 
if itJ(':d to any of three investigative results : the identification of a terrorist, the deportation 
from the Un.ited States of a suspected terrorist, or the development of an asset that can 
report about the activities of terrorists. tstfi"'H") 

455 As described earlier in this chapter, the FBI considered a tipper "significant" if it 
led to any of three investigative results: the identification of a terrorist, the deportation 
from the United States of a suspected terrorist, or the developmen t of an asset that can 
report about the activities of terrorists. (T8//Nfi} 
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statements by senior FBI officials iri congressional testimony that the Stellar 
Wind program had value were based in part on the results of the first study, 
which found that 1 . 2 percent of the Stellar Wind leads made significant 
cpntriqutions to FBI cases. {TS;' /STLW/ JSI/ /OC;'NF) 

ts we interviewed generally were supportive of Stellar Wind 
; CC).lling the informc:ttion "one tool of many" in the FBI's 

ah efforts that "could help move cases forward" by, for example,. 
cqnfirining a subject's contacts with individuals involved in terrorism or 
identifying additional terrorist contacts. However, FBI agents and analysts 
also told us that the Stellar Wind information disseminated to FBI field 
offices could also be frustrating because it often lacked details about the 
foreign individuals allegedly involved iri. terrorism with whom domestic 
telephone addresses were in contact. Some agents also 
beli�ved that project failed to adequately prioritize leads sent 
to FBI field offices. +-J:-:;'2H-c{...:;g..�W-f--/-T':!!J±h�l::!rl-f't±+'-l 

FBI Direptor Mueller told us that he believes the Stellar Wind program 
was useful and that tl;le FBI must follow every lead it receives in order to 
pteveht future terrorist attacks. He stated that to the extent such 
information can be. gathered and used legally it must be explolted, and that 
he uwould not dismiss the potency of a program based on the percentage of 
hits." Other witnesses �hared this view that an intelligence program's value 
cannot be assessed by statistical measures alone . General Hayden said that 
the value of the program may lie in its ability to help the Intelligence 
Cprhrrtunity determine that the terrorist threat embedded within the country 
is not as great as once feared. Some witnesses also believed that the value 
of the prograirl should not depend on documented ''success stories," but 

rather on maintaining an intelligence capability to detect potential terrorist 
activity in the future. Several witnesses suggested that the program 
provides an '1early warning system" to allow the Intellige_nce Community to 
detectpotential terrorist attacks, even if the system has not specifically 
uncovered evidence of preparations for such an attack. 
(TS I 'STLV' I 'SI I 'OG 'NF) 1 F v7 r 1 r 1 

As part of our analysis , we sought to look beyond these comments of 
general support for Stellar Wind to specific, concrete examples of the 
program's contributions that illustrated the role Stellar Wind information 
either has or could play in the FBI 's counterterrorism efforts . We examined 
five cases frequently cited in documents we reviewed and during our 
interviews as examples of Stellar Wind's positive contributions to the FBI 's 
counterterrorism efforts. The evidence indicated that Stellar Wind 
information had value in some of these investigations by causing the FBI w 
take action that led to useful investigative results . In other cases the 
connection between the Stellar Wind information and the FBI's investigative 
actions was more difficult to discern . (TS/ / STV?lj / SI/ /OC/NF) 
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In the. end, tve found it difficult to assess or quantify the overall 
effectiveness of the Stellar Wind program to the FBI's counterterrorism 
�cttvities. However, based on the interviews conducted and documents 
reviewed, we concluded that although Stellar Wind information had value in 
some counterterrorism investigations, it generally played a limited role in 
the FBI's overall counterterrorism efforts . lS"ffWJ4 

It is also important to note that a significant consequence of the NSA 
pr()gram and the FBI's approach to assigning leads. for program information 
was that FBI fielci offices conducted many threat assessments on individuals 
located in the United States, including U. S .  persons, that typically were 
determined not to have a,ny nexus to terrorism or represent a threat to 
national security. As a result, the FBI collected and retained a significant 
amount of personal information about the users of tipped telephone 
numbers p_nd e-mail addresses, such as names and home addresses, places 
of employment; foreign travel, and the identity of family members. The 
results of these threat assessments and the information collected generally 
were reported in communications to FBI Headquarters and uploaded into 
FBI databases . {TS//STVN//SI//00/'NF) 

's collection of information in this 
project, the successor FBI project 

ciJf:rs�n:n:nat<.'!. �  . .  to FBI field offices lead information the NSA derives from bulk 
meta data now collected under FISA authofity. Like 

project requires FBI field offices. to conduct threat 
assessments on telephone numbers and e-mail addresses identified through 
the NSNs analytical process that the FBI is not already aware of, including 
telephone numbers and e-mail addresses one or two steps removed from 
direct contacts with individuals involved in terrorism. To the extent the 
leads derived from the FISA-authorized activities generate results similar to 
those under Stellar Wind, the FBI threat assessments will continue to result 
in the collection and retention of a significant amount of personal 
information about individuals in the United States , including U.S. persons, 
who do not have a nexus to terrorism or represent a threat to national 
security. (TS//STL'.¥//81//0C/NF) 

. 

We recommend that, as part of the 'ect, the Justice 
Department's National Security Division (NSD) , \Vorking with the FBI ,  
should collect information about the quantity o f  telephone numbers and 
e-mail addresses disseminated to FBI field offices that are assigned as 
Action leads and that require offices to conduct threat assessments. The 
information compiled by the Justice Department should include whether 
individuals identified in threat assessments are U . S .  or non-U . S .  persons 
and whether the threat assessments led to the opening of preliminary or full 
national security investigations. With respect to threat assessments that 
conclude that users of tipped telephone numbers or e-,rnail addresses are 
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not involved in terrorism and are not threats to national security, the 
JustiCe Department should take steps to track the .quantity . and natute of 
the U.S. perso:n information collected and how the FBI retains andutilizes 
this ihformation . This will enable the Justice De.partment and entities with 
oversight responsibilities, including the OIG and .congressional committee s,  
to assess the impact this intelligence program has on the privacy interests 
of U.S. persons and to consider whether, and for how long, such information 
should be retained. (1"5 //81/ / :NFJ 

We also recommend that, consistent with NSD 's current oversight 
a9tivities and as part of it� periodic review::) of national secu.rity 
ir1vestigations at FBI · · field offices, NSD should review a 
repres�::ntative leads to those offices.  For each lead 
ex:amined, NSD sh compliance with applicable kgal 
requirements in the use of the lead and in any ensuing investigations, 
pa.tqcularly with the requirt:rnents governing the collection and use of U . S .  
person infonnation. ("f'S//BI//NFJ 

VI. Discovery and "�ctubbing"' Issues � 
Although Stellar Wind was conceived and implemented as an 

inte1}igert.c;e-gathering program, it was inevitable that the information from 
this program would intersect with the Department's prosecutorial functions, 
both in crimin.al cases brought in federal courts and in seeking FISA orders 
from the FISA Court. We found that the limited number of Department 
tead..;ins also had adverse consequences on issues related to these 
Department functions . (TS/ /STLW//SI//00/NF) 

One s'L1ch issue c;oncerned the Department's compliance with 
discovery obligations in international terrorism prosecutions, which we 
disc:u.ss in Seven. We determined that the Department was aware 

bl,  b3, 
b7E 

as early that information collected under Stellar Wind could have bl , b3 
implications for the Department's litigation responsibilities under Federal 
Rule of Criminal Procedure 1 6  and Brady v. Maryland, 373 U . S .  83 ( 1963) . 
(TS ' 'STLW ' 'SI I ' OG 1NF) 11 n 1 1 r r  1 
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No Justice Department attorneys with terrorism prosecution 
responsibilities were read into the Stellar Wind program until mid-2004, 
a:nd a.s a result the Department continued to lack the advice of attorneys 
who were best equipped to identify and examine the discovery issues in 
c6nne¢tion with the program. Since that · t has taken 

. · 

on a case-by-case basis, to · discovery motions 

However; the Department of Justice continues to lack a 
comprehehsive proce ss for identifying potentially discoverable Stellar Wind 
information in terrorism cases .  In this regard, we recommend that the 
Department assess its discovery obligation s  regarding Stellar Wind-derived 
information in international terrorism prosecutions . We also recommend 
that the Department carefully consider whether it  must re-examine past 
cases to see whether potentially discoverable but undisclosed Rule 16 or 
Brady material was collected by the NSA under the pro gram , and take 
appropriate steps to ensure that it has complied with its discovery 
obligations in such cases .  We also recommend that the Department, in 
coordination with the NSA, implement a procedure to identify Stellar 
Wind-derived information that may be associated with international 
terrorism cases currently pending or likely to be brought in the future and 
evaluate whether such information should be disclosed in light of the 
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government's discovery obligations under Rule 16 and Brady. 
(T8 I 18TVTT I 'Sl ' 'OC 'NF) 1 r · •v n 1 7 · I 

In addition, we examined the issue of the Department's use of SteUar 
Wind�derived information in FISA applications. We believe it was 
foreseeable that some Stellar Wind-derived information 11vould be contained 
in the FISA applications filed by the Department's Office of Intelligence 
Policy 'and Review (OIPR) . OIPR Counsel Baker believed, and w.e agree, that 
itwm.1ld f:J.ave been detrimental to this relationship if the Court learned that 
irtfcmnation from Stellar Wind was included in FISA applications without the 
Court being told so in advance. As discussed in Chapter Three ,  White 
House officials initially rejected the idea of reading in members of the FISA 
Court, but after D epartment officials continued to press the issue, 

· 

ultirnE1.1:ely in January 2003 agreed to read in a single judge in January 2002 
(Presiding Judge Lamberth, followed by Presiding Judge Kollar-Kotelly in 
May 2002) . (TS/ /STLVl/ /SI//00/NF) 

The "scrubbing" procedures imposed by the Court Blld implemented 
by Ba,ker to account for Stellar Wind-derived informatib!l in international 
terrorism FISA applications created concerns among some OIPR attorneys 
about the unexplained changes being made to their FISA applications. 
These scrubbing procedures also substantially altered the assignment of 
case::; to FISA Court judges for nearly 3 years. We cqncluded that once 
Stellar Wind bega11. to affect the functioning of the FISA process shortly after 
the program's inception,  the number of OIPR staff and FISA Court judges 
read into Stellar Wind should have increased. Instead, read-ins were 
limited to a single OlPR official for over two years and to the Presiding Judge 
of the FISA Court for a period of four years . (TS//STVN//81//00/NF) 

The>Justice Department, together with the FBI and the NSA, today 
continues to apply scrubbing procedures to international terrorism FISA 
applications. Since January 2006, all members of the Court have been 
briefed on the Stellar Wind program and all of the judges handle 
applications that involve Stellar Wind-derived information in FISA 
applications . While we found that the government has expended 
considerable resources to comply with the scrubbing procedures required by 
the FISA Court since February 2002,  we did not find any instances of the 
government being unable to obtain FISA surveillance coverage on a target 
because of this requirement. (TS/ / STI :'!Al/ / SI / j OC / NF) 

VXK. Gonzales's Statements �llJ) 

As part of this review, the OIG examined whether Attorney General 
Gonzales made false or misleading statements to Congress related to the 

. Stellar Wind program. We concluded that Gonzales's testimony did not 
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constitute a f;:;�1se statement and that he did not intend to mislead Congress, 
HoWever, we concluded that his testimony in several respects was 
Gonfu::;ing, not accu,rate, and had the effect ofmisleading those \Vho we.re 
not.know1edgeable about the program. (S/ /1�F) 

Aspects of the Stellar Wind program vVere first disclosed publicly in a 
s¢ries .of artidesin The New YorkTimes in December 2005 . In response, 
the President publicly confirmed a portion of the program - which he called 
the terrorist surveillance program - describing it as the interception of the 
content of international communications of people reasonably believed to 
have ll.riks to al Qaeda and related organizations (bq.sket 1 ) .  Subsequently, 
Attorney General Gonzales was questioned about NSA surveillance activities 
ih two hearings before the Senate Judiciary Committee in February 2006 
and July 2007. (TS//'STLVJf/SI//00/NF� 

Through rnedia accounts and former Deputy Attorney General 
Corney's Senate Judiciary Committee testimony in May 2007, it was publicly 
revealed that the Department and the White House had a major 
disagreement related to the program in March 2004. As discussed in 
Chapter Four, this dispute - which resulted in the visit to Attorney Gehetal 
A.shcroft's .hospital room by Gonzales and Card and brought several senior 
Department and FB� officials 

· · 
· · 

In his testim.ony before the Senate Judiciary Committee, Gonzales 
stated that the dispute at issue between the Department .and the White 
House did not relate to the "Terrorist Surveillance Program" that the 
President had confirmed, but rather pertained to other intelligence 
activities.  We believe this testimony created the misimpression that the 
dispute concerned activities entirely unrelated to the terrorist surveillance 
program, which was not accurate. In addition, we believe Gonzales's 
testimony that Department attorneys did nofhave "reservations" or 
''concerns" about the program the "President has confirmed" was incomplete 
and confusing because Gonzales did 
D t's concerns were what led to 

and that these concerns had been conveyed to the White House 
over a period of months prior to and including March 2004 when the issue 
was resolved. (8//NF) 

We recognize that Attorney General Gonzales was in the difficult 
position of testifying about a highly classified program in an open forum. 
However, we also believe that Gonzales, as a participant in the March 2004 
dispute between the White House and the Justice Department and, more 
importantly, as the nation's chief law enforcement officer, had a duty"to 
balance his obligation not to disclose classified information with the need 
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not to. be 'misieading in his testimony about the events that nearly led to 
mas s rysig:nations of the most senior officials at the Justice Department and 
the F..BL Although we believe that Gonzales did not intend to mislead 
Congress, We believe }iis testimony was confusing, inaccurate , and had the 
e:f[ect .of misleading those who were not knowledgeable about the program. 
(TB I 'BI l 'NF) . 

· · I I .  II 

VUl. Conclusion ·(U) 

From the inception of the Stellar Wind program in October 200 1 ,  vast 
amounts of infonnation about telephone and e-mail communications were 
obllecte:d and stated in databases af the NSA. The NSA used this 
i11formation to conduct analysis and disseminate reports to support the 
government's counterterrorism efforts . We found that in. the early years Of 
the Stellar Wind program, the Department of Justice lacked the necessary 
legal resources to carry out an adequate revievv of the legality of the 
program, The White House strictly controlled the Department's access to 
the program. For the first year and a half of the program only 3 Department 
offidals were read into Stellar Wind, and only 3 more officials had been read 
ih. by the e.nd of 2003. Only a single Department attorney analyzed the legal 
basis for the program during its first year and a half of its operation. 
B€lginriing1n mid..;2003, after additional Department officials were read into 
the program, the Department determined that this attorney's initial legal 
analysis was legal!y .and factually flawed. (TS//STD.¥//81//0G/NF) 

W� believe that the strict controls over the Department's access to the 
program undermined the role of the Justice Department in advising the 
Pn;sident as to the legality of the program during its early phase of 
operation.  The Department's comprehensive reassessment of the program's 

, lega1ity beginning in mid-2003 resulted in a contentious dispute with the 
White House that nearly led to the mass resignation of the Department's 
se.nior leadership. In March 2004 the White House continued the program 
despite the Department's conclusion that it found no legal support for 
aspects of the pro In the face of the tential resignations, however, 
the White Hous accord with the 
Department's legal concerns . Eventually, the entire program was 
tran sitioned, in stages,  to the authority of the FISA statute. 
('fS ' ' S'fLm 1 ' SI 1 'QC 'NF) . · I f vvJ T IT 7 

Given the broad nature of the collection activities under the Stellar 
Wind program, the substantial amount of information the program collected 
related to U.S.  persons, and the novel legal theories advanced to support the 
program, we believe that the Department should have more carefully and 
thoroughly reviewed the legality of the program, in accord with its normal 
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peer review and oversight practices, particularly during its first year and a 
half of operation. (TS / / STUll/ f 8!// oc 1 NF) 

We also c:oncluded that the Department should have begun effqrts to 
trE�,nsition the Stellar Wind program to FISA authority earlier than March 
2004,. when that process began, especially as Stellar Wind became less a 
temporary response to the September 1 1  attacks and more a permanent 
surveillance tool. We believe that such broad surveillance and collection 
activities conducted in the United States that impact U.S. p ersons, 
particularly when they extend for su�h a significant period of time, should 
be conducted pursuant to statute and be subjected to judicial oversight. 
Placing such activities under Court supervision, as now occurs, also 
provides an important measure of accountability for the government's 
c;onduct that is: less assured when the activities  are authorized and 
supervised by the Executive Branch alone� (TS//STLW//SI//OC/NF) 

Finally, we believe that the Department should carefully monitor the 
collection, use, and retention of the information that is now collected under 
FISA authority, given the expansive scope of the collection activities. The 
Department and other agencies should also continue to examine the value 
of collecting such information to the government's ongoing counterterrorism 
efforts. (TS//SI//NF) 
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