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INSPECTOR GENERAL
DEPARTMENT OF DEFENSE
" 400 ARMY NAVY DRIVE
ARLINGTON, VIRGINIA 22202-4704

June 26,2009

MEMORANDUM FOR SECRETARY OF DEFENSE

SUBJECT: (U) Report on Review of the President’s Surveillance Program
Report No.: 09-INTEL-08 (U)

(U) We are providing this report for your information. This report fulfills the
DoD Inspector General’s requirement puisuarnt to Section 301 of Public Law 110-
261, the Foreign Intelligence Surveillance Act.(FISA) Amendments Act of 2008
(the Act). This report, along with reports prepared by the Inspectors General of
the Department of Justice:(DoJ), the Office of the Director of National Intelligence
(DNI), Central Intelligence Agency (CIA), the National Security Agency (NSA),
will be summarized in a comprehensive report as required by the Act.

SI7S SHO1 P Results. The OSD role in the establishment and
1mplementat10n of the PSP was limited, with the burden of program execution
residing with the NSA. We determined that there were six OSD officials with
access to the PSP. These individuals had limited involvement, and did not make
any additional tasking decisions beyond those directed for NSA implementation.
We:are aware of no-othéir- OSD involvement in the PSP,

(U) Background. The Act requires the IGs of the DoJ, DNI, NSA, the DoD, and
any other element of the initelligence commumty that participated in the
President’s Surveillance Program (PSP)’, to complete a comprehensive review of,
with respect to the oversight authority and responsibility of each such 1G:
o All facts necessary to describe establishment, implementation, product
and use of the product in the program
o Access tolegal reviews and access to information about the Program
o Communications and participation of individuals/entities related to the
Program

! (U) The President’s Surveillance Program is defined in the Act as the intelligence activity involving
communications that was authorized by the President during the period beginning on'September ! 1, 2001,
and ending on January 17, 2007, including the program referred to by the President in a radio address on
December 17, 2005 (comrnonly known as the Terrorist Surveillance Program).




o. Interaction with the F areign Intelligence Surveillance Court.and
o Any other matters identified by the IGs:

SO Scope and Methodology. We conducted this review
to exarmne the involvement of the Office of the Secretary of Defense (OSD),
Department of Defense (DoD), in the establishment and implementation of the
President’s Surveillance Program (PSP), We interviewed current and former
officials within OSD that had access to the PSP, We withdrew our request to
mterV1ew Secretary of Defense Gates because: he was provided access to the PSP
after the program cnded The tonnel Deputy Secretary of Defense Dr WolfoW1tz
within OSD andNSA_ rclated t0 OSD’s mvolveme_ntm the PSP We also
reviewed documentation at DoJ related to the PSP.

(U) TheIGs of the DoJ, DaD, DNI, NSA, and CIA issued an intetim report-on
September 10, 2008. In the interim report, the DoD IG stated that he would
examifie the involvement of the Office of the Secretary of Defénse (OSD) in the
establishment and implementation of the PSP. The N'SA, as an agency within
DoD: perfmmed the requirements of the PSP. Assuch, thé-NSA 1Gis conducting
a review of NSA involvement with the PSP seéparate frotn this memoranduim
repott.

SHEFEHHE NE) Implementation and ]Eitabhshmeut of the PSP.
The OSD access to the PSP was limited to six individuals.” Those individuals are
Secretary of Defense Robert Gates; former Sectretary of Defense Dorald
Rumsfeld; former Deputy Secretary of Defense Paul ‘Wolfowitz; Under Secretary
of Defense for Intelligence (USD(I)) James Clapper”; former USD(I) Stephen
‘Cambone; and Principal Deputy General Counsel Daniel Dell ‘Orto.

T)-The PSP was an extremely sensitive countertertorisin
program focused on detectmg and preventing terrorist: attacks within the United
States. The PSP was authorized by the President every 30 to 45 days and was
initially directed against international terrorism; after Match 2004, the PSP
fec’u'sed specifically against al-Qaeda and its-atfiliates. The Director of Central
Intelligence (DCI), and later the DNI, would prepare-a Threat Assessment

" (TSHITERHIHOEIANF) Secretary Gates and Under Secretary Clapper were provxded access to the PSP
-after the PSP was Lransferred to Foreign Intelligence Surveillance Court supervision,

N




Mernorandum, which validated the current threat to the United States. The
Secretary of Defenie would review and sign the Threat Assessment Memorandum.
On three occasions, Dr. Wolfowitz, the former Deputy Secretary of Defense,
51gued the Threat Assessient Memoranda in the Secretary’s.absence. On two
occasions, Dr. Cambone, the former USD(I), signed the Threat Assessment
Memoranda when Secretary Rumsfeld and Dr. Wolfowifz were unavailable,

‘ AT Once the Threat Assessment Memorandum was signed;
the Pres:dent would then sign a Presidential Authorization with the Threat
Memorandum attached. The President would task the-Secretary of Defense to
employ DoD resources to.execute the requirements set forth in the Presidential
Auithorization, The Attorney General, or his designee, would cemty the
Presidential Authotization for form-and legality. The Secretary of Defénse would
then-direct the actions authorized by the Presidential Authorization to the NSA for
implementation. On one occasion, Dr. Wolfowitz, the former Deputy Secretary-of
Defense, directed the Director of NSA to-implement the Presidential
Authorization, in the Secretary’s absence. On a sepatate occasion, Dr. Cambone,
the former USD(D), directed the Director of NSA to-implement the Presidential
Auythorization.

'(TS#SHIN-FT Interaction with the Foreign Intelhgence Survelﬂance Court. Dr..
‘Wolfowitz also executed two declarations to the US. Fi e
Surveillance Court. The first, executed o

Govemment’s Apph i al, 1

1,84»1—1-846, as amended | The 1n1tlal authonty‘under I‘ISA to mstall and use pen
register and trap and trace devices for that purpose was { rantedb - the Foreign
Intelligence Surveillance Courton July 14,20048 2 = 2222 =2

Dr. Wolfowitz’s:second declaration was executed on

‘ = ;T‘hat deplatati i was-made in-response to the Foreign Intelligence "
Surveillance Court’ s% Order requiring the Govermment to submit a

declaration from the Deputy Secretary of Defense discussing NSA’ violations of
the Court’s July 14 Order authonzmg NSA to install and use 1 .

- , 1 In that declaratlon Dr olfowitz stated the
cucumstances surrounding unauthorized collection that occurred, the disposition
of information collected without authorization, steps NSA took to remedy the

violation, and measures NSA implemented to prevent recurrence of such

violations.
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APPENDIX (U)
- REPORT DISTRIBUTION LIST (U)

(U)

OFFICE OF THE SECRETARY OF DEFENSE
Secretary of Defense
Under Secretary of Defense for Intelligence
Deputy General Counsel, Intelligence

OTHER DEFENSE ORGANIZATION
Inspector General, National Security Agencir

NON-DEFENSE FEDERAL ORGANIZATIONS
Inspector General, Director of National Intelligence
Inspector General, Department of Justice
Inispector General, Central Intelligence: Agency -

CONGRESSIONAL COMMITTEES

Senate Judiciary Committee

Senate Select Committee on Intelligence

House Judiciary Committee

House Permanent Select Committee on Intelligence




8 Sty e,




This page intentionally left blank.




This page intentionally left blank.

=]
ﬂ



CENTRAL INTELLIGENCE AGENCY

Office of Inspector General

(u) F

NAL REPORT

{SHNF)-CIA Participation in the
President’s Surveillance Program

Report No. 2008-0016-AS
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) CIA Participation in the
Presndent’s Surveillance Program

(U) EXECUTIVE SUNMARY

~(5/A¥E)- Title TII of the Foreign Intelligence Surveillance Act (FISA) Amendumients
Act of 2008 requires the Inspectors General (IGs) of the elements of the: Intelligerice
Community(IC) that parnmpated in the President’s Suryeillance Program (PSP) to
conduct a comprehensive review-of the program. The results of our review of CIA
participation in the PSP are presented in this report, and will be included in the
comprehensive-report required to be provided to the appropriate committees of Congress
by 10 July 2009.

NF-The CIA p1eparcd the threat assessment memorandums
that Were used to suppoxt Premdentml autho‘ ation.and penodlc reauthonzatwns of the

memorandums focused.on the current threat situation and did not provide an
assessment of the PSP's utility in addressing previously reported threats. The threat
assessruent memorandums were signed by the Director of Central Intelligence (DCI)
and forwarded to the Secretary of Defense to be co-signed. Responsibility for drafting
the tlireat assessment meinorandims was transferred to the: new1y~cstabhshed Terrorist
Threat Integration Center in May 2003 and retained by TTIC's successor organization,
NCTC (the National Counterterrorism Center). The DCI continuedto sign the threat
assessment memorandumis through 15 April 2005. Subsequent memorandums were
signed by the Director of National Intelligence.

CIA analysts-and targeters as PSP consumers, tasked

@
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bellcf among senior IC and CIA ofﬁcmls that the process f01 obtammg FISA
authonzatton. was too.cumbersoiie and time consuming to address the current threat.
Cutrent and former CIA officials emphasized the increased timeliness, flexibility, and
access provided by the PSP as compared to the process for obtaining a warrant under
FISA.

=W - The CIA did not implement procedures to assess the
useﬁﬂness Df thc product of the PSP and did not routinely document whether particular
PSP reportmg had contnbuted to successﬁJl counterterrorlsm operatLons CIA officials

PSP reporting. Consequently, there is no means to comprehensively track how PSP
information was used. CIA officials were able to provide only limited information on
how program reporting contributed to successful operations, and therefore, we were
unable to independently draw any conclusion on the overall usefulness of the program
to CIA.




~{8/NFy Several factors hindered the CIA inmaking full use of the capabilities of
the PSP, Many CIA o 1d us that too few CIA personnel at the working level
wereread into the PSP] Pofficials told us that CIA analysts-and targeting ofﬂcers
who were réad in had too many competing priorities and too many other available

information source$ and analytic tools—many of which were more easily accessed and.

timely—to fully utilize the PSP. CIA officers also told us that the PSP would have
been mote fully uttlized if analystz. and targetirig officers had obtained a better
understanding of the program's capablhtles Mmy CIA officers noted that there was
insufficient training and legal guidance concerning the program's. capabilities and the
use of PSP-derived mermatlon The factors that hmdered the CIA in making full use
of the PSP might have been mitigated if the CIA had designated an individual at an
appropnate level of managerial authority, who possessed lmow]edcre of both the PSP
and CIA_comlterterr_onsm activities, to be responsible and. a,c_:counmble foroverseeing
CIA participation in the program.

: : Y- There is 1o indication that personme! from the CIA
Ofﬁce of Geneml Counssel or other CIA components were irivolved in preparing the
legal memorandums supporting the PSP that were praduced by the Department of
Justice, Office of Legal Counsel (OLGC), CIA OGC personniel had very limited access
to these memorandums,

£SHATEY- Serilor CIA officials patticipated in meetings with a New York Times
editar arid reporter and senior Administration officials conceming an-article the
newspaper was preparing concerning the PSP.
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(U) BACKGROUND

(U) Origin and Scope of the Review

(U) Title I of the Foreign Intelligence Surveillance Act Amendments Act of
2008, which was signed into:law-on 10 July 2008, requires the IGs.of the elements of
the Intelligence Community that participated in the PSP to'conduct a comprehensive
review of the program.! The review required to be conducted under the Act isto
examine:

(A) all of the facts necessary to describe the establishment,
implementation, product, and use of the product of the Program;

(B) access to legal reviews of the program and access to information
about the Program;

© cott__nmuﬂcations with, and participation of, individuals and
entities in the private sector related to the Program;

(D) interaction with the Foreign Intelligence Surveillance Court and
wansition to. court orders related to the Program; and

(E) -any other matters identified by any such Inspector General that
would enable that Inspector Gereral to complete a review of the
Program, with respect to such Department or element.

-CESHSTEWASHOEAT The interim report required under the Act was submitted

to the cormumnittees of Congress prescribed in the Act on 10 September 2008. That
teport described the scope.of the work to be conducted by each of the participating IGs,
which include the Inspectors General of the Department of Justice, the Office.of the
Director of National Intelligence, the National Security Agency, the Department of
Defense, and the CIA. Our review of CIA participation in the PSP examined CIA's :

o Role in preparing the threat assessments and legal certifications
supporting periodic reauthorization of the PSP.

e Role in identifying targets for the PSP.

1 ¢5#8F) The President’s Surveillance Program is defined in the Act as the intelligence activity involving
communications that was authorized by the President during the period beginning.on 11 September 2001, and.
ending on 17 January 2007, including the program referred to by the President in a radio address on

17 December 2005 (commounly known as:the Terrorist Surveillance Prograin). The classified name for the
President’s Surveillance Program is “STELLARWIND.™
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report and will be'mcluded it the comprchenswe ﬁnal report 1equ1red to. be prov1ded
to thie appropriate commiittees of Congress by 10 July 2009,

(U) The President’s Surveillance Program

According to former Director of the NSA and former
D]reotor of the CIA (DCIA) Michael V. Hayden, initial discussions-concerning the
activities that would become tlie PSP occurred less than two wee_ks after
the:11 September 2001 terrorist attacks in a meeting between DCI George J. Tenet and
Vice President Richard B. Cheney, Although Hayden did not attend the meeting, he
was told by Tenet that Cheney asked if the Intelligence Community was doing |
everything possible to prevent another terrorist attack. Inresponse, Tenet described

Cheney then asked 1f1;here was more that NSA could do

'Tlns led to d1ecusolons between Cheney, Hayden, Cheney's legal counsel

David S. Addington, and senior NSA officials. It was: determmed that the NSA hadthe
capability to collect additional wire commmications that could enhance the IC's
counterterrorism efforts, but that new authority was needed to employ the capability.
The determination led to the authorization of the PSP by President George W. Bush on
4'Qctober 2001.

The PSP was intended to help prevent additional
lerroust attacks agamst the US Homeland. Although the authorized collection
aclivities changed over the life of the program, in general, the program authorized the
NSA to acquire content and/or metadata concerning telephone-and e-mail
communications for which there were reasonable grounds to believe that at least ong of
the participants in the communication was located outside the US and that a party to




the communication was affiliated with a group engaged in infernatiopal terrerism. The
collection activities conducted under the PSP were brought under Foreign Intelligence
Surveillance Cotirt oversight in stages between Tuly 2004 arid J anuary 2007.2

ATSUSTEWHSIHOEAR) Under the PSP, the NSA collected three sets of data.

The first set included the content of individually targeted telephone and e-mail

communications. The-second set-consisted:of telephone dialing information—the date,
time, and duration of calls; the teleplione. mnnber f the caller; and the numiber
:recewmg the: callwcollccted n bulk - : —

(U) REVIEW RESULTS

SHNF) CIA Participationin the
President’s Survelllance‘Prog ‘am.

2 {U) Tbe Foreign Intelligence Surveillance Act of 1978 establishied the.Foreign Intelligence Surveillance Court
to-oversee requests for surveillance warrants by federal agencies against suspected forclgn intelligence agents
insjde the US.

21
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-appraisals o the current terrorist threat, foc
atid to docurnent those appraisals in a memorandum Initially, the
prepared the threat assessments w

CIA. Prepared.
the' Threat Assessment Memorandums
Supporting Authorization of the
President's Surveillance Program

The CIA in t ally prepared the threat assessment
memorandums that wcre used to support Presidential authorization and per10d1c

reauthotizations.of the PSP, The memorandums:documented the eurrent thrc‘at to- the

US homeland and to US interests abroad from al-Qa’ida and affiliated terrorist
otganizations. The first threat assessment memorandum—The Continuing Near-Terin
Threat from Usama Bin Ladin—was signed by DCI Tenet on 4 October 2001 .3
Subsequent threat assessment memorandums were: prepaLed every 30 to 60 days to
cortespond with the President's reauthorizations:of the PSP..

sk =AY The DCI Chief of Staff' JohnH Moseman, was the CIA
focal pomt for preparmg the threat assessmentmemoraudunw. According to
Moseman, he dirscted thej - - - prepare objeclive
threats to the:homeland,
analysts who
read into the PSP and did niot know hew the
threat assessments would be used. analysts drew upon all sources of intelligence
in preparing their threat assessments. Each of the memorandums focused on the
current threat situation and did not provide an assessment of the PSP's utility in
addressing previously reported threats,

3¢sSANEY Thetitle-of the threat assessment memorandums was changed to The Global War Against Terrorism in
Tune 2002.




Afﬁcl-completed its portion of the memorandums;
the DCI s Chlef ot Staff added a paragraph at the-end of the memorandums stating that
the individuals-and organizations involved in global terrorism (and discussed in the:
memoranduins) possessed the capability and intention to unidertalke further terrorist
altacks within the US. Moseman recalled that the paragraph was provided to him
initially by either White House Counsel Alberto R. Gonzales or Addington, The
paragraph recommended that the President authorize: the Secretary of Defense to
ermploy within the US the- capabilities of the Department of Defense, including but not
limited to NSA’s signals intelligence capabilities, to collect forsign intelligence by
electronic surveillance. The paragraph also described the types of communication and
data that would be collected and the circumstances under which they could be
collected.# The draft threat assessment memorandums were then reviewed by Office of
General Counsel attorneys assigned tof 1 and Acting General Counsel (Senior
Deputy General Counsel) John A. Rizzo. Rizzo told us that the draft memorandums
wetre generally sufficient, but that there were occasions when, based on his experience
with previous memorandums, he thought that draft memorandums contained
insufficient threat information or did not present a compelling case for reauthorization
of the PSP. Insuch instances, Rizzo would request tha provide additional
avznlable threat information or make revisions to the draft memorandums.

The threat assessment memorandums were then signed
by DCI Tenet and forwarded to the Secretary of Defense to be co-signed. Tenet signed
most of the threat memorandums prepared during his tenure as DCI. On the few
occasions when he was unavailable, the Deputy Director of Central Intelligence
(DDCI) John E. McLaughlin, signed the memorandums on behalf of Tenet.
MeLaughlin also signed the memorandunis in the capacity of Acting DCI in August
and September 2004, In November 2004, Porter J. Goss became DCI and assumed
responsibility for signing the memorandumns. There were no occasions when the DCI
or Acting DCI withheld his signature from the threat assessment mnemorandum. After
they were signed by the Secretary of Defense, the memorandums were reviewed by the
Attorney General and delivered to the White House to be attached to the PSP
reauthorization memorandurs signed by the President.

CFSHSTEWHSHOEANT) Respgasibility for drafting the threat assessment

memorandums was transferred fromg & to the newly established Terrorist Threat
Integration Center in May 2003. This responsibility was retained by TTIC's successor
organization, NCTC. The DCI continued to sign the threat assessment memorandums

() Exhibit.B presents the conclusion and recommendation paragraph included in the threat assessment
memorandum dated 10 January 2005; Similar language was included in-each of the memorandums.
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(U/FFEH63} Primary CIA Users of the
Prosident's Survelilance Progr,
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(UIFFEHO) Senior CIA Officials Believe
That the President’s Surveillance Program
Filled an Intelligence Gap

NFY Former Directors Hayden and Goss, former Acting
Dlrector McLaughlm, and other senior CIA officials we interviewed told us that the
PSP addressed 2 gap in intelligence collection. Following the terrorist attacks on

officials that the process for obtaining FISA authorization was too cumbersomne and
time consurning to address the current threat.

28
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(UIIF“GHQ) The CIA Did Not Assess
the: Effectlveness of the
President's Surveillance Program

The CIA did not implément procedures to assess:the:
usel‘ulness of th ® product of the PSP and did not routmely doctiment whether particular
PSP reporting had contributed to successful courterterrorism operations. ‘CIA officials,
mcludmg DCIA Hayden, told us that PSP reportmg was used ifi conjunetion with
reporting: from other intelligence.soutces; consequently, it is:difficult to attribute the
success of particular counterterrorism operations exclusively to'the PSP. In-a May
iefing to thie Senate Select Committee on Tntelligence (SSCI), the: Dep ty
sa1d that PSP reportmg was rarely the sole ba51s f'or an mtelhgence

prog1 am wa san addmonal resource to enhance thc CIA’S understandx
networks and to help 1dent1fy potcntIaI thlcats to the homeland Other




{U) Counterterrorism Successes Supported
‘by the Presndent‘s Surveillance Program

—(S/AFE) Despite the fact that CIA officials we ititerviewed did not prowde -much
specific information on PSP-derived counterterrorism successes, some.key
counterterrorisim operations supported by the PSP were cited in briefings presented by
CIA officials. In March 2004, the CIA provided 4 series of three briefings at the White
House to-senior Administration officials and Congressional leaders. Thesebriefings
included. operational details concerning the PSP as- ell as examples-of program
successes; InMay 2006, the Deputy Directo briefed SSCI members and.staff on
the usefulness.to of the PSP.

31



—{S1NF} Several Factors Hindered CIA
Utilization of the President’s Surveillance Program

{S/AE) Several factors hindered the CIA in making full use of the capabilities of
the PSP. Many CIA officials told us that too few CIA personnel at the working level
were read into the PSP, At the program's inception, a disproportionate number of the

32



, officials also told us that working-level CIA analysts and targeting
:of LCGI‘ whovwere read int the PSP had too many competing priorities, and too ma
: ses and analytic fools-available to them, to fully utilize PSP

fficials:also told us that much of the PSP reporting was vague or
without context, which led analysts and targeting officers to rely more heavily on other
information sources and analytic tools, which were more éasily aceessed and timely
than the PSP.

{S/ANE) CIA officers also told us that the PSP would have been more fully
utilized if analysts and targeting officers had obtained a better understanding of the
prograin's-capabilities. There was no formal training on the use of the PSP beyond the
1n1t1al read in to'the program. Many CIA officers we interviewed said that the
‘ 10v1ded in the:read-in briefing was not sufficient and that they were

~54A. The factors that hindered the CIA in making full use of the PSP might
have been mitigated if the CIA had designated an individual at an appro_priatc level of
managerial authority, who possessed knowledge of both the PSP and CIA

33



(U) :CIA Had Limited Access
to Legal Reviews of the
President's Surveillance Program

1t NFY There is no indication that persorinel from the CIA
Ofﬁce of General Counsel or other CIA components were involved in preparing the
legal memorandums supporting the PSP that were produced by the Department of
Tistice, Office of Legal Counsel (OLC). At the time of the initial authorization. of the
PSP (4 October 2001), Robert M. McNamara, Jr. was the CIA General Coumsel. There
isrio record that MeNamara was ever readiinto PSP, and he tetired from the CIA on
15 November 2001. Acting General Counsel John Rizzo was readinto the prograni on
21 December 2001, but, at that time, he was not provided access to the OLC legal
opinions: Rizzo told us that by workmg through Addlngton, with whom Rizzo was
acquainted, he eventually was allowed to read the OLC legal memorandums at
Addington's-office in July 2004,

Scott W. Muiller becaine the CIA General Counsel on

24 October 2002 Although NSA records do not indicate that Muller was read into
PSP, during our interview with Muiller, he acknowledged having been read into the
program and having read the OLC legal memorandums.supporting the program.. After
Jack'L. Goldsmith became the Assistant Attorney General for the Office of Legal
Couinsel in October 2003, the OLC undertook a reassessment of the legal rationale for
the PSP Mullel recounted dlscuss1ons with Deputy Attomey General James B. Comey

managers we ‘interviewed said lhat although thoywere conemed that the PSP opel ate
within legal authorities, they believed that it was important to continue CIA




 participation in the program because CTA analysts and targeters had told them that the
program was a useful counterterrorism tool.

~(SHNE). CIA Officials Sought to
Delay Exposure of the President's
Surveillance Program by the New York Times:

~(S/#AI) In October 2004, James Risen, a reporter for The New York Times,
contacted the CIA Office of Public Affairs seeking an interview with DCI Goss
concerning an article the newspaper was planning on'the PSP. Senior officials from
the CIA, NSA, Office of the Vice President, and the Office of the Secretary of Defense
met to:-discuss a response. On 20 October 2004, DDCI McLaughlin:and DCI Chief of
Staff Moseiman met with the Washington, DC editor. of The New York Times, Philip
Taubman, and Risen. According to a memorandum for the record prepared by
Moseman, McLaughlin did not provide any details regarding the PSP or comment on.
the legal basis for the prograin, but he stressed that publication of the article would
exPoSe’, and potentially compromise, effective ,coun_te,r‘terr‘orism tools.

RISCD agreed to hold the article and pubhsh it only when it ecame: apparcnt that other
news. organizations were preparing their own stories on the PSP. On 16 December
2005, The New. York Times published its first article on the PSP: "Bush Lets U.S. Spy
on Callers Without Courts." On 17 December 2005, President Bush publicly
confirmed in a radio address the existence of the disclosed portion of the PSP.
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Exhibit A

(U) Methodology

B (U/FU0) During our review, we conducted 50 interviews of current and former
CIA personnel who had beén involved with the President’s Surveillance Program
(PSP). Among the senior CIA officials we interviewed were former Director of the:
National Security Agency (NSA) and former Director of the CIA (DCIA)

Michael V. Hayden, former Director of Central Intelhgence (DCI) and former DCIA
Porter J. Goss, and former Actmg DCI John E. McLaughlin. We contacted former DCI
George J. Tenet for an-interview. Tenet suggested that we first. interview his former
Chief of Staff, John H., Moseman, and then contact him if we still had a need to
interview him. Followmg our interview with Moseman, we contacted Tenet’s office
-several times. to request an interview, but he d1d not retum our telcphcne calls
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-and the Ch:

Their comments were considered in preparation of the final report.

{ from Michael,
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Exhibit B

(U) Threat Assessment Memorandum Concluding Paragraph

[Excerpt from the Glebal War Agaiiwt Terrorism memorandum dated 10 January 2005.]

7 ¥F) Based on the'information available to me from allsources,
mcludmg thc mfornmtlon in this document, it is my cstitnate that those involved in global
terrorism possess both the capability-and the intention toundertake Furtlier tervorists.attacks.
‘within the United States, that, if not detected and prevented, will cause mass deaths, mass
injuries, and massive destruction of property, and may place at risk the continuity of the United
States Government. Accordingly, I recommend that, in accordance with the Constitution, you
authorize the Secretary of Defense, for the purpose of detection and prevention of terrorist acts
within the United States, to employ within the United States the capabilities of the Department of
Defense, including but ot limited to the signals intelligence capabilities of the National Security
Agency, to collect foreign intelligence by electronic surveillance, if such electronic surveillance
1s intended to:

(a) acquire-a communication (including but not limited to a wire communication
carried into or-out of the United States by cable) for whicly, based on the factual and
practical considerations of everyday life on which reasonable and prudet persons act,
there are reasonable grourds to-beligve such communication or"iginated or terminated
outside the United States and a pany to such communication is a group engaged in
intermational terromm or activities in prcpqratxon therefor, or any agent of such a group,
provided that such group is.al Qa'ida, is.a group affiliated with al Qa'ida, or is another
group that you determine for this purpose is in armed conflict with the United States and
poses a-threat of hostile action within the United States;

(b) acquire, wittirespect to a telephony communication, telecommunications dialing-
type data, but not the contents of the communication, when (i) at least one party to such
commuinication is-outside the United States, (ii) no party to such communication is known to
be.a citizen of the United States, or (jii) based on the factnal and practical considerations of
everyday life on which reasonable and prudent persons act, there are specific and articulable
facts giving reason to believe that such communication relates to international terrorism, or
activities in preparation therefor; or

(c) collect, with respect to a non-telephony communication, header/ router/ addressing-
type information, but not the contents of the communication, when, based on the factual and
practical considerations of everyday life on which reasonable and pruclent persons act, there
are specific and articulable facts giving reason (o believe that a party to such communication is
a-group engaged in intemational terrorism, or activities in preparation therefor, or any agent of
such a group, provided that such group is al Qa'ida, is a group affiliated with al Qa'ida, or is
another group that you determine for this purpose is in armed conflict with the United States
and poses a threat of hostile action within the United States.
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Exhibit D

(U) Review Team

(UIfFOBO) This report was prepared by the Operations Division, Audit Staff,

Office of Inspector General.
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(U) OFFICE OF THE INSPECTOR GENERAL
(U) Chattered by the Director, NSA/Chief, CSS, the Office of the Inspector General (OIG)

conducts inspections, audits, and investigations. Its mission is to ensure the integrity, efficiency,

and effectiveness of NSA/CSS operations; to provide iatelligence oversight; to protect against
fraud, waste, and mismanagement of resources; and to ensure that NSA/CSS activities are
conducted in compliance with the Constitution, laws, executive orders, regulations, and

directives. The OIG also serves as ombudsman, assisting all NSA/CSS employees and affiliates,

civilian and military.

(V) INSPEGTIONS

(U) The inspection function conducts management and program evaluations in the form of
organizational and functional reviews, undertaken either.as part.of the OIG’s annual plan or by
management request. The inspection team’s findings are designed to yield accurate and up-to-

date information on the effectiveness and efficiency of entities and programs, along with an
assessment of compliance with laws and regulations; the recommendations for corrections or

improvements are subject to followup. The inspection office also partners with the Inspectors
General of the Service Cryptologic Elements to conduct joint inspections of the consolidated
cryptologic facilities.

(U) AUDITS

(U) The iriternal audit function is designed to provide an independent assessment of programs
and organizations. Performance audits evaluate the economy and efficiency of an entity or
program, as well as whether program objectives are being met and operations are in compliance
with regulations. Financial audits determine the accuracy of an entity’s financial statements. All
auditsare.conducted in accordance with standards established by the Comptroller General of the
United States.

(U) INVESTIGATIONS AND SPECIAL INQUIRIES

(U) THE OIG administers a system for receiving and acting upon requests for assistance or
complaints (including anonymous tips) about fraud, waste and mismanagement. Investigations
and Special Inquiries may be undertaken as a result or irregularities that surface during an
inspection or audit; or at the initiative of the Inspector General.
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; J-For over a decade before the terrorist attacks
on 11 September 2001, NSA tised its SIGINT authorities to
provide information in response to Intelligence Community
requirements on terrorism targets. In late September 2001,
when the Vice President asked the Director of Central
Intelligence what more NSA could do with additional
authority, NSA’s Director identified impediments to
enhancing SIGINT collection under existing authorities. He
said that in most instances NSA could not.collect
commumnications on a wire in the Urited States without &4
court. order As a result, NSA’s ability to quickly collect and
report on a large volurne of communications from foreign
countries to the United States was impeded by the time-
consuming court order approval process. Attemptingto
obtain court orders for foreign telephone
numbers-and Internet addresses‘was impractical for
collecting terrorist communications with speed and agﬂity.

Counsel to the Vice President
drafted. the 4 OctobeL 2001 Authorization that established
the President’s Surveﬂlance Program (PSP), under which NSA
could routinely collect on a wire, for counterterrorism
purposes, forelgn communications ongmatmg or terminating
in the United States. Under the PSP, NSA did not target
commiinications with both ends in the United States,
although- sotié of these communications were incidentally
collected.

{ES/SELWASLOC/NF The PSP gave NSA a capability to

was that this SIGINT coverage provided confidence that
someone was looking at the seam hetween foreign and
domestic intelligence domains to detect and prevent attacks
in the United States.
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{TS77 bibW//bl//OC/NF) Knowledge of the Program was
strictly limited at the express direction of the White House,
and NSA’s Director needed White House-approval to-inform
members of Congress about: Program activity. Between
25 October 2001 and 17 January 2007, General Michael V.
Hayden a glitenant General Keith B, Alexander
coﬁductegﬂ?SP briefings for members of Congress and
staff.

' ‘ NSA activity conducted under the
PSP was. authorlzed by Foreign Intelligence Surveillance
Court. (FISC) orders by 17 January.2007, when NSA stopped
operating under PSP authority. The NSA Office of the
Inspector Gener_al (OIG) detected no intentional misuse of
Program authority.

(U) HIGHLIGHTS

(U) PSP establishment, implementation, and product

: s ' >/NE) NSA Began PSP operationsion
6 October 2001 Although the Director of NSA was

“comfortable” exercisi g the new authority and believed that
itwas lawful, he realized that itdee controversial.

Under the PSP, NSA issued over] reports. This included
reports based on collected metadata, which was
efined in the Authorization as “header/router/addressing-
type information including telecommunications dialing-type
data, but not the contents of thé communication.” It also
include eports based on domestic content collection,

which includes words spoken i ina telephone conversatlon or
sent in an e-mail{{SIGHFI(IE] ' '

/ NF) NSA’s PSP products, all of which.
were sent to CIA and FBI, were intended for intelligence
purposes to develop investigative. Ieads and were not to be
used for judicial purposes. fE
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mechanism to track and asséess the effecﬁveness of PSP
reporting.

(U} Access to legal reviews and program information

{EANF-NSA’S General Counsel and Inspector General were
not permitted to read the 2001 DoJ, Office of Legal Counsel
opiniion on the PSP, but they were given access to draft 2004
Office of Legal Counsel opinions. Knowledge of the PSP was
strietly controlled by the White House. Between 4 October
12001 :and 17 January 2007, people were cleared for
access to: PSP information.

(U) NSA-FISC interaction and transition-to ¢ourt orders:

{87/ STLW/SHOE/H-NSA’s PSP-related interaction with

the FISC was pnmanly ‘briefings to presiding judges,
beglnmng in January 2002, Interaction increased when NSA
and the DoJ began to transition PSP activities to FISC orders.
After parts of the program had been publicly revealed in
Decembér 2005, all members of the FISC were briefed, NSA’s
PSP authorized collection of bulk Internet metadata,
telephony business records; and the content of
cominunications transitioned to FISC orders on 14 July
2004, 24 May 2006, and 10 January 2007, respectively,

(U) Program oversight at NSA

~{S/NE}L NSA’s Office of General Counsel and Signals
Intelligence Directorate provided oversight of NSA PSP
activities from October 2001 to January 2007. NSA OIG
oversight began after the IG was cleared for PSP information
in August 2002.
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) For years before the: 11 September 2001 terrorist attacks in the
Unlted States, NSA had been using its-authorities to focus'the United
States Signals Intelligence {SIGINT) System on forelgn intelligence
targets, including terrorism, in response to Intelligence Community
requirements. After the attacks, NSA adjusted SIGINT collection, in
accordance with its authorities, to counter the terrorist threat within the
United States. In late September, the Vice President asked the: Director of
Central Intelligence (DCI) if NSA could do more to prevent another attack.
NSA'’s Director responded by describing impediments to SIGINT collection
of terrorist-related communications to. the Vice President. Counsel to the:
Vice President used the information about impediments to draft the
Presidential Authorization that established.the PSP.

(U) SIGINT Efforts against Terrorists before 11 September 2001

{e/NF)rFor over a decade before terrorists attacked the
United States‘in September 200 1, NSA was applying SIGINT
assets against terrorist targets in response to Intelligerice
Commumty requiremeiits. The Signals Intelligence
Directorate (SID) Counterterrorism (CT) Product Line led
these efforts in accordarce with SIGINT authorities, which
defined what NSA could and could not do against SIGINT
targets.

(U) Authorized SIGINT activity in September 2001

(U) NSA was authorized by Executive Order (E.O.) 12333,
United States Intelligence Activities, 4 December 1981, as
amended, to colleet, pracess, and disseminate SIGINT
information for foreign intelligence and counterintelligence
purposes in accordance with DCI guidance and to support
the conduct of military operations under the guidance of the
Secretary of Defense. NSA and other Intelligence Community
agencies were required by E.O, 12333 to conduct intelligence
activities in accordance with U.S. law and other E.O. 12333
provisions,

(U) Both DoD regulation and NSA/Central Security Service
(CSS) policy implemented NSA’s authorities under E.O.
12333 and specified procedures governing activities that
affect U. S. persons (DoD Regulation 5240,1-R, December
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1982, Procedures Goverriing the Activities of DoD Intelligence
Components that Affect United States Persons and NSA/CSS
Policy 1-23, 11 March 2004, Procedures Governing NSA/ CSS
Activities that Affect U. S. Persons).

~S/SH- The policy of the U.S. SIGINT System is to
collect, retam, and disseminate only forelgn communications,
which, in September 2001, were defined in NSA’s legal
compliance procedures.(described below) as'communications:
having at least one communicant outside the United States
or entu'ely among foreign powers or between a foreign power
and officers or employees of a foreign power. All other
communications were -considered domestic communications.
NSA could not collect communications. from a wire in the
United States without a court order unless they originated
and terminated outside the United States.

~SHFSEHANEHN 2001, NSA’s authority to collect foreign
communications included the Director of NSA’s authorlty to

approve targeting communications with one cor
the United States_if technical devices (such asf -
| could be employed to limit acquisition of
comrnunications-to those in which. the: target is anon—U S
PErson 1ocated outsmle the: Umted States B

—-(-S#SWNF}-NSA’S Director could exercise this au ority,
except when the collection was otherwise regulated, for
examiple; under FISA for communications collected from a
wire in the United States.

(U) NSA safeguards to protect U.S. persons’ Constitutional
rights '

(U) The Fourth Amendment to the U.S. Coristitution protects
all U.S. persons anywhere in the world and all persons within
the United States from unreasonable searches and seizures
by any person or agency acting on behalf of the U.S.
Government.! United States Signals Intelligence Directive
(USSID) SPQ018, Legal Compliance and Minimization

-(G#NP) USSID SP0018 defines a U.S. person as 4 citizen of the United States, an alien lawfully admitted for
penmaneiit residence in the ‘United States, unincorporated groups or associations a substantial number of the
mgmbers of which constitute citlicr of the first two groups, or corporations incorporated in the United States,
including;U.S. flag non-governmental gircraft or-vessels, but not including thosc entities openly acknowledged
by a foreign government to be directed and conitrolled by them.




Procedures, 27-July 1993, prescribes policies and
minimization procedures and assigns responsibilities to
ensure that United States SIGINT Systern missions and
activities are conducted in a manner that safeguards U.S.
persons’ Constitutional rights. (See Appendix G.)

{8778t/ 7NF-During the course of normal operations, NSA
personnel sometimes inadvertently encounter information to,
from, or about U.S. perséns. When that happens, they must
apply standard mmumzatmn procedures approved by the
Attorney General in accordance with E.O. 12333 -and défined
in USSID SP0018. These procedures implement the
constitutional principle of reasonableness by giving different
categories of individuals and entities different levels of
protéctioi. They ensure that U.S. person information'is:
minimized during collection, processing, dissemination, and
retention.of SIGINT by, for example, strictly controlling
,Collection with a high risk of encountering U.S. person
information and focusing all reporting solely on the activities
iof foreign entities and persons and their agents.

(V) NSA Director Usetl Existing Authorities to Enhance SIGINT
Collection after Terrorist Attacks
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—{SHNE)-In Oval Dffice Meeting, DCI Explained NSA Director’s
Decision to Expand Operations under Existing SIGINT Authorities

(U/ APO80O) General Hayden recalled that in late September
2001; he told Mr. Tenet about NSA actions under E.O. 12333
to counter the terrorist threat. Mr. Tenet shared that
information with the White House in an Oval Office reeting.

(U /FoU6} We did not interview Mr. Tenet or White House
personnel during this review. We asked the White House to
provide:documentation of meetings at which General Hayden
or'NSA employees discussed the PSP or the Terrorist
Surveillance Program with the President, Vice President, or
White House personmnel, but we did not receive a response
before this report was published. Therefore, information
about the sequence of events leading up to the establishment
of the PSP comes from interviews of NSA personnel.

nt Asked What Other Authorities NSA Needed

(V) Vice Presid

&1
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~{SHHNFFNSA Options to Improve SIGINT Collection Could Not Fill
Intelligence Gaps on Terrorist Targets

~{S/4/NE}.General Hayden said that, in his professional
judgment, NSA could not get the needed collection using the
FISA. The process for obtaining court orders was slow, and it
involved extensive coordination and separate legal and policy
reviews by several agencies. Although an emergency
authorization provision permitted 72 hours of surveillance
without a court order, it did not allow the government to
undertake surveillance immediately. Rather, the Attorney
General had to ensure that emergency surveillance would




':satiSfy the standards articulated in the FISA and be

- Urider its authorities, NSA had no other options
for the t1mely collection of commurnicetions of suspected
terrorists when one-end of those communications was in the
Umtc,d S_tates :and the communications could only be
collected from a wire or cable in the United States.

(U//FOY6) NSA Director Described to the Vice President the Impediments
to Improved SIGINT Collection against Terrorist Targets

PSSy According to NSA OGC, Dol has since agreed with NSA that simply processing
commiunications retadata‘in this manner does not constitute electronic surveillance under the FISA.
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(U/ /#oH6) After two additional meetings, the Vice President
asked General Hayden to work with his Counsel, David =~
Addington. Because early discussions about expanding NSA
authority were not documented, we do not have records of
attendees or specific topics discussed at General Hayden’s
meetings with White House representatives.
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(W) THE PRESIDENTIAL AUTHORIZATIONS

}. Between 4 October 2001 and

8 December ‘2006 President George W. Bush signed

43 Authorizations, two modifications, and one documernt
described as The authorizations were
based on the President’s: determination that after the
11'September 2001 terrorist attacks in the United States, an
extraordinary emergency existed for national defense
purposes. The Authorization documents contained the terms
under which NSA executed special Presidential authority and
were: titled Presidential Authorization for Specified Electronic
Surveillance Activities during a Limited Period to Detect and
Prevent Acts of Terrorism within the United States. They were
addressed to.the Secretary of Defense.

G
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55 AN i) The authorizations changed over
the ﬁrst elumnatmg the possibility that the Authority could
be interpreted to permit collection of communications with
both ends in the United States and addinig an additional
‘gualification that metadata-could be collected for

commum, tions.re ted to international terrerism or
activities in :i*e.ara‘mon for mternatmnal terronsn:l.7 .

o)1), 0)3)

NF) Starting in March 2004, the
¥ ent several adJustmentS related to.
unsel’s review of the Authorit ’

W'enthesetwo T

understood ahd u:nplernented by NSA and that they apphed
to past and future activities. Al-Qa’ida (also spelledaL' deda

 DRCEE
3 bio

(TS//STLW//SI/ /OGN The definition of “terrorist groups®

W1th1n the authontles ‘was also refiried, and, for a limited

@S#S#AIF& Moladata, as. defined by the Authorization, is "header/router/addrcssmg—lype miormauon,
mcludmg telecomimunicstions dialingstype data, butnot flie contents of the communication.”
"(U) See Appendix'B for' information abaut the types of collection penmitted.
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S j -According to. General Hayden, the
Authorlzatlon, for the most part, did not change the
communications that NSA could collect, but did change the
locatiori from which the A ency could collect them by

vpermlttmgt:ollectlo ,

(V) NSA Discussions about the Lawfulness of the Authorization

~+FSSHNE] NSA leaders believed that they could lawfully
carry out the President’s authorizations. However, they also
recognized that the Program would be controversial and
politically sensitive. This section describes how key NSA
leaders—the Director, tlie NSA General Counsel, Deputy
General Counsel, and Associate General Counsel for
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Operations—concluded that the Pre ogram was legally
defensible.

(U) Director of NSA

‘Generals Hayden and Alexander stated that
they beheved the Authorization was lawful.

{U) General Hayden

-(‘PSHSI—;‘—/NF) When asked how he had decided to execute an;
Authorization that some would consider legally and politically
controversial, General Hayden said that NSA's highest
ranking lawyers had advised him, collectively and
individually, that the Program was lawful under the
President’s Article Il powers. He said that three factors
influenced his decision to implement the Authority. First,
NSA would do exactly what the Authorization stated and “not
ane electronor photon more.” Second, the Program was
'simply an expansion of existing NSA collectmn activities,
Third, the périodic renewal-of the Authorization would ensure
that the threat continued to justify the Program.

; General Hayden said that as time passed, he
determmed that the Program was still needed. Specifically;
he.and NSA’s Deputy Directot reviewed the DCI threat
memorandum for each reauthorization and judged that the
threats continued to justify the Program.

I8/ SEAHNER) General Hayden said that no.one at NSA
expressed concerns to him or the NSA IG that the
Authonzatlon was not lawful. Most importantly, General
Hayden said thatno ore outside NSA asserted that he should
stop the Program. He occasionally heard concerns from
members.of Congress, but he sensed general support for the
Program from those he briefed outside NSA. He emphasized
that he did not just "flip through slides" during briefirigs. He
wanted to ensure that attendees unéderstood the Program,;
consequently, briefings lasted as long as the attendees
wanted.

(U) General Alexander

When Lieutenant General Keith B.
Alexander became NSA/ CSS Dlrector in m1d~2005 some of




reviewed:its initial opinion and determined that the
remaining three types of collection were legally supportable,

(U) NSA Office of General Counsel

E) After the Authorization was signed on
4 October 2001, NSA’s highest ranking attorneys, the NSA
General Courisel and'Deputy Gemneral -Counsel,.as well as the
Associate General Counsel for Operations, orally advised'
General Hayden that the Authorization was legal

(U)-General Gourisel

FSHF MY After having recelved the Authorization on

4 October 2001, General Hayden asked NSA General Counsel
Robert Deitz if it was lawful. Mr, Deitz said that General
Hayden understood that the Attorney General had already
certified its legahty by s1gnmgthe Authorization, but General
Hayden wanted Mr. Deitz’s view. .Mr. Deitz said that on

5 Qctober he told General Hayden that he believed the-
Authorization to be lawful, He added that he emphasized to
General Hayden that if this i issue were before the:Supreme
Court, it would likely rule, although not unanimously, that
the:Authorizationt was legal.

(U) Associate General Counsel for Operations

On 5 October 2001, the General Counsel
consulted the Associate General Counsel for Operationis at
his home by secure telephone. The Associate General
‘Counsel for Operations was responsﬂale for all legal matters
related to NSA SIGINT activities. According to the General
Counsel, he had not yet been authorized to tell the Associate
General Counsel about the PSP, so he “talked around” it and
did not divulge details. The Associate General Counsel was
given enough information to assess the lawfulness of the
concept described, but records show that he was not officially
cleared for the PSP until 11 Octaber 2001. On Tuesday,

9 October, he told Mr. Deitz that he believed the
Authorization was lawful, and he began planning for its
implementation.

(U) Deputy General Counsel

_ The Deputy General Counsel was cleared for
the PSP on 11 October 2001. He reviewed the Authorization
with Mr. Deitz and the Associate General Couirnisel for
Operations and also concluded that it was lawful.
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(U) Discusslons on Legality

ANF-OGC attorneys said that their discussions
about the Program s lawfulness took inte account the severity
-of the 11 September attacks and the fear that foreign persons
were irl the United States planning attacks., The NSA
attorneys conchided that the Authorization was lawful.
Given the following factors; the General Counsel said the
Authorization was constitutional and did not violate FISA..

o {S/NP} FISA was not a realistic means of addressing
the terrorist threat inside the United States because
the pracess laclked speed and agility.

o (U//EQYE) The Authorization was a temporary 30-day
grant of authority.

o (U//EOUO) The statute allowed such an exception, or,
to'the‘extént that it did not, it was uncornstitutional.

The NSA attorneys determined that the
President could 1 issue the Authorization through his authority
under Article II of the Constitution to perform warrantless
electronic surveillance for foreign intelligence purposes
outside and inside the United States. This conclusion, they
said, was:supported by the concurring opinion in
Youngstown Sheet:& Tube Cé. v. Sawyer, 343 U.8. 579
(1952), and appellate cases.8

~+ES#FSEANE) The Congressional Authorization. of Use of
Military Force and the canon of constitutional avoidance,
which requires a court to attempt to interpret issues so as to
avoid constitutional questions, cemented OGC’s belief that
the President’s interpretation of Article II authority had legal
merit.

(W) United States v. Truong Dinh Hung, 629 F.2d 908 (4" Cir. 1980); United States v Buck, 548 F.2d 871 (9"
Cir. 1977); Ziweiboir v. Mitchell, 516 F.2d 594 (DC Cir. 1975); United States v. Brown 484 F.2d 418 (" Cir.
1973), cert. denied; 415-U.S. 960 (1974); United States v. Butenko, 494 F.2d 593 (3" Cir. 1974), cerf. denied,

419 U.S. 881 (1974).




» A¥ET The Associate General Counsel for Opérations
descnbed his posrtlon

j. Does Congress have the authority to
.hmrt Pres1dentlal Artiele T authority in foreign
mtelhgence collection? Given the threat, this was.a
perfect storm of events—3,000 people killed,
airplanes and bBuildings destroyed by foreign
terrorists, arl attack’in the United States by a
formgn terrorist organizatiori. No one kriew where:
the terrorists were or if there were more terrorists,
and NSA had: a collection.capability unable to
ign because with the FISA, you cannot get
SA orders neéded to cover what you
e‘d'ed' covered at that time to look for the

that there_ IS a. statute that prevents you from doing
sofnething from a collection. standpoint that may
protect:the United States from a future attack and
that while the countryis.in danger, I have to
.adheré with a statute and can’t get the amount of
warrants I'need. Any president is going to say
thére has got to be a way to do this ~ a federal law
can't let me stand here and watch the country go
dowri the tubes. Doés the President have to abide:
by a statute’ clepnvmg him of his authority and
watch the country go down the tubes? Given the
case law of five different circiiits with the Supreme
Court.denying certiorari in two cases, there was
goad basis for deciding this.

NSA OGC attorneys said that they did 1ot
prepare a formal written legal opinion because it was not
necessary. The Attorney General had already certified the
legality of the Program, and General Hayden had not asked
for @-written legal opinien. The attorneys also said that they
did riot have time to prepare a written legal opinion given the
pace of operations.

} After having concluded that the Authorization
was lawful, NSA atterneys believed it was important to
ensure.that NSA’s implementation of the Program complied

with the Authorization, that processes were well documented,

and that strict controls and due diligence were embedded
into the execution of the Program. Recognizing that the legal
basis of the Program might become controversial, they said
that they wanted to ensure that NSA’s execution of the
Authority would withstand scrutiny.
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S +MSA PSP operations began on 6 October 2001
and ended.on 17 January 2007 and involved the collection, analysis, and
reporting of two types of information; metadata and content. NSA
assumed that the PSP was temporary and did not immediately formalize
processes-and procedures for operations, which were quickly set up to
provide SIGINT on terrorist targets. As the Authorization continued to be
renewed, NSA implemented special procedures to ensure that selectors
used for metadata analysis and domestic selectors tasked for content
collection were linked to al-Qa’ida, its associates, or international terrorism
and that related decisions were documented. NSA did not target
communications with both ends.in the United States under PSP authority,
although some of these communications were incidentally collected, and
the OIG found no‘intentional violations of the. Authorization. Over the life
of the Program, NSA issued more than products based on PSP
data. According to.senior NSA leaders, the vaiue of the PSP was that
-SIGINT coverage provided confidence that someone was looking at the
seam between the foreign-and domestic intelligence domains to detect
and prevent attacks in the Unlted States.

(V) NSA Begins PSP Operations

157444 On 4 October 2001, Genéral Hayden received the
initial Autherization and informed the SIGINT Director and
other key personnel.
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—{FSHSHHNFF Authorization Renewed

54N} NSA leaders assumed the PSP would be temporary,
so they did not establish processes and procedures for a
long-term program, and they had plans to cease operations if
the Authorization was not renewed. However, the President
continued to renew the Authorization, and General Hayden
stated that the DCI threat memoranda accompanying each
renewal continued to justify the Program.

A
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(U) FISA Authority Still not an Option in 2002

-In January 2002, seruor NSA leaders still
1er the FIS.

_TSHSHNEY:NSA’s First Attempt to Obtain FISA Authority or-
Failed.

In September 2002 NSA attempted to obtain




| The request was prompted by a CT Product

Line staff member, who explained that technical problems
dela e NSA’s. recelpt of e-mail collected throu h FISC orders
at the. FBI had obtamed '

S ,_ - n oné case, an
'FBI_ o;de;: listed onlyf o , Lerronst agents of mterest to

NSA

(U) NSA Structure for PSP Operations
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(V/IFEYO) NSA Organizational Structure for PSP Activity

November 2004
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(U) Chain of Command

——{-SHN—F-) NSA'’s Directorand. Deputy Director exercised senior
operational control and authority over the. Program.
According to NSA's Deputy Director, Géneral Hayden handled
“downtown” and the Deputy Director managed everything
within NSA. The SIGINT Director at the start of the Program
stated that once she was confident that the Program had
appropriate checles and balances, she left-direct management
to the Director, Deputy Director, and the OGC. She noted
that General Hayden took personal responsibility for the
Program and managed it carefully. By 2004, specific roles
related to collection, analysis, and reporting had been
delegated to the SIGINT Director, who delegated management
responsibilities to the Program Manager and mission
execution responsibilities to the Chief of the CT Product Line
and subordinate leaders.




(U) Coordination with FBI

BHSTEWHSHOE/NF On 24 January 2003, NSA, SID,
and the FBI agreed to detail FBI personnel working uder

NSA SIGINT authorities ta SID
Under the agreement, detailees assisted with terrorism-
related SIGINT metadata analysis, identified and

disseminated terrorism-related SIGINT information meeting
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—{TSHSHNEY Minimization Procedures and Additional CGontrols on PSP
Operations’”

(S EFEWSHHOC/ N Management emphasized that the

minimization rules required under non-PSP authorities also
applied to PSP. The Authorization specifically directed NSA
to “minimize the information collected concerning American
citizens, to the extent consistent with the effective

(U Internal control, or management contral, comprises the plans, methods, and procedures used to meet
missions, goals, and ubjectives. It provides reasonable assurance that an entity is cffective and efficient in its
operations, reliable in its reporting, and compliant with applicable laws and regulations.
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accomplishment of the mission of detection and prevention of
acts of terrorism within the United States.” NSA complied by
applying USSID SP0018 minimization procedures. For
examiple, and as described in the following sections:

o. When analysts encountered U.S, person information,
they handled it in accordance with minimization
guidance, which included reporting violations or
incidents.

» Dissemination of U.S. person information was
minimized by requiring pre-release verification that the
information was-related to counterterrorism and
necessary to understand the foreign intelligence or
assess its importance:

—~&4LNE) Tn addition, as PSP operations:stabilized and the
Authorization continued to be renewed, NSA managernent
designed processes-and pr‘océdiii-és to implement the
Program effectively while ensuring compliance with the
Authorization and protecting U.S. ‘person information, By
April 2004, formal procedures were in place, many of which
were more stringent than those used for non-PSP SIGINT
operatigns. Omne analyst commented that the PSP “had more
documentation than anything els¢ [she] had éver been
involved with,” Examples of controls, some of which will be
explained in more detail in the following sections of this
report, include:

o (FSAHSTEW/SIOCHNFApprovals—Shift

Coordinators approved foreign and domestic target
selectors for metadata analysis. The Chief or Deputy
of CT Product Line Chief or the Program Manager
approved domestic selectors for content collection
under the PSP,

o (PS/ASTLW/ISL/OC/NE) Documentation—RFIs,
leads, tasked domestlc selectors and tippers were
tracked intheg _ Justifications for
contact chauung were 1Lcorded and justification.
packages and approvals for tasking domestic selectors
for content collection were formally documented.
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77 Momtormg——Statlsths on content
taskmg and re.portq were maintainied and reviewed byt
SID, Oversight and Gompliance by 2003, A CT
Product Line emplayee stated: . . [NJowhere else did
NSA have to report.on selectors ancl how many
selectors ‘were rolled off [detasked] and why.”

o (U//FOYO) OGE involvement—Personnel working
under PSP authonty noted that they had a continuous
dialogue with the OGC-on what was permissible under
the Authorzzanon The Assocmte Creneral Counsel for

the operatlons people day in and day ouL »

o (U/FEHerDue Diligence Meetings—The PSP Program
Manager chaired due-diligence meetings attended by
operational, OIG, .and‘OGC personnel. They discussed
0IG and OGGC reviews.and: Pr ogram challenges,
processes, ‘procedures, and dociimentation.

M) PSP Operations: Metadata

ﬂ. ¥ The Authorization defines

‘ metadata” as “header/ rou’cer/ addressing-type information,
'lI’lC]_UdJ.I‘Ig telecomrnunications chalmg—type data, ‘but not the
conténts of the communication.” For example, e-mail
message metadata includes the sender-and recipient e-mail
addresses, It does not include- the subject line or the text of
the e-mail, which are con31dered content., Telephony
metadata. includes such information as the calling and called







") Standard or‘Cfdnduc't‘ihg‘lVletédata Analysis

»(-LSHSH—/-N'F) During an OIG review in 2006, the Associate
General Counsel for Operations described OGC's standards
for complymg with the terms of the Authorization when
conducting nietadata analysis and contact chaining.

#) To conduct contact chaining under the PSP,
the Authonzatmn required that NSA meet one of the following
‘conditions; 1) gt least one party to the communication had
to be outside the United States, 2) no party to the
communication could be known to be a U.S. citizen, or 3)
based on the factual and practical considerations of - everyday
life on which reasonable and prudent persons act, there were
specific and articulable facts giving reason to believe that the
communication relates-to international terrorism or activities
in preparation therefor. The Associate General Counsel for
Operations said that 0GC's guidance was more stringent
than‘ the Authonzatmn in that the OGC always required that
the third: condition: be met before-contact chaining began.
Analysts were required to establish a link with designated
groups. related to international terrorism, al-Qa’ida; or al-
Qa’ 1da affiliates.1¢

{S/4/NE) The Asscciate General Counsel for Operations said
that establishing.a link to international terrorist groups or al-
Qa'ida.and its affiliates met the Authorization's requirement
that all activities conducted under the PSP be for the purpose
of deteeting and preventing terrorist acts within the United
States. He explained that because the Présidernt had
determined that specified international terrorist groups and
al-Qa’ida presented a threat within the United States,
regardless of where members were located, linking a target
selector to such groups established that the collection was for

“(U) Smith v, Maryland, 442 U.S. 735, 742 (1979).

Mersisnmg In March and April 2004 authorization language for bulk and Intemet metadata and content
nurrowed from “international terrorism, br activities in preparation therefor,” to Al-Qa'ida, a group affiliated
with Al-Qa *idu; of aniothet group that ihe President detérmined was in armed conflict with the United Stutes
and posed a threat.of hostile action Within the United States.




the purpose of detection and prevention of terrorist acts
within the United States.

: fNE). I 2005 Program memorandum, NSA ‘OGC:
deﬁned the NSA standard for establishing a link to al-Qa’ida.
under the PSE‘ NSA could target selectors when “based on
the factual and practical considerations of everyday life on:
which reasonable and prudent persons act, there are
reasonable’ grounds to believe a party to such cornmunication -
is'an agent of al-Qa’ida, or a group affiliated with al-Qa‘ida.”

; ; facts. giving rise to
reasonable grounds for belief” means reliable facts
in NSA’s possession, either derived from its signals
intelligence activity; or facts provided to NSA by
another government department or agency, or facts:
reliably in the public record (e.g:, a newspaper
article). Whatever the source of information, the
key is that NSA is:basing its determination on
articulable facts, ot on bare assertions made by
someone €lse. We need evidence, rather than
¢onclusions. Thus:a mere staternent that person X
is-a-member of al Qaeda, without more

information; will not suffice as a justification for
chaining'or for content tasking. [nstead we need to
know what facts have led NSA, or ancther agency,
or the press, étc., to that conclusion. Focus on the
facts and-determine whether they lead to a
conclusion, rather than accepting someone else’s
conclusion. If you don’t have enough facts to make
a detérmination, ask for them,

-—(-FSHS’-I%WHSE#L@G-/-NF) In additjon, the

standard does.not require certain knowledge, or
even necessanly a better than 50/50 chance that
the user of a phone or e-mail is a member of al
Qaeda or an affiliated organization. It requires
orily that a reasonable and prudent persen
exercising good judgment would conclude that
there are grounds for believing the thing to be
proved. Itis not mere hunch or mere suspicion,
nor is it proof beyond a reasonable doubt or even a
preponderance of the evidence; rather, the
standard requires some degree of concrete and
articulable evidence or information on which to
base a conclusion.

(U).Approvals for Metadata Analysis
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provided'in the RFI or Iead, analysts couid search NSA and
Intelligence Community databases and chain under non-PSP
authorities to find additional facts to substantiate the link.

) Shift coordinators were not requigsd-to annray
all alert hst selectors that might have generated
chaining. One individual, the equivalent of a shitt
coordinator; managed and monitored the alert process.

TS, ‘Wheri NSA personnel identified erroneous
metadata collection, usually caused by technical collection
system problems or inappropriate application of the
Authorization, minimization procedures required them to
report the violation or incident through appropriate channels
and to delete the collection from all NSA databases. Early in
the Program, NSA reported three violations in which the
Authorization was not properly applied and took measures to
correct them.

o ~ATS/ASTLWLLSLL/OC/NE) In

chamed on numbers assomated Wlﬂ ,

Ini this- case the target was frelgn but there was rio
link to terrorism.




chamed ona domestlc telephone numbet.: rov1ded by
tHe FBI that was related to

investigation. Ih this case, the target ‘posed a terrorist
threat inside the United States, but there was no
known link to international terrorism.

on. metadata based on ke
provided by FBI related
While the er
terTorism, did not pose a threat of terrorist
attacks inside the Utited States,

-(-T-S#SUINE).BUIK Metadata Needed for Effective Contact
Chaining

obtained a da11y average of apprommatel
telephony metadata records and an estimate
Internet metadata records. Metadata obtained under PSP
authorities was stored in a protected database, to which only
cleared-and trained personnel were given access: NSA
analysts were able to access and chain through metadata
records, but they could view only records associated with an
approved foreign intelligence target. This was a small
fraction of the metadata available. For example, in August
2006, NSA estimated that only 0.000025 percent or one in
every four million archived bulk telephony records was
expected to be viewed by trained SIGINT analysts.!S

FSHSHANE) This estimate was presented in the August 2006 application for the Business Records Order, the
FISC Oider that permitted NSA’s collection of call detail records. Although this eslimate applies to collection
and.analysis-of telephony metadata conducted under the Business Records Order, the same processes and
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{TSHSHME) PSP Operations: Gontent

" operation ‘volved three separate activities: taskmg selectors
for coritent collection, collecting the content.of
commiumications associated with tasked selectors, and
analyzing the content collected. To comply with the
_Authorization, NSA management combined standard
minimization procedures and specially designed procedures
to task domestic selectors, -collect the resulting
communications, and analyze and report the foreign
intelligence they contained. ‘Over the life of the Program, NSA
tasked approximately (I foreign and domestic selectors
for conterit eollection,

~(FSHSHNF) Tasking Selectors for Content Collection

F ; ; “Tasking” is the-direct levying of
SIGINT collectlon rcquu'ements on designated callectors.
Analysts must task selectors to obtain a target’s
communications.

L. " . y 2
) "_'@,' T _-_“..‘m 7INIT Under the PSP b) & )’ (b)( 3)

i .Bem:e NS personne “tasked 'ta.rget se ectors or PSP content
collechan, the Authorization tequired that target gelectors:
comply with two criteria. First, they had to determiue that
“based on the factual and practical conisiderations of
everyday life on which reasonable arid prizdent persons act,
there are reasonable grounds to believe a party to such
communication is an agent of al Qa’ida, or a group affiliated.
with al-Qa'ida,” as described in guidance issued by OGC in
2005. Second, the purpose of the collection had to be the
prevention a_nd detection of terrorist attacks in the United
States. The OGC provided the same guidance for tasking
selectors for content collection as it had for ¢ontact ¢haining.
Specifically, because the President had determined that al-
Qa’ida presented a threat within the United States, regardless
of where its members were located, linking a target selector to
designated international terrorist groups or al-Qa'ida and its
affiliates, establishied that the collection was for the purpose
of detection and prevention of terrorist acts within the United
States,

techuitjues were used under the PSP, making this a reasonable comparison. This estimate was based on data
available in-August 2006 and cannot be replicated:




~{FSHSHINF} Approvals to Task Domestic Selectors for Content
‘Collection:

~FSLLSLLINEL NSA analysts determined whether foreign
selectors met the Authorization criteria and tasked them

-w;t_h_o,ut further approval. However, because NSA leadership

considered selectors located in the United States to be

extremely sens1t1.ve the associated tasking process required
ocuner , reviews, and approvals than foreign

*(U) From 2005 to 2007, SID, Analysis and Production leadership titles changed. The anary Producuon
Center Managcr became the primary-approval authority for tasking packages.
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Most Selectors Tasked for Caontent Collection Were

Foreig n N

™ In 2008, NSA reported to a

, domestic telephone numbers
and-domestic Internet addresses were tasked for PSP
content collection from October 2001 to January 2007.
Domestic selectors were located in the United States and
associatecd with al-Qa’ida or international terrorism and were
not necessarily used by U.S. citizens. I a 2008 Attorney
General Certification, NSA reported Wforeign
telephone numbers and in excess of foreign Internet
addresses had been targeted from October 2001 through
December 2006, which spans all but one month of the
Program. NSA could not precisely estimate the number of




foreign Internet addresses targeted because the tools used by
analysts before Septernber 2005 did not accurately account
forthe number of individual addresses targeted.

‘(TSTISWNF) In:2006, the OIG Found that Justifications for
Tasking Domestic: Selectors Met Authorization Criteria.

STL ' H)}-During a 2006 review, the OIG
found that all items'in a randomly selected sample of tasked
domestic selectors met Authorization criteria. Based on a
statlsthaJJy valid: sampling methodology, the OIG was able to
coriclude with 95 percent confidence that 95 percent-or more
of domestic selectors tasked for PSP content collection could
be linked to al-Qa’ida, its associates, or international terrorist
thréats inside-the United States. -Justification packages for
all sample items. tested were supported by one or more of the
following types of information:

o Information associated with or obtained through FBI
investigations.




92

J7In 2005, the OIG found that the largely manual
proccss -to task and detask selectors for congent collection:
was unrehable. Specifically, the 0IG foun errors when
comparing records of domestic telephone numbers ‘and
Internet identifiers approved for PSP content collection as of
November 2004 with those actually on collection. The errors
corsisted of selectors that had not been renioved from
collection after being detasked, had not been put on
collection after having been approved, had been put on
collection because of a typographical error, or had not been
accurately recorded in thef ' . In response
to-the OIG finding, management took immediate steps to
correct the errors and set up a process to reconcile approved
tasked selectors with selectors actually on collection.

&) Collecting the Content of Communications

(U/ HEGUO) Collection refers to the process of obtaining
commumcanons after selectors associated with intelligence
targets are tasked for collection at designated sites. Data
collected under the PSP was stored in protected partitions in
NSA databases. Access. to the partitions was restricted to
PSP-cleared personnel.

—{FEHSH-NE)-The Authorization required that a collected
comraunication originate or tcrminate outside the United
States NSA d1d not mtentmnall 1omesti

"Ifs purpose was to collect international communications.
However, management stated that:

There are po re
within theg .
guararntee that no [domestic] calls will be collected.

Issues of this kind inevitably arise from time to
time in other SIGINT operations, as foreseen by
Executive Order 12333, and are thus not peculiar
to [the PSP].




2

~{5/-A%F) The Program Management Office identified four ways
that NSA might have unintentionally collected non-target
data;

e Atarget.could have been correctly tasked using valid
selectors, but, in addition to collecting the desired
target communications, riori-target communications:
were inadvertently collected.

o Avalid target selector could have generated target-
specific-collection that ultimately proved the target not
to be related to:al-Qa’ida.

o Atechnical, human, or procedural error in the target
identificasion ortasking process.could have resulted in
unintentional collection of communications not related
to al-Qa’ida.

o Technical collection system problems could have
resulted in unintentional collection of non-al-Qa’ida:
related targets, even when dll steps-in the target
identification and tasking process had been properly
executed.

-Over the life of the Program, NSA reported
n01der1ts of unintentionial collection of domestic
communications an mmdents in which the wrong
selector had been tasked.  (See Appendix F for details.) In
thiose cases, personnel followed USSID SP0018 ‘procedures.
and were given detailed instructions to report the violations
or incidents, adjust tasking, and delete collection records
from NSA and other databases.

(FSH/SHNF) Analyzing the Content of Collected Communications

—{ES/SLANE-Analysis of content collected under the PSP
involved the same practices and techmques used in non-PSP
operations. One NSA manager desgribed the PSP as “just one

_more tool in the analysts’ tool kit.”

commumcatlons were then transcnbed 1f necessary, and

processed to make them useful for intelligence analysis and

reporting. Analysis included not only listening'to or reading
the contents of a communication, but drawing on target
knowledge, coordinating and collaborating with other
analysts; and integrating collateral information, metadata,
and information from databases and published intelligence

@
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reports to detérmine whether the communications included
foreign intelligence that was. timely, unigue, actionable, and

(UIFOYEY A serialized report is a formatted intclligence product produced pursuant to USSID CR 1400 that
has a reference serial number, contains foreign intelligence information derived from SIGINT, and goes to

appraved.users of intelligence.
TSUSTLWYSE T NSA issued
that were based on analysis of data previously collected under PSP authority.

fadditional reports between 17 January 2007 and December 2008

40




% ST FohHOE SA retained documentation of
‘the analysis, supporting customer request or lead
information, and a description of the link to terrorism for
tippers based on PSP collection. Documentation of analysis
was not retdined unless a tipper was written.
Counterterrorism personnel updated information in a
computer tracking system to reflect the disposition of all
metadata analysis requests. From October 2001 through
January 2007, NSA issued| ippers to FBI and CIA:

a tippers were based on Internet metadata analysis.

o -'tippers were based on telephony metadata
analysis when telephone numbers had only direct
contact (one degree of separation) with a known
terrorist as defined by the Authorization.

bl,
b3,
b7E

bl,
b3,
b7E

bl,
b3,
b7E
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o -tlppers were based on more detailed telephony bl, b3, b7E
‘metadata analysis that included contacts with two
degrees of separation from known. terrorists.

ppers were based on telephony and Internet
tadata .analysis.

—FSHSHNE) Content Reports

bl, b3,
b7E

(UIIVFOUﬁ)Protection?of U.S. Person Information in Reporting

—~{FS/B1#1¥F) Before sending PSP reports to customers, NSA
removed unnecessary U.S. person information, as required
by minimization procedures in USSID SP0018. The CT .
Product Line reviewed PSP reports to ensure that they had
been written in accordance with these procedures. SID’s
Oversight and Compliance office then reviewed PSP reports
containing U.S. person information. Oversight and
Compliance personnel reviewed U.S. person information in
reports, determined if it was necessary to understand the
foreign intelligence in the reports, and submitted
recormnmendations for the inclusion of U.S. person
information to SID, Chief of Information Sharing Services for
final approval. For éxample, if an individual’s name was not
hecessary tounderstand the foreign mtelhgence in the report,
the name was deleted or changed to “a U.S. person.”
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| tlppers based on metadata analysis. When NSA began to
issug tippers based on the content.of commumcatxons SID:
adapted its procédures for the dissemination of U.S. person:
information. Additional Oversight-and. Comphance personnel
were cleared for the Program to assist with reviews. They
gave PSP and: other terrorism reporting priority for review
over other Agency reportmg

(V) Use of SIGINT Product

This irifermation is provided only for intelligence
purposes i an effort to:develop potential
investigative leads. It canmot be used in court
proceedings, subpoenas, or for:other legal or
judicial purposes..

3) Value of the PSP

—{FS/18H3¥F} Referring to portions of the PSP in 2005,
General Hayden said there were probably no communications

more important to NSA efforts to defend the nation than
those involving al-Qa’ida. NSA collected communications
when one end was inside the United States and one eénd was
associated with al-Qa’ida or international terrorism in-order
to detect and prevent attacks inside the United States.
General Hayden stated that “the program in this regard has
been successful.” During the May 2006 Senate hearing oii
his nomination to be CIA Director, General Hayden said that,
had the PSP been in place before the September 2001
attacks, hijackers Khalid Almihdhar and Nawaf Alhazmi
almost certainly would have beén identified and located.

F-In May 2009, General Hayden told us that the
value of the Program was in knowing that NSA SIGINT
activities under the PSP covered an important “quadrant”
(terrorist communications between foreign countries and the
United States). This coverage provided confidence that there
were “not additional terrorist cells in the United States.”
NSA’s Deputy Director, who was the SID Deputy Director for
Analysis and Production on 11 September 2001, echoed
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General Hayden’s.comment: “The value of the PSP was in the
.contfidénce it provided that sermneone was looking gt the seam
between the foreign and domestic intelligence domains.”

+ESHSL/NE)-The former SID Deputy Director for Data
Acqulsmon sald that the pos s

bl, b3, b6,
b7C, b7E

‘ . : - General
Ale ander sald "probably saved more hves" than any other

) From an operational standpoint, the PSP
enabled NSA to:

o Support customers

o Provide: SIGINT that contributed to customers’
investigative worlk

(U//FOYB) Support to Customers

numbers do not account for requests subrmtted before NSA
began to use an automated tracking system in April 2002.

ion obtained under PSP
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and FBL In the early days of the Program, the FBI said that
thelarge number of tippers from NSA was. causing them
unnecessafy work because agerits treated each tipperias a
lead requiring action. General Hayden said that NSA’s
intention was that SIGINT information be added to FBI's
knowledge base, not that the FBI act oi1 each piece of
information. When NSA realized that it was sending too
much data tothe FBI, the Agency made appropriate
adjustmients.

(U/FeU8) PSP Reporting Contributed to Customers’ Investigative Work.

FBL briefing dated 4 May 2006 stated that STELLARWIND
comntinues to prov1de tirnely and carefully vetted intelligerice
to support FBI’s investigations in connection Wlthﬁ

operations).”

*BI did not routinely
provxde feedback on NSA reportmg ‘under the PSP, and NSA
had nio mechanism to track:and assess the effectiveness of
SIGINT reportmg in general or PSP reporting in particular.1®
Tracking PSP cortributions was also difficult because.
.customers did not know that
General Hayden
noted that success stories decreased over time as intelligence
became more integrated and it became: more difficult to
attribute success to any one activity.

The Program Management Office
prov1ded the f0110w1r1g examples of PSP reporting: that helped
redirect FBI resources

viewed as vulnerable to terrorism targetng. The
“examplés also include cases in which NSA provided reporting
that contributed to FBI investigations, FBI confidential
human sources, FISA warrants, arrests, and convictioiis.

'%EHANF) In Jily 2007, SID initiated a formal effort to assess the effectiveness of its CT efforts. By the fall of
2007, that effort was struggling..
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n 12 March, the President directed DoJ to

contmue working on the legal issues, and on 15 March OLC

issued a three page memorandum to the Deputy Attorney

General stating that, while it had only begun to analyze the

issues and was not yet pre pared to issue a final opinion, it

| __ltypes of collection authorized
d :

6 May

t Attorney General for OLC issued a memorandum on 6 May 2004 concluding that
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uﬁSffS‘B‘@@Thc mmlmlzanon pwbablc cause standard states that the Agency may targer for collection,
commiunications for which is probable cause ¢ hat on omm 5. A TTE 0
agent o : L .

B vnd lie communication is o or from a foreign counrry.
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(U/ /#eY©) The OIG issued a report for each of the
13 investigations and reviews described above. Ten
reports on PSP activity resulted in 11 recormmendations to
management; 10 have been closed, and one remains open.
Three reports on FISC-approved activity previously
authorized by the PSP contained nine recommendations to
management; three have been closed and six remain open.

‘ Beginning in January 2007,
violations that had occurred under the Authorization and
violations related to PSP activity transitioned to court orders
were reported quarterly to the President’s Intelligence
Oversight Board (through the Assistant to the Secretary of
Defense for Intelligence Oversight).




2004 therefore 1t was
not poss1ble to determine the exact nature and extent of that

collection. The NSA OIG will close out this incident in an
upcommg report to the President’s Intelligence Oversight
Board

HES/ASHAAEY On 15 Jantiary 2009, the Department of
»Jushce reported to the FISC that: NSA had been using an
“alert: 11st” to compare incoming business records FISA
metadata against telephone:numbers: associated with
counterterrorism targets tasked by NSA for SIGINT eollection.
NSA had reported to the Court that the alert list-consisted of
numbers for which NSA had determined that a reasonable
articulable SUSPICIOH existed that the numbers w :

However the maJonty of sel
alert list'had not been subjected to a reasonable artlculable
siispicion determination.. The NSA OIG has reported this.
incident o the President’s. Intelhgence Oversight Board and
has filed updates as required. The alert list and a detailed
NSA 60-day review of processes related to the Busirniess
Records FISC order were the subject of several recent
submissions to the FISC and of NSA briefings to
Congress_mnal oversight committees.
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(U//FOTO) Other IG Program concerns were . documented in
the 2003-2008 reports. Presidential Notifications are listed
and described in Appendix F. The 2008 report described the
adequacy of Program decompartmentation plans.’
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(V) ACRONYMS AND ABBREVIATIONS

Bps
BR

CIA
COMINT
CT

DCI

DNI
DoD:
Dod

EQ

FAA

FBI
FISA
FISC
GC
Gbps
HPSCI

NSA/CSS
0&C
ODNI
0GC

OIG

OIPR

OLC

Bits per Second

‘Business Records.
Call Detail Records.

Central Intelligerice Agency
Comrmunications Intelligenice
Counterterrorism

Director of Central Intelligence
Director of National Intelligence
Departnient of Defense

Department of Justice

Executive Order

FISA Amendirients Act

Federal Bureau of Investigation
Foreign Intelligence Surveillance Act
Foreign Intelligence Surveillarice Court
General Counisel

Gigabits. per Second

House Pernianent Select Committee on Intelligence

Inspector General

Natidn”a] Seéurity Agency "

National Security Agency/Central Security Service
Oversight and Compliance

Office of the Director of National Intelligence
Office of the General Counsel

Office of the Inspector General

Office of Intelligence Policy and Review (now the Office of
Intelligence, National Security Division)

Office of Legal Counsel
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PM  Program Manager

PR/TT Pen Register/Trap & Trace

PSP President’s Surveillance Program
RFI Request for Information

SID Signals Intelligence Directorate:
SIGINT  Signals Intelligence ,

scr Sernate Select Comimittee on Intelligerice

TS/SCI  Top Scrét/'estiire COmtmented.vInformation
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(V) GLOSSARY OF TERMS

(U).COMINT

(U) E.O. 12333

(U) FISA

PSS METADATA

g

(U) SANITIZATION

(U) Communications Intelligence — technical
and intelligence information derived from
foreign cominunications By someorie othier
than the intended recipients

(U) Executive Order 12333 - United States
Intelligence Activities - provides goals, duties,
and responsibilities with respect to the.
national intelligence. effort. It mandates that
certain activities of U.S. intelligence
components are to be governed by
procedures issued by agency heads and
approved by the Attorney General.

(U) The Foreign Intelligence Surveillance Act
of 1978, as'amended, governs the conduct of
certain electronic surveillance activities
within the United States to collect foreign
intelligence information.

{5/15H-) Analytic tool for contact
chaining used by analysts to do target
discovery by quickly and easily navigating
-global communications metadata

—{F8/LSI//NE) Header, router, and

addressing:type information, including
telecormmunications dialing-type data, but
not the contents. of the:communication

{5/ NSA's primary storage, search, and
retrieval mechanism for SIGINT text

(U) The process of disguising COMINT to
protect sensitive intelligence sources,
methods, capabilities, and analytical
procedures in order to disseminate the
information outside COMINT channels.
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(U) SIGNALS INTELLIGENCE

(U) TEAR LINE REPORTS

(U) TELEPHONY

(U) TIPPERS

(U) A category of intélligence comprising
individually or in combination all

communications intelligetice (COMINT),

électronic intelligence (ELINT) and foreign
instruimentation intelligénce (FISINT),
however transmitted.

{U) Reports used to disseminate SIGINT-
derived information and sanitized

information in the same record. The

sanitized tear line conveys the same facts as

‘the COMINT-controlled information, while
hiding COMINT as the source.
(U) The technology associated with the

electronic transmission of voice, fax, and
other information between parties using
ystems historically associated with the
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(U) About the Review
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(U) Objectives

(U) About the Review

(U) The Foreign Intelligence Surveillance Act (FISA)
Amendments Act of 2008, which was signed into law on

10 July 2008, requires-that the Inspectors General of
Intelligence Community elements that participated in the
President’s Surveillance Program (PSP) conduct a
comprehensive review of the Program. The NSA Office of the
Inspector Gereral (OIG) reviewed NSA’s participation in the
PSP. The specific review objectives were to examine:

e (U] The establishment and evolution of the PSP as it
affected NSA

o (U) NSA implementation of the PSP, including
preparation and dissemination of product under the
PSP

o (U) NSA access to legal reviews of the PSP-and access
to information about the Program

o (U) NSA communications with and representations
made to private sector entities and private sector
participation

o (U) NSA interaction with the Foreign Intelligence
Surveillance Court (FISC) and transition of PSP-

authorized collection to court orders

o (U) Oversight of PSP activities at NSA.

(U) Scope and Methodology

(U) This review was conducted in accordance with generally
accepted government auditing standards, as set forth by the
Comptroller General of the United States and implemented by
the audit manuals of the DoD and NSA/CSS Inspectors
Gerneral.

(U) The review was conducted from 10 July 2008 to 15 May
2009 in coordination with the Inspectors General of the
Department of Defense, Office of the Director of National
Intelligence, CIA, and DodJ.
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U/ [FOYE) The scope of this review was limited to NSA’s
participation in the PSP from 4 October 2001 to 17 January
2007, ‘The review iricluded NSA activities before and after
the terrorist attaclks of 11 September 2001 that led to the
Presidential Authorization on 4 October 2001, It-also
included thetransition of PSP-authorized activity to FISC
orders.

E?‘TNF) To. satisfy review objectives, we interviewed
_current and former NSA personnel who participated in the
PSPincluding NSA Directors and Deputy Director, General
Counsels, Deputy General Counsels, Associate General
Cournsels for Operatzons and the Inspector General

responSLble for Program over51ght from A‘ R

- (General Counsel
- . . |were conducted
with other G offices mvolved in the Jomt PSP review.

(U/ /FOH0) We requested White House documentation of
meetings at which Gerieral Hayden or NSA employees.
discussed the PSP or the Terrorist Surveillance Program with
‘the President, Vice President, or White House persorinel; but
.did not receive a response before publication of this report.

(U/ [FeH0) We reviewed NSA records dated 27 July 1993 to
10 July 2008 that pertained to review objectives. Records
included NSA policies and regulations, correspondence,
e-mail, briefings, notes, reports, calendars, and database
reports.

—=/ M- Numbers of selectors tasked and reports issued
were based on information provided by the PSP Program
Management Office and were not independently verified
during this review.




(U) Prior Coverage

(U7 /#6966 Information about individuals cleared for access
to Program information was based on records provided by the
PSP Project Security Officer-and were not independently
verified during this review.

(U/ [#1H0) The OIG began oversight of the PSP and related
activities in August 2002 and issued twelve reports dated
21:February.2003 through 30 June 2008 (Appendix E.) The
OIG also'issued 14 Presidential notifications from

March 2003 to October 2006 (Appendix F). Detailed
discussion of the OIG’s oversight of the PSP is included in
Section VIII of this report.

As portions of the -Program were transitioned
to FISC orders for the collection of internet metadata and
telephony business records, the OIG reviewed the execution
and adequacy of controls in-ensuring compliance with the
orders. The OIG did not test the.efficacy of controls for
metadata collected under the authority of the PSP or court
orders. Three reports summarized OIG investigations into
possible rnisuse of the Authority or violations of FISC orders.
One report summarized the OIG's oversight of the PSP, and
the last report reviewed the adequacy of Program
decompartmentation plans.
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(U) The Presidential Authorizations
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(V) The Presidential Autherizations

' ' The Authorization documents that contained the terinis
under which NSA executed special Presidential authonty were addressed to the
Secretary of Defense and were titled “Presideritial Authorization for Specified
Electronic Surveillance Actwlttes during a Limited Period to Detect and Prevent Acts
of Terrorism within the United States.” The first Authorization consisted of eight
paragraphs and all but one subséquent Authorization consisted of nine. There

' ions, two modifications, and one document described as

Descrigtion of Authorization centents by paragraph:

(U) Paragraph 1 - The President’s Conclusions

-(ﬁ“S-/-fS?WHSI—;’-f@G%NFj The first paragraph referred to the

11 September 2001 terrorist attacks and the President’s.
directions [to the Secretary of Defense] on employing U.S.
Armed Forces. The first Authorization contained statements
on the President’s conclusions based.on information about
terrorist capabilities; this statement became the second
paragraph in subsequent Authorizations. After the first
Authorization, paragraph one included references to all
previous versions of the Authorization and the dates they
were signed by the President.

(U) Paragraph 2 - Terrorism Threat

After the first Authorization, the
second paragraph stated that the President based his
conclusions about terrorist capabilities on information
‘provided by the DCI, including an attached terrorism threat
assessmerit, a document that consisted of five or more pages.
and was signed by the DCI (later by the DNI) and the
Secretary of Defense.

(U) Paragraph 3 - Considerations

B3 STEWS/8HFOE/F The third paragraph contained the

President’s considerations in authorizing electronic
surveillance, including the potential for deaths, injuries, and
destruction from acts of terrorism, their probability, the need
for action and secrecy, and intrusion into privacy, its
reasonableness, and alternatives. In the first Authorization
the considerations were in paragraph two.

Paragraph three of the first
Authorlzatmn stated the President’s determination that an
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“extraordinary emergency” existed made electronic
suryveillance without a court order a compelling Government:
interest.t

%S?‘t’dm‘tﬁﬁfﬁﬁmﬁ Paragraph 4 - Authorized Electronic

‘Surveillance:

TS/ STEW/SHHOE/NE Paragraph four contains the

President’s-statement of the basis for issuing the-authority

and the substantive description of the ¢lectronic surveillance
that he authorized and directed. The President states that he
is acting pursuant to Article II of the Constitution; including
the exécutive power, his authority as Commander in Chiefof
the Armed. Forces, his duty to preserve, protect and defend
tlie Constitution, and the Authorization for Use of Military
‘Force Joint Resolution (Public Law 107-40), with due regard
for the Fourth Amendment. There were major and minor
changes in that.description, resulting in seven versions of
paragraph four over approximately six years.

~{TSHSHNF) Changes to Authorization Language

on Electronic Surveillance

Version/Date

‘Description of Changes to Authorization
Language

First Authorizati'on
4-Qctober 2001

Authorized NSA to acquire the content and
associated metadata of telephony.and Internet
communications including wire and cable,
cotimunications carried into:or out of the
United States for which there was probable
cause to beheve that.one of the communicants

(L)) | hat one communicant
was engageam or preparing for acts of
international terrorism.2 This was the only
version of the Authorization to use the term
“probable cause.”

Version 1 also authorized the acquisition of
telephony and Internet metadata for
communications with at least one
communicant outside the United States or for
which no communicant was known to be a
citizen of the United States.

Paragraph four included the authority to

'(U) The tliird paragraph was marked with the nwnber three in two places until the error was corrected in the

Scplcmber 2003 authorization.

*(U) This parenthetical condition is present in alt descriptions of content collection.




Description of Changes to Authorization

Verston/Date: Language
retain, process; analyze and disseminate
intelligence from the commmunications acquired
under the.authOri_ty.
Version 2 Authorized NSA to acquire the content and

2:Niovember 2001 and

30 November 2001

-associated metadata of communications for
whlch there was reasonable grounds to

‘olitside the United States and was engaged in
or preparing for acts of international
terrorism.® This change to the wording on
collecting coritent eliminated the possibility of
‘interpreting the authority to permit collection
witli'both ends in the United States.

This version also authorized the acquisition of
telephony and Intérnet metadata for
communications with at least one
¢ommunicarit outside the United States, with
no commurnicant known to be a citizen of the
Utiited States, 6r when there were reasonable
grounds to believe that the communication
related to intérnational terrorism or activities
in preparation for international terrorism.

Version 2 was used in two Authorization
‘documerits,

Version3 Eliminated

9.January 2002 to =

14 January 2004 ‘ =
prevmus versiori.
This: version of the authorizing provision was
used in 19 of the documents.

Version 4 Stated that the Department of Defense may

41 March 2004

retneval of that information was conducted in
accordance with the Authorization. The term

“acquire was deﬁned with respect to metadata
B . s e .

- ’l‘he prov151on
contamed the Pres1dent s statement that both

}(U) Qualified as “based on the factual and practical considerations of everyday life on which reasonable
persons act.’”
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Version/Date

Description of Changes to Authorization
Language

these clarifications were consistent with all
{ previous Autherizations.and thus.approval for
'acting under-that deﬁnition was rewroactive,

Version5
19 March 2004

Became effective in the middle of a previously
authorized period as the result of a
modmcatlon

NSA’s authority to collect content and
associated metadata was changed to specify
that the:terrorist groups for which there was
authority to-collect were al-Qa’ida, groups
affiliated with al~Qa’ida, or another group that
the President determined was in armed: conflict
with the United States.
NSA’s authority toff e
L} b3

Version 6
2°April 2004 to 10
September 2005

Alsd became effective in the middle of a
previously authorized period as the result of a
modification.

| NSA’s authority L
BI. (I)

al-Qa'da, a group atihated WIth a-Qaiaa, or
of another group that the President determined
as in-armed conflict with the United States.

Version 6:'was used in 12 of the documents.

Version 7
26 October 2005to 8
December 2006

\ = = the provxszon was
otnemse 1dentical to that in version 6.

Version 7 and was used in the final nine
documents,

LuTrsy

(TS 7STCW7 7SI 1OS/ N~

(U/I7OY8) Paragraph 5 - Detect and Prevent

In paragraph five, the President

stated that the surveillance was essential and appropriate to
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detect and prevent future acts of terrorism in the United
States.

(UMFGYHE) Paragraph 6 - Minimization

ﬁTSfTS‘I‘bWﬁSW@C‘]‘N‘F} Paragraph six directed that

information concerning American citizens be minimized to
the extent consistent with the mission and with the
Authorization.

(U/POHOY Paragraph 7 - Notifying Congress

‘ )} Paragraph seven stated that
not1ﬁcat1on of the Authorlzatlon outside the executive branch
would be deferred, but the President stated his intent to
notify Congress when consistent with national defense. When
‘seleéct members of Congress were briefed on the Program,
information on the briefings was contained in paragraph
eight.

(U) Paragraph 8"-{Other Notifications

The initial Authorization specified
that collectlon would cease 30 days after signature and
required reporting on changes in circumstances undeérlying
the Authorization. After the initial Authorization, paragraph
eight contained a statement on restricting notifications to
U.S. Government officials outside the executive branch or it
named individuals, by title, who had been informed since the
previous Authorization period expired.

(U):Paragraph 9 - Expiration

After the initial Authorization, the
exact date of exp1rat1on was. specified in paragraph nine,

(U/F6YQ) Paragraph 10 - “The President’s Uitimate
Responsibility”

—{ES3/STEW//S1/7OCTNT) The Authorization signed in March
of 2004 — the only one not signed by the Attorney General or

a Deputy Attorney General- is also the only Authorization
that contains a paragraph ten. This paragraph contained a
legal argument about the President’s ultimate responsibility
to interpret the law on behalf of the executive branch and his
authority for issuing the Authorization.
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(UIFOBB) Signature of President

: " The Authorizations were signed by
the Presxdent fo]lowed by a place and date of signature. All
but one-authorization was signed in Washington, D.C.

(U) Other Signatures

Under the phrase “approved for
form and legahty," the Attomey General signed all but one of
the-Authorizations. The other authoerization and the two
modifications were signed by the Counsel to the President.

(U):Handwritten Note.

: NP The first 2 and thalas
29 Authorlzatlons ‘both modifications, and
have a handwritten note signed by the Secretary of Defense
(or Deputy Secretary of Defense) directing the NSA or the
Director of NSA to execute the document..
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L (U) Timeline of Key Events
(U/ /#oY0) This timeline includes key events that occurred during NSA’s
1mplementat10n of the Presidenit’s Surveillance Program (PSP) In addition: to
issuances of the Authorization, the timeline includes selected. communications

»betwen NSA and Con ess the Foreign Intelligenice Surveillance Court (FISC),
' Because the timeline is limited to docurnented

events and cornmumcatlons, it is not all-inclusive.

2001
4-0ct-01 1st Presidential Authorization signed
4-Oct-01 General Hayden briefs White House (President, Vice President [VP],
: VP Counsel VP Chlef of. Staff Wh\te House Counsel)

L 25-Oct-01 NSA brlefs Cha’r and Rankmg Member of House P'ermanent Select
: Comriittee:on Intelligence (HPSCI), Chair-and Vice Chair of Senate Select
Committee on Intelligence (ssai)
2-Nav-01 2nd Presidential-Authorization signad:
14-Nov-01 NSA briefs Chairvand.Ranking Member, HPSCI, Chair and Vice Chair.
SSCl
30-Nov-01  3rd Presidential Authorization signed

4-Dec-01 NSA briefs ‘Chair, ‘Senate Defense Appropriatioris Subcommittee, and
Rariking Member, Senate Defense Appropriations Subcommiltee

5.Dec 09 NSA briefs:FBI Director Mueller

2002
Ath Presidential Authorization signed

11-Jan-02 NSA briefs Department of Justice, Office of Intelligence Policy and Review
(DoJ, OIPR), James Balker

_31-Jan<02  NSA briefs FISC residing Judge eh )

5-Mar-02 NSA briefs Chair and Ranking Member HPSCI and Vlce Chalr, SSCI
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10-Apr-02  NSA briefs Chair SSCI

NSA briefs Chair, HPSCI, and Ranking Member HPSCI

B8th Presidential Autharization siaped:

12-Aug-C NSA briefs FISC Presiding Judge Kollar-Kotelly at the White House
13-Aug-02  NSA Inspector General (IG) cleared for the PSP
10-Sep-02  10th Presidential Authorization signed

11-Sep-02. NSA GC; Deputy General Counsel (GC), Assoclate GC for Operations,
L .and G meetio discuss PSP versih

18-Sep-02 1st NSA Due Diligence Meeting
Chair.HPSCI visits NSA for briefing

16-Dec-02 NSA IG advises General Hayden to issue "Delegdation of Authority Letters"
to “units that administer the project”

2003
8-Jan-03  “13th Presidential Authorization signed
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i
13-Jan-03  FBI Director visits NSA for briefing
29-Jan-03  NSA briefs Chair and Ranking Member, HPSCI, Chairand Vice Chair;
sscl
General Haydeén issues first. Delegation of ‘Autharity letter to'key Signals
Intelligence (SIGINT) Directorate operational personnel
A7-Mar-03

1?|sJi.,lﬂ-'ﬁ3
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B8:0ct-03 NSA-FBI-CIA conference at:NSA to discuss PSP ‘operations and customer
needs

15-0ct:03 _ 20th Presidential Authorization signed

1-Dec-03.  NSA IG announces a review of NSA PSP operations

8-Dec-03 NSA |G asks VP-Counsel for access to PSP legal .opinions.and is told that
a request should come:from General Hayden

9-Dec-03 21st Presidential Authorization 5|gned

9'D80-03

‘IG memo asks General Hayden to ask VP Counsel sp erm|55|on for NSA

2004

6-Jan-04 NSA briefing:to DoJ Mr. Philbin, Mr. Goldsmith for Mr. Goldsmith's
orientation ta:the’ PSP and other NSA Signals Intelligence efforts against

terrorism

NSAand FRIfS =0

. - _ |meetto discuss the PSP
and-recent: changes at NSA

8-Jan-04

14-Jan-04

9-Mdr-04  Geriefal Hayden briefs Director of Central Intelligence (DCH)-on value of
the PSP

| 10-Mar-04 General Hayden briefs White House:Counsel and' Chief of Staff, Deputy
DCI, Peputy AG, and FBI Director on‘value:ofthe PSP

10-Mar-04  -General Hayden briefs Speaker of the House, Senate Majority and
Minority leadérs, House:Minority Leader, Chairman and Ranking Member,
HPSCI, and Chair and Vice Chair, SSCI

10-Mar-0¢  General Hayden briefs Secretary of Defensé, DoD Principal Deputy GC
11-Mar-04  23rd Presidential Authorization signed

11-Mar-04.  'NSA IG and Acting GG discuss new Authorization signed by President's
Counsel rather than the AG

NSA briefs House Majority Leader

12-Mar-04 V General Hayden briefs House:Majority Leader
19-Mar-04 Revision to 23rd Presidential Authorization signed
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2-Apr-04  2nd Revision to 23rd Presidential Authorization signed
4-Apr-04 General Hayden briefs DoD Principal Deputy GC
24th Presidential Authorization signed

Initial'PR/TT-Order approved by FISC
_26th Presidential Authorization signed

I Autharization signed

23-Sep-04  Presidential “further direction” of 9 August 2004 expires
( NSA briefs Chalr, HPSCI

28th Presidential Authorization signed

2005
NSA briefs National Security Advisor and White House Counsel

29th Presidential Authorization SIgne

11-Jan-05
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3-Feb-05

SSCl
25-Feb-05 General Hayder briefs White House Counsel and Counsel to Deputy AG
1-Mar<05 - 30th Presidential: Authorization signed

22-Apr05  -General Hayden briefs Director of National Intelligence (DNI)
23-May-05 Two-level PSP clearance.structure-discontinued

ﬁ—JUn—OS Disciissions to seek FISG-orders to authorize content collection begin with
‘DoJOLC

14-Jun<05 _ 32nd Presidential Authorization signed.

Prifclpal Deputy DNI Hayden briefs.new NSA/CSS Director General
Alexander on the:PSP

10-Sep-05 34th.Presidential Authorization signed

14-Sep-05  NSAbriefs Chair and Ranking. Member, HPSCI, Chair-and Vice Chair,
, ‘8SCIL .

13-Dec-05 36th Presidential Authorization signed
16-Dec-05  New-York Times says that President secretly authorized NSA

_ eavesdropping on Americans _

20-Dac-05

© 3-Aug-05

DoD1G rcIVes'Ieter,-signed by 39 Congressmen, requesting a review of
the PSP. DoD IG faxes the letter to the NSA IG on 10 Jan 06
21-Dec-05  NSA briefs DNI




2006
3-Jan-06

9-Jan-06
11-Jan:06

20-Jan-06

27

11-Feb-06
23+F6b~06

9-Mar-06

10-Mar-06
13-Mar-06

14-Mar-06
21-Mar-06
21-Mar-06

29-Mar-06

~Jan-06
31-Jan-08.

27-Mar-06 NSA briefs Mr. Levin, Member, SSCI TSP Subcommittee and Minority

NSAIG 'anc;l'DoD;l,G discuss letter from 39 Cornigressmen requesting
‘DaD IG review of tha PSP

NSA briefs nine FISC judges and three FISC legal advisors

NSA briefs Speaker of the House, Senate Majority Leader, Chair of

HPSCI, Chair and Vice Chair,-SSCI: ‘

NSA briefs Senate Minority Leader, House:Minority Leader, Chair SSCI,
a1t o B I '

37th Presidential Authorization signed

NSA briefs Chaif SSC
NSA briefs Speaker of the House and: Chair, HPSCI
NSA briefs Chair-and Ranking Member, House Appropriations

NSA briefs Chair.and Vice Chair, SSCI, afid Members of SSCI Terrorist
Surveillarice Program (TSP) Subcornmiittee (Roberts, Rockefeller, Hatch,
DeWirie, Felnstein, Levin, Bond) with-SSCI Mincrity and Majority Staff
Directors, Senior Director for Legislative Affairs, National Security
Counsel, VP, AG, White House Counsel, and VP Chief of Staif

NSA briefs Mr. Bond, Member, SSCI TSP Subcommittee

NSA briefs.Chair, SSCI TSP Subcommittee, Members SSCI TSP
Subcommittee:(Roberts, Feinsteln, and Hatch), SSCI Majority and Minority
Staff:Directors, and SSCI Counsel at NSA

NSA briefs Mr. DeWine, Member, SSCI TSP Subcommittee at NSA
38th Presidential Authorization signed
NSA briefs FISC Judge Bates

Staff Director at NSA

NSA briefs Chairman and Ranking Member HPSCI TSP Subcommittee,
TSP Subcommittee Members (Hoekstra, Harman, McHugh, Rogers,
Thornberry, Wilson, Davis, Holt, Cramer, Eshoo, and Boswell), Majority
-General Counsel, Staff Member, and Minority General Counsel

5T-09-0002
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‘NSA briefs Chairman of the HPSCI. TSP Subcommittee; HPSCI TSP
‘Subcommittee Members (Hoekstra, McHugh, Ragers; Thormberry, Wilson,
and Holt), Majority General Counsel, Staff Member, arid Minority General
_ CounselatNSA

7-Apr-06

NSA briefs Ranking Member, HPSCI TSP Subcommittee, Members of
HPSCI TSP Subcommittee: (Harman Wilson, and:Eshoo), Majority:
1ns M General Gounsel at NSA

28-Apr-08

11-May-06  NSA briefs Chair and Ranking-Member House:Appropriations: Committee
' Defense-Subcommittee

16-May-06  39th-Presidential Authorization signed

17-May-06 Chair SSGI, Members, SSCI-(Roberts, Hagel, Mikulski, Snowe, DeWine,
Bayh, Chambliss, Lott,-Bond, Levin; Feingold, Feinstein, Wyden, Warner),
SSCI Staff Member, SSCI Majarity Staff Director, and SSCI Counsel

17-May-06 ~ HPSCI:Chair, HPSCI Members (Hoekstra, Harman, Wilson, Eshoo,

Rogers Thornberry. Holt, Boswell, Cramer, LaHood Everett, Gallegly.
ves, Rupperspe er, and Tierney).

24-May-06 v First Business Records Ord:ar approvved by the:FléC
5-Jun-06 NSA briefs Ms. Feingald, ‘SSCI Member at NSA

7=Jun-06 NSA briefs-Ranking Member, Senate Defense Appropriations
Subcommittee, and SSCI Staff Director

7-dun-06 NSA briefs President's Privacy and Civil Liberties Oversight Board

9-Jun-06 NSA:-briefs.Chair, SSCI, SSCI Members (Mikulski, Wyden, and Hagel),
SSCI Miriority Staff Director, SSCGI Counsel, and SSCI Staff Director

15-Jun-06 NSA briefs Chair, SSCI and SSCI Members (Roberts, :Mikulski, Feingold;
Bayh, Snowe, Hatch, Lott, and Bond); and Minority Staff Director

26-Jun-06 NSA briefs Chair, Senate Defense Appropriations Subcommittee, and
House Minority Leader

30-Jun-06 NSA briefs Mr. Bayh, SSCI Member at NSA
6-Jul-06 40th Presidential Authorization signed

10-Jul06  NSA briefs Ms, Snowe, SSCI Member and SSCI Counsel at NSA
1.8-Jul-06 NSA briefs Mr. Chambliss, SSCI Member at NSA

_ M1t Presidential Authorization signed




| ,'4Zh;d'Fiy'esiidehtiaf Au’thoriz’ation]signéd:

NSA briefs: President's Privacy and-Civil Ll’bertie‘s-:o_\/.e,rs[ight Board
8-Dec-06 43td and final Presidential Authorization signed

2007

10-Jan-07  ‘Coritent orders approved by the FISC
17-Jan-07  AG letter to Congress: Presidential program brought under the FISC
1-Feb-07 NSA briefs President's Privacy and Civil Liberties Oversight Board

1-Feb-07  ‘Presidential Authorization expires
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(V) NSA Office of the Inspector General Reports en the
President’s Surveillance Program and Related Activities
-{?S—/—;‘-SH—,‘NF}—Thw appendix lists and describes OIG 1nvest1gat10n and review
reports of activity conducted u1inder the PSP, also referred to.as the STELLARWIND
Program, and related activities such as the Pen Register Trap and. Trace (PR/TT)

Order and the Business Records Order. These reports are limited to activity
-conducted between 4 October 2001 and 17 January 2007.

(U) OIG Investigations

- (U) Report of Investigation of Two Violations

Or ‘the OIG issued a report on
What it believed to be the first two violations of Authorization,
both.of which were umntenttona]

~S£4NE) NSA OIG found that in neitherincident had NSA
personnel acted with intent to disregard their authority.

169



Both incidents occurred, at least in part, because early in the
Program the terms of the Authorization were so closely held
that few, if any, operational personnel workirg under the
Authority were permitted to see the Authorization orits
operative provisions. It was unreasonable:to hold persong
accountable for violating an order that they had not seen,
when the order was toe complex to be easily committed to
memory. Accordingly, the OIG did not recommend
disciplinary action, but did recommend that the NSA Director
issiie formal written delegations of authority to the Signals
Intelligence Director and specified subordinates so that
personnel working the Program would know the precise
terms of the Authorization. Management conicurred with:the
recommendations and made appropriate notifications.

(U//FOUO) This report was sent to SSCI on 31 May 2006
and HPSCI on 2 January 2008.

. Foreign inteliigence Surveillance Gourt

issued a report on an investigation of'a management

breakdown that had resulted in unintentional filtering
violations of the FISC Order. The Order permitted NSA to
collect Intemet metadata from cornmumcatlons involving

. ' : , . However, no
violations resulted from the collection of domestic
communications. An NSA collection manager discovered the:
violations or . The following day, the
questiofiable collection was stopped and reported to the OIG
and the OGC. With the exception o the OIG
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found no reason to beheve that any v1olat1ons resulted in the

collection of IS, per

judgment onj || : . -
ﬂ The OIG evalua‘uon of respons1b1hty for the 1nc1ctent
led du’ectly to the replacement of the Program Manager and
to changes in Program management, leadership, and chain of
command.

(U//FOYO) This report was sent to SSCI on 31 May 2006
and HPSCI on 2 January 2008 and was redacted at the
request of the White House.

B None of thd | messages had been intentionally
collected, none had been analyzed, and none had been
reported outside NSA.

(U/ /POY©) This report was sent to SSCI on 31 May 2006
and HPSCI on 2 January 2008.

{U) OIG Reviews

74 May 2004  -(U) Need for Documentation and Development of Key
Processes (ST-04-0024)

—FEF/5HNF-This OIG report concluded that a continuing
deficiency in clear, written procedures governing the
collection, processing, and dissemination of PSP material
created undue risk of unintentional violations of the
Authorization. The report noted that Program officials had
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raade progress in addressing some of these deficiencies, but
found that processes had not been fully documented in the
‘form of management directives, administrative policies; or
‘operating manuals. The NSA OIG recommended that
Program officials formally -adopt rigorous, written operating
procedures for the following key processes:

o Approvals for content collection by tlie appropriate
named officials

o Reporting of viclations of the Authority, similar to
procedures’for documenting violations of Legal
Compliance and Minimization Procediires®

o Evaluation of dual FISA and PSP content collection.

@ Systematic identification and evaluation of telephone
numbers and Internet identifiers for detasking.®

(U/ fFOY0) Corrective action was taken in response to the
four récommendations.

(U/ A20Y0) This report was sent to SSCI on 31 May 06 and
HPSCI on. 2 January 2008.

13 Sep 2004  ~{S#F)> Need for Increased Attention to Security-Related
Aspects of the STELLARWIND Program (ST-04-0025)

(U/ /FOU0) This OIG report disclosed weaknesses in Program
secunty The Program was particularly vulnerable to
exposure because it involved numerous organizations-inside
and outside NSA.

(U/ /FOYO) While the Program Manager placed a strong
emphasis on personnel security, he did not take a proactive
and strategic approach to physical and operational security.
In particular, better use of the Program Security Officer
would have helped to improve special security practices for
handling Program material and strengthen operations
security (OPSEC).

(U/ /FSB96) The Program Manager and the Associate Director
for Security and Counterintelligence concurred with the
findings and implemented corrective measures. In particular,
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‘the Staff Secur1ty Officer'was freed from other respon51b1ht1es
and took a more ‘active and effective role in Program security.
Management did not conduct a.formal OPSEC survey as
recommended; hOWever, steps taken by management to
‘implement OPSEC practices met the intent of the original
recommendation.

(U/fFGH@) This report was sent to . SSCI on 31 May 2006
:and HPSCI on 2 January 2008.

21 Nov 2005  {(FSHSHNE)Review of the Tasking Process for
STELLARWIND U.S. Content Collection (ST-04-0026)

This report identified material

wealnesses in- the tasking and detasking process under the
PSP. The process to task and detask telephone numbers for
content collection under the Program was inherently fragile
because:it was based on e-mail exchanges and was not
automated or monitored.

: £ The OIG exa.tmned-telephone
numbers and Internet identifiers approved for content
collection on the date in November 2004 when the audit
began and identified the following types of errors:

involved under-collection; identiﬁ'ers- were
riot put on collection quickly enough or were not put
on collection until the OIG discovered the errors.

involved unauthorized collection caused by a
typographical error.

involved over-collection; they were not
removed from collection quickly enough.

"{7 record-keeping errors in the Program’s tracking
database

unauthorized: collection caused by a typographlca.l error, NSA

personnel did not review the collected information before

destroymg it, nor did NSA issue any report based on, or
disseminate, any information from the

. ofuntimely detasking. However, without a

robust and reliable collection and tracking process, NSA
increased its risk of unintentionally violating the
Authorization. NSA also increased the risk of missing
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valuable foreign intelligence by failing to task telephone
numbers and Internetidentifiers in a timely marnner,

(U/ /FOBO) NSA OIG recommerided that all errors be swiftly
resolved, that specific procedures be: -adopted to prevent
recurrences, and that identifiers tasked for collection be
promptly reconciled with identifiers approved for tasking, and
repeated every 90 days. Management implemented the
recommendations.

(U/ HPOBQ) This report was sent to SSCILon 31 May 2006
and HPSCI on 2 January 2008 and was redacted at the
request of the White House,

31 May 2006 —{FSH#SHMNF} Review of Compliance with Authorization
Requirements for STELLARWIND U.S. Content Collection
(ST-04-0027)

This report determined that, based
ona: sta’ushcal sample Program officials were adhering to the
terms of the Authorization and the Director’s delegation
thereunder; that tasking was appropriately approved and
duly recorded under the Authorization; and that tasking was
justified as linked to al-Qa'ida or affiliates of al-Qa’ida. The
report recommended improvements in record-keeping
practices.

~SHNF-Due to a lack of sufficient and reliable data, the NSA
OIG could not reach a conclusion on the tasking approval
process for two PSP-related collection programus, The OIG
recommended that management responsible for the affected
programs, design and implement a tasking and tracking
process to allow managers to.audit, assess timeliness, and
validate the sequencing of tasking activities. Management
agreed to install automated tracking of tasldng and
detasking.

Although the collection architecture was
designed to produce one-end-foreign communications,
inadvertent collection of domestic communications occurred
and was addressed. The OIG recommended changes in
management reporting to improve the tracking and resolution
of inadvertent collection issues.

(U/ /20Y6) Corrective action has been completed for one of
the two recommendations.

174



(U/ fFOBO) This report was sent to SSCI on 31 May 2006.
and HPSCI on 2 January 2008 and was redacted at the
fequest of the White House.

11 Jul 2006 1‘7-‘579‘SI;6WF}-Supplemental Report to Review of Compliance
with Authorization Requirements.for ‘STELLARWIND U.S.

Content Collection (ST-04-0027.01)

’ ' ANFY- After issuing the original report,
the NSA OIG conduc:ted further research to determine:
whether Program officials were approving content tasking
requests based solely on metadata analysis. Using the
statistical sample in the original audit, the. OIG found no
instances of metadata analysis as the sole justification for
content tasking. In all cases tested, there was corroborating
evidence to support the tasking deCl.SlOl’l

(U/ /FOTO})-This report was sent to SSCI on 13 February
2007 and HPSCI on 2 January 2008.

5 Sep 2006 —(FS#SHMF}-Report on the Assessment of lanagement
Controls for Implementing the Foreign Intelligence
Surveillance Court Order: Telephony Business Records

(ST-06-0018)

} On 24 May 2006, the telephony
metadata portion of the PSP was transferred to FISC Order-
BR-06-05; In re Application of the Federal Bureau of
Investzgatlon for an Order Requmng the Productton. of Tapgible

—AFS5HNFOn 10 July 2006, in a memorandum with the
subject FISA Court Order: Telephony Business Records (ST-06-
0018), the NSA OIG issued “a report to the Director of NSA
45 days after the initiation of the activity [permitted by the
Order] assessing the adequacy of the management controls
for the processing and dissemination of U.S. person
information.” This report was issued with the Office of the
General Counsel’s concurrence as mandated by the Order.

—{FSLLSLL/NE) The “Report on the Assessment of Managenient
Controls for Implementing the Foreign Intelligence Survelllance

175



176

Cotirt Order: Telephony. Busiriess Records (ST-06-0018),”

5 September 2006, provided the details of the findings.of the
10.July memorandum and made formal recommendations. to
management

- *F Management controls governing the
processmg, dissemination, data security, and oversight of
telephony metadata and U.S. person information obtained
under the Order were adequate and in several aspects
exceeded the terms of the Order. However, due to ‘the risk
‘associated with the collection and processing of telephony-
metadata involving U.S. person information, the NSA OIG
recommended three additional controls regarding collection
procedures, reconciliation of audit logs, and segregation of
duties.

—(FSHSUMNFY-Collection Procedures:

: #NP-During an OIG review of collection procedu:
Pr r management dlscovered that. N SA was obtaining
‘ g with the:

. ' » : OGO admsed.ﬂ
_ |data shoulld have been §i ppressed from:
the incomirig data flow.. Immedlately, management blocked
the data from analysts’ view. Further, working with th_e
providers, Program management completed suppression of-
the suspect data on 11 October 2006 and agreed to
implement additional procedures to: prevent the collection. of
unauthorized data.

{FSHSHNF Reconciliation of Audit Logs

—ESHASHNE): Management controls were not in place to
verify that telephone numbers approved for querying were the
only numbers queried. Although audit logs dociimented the
queries of the archived metadata, the logs were not in a
usable format, and Program management did not routinely
use them to audit telephone numbers queried. Management
concurred with the recommendation to conduct periodic
reconciliations; however, action was contingent on the
approval of a Program management request for two additional
computer Programmers.




20 Dec. 2006

-{E/+NF The seven individuals with the authorlty to @pprove
queries also had.the ability to conduct queries under the
Order. Standard internal control practices require that key
duties and responsibilities be divided among different people
to feduce the risk of error.and fraud. Although Program
management concurred with the finding, it could not
implernent the recomnmendation due to staffing.and
operational nieeds. As an alternative, Program management
agreed to'develop a process to monitor indeperidently the
queries of the seven individuals. This action plan was
contingent on the developmerit of usable audit logs
recommended above,

(U/ fFEBO) Corrective action has been completed for one of
the three recommendations.

(U] fFOY0) This report was sent to SSCI on 13 February
2007-and. HPSCI on 2 January 2008.

_ ummary of OIG Oversight 2001-2006
STELLARWIND Program Activities (ST-07-0011)

—~{5/NF) On 20 December 2006, the OIG issued a report
summarizing OIG’s-oversight of the STELLARWIND Program
after five years of implementation.

(U/ /FPOY0O) This report was sent to SSCI on 13 February
2007 and HPSCI on 2 January 2008 and was redacted at the
request of the White House.

Stf -Assessment of flanagement Controls to
Implement the FISC Order Authorizing NSA to Collect
Information Using Pen Register and Trap and Trace
Devices (ST-06-0020)

he OIG reported that the
management cont ‘the collection,
dissemination, and data security of electronic
communications metadata and U.S. person information
obtained under the FISC Order authorizing NSA to collect
Internet metadata using PR/TT devices were adequate and in
several aspects exceeded the terms of the Order. Due to the _
risk associated with the processing of electronic
comimunications metadata involving U.S. person information,
additional controls were needed for processing and
monitoring queries made against PR/TT data, documenting
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5 Jul 2007

30.Juiie 2008

over51ght activities, and providing annual refresher training
on the terms of the Order.

(u/ /F@U@) Corrective action has beén completed for two of
the six recommeridations.

to SSCI

(U] /ROUYO)
and HPSCI ¢

~(FS#St/MFrDomestic Selector Tasking Justification Review
(ST-07-0017)

U/ /Fﬁﬁ@) The OIG conducted this review to détermine
whether tasking justification statements were supported with.
intelligence information consistent with sources cited in the
justifications.. The OIG identified some justifications
cotitaining errors; but there was no pattern of €rrors or
exaggeration of facts or intentional misstatements.

(U/ /FOYO) This report was sent to SSCI on 28 January 2008
and HPSCI on 28 January 2008.

Advisory Report on the Adequacy of
STELLARWIND Decompartmentation Plans (ST-08-0018)

At the request of the SID Program Manager for
CT Spemal Projects, the OIG assessed tlie adequacy of . NSA’s
plans to . remove data from the STELLARWIND compartment,
as guthorized by the Director of National Intelligence. On
30-June. 2008, the:OIG reported that NSA management had a
solid foundation of plannmg for decompa.rtmentatlon In
particular, the content, communication, and assignment of
supporting plans were adequate to provide reasonable
assurance of successfully removing data from the
STELLARWIND compartmerit, while complying with laws and
authorities. Management was also diligent in assessing the
scope and complexity of this undertaking. Although the OIG
made no formal recommendations, it suggested
improvements to develoep more detailed plans, set firm
milestones, and establish a feedback system to ensure that
plans were successfully implemented.

(U/ 86} This report was not sent to SSCI or HPSCL.
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(U) Presidential Notifications

~(5PSHS5PI:W—/~/-S{7L7‘G€—}NF)-Executwe Orders 12333 and 12863 require intelligence

agencies to report to the. President;. through the President’s Intelligence Oversight
Board; activities they have reason to believe may be unlawful or contrary to
executive order or presidential directive. Knowing that Board members were not
cleared, however, the NSA Director or Deputy Director reported the following
violations. of the Presidential Authorization and related authorities to the: President
through his Counsel, rather than through the Board. Each mnotification was
approved if not actually drafted by OIG. Some of the notifications werc not the
subject of the OIG reviews or investigations discussed in Appendix E.

(U) Date (U) Summary of Notification

Describes a delay of about 90 da: 5

ATS/HSHHAF) Describes the mvcstlgatmn mentmned above
regardmg metadata collectmnvmlatmns that occurred ‘under

instande, & report based on such datd went out, but it was not
cancelled because the same mformaticm was avajlable
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©

2

(U) Date

(U) Summaiy of Notification

: /M) Describes one instance of
madvertent collectlon of a call with both ends in the U.S. — a
; 1y known until it was listened to
howed the call as having a fore

-(ZIJS/—,LSI-;L;‘-N-F) Describes three incidents: The first involved a
one-digit typo resulting in one incorrectly tasked number. The
second’ involvéd a number improperly tasked for metadata
analysis. The operator discovered it almost immediately and
promptly removed it from tasking, The third involvedh

numbers that were not detasked in a timely fashion.

2 Aug 2005

. f‘fST;i‘SI‘]’TNF) Describes the evolving .

. Wefers to NSA work in developing

¥ Descnbes an mc1dent ’

for L months,

improperly collected was also properly acquiredi
*pursuant to statute, the dataflow was
terminated immediately upon discovery. Also, because the
improperly collected metadata had been forwarded to norn-
STELLARWIND databases, the Agency removed non-compliant
metadata from all affected databases, including those in which
STELLARWIND data is normally stored.




() Date

Eauthorxzed targetmg of properly tasked B
'telephone numbers result i -

tnonitorin, .
was corrected and all madvertenﬂy collectea recmd 3 were

deleted.

‘ -authonzed targetmg of properly tasked :
e

telephone numbers resulted

No reporting was generated,
“collection was deleted.

Describes an instancé where a

and there was no ev1dence that U.S.-to-U.S. communicatioris
were collected, we could not certify. that the ﬁles were all one-
end foreign without reviewingf, ' . .

| files were deleted, and procedures used b

| were being reviewed.

} A second incident was reported in
which a typographical error res ntact chaining on a

ESLLSTLMLLST LOCINE
U.5. telephorne number with nowafﬁliaﬁon. The

telephone number was rechecked, and the error was corrected.
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Fort George G. Meade, Maryland

UNITED STATES
SIGMALS INTELLIGENCE
DIRECTIVE
18

27 July 1993

INCLUDES CHANGES 1 and 2

See Latter of Pramulgation far insiructions on reproductian or release of this dosurmen:,
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NATIONAL SEGURITY AGENCY
CENTRAL SEGURITY SERVICE

Fort George G. Meade, Maryﬂawd

27 July 1993
UNITED STATES SIGNALS INTELLIGENGE DIRECTIVE
(USSID)
18

LEGAL COMPLIANGE AND ’*HT IR,
FPROCERDURES {H '

LETTER OF PREOMULGATION

(Uy This USSID prascribes palicies and praseducas and assigns resconsiblities to-ensure that the
missiang and (unctions of the Unit ed Btaias SIGINT System (USSS) are eonducted lir s manese that
sisfsquarda-the-conslitutinnal rights ol U.S. persans,

oM

(Ly This USSID has aeea complately rawritten to make |t shorter and easier to undaestand, It

-"‘Jnsmut A summary ol i laws and reguotalions diredtly affeating USSS operations, AllUSSS wsrsannel

whao eelizst, piocess, refain, or dissaminala infarmatiion-to, {rom or-aboul U.S.perstns . of persons in'tha
United Blates must be [amiliar with its contants.

FEHer This USSID supersades USSID 18, and USSID 18, Arnax A (distibuted separatsty to
selacted reciplents), botiv of which are dated 20 Qctober 1980, and must now be deslroyad. totlfy
DIRNSA/CHGSS (USSID Marizgen if ihis edifion of USSID 1815 dealro/»—d hecause otan gmgrgency astion;
otharyrise, request approval ft'J'Tl DIRN‘W’CHGSS hefare diestroying ihls USSIO,

~FEoy Belrasa or ekpasura of this documant fo contractors and ¢onsutants withgul apprewvat from
the USS1D Minagar is pronibited, Instructicns applicatle to ridlease oraxposure of USSID to contractars.and
sensultants may be foundin USSID 19,

—~EQLOL Questions and ccmrne l

s concegning his LSS shiuld be addrassed o the Gilice of the
Gangral Caunzel, NSA/CSS, NSTS 953-3 =

D i
2l

JIMeCONMELL
Vice Admiral, U.S. Navy
Dlractor
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LEGAL COMPLIANCE AND
MINIMEZATION PROCEDURES (U)

SECTION 1 -~ PREFACE

1.1, (U) The Fourth Amendinent to the United States Censtitution protecis afl-U.S. persons anywhere
in the world-and il persons within'the United States (rorm unreasonable saarches and seizuresby any passon
or-agercy asting on behall of the U.S, Govarnmant, The Supreme Court has ruled that the intercegiion of
elacironic communications is a ssarch 2nd seizure within tha meéarding of tha Fourlh Amendment, |t is
therglora mandatory thad signzls inteligance (SIGIMT) operations be condusied: pursuant W precadures
which meat tha reagonabienass requiraments of the Furh Amendment.

1.2, (U} In daterntining whetner United States SIGINT System (USSS) operations Are reasonstie.”
il s necessary to balancy the U8, Government's need for forgian intelligence information and the privacy
imerests of parsons protacted by the Founh Amendment, ':;lrl:(lng that balance has conswned much tina
and sffort by all branches of tha United States Governmant. The results of that étfort ara reflecied in tha
ratarences listad in Szction 2 helow. Togetiiar, thase raferences. requira the minimization of U.S, parson
Informatian collégied, processad, retained or dissaminated by the USSS, Tha purposs of this document is
ta implamant hesa minimizalion reduiremants.

1.3, (U) Szvacal themas rur throughout this USSID. The most important is that inteligenca operziions
and-the protection of constitutional dignts are not lncompaiitite, 1t is not necessary to deny lagitimale {oreign
inteliigznce colfection or suppress leglimate faraign intzlizeence information to protact the Fauih Amencmant
righls-of 1S, parsons.

14, () Finally, thase minimizalion procedures implement tha constitutional princigle of
rzasonablenass” oy oiving diftersnt categorles of Individuals and entities different lavals of protéction, Thase
!evela rangs (rom the ttlngant protection accorded U.S. citizans and parmarent resident aliensin the United
States to provislons. rzlaling to {orslgn diplomats intha U.S. These differsnces reflzel yat anothiér main theme
of thess precedurss, that s, that the focuv al 2ll foreign intaligancse oparations is On foraign endities and
DErsons,

SECTION 2 — REFERENCES

21, (Uy Raferences

a. 50 U.S.C. 1801, et seq.. Forgign Intelligance Surveillance Act (FISA) of 1978, Pulilic Law
No. 93-511,

b. Executive Ordar 12333, "United Statas intalligence Adtivities," catad 4 Dacember 1331,
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c. Dol Direchive 52401, “Activities of DoD intelligence bompnnm s {hat Affect UiS, Parsons,!
dated 25 April 1938.

d.. NSAICSS Dirsctiva Mo. 10-30, "Procedures Goveming Aclivities, of NSA/CSS that Atfest
LS. Parrnns." dated 20 Szptembser 1990.

SECTION 3 - POLICY

3.1, {U) Tne policy of the USSS is to TARGET or COLLECT only FOREIGN COMMUNICATIONS.
The US3S wilt not intentionally GOLLECT communisations o, from or about U.S. PERSONS of parscns ar
entities in the U.S. exespt as sel forth in this USSID. If the USSS Inadvartently COLLECTS such
commitinizations, it will process, retain and Gissaminata tham orily in accordancs with this USSID.

SECTION ¢4 -~ COLLECTION

Lizh are known (o be to, from or about 3 U8, PERSON
- - - . il nstbe intertionally intafezpted, or seleet xdlhrOujhlha use
A oeLEGT] IUN TEHM e‘(wpl in. t“m Iolioving instances:

B

1

& With tha approval of the United States Foreign Infeliigance Survalliance Court under tha
conditions aullined in Ahaexk A of (his USSI,

b. With the.approval of the Atternay Ganaral of the Unlled Statss, ifi
{1) Th2 COLLECTIOMs direcledagainst tha fallawing:

(3] Commuricalionsta or from U5, PERSONS ouiside the UNITED STATES, ar

(b __laternational communications to, frarm,

- . A

(6) Communications wiich arz not to ar Irerm but mefely about U.S. PERSONS
{wheravar locatad).

S Y=TY

{21 Thzrcersonlsan AGENT OF A FORZIGH POWER, and

(31 The purpesze of the COLLECTICN is to acquira signifizant FOREIGN INTSLLIGENCE
whormigiian,

c. With the approval of the Director, Maticnal Securily Agercy/Chiaf, Centeal Security Sar/ice
{DISNSACHIESS), su long as the COLLECTION neesd not be apgroved by the Forsign Inteligencs
Surveitanea Court or the Attomey General, and

(1) Tha psrson nas COMSENTED lo the COLLECTIOM by executing onz of the
CGOMSEMT torms containad in Annex H. ar
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* Gapitalized words in Sections 3 through 9 ara defined tarms in Szclion 9.

(8) The person is reasonably believed to bz held captive by & FOREIGN POWER. or group
engaded in INTERNATICNAL TERRORS&:M or

oo

(4) The COLLECTION Is diracted against . ' lbetween a 4.3,
PERSON in the UNITER STATES and a foreign aatity outside th UN] (ED STATES. tha TARGET is tha
foreign entity, and the DIRNSAICHCSS has approved the COLLECTION in accordance with Annex K, ar

‘ (5) Technicaldevices (g B 00 L ] are emmployed to
limit acquisition by lhe USSS to commiunicallons. to gr fmm the 'TAFIGET ar _ fprmsz of
comiunications used by the TARGET (s.a.p -

the COLLECTION 5 diracted zqairist] ﬁ - ] .nllm,

commurigasions with-ona COMMUNIGANT Tn: 1ﬁ—U‘MTED STATES and e TARGET of thu GOLLPCTJOP\
18 :

(a) Anon-U.5. PERSDN igcated oulsida the UNITED STATE :E
" ' — v N

{6) Copies of approvals granted by the DIRNSAJCHCSo under \hase provisions will ba
retzned in tha Olfica of Genzral Counsal for ravigw by the Attornay General,

€. Emargency Situalions,

(1) In emergency situations, DIRNSA/CHCSS may authorize the COLLECTION of
information te, fcom, arakoul & U.S, PERSON wha is oulsida tha UNITED STATES when s2curing the prior

-approval of Ihe Alierney General is.not practical becauss:

(a) Thie time requirsd to obfain such approval would result in the lass of sigaificant
FOREIGH INTELLIGENCE and would cause substantial larm 4 the national securiiy.

(b) A parsan's fifg or physical safety ls reasonably bafievad o ba in imrnadiale
danger.

(¢} Tha physical security of a delgnse installation Or gowecnmant groperly is
reasonably belizvad to be in immediatz daager.

{2) In lhose cases whare he DIANSA/CHCSS authgrizes emargancy COLLECTION,
except oz actions takan under paragraph d.{1){b) above, IRNSA/CHCSS shall find that theee is prabable
causse that the TARGET mests o2 of the following criterda:

{3) A person who, for or ort behall of 3 FOREIGN PGWER, is erigaged in clandasting
rkalligeriog activitizs (Including covert astivities intended tw affect the political or governmental pras&ss),

L 2nd the DIRNSA/GHCSS has appraved the COLLECTION I accordance with Annex
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sabotage, or INTERNATIONAL TERRORIST activities, or aclivilies in greparation for INTERNATIONAL
TEARORIST aclivilles; or who canspires with, or krowirigly alds and abets a parson engaging it sueh
activities,

(b) A parson who is n officer or employee of a FOREIGN POWER,

{c) A parson. unlawdully acting for, or pursuant ta the direction of, a FOREIGH

‘POWER The-mara fact that a person's activities. may benefit or {urlii the aims of a FOREIGN POWER is

not enatsgh ta bring that person Under tnis subsection, absent evidence that the person is taking dinaction
trom, ar acting in kaowing concarl wish, tha FOREIGN POWER.

) A CORPORATIOM orother entity that is owned ¢r controlied directly or indirectly
by a FOREIGN POWER.

(e) A psrson in contact with, or acting In collaberation with, an intalfganca or security
sanvice ul a toreign pawer for tha purpose of pro*vlqu access {o information ar maierial ciassifiad by the
United Staiss to which such persen has acoess.

(31 In all casys whare amergensy collzetlan I authorized, the. folfowing staps shail i
laksy

@ The Gaaaeal Counsel wiil be notlfied Immadiately that the COLLECTION has
staried.

{b) The Gznatal Courisel will Initiate Immediate gHons {6 obtain Atormngy Generat
approval to-continue 1he eallection. i Attorney General dpproval Is nat-obtainzd within seventy bwo tours; the
COLLECTION will b termifiated, | the Attarney General agprovies the COLLECTION, it may continua tor
lie peticd spacitied In the appraval.

a. Annual rapons 1o the Atorney Gensral are required for COLLECTION conducted unider
paragraphs 4.1.6.(3) and (4L H“'prUbelb analhytic officas will provide such ragorts throlgh the Deputy
Direcior for Opatatlons {0DO) and the General Counse! 1o the DIRNSA/CHCSS for fransmitial ta the Attcrtey
General big 31 Jarwary of each year, :

4.3. (W Incldental Acguisition of .S, PERSON Information. Iniormation fe, from cr about U.S.
PERSOMS acquired Incidentally as a resul! of COLLECTION directed against appropriate FORE:GH
IMTELLIGENCE TARGETS may be retained and pracessed in accordanca wilh Sactien & and Section 3 of

s USSID,
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44, 56603 Nonresidzat Aliert TARGETS Entering the UNITED STATES.

1 the:communications ¢f“a nonrasidant atian located abroadl ¢ Leing TARGETED and the
usss l=arns thdt the ndividual ha's entered the UNITED: STATES, COLLECTION may continue for a pariod
ot 72 hours provided that the DISNSA/CHESS is aduised immedialely anct
thy Immediate ¢ffcrs are fnitiated to obtain Attorney Genaral-appéaval, ar
(2) A determination is made within the 72 hour period that the

b, If Altomey General 2pproval is obtained, the COLLECTION may continuz forthe tength of
time:specifisd In“the approval,

c. W ilsdetermingd thal ", GOLLEGTHON may sontinue

al he digcretion ol the- uperdt oral =fr~rn:=m

, . : “ral approval s ot obtained within 72
hours, COLLECTION mus( ba terrr"mnted = | Atorney Ganeral approval is

Dbrampd -of the Individual lzavesthe UNITED' STATES
45, ~S-86¢) U.5, PERSON TARGETS Entering the UNITED-STATES.
i cammunicatians 10, from or about 2 U.3. PERSON focated otside the UMITED STATES
are baing COLL‘(,TED under Allomey Gensral approval desceibed in- Section 4id.b. above, the
COLLECTION must stop when tha-USSS fearna What the individual has entered the BRITED STATES.

. Whilg the individual is in tha UNITED STATES, COLLECTION may ke cesumed oniy witer e
apgroval of the United Sttes Forsion Intgkigenc2 Survailance Court as descrivadin Annex A,

(g 1A AHGET U.5 PEP&ON All m‘cgsals far COLLECTION against t).S.
= ' ' . " ' . must be submitied throunh
thr DDO and the General Gnumel to te DlRNbNLHLmb 107 raview. )

47, ~&-EEer Dlrechon Findirg, Use of direstion finding solzly o daterming the. location of a
transmitter losated cutside of the UMITED STATES does not constituts ELECTROMIC SURVEILLANCE or
COLLECTION zvan i dlractad at transmittars beliavéd to bie usad by 5, PERSOMS, Unlezss COLLECTION
ol the commilnications is otherwise awthorlzed undar thase proceduras, the ¢anténts of communizations o
which a U.S. PERSOM is a parly mpnitored in tha course of dirastion linding may nnly te used to ldeatify the
trangsitter,

4.8, {U) Dislress Signals. Distress signals may ba inteentionally collected, pretessed. retainiad, r.d
disseminated without regaed ta ths restrictions containad in tnis USSID.

4.8, (V) COUMSEC Monitoring arid Secutity Testing of Automatad Information Systerss. Menitoring
for communicalions security purposes must be conducted with the consent of thz persan bzing monitored
and in accordance with Ihe procsdures established in National Telecaramueications and Informaticn Systems
Sacurity Diractive 500, Commuricalions Secusily (COMSEG) Monftaring, dated 10 April 1930, Manitoring tar
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communications secusity. purposes is not governed by this USSID, Infrusiva security testing to assess
sacurity vulnesehiftiss inautomated information systems likewise is nat governed by this USSID,

SECTION 5 ~ PROCESSING

a1, 58eor Ussol Selection Terms: During Processing, _
Whan a SELEGTIOM TERM is Intended ta INTEACEPT a ¢ommunication on: the basis-of the conteiif of the:
communication, or because a communication.ls erciphered, ratlier than on the basis of the ldantity of the
COMBMUNICANT -or the fact that the communlcation mentians a particular individual, the {ollowing rules apply:

mGEaE il e obxalnr'd by use of su-’h SELECTION TEI'{M

b.. No SELECTION TERM hat has resuttad in tha INTERCEPTION of a eignitican! numbier of

“comradnications 1o fram such parsons or entiizs may ba used unless there s reascn to-balievis that

FOREIGN INTELLIGENCE will b obtained.

-SELECTIGN TERMS Ihat have resulted or are reascnably: liksly ta result ir the
INT ERuFPTIQN of communicatians te-or Irom sush parsons ar entities shafl Ge: desigred to defeat, {3 the
graatest exbenlpracticabla-under tha circumstances, the INTERCEPTIOMN loosucommunlcattons vwihich
de nat cantain FORELGN INTELLIGENG

5.2, 485689 Annual Review by DDO.

a. Al SELECTION TER! WS (hat ard reasonzbly likely (0 rasuil in the INTERCEPTICH of

communications to or frem & (.8 PERSON or termis that hava régulted in the INTERCEPTION of a signifizant
numbaer of sticre communicatinns shallbs rvwe;-.'ed.ar'nually by the DDO ora-designas.

b. Tha purpose of the raview shall bs ta determine whathar there is reason to belisve, (vai
F O (:M INTELLIGENGE wil ba obtainzd, or will condirsue to b3 abtainad, by the usz of thasa SELECTION

c. Acopy of the results of the raviaw will bg providad to the Inspectar General and the Genaral
Caounsal.

5.3. —tE-E66) Farvarding of Intercepied Material, FOREIGN COMMUNICATIONS collzcled by the
1}SSS may te lorwardierf as intercentad to (S.4, intarmeglate pracassing facilifies, =nd cellaberaling centers.

8.4, —&-5SOT MNonfaralkyn Communicalions

a. Communications behween parsons In the UNITED STATES. Privats radic commueaical ons
sclely betwaen parsons in thg UNITED STATES inadvarienlly intarcapted during the COLLECTION of
FOREIGH COMMUNICATIONS wilf be promnll,f deslroyad unless tha Atiornay Genersl deterriinias that tha
oontents indicate a threat of death or seriaus dadky harm ie any person.
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b. Cammunications: belwaen .5, PERSONS. Commudicatiors: solely batween US.

PERSONS wil be treated as folfaws:

(1) Communications safely betwaen U.S, PERSONS inadvertently intercepted during the
COLLECTION of FGREIGN COMMUNICATIONS will be destroyed upon recognition, if tachaitally possibile.

except as provided In paragtaph 5.4.0. balow.

(&) Notvmhstandmg the preceding provision, ciyptolegic data (e.g., signaf and
encipherment information) and technical communications data (e.q. circuit usage) may ba extracted and
retained fromthosa communicalions if necassary to:

(a) Establish o maintain intarcept, ar
by Wlinimlze unwanted fntercent, of
(o) Support cryptoiogic operations eefated 10 FOREIGMN COMMUNICATIONS.

. Communications Involving an Ofiicer or Employee of the U.S. Government.
Gornmunications. io-or [rom any aliicer ar employea of the U.S. Govarrimisnt, of any-state.or ezl govarnment,
will iothe Imentmna!ly intercepted. Inadvarient INTERCEPTIONS of such.communicalicns (including thass
batwaen loreign TARGETS and U. S. officials) Il ba reated as Indicated in baragraphs 5.4.a. and by, abova.

~di Exceplions! Nobwithstanding he provisions of paragraphs 54b. and c., tha
DIRNSA/CHESS may waive. 1he destrustion reguirement for interational communications contaiping, inter
alia, tha-{ottowing types af Information:

() Significant FOREIGN INTELLIGENCE, o

(2y  £vidense of a crime or thraal of daath or §&rious bodilyt hdrm o &ny oarson. o

(3) Anomalizs that reveal a potentiat vulnarability 10 U.S. comrmunications sscudty.
Cemetiunications forwhich the Atterney Gansrat or DIRNSA/CHESS's watier is sought shizuld ba foryardad
to NSA/CSS, Aftrir P2,

5.5, ~H-0E04 Radio Communications wiih 2 Terminal In the UM TED STATES,

a Al radio communicalions that pass over channels with a terminatin tha GNITED STATES
rnust ba procassad through & computer stan dictionary or-simitar davic2 Unlass thase communications gcaur
ver channels usad exclugively by a FOREIGN POWER,

1t eameng ipag that pass over channals with 3 terminal
in the UNITED STATESE. = . L | communications, may be processad
without the use of a computer scan dl'*tzona:y or wrmh,r dewca af necassar}v to determine whether a channal
containg canymunications of FOREIGN MTELLIGENCE interest which NSA may wish tg collect. Such

b. Internat

processing nmay nit sxcee d.two heurs withoul the speciic prior writter gppraval of tha DDO &nd, in any avant,

shall be limited to the minimum amiount of time necessary to datermine the nature of cemmunications on th
ghanmal and 1he amount of such communpizations that include FOREIGM- IMTELLIGEMCE. Onca i i
determined that this channe! contains sulficient communications of FOREIGN INTELLIGENGE interest o
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warrant COLEEGTION and exploitatiort to produce FOREIGN INTELLIGENCE, & computer scan diclionary
or gimifar devica must ba used for additional processing.

¢. Copies of 4llDCO written approvals raads pursuant to 5:5.b. must be provided to the General
Counszl and the Inspector General,

SECTION 6 ~ RETENTION

6.1. —5-8664 Retantion of Communications to, from or AboutU.8, PEASONS.

& Exceptas otharwisa providad in Annex A, Appendix 1, Section 4, communications tg, from
ar about U,S. PERSONS that arz interceptad by tha USSS may be retainad tn their ariginal or transcrihed
farm-anly as lallows:

(1} Unenciphered commiunications not thought to contaln secrat meaning may be reta’ned
for-fiva years unless the DOO determinas in writing that retention for a fongee period 1s required to cespond
t0 awthorized FOREIGH INTELLIGEMGE reguiramanis.

(2) Communications recessary to mainiain tachnical databases for cryptanalytic or lraffic
analytic purposes may be retainedfor a perlod sufticiant to aflow a thosough explaitation and to permit 2ccess
by daid (2t ars, or are reasonably bislizved.tkaly to became, ralavant to & current or {uiure FOREIGH
INTELLIGENCE requirement. Sufficlen! duraiion may vary with the nature of the exploitaticn and may consist
of any pariod nf tima durirg which ths 1echnical dala basz is subject to, orof Use in, cryptanalysis. li-a-U.S.
PEBSOM'S idanity Is not nad¢essary. to maintaiming tecnnical databases, it should be delated or replazed by
a garnsris lerni when practicable.

b. Communications which: could bs disszminated undsr Section 7, below (ie. withoul
giiminalion of refzrences to U.8. FERSOMNS) may ba eztained In their originat or transcribad (G,

B.2. TI8CCGT Access. Access lo maw {railic storagae systems which cantain [denlities of U.S,
PERSOMS rmust be limited to SIGINT groduction personnsl,

SECTION 7 - DISSEMINATION

7.1, —tE=8€06r Facus of SIGIMNT Repans. Al SIGINT reports will be vritten so 25 to facus solaly on
e activitles of fereign entilies and parsons and thair agants. Excaptas provided in Section 7.2., FOREIGN
[MTELLIGENCE irdarmation congarning U.S. PERSONS must be dizsemingted in a mannar which dees not
idantify the U.S. PERSUON,. Geaneric or ganeral 12rms o¢ phirases must be substituted for the identity (2.g.,
“U.5. Tirrn” for the spacific nanz of a U.S. CORPORATION or “UJ.&. PERSON” for the specific name of a U, S,
PERSOM), Filzs contaitiing the idenlities ¢fU.S. parsans deleted from SIGIMT reports will bia maintained far
a mazimum period of onne yaar and any requssls from SIGINT custornars for such identities should be referred
9 PO2.

7.2, -5-6C0r Disseminalind of 1S, PERSCN Idantities. 8IGINT reports may include the
ideatification of 2 U.S. PERSOM only il one of thz fallowing conifitions s imiet and a diztermination is made
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by the-appropriate approval asthasity that g recipient has a read for the identity for the perfarmance: of his
offictal duties:

a. Thel).S. PERSON has:CONSENTED io the dissamination of communicalions of, or.abaut,

‘him or hér and has executad the COMNSENT farm found in Anaex H of this USSID, or

. ‘Theinformation is PUBLICLY AVAILABLE (i.e., the information is. derlved from unclassifize
information avaifabrs to the genserat ptiblic), o

¢. Thaldentity of the U.S, PERSON Isnecessary to-understand tha FOREIGN INTELLIGENCE
informatinn or assess its imponance. The fellowing nonaxelusive list contains examples of the typa ol
infermation that meet this standard:

(1) FOREIGN POWER or AGENT OF A FOREIGN POWER. Tha informaton indinates

that the U:S. PERSON |s 2 FOREIGM POIVWER or an AGENT OF A FOREIGN POWER,

_ {25 Unausherized Disciosura of Classifizd Infarmasion. Tha Information indlcates that ihe
U.8: PERSOM may bs-engaged in tha unaulhorized disclosure of ¢iassified inforriiation.

(8) Intemational Narcotics Activity; Tha:Informatian: Indicates that tha individual may
engagedin international narcatics lraificking aciivities, (Sea Annex J of this USSID for furthsr lnforma‘ 0'1
cangeining individuals invaived in imternational nzircotics tafiicking).

v {4)  Criminal Activity. The information Is evidence that the individual may be involved ina
erime thal has been, is being, or ls about to be committed, provided that tha dissemination is for faw
anforcemant purposas.

‘ (53 Inteligence TARGET. THe Information indicatzs that tha U.S. PERSON may be ths
TASGET of hosﬂlein’.ell.gan 3 L.twmc of a FOREIGN ROWER,

(8) Thraatla Safaly. The intormation indicatas:that tha idantity of ths U.S. PERSQIM i
patinent to & possible threat to e salaly of any passon or orgdnl’/alion, including those who are TARGETS.
viclirns of hostagad ol INTERMATIOMAL TERAORIST erganizations. Reporing units shall identiy to P02
any report cuntalmng tha icientity of a U.S, PERSONM rzgorted under this subsecilon (8). Fleld reporiing 1o
POZ should be in the fasm of a CRITICOMI message (DI XAD) and inGluds ths report date-time-group
(D'TG), praduct serial numher and tha réason {or irclusion af the U.S. PERSON'S ideantity.

{7} Semigr Executiva Branch Oificizls, The idantity ia. thal of a.senior offiglal of the Exacutive

Branch of tha U.S. Governiment, In this case only the official's tile will b2 dissaminated. Domestis patitca:
or persanal information en. such individuals will b2 nelther disseminated nor reainad.

7.3. —{S-E897T Approval Autherities. Approval aulharitizs for the releass of idanlities of U.S. parscn
under Section 7 are as fellows:

g, DIRNSA/CHCSS. DIRMSA/CHCSS must agprove dissemination of:

{1) The identities of any seriator, congrassman, officar. or saployaa of the Legislalive
Brangh of thg U.5. Governmeni.

209



206

USSID 18
37 July 1993

(2). Theidenltty af any person forlaw enforcement purnoses.

b. Field Units and NSA Headguartars Elemenls. All SIGINT pradustion organizations are-
aulnorized o disseminate the identities of U.S, PEASONS whan:

{1} The ideniity 1s pertinent to the safely.of any person orerganization.

() Thaldentity Is that of a senior-ofilclal of the Execttive Branch..

{3y ThaU.S. PERSOM has CONSEMNTED under paragraph 7.2.3. bova.

¢. DDO and Designaes.

(1} In alt other cases, U.S. PERSON idantities may he: released aniy with the pricr appraval
of the Dzputy Birector for Operations, tha Assistant Dﬂput'l Dxrecfor for Operations, the Chiel; P03, the
Daputy Chief, P02, or, In their zbsencs, the Senior Operationa Qificer of tha Nafional SIGINT Qgarat:oris
Cartar. The 00 or ADDO shall revizw all U3 ientitias released by these designees 2s soon as practieable

Alter ha rilgase is mada,

(1} Forlaw enforcemsnt purpeses irvalving narcolics relatad informatian, DIRNSA has
grartéd to.the HDO authority to disseminate U.8, identifies.. This-autharity may not be furthar cleleqated.

T4 (LY Privileged Cornmunicgtions and Criminal Activily.  All propesed disseminations of
infarrmatian uon;tuutmg U.S. PERSON privilegad communications (&.q.. a{torney!cllnnt doetor/patiznit) and
altinfarmition concesnicg criminal adtivities or criminal or judicial proceedings.in tha UNITED STATES must

ba revigwad by the Office of Genaral Counsel priar lo dissernination,

7.5, ()1 Improper Digserninatlon, 1 thaname of LS. PERSOM is Imgroperly disseminated, the
incident should be réportad to PO2 within 24 hours of digcovery of the error.

SECTION 8 - RESPONSIBILITIES
81. W) Inspecior Gansral,

Ths Inspector Genaral shall;

=, Condugst regulas ingpections and paiform gensral gvarsiohi of NSA'CSS aclivities to ensure
cnmalianca with this USSID.

b. Es ahli

&N m JJ’J ares lar repanting by Key Compenent and Figld Chiefs of their activities and
practicss for oversight pur

2. Rezport to the DIRNSACCHCSS, annually by 3t Octaizar, concerning NSA/CES compiiarca

with this LUSSID.

3, Repor guarierly with the DIRNSAKCHCSS and Genzral Counzel to the Presidant's
intzlligance. Oversight Board through the Assistant (o the Secrslary of Defsnse (ntalligance Qvarsight).

FANDLE YA COMINT OF A
(AR R Pkl

TR TR I
111




HSSID 18
¥ Jiily 1993

82. (U) Generat Coungel, The Gerieral Counselshall:

a. Provida l8gal advics and assislance ta all elements of the USSS regarcing SIGINT activitles,
Requests for legal advice on any aspect of thesa ocedurgs shou dibe sent by CRITICOMM to DD XD!, or
hy NSACSS secure: telephone 963-3121, 0ff 1 .

b. Prepareaad process:ali applications for. Foreign Intelligence Survaillanca Court orders and
reguests.for Atorney General agprovals raquirad by thesa procstlures.

G. Advise tha tnspector Generalin inspections: and oversight of USSS activities.

d. Review and assess fof legal implicalions as r2quested by the DIRNSA/CHCSS, Dapuly
Ditsctor, Inspactor Genaral or Kay Components Chief, all naw major requiremants and internally ganeratad
USSS activitias.

. Ativisa USSS personnel of new legialatign ard case faw that may alfect USSS missions,
functions, oparatlons, activitizg, or praclices.

b, Aeport as raquirad to the Altorney Generai andthe Prasident’s Inteiligence Quersignt Board
and pravide copies ol such raporis foihe DIRNSA/CHCSS and afiectzd agency afements.

g. Process requasis from any DaD intetligence component for 3uthanty i us2. signals as
dascribed In Progadurad, Part 5, of DoD 5240.1-8, for penods In excass of 90 daysin tha devalopmerit, test,
orcalibration of BLECTROMIC SUHVE!LLANCE equipment and- ather equipmant thatl can Intanzapt
cammunications.

8.3, (L)) Deputy Director ior Cparalions (BDQ).
The DDO shayi:

a, Engura that alb SIGINT -preduction parsornet understand and maintain a Tgh dagres of
awareness ant sensitivily lo tha requirements of this USSID,

b, Apply the provw:ons o this USSID i aff SIGIMT preduction activities. The DDQ stai focat
going for USSID 18 matters is P02 (use CRITICOMM DDI XAC),

. Conducl necessary revigws of SIGINT produstion activities and graclices te ensurg
conslstancy with this USSID.

g, Ensure that all vesw major requirerrents jevied on the USSS or intzrralky gensratzd activiias
are considared for revisw by the General Counsel. Al activitles that raise questicns ol faw or the proper
interpretation of this USSID must ba raviawed dy the Ganeral Counsel prior ta acsaptancs or uxecution,

8.4, Uy AliElements of the USSS. Al elaments of the USSS shall:

2. lmplementthis diractive upon.sacsipl.

b. Prepare aew preeedures o amaend or supplement. e4isting precedurss as raquirad 19 2nsura
adheranse to this USSID. A ¢copy of such procadures shall hs forwarded to NSA/CSS, Atin FD2.
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¢, Immediately inform the-DDO of any tasking or instruclions that appear to require actlens at
watianes with this USSID.

d. Promplly raport (o tha NSA Inspector General and consult with the NSA Genaral Gounsel
an all activities that may raise 4 question of complianca with this USSID,

'SECTION 9 — DEFINITIONS

9.1. {8666y AGENT OF & FOREIGN POWER means:
d, Anyperson, other than aU.S, PEASON, who:

(1) Actsinthe UNITED STATES as an afficer af smployee of a FOAEIGN POWER, ar ds
a member of a group engaged in INTERNATIOMAL TERRORISM o activilies in preparaticn ihergfor ur

(2) .Agis.dor or-on behalf of,a FOREIGH POWER that ergages in.clandesting Inteliy 2nce

zolivities in the UNITED STATES:contrary to thz interasls of the UNMITED STATES, when the cireumsiancas

of such-p2rson's presncein-lhe UNITED STATES indicate that such parsorm may engade‘in such activities

in the UMITED:STATES, or when such persen knowingly aids ¢r abets any pecson In lna conduct.of such
aclivilizg of knowingly conspires with any person to-engage In such activities; or

. Any person, including & U.S. PERSON, whoy

(1 Krowingly 2ngages in clandesting irkelligance galharing activities for, or on: behail of,
3 FOREIGN POWER, which aclivities invaive, or may lnvolva, a violatian of the criming siatutas 0:" she
UNITED STATES: or

(%) Pursuantto e ditaction of s intelligance saivice or network of 2 FOSEIGN POWER
koowingly engages in any other-clandesting irelligence activitias for, or.on behalf of, such rORESGN
POWER, which aetwitios Involye ar ara 2boutta Invalvs, a vialation of the criminal statutas of the UNITED
STATES: ¢r

{3) Knowingly engagss in sabotags or INTERNATIONAL TERRORISM, ar agtivities ihat
ars in preparation therefor, for of on pekall of @ FOREIGN POWER; or

(1) Knawiiigly aids cr sbsts any person in the condust of achivilizs describad in paragraghs
8.1.h.{i) through (3) or knowingly conspires with any person to engage in those activitigs,

¢. Foralt purposgs other than (1 conduct of ELECTRANIC SURVEILLANCE as defined by

tha Foreign Inteliigencs Surseiliance Act (see Aninex A}, the phrasa "AGENT OF A FOREIGN POWER" zlso
maans any peesan, including U.S. PERSONS outsice the UNITED STATES, who are ¢iticers or employ22s
ol a FOREIGN POWER, ar who act unlawiully for or pursuact to the diraction of a FQREIGM POWEE, or
v Are in sontact with er zcting in coilaboration with an Iniatligence or secusity service ot a FORE GN
POWER for the purposa of providing 2ccess to information ar rnaterial classified by the UNITED STATES
Geovernment and to which the person has or has had accasa. The mers lact that a parsen's astivites may
canefit or furthar the aims of @ FOREIGN POVWER is nat encugh to bring that parson under this provis on,
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absent avidence that the parson is taking direction from or acting i knowing concart with & FOREIGH
POWER:

92, {6 COLLECTION rmeans Intentional tasking or SELECTION of identified nangublie
¢ommyricatians for'subsgquerit-processing aicmid 3t reporting or retention as & fife record,

9:3. (U COMMUNICANT rizans a sender or interdad reciplent of & eommunicatics.

4. (U) COMMUNICATIONS ABOUT A US, PERSON are those in which the U.S. PERSON is
Ideatified in tha communication. A U.S. PERSON isidenlified when the person's nama, unigue tm B, 2ddress,
or other persanal identifier Is revealed in tha communication in the context of activitles condueted by that
person of Zctivities conducted by oihers and related to that parsan, A mera referencs to a product by trand
nams or manufacturer's nama, 2.9. *Boeing 707" isnot an ideanfification of @ U.S. person.

9.5.  (Uy COMSENT, for SIGINT gurposes, means an agréement by a person.or organization 1o psrrrxit
the USSS to fake parloufar actions that affect tha parsen or arganization, An-agrésment.by an organization
with tha Naticnal Security Agercy to permit COLLECTION of information shall be deémed vaid CONGENT
i given en behall of such erganizallan by an:oficial or governing bedy determingg by the Genetal Counssl,
Na:ion\al Security Aganey, to have actual ar agparent authority to make sucty an agreemerit.

9:8.  (U) CORPORATIONS, for purposes af this USSID, are ertities legally recognized as separais
from tha persons who farmed, own, or run thern. CORPORATIONS have the nationality af the nation state
under whaose laws thay were foamed. Thus, CORPORATIONS incomporaied under IINITED STATES tedéral
or state law are U.S, PERSONS,

8.7, (U) ELECTROMIC SURVEILLANGE mazns!

a. Inths casa of an electronic. commurisasion, tha acquisition of a nonpublic communication
Hy afschronic means without the CONSENT of a persen wha is & parly ta the communication.

B Inthe.casa of 2 ranelectrenic communication, the acguisiticn of a nonpubliz communication
by efactronic means.without ihe CONSENMT of a persen who is visbly presant at the place of communécation.

¢.. Tnaterm ELECTRONIC SURVEILLANCE does riofinglude the use of ratia dicaction finding
Rruigment solelyto detamiing the location of a transmiltsr.

9.8, XSk FOREIGN COMMUNICATION means a sommunication that has at lgast cns
CONMMUNICANT oulside of tha UMITED STATES, or that is entirely amang FOREIGM POWERS or bebtwrzen
a FOREIGN POWER and cfiicials of a FOREWZM PO'WER, bul deses aotincludz ¢omenunications intarcepted
by ELECTRQONIC SURVEILLANCE directed at premisas in the UNITED STATES used peadominanlly for
residential purposss.

99. (U) FOREIGM INTELLIGENCE rnaans information relating to {he capabilities, Intentlons, and
activities of FOREIGN POWERS, organizations, or gersons, and for purposes af this USSID incltdes 20ih
positive cOREIGN INTELLIGENGE and caunwrinte,lliganue

9,10.  (U) FOREIGN POWER means!

o O gt .
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a. Aforeign gevemment or any companeat therest, whether or ot recegnized by the UNITED

b Afaction of a foreign naticn or natlons, not substantially composad of UMITED STATES
PERSQONMS,.

c. An entity that is openly acknowledged by a fereign government or goveraments b be

‘direeied ard conlrollad by such {areigr govarnment:or gavernments,

d. A group 8ngaged in INTERNATIONAL TERRORISM or activities i preparation thacelr,

e, A foreign-based political organlzation, not substantially composad of UNITED STATES
PERSONS, or

1. An-anlity that is directed and contralled by a lorsign goveroment or governmarits.

911, {U) INTERCEPTION means the gcquisition by tha UJ:';S thranigh electronic means of a
nongugic communicatinn to whish it is-not art Interdéd péarty, and the pracessing of the contants aof thal
communisaticn irto aa intelliginia ferm, dut does nat include the display of signals on visual cisplay devites
intendzd to pert the axamination of the tethnical charaeteristics of the: signals without rafaranca te s
information centent carrizd ity the slgnal.

5,12, (U) INTERNATICMNAL TERRORISM means zctivities that;
a3, lnviabes violent actsor acts dangerous to human lifa that are & violation of tha criralnal laws
o the UNITED STATES or of any State, or that vould be a criminatviolation  committad withia tha jurisdiction
¢f the UNITED. STATES or any State, ang

b, Appearto he Intandec:
(1)  ioistimidate orcoerca a civilian aspulation,
(2) loinfiusncethepolicy od a govarnment by intlmidation or coarcicn, or
{3p toafiacttre cenduct of a gaverirent by assassinaticn or kidnapping. and

e, Cecur totally oulsids the UNITED STATES, or transcend naticnal bountfarizs in tarms of the
means by which they are accomgiisnad, the parsons they appaar intended o coerce ar Intimidate, or he
lacafa In which their parpatralers ¢perate or sesk asvlum,

9,13, (U} PUBLICLY AVAILABLE INFORMATION means inforrmation hat has been publishec or
hroadeas! jor ganeral gublic consumptian, Is available o rRquizst to.a mamber of the general gublic, has b-2en
saen af heard by A casual obzanver, or is made availatle st a mesting open io the ganaral public,

.14, —(V)—SELPGTION as inoactivitias, means {he
, - = |leleohone numter,

. nMo a corlpulerscan dictionary e manuar cuan gu ide for the purpose of identily ing
“Meass; sragﬁs ol imerest and u\oiatvnu Ihern for furlher processing.
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9,15, {&)} SELEGTION TERM means the composite of individual terms. used to elfact or deféat
SELEGTION of paricufar communicatians for the purpose of INTERCEPTION. It comprises the antlra term
orseries of terms so used, but not any segregable term containad therein. [§ applies to-both électronic and
manual processing..

,16. (U) TARGET, OR TARGETING: See COLLECTIOM.

9.7, ‘(U-i UNITED STATES, when used geographically, includes ihe 50 statas.and tha District of
Golurnbia, Puerto Rico, Giram, American Samoa, tha U.S. Virgin Islands, the Nerthern Marigna.lstands, g
any other teritery or possassion over which the UNITED STATES exercises soveraignty.

9.18. 6FUMITED STATES PERSON:
a. Acilizen of the UNITED.STATES,
b. A0 alier fawlully admittad tor parmaiient reslifence in the:UNITED STATES,

¢. Uninecorporatad groups and agscciaiions a substantial number of the membars-af which
conslitute a..0f b, abovz, or

d. CORPOAATIONS imcorporated Inm the WMITED STATES, including US. g
nongovarnmantal aiccralt or vessnls, bul not including these entitizs which are openly acknowiedge by a
foezign government or goveramenits ta be dirscted and eontrolled by-them.

a, The following guld=lines apply In determining whathas a person is.a U.S. PERSOM:

(1} Apersen known ig e curranfly in the Unitad Statas will b2 treated as a U.S, PERSON
unilgss Ihat pedsan is reagonzoly Identiliad as an alisn wio has not vega admitied for parmanent residange
or i the-nalure of the paeson's commurications or.cther indicia in the conEnls or vlrcumsiancas of soch
~ comnunications giva risa to a reasonable betial that such person is nota 1.5, PERSOM.

(2t A persan known tg be cureantly outside the UNITED STATES, or whoge Iccation s net
known, wilt not g ireated es a U.S. PEASOM unless such personiis raasonably identified as such or ths
naire of Ihe parson’'s comimunications or other indicia in: the contents or éircumstances .of sueh
compiunicaticns give rise to 2 reasonablz belisl ihat such parsenis a U.S, PERSON,

(33 A cerson knowa {0 be an atien admittad for permanent rasidence may b2 assuned 1o
have lost $tatus as 2 U.S. PERSCN 1l the persen leaves the UNITED STATES and it is Knawn that tha parson:
i3 not in compliance wilky the administrative ormaliies provided by law (8 U.S.C. Section 1203} trat enable
stch persons to reentsr tha UNITED STATES without regacid to thia provisions af law that would otharwise
rstdct an alien's antry Inio the UNITED STATES. Tha faitues to follow tha statutory procedures providss a
reasonable basis lo concitds hat such akes has abandonad any intention ol mainiaining status as a
permansnt ragidant alien,

{4} An unincorporalad associalion whosa haadquaders are located qutside the UNITED
STATES may be przsumed ngt to b2 i3 .3, PERSOM unless the USSS has Inlormation indicating that a
subslantia) numiber of meméers are citizens of the UMITED: STATES o dliens lavdully adraitied for permarnent
ravidanca,
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{5) CORPORATIONS have the nationaity of the. nafion-stale I which they are
Incorperated, CORPORATIONS idrmed under LS. [&deral or state law are thus U.S. parsans, svenif the

corporate stagk is foreign-awned. Tha only exception set forth above is CORPORATIONS which arg apanly

acknowledged to b directsd .and contralled by forslgn govarsments. Conversely, CORFORATIONG

incarparatad In-forgign couritriea ara not U.8: PCHQONS evan if that CORPORATION Isa subsidiary of a

U.S. GORPORATICH..

{8) Nangoupmmbnnl ships-and aircralt are legal entiliss and have the naticnallty of the
country inwhich they are registered. Ships and aircraft iy 1ha flag and are subject lo the'law of their glacs

of reqgisirefion.
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~5/MD). REVIEW OF THE PARTICIPATION OF THE
OFFICE OF THE DIRECTOR OF NATIONAL INTELLIGENCE
IN THE PRESIDENT’S SURVEILLANCE PROGRAM

L (U) EXECUTIVE SUMMARY

The Office of Inspector General (OIG), Office of the
Dlrector ot Natlonal Intelllgcnce (ODNI), was one of five Intelhgence Community
Inspectors General that conducted a review of their agency’s participation in the
President’s Surveillance Program (hereafter “the Program”), a top secret National
Sccurlty Agency (NSA) electronic surveillance activity undertaken at the direction of the
President. The Program became .operational on October4, 2001, three weeks after the
deadly terrorist attacks of September 11, 2001. The review examined the ODNI’s
involvement in the Program from the period begitining with the stand-up of the ODNI in
April 2005 through the termination of the Piogram in January 2007.

—(FSHSFEWHSHOEANT) The ODNI’s primary role in the Program was the

prepaiation of the threat assessments that summarcized the al Qaedd terrotist threat to the
United States and were used to support the periodic reauthorization of the Program. That
role begatiin April 2005, shortly after the ODNI stand-up and contemporaneous with the
arrival of General Michael Hayden as the first Principal Deputy Director of National
Intelligence (PDDNI). Prior to his ODNI appointment, Hayden was Director: of NSA.

In April 2005, ODNI personnel in the National Counterterrorism Center (NCTC) began
to prepare the first of 12 Program threat assessments. In coordination with the
Department of Justice (DOJ), then Director of National Intelligence (DNI) John
Negroponte or PDDNI Hayden approved 12 ODNI-prepared threat assessments over an
18-month period. Once approved by the DNI or PDDN], the Program threat assessments
were reviewed and approved by the Secretary of Defense, and were subsequently used by
DOJ; NSA, and White House personnel in support of the Program reauthorization. In
ion to the preparation of the threat assessments, we found that NCTC used Program

During the review, we made several related findings
and obse1vat10us We learned that the ODNI usage of Program-derived information in
ODNI intelligence products was consistent with the standard rules and procedures for
handling NSA intelligence. We leamed that ODNI personnel were not involved in

nominating specific targets for ¢ the Program. While ODNI personnel
were: identified as having contac regarding the
Program, we found that those communications were limited in frequency and scope. We
also found that the ODNI intelligence oversight components — the Civil Liberties
Protection Officer (CLPO), Office of General Counsel (OGC), and the OIG -- had little
involvement in oversight of the Program and had limited opportunity to participate in
Program oversight due to delays in ODNT ovérsight personnel being granted access to the
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Program and termporary resource limitations-attendant. to the:stand-up ofithe ODNI,
Finally, we found that the 2008 ‘amendments to Executive Order 12333 and the current
‘ODNI staffing levels provide the ODNT oversight components with sufficient resources
and authority to fulfill their current oversight responsibilities, assuming timely
riotification.

II, (U) INTRODUCTION

—ESHEFEWHSHOEANE)  The Foreign Intelligence Surveillance Act Amendments
Aetof 2008, Pub L. No. 110-261, 122 Stat. 2438 (hereafter “FISA Amendments Act”)

reqmred the IGs of the DOJ, ODNI, NSA, Department of Defenses (DOD), and any other
clement of the intelligence communitythat participated in the President’s Surveillance
Program to conduct a comprehensive review of the Program.' The FISA. Amendments
Act defined the “President’s-Surveillarnice Program™ as the “intelligence activity involving

.comimunications authorized by the President during the period beginning on September

11,2001, and endirig.on January 17, 2007, including the program refeired to by the
President in a radio address on December 17, 2005.” In response to: this tasking, the IGs
of the following five agencies were identified as having a role in Program review: DOJ,

‘ODNI, NSA, DOD, and tlic. Cenlral Intelligence Agency (CIA).

—(SHNE)~ The participating IGs-organized-the review in a manner where each OIG
conducted d review of its own agency’s involvement in the Program. CIA IG John
Helgerson was initially designated by the IGs:to coordinate the review and oversee the
preparation of an interim report due within 60 days after the enactment of the Act, and a
later final report due not later than 1 year after the enactment of the Act.? Because of IG
Helgerson’s recent retirement, DOJ [G Glenn Fine was selected to coordinate the
preparation of the final report. This report contains the results of the ODNI OIG review.

L  (U) SCOPE AND METHODOLOGY

—ESHSTEWAHSHOGANE). We sought to identify the role of the ODNI in

implementing the Program begmnmg with the stand-up of the ODNI in April 2005
tlirough the Program’s termination in January 2007, This review examined the:

A. Role of the ODNI and its component the National Counterterrorism Center
(NCTC) in drafting and coordinating the threat assessments that supported the
periodic reauthorization of the Program;

l—fS/z‘NF)‘The Progrum is also lcnown within the [ntelligerice Conurunity by the cover term STELLARWIND.
The Program is-a Top Secret/Sensitive Compartmented Information (SCI) program.

: (U) The participaling [Gs submitted an interim report, dated September 10, 2008, to the Chairman and Ranking
imember-of the Senate Select-Cornmittee on Intelligence (SSCI) and a revised interim report, dated November 24, 2008,
to tlie Chainnan. and Ranking member of the House of Representatives Peranent Select Committce on Intelligence
(HPSCI).




F. Roleof the ODNI in providing compliance oversight of the Program.

—(ESHSTLWHSIHOC/AE)- During the review, we interviewed 23 curtent or

former ODNI officials and employees involved in the Program. The ODNI personnel we
interviewed were cooperative and helpful. Our interviews included the following ODNI
senior. of ficials:

John Negroponte, former Director of National Intelligence
Michael McConnell, former Director of National Intelligence
Michael V. Hayden, foriier Principal Deputy Director of Natioual Intelligence
Ronald Burgess, former Acting Principal Deputy Ditector of National Intelligence
Dayid R. Shedd, Deputy Director of National Intelligence for
Policy, Plans, and Requirements
Alexander W. Joel, Civil Liberties Protection Officer
Edward Maguire, former Inspector General
Benjamin Powell, former General Counsel
Corin Stone, Deputy General Counsel and Acting General Counsel
Joel Brenner, former National Counterintelligence Executive®
John Scott Redd, former NCTC Director
Michael Leiter, NCTC Director

—(S/ED- In addition to the interviews noted above, we reviewed Program-velated.
documents made available by the NSA OIG, the DOJ OIG, and the ODNI OGC.

V. (U) DISCUSSION OF FINDINGS

The following discussion contains our findings
regarding the tOplGS identified above First, we briefly describe the terrorist attacks of
September 11,2001, and the initial government response to the attacks, including the
authorization of the President’s Surveillance Progranm. Next, we discuss the ODNI and
NCTC role in implementing the Program. Finally, we set forth our conclusions and
observations.

A. (U) Initial Response by the President and Congress
to the Terrorist Attacks of September 11, 2001

(U) The devastating al Qaeda tecrorist attacks against the United States quickly
triggered an unprecedented military and intelligence community response to protect the

3 (U) Brenner was the NSA Inspector General before joining the ODNI,
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country from adlditional attacks. The following quote describes the initial terrorist attacks
and the intended al Qaeda goal to deliver a decapitating strike against our political
institutions.

(U) On Septeinber:11, 2001, the al Qaeda terrorist network launched a set. of
coordinated attacks along the Fast Coast of the United States. Four commercial
airliners, each-carefiilly selected to be fully loaded with jet fuel for a
transcontinental flight, were hijacked by al Qaeda operatives. Two of the jetliners
were targeted at the-Nation’s financial center in New York and were deliberately
flown into the Twin Towers of the World Trade Center. The third was targeted at
the:headquarters of the Nation’s Anuied Ferces, the Pentagon. The fourth was
apparently headed toward Washington, D.C., when passengers struggled with the
hijackers and the plane crashed in Shanksville, Pennsylvania. The intended target
of this fourth jetliner was evidently the White House or the Capitol, strongly
suggesting that its intended mission was to strike a decapitation blow on the
Government of the United States — to kill the President, the Vice President, or
Members of Congress. The attacks of September 11" resulted in approximately
3,000 deaths —the highest single-day death toll from hostile foreign attacks in the
Nation’s history.”

(U). Oti September 14, 2001, in response to the attacks, the President issued a
Declaration of National Emergency by Reason of Certain Terrorist Attacks stating that
“(a) national emergency exists by reason of the terrorist attacks at the World Trade
Center, New York, New York, and the Pentagon, and continuing immediate threat of
further attacks on the United States.”™

(U). On September 18, 2001, by an overwhelming majority in both the Senate
and House of Representatives, a joint resolution was passed that authorized the use of
United States military force against those responsible for the terrorist attacks launched
-against the United States. The joint resolution, also known as the Authorization for Use
of Military Force (AUMEF), is often cited by White House and DOJ officials as one of the
principal legal authorities upon which the Program is based. In relevant part, the AUMF
provides:®

(a) IN GENERAL ~ That the President is authorized to use all
necessary and appropriate force against those nations,
organizations, or persons he determiues planned, authorized,
committed or aided the terrorist attacks that occurred on September
11,2001, or harbored such organization or persons, in order to

4 (U) This:summary ofthe events af September 11, 2001, was prepared by DOJ personuel and is set forth in the
unclassified DOJ “White Paper” entitled Legal Authorities Supporting the Activities of the National Security Agency
Described by the President, dated January 19, 2006.

’(U) Proclamation 7463, 66 Fed. Reg. No. 181, Seplember 14,2001,

6 Uy Authorization for Use of Military Force, Section 2(a), Pub, L. No. 170-40,-115 Stat. 224, September 18, 2001,




prevent any future acts of international terrorisi againstthe United
States by:such nations, organizations. or persons.

~(ESHEFEWHSHHOEANF)~ On October 4, 2001, three days before the start of overt

‘military action against thie.al Qaedaand Taliban terrorist camps, the Plesuient authorized
thie Secretary of Defense to implement the President’s Surveillance Program. 7 The
Program, a closely held top-secret NSA eléctronic surveillance project, authorized the
Secretary of Defense to employ within the United. States the:capabilities of the DOD,
including but not limited to the signals intelligence capabilities of the NSA, to collect
international terrorism-related foreign intelligence infonmation under certain specified
circurastances. Each Program reauthorization was supported by a written threat
assessment, approved by a senior Iutelhgence Community official, that described the
threat of a terrorist attack against the United States.

(U) @n October 7, 2001, in a national television broadcast, the President
announced the start of military operations against al Qaeda and Taliban terrorist camps in
Afghanistan.®

On April 22, 2005, the ODNI began operations as the
iewest mernbel of the Intelligence Cornmumty The @DNI was created, in part, in
response to the findings of the /ndependent National Commission.on Terrorist Attacks
Upon the United States (hereafter 9/11 Commission) that recommended the creation of a
national “Director of National Intelligence™ to oversee and coordinate the planning,
policy, and budgets of the Intelligence Community.” In late April 2005, ODNI personnel
began to prepare the threat assessments used in the periodic reauthorization of the
Program. In June 2005, ODNI officials began to approVe the:threat assessments.

B. (FSHSTEWHSHHOEAT ODNI Role in Preparing Threat Assessments:

in Support of the Program Reauthorizations

—(ESHSTEWHSHHOEAIF)- Prior to the ODNI’s involvement in the Program, the

Program was periodically reauthorized approximately every 30 to 45 days pursuant fo a
reauthorization process overseenr by DOJ, NSA, and White House personnel. Each
reauthorization relied, in part, on a wriften threat assessment approved by a senior
Intelligence Comununity official that described the current tlueat of a terrorist attaclk
against the United States and contained the approving official’s recommendation
regarding the need to reauthorize the Program. Before the ODNI’s involvement in the

LGFS#S%I:—\%WSW@@MF-) The NSA matenials we reviewed identified Octaber 4, 2001, as the date of the first Program
authorization,

8 (U) The CNN.com webpage article entitled President announces opening:of attacl, dated, October 7, 2001, provides
a summary of the President’s announcement and describes the national television broadcast.

’ (U) While the [ntelligence Reform and Teriorisim Prevention Act of 2004 (IRTPA) that created the ODNI was.
signed by the President on December 17, 2004, the actual ODNI stand-up.occurred monthis later. The official ODNI
history, A Brief History.of the ODNI's Founding, sets April 22,2003, as the date when the ODNI cormenced
operations.
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Program; every tlreat assessment prepared by the Intelligence Community in support of
the Program reauthorization identified the threat of a terrorist attack against the United
States and reconumended that the Program be reauthorized. Accordingly, the Program
was regularly reauthorized during the approximately 3-year period prior to the
involvement of the ODNI During that period, the Director of Central Intelligence. o his
designee approved 3 1 threat assessments in support of the reauthorization of the Program.

"'(TS#STEWHS‘HT@GI‘NF)— In reviewing the circumstances that led to the decision

to transfer responsibility for preparing the Program threat assessments to the:ODNI, we
found that the ODNI does 1ot have identifiable records regarding that decision. Senior
ODNI officials involved with the Program told us that after the merger of the Terrorist
Threat Integration Center (TTIC) into the NCTC, and the later incorporation of NCTC
into the ODNI, it made sense for the ODNI to take responsibility for preparing the
Program threat assessments as both TTIC and NCTC previously handled that task.
Former PDDNI Hayden told us that the primary reason that the ODNTI becoime involved
in the.Program was the statutory creation of the new DNI position as the senior
Intelligence Community advisor to the President. When Ambassador Negroponte was
confirmed.as the first DNI, Hayden and other senior intelligence officials believed that
DNI Negroponte, as the President’s new senior intelligence advisor, should make the
Intelligence Community’s recommendation to the President regarding the need to renew

the Program. Hayden commented thatthe new DNT’s inyolvement in this important

intelligence program enhanced the DNI’s role as the leader of the Intelligerice

‘Community and gave immediate credibilityto the ODNI as a new intelligence agency.

—(FSHSTEWHSTHOEAIF— Once the ODNI became involved in the Program, the:

preparation and approval of the threat assessments became the ODNI’s primary Program
role."” Beginning in April 2005, and continuing at about 30 to 45 day intervals until the
Program’s termination in January 2007, ODNI personnel prepared and approved 12
written threat assessments in support ofthe periodic reauthorization of the Program. We
found that the ODNI threat assessments were drafted by experienced NCTC personnel
who prepared the documents following an established DOJ format used in earlier
Program reauthorizations. NCTC analysts prepared the threat assessments in a
memorandum format, usually |2 to 14 pages in length. Senior ODNI and NCTC officials
told us that each threat assessment was intended to set forth the ODNU’s view regarding

.the cuirent threat of an al Qaeda attack against the United States and to provide the DNI’s

recommendation whether to continue the Program. NCTC personnel involved in
preparing the threat assessments told us that the danger of a terrorist attack described in
the threat assessments was sobering and “scary,” resulting in the threat assessments
becoming known by ODNI and Intelligence Community personnel involved in the
Program as the “scary memos."”

' The joint intetim report prepared by the participating [Gs notified congressional

oversight committees that the review would examine the ODNI's involvement in preparing “threat assessments and
legal certifications™ submitted in support of the Program. Because we did not identify any ODNI of ficials executing a
legal certification, we treated our review of the legal certifications to be the same as the review of the threat
assessments, The Attomey General made legal certifications in support of the Program that are addressed in the DOJ
OIGreport.




—(FSHSTENHSHOGAE)- During interviews, ODNI persoiinel said they were

aware that ‘the threat assessments were relied upon by DOJ and the White House as-the
basis for continuing the Program and further understood that if a threat assessment
identified a threat against the United States, the Program was likely to be reauthorized.
NCTC analysts also said that on a less-frequent basis they prepared a related document
that set forth a list of al Qaeda-affiliated groups that they understood were targets ofthe
Program. Both the threat assessments and the less frequent list of al Qaeda-affiliated
groups underwent the same ODNI approval process.

~(ESHSTLWHSIHOC/NE). We examined the ODNI process for preparing the

Program documents, particularly the threat assessments, and fourid that the documents
wete drafted by experienced NCTC analysts under the supervision of the NCTC Director
and his management staff, who were ultimately responsible for the accuracy of the
information in the documents. We determined that the ODNI threat assessments were
prepared using evaluated intelligence information chosen from a wide-variety of
Intelligence Community sources. ODNI personnel told us that during the period when
the ODNI prepared the threat assessments, the Intelligence Community had access to
fully evaluated intelligence that readily supported the ODNI assessments that al Qaeda
terrorists Temained a significant threat to the United States.

—(TSUSTLW/STHOC/NE) Once the ODNI threat assessments were approved

within NCTC and by the NCTC Director, the documents were forwarded through an
established approval chain to senior ODNI personnel who 1ndependent1y satisfied
themselves that the documents were accurate, properly prepared, and in the appropriate
format. Throughout the ODNI preparation and approval process, the threat assessments
were-alsosubject to varying degrees of review and comment by DOJ and OGC attorneys,
including then General Counsel Benjamin Powell and Deputy General Counsel Corin
:Stoue. Powell said his review of the threat assessments was not a legal review, but was
focused on spotting issues that might merit further review or analysis. Powell said he
relied on DOJ to conduct the legal teview. Once the draft threat assessments were
subjected to this systematic and multi-layered management and legal review, the
documents wereprovided to the DNI or PDDNI for consideration and, if appropriate,
approval, Overall, we found the process used by the ODNI to prepare and obtain
approval of the threat assessments was straightforward, reasonable, and consistent with
the preparation of other documents requiring DNT or PDDNI approval.

*{-’PS#SW Negroponte told us that because of time-sensitive

issues present in 2005 relating to the ongoing ODNT start-up as a new agency and other
[ntelligence Community matters requiring his attention, he tasked his deputy, then
PDDNI Hayden, to oversee the ODNI approval of the threat assessments and related
documents. Negroponte told us that when making this decision, he was aware of
Hayden’s prior experience with the Program during Hayden'’s earlier assignment as
Director of NSA. In June 2005, shortly after his arrival at ODNI, Hayden received and
approved the first ODNI threat assessment. [Hayden later approved the next six ODNI
threat assessments. After Hayden left the ODNI in May 2006 to become Director of

CIA, Negroponte approved the next five ODNI threat assessments, including a December

DD
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2006 threat assessment used in the final reauthorization of the Program. In total,

‘Negroponte and Hayden approved 12 ODNTI threat assessments prepared in support of the

Program reauthorizations.

~CESASTEW//STHOCINEY In discussing the ODNI process used to prepare and

. -approve the threat assessments, Negroporite told us he was “extremely satisfied” with the.
-quality and content of the threat assessments provided for his approval. He did not recail

any inaccuracies or problems relating to preparation of the ODNI threat assessments.
Negroporite said the al Qaeda threat information described in the Program threat
assessments was consistent with the terrorisim threat information found in The President’s
Daily Briefing and other senior-level Intelligence Community products he had read.

Hayden had a similar view. Negroponte and Hayden separately told us that when they

approved the threat assessments, credible intelligence was readily available to the
Initelligence Commuiity that demonstrated the ongoing and dangerous al Qaeda terrorist
threat to the United States. Similarly, Negroponte and Hayden each told us that the
nature and scope of the al Qaeda terrorist threat to the United States was well
dacumented and easily supported the ODNI threat assessments used in ttie Program
reauthorizations.

—(TSHSTEWHSTHOGNE)- Because of questions raised in the media about the

legal basis for the Program, we asked the ODNI persouriel involved in the preparation or
approval of the threat assessiments about their concerns, if any, regarding the legal basis
for the Program, We found that ODNI personnel involved in the Program generally
understood that the Program had been in operation for several years 'md was approved by
senior Intelligence Community and DOJ officials. During our interviews, ODNI officials
told us:they were satisfied with the legal basis for the Program, primarily because- of their
knowledge that the Attomey General and senior DOJ attorneys had personally approved
the Program-and remained directly involved in the Program reauthorization process., We
did not identify any ODNI personnel who believed that the program was unlawful.

—(ESHSTEWHSHOEAE- Former ODNI General Counsel Powell told us that after

his Program briefings in early 2006, he had questions regarding the DOJ descuptlon of
the legal authorlty for the Program but lacked the time to conduct his own legal review of
the issue given the many time-sensitive ODNI legal issues that required his attention.
Powell said he understood the rationale of DOJ’s legal opinion that the Program was
lawful and described the DOJ opinion as a “deeply complex issue” with “legal
scholarship on both sides.” Powell said he recognized that he was a latecomer to a
complex legal issue that was previously and continuously approved by DOIJ, personally
supported by the Attorney General, and was being transitioned to judicial oversight — an
idea he strongly supported. Powell said he relied on the DOJ legal opinion regarding the
Program and directed his efforts to supporting the Program’s transition to judicial
oversight under traditional FISA, the 2007 Protect America Act, and the subsequent FISA
Amendments Act of 2008.

" CFSHSTEWHSTHOGCI The DNI and PDDNT together approved 12 of the 43 threat assessmients used in.suppott
of the Program reauthorizations. CIA officials approved the other 31 threat assessments.




Negroponte recalled having regular contact with senior
NSAand DOJ officials who raised no legal concerns to him about thie Program. He said
he remembered attending a Program-related meeting that included members of the FISA
‘Court who'did. not raise any legal concerns to him about the authority for the Program
-and seemed generally supportive of the Program. Negroponte also-recalled attending
meetings in which the Programwas briefed to corigressional leadership who-not did raise
legal concerns to him. Overall, the direct involvement:of DOJ and other senior
Intelligence Community officials in the Program resulted in Negroponte and other ODNI
personnel having few, if any, concems about the legal basis for the Program.

C. (TSASTEWHSHHOEAT)-NCTC Use of Program Information. to Support

Counterterrorism Analysis

—~AFSHSTFEWHSTHOEANE)- The Program information was closely held within the

ODNI and was made available to.no more than 15 \ICTC analysts for review and, if

handling of NSA mtelllgenc& They sald they hand[e: the NSA inteiligence, mcmcung
Program information, consistent with the standard rules and procedures for handling NSA
intelligence information, including the minimization of U.S. person identities.

—{?S#SLPHV#S%G/‘NF?' During our review, NCTC analysts told us they offen

did not know if the NSA intellicence: avallable to' thetn was derived from the Program.

2 TSHSTEWHSHOEAMFY The aumber of NCTC analysts réad into the Program ranged from 5 to 15 analysts,
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-analysts said they 1ev1ewed the Program information in the same manner as other NSA

intelligence products and, if appropriate, incorporated the Program information into
analytical products being prepared for the DNI and other senior mtelltgcnce officials.
They' 1dent1ﬁcd the President’s Terrorism Threat Report and the Senior Executive
Terrorism Report,as examples of the types of finished intelligence products that would, at
tirnes, contain Program information.

—CESHSTEWHSHEOEAT~ NCTC analysts with Program access said they had

broad access to a wide variety of high quality and fully evaluated terrorism related
intelligence: In particular, NCTC analysts told us that by virtue of their NCTC
assignments, they had access to some of the most sensitive and valuable terrorism
intelligence available to the Intelligence Community. NCTC analysts cliaracterized the
Program information.as being a useful tool, but also noted that the Program information
was only oite of several valuable sources of information.available to them fi:om numerous
collection sources and methods. During interviews, NCTC analysts and other ODNI
persornel descr.ibed. the Program information as “one tool in the tool box,” “one arvow in
the quiver,” or in other similar phrases to-connote that the Program information was not
of greater value than other sources of intelligence. The NCTC analysts we interviewed.
said they could not identify specific examples where the Pr ogram information provided
what they conmdercd tlme sen51t1ve or actlonable mtelhgence but they generally recalled

“The NCTC. amlysts umformly told us that during
the perlodwhen NCTC plepared the threat assessment imemoranda, the intelligence
demonstrating the al Qaeda threat to the United States was overwhelming and readily
available to the Intelligence Comrmunity.

~(ESHSTEANWUSTHOC/NE). When asked about the value of the Program, Hayden

said “without the Program as a skimmish line you wouldn’t know what you don’t know.”
He explained that by using the Program to look at a “quadrant of communications” the
[ntelligeiice Community was able to assess the threat arising from those communications,
which allowed Intelligence Community leaders to make valuable judgments regarding the
allocation of national security resources. He said looking at the terrorist threat in this
manner was similar to soldiers on a combat patrol who look in all directions for the threat
and assign resources based on what they learn. Hayden said that NSA General Counsel
Vito Potenza often described the Program as an “early waming system” for terrorist
tlueats, which Hayden thought was an accurate description of the Program. Hayden told
us the Programwas extrer
terrorist attack. Hayden




Lo @ |asexamples where
the Program information was effectively used to disrupt al Qaeda operatives. '
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E. —(LFS#S‘PH’%%SWG&‘NF‘) No NCTC Role in [dentifying Program Targets

‘and Tasking Collection

~FSHSTEWHSHOEAFr We did not. identify any information that indicated that

ODNI or NCTC personnel were-involved in identifying or nominating targets for
collection within the Program. ODNI personnel told us that ODNI.and NCTC ‘are noi-
operational elements of the Intelligence'Community and were-not involved in nominating
targets for Program collection. '

T.~5AH)- ODNI Oversight of the Program

~FSHSTLW/STHOCINE). We examined the tole of the ODNI oversight
components -- CLPO, OIG, and OGC -- in providing compliance oversight for the
Program, We found that while the Program was subject to oversight by the NSA OIG,
the-ODNI .oversight components had a limited rolein providing oversight for the
Program. During the review, we leamed that within the first year of the Program, then
NSA Director Hayden obtained White House approval allowing the NSA IG and
designated NSA OIG officials to beread into the Progrram to provide compliance
oversight for the Program. In furtherance of the NSA oversight program, the NSA I1G
provided compliance reports and briefings to-the: NSA Director, NSA Gencml Counsel,
and cleared White House personnel, including the Counsel to the President.'®

LESHSTENHSHOEAN In reviewing the ODNI oversight role régarding the

Program, we found that the ODNI oversight components had limited involvement in
oversight of the Program. We found that the opportunity for the ODNI to participate in
Prograni oversight was limited by the fact that ODNTI oversight personnel were not

and staff were not read into the Program and did not receive compliance reports from the NSA [G.
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granted timely access-to the Program by the White House personnel responsible for
approving access. In addition, we found that the newly formed ODNI oversight offices
were in varying stages of agency stand-up and lacked the necessary experienced staff and
resources to-effectively participate in oversight of the Prograin.

NT) For example, General Counsel Powell received
PI ogram access aﬂel his arrival in January 2006, but his predecessor, then Acting
General Counsel Corin Stone, was not read into the Program until a few days before
Powell in January 2006, several months after the Pxogram becamie operational within
ODNI and only after she had read about the Program in a December 2005 newspaper
article.'” Similatly, CLPO Alexander Joel, who is responsible for reviewing the pnvacy
-andcivil liberties implications of intelligence activities, requested but did not receive
Program access until October 2006, shortly before the Program terminated.'® Joel told us
that Negroponte and Hayden supported his request for Program access, but White House
staff delayed approval for several months. Joel said that while waiting for approval of his
Program access; Hayden gave him some insight about the Program that did not require
the disclosure of compartmented information. Joel found this information helpful in
planning his later review, Finally, then ODNI Inspector General Edward Maguire-and
“his over51ght staff did not obtain Program access until 2008, long after the Program had
terminated.'

—~(TSHSTEWHSHEEAT)- Once read into the Program, Powell and Joel were

provided with reasonable access to NSA compliance reports and briefings relating to the
NSA OIG oversight program. Powell told us that he was satisfied that the NSA IG
provided a reasonable degree of Program oversight. Similarly, Joel said he believed that
he had received full disclosure regarding the NSA oversight program and found the NSA
oversight effort to be reasonable.

We also learned that the members of the President’s
Privacy and Civil leertles Oversight Board (PCLOB) reviewed the Program, in part, in

association with Joel?® The PCLOB review was contemporaneous with Joel’s review

7 (U//FOB6) Powell was appointed General Counsel in January 2006 and served in-that position as a recess
appointment until his Senate conficmation in April 2006. Prior to his appointment, Powell was an Associate Counsel to
the President and Special Assistant to the President where he worked on initiatives related to the Intelligence
Conununity. However, Powell was not read into the Program while serving at the White House.

13 (U/ABY6) loelis the Civil Libertics Protection Officer (CLPO) with the responsibility for ensuring that the
protection of privacy and civil liberties is incorporated in the policies and procedures of the Intelligence Community.
The CLPO responsibilities are set forth in the Section 103d of /ntelligence Reform and Terrorism Prevention Act of
2004.

IE—QSM')-WMI@ OIG personnel were not read into the Program until 2008, OIG officials werc alerted to the existence
of the NSA collection program through a December 2005 newspaper report. Shortly after that teport, the NSA [G told
ODNI OIG officials-that the NSA OIG was conducting oversight of that NSA progrurm. PDDNI Hayden also told [G
Maguire that the NSA program was subject to NSA OLG oversight.

B (U) The PCLOB was created by the fitelligence Reform and Terrorism Prevention Actof 2004 (IRTPA), which
requires the Board to “ensure that concerns with respect to privacy and civil liberties are appropriately considered in the
implementation of laws, regulations, and execulive branch policies related to efforts to protect the Nation against
terrorism (P.L. 108-458, 2004).
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;and resulted inan independent and generally favorable finding regarding the' NSA.

implementation of the Program. After the PCLOB review, a PCLOB board meniber
jpublished an editorial article, in part, quoted below, that summarized his-observations
tegarding the NSA effort in implementing the Program.

There were times, including when the Board was “read into” and given
complete access to the operation of the Terrorist Surveillance Program that
I wonderéd whether the individuals doing.this difficult job on behalf of all
ofus were notbeingtoo careful, too concemed, about going over the
privacy and liberties lines — so-concemnied, with so many internal checks
and balances, that they could miss catching or preventing the bad guys
from another attack. And I remember walking out of these briefing
sessions in some dark and super-secret ageiicy with the thouight: I wish the
Amencan people could meet these people and observe what they are.
doing.2!

—(S#¥)- In sum, the ODNI oversight components had limited and belated
involvement in the oversight of the Program. However, once read into the Program,
Powell and Joel determined that the Program was subject to reasonable oversight by the
NSA OIG. Moreover, the initial White House delay in granting ODNI oversight
personnel access to the Program occurred prior to the 2008 revision to. Executive Otder
(EO) 12333, which expressly grants ODNT oversight components. broad access to any
information necessary-to performing their oversight duties. In particular, EO 12333
provides in relevant part that:.

Section 1.6 Heads of Elements of the Intelligence Community. The heads
of elements of the Intelligence Comniunity shall:

(h) Ensure that the inspectors general, general counsels, and agency
officials responsible for privacy and civil liberties protection for their
respective organizations have access to any information or intelligence
necessary to perform their duties.

—(FSHSTEW/HSTHOCANF) EO 12333, as amended, clarifies and strengthens the

ODNT’s ability to provide compliance oversight, In light of the recent change to EO
12333, and with current staffing, we believe that ODNI's oversight components have
sufficient resources and authority to perform their responsibilities to conduct oversight of
closely held intelligence activities, assuming timely notification.

2 (U) The quote is taken from.aMay 5,2007, article by former PCLOB membcr Lanny Davis, entitled, “ Wy [
Resigned From The President’s: Privacy and Civil Liberties Oversight Board— Aud Where We Go From Flere. " The
article was published on webpage of Tlic Huffington Past, wivw.huffingionpost.com.




V.  (U)CONCLUSION

~FSHSTEWHSHOCAN - We found that the ODNI's primary role in the Program

was the preparation of |2 ODNI threat assessments approved by the DNI or PDDNI for
use in the Program reauthorizations. The ODNI-prepared threat:assessments set forth the
ODNTI’s view regarding the existing threat of an al Qaeda terrorist attack against the
United States and provided the DNI's recommendation regarding the need to reauthorize
the Program. We found that the ODNI threat- assessments were drafted by experienced
NCTC personnel under the supervision of knowledgeable NCTC supervisors. We.noted
that.the threat assessments were subject to review by OGC and DOJ attorneys. before
approval. Additionally, we found that the process used by the ODNI to prepare and
obtain approval of the threat assessments wasg straightforward, reasonable, and consistent
with the preparation of other documents requiring DNT approval. Overall, we found the
ODNI process for the preparation and approval of the threat assessments was responsible
and effective.

—QQS#SILW#SWQG#N%——We also found that the ODNI oversight components

played.a limited role in oversight of the Program. The limited ODNI oversight role was
due to delays in obtaining Program access for ODNI oversight personnel and to
temporary resouice limitatjons related to the stand-up. of the agency. However, we
belicve that the 2008 amendments to EO 12333 aud improved staffing levels provide the
ODNI oversight componerits with sufficient resources and authority to fulfill their current
oversight responsibilities, assuming timely notification.
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