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TOP SECRETHSlftWfflriCS/COM�NTI/ORCON/NOFeRN-

TOP SECREti/STVvV//SI//ORCON//NOFOR:N 

INSPECTOR GENERAL 
DEPARTMENT OF DEFENSE 

400 ARMY NAvY DRiVE 
ARLINGTON, VIRGINIA22202-47M 

MEMORANDUM FOR SECRETARY OF DEFENSE 

June 26,2009 

SUBJEC'J_': (U) Report. on Revie:w of the President's Surveillance Prognim 
Report No.: 09�INTEL�08 (U) 

(U) We are providing this repmt for yam infom1ation. This report fulfills the 
DoD Inspector GeneraPs teqttirell1ent pursuant to Section 301 ofPublic Law 110-
261; the Foreign Intelligence SurveillanceAct(FISA) Amendments Act of2008 
(the Act). This report, along with reports prepared by the Inspectors General of 
the Department of Justice (Dol), the Office of the Director ofNational Intelligence 
(DNI), Central Intelligence Agency (CIA), the National Security Agency (NSA), 
will be summanzed in a comprehensive report as reqnired by the Act. 

(TSI/8TL"N/i8Il/OC//NF) Results; The OSD role in the establishment and 
implementation ofthe PSP was limited, with the burden of program execution 
residing with the NSA. We determined thatthere were six OSD officials with 
access to the PSP. These individuals had limited involvement,. and did not make 
any additional tasking decisions beyon:dthose directed for NSAimplementation. 
We. are aware of no othei: OSD involvement inthe PSP. 

(U)Backgrotmd. The Act requires the !Gs of the DoJ, DNI, NSA, the DoD, and 
any other element of the intelligence community that participated in the 
President ' s Surveillance Program (PSP)\ to complete a comprehensive review of, 
with respect to the oversight authority and responsibility of each such IG: 

o All facts necessary to describe establishment, implementation) product 
and use of the product in the program 

" Access to legal reviews and access to infonnation about the Program 
o Communications and participation of individuals/entities related to the 

Program 

1 (U) The President's Surveillance Program is defined in the Act as the intelligence activity involving 
communications that was authorized by the President during the period beginning on September 11,2001, 
and ending on January 17, 2007, including the program refeLTed to by the President in a radio address on 
December 17, 2005 (commonly known as lhe TerrOrist Surveillance Program). 
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o. Interaction with the Foreigrtlntelligence Surveillance. Court and 
o Any other mattets identifi�d by the lGs 

(T§f/§TLVVI/§Jt//O!C/INJF) Scope �mdlMethoirllol.ogy. We conductedthis review 
to examine the involvement of the Office of the Secretary of Defense (OSD), 
Department of Defense (DoD), in the establishmettt and implementation of the; 
PJ:"t;lSident's Surveillance P,wgram (PSP)� We .interviewed cun-entruid tprmer 
officials withinOSD that had access to the PSP, We withdrew our.requestto 
interview Secretary ofDefenseGat�s because he was pl"ovided fl.Ccess tothePSP 
�fter the program ended. The fo.nnet DeputySecretary of Defense Dr� Wolfowitz 
declined bitt teqtwst fol' till intervie'vV, We reviewed all n:lev�nt docm11e11tation 
within, OSD andNSA related to OSD's inv()lvementin the PSP. We also 
l'eviewed documentation at Dol related to the PSP. 

(U) TheiGsofthe DoJ� DoD, DNI, NSA, and CIA issued aninterih1reportoh 
'S.eptembet 10,2008 . .In the interim report, the DoD IG st<1.ted t}1atlm wguld 
examitJ.ythe ihvQlvenientofthe Offic<;l ofthe Secretary of.[)efense (OSD) in the 
esta.blishn1ent and unplemet1tation ofthePSP. TheNS:A,.asanagenGyWithin 
DoD performed the requirements ofthe PSP. As such, the NSA lGis conducting 
a review ofNSA involvement with the PSP separate from this. metrJ.ormidtun 
report. 

(TSHSTJL"''//SI/lOCl/NFt Implementation and Establishment of the PSP. 
The OSD access to the PSP was lim:itedto six individuals. 2 Those individuals are 
S�cr¢tary of Defense.Robett Gat�s; fanner Secretary of Defense :Ootiald 
Rtnrisfeld; former Depnty Secretary of Defense Paul Wolfowitz; Under Secretm}' 
of Defense for Intelligence (DSD(I)) James ·Clapper3; fdrn1er USD(1) Stephen 
Cambone; and Principal Deputy General Counsel Daniel Dell 'Otio, 

([fS//BTUN//SJJIOC//NF) The PSP was an e:x,trerhely sensitive coun:tertertorisin 
program focused on detecting and preventing tep·oristatt?,qks within the United 
St(ttes .. The PSP was authorized by the President every 30 to 45 days and was 
initially directed against ii1temational terrorism; after March 2004, the PSP 
fQcnsed specifically against al"Qaeda ai1d its affiliates. The Director ofCentral 
Intelligence {DCI), and later the DNI, would prepare·a Thl'eat Assessment 

} (TSf/3TLVl/JSJ/JOCI/NF) Secretaty Gates and Under Secretary Clapper were provided access to the PSP 
after the PSP was transferred to FoniignJntelligence Surveillance Court supervision. 

2 
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.M.eirtorandtlm, which validated the c.urrentthreat to .the: United States. The 
Secretary of Defense would revieW and·$igu the Thteat Assessment Memorandum. 
On three occasions, Dr. Wolfowitz, the fanner Deputy .Secretacy·ofDefeD,se, 

· sjguep the Thteat Assessrnent Memoranda in the Secretary's absence.. Qn two 
QCC:a�ioos., Dr .. Can:ibone, the foni:lerUSD(l), signed the 'threat Assessm.ent 
Memoranda when. Secretary Rumsfetd and Dr. Wolfow�tz were tntavailable. 

fFSuS!:P:bm"Sf''8 ;�J 0 · · · h 11 A · · · d. . d <>I ��wr n�cn nee t e 1reat . ssessment Jv[emoran u.m was s1gne , 
tlw President wouldtben signa Presidential Authorization wlth the Threat 
.Memoran.duLUattached. The Presidentwould,task the .Secretary .ofDefense to 
¢mploy :[)():[) resources to execute the requiretnents. set forth ir1 the P1;esiderttia1 
Atithorization. The Attomey General, or his designee, would certifY thl;l 
Presidential Authodzation for form and legality. The Secreta1y ofDetens� would 
the11 direct the actio11s authorized by the Presidential Authorization to the NSA for 
imp1ementation. On one occasion, Dr. Wolfowitz, the fanner Deputy Secretary of 
Defense, .·directed the Director ofNSA to implement the 'Presidential 
Al\.thorizat�o1J., in the Secretat:y's absence. On a separate .occasion, Dr. Cambone� 
thelonn�tUSD(I), directed the Ditectot ofNSA to i.ri1plem¢ut the Presidential 
AtJthorization. 

('IS//81//NF) Interaction. with th.e Foreignlntelligence Surveillance Court. Dr. 
Wolfowitz also executed.two declatation$ · · Intelligence 
Surveillance Cot1rt The first, executed . .. . suppo.rt ofthe 
09vernment's .seeking authority to 

UrSUallL·tO the 1-<·nt•<>rrffi 
......... ..,� .. ,�,.,. ... ......... . . . .. . . . · sectitms 180 1·181 .· 

1841-1846, as amended. The initial authority under FISA to install and use pen 
tegister an.d trap and trace devices for that Foreign 
Intelligence Surveillance Court ort July l4, .. 

l 
D. r .. Wo 

.

. lfowitz's second declamtionwas ex�cuted 
. That . . . · to the Foreign Intelhgence 

· Si.liveillance Court' Order requiring tue·Oovernmenttci submit a 
declaration from the· Secretary of Defense discussingNSA' violations of 
the Court's July 14 Order authorizing NSA to install 

devices in order to obtain information about 
. In that declaration, Dr. 

circumstances surrounding unauthorized collection that occuned, the disposition 
o.fintormation collected without authorization, steps NSA took to remedy the 
violation, and measures NSA implemented to prevent rectmence of such 
violations. 
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APP!ENDU{ (UJ) 

REPORT D�STRIBUT�ON USl {U) 
(U) 
OFFICE OF THE SECRETARY OF DEFENSE 

Secretary ofDefense 
Under Secretary of Defense for Intelligence 
Deputy General Counsel, Intelligence 

OTHER DEFENSE ORGANIZATION 
Inspector General, National Security Agency 

I\IION"DEFENSE FEDERAL ORGANIZATIONS 
Inspector General, Director ofN ationaLintelligence 
Inspector General, Departme11t of Justice 
Inspector General, Cen:ttal Intelligence Agency 

CONGRESSIONAl COMMITTEES 
Sehate Judiciary Committee 
Se.nate Select Committee on Intelligence 
House Judiciary Committee 
House Permanent Select Committee on Intelligence 

5 

'fOP 8ECRET//3TVvVHSih'ORCONJ/1'lOPORN 

1 





This page intentionally left blank. 



This page intentionally let]; blank. 



-TOP SECRETllSTI:��HlHCS/CeMtNTl/ORCONlNOF'ORN-

11JP SECRETIISTLVVJJHCS/COMINTI/ORCONINOFORN 

CENTRAL 'INTELLIGENCE AGENCY 

Office of Inspector General 

(U) FINAL REP RT 
(S/JNF) ClA Pat1icipation. in the 

President's Surveillance Program 

Report No. 20QS .. 0016 .. AS 

30June2009 
Issue Dat� 

TOP SECRETHSTLVNIHCS/COMINT!IORCON/NOFORN 

if:OP SECREiFHS1FlWHHCSlCOMli-NfJJORCONlNOIFORN 11 



This page intentionally left blank 



(U) "fable of Conternts 

(U) E)(ECUTIVE SUMMA·RY ............................................. ............... ............ ............. il 

(U)· BACK.GRQUND "'"'"•••••··-�•••••••••••••••••••••••••••••.-••r••••••••••'!•�•�•••••••••••.,•••••••••lll••••••••••••�• ·J 

(U) Origin and Scope of the Review ........ . ............................ .......................... 4 

(U) The President's Surveillance Program .................................................... 5 

(U). REVIEW RESLJLTS ......................... , ............................................... , .................. 6 

(SNNF) CIA Participation in the Presidemt's Surveillance 
PrOgram ......... .......................................... �····�·····�··········'!'·•··················· .. ········��········ 6 

(TSI!STLWI/Sil/OC/Nf}- CIA Prepared the Threat Assessment 
Memorandums SUpporting Authorization of the President's 
Surveillance.Program .................................................................... ......... ...... 7 

(U/,'FOUO) CIA Tasked r:mcl Received Reporting from the 
President's SurveiUance Program .................................... , ........................ 9 

(U//FOUO) Procedures and Standards for 
Requesting Information .... ... ; .................................................................. 9 

(U/.'FOUO) Reporting Provided in Response to Requests for 
Information.� ............................ " .. - ............ ,,.�� ......... �� ................... ��� ......... �� ...... ....... . 10 

(UilFOUO) Primary CIA Users of the Pres ident's Surveillance 
P rOgram ...................... ��w······················•l!••�············•�n···"''''""················•··�··-···· 11 

(U/IFeOO) CIA Requests for Information Were Adequately 
Justified ·····················���·················································��········· .. ········��·········· 13 

(U//FOUO) Senior CIA Officials Believe That the President's 
Surveillance Program Filled an Intelligence Gap ................. ........................ 13 

(U/JPOUO) The CIA Did Not Assess the Effectiveness of the 
President's Surveillance Program .... : ............................................................ 15 
(U) Counterterrorism Successes Su pported by the President's 
Surveillance Program ..................................... ................................................ 16 

(51/NF}- Several Factors Hindered CIA Utilization oHhe 
President's Surveillance Program ............................ ..................................... "i 1 



(U) CIA Had Limited Access to Legal Reviews· of the Presiden�·s 
Surveillance Program ................................ ............. .... ......... ...................... ... ,. 19l 

(SHNF} CIA Officials Soughfto Delay Exposure ofthe 
President's Surveillance Program by the New York Times ......... .............. . 20 

.{U:) Methodology .. , ............................ , ................................. , ...................... E>ehibit A 

(U) Threat Assessment Memorandum ConCluding Paragraph ............. EJchibit B 

(U) ElCample of link Diagram From August 2002 .. ., ............................... E>ehibit C 

{U)· Review Team ...................................................................... .................. E,(hibit D 



� ClA. !Participation in thte 
President's Surveillance Program 

(U) EXECUTIVE 5UiVil\11ARY 

(8//NF1 Title III ofthe Foreign Irtt.elligenc;eSurveill;mce Act (FISA)Alnendnwnt:;l 
Aqt of2008 requir�s the Inspectors General (IGs) ofthe elements ofthe. Intelligeiice 
Cotnnnmity (IC) that participated in the President's Surveillance Program (PSP) to 
conducta comprehensive review of the program. The results of our review ofCIA 
particip�tion in the PSP are presented in this report,. and will be included in the 
compr�b,e[lsive report required to be provicied to· the appropriate committees ofCon,gress 
by 10 July 2009. 

(T8//8TLVn1SI//OG!:NF) g:'he CIA preparcd'tlie threat E1Ssessment memorandums 
that were :used to support Presidential authorizatiolJ:.and p�riooic reauthorizations. ofthe 

nrPrn!:lrJ"'rl by. fron:t the CIA 
:Each ofthe 

an 
assessment of the PSP1s utility in addressing previously reported tlu·eats. The threat 
as�essrnent memorandums were sign¢d l?Y the Director of Central Intelligence (DCI) 
and forwarded to the Secretary of Defense to be co" signed. Responsibility for drafting 
the threat assessment.me�norandiiins was transfened to the newly"'establisl1ed Terrorist 
Threat Integration Center in May 2003 and retained by TTTC's successor organization, 
NCTC (the National Counterl;errotism Center), The DGLcontin:uedto sign the tbieat 
!:I.SSf!Ssment m:e)]10ran<,imrts through 15 AprU 2005. Subsequent memorandums were 
l,'igned by the Director ofNatjo1lal Intelligence. 



However, collection of 
.l.lP.CUIPr:DLUDJLC�I:!ur:L�. r:�.q .. . . . . . . under EISA, and there was widespread 

beliefamo1lg senior IC and CIA officials that the process for obtaining FISA 
authorization. was too .cumbersome and ti:tne consuming to address the current threat. 
Cun·entand former CIA officials emphasized the increased timeliness, flexibility, and 
access provided by the PSP as compared to the process for obtaining a warrant under 
FISA. 

(TSlfSTLVll/SL'IOC!NF) The CIA did not implement procedures to assess the 
usefulness ofthe productofthe PSP and did not routinely document whether particular 
PSP reporting ha:d contributed to successful counte1ierrorism operations. CIA officials 
to1(.l:us th::r�t .PSP .fe:,Portin,g was used in cm1junction with reporting from other 

t[g.!J piog:r.r[!J:'§, 
PSP reporting. Consequently, there is no means to comprehensively track how PSP 
infonn::�.tion was 11sed. CIA officials were able to provjde only limited information on 
how program reporting contributed to successful operations, and therefore, we were 
unable to independently draw any conclusion on the overall usefulness of the program 
to CIA. 
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(S/INF) Sev,eral factors h1nder�d the CIA in :making full use of the capabilities of 
the PSP� lvfat1J CIA . · 

us that too few CIA pernonnel atthe. working level 
were read into the P · i:¢14-tlS that CIA analysts andtargetip.g officers 
who were read in had too many competing prim:iJies. and too many ofuer available 
inf()rmation sciul'ces and analytic tools-many of' which were more easiiy acqesseclm�d 
timely�to fuUy trtilize the PSP. CIA officers also told l.lS that the PSP Wo\lld have 
beei1 mote fuily utilized if analysts and targeting officers had obtained a better 
unde�tandirig ofthe program's capabilities .. 1vfany CIA officers noted that there Was 
hlSlifficient tmini!Jg and legal guidance concerning the program's capabilities. and the 
use ofPSP ... derived information. The factors tlJathindered 1he CIA in making full use 
of the PSP mighthave been mitigated ifthe. CIA had designated a11cindividual at an 
appropriate level·of managerial authority, who possel?sec:l kilovv'ledge of both the PSP 
and CIA counterterrorism activities; to beresponsibie anc:laccount:"J.ble for overseeing. 
CIA participation in the program . 

.(TS//STLW//Sf//00/NF) There is no indication tfutt personnel from the CIA 
Otfic.e of Gener(l} CQutlsel or other CIA qomponenm were irtvolvedin.preparing the 
legal memorandums supporting the PSP that were prodliced by the Department of 
Justice,. O.ffice of Leg&! Cqpm;el (OLC). CIA OGC personnel bad verj lirnited access 
to these :rrtetnorandums. 

(S//NF) Senior CIA officials participated in mee'fuJ,gs with a Ne1-v Ym·k Times 
editor and.reporter and Sl:lrriorAchrtinisttation officials concerning an article the 
newspaper was preparing concerning the PSP. 
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(U) BACKGROUND 

(U) Origin and Scope of the Review 

(U) Title III of the Foteign Intelligence Sur\reillance Act Amendrm�tits Act of 
2008, which was sig:n.r,�d into law on 10 July 2008, reqUires the IGs of the elements of 
the Intell ig ence Comnmnity that partiCipated .in the PSP to conduct a comprehensive 
review of the program..! The review required to be conducted underthe Act is to 
examine: 

(A) all of the facts necessary to describe the establislm1ent, 
implementation, product,.and use ofthe product ofthe Program; 
(B) access to legal reviews of the program and access to infonnation 
about the Program; 
{C) comiiiluucations with, and participation of, individuals. and 
entities in the private sector related to the Progran1; 
(D) int eraction with the Foreign Intelligence Surveillance Court and 
transition to court orders related to the Program; and 
(E) any other matters identified by any such Inspector Generalthat 
would enable that Inspector General to complete a review of the 
Program, with respect to such Department or element. 

(TS//STLVv'f/SV/08/NF) The interim report required under the Act was submitted 
to the corntnittees ofCongress prescribed in the Act on lO September2008. That 
report described the scope of the work to be conducted by each of the participating lOs, 
which include thelnspectors General ofthe Department of Justice, the Office ofthe 
Director ofNational Intelligence, the.National Secudly Agency, the Department ot 
Defense, and the CIA. Our review of CIA participation in the PSP examined CIA's : 

o Role in preparing the threat assessments and legal certifications 
supporting periodic reauthorization of the PSP. 

o Role in identifying targets for the PSP. 

1 ESffNF) The President's Surveillance Pro�:,'l'am is defined in the Aetas the intelligence activity involving 
communications that was authorized by the President during the period beginning on 11 September 2001, and. 
ending on 17 January 2007, .including the program referred to by the President in a radio address on 

17 Deccmbcri.005 (commonly known as the TcrroristSut-veillance .Program). The classified name for the 
President's Surveillance Program is "STELLAR WIND." 
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!f'c-;;:.;Jdt:> ,;::�:f mtir ::t'!JVi!:!'ii•i iJfC[l\ tt�1!i:f:k::�!tnttkm h1 tb� i�SF fiiiE' Dit�:�eJrlt�.::.d thi:;, 
r¢portj and will be included itt the compre.hertsive final report req;iredto be proVided 
tothe .appropriate committees of Congress by TO July 2009. 

(U) The President's Surveillance Program 
(TS//STLW//8Ll/OGINF) According to former Director ofthe NSA and fanner 

Director ofthe CIA (DClA) Michael V. Hayden, jnitial discussiohs<cOnce.ming the 
acJivities that would become the PSP occurred less than two weeks after 
the:Jl September 2001 terrorist attacks in a mcetingbetween bC1 George J. Tenet and 
Vice President Richard B. Cheney: Although Hayden did not attend the meeting, he 
was tqld by Tenet that Cheney asked if the Intelligence Community was doing · 

everything possible to prevent another te.rrorist a,ttack. InTesportse, Tenet described 

_ .. .· 
Chei;ley then asked ifthere was more thatNSA could do. 

This led to discussions between Cheneyj Hayden, Cheney.'s.legal counsel 
David S. Addington, and senior NSA officials� It was detelTili)led that theNSA had the 
capability to .collect additional \Vil'e ccnmnunications that coJild. enhance tht� IGs 
counter.terrpdsm efforts1 b1,1t that new authority was needed to employ the capability, 
The d.etermipationled to the authorization of the PSP by President George W, l3u$h on 
4 October 2001. 

(TSh'STLWHSL'/OC/NF) The PSP was iritended, to hel}i prevent additional 
terrorist attacks against the US Homeland. Although the authorized collection 
activities changed over the life of the program, in general, the· pro gram authorized the 
NSAto acquire content and/or metada,ta concerning telephone and e-mail 
communications for which there were reasonable grounds to believe that at least one of 
the participants in the communication was loca:ted outside the US and that a party to 



th.e coniinunication was affiliated with a gropp engaged ininternational tm:rorism. The 
coUection activities cortducted under the PSP were brought under Foreign Inte11igence 
Suryeillance Cotirt oversight in stages .between July 2004 m.id J auuary 2007.2 

(TS//STL\VI/SlHOC/NF) Under the PSP; theNSA coUecteci three sets .afdata. 
The first set includt::d the content of individuail_y targeted telephone and e-mail 
conimliriications. The second setconsisted of telephone dialing information-the date, 
time, a,nd duration .ofc(l.1ls; the 

· 

:receiving the call'---'co11ected.1n · · 

(U) REVIEW RESULTS 

(SHNF) .CIAParticipation in the 
·P.,esic,J�nt's SQrveillance Program 

2 ((J) Tbe Foreign Intelligence Surveillance Act of 1978 established the Foreign Intelligence S\lrveillance Court 
to oversee requests for sutVeillance warrants by federal agehci¢s against suspected foreign .intelligence agents 
ins.ide the US. 

6 



(TS!JSTLWilSII!OC.'NF) CIA Pr�pareq 
the Threat Asse?srnen� 1Vlemor�ndl1ms 
Supporting Authorization of the 
President's Surveillance Program 

(TS//STL'W//SI/IOC/NF) The CIA initially prepared the threat assessment 
memorandums that were used to support Presidei1tial al).tb.oriz.ationan.d periodic 
·reauthorizations of the PSP. The memorandums ddCilnien.ted the current tbreat.to the 
lJS h�rnelandand.to US interests abl'oadfrom.al-Q�;Tda and affiliated:terr�rist ..... . 
. o1·.ganizations. The first threat assessment me111QI'imdttm-TheContinuingNeat-Tei7n 
Thl•eatfrori1 Dsama Bin Ladin-was ·signed by OCI Tt:lnet on 4 October .200Ll 
Stib$equent threat assessment memoran:d!lrns wete prepared every 30 to 60 days to 
coqespond with the President's reauthorizations ofthe.PSP ,, 

(TS//STLW/ISI//OC/NF) The PCI Chief ofStaff,. John H. Mosemi:m, was the CIA 
focal point for preparing According to 
Mos�man; he directed·. to.prepate objective 
appraisals ofthe current 

. 
. · · · theho:tneland1 

a.tidto document those appraisals in a memorandum. Initially, �nalysts-who 
prepared the. threat assessments read into the PSP mid how the 
threat assessments would be used. analysts dre:w upon all sources intelligence 
in preparing their threat of the memorandums focused on the 
current threat situation and did not provide an assessment of the PSP's utility in 
addressing previously reported threats. 

3 "'(B7TNl7 The title of the threat assessment memorandums was changed to The Global War Against Terrorism iu 
June 2002. 



(TS/!STIJ\V//SI//OCfNF) .. its portion of the memorandums; 
the DCI' s Chief ofStafi added a paragraph at the end of the memorandunis statitlg that 
th¢ il;ldividu:als and organizations involved in global terrorism (and discussed. in the 
mGmorandutns) possessed the capability and intention to UJidertake further terrorist 
attacks within the US. Moseman recalled that the paragraph was provided to him 
initially by either White House Counsel Alberto R. Gonzales or Addington. Tb,e 
paragraph recommended that the President authorize the Secretary of Defense to 
erp.ploywitl:lln the US the capabilities of the Department of Defense, including but not 
limitedtoNSA's signals intelligence capabilities, to collectforeign intelligence by 
electronic surveillance� The paragraph also described the types of cornmunication and 
data that would be collected and the circumstances under which they could be 
collected.4 The draft threat ndums were then reviewed by Office of 
General Counsel attorneys assigned Acting General Counsel (Senior 
Deputy General Counse1) John A. Rizzo. Rizzo told us that the draft memorandums 
were generally sufficient, but that there were occasions when, based on his experience 
With previous memorandums, he thonght that draft memorandums contained 
in�uffici�nt threat info:rmation or did not present a case for reauthorization 
of the PSP. In such instances; Rizzo Would request de additional 
available threat infmmation or make revisions to the 

ETSI!STL\VHSI//OC/NF) The threat assessment memorandumswerethen sign,ed 
by DCI Ten�t and forwarded to the Secretary of Defense to be co .. signed. Tenet signed 
most ofthe threat memorandums prepared during his tenure as DCI. On the few 
occasions when he was unavailable, the Deputy Director of Central Intelligence 
(DDCi), John E. McLaughll.n, signed the mertwrandums onbehalf of Tenet. 
l.YicLaughlinalso signed the memorandums in the capacity ofActing DCI in August 
an.d September 2004. li1 November 2004, P01ier J. Goss became DCI and assumed. 
t'esponsibility for signing the memorandums. There were no occasions when the DCI 
or Acting DCI withheld his signature from the threat assessment memorandum. After 
they were signed by the Secretary of Defense, the memorandums were reviewed by the 
Attorney General and delivered to the White House to be attached to the PSP 
reauthorization memorandums signed by the President. 

(TS11STLu'"SI/10Ci:FF) R"' 11 . vvn r . 1 " v for drafting the threat assessment 
memorandums was transferred . the newly established Ten·orist Threat 
Integration Center in May 2003. This responsibility was retained by TTIC's successor 
organization, NCTC. The DCI continued to sign the threat assessment memorandums 

4 (U) Ex:hibitB presents the conclusion and recommendation paragraph included in the threat assessment 
memorandum dated 10 January 2005, Simi.lar language was included in each of the memorandums. 
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tlrrougl1 l5 April 2005. Subsequent memo:randUlns were signed' by· the Director of 
National Il1teUigence.s 

(U//�) CIA Taskc:!d a � d R13ceived Reporting 
From the President's Surveillance �rogram 

TOP SIECRETNSTlWfll iCSlCOM�NTHORCOINI/N!OIFORN . . 





(U/IFOI:JO) Primacy CIA Users ofthe 
P.r�sJcl!!i!:t.l:" !!!> Su!FVI'llii!l:ii!!fl,bi!i:ii !Pri:llg!F;!.!m 

1 1  



' I  

Ta-P �!EC�18fh'5iTlWUHC9/COM���fi/6RCOM/NOfO!Rfi\ll 

lOIP .•ISI5CRrET/lSTL"u\ITf/HCSlCOM�NTHORCON/NOf'� 



(tJ/ifoUQ) Senior CIAOfficiats B!:!l ieve 
That the Presid�nt's S.urveil lance Program 
Filled an Intell igence Gap 

(TS//S'J?LW//SV/OC/1'.fF) Fonner Directors Hayden and Goss, former Acting 
Dir�ctor McLaughlin, and other senior CIA officials we interviewed told us that the 
PSP addressed a gap in intelligence collection. Following the tenorist attacks on 

officials that the process for obtaining FISA authorization was too cumbersome and 
time consmning to address the current threat. 

1 3  





(U/� The CIA Did Not Assess 
the Sffectiveness of the 
Presiclent's Surveillance Program 

(TSh'STLVlh'SJJ/00/NF) �he CIA dici not irnp len'lent procedur�� tq ass(lss the · 

'usefulness pftbe product of the PSP and did .not routinely document whether particular 
P}SP tepot�irtg had· contributed to su�c�s$ft1l ¢ou:ptetterrorism ()j)erations; CIA officials, 
ip,qludip.g DCIAHayden, told us that .PSP reportingwas nsed in cortjlmction With 
reporting from other int(;llligence. sources; co11sequently; i� is difiicult to attribute the 
su.ccess ofparticular counterteiTorisrn operations exclusively to the PSP . . In a M!ly 
200(} · ·  

the Senate Select Committee on Intelligence (SSCI), the Deputy 
said tht1t PSP reporting wa�>rarely the .sole basis for an intelligence 

success, · · it frequently played a supporting role. He went on to .stat(:: that the 
pro.gra. m w

. 

a 
. . 

s an addit�o
. 

nal.resource 
.
�o . enhance th·e· CIA.'s und.erst.andifg off

.

elTor�st 
networks . and to help Iclenttfypotenhalthreats to the homeland, Other officmls, 
we. :interviewed said that the PSP was one ofma11)i tools · available to them, and that the 
tpoJsw�re often ltsec:l in co111binati011. 

'ifO� SlECRfETHSTLWHHCSiCOM�NTHOROON/NJOFaRN-



{U) Coynt�rl:erroris;m Su.ccesses Supported 
by the President's Surv�illance Program 

(8//NF) Despite the fact that CIA officials we interviewed c;lidnoq:irovide·rnuch 
specific infopnatio)l on PSl>�derived counterterrorism successes, some k�y 
countert{lrtorism operations supported by the PSP were cited in briefings presented by 
CIA. qf:ficials. lit March 2004, the CIA provided . a series of three briefings a,t the. White 
Hpuseto senior Administration officials and Congression�t leaders. These, briefings 
included opera_tional deta,ils concerril.ng the PSP as . . . · as examples of program 
successes, In the Deputy Director hriefedSSCimembers and.staff on 
the usefulness · the PSP. · 



(SffN'F) S.everal Factors Hindered CIA 
Utilization of the President's Surveillance Program 

(S//1'-T.E..) Several factors hindered the CIA in making full use of the capabilities of 
the PSP� Many CIA officials told us that too few CIA personnel at the working level 
were read into the PSP. At the program's inception, a disproportionate m\mber of the 

1 7  



o told us that .much the was vague or 
without context, led.analysts and targeting officers to rely more heavily on other 
itrfo!lli?.tiop. .soutces and analytic tools, which were more easily accessed and timely 
thaP. the PSP. 

(S//NF) CIA officers also told us that the PSP would have been more fully 
utiUzed if analysts and targeting officers· had obtained a better understanding of the 
prog�;@l's .q�pabilities. There was no formal h·aining on the use of the PSP beyond the 
initial re;id in to the program, Many CIA officers we interviewed said that the 
instruction. provided in the read;.in briefing was not sufficient and that they were 
�rili[]pdLj�'i.l :��ld f�:g�r1r�tte4 hy tht� 

ESNNP) The factors that hindered the CIA in making f11ll use of the PSP might 
have been mitigated if the CIA had designated an individual at an appropriate level of 
mauag . .  erial authority, who possessed knowledge of both the PSP and CIA 

... ·. ·(':i(:!tmt;;;d;��t:-i!Cm:i�rn �J:;r;;�l v�ti·!:;.�, : · 

· 
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(U) CIA I-I a� limited Access 
to Legal Reviews of the 
President's Surveillance Program 

(TS//STLVl//SI//OCINF) There is no indication that personnel from the CIA 
Office of General Counsel or other CIA component� were.in:volvedin prepari11g tbe 
leg�lmemorandums supporling the PSP that Were produced by the Department of 
.Ttistice� •O(fi.�e of; :LegaL Coqnscl (OLC). At tqe time ofthednitialauthorization ofth� 
PSJ? (4 Oetober200l), Robert M. McNamara, Jr. was the CIA Gcm�ral Cotu1sel. There 
is Iio .re¢ord that MeN amara was ever readihto PSP, and he retired :from the CIA mt 
15 Novem1Jer2001 . Acting General Counsel Johri Ri:z;zo was re.ad lilto tlw prqgran1 on 
21 .Deceinber200l, but., <tt that tim.e, he was notprovidedaccess to the OLC legal 
opinions. Rizzo told us thEit by worki11g through· Addington; vvith whom Rizzo was 
acquafutec:Ij he eventually was allowed to read tbe OLC legal memorandums at 
Addington's office in July 2004. 

(TSl/STLW//SWOC/NF} Scott W. Muller l:Je.cathe t]Je CIAGenetal Cot1nsel .op. 
24'0ctobet2002. Although NSA tecor(ls do not indicate that Muller was re�d into 
PSP, during our interview with Mtlller, he .acknowledged having been read 1nto the. 
program and having read the OtC legal memorandumscsupportihg the prqgrarrt After 
Jacl('L, Ooldsmith became the Assistant Attorney General for the Office of Legal 
Cottnsel in October 2003, the OLC undertook a reassessment of the legal rationale for 
the PSP .. Muller recounted discussions with Deputy Attomey General James B. Coltley 
around March 2004 concerning the legal · 

Several of the senior CIA 
managers said that, were con6erned that the PSP operate 
within legal authorities, they believed that it was important to continue CIA 
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participCJ.tion in the program because CIA analysts and targeters hadtold them that the. 
program was a useful counterterrorism tool. 

iSNN� CIA Officials Sought to 
Delay Exposure of the President's 
Surveillance Program by the New York Times 

(S/00) In.October 2004, James Risen, areporter for The New York Times, 
contacted the CIA Office ofPublic Affairs seeking an interview with DCI Goss 
concerning an article the newspaper was planning on the PSP. Senior officials from 
the CIA, NSA, Office of the Vice President, and the Office ofthe Secretary ofDefense 
I)'J.et to diSct1ss a response . On 20 October 2004; DDCI Iv,IcLaughlinandDCI Chid of 
St&ff Moseman met with the Washington, DC editor of The New York Times, Philip 
Taubman, and Risen. According to a memorandum for the record prepated by 
Moseman, McLa.ughlin did not provide any details regarding the PSP or comment on 
thelegal basis fotthe progratn, but he stressed that publlca:tion ofthe article would 
ex;pose, and. potentially compromise , . effective counterterrorism toqls. 

''·'· 'U'c'"'·"' IHJC\�;;:; �i:tg�'!:ttl.zrtrinn:� �:{!J!,(::t;:if�:tilng ti11� PSP; T:i�Eb�n<:iin m!ilid 
Risen agreed to holdthe article and publish it only when it became apparent that other 
i1ews . oi"ganizatioJ1S were preparing their own stories on the PSP. On 1 6  I)ecember 
2005, The New York Times published its first article on the PSP: 11Bush Lets U.S. Spy 
on Callers Without Courts.11 On 1 7  December 2005,. PresidentBush publicly 
confirmed in a radio address the existence of the disclosed portion of the PSP. 
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Exhibit A 

(U) Methodology 
(U//FOUO) J)uring our !<:!View, we conducted 50 interviews of current and former 

CIA personnel who hE.td been involved with the Pre$ident's SUrv'eillat1te .Program 
(PSP), Art10ng the senior CIA qfficials we interviewed were fo!Iller Dire.ctor of the 
National Security Agency(NSA) and fanner Director of the CIA (DCIA) 
Michael V. Hayden, foniler Director of Central Intelligence (DCI) andformerDCIA 
Porter :r. Goss, and former Acting DCT Jobn R McLaughlin. We corttaetedformet DCI 
O¢orgeJ. Tenet :f()r an interview. Tenet suggested that we first interview his fonn.er 
Chief of Staff, John R. Moseman, a11d then contact him .if we still had a need to 
interview hiin. Following our interview with Moseman, 'We contacted Teuet's office 
seventl · to req�1est an interview, ·hut · he did> not retllrn our telephone· calls. 



TOP SEeR . . · .· .. ET//SttMMIIIHCS'C0���N+.110RCON1NOF�.
.
. . ·· . . . . . . . . . . u,r:rn . 

•
· . . IT ... �If .. . : . r. . 

MaJlll:lg�:roelJt· co:hltnents were from J..Yll\.d.1a.v 

Mosern,an; .tb.e u· 1 LJ:'ect�jr� . 
tortunents were consideredin preparation of the 
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(U) Threat Assessment Memorandum Concluqing' Paragraph 
[Excerpt from the Global War Against Terrorisnz ,memoralidum dated 10 January 2005.] 

(TS/ISTL\Vl/SI/lOO'NF) Based on the infonnation available to me lrom allsources, 
inCluding the information in this document, it is my cstimate that those involved in global 
terrorism possess both the capability and the il)tention to undertake further ten·orists attacks 
within the United States, that, if not detected and preventedj will cause m�1ss deaths, mass 
injuries, and massive destruction of properly, and may place at risk the continuity of the United 
States Government. Accordingly, I recommend that, in accordance with the Constitution, you 
authorize the Secretary ofDefense,.for the purpose of detection and prevention ofterrorist acts 
within the United States, to employ within the United States the c;;ipabilities of the Department o f  
Defense, including but notlimited to the Signals intelligence capabilities ofthe National Security 
Agency,to col lect foreign intelligence by electronic surveillance, if such electronic surveillance 
is .iii tended to: 

(a) acqt1in,� a comrn:unicatioi1 (iilcluding hl.lt not limited to a wire communication 
carried into or out oftbe United .Statcs'by cable) for which, based on the factual and 
practical conside(,'ations o(everydtiy lite on \Vhich reasonable. and prudent persons act, 
there are reasonable. grounds to believe such commllliication originated or tenninated 
outside the United States and a party to such communication is a group engaged in 
international terrortsm, or activities in preparation therefor, or any agent of such a group, 
providedtbat such group is al Qa'ida, is a group affiliated with al Qa'ida, or is .another 
group that you determine for this purpose is in armed conflict with the United States and 
poses a threat of hostile action within the United States; 

(b) acquire; with respect to a telephony communication, telecommunications dialing� 
type data, but not the contents oflhe communication, when (i) l:lt least one party to stieh 
comintLnication is outside the United States, {ii) no party to f;Uch comnnutication is lmown to 
be a citizen ofthe United States, or (iii) based on the factual. and practical considerations of 
everyday life on wluchreasonable and prudent persons act, there are specific and articulable 
facts giving reason to believe that such communication reiates to international terrorism, or 
activities in preparation therefor; or 

(c) collect, with respect to a non-telephony communication, header/ router/ addressing
type information, but not the contents of the communication, when, based orr the factual and 
practical considerations of everyday life on which reasonable and pmclent persons act, there 
are specific and tuticulable facts giving reason to believe that a party to such communication is 
a group engaged in  international tctTorism, or activities in preparatio11 therefor, or any agent of 
such a group, provided that such group is al Qa'ida, is a group affiliated with al Qa'ida, or is 
another group that you determine for' this purpose is in armed conflict with lhe United States 
and poses a threat of hostile action within the United States. 
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(I!J) Review Team 
(U/fl/QUO} This report was pn�pared by the Operations Division, Au,dit Staff, 

Office of Inspector General. · 
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(tUJ) (Q)f!FU©� ©.IF "'r!Hi� OtNI$�!E�1f©lffi @fEIM�Mlb 
(U) Chartered b,y t11e Director, NSA/Ghief, CSS, the Office of the Inspector General (OIG) 
conducts inspe�tions, audits, and investigations. Its mission is to ensure the integrity1 efficiency) 
and effectiveness ofNSA/CSS operations; to provide intelligence oversight; to protect against 
fraud, waste, and mismanagement ofresoutces; and . to ensure that NSA/CSS activities are 
conducted in compliance with the Constitution, laws, executive orders, regulations, and 
directives .. The OIG also serves as ombudsman, assisting all NSA/CSS employees and aff:tliates, 
civilian and military. 

(UJJ) DINJSffi'E<CTDONS 

(U) The inspection function conducts manE�.gement and program evalua:tionsin the forin of 
organizational and functional reviews; undertaken either as part of the OIG' s annual plan or by 
manageme11t request. The inspedic:m team's findings are designed to yie1d accurate ai1d up-to., 
d!:!te information on the effectiveness and efficiency of entiiies and programs, along with an 
assessment of compliance with laws and regulations; the reconunendations for corrections or 
iinptovements are subject to followup. The inspection office also partners with the Inspectors 
General of the Service Cryptologic Elements to conduct joint inspections ofthe consolidated 
cryptologic facilities. 

(U) AUDDTS 

(U) The internal audit function is designed to provide an independent assessment of programs 
arid organizations . Performance audits evaluate the economy arid efficiency of an entity or 
program, ;iS well as whether program objectives are being met and operations are in compliance 
with regulations. Financial audits detennine the accuracy ofan entity's financial statements. All 
audits are conducted in accordance with standards established by the Comptroller General of the 
United States. 

(IJJJ) llNVES1fD@A"if"HOINIS AINHO SI?ECBAIL U NQl!JDIRU lr:S 

(U) THE OIG administers a system for receiving and acting upon requests for assistance or 
complaints (including anonymous tips) about fraud, waste and mismanagement. Investigations 
and Special Inquiries may be undertaken as a result or irregularities that surface during an 
inspection or audit; or at the initiative of the Inspector General. 
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TO: QfSTRlBUTION 

OFFICE OF TJIE INSPf:CTOR GENERAL 
NA't'lPNAL Si�CURffX"AGENCY 
C ENTRALSECIJRlTY SERVTCE 

29 ._f U11.C 2009 
[G- 1 l05 1 -09 

SUBJECT; (U} l{cv.i.e\.V ()[ President's Surveillance Prow.ram (ST-09-00021 -
JNf'C>RivtAT'ION ;\�lEMORANDUM 

.. 

1 .  tU / /F'OUOl 'l'his n'port summ�U'i%l')S o u r  r�'vkw of the Pn�sillenl  ' :4 
StJrveilh.inc(· Pmgnm1, t�� �ll.��nda�ed hy t:he li'(lrr.? l,if,n l urt-:>Higenc:r:· Sw·venla nc·r:• 
Ad Amcndlllt'nts Ad. o l  �WO�"!.  

2 .  (U/ }FOUOJ For arldit ion�ll inrCH-rrKt l ion. pleas�� conLa r:i. my nlTkc:- on 
:30 l -G88-6666 . \Vr <:q1piTclnl..e the courtesy· and eoc)p�!nU iOJi c;-dcndet! to our 
starr thrm1,ghout the review .. 

TOf' S£Cf(Ct:''l:·;n.tWICO:\iL'V't1IOHCON/,\lOFO.RN 
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fFS//SIJ/NF) For over a decade before the terrorist attacks 
on 1 1  September 2001 , NSA used its, SlGINT authorities to 
provide information in response to Intelligence Community 
reqUirements on terrorism targets. In late September 2001 ,  
when, the Vice Presidentasked the Director, of Central 
Tntelligence what more NSA could do with additional 
authority, NSA's Director identified impediments to 
enhancir1g SIGINT collection under existingauthorities. He 
saicl that irt most ir1stances NSA could not co1lect 
commun:i:catiohs on a wire i!1 the United States without a 
court order. As a result; NSNs abilitY to quickly collect and 
repbd on a latge volu:rhe of com:m'uriicati6hs ,from: foreign 
countries to the UTI.ited States wa.s :irrtpeded by the time'-
consuming coutt 

' , , Attempting to 
obtain court orqers , telephone 
numbers and Intemet , , frnpra,ctical for 
collecting terrorist communications with speed and agility. 

(TSf/STL;Vl//Slf/OC/NF) Counsel to the Vice President 
drafted the 4 October 2001 AuthOrization that established 
the, President's Surveillance Program (PSP) , under which NSA 
could. routinely collect on a wire, for counterterrorism 
purpOses, foreign communicatiOns originating or terminating 
in the Uhited States, Under the PSP, NSA did not target 
comrrruriications with both ends in the United States, , 
although some ofthese communications were incidentally 
collected. 

was. that this SIGINT coverage provided confidence that 
someone was looking at the seam between foreign and 
domestic intelligence domains to detect and prevent attacks 
in the United States. 

TOP SECRET#STVlvt/COMINT#ORCON/NOFORN 
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(T5/!STLW/./SI/l0G/NF) l{nqwledge of the Program was 
stri<;:,tly Jiniit(!d at the express direction of the White House, 
and NSA's Director needed White House approval to Inform 
:ttlember,s of Congress aboutPrograrn activity. .Between 
25 October 2001 and 17 January 2007, General Michael V. 
Hayden General Keith B. .Aie..xander 
conducted 
staff. 

ffSl/SI'LW l/f!:II//00/NFJ NSA activity cond1,1cted under the 
PSJ? Was at1thoriz�d by Foreign Inte:lligence :Surveillance 
Court.(FiSC) orders by 17 Jariua:r:y 2007� when NSA stopped 
operating .under PSP aufuority. Tb:e NSA Office of the: 
Inspector General (OIGJ detected no intentional tnisuse of 
Proguam authority, 

" (U) PSP e$tablishment, Implementation, ancl product 

(TS//8'l'LW/lf?.I/JOC(J:iff£.) NSA began PSP operations on 
6 October 2001. Aithpugh the Director 9fNS,A. was 
"comfortable" exercising the new authority and believed that 
it was lawful, he realized that it controversial. 
1Jndcr the .PSP, NSA iss.ued . . This included 
a.reports based on . . · 

. . . which was 
�d in the Authorization as "header/router/ addressing
type information including telecommunications dialing-type 
data, but not the contents of the communication." It also 
includectBfeports based on domestic content collection, 
which includes words spoken in a telephone conversation or 

sent in an e-mail 

(rS//f{fLW//81//0C/NF) NSA's PSP products, all of which 
were sent to CIA and FBI, were hllendecl.. for intelligence 
purposes to develop · not to be 
used tor judicial purposes. 

TOP SECRE17/8TLV,WCOMJN1WORCON/f·l0FORN 
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reportirtg, 

and NSA had no 
effectiveness of PSP 

o (U} Access to legal reviews and program information 

i6ffNF}:-NSA's General Counsel and Inspector Genera:l were 
not permitted to read the 2001 DoJ, Office of Legal Counsel 
opiriion. on the PSP; but they were given access to draft 2004 
Office b[Legal Counsel opinions. Ifuowledge of the PSP was 
strictly controlled by the . . Between 4 Oc.tobei· 
200l .and 17. January 2007, were cleared for 
access to PSP information. 

o (LJ) NSA-FISClnteraction and transition to court orders 

(TSf/STf»/1/SI//OC/NFJ NSA's PSP-related interaction with 
the FISC was . primarily 'briefings to presiding judges , 
beginning .in january 2002, Irtteraction increased when NSA 
and the DoJ began to transition PSP activities to FISG orders . 
After parts ofthe program had been publicly revealed i.n 
December 1005, all members of the FISC were briefed, NSA's 
PSP authorized collection of bulk Internet metadata, 
telephony business records, and the content of 
cominunications transitioned to FISC orders on 14 July 
2004, 24 May 2006, and 1 0  January 2007j respectively. 

o (U) Program oversight at NSA 

(C//NF) NSA's Office of General Counsel and Signals 
Intelligence Directorate provided oversight of NSA PSP 
activities from October 200 1 to January 2007. NSA OIG 
oversight began after the IG was cleared for PSP information 
in August 2002. 
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(8./INF) ForyFJars befdfe the 1 1  Septemoer 2001 terrorist attacks in the 
United States, .NSA bad been using its authorities to focus the United 
States Signals lntel/igenc;e {S!GfNT) System on foreign intelligence 
targets, including terrorism, in response to Intelligence Community 
requirements. After the attacks, NSA a(}justed S!G!NT collection in 
accordance with its. authorities; to counter the terrorist threat within the 
United States. In late September, the . Vice President f!Sked the Director of 
Central lnte!Ngence (DOl) if NSA could do more to prevent another attack. 
NSA 'sDirector responded by describing knpedfmentsto SlGINT collection 
of terrorist:..related communications to the Vice President. Gounselto the 
Vice President used the information aboutimpediments to draft the 
Presidentia!AuthoiizC3tion that established the PSP. 

fG//NF) For over a decade before terrorists attacked. the 
Unit�d States in · S�pternber 200 1, NSA was applying SIGINT 
assets against terrorist targets in response to lntelligertc:e 
Comrnurtity requirements . ·  The Signrus Intelligence 
Directorate (SID) Counterterrorism {CT). Product tine led 
these efforts in a.ccotda.p.ce with SIGINT authorities, Which 
defined what NSA could and could not do against SIGINT 
targets. 

(U) Authorized SIGINT activity in September 2001 

(U) NSA was authorized by Executive Order (E.O.) 1 2333, 
United States Intelligence Activities, 4 December 198 1,  as 
amended, to collect, process, and disseminate SIGINT 
inforrnation for foreign intelligence and counterintelligence 
purposes in .accordance with DCI guidance and to support 
the conduct of military operations under the guidance of the 
Secretary of Defense. NSA and other Intelligence Community 
agencies were required by E.O.  12333 to conduct intelligence 
activities in accordance with U . S .  law and other E.O. 12333 
provisions . 

(U) Both DoD regulation and NSA/ Central Security Service 
(CSS) policy implernented NSA's authorities under E.O. 
12333 and specified procedures governing activities that 
affect U. S. persons (DoD Regulation 5240 , 1 -R, Decernber 
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1982, Procedures Gol)eming the Activities .of DoDintelligence 
Components that Affect United States Persons and NSA/CSS 
Policy 1-23, 1 1  March 2004� Procedures Governing NSA/CSS 
Activities that Affect D. S. Persons). 

{S!/SI/lPfF) The policy of the U.S. SlGINT System is to 
collect, :retain, and. ciisserrtinate only foreign communications, 
which, in September 200 1, were defined in NSA's legal 
compliance procedures (described below) as communications 
having at least one communicant outside the United States 
or entirety arrl.ong foreign pow�::n: or between a foreign power 
and officers or employees oUt foreign power. All other 
communications were considered domestic communications . 
NSA could not co.llect communications from a wire in the 
U n�ted · States without a court order unless they originated 
and terminated outside the United States. 

(S//Sif/NF) In 200 1 ,  NSA's authority to collect foreign 
communications . included the Director, of NSNs· authority to 
approve · communications with one 

. technic:al devices (such · couid be employed. to .lirrtit --,1.--·-· 

those in which the. target is a 

(8!/SI//NF) NSA's Director could exerCise this authority, 
except when the collection was otherwise regulated, for 
example, under FISA for corrimunications collected from a 
wire. in the United States. 

(U) NSA safeguards to protect U.S. persons' Constitu tional 
rights 

(U) The Fourth Amendment to the U.S. Constitution protects 
all U.S. persons anywhere in the world and all persons within 
the United States from unreasonable searches and seizures 
by any person or agency acting on behalf of the U.S.  
Govemment.l  United States Signals Intelligence Directive 
(USSID) SPOO lS,  Legal Compliance and Minimization 

�· USSID SPOO lS defines a U.S. person as a. citizen of theUnited States, an alien lawfully admitted for 
pennanci1t residence .iri the United States, unincorporated groups or associations a substantial number of.the 
mem�ers ofwhiCh constitute either offhc first two groups, or corporations incprporated in �be United State.�, 
includihg: \J.S. fl[lg non-govermnental aircraft or vessels, but not including those entities openly acknowledged 
b::( a foreign. government to be directcd.and controlled by them. 

· 
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Procedures, 27' Juiy 1993, prescribes policies and 
miriim:i.zation procedures and assigns responsibilities to 
ensure that United States SIGINT System mission$ and 
activities are conducted in a manner that safeguards U.S. 
persons' Constitutional rights ; (See Appendix G.) 

(81/Sff/NF} Duling the course of normal operations , NSA 
personnel sometimes inadvertently encounter information to, 
from, or about U.S. pers(lhs. When that happens , they must 
apply standard rninimization procedures approved by the 
Attorney General in accordance with E. O. 12333 artd defined 
in USSID SPOOJB. These procedures implement the 
co:nl'Jtitutional principle of reasona]Jleness by givipg different 
categories of individuals and entities different levels of 
protectioii.. They ensure that U.S. p erson information is 
miniriiized during collection, processing, dissemination, and 
retention of SIGINT by, for example, strictly controlling 
collection with a high risk of encountering U.S. person 
iQ.foriJ:lation and focusing all reporting solely on the activities 
of foreign entities and persons and their agents. 

(l!Jl) INI$i� IO)pJtectcr I!Jlsedl !Existing Au1l:lhlcrities to lE&-Uhance SBGU INI"ii 
Co�Hec(!:i([)ll'il afterr "iterroil'ist Attacks 

5 
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IQ)e.q;isucm teo !Ej(pantdl Qperrations II.Bndlerr leltis'll:ill'Dg SIGD!Nl"ii AMtlhlc�·Uies 

(U/ /FOUO) General Hayden recalled that in late September 
2001, h,e told Mr. Tenet about NSA actions under E. O. 1 2333 
to counter the terrorist threat. Mr. Tenet shared that 
information. with the White House in an Oval Office meeting. 

(U f/FQTJO) We did not interview Mr. Tenet or White House 
personnel durjng this review. We asked the White House to 
provide documentation of meetings at which General Hayden 
or NSA erhployees discussed the PSP or the Terrorist 
Surveillance Program with the President, Vice President, or 
White House personnel, but we did not receive a response 
before this report was published. Therefore, information 
about the sequence of events leading up to the establishment 
of the PSP comes from interviews of NSA personnel. 
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(S!INF} NSA Options to. Improve SLGINT Collection Could Not Fifl 
Intelligence Gaps on Terrori$fTargets 

(S//NF) General Hayden said that, in his professional 
judgment, NSA could not get the needed collection using the 
FISA. The process for obtaining court orders was slow, and it 
involved extensive coordination and separate legal and policy 
reviews by several agencies . Although an emergency 
authorization provision permitted 72 hours of surveillance 
without a court order, it did not allow the government to 
undertake surveillance immediately. Rather, the Attorney 
General had to ensure that emergency surveillance would 

TOP .s£CRET#STL1\T;�COl'IHNT/IORCONlNOFORN 
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satisfy the standards articulated ih the FISA and be 

(8//SL/lNF) thidet its authorities, NSA had no other options 
for the timely collection ofcommunications of suspected 
tetr:o!-ists when or),e end of those communications was in the 
U'nited States and the communications could only be 
collected{rom a wire or cable in the United States . 

(U!!FOUO) NSA Director Described to the Vice President the Impediments 
to Improved SJGJNTCol/ection against Terrorist Targets 

4('fS/lSII/:NF) According to NSAOGC, Doi.has since agreed willi NSA that simply processing 
communications rhetadata in this manner does not constitute electronic surveillance under the FISA. 

TOP SECRET.#STLW#COMINT#ORCON/f\.TOFORN 
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(U/IFOl]Q) After two l:l.dclitio�al :meetfp.gs, the Vic(:! Presidei1t 
asked General Hayden to work With his CounseiJ David 
Adclil1gt01i. .Becau&e eetrl.Y discussions about e]{p;m,ding NSA 
authority were not documented, we .do not have records of 
atten!lees or �peeifl<:: topics discussed, at General Hayden's 
meetings with White House rep:resehtatives.  

TOP BECREW§TL'V\WCOMINT#ORCONINOFORN 
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fFSf/STV.V//Sil/00/NF) Between 4 October 2001 and 
8 Decerriber 2006, President George W. Bush signed 
43 . , and one document 

authorizations were 
based on the that after the 
1 1  :September 2001 terrorist attacks in the United States, an 
extr.�ordinary emergency existed for national defense 
purposes. 'fhe Authorization documents contained the terms 
uncier which NSA executed special Presidential authority and 
were titled Presidential Authorization for Specified Electronic 
Surveillance Activities during a Limited Period to Detect and 
Prevent Acts of Terrorism within the United States. They \Vere 
addressed to the Secretary of D efense. 
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('fSjf&rhWf/81//0G{NF) The au,thprizations changed over 
tiine, first eliminating the po$sibility that the Authority cqu�d 
bejnterpreted to pen:Il.it cci1!ection of communications with 
'both ends in the United States and adding an additional 
qualification thatrnetadata cou1d be collected for 
I.>VJLu,u._.uJcu�.;o::..uLuu<:> ·.L . .:oJ:a.c.:;:u to iriterna'tional terrorism or 

s;Ubs�qt.tent �"Lithofization�, an accompanying statement 
a!]qed that these darl:fications had been preViously 
unct�rstbod .and i.triplerrtented by l\TSA and that they amolle:d 
to past and future. actiVities. Al-Qa'ida 

(TS//STT.W//SI//OC/NF) The defmition of "terrorist groups" 
wit.lliri the authorities was also refined, and, for a limited 

G(TStfgWJ:ITF)Mcrlatll)ta; as defined by the Alllhorizulion, is "headerlrouter/addrcssing�Lype intbrmation, 
incltidingt�:=li!comtnujliOa,tfotis dia!ihg�lype dat�, butnQt the qontents of the communication." 
7(U}Se� Appcndix.Rfor hiformation about the types of collection pennitted. 
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l[rS//SI/100/N'F) According to General Hayden, the 
Authorization, for the most part, did not change the 
corn.municatiotis that NSA could collect, but did change the 
location from whiCh them by 
permitting I...Ul.L\;;\..IU.ULJ 

(TS//81/JNF) NSA leaders believed that they could lawfully 
carry out the President's authorizations. However, they also 
recognized that the Program would be controversial and 
politically sensitive. This section describes how key NSA 
leaders-the Director, the NSA General Counsel, Deputy 
General Counsel, and Associate General Counsel for 

TOP 8ECRET#STLTN/ICOMJNl)fORCON/ATOFOR..V 
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Operations�concluded that the :Ptogratn \Vas legally 
defensible. 

(U) Director qf 1\!SA 
(TS/!SI/JNF) Gei:lerals Hayden and .Alexander stated that 
they believed. the AuthoriZation Was .lawful. 

(U) General Hayden 

(1'8//Slf/NF) When asked how he. had deCided to execute an 
Authorization that some would consider legally and politically 
controversial, General Hayden said that NSA's highest 
ranking lawyers had �dvised him; collectively and 
individually, that the Prog;rrim Was la\vful under the 
President's Article It powers. He said that three factors 
infl:uenced his decision to implement the Autho:dty. First; 
NSA would do exactly what the Authorization stated and "not 
orte electron or photon more.'' Second, the Prograrr1 was 
simply an expaJ1sion of existing N$A collection activities, 
Third, the periodic r.enewal · of the Authorization wcmid ensure 
that the threat continued to justey the Program. 

(TS/'/GII/NF) General Hayden saidthat as time passed, he· 
determine.d tha,t the ,Program was .stili needed. Specifically, 
he and NSNs Deputy Dire� tot reviewed the DCI threat 
ine:monilidum f()r each reauthorization and judged that the 
threats continued tojustify the Progra:rn, 

("ffi/ f$1/{N¥) General Hayden said that no. one at NSA 
expressed concerns to him or the NSA IG that the 
Authbrizatibn was not lawful. Most importantly, General 
Hayden said that:hb orte outside NSA.asserted that he should 
stop the Program. He occasionally heard concerns from 
members of Congress, but he sensed general support for' the 
Program fl;"om those he briefed outside NSA. He emphasized 
that he did not just "flip thro:ugh slides" during briefrrtgs. He 
wanted to ensure that attendees understood the Program; 
consequently, briefings lasted as long as the attendees 
wanted. 

(U) General Alexander 

f(£S//8TLW//'i3I//OC/MF) When Lieutenant General Keith B .  
Alexander became NSA/ CSS Director in mid-200!;i, some of 
the more controversial legal 

· 
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reviewed its initial opinion and determined that the 
remaining three types of collection were legally supportable. 

(U) NSA Office of General Counsel 

l[f8/}8l/INFJ After the Authorization was signed on 
4 October 2001, NSA's bighestrankingattorneys, the NSA 
General Copnsel and pepllty General Counsei, as well as the 
Associate Genera l Counsel for Operations, orally advised· 
General Hayden that the Authorization was legal 

(U} General Counsel 

f[fS//SI//NF) After having received the Authorization on 
4 October 2001., General Hayden asked NSA General Counsel 
Rob�ri Deitz. if it was lawful. Mr. Deitz said that General 
Hayden understood that the Attorney General had already 
certified its legality by signingthe Authorization, but General 
Hayden wanted Mr. Deitz's view. Mr. Deitz said that on 
5 Qctober.he told General Hayden that he believed the 
Authorization to be lawful. He. added that he emphasized to 
General Hayden that if this issu(i: were befqre the . Supreme 
Courtr it would likely rule� although not unanirr:Lously, that 
the Authorization was legal. 

(U) Associate General Counsel for Operations 

fFS/fSI//NF) On 5 October 2001, the General Counsel 
consulted the Associate General Counsel for Operatimis at 
his home by secure telephone. The Associate General 
Counsel for Operations was responsible for a:ll legal matters 
related to NSA SIGINT activities. According to the General 
Counsel, he had not yet been authorized to teUthe Associate 
General Counsel about the PSP, so he "talked around'' it and 
did not divulge details. The Associate General Counsel was 
given enough information to . assess the lawfulness of tb.e 
concept described, but records show that he was not officially 
cleared for the PSP until 1 1  October 200 1 .  On Tuesday, 
9 October, he told Mr. Deitz that he believed the 
Authorization was lawful, and he began planning for its 
implementation. 

(U) D eputy General Counsel 

('f5//8I//NF) The Deputy General Counsel was cleared for 
the PSP on 1 1  October 200 L He reviewed the Authorization 
with Mr. Deitz and the Associate General Counsel for 
Operations and also concluded that it was lawful. 
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(U) Dlsc1.1sslons on Legality 
(TS//Sl//N.FJ OGC' attomeys said. that thei,r discussions 
about the Program's lawf1..tlness took into account the severity 
ofthe 1 1  Septemb,er attacks and the fear that foreign persons 
were in th¢ United States planning attacks. The NSA 
attorneys coiichic:led that the Authoriiati9I1 was la:wful. 
G.iven the · folloWing factors; the Genc;!ral Counsel sa:icl the 
Authorization was (;:dnstitutionaLa,nd did not violate FISA. 
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o {8/ /NFI FISA was not. a realistic means of addressing 
th.e terrorist threat inside the United States because 
the process lacked speed and agility. 

" (U/ /�) The Authorization was a temporary 30�day 
grant of authority. 

o (Ul/� The statute allowed such an exception, or1. 
to the extent that it did not, it was unconstitutional. 

(TS//SI//NF} The NSA attorneys determined that the 
President could issue the Authorization through his authority 
under Article II of the Constitution to perform warrant1ess 
electrbnic ·surveillance for foreign intelligence purposes 
outside and..inside the United States. This conclusion, they 
said, was supported ]Jy the concurring opinion in 
Youngstown Sheet & Tube Co. v. Sawyer, 343 u.s.  579 
(1952), and appellate cases .s 

(!8//SI//NF) The Congressional Authorization. of Use of 
Military ,Force and the canon of constitutional avoidance, 
which requires a court to attempt to interpret issues so as to 
avoid constitutional questions, cemented OGC's belief that 
the President's interpretation of Article ll authority had legal 
merit. 

6(U) United States v. Tntong Dinh Hung, 629 F.2d 908 (41b Cir. 1 980); United States v Buck, 548 F.2d 871 (9th 
Cir. l977); Zweibon v. Mitchell, 5 1 6  F'.2d 594 (DC Cir. 1975); United States v. Brown 484 F.2d 4 18 (5th Cir. 
1973), cert. denied, 4t5 U.S. 960 (1 974); United States v. Butenko, 494 F.2d 593 (3'd Cir. 1974), cert. denied, 
419 V;S. 881 (1974). 
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(TSlfSr//NF) The AssoCiate General Counsel for Operations 
descii,becl his position: 

(T�/l'iH/{P1F) Doe� Congress have the authorily to 
limit Preside�1.tia lArticle ll authority in foreign 
intelligence collection? Given the threat, this wa,s a 
perfect storm of events,-3,000 people killed, 
a1i:plahes and buildings destroyed by foreign 
terrorists, an attackin the United States by a 
foreign terrorist orgariiiatiori. No one knew where 
th� terrorists were or if there were. more terrorists; 
arid NSAhad a collection capability unable to 

because with the FISA, you cannot get . orders needed to cover what you 
Ht:<;uc:u COVered a:t that time to l00k for the 
terrodsts. You go to the President and tell him 
that tl;lere is a statute that prevents you from doing 
sort1ething from a collection standpoint that may 
protect the United States from a futur-e attack and 
that while the country is in danger, I have to 
adh('!re With a statute and can't get the amount of 
warrapts I need. Any president is going to say 
there has got to be a way to do this - a feder-al law 
crui't let me stand here and watch the country go 
down the tubes. Does the President have to abide 
by a statute depriving him of his authority and 
watch the country go down the tubes? Given the 
case law of five different circUits with the Supreme 
Court denying certiorari in two cases, there was 
good basis for deciding this. 

(T$//SI//NFJ NSA OGC attorneys said that they did not 
prepare a formal written legal opinion because it was not 
necessary. The Attorney General had already certified the 
legality of the Program, and General Hayden had not asked 
for a written legal opinion. The attorneys also said that they 
did riot have time to prepare a written legal opinion given the 
pace of operations. 

(TS/ /SI/ /NF) After having concluded that the Authorization 
was lawful, NSA attorneys believed it was important to 
ensure, that NSA's implementation of the Program complied 
with the Authorization, that processes were well documented, 
and that strict controls and due diligence were embedded 
Into the execution of the Program. Recognizing that the legal 
basis ofthe Program might become controversial, they said 
that they wanted to ensure that NSA's execution of the 
Authority would withstand scrutfuy. 
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(TS!I$TLV'/IISJIIOC!NF) NSA PSP operations began on 6 October 200 1 
and ended on 1 7  January 2007 and involved the collection, analysis, arid 
reporting oftwo types of Information: metadata and content. NSA 
a$sutned t{1at thePSP was temporary and did not immediately formalize 
processes gnd procedures for operations, which were quickly set up to 
provide SIGINT on terrorist targets. As the Authorization continued to be 
rt:mewed, NSA implemented special procedures to ensure that selectors 
used foi metadata analysis and domestic selectors tasked for content 
collection were linked to ai-Qa'ida, its associates, or international terrorism 
and that related decisions were documented. NSA did not target 
comimJ(Iicatfons with both ends in the United States under PSP authority, 
although some oft/1ese communications were incidentally collected, and 
the OIGtound no •intentional violations Over the life 
ofthe Program, NSA Issued more based on PSP 
data. Ac;cording tb senior NSA /(3aders, the value of the PSP was that 
$/GINTcoverage proVided confidence that someone was looking at the 
sf]am between the foreign and domestic intelligence domains to detect 
and prevent attacks in the United States. 

(S//NF) On 4 October 2001, General Hayden received the 
mitial Authorization and informed the SIGINT Director and 
other key personneL 
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n<>rn,,n,nr cover terq1, SJELLARWIND, was assigned !o Pro!lrum information on 
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(TSHSI}/NF) Authorization Re newed 

ST-09-0002 

(Sf/NF) NSA leaders assumed the PSP would be temporary, 
so they did not establish processes and procedures for a 

long-term program , and they had plans to cease operations if 
the Authorization was not renewed. However, the President 
continued to renew the Authorization, and General Hayden 
stated that the DCI threat memoranda accompanying each 
renewal continued to justify the Program . 
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(UJ FISA Authority Sti l l  not an Option in 2002 

f£F4//SI//HF), In January 2002, senior NSA leaders still 
thol.lghft];iat neither the FISA court order process nor the 
infta'St�¢�r� 

(TS/181//NF)In September 2002, NSA attempted to obtain 
FISA authority to wire 
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f(fS//Sl//NFj The requ(!st was prompted by aCT Product 
Line staff member, who explained that technical problems 
delayedNSA's ·. · of orders 
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.(UI/fE*JG)·NSA Organizationa1Stru¢ture. for PSP Activity 
November 2004 

(TS I 'GTLW I I Sf I loe 'NF) . .. fl .. !Ill .I 

Approvols fOr 
l;ugo1in,g 

SII:J Oversight & 
Compli�ni:a 

l..-;,..-�-.1 ·�:�:����:. 

PSP Ol)erations 

(U) Chain of Command 

ColiecUon of 
c:chhml�nd m'eta�:ii::L. 

(TS//STLJ.;Vj /£1// OC/ :fiW) 

(S/ j)NF) NSA's Directorand Deputy Director exercised senior 
operational control and authority over the .Program. 
According to NSA's Deputy Director; General Hayden handled 
"downtown" and the Deputy Director managed everything 
within NSA. The SIGINT Director at the start of the Program 
stated that once she was co;n.fident that the Program had 
appropriate checks and balatl.ces, she left direct management 
to the Director, Deputy Director, and the OGC. She noted 
that General Hayden took personal responsibility for the 
Pfograrri. and managed it carefully. By 2004, specific roles 
related to collection, analysis, and reporting had been 
delegated to the SIGINT Director, who delegated management 
responsibilities to the Program Manager and mission 
execution responsibilities to the Chief of the CT Product Line 
and subordinate leaders. 
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(0) Co()rdination with FBI 

(TS//STLVl//SI//00/Nfl) On 24 Jahuary 2003, NSA, SID, 
arid the FBI agreed to detail FBI ersonnel under 
NSP,. SIGINT a.utho1·ities to SI 
Under the agreementt detailees 
related SICllNT metadata analysis, identified and 
disseminate¢! ten-orism-related SIGINT information meeting 
'B'EH ;f�;�:r!'l���n i.nft.:¥t:lfi!'!,f,1J,t(!:I�n :fbt,!JH'!t�;�,:�r;:d 
:r��;S.lJ.. �i�,�l��l:�;�t.·!t.tr.:;.r��;���j�· tQ J(�ll���·t�:rij�:[]JL--:rt�1��tt�;:,d iil��:r!t:rtt,f:;d::!.r.:i=:�J � 
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(1'SNSDh'NF) Mill1imizaticm Procedl!.llres ;all'ad .Altilc!liiio�nal Conft:rols OB'il PSIP 
Opell"ations 12 

(TS//STllvVI/Sl//OC/NF) Management emphasized that the 
miriimization rules required under non-PSP authorities also 
applied to PSP. The Authorization specifically directed NSA 
to ''minimize the information collected concerning American 
citizens, to the extent consistent with the effective 

12(U) Int;;mal control, or management corrtrol, comprises the plans, rn<!thods, aml procedure::; usr.nl to rneet 
missiol15, goals, and qbjcctivcs. [t provides reasonable assurance that an entity is effective and efficient in its 
operations, reliable in its reporting, and compliant with applicable laws and regulations. 
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accon1plishroent of the mission of detection and prevention of 
acts Of terrorism within the United States." NSA con1plted by 
applying USSID SP0018 minJmizatibn procedures. For 

· 

example! and as described in the following sections: 

�- - - - - -- - ---= - - -:::----- - - - -- - - -[o Hll } - - - - _- - -- - - --� 

:--:::: -=-- _- - - - -_ ----= -=---=-- ==--=----=--==--=-=--=-=------ :::: - ::::--=-=- ----=-- ---=--- :::_ -==---==-----=-----=--=� 

o When analysts encountered U.S. person information, 
they handled it in accordance with minimization 
guidance, which included reporting violations or 
incidents. 

o Dissemination ofU .S. person information was 
minimized by requiling pre-release verification that the 
information wasrelated to counterterrorism and 
necessary to understand the foreign intelligence or 
assess its importance, 

-{0/JNE)..In addition, as PSP opetations·stabilized and the 
Autb.orization.continued to be renewed, NSA management 
designed processes and procedures to implement the. 
Progrrun effectively while.ensuring complia11.ce with the 
Authorization and .protecting U.S. persop. information. By 
April2004, formal procedures were in place, many of which 
were morestrin.gent than those used for noh-PSP SIG!NT 
operations. One analyst commented that the PSP "had more 
doc'qinentatii:m than anything els.e [she] had ever been 
.involved with," Examples of controls, some of which will be 
expl�ed in more detail in the following sections of this 
report, include: 

o (TS/!STLVv'f/SI/fOC/NF) Approvals-Shift 
Coordinators approved foreign and domestic target 
selectors for nietadata analysis. The Chief or Dep1..1ty 
of CT Product Line Chief or the Program Manager 
approved domestic selectors for content collection 
under the PSP. 

a (TS//STLVT//SI//OC/WF) Documentation-RFis, 
leads, tasked and tippers were 
tracked in the for 
contact chaining · ju,stiftcation 
packages and approvals for tasking domestic sele<.:tors 
for content collection were formaJly documented. 
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a ('fS//81//lfF} Monitoring-'Statistics ·on content 
tl:Jcskipg atlql reports wen� ma.ihtairted and r�viewed by 
SlD, Ov�rsight and, Co:rnp1ianc::e by 2003. A QT 
.Prodttct Line employee stated: ".,, [N]owhere else did 
NSA have to report.on s.elec�cirs andhnwman,y 
selectors were rolled, off[detaskecl] and why.'' · 

a (U//:rreYQ) OG.G invohreme:nt-,-,P�rsonn.el working 
under PSP aut�rorlty ,noted that th.ey had ·11 co:ntinu(Jtts 
dialogue with the OGC ob: what was perniissible undc;.r 
the Authorization. The Associate qenetal Counsel fat 
Operations confirmed' that the OGC "was involved with 
the operations people day in and day out." 

o (U /!FOUO) Due Diligence Meetings......Ifhe PSP Program 
Manager chaired dve-diligencemeetings atter1ded by 
operational, OlG,. and. OOC personne1. · They disqJ.ssed 
OIG and O(}Gteviews. and Program challenges, 
processes, procedures! and documentation .. 

(1'15//STLW//Sl/ /f)C/NffJ The Authoriz�tiort dtefines. 
"rpetac1ata'' as "];leader /touter /addr¢s;:;i6.g"type. infdrmation,, 
includin,g; telecomrnunicatim:r:;i dialing� type data,. but not the 
contents of the communication." .For eXatn:ple, e-mail. 
m�ssag;e met!ldata includes the sender ai:l.d re.qipie.nt. e.;,mail 
addres::;es, Itdc)es not ip.ducie the subject line. or the text of 
t,pe ·�"'mail, \�hkh .are co:r;:tsict,ered content. Telephony 
metadata in,cludes such information as the calling and aaUed 
tc;lephone,numbers., bt1t not�po1ceJ:l.WOnis, 
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fTSI/SIIINF) Ptoqes{i if) Conduct.Meiadata:Analysis 

{'l'S//8±//NF) budng an O!G review in 2006, the Associate 
Ge,llerai:.Col..l:Qsel for Operations descril:>ecl QGC's sta.trdards 
for complying. with the terms.ofthe Authorization when 
conducting n1eta.data analysis ai:J,d contact chairiing. 

(TS//SI/j:NF) To conduct contact chainingunder the PS:P, 
the Autpbrization required that NSA rneet one of the following 
co:d;ditior:ts: 1) at least one party to the communicaticir:t had 
tobe o1;1ts1de the United States, 2) no party to the 
c:o1Un+tlnic:ation cquli:l be known to be a U.S. citizen, or 3) 
baseclqn the factual,. anci practical considerations of everyday 
life 011. whi¢h reasonahleMd prudent perscms act, there were 
specific and articulable facts giving reason to believe that the 
communication relates to international terro:dsm or activities 
in .preparation tht!rdor. The Associate General Counsel for 
Op�ratlqns sa,id tbat QGC's guiclance was mprf! stringe11;t 
than the Atithorization in that the OGQ always .requih::ci tl:lat 
the thfrd condition b� met before contact chaining began, 
Analysts were. required to e�?tablish a link with designated 
goppl:).telatedto international terrorism, al-,Qa'ida, oral-
Qa:'ida affiliates. I<�-

· 

{8//NE) The Ass.ociate General Counsel for Op erations said 
that establishing. a link to intt::mational terrm:ist groups or: .al
Qa'ida and its affiliates met the Authorization's requirement 
that al,l actiVities conducted under the PSP be for the purpose 
of detecting and preventing terrorist acts within the United 
States. He eXplained thatber::ause the President had 
determined that specified international terrorist groups and 
al-Qa'ida presented a threat within the United States, 
regardless of where members were located, linking a target 
selector to such groups established that the collection was for 

13(U) Smith v. Maryland, 442tJ.S. 73S, 142 (1979). 
1"(f£/.ISI//�fF) In March andApril2004, authorization language for bulk and Internet mctadata aud content 
nurro\ved n·om "international terrorism, or activities in preparation therefor," to Al-Qa'ida, a group affiliated 
with AL-Qa'i<ln, or another grd!Jp thatthe Prcside[\t deterrclned was in artn.ed conflict with the United St<ttes 
a tid posed n.threatofhostile action Withhi the Unit!.':d States. 
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the p1.1rpbse ofdetection and prevention of terrorist acts 
within the .United States .. 

fPSlJ8I//W:Et)..In a 2005 Program memorandum, NSA OGC 
defined the NSA standard for establishing a link: to al-Qa'iqa 
under the PSP. NSAcould target selectors when "based on 
the· factual arid pr?,ctica1 considerations of every dey life on 
which reasonable and prudent persons act, there are 
reasonable grounds to .believe a party t() such cOJ:nmunication 
is an agent of al-Qa'ida, or a group aiTiliated with al�Qa?ida." 

(18//S'fLW/!ffi//00/ffF) Facts giving rise to 
"reasoi;lable grounds for belief' means reliable facts 
in NSA's possession, either derived from its signals 
intelligence activity; or facts provided to NSA by 
another government department or agency, or facts 
reliably il} the public record (e.g;, a newspaper 
article) . Whatever the source of information, the 
key is that NSA is bas:ing its determination on 
articuiable (ads, not on bare assertions made by 
someone else. We need evidence, rather than 
conClusions. Thus amt;:re statement that person X 
is a member of cil Qaed11, without more 
irifoii:rJ,a,tion; will not suffice as a j1.1.stification for 
chaining or for content tasking. Instead we need to 
know what facts have led NSA, or another agency, 
or the press, etc., to that conclusion. Focus on the 
facts and determine whether they lead to a 
conclu$ion, rather than accepting someone else's 
conclusion. If you don't have enough facts to make 
a deter;tnination, ask for them. 

('f$//8TI»l/l8I//OC/NF) In addiUon, the 
standard does,pot require certain knowledge, or 
even necessarily a better than 50/50 chance that 
the user of a phorie or e-mail is a member of a1 
Qaeda or an affiliated organization. It requires 
orily that a reasonable and prudent person 
exercising good judgment would conclude that 
there are grounds for believing the thing to be 
proved. It is not mere hunch or mere suspicion, 
nor is it proof beyond a reasonable doubt or even a 
preponderance of the evidence; rather, the 
standard requires some degree of concrete and 
articulable evid ence or information on which to 
base a conclusion. 

(U).Approvals for Meiadata Analysis 
=-:_ - - ��- - - - � -- � =-._ �-="-- -OC---== _----o_=--=���-=-=-�� 

��=__::--��--==---=---::_---'"--.---- --- - -====- -
- -

- - - - - - - - _,_ _____ --- - -�� ------- - --- - - - -- - - - - - =--- - - - - ------ ----- = --=- - ----------·--- - -
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atan.di��r�"l·f�:�:�· ;�;:i;i!t:��.b:ij.ih�:�1lirgg .a. :H:n:�� r�:r.i .�Ll'·' 
��::t. TtH�.F..r��:r;"'J (g.��� t:h.r� irTf;Q;:rriill�.J[�;!.J;l� 

provided in the RF! orJead, analysts could search NSA and 
lntelligence Community databases and chain. under non-PSP 
m.tthorities to find additional facts to substantiate the link. 

(TSf/8!//f:.lF) Shift coordinators were not · 
all alert-list selectors that might have ITPl"1'PrC> 

chaining. One individual, the equivalent of a 
coordinator; managed and monitored the alert process. 

(T$/ImflNFfWhen NSA personnel identified erroneous 
metadata ,collection, usually caused by technical collection 
system problems or inappropriate application of the 
Authorization, minimization procedures required them to 
report the violation or incident through appropriate channels 
arid to delete the collection from all NSA databases. Early in 
the Program, NSA reported three violations in which the 
Authorization was not properly applied and took measures to 
correct them. 

0 
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0 

0 

(TS I 'STll" ( 'SI j 'OC 'NF) · II . vvJ/ n I · c!"lained on a domestic 
the FBI that was related to 
i!lvestigation. Ih this case, · t 
threat inside. the United States1 hut there was no 
known link to international terrorism. 

(TS nsTL\V r 'SI' roc 'NF) .rn 1 r •  1 r. rr 1 · 
o;n.metadata based on 
provided by FBI 
While the 

not pose a threat of terrorist 
uu-'-L"''-'- States. 

(TSNSIJ!MI!) Bull< Metadata Needed for Effective Contact 
Chainlng 

{'f.-ff;.;/}STLW//SI//OC/NF] Effective contac:::t chaining requires 
Iili�.l"�1E.!i ;i:iL.tTvtf!LlctJ.t'f.; r,:r !i:!lt:ID�1.df.��.if;l,, aum(:H:r.:i1'�1� l;;Sillr..?Li !:!:!·���"· 

(TS!/S.TLWf/Sl/i'OG/NF) Under PSP 
obtaint# a daily av�::rage of ·<>nnrr,.,.;,m 
telephony metadata records and an esc·� LUOLL\0\. 

Internet metadatarecords. Metadata OuLa.uu:•u 
authorities was stored in a protected database, to which only 
cleared and trained personnel were given access. NSA 
analysts were able to access and chain through metadata 
records, but they could view only records associated with an 
approved foreign intelligence target. This was a small 
fraction of the metadata available. For example, in August 
2006, NSA estimated that only 0.000025 percent or one in 
every four million archived bulk telephony records was 
expected to be viewed by trained SIGINT analysts.1 5 

LS(TS/ISli/Nll) This estimate was presented .in the August 2006 application for the Business Records Order, the 
fiSC Orde( that perrilittedNSA's collection of call detail records. Although this estimate applies to collection 
and analysis of telephony metadata conducted under the Business Records Order, the same.processes and 
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. . ·separate . . . tm;king selectors 
for content coilectiai1, collecting tbe content of 
conim'(ll'Jications assodated with taske.d selectors, and 

analyzing the content collected� To comply with the 
Authorization, NSA .management co1nbin.ed standard 
minimization l)tocedures and specially designed ptt1cedm;es 
to taskdomestic selectors, collect theresulting 
corninunications., and analyze and report the foreign 
intelligence they contain(:!d. Over the life .of the Pr·ogram, NSA 
tasked a;pproximately IIW foreign and domestic selectors 

for content collection. 

{TS/fSJ!ft'\IF) Tasking Selectors for Content Collection 

(TS//G'PLW//81//0C/NF) "Tasking'' is the direct levying of 
SIGINT collection requirements on designated collectors. 
Analysts must task selectors to obtain a target's 
communications. 

Authorization that target selectors 
comply two criteria. First, they had to determine that 
1'based .on the factual and practical consrdetatio.ns of 
everyday life on which reasonable and pn1dent persons act, 
there are reasonable grounds to believe a party to $Ltch 
communic.ation is an.agent of al Qa;'ida, or a group affiliated 
with al-'Qa'ida,n as described in guidance is.sued by QGC :in 
2005. Second, the pm�pose of the collectionhad to be the 
prevention and detection of terrorist attacks in the United 
States . The OGC provided the same guidance for tasking 
selectors for content collection as it had for contact chaining. 
Spt;cifically, because l:he President had determined that al
Qa'ida presented a threat within the United States, regardless 
of where its mem]Jers were located, linking a target selector to 

designated international terrorist groups or al-Qa'ida and its 
affiliates, established that the collection was for the purpose 
of detection and prevention of terrorist acts within the United 

States. 

techniques were. used under the PSP, making this a reasonable comparison. This estimate was based un dt�ta 
available inAugust2006 and cannolbc teplicntllcl. 
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(TSHSIHNF) AppmvalstoTask Domestic S�lectors for Conten� 

Collection 

(TSlfSl//NFJ NSA analysts determined whether foreign 
.selectors met the Authorization criteria and tasked them 
without further approval. However, because NSA leadership 
considered selectors located .in the United States to be 
extremely sensitive, the associated tasking process required 
extrl:l. db�timentat�on, reyiews, and approvals than foreign 

16(U) From 2005 to2007,SID,Analysis andProduclion leadership titles changed. The Primary Production 
Center Manager became the primary approval authority for tasking packages. 
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\TSH(JIHN�M.ost S�lectors Tasked for Content Collection Were 
Foreign� 

Congress 
domestic Internet 

content collection from October 2001 to January 2007. 
Domestic selectors were located in the United States and 
associated with al-Qa'ida or international terrorism and were 

not necessarily used by U.S. citizens. Attorney 

General Certification, NSA reported foreign 
telephone numbers and in excess Internet 
ad,dresses had been targeted from October 2001 through 
December 2006, which spans all but one month of the 
Program. NSA could not precisely estimate the number of 
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foreign In:ternet addresses targeted because the tools used by 
analysts beforE: September .2005 did not accurately account 
for the nm:nber of individual addresses targeted. 

(TSlf.Slf/Nf) 1112006, theOIG Found that Justifications for 
Tasking Domestic Selectors Met Authorization Criteria. 

(Tq' '8TV.1111SI 1 10C1NFJ During a 2006 review . the OIG (( . . f1 . I I I .. . . · ' . 
fcriilid that all items in a randomly selected sar:riple oftasked 
domestic selectors met Authorization criteria. Based on a 
statistically.valid sainpling methodology, the. Old was able to 
conclUde with 95 percent confidence that 95 percent or more 
ofdoinestic selectors tasked for PSP content collection could 
be linked to al-Qa'ida, its associates, or international terrorist 
threats inside· the United States . .  Justification packages for 
all sam,ple items tested were supported by one or more of the 
. folloWi11g of information: 

o Information associated with or obtained through FBI 
investigations. 
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(TS//31//NF)J:n 2005; theOIG- found that the largely manl.\al 
process to tasl.< and de task selectors for collection 
wa:.s umeUable, Specifically, the OIG fou 
comparing records of domestic telephone and 
Internet identifiers approved for PSP content collection a:s of 
Nqveniber 2004 with those actually on collection. The errors 
consisted of selectors that had not been removed from 
collection after being detasked, had. pot been put on 
collection after hmdng been approved, had been put on 
c

. 

onectio

.
n b

. 

ec

. 

aus. e of. a typographical error, or had not been 

accurately recorded in the In response 
tcithe oro finding, management took immediate steps to 
correct the .errors and set up a process to reconcile approved 
tasked selectors with selectors actually on collection. 

t'TS,$tsh{'IVF) Collecting the Content of Communications 

(U //FOU@:j Qqllection refers to the process of obtaining 
communications after selectors associated with intelligence 
targets are tasked, for collection at designated sites. D$-ta 
collectedu11der the PSP was stored in ptotected partitions in 
NSA datgbases. Access to the partitions was restricted. to 
PS]?-deared. personnel. 

('FS//SI{/NF) :rbe Authorization required that a collected 
communication origina:te or terminate outside the United 
State$. NSA did not 

nnrnr:l<H> WaS 
However, management stated that: 

within 
guarantee collected. 
Issues of this kind inevitably arise from time to 
time in other SIGINT operations, as foreseen by 
Executive Order 12333, and are thus not peculiar 
to (the PSPJ. 
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-f.S/ /NFJ The Program Management Office identified four ways 
that NSA might have unintentionally cQllected non-target 
data: 

a A target could have been correctly ta:sked usi1:1g valid 
selectors, but, in additiqn to collecting the desired 
target.commurikations, non-target communications 
were inadvertently collected. 

o A valid target selector could have generated target
specific collection that ultimately proved the target not 
to be related to al-Qa'ida. 

o A technical, human, or procedural error in the target 
identifiGation ott asking process could. have resulted in 
unintentional collection of communications not related 
to al-Qa'ida. 

til Technical collection system problems could have 
resulted in unintentional collection of non-al-Qa'ida 
reiated targets, even when all steps in the target 
identification and tasking process had been properly 
executed . 

..itltfNF) Over tb.e life ofthe Pr<Jgram, NSA reported 
-ncidents ofunintenti(Jnal collection of domestic 

communications an-incidents in w�ich the wro_ng 
selector had been tasked, (See AppertdlX F for detruls.) In 
those cases, personnel followed USSIDSP0018 procedures . 

and were given detailed instructions to :report the violations 
or incidents, adjust tasking, and delete collection records 
from NSA and other databases. 

(TSJIS:HNF) Analyzing the Content of Collected Communications 

{TS//81/f.NF} Analysis of content colle<:;ted under the PSP 
involved the same practices and techniques used in non-PSP 
operations. One NSA manager 

ts' tool 

co:mrnurtic�atwrls viei:'e necessary, and 
processed to make them useful f()r intelligence analysis and 
reporting. Analysis irtduded tiot only listening to or reading 
the contents of a communication, but drawing on target 
knowledge, coordinating and collaborating with other 
analysts; and integrating coHateral information, metadata, 
and information from databases and published intelligence 
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1·eports to determine whether the communications included 
foreign intelligence that was timely, unique, actionable, and 

1\U!!Fffi::fE}J A serializedxeport is a formatted intelligence product produced pursuant to US SID CR l400 that 
has a reference serial number, contains f0reign,intetligence information derived from SIGlNT, and goes to 
approved, users ofintelligeilcc. • 18Cf�;lt/STV.¥//8WOC/tf.E? NSA issued additional repmis between 17 January 2007 and December 2008 
that were l.nised on analysis of data previously collected under PSP authority. 
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(TSl/Sil/N�) l\lletadafa Analysis Reports (Tippers) 

(':fS//STL\V/{SI/fOC/NF) NSA reta,ined documentation of 

the: analysis, supporting customer request or lead 
information, and a description of the link to terrorism for 
tippers based on PSP collection. Documentation of analysis 
was not retained unless a tipper was written. 
Counterterrorism personnel updated information in a 
computer tracking system to reflect the disposition of all 
metadata analysis requests. From October 2001 through 
January 2007, NSA issued tippers to FBI and CIA: 

" tippers were based on Internet metadata analysis. 

" .tippers were based on telephony metadata 
anruysis when telephone numbers had only direct 
contact (one degree of separation) with a known 
terrorist as defined by the Authorization. 
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o were pasedqn more detailed telephony 
analysis that include.d contacts with two · 

degrees of separation from known. terrorists. 

o . were based on telephony and internet 
inetadata artalysis. 

(TS/lSIJINF) Content Reports 

(U//F'otto) Protection· of U$ Person Information in Reporting 

f£81/SI/fNF) Before sending PSP reports to customers, NSA 
rembyedunnecessary U.S. person information, as required 
by minimization procedures in USSID SPOOl B. The CT 
Product Line reviewed PSP reports to ensure that they had 
been written in accordance with these procedures. SID's 
Oversight and Compliance office then reviewed PSP reports 
containing U.S. person information. Oversight and 
Compliance personnel reviewed U.S. person information in 
reports, determined if it was necessary to understand the 
foreign intelligence in the reports, and submitted 
reconunenda;tions for the inClusion of U.S. person 
information to SID, Chief of Information Sharing Services for 
final approval. For example, if an individual's name was not 
necessary to understand the foreign intelligence in the report, 
the na±ne was deleted or changed to "a U.S. person.'' 
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lfS//SI//f:iff[J Over8ightalid Complt�rice did.notreview 
tippers based on :rnetadata analysis. When NSA began to 
iss1,1e tippers base� op, the content of communications, SID 
adapted its ·procedures .for the dissemination of U.S. person 
h:Ifohriati(jn. AdditiolJ.al Over�ight and. Compliance personnel 
were Cleated for the Program to assistwith rev1ews. They 
gave PSP and other terrorism reporting priority for review 
over other Agency reporting, 

This information h� provided <mly for intelligence 
purposes iri an effort to develqp potential 
investigative leads. It cannpt be used in court 
proceedings; subpoenas1 or for. other legal or 
judicial purposes. 

('fS//Ol/fNF) �eferting to portions of the PSP in 2005, 
Ge11eral Hayden said there were probably no communications 
more important to NSA efforts to defend the na.tion than 
those involving al-Qa'ida, NSA collected communications 
when one end was inside the United States and one end was 
associated \vith al"'Qa'ida or international terrorism in order 
to detect and prevent ahack:s jnside the United States. 
Gen(:!ral Hayden stated that "the program in this regard has 
been successful." During the May 2006 Senate hearing oi:i 
his :nomination to be CIA Director, General Hayden said that, 
had the PSP been in place before the September 2001 
attacks, hijackers Khalid Almihdhar and Nawaf Alhaimi 
almost certainly would have been identified and located. 

(TS//81//NF) In May 2009, General Hayden told us that the 
value of the Program was in lmowing that NSA SIGINT 
activities under the PSP covered an important "quadrant" 
(terrorist communications betwee:n foreign countries and the 
United States). This coverage provided confidence that there 
were "not additional terrorist ce:lls in the United States." 
NSA's Deputy Director, who was the SID Deputy Director for 
Analysis and Production on 11 September 2001, echoed 
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General Hayden's commeRt: "The value of the PSP Wfl.S in the 
.confidence it provided that someone was looking at tb.e seam 
betweep. the foreign and domestic intelligence domains.'' 

(TS/!SI//NF) The former SlD Deputy Director for: D.ata 
Acquisition said that the 

� "!. "!  .. . . . .  - .
" 

. - · · · - . 2  
- � � � -

- - = �  r ¥ � 
� "" - %  

Alexander sald, irprobably saved more lives" than any other 

� - _- �- - - --- --=- - - -- - -

- - -
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(TS/fSI//:Pt£i7 From an operational standpoint, the PSP 
enabled NSA to: 

o Support customers 

o PrqVide SIGINT that contributed to customers ' 

investigative work 
- - - -::::.._ � ____ __::::-- ---==-- -=--�:=.....=...:=-�--=---=-� .::-�.=='=-- ---=-==- =---� - _:::--=-==-� 

- ---- =- - -- -- - - -- - - - -
- - - -- - - -= __ ----�-------=--�=-=-�---��-----=-��_.::;::-� �-::--=-=--�--=--

(U/lFOUO) Support to Customers 

account for requests submitted before NSA 
began to use an automated tracking system in April 2002. 

(TS//SI//NF) Based on 
authority, NSA 
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and. FBI. In the early days ofthe Program, the FBI said that 
tbe large number of tippers from NSA was. causi!lg therh 
unnecessary workbecausc:J agerits treated each tipper as a 
lead requiring .action. General Hayden said that NSA's 
.intention was that SIGINT information be added to FBI's 
knowledge base, not that the FBI act 011 each piece of 
irtformatiort. When NSA realiZed that it was sending too 
much data to the FBI, the Agency made appropriate 
adjustments. 

(UitFeflf)} PSP Reporting Contributed io Customers' Investigative Work. 

riefing 
continues to provide tirilely and carefully 
to support FBI's investigations in connection 
operations]." 

did not routinely 
. on under the PSP, and NSA 

had rio mechanism to track and assess · the effectiveness of 
SIGINT reporting in, general or FSP in particular, 19 
Tracking PSP . 

iiil······· 
that success over time as intelligence 

became more integrated and it became more difficult to 
attribute success to any one activity. 

([fS//STVN//Sl//OGfNFj The Program Management Office 
provided the following helped 

as The 
include cases in which NSA provided reporting 

that contributed to FBI investigations, FBI confidential 
human sources , FISA warrants , arrests, and convictimi.s. 

1�) In July2007, SID initiated a formal effort to asS((SS the effectiveness of its CT efforts. By the fal1 of 
2007, that  effort was struggling. 
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ffSI/SI/}NF) On 12 Match, the President directed DoJ to 
continue working on the legal issues, and on 1 5  March OLC 
issued a three page memorandum to the Deputy Attorney 
General that, while it had only begun to analyze the 

to issue a fmal opinion; it 
of collection authorized 

'��'f:/EMRT .. u1"" .M.!isi.�,.t<�H! Attorney General for OLC issued a memorandum on 6 May 2004 concluding that 
6 May 
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(U / /FOUO) The OIG issued a report for each of the 
13 investigations and reviews described above. Ten 
reports on PSP activity resulted in 1 1  recommendations to 
management; 10  have been closed ,  and one remains open .  
Three reports on FISC-approved activity previously 
authorized by the PSP contained nine recommendations to 
management; three have been closed and six remain open. 

(TS//STLW//81(/0G/PIF) Beginning in January 2007,  
violations that had occurred under the Authorization and 
violations related to PSP activity transitioned to court orders 
were reported quarterly to the President's Intelligence 
Oversight Board (through the Assistant to the Secretary of 
Defense for Intelligence Oversight) . 
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(U) Recently Reported Incidents 

; . therefore, it was 
not · . .  to  determine the exac.t nature and extent of that 
collection. The NSA. Ol G will c16se aut this .indden t in an 
upcoming report to the President's Intelligence Oversight 
Board. 

(TS//SI//P.H!i') Ort 15 Jani.tai:y 2009, the Department of 
Sustice reported to the :FISC that NSA had been using an 

''alert. list'' to compare ihcomliig business records FISA 
!Ueta,ciata against telephone nurr1bers associa,t¢d with 
ccninte!terrorism targets tasked by NSA for SIGINT collection. 
NSA had reported to the Court that tlJ.e. alert list consisted of 
numbers for which NSA had deterrriined that a reasonable 
artic11laple suspicion existed that 

�""""'"'",.., th� . . · .of selectors on 
subjected to a reasonable articuhtble 

stispidon detertilination . .  The ]'i[SA OIG has reported this 
incident to the President's Intelligence Oversight Board and 
has filed updates as required. The alert list and a, detailed 
NSA 60�da.y review of processes related to the Business 
Records FISC order were the subject of several recent 
subthiss1o:iis to the FISC and of NSA briefings to 
Congressional oversight committees . 
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(U / f.F'e'tl'e) Other IG Program concerns were documented in 
the 2003..;2008 reports. Presidential Notifications are listed 
and described in Appendix F. The 2008 report described the 
adequacy of Program decompartmentation plans . ·  
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{TS//SI//NF) 
Bps Bits.per Second 

BR Busmess Records . 

CPR CallPetail Rec:ords . 

CIA 
CO MINT 

CT 
DCI 

DNI 

DoD 
DqJ 
EO 
FAA 
FBI 

FISA 

FISC 

GC 

Gbps 

Hl?SCI 

IG 

LAN 

NSA 

NSA/CSS 

O&C 

ODNI 

OGC 

OIG 
OIPR 

OLC 

Central intelligence Agency 

Communications Intelligence 

Counterterrorism 

Director of Central Intelligence 

Director of National Intelligence 

Department of Defense 

Department of Justice 

Executive Order 

FISA Amendments Act 

Federal Bureau ofTnvestigation 

Foreign Inteiligence Surveillance Act 

Foreign Intelligence Surveiilance Court 
General Counsel 

Gigabits per Second 

House Permanent Select Committee cin Intelligence 

Inspector General 

=-----=----=--=-__::::::::_�-- =--==--� -=-=---"':"""-==-=--===-====-�;__-�--=�-=-=--o_-- ==----�-i---_ --;:--=---= -���-= 
National Security Agency 

National Security Agency/Central Security Service 

Oversight and Compliance 

Office of the Director of National Intelligence 

Office of the General Counsel 

Office of the Inspector General 

Office of Intelligence Policy and Review (now the Office of 
Intelligence, National Security DiVision) 

Office of Legal Counsel 
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PM Prog(am Manager 

PR/'IT Pen Register/Trap & Trace 

PSP President's Surveillance Program 
RFI Request for Information 
SID Signals !ntelligence Dir('!ctorate 

SICHNT Signals Intelligence . 

(TS ' 'SI '  1NF) (( [/ 
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(tJJ corvnNT 

(U) E. b .  12333 

(U) FISA 

(TS//SI/JNF) METADATA 

(U) SANITIZATION 

(U) Communications Intelligence - technical 
and intelligence information derived from 
foreign corri.rtmnications by someone other 
'than the intended recipients 

(U) Executive Order 1 2333 - United States 
Intelligence Activities - provides goals, duties, 
and responsibilities with respect to the 
national intelligence effort. It mandates that 
certain activities of U.S. intelligence 
compo11ents are to be governed by 
procedures issued by agency heads and 
approved by the Attorney General. 

{U) The Foreign Intelligence Surveillance Act 
of 1978, as amended, governs the conduct of 
certain electronic surveillance activities 
within the United States to collect foreign 
intelligence information. 

{S/ jStf/NF) Analytic tool for contact 
chaining used by a_nalysts to do target 
discovery by quickly and easily naVigating 
global communications metadata 

lTS//SI//NF) Header, router, and 
addressing+ type information, including 
telecommunications dialing-type data, but 
r1ot t}}e contents of the communication 

(S//NF) NSA's primary storage, search , and 
retrieval mechanism for SIGINT text 

[U) The process of disguising CO MINT to 
protect sensitive intelligence sources, 
methods, capabilities, and analytical 
procedures in order to disseminate the 
information outside COMINT channels. 
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(U) SIGNALS INi'E:LLlGENCE 

(U) TEAR LINE REPORTS 

(U) TELEPHONY 

(U) TIPPERS 

(U) A category of intelligence comprising 
fudividually or in combination all 
carriiT1upicatioris intellige11c;e (COMINT) , 
electro'rilc intelligence (ELINT) and foreign 
ihstnti:nentation intelligence (FISINT), 
however transmitted. 

(U:) Reports used to disseminate SIGINT:.. 
derived information and sanitized 
information in the same record. The 
sanitized tear line conveys the same facts as 
the COMINT-coritrolled information , while 
hiding CO MINT as the source. 

(U) The technology assoCiated with the 
electronic transmission of voice, fax, and 
other information between parties using 
systems historically associated with the 
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(U) Objectives 
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(U) The Foreign Intelligence Surveillance Act (FISA) 
Amendments Act of 2008, which was signed into law on 
10 July 2008; requires that the Inspectors General of 
Intelligence Community elements that participated in the 
President's Surveillance Program (PSP)· conduct a 
comprehensive review of the Program. The NSA Office of the 
Inspector General (OTG) reviewed NSNs participation in the 
PSP. The specific review objectives were to examine: 

o (U) The establishment and evolution of the PSP as it 
affected NSA 

o (U) NSA implementation of the PSP, including 
preparation and dissemination of product under the 
PSP 

o (U) NSA access to legal reviews of the PSP and access 
to information about the Program 

a (U) NSA communications with and representations 
made to private sector entities and private sector 
participation 

o (U) NSA interaction with the Foreign tntelligence 
Surveillance Court (FISC) and transition of PSPH 
authorized collection to court orders 

a (U) Oversight of PSP activities at NSA. 

(U) Scope and Methodology 

(U) This review was conducted in accordance with generally 
accepted government auditing standards, as set forth by the 
Comptroller General of the United States and implemented by 
the audit manuals of the DoD and NSA/CSS Inspectors 
General . 

(U) The review was conducted from 10 July 2008 to 1 5  May 
2009 in coordination with the Inspectors General of the 
Department of Defense, Office of the Director of National 
Intelligence, CIA, and D oJ. 
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(U//Il'OU€7) The scop� .of this review was limited to NSA's 
particip�tion in the PSP from 4 October 2001 to 17 Jan1lary 
2007, The .review included NSA activities pefore and after 
the terrorist attad:s of 1 1  September 200 1 that led to the 
Presidential Authorization on 4 October 200 1 ,  It also 
incluqed the transition of PSP-authorized activity to FISC 
orders. 

lfjf/N'il') To satisfy review objectives, we intervievyed 
�current and. former NSA personnel who participated in the 

PSP includingNSA Director� and Deputy Director, General 
Counsels, Deputy General Couns els , Associate General 
Cqtmsels for Operat:lons, and the Inspector General 
responsible for Program oversight from 
August 2006. We · 

as well as · 
Signals Intelligence 

ffieri-+O±+i'-N:!:<+ Interviews of the former Director of NSA, 
Counsel 

were conducted 
invo1vedin the joint PSP review. 

(U//FOUO) We requested White House documentation of 
meetings at which General Hayden or NSA employees 
discussed the PSP or the Terrorist Surveillance Program with 
the President, Vice President, or White Hol.lse personnel, but 
did not receive a response before publication of this report. 

(U / /-¥eYe) We reviewed NSA records dated 27 July 1993 to 
1 0  July 2008 that pertained to review objectives .  Records 
included NSA policies and regulations, correspondence, 
e-mail, briefings, notes, reports, calendars , and database 
reports .  

(8/IP.fF) Numbers of selectors tasked and reports issued 
were based on information provided by the PSP Program 
Management Office and were not independently verified 
during this review. 
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(U) Prior Coverage 

(Ul/FOUO) Information about individuals Cleared for access 
to Program information was based on records provided by the 
PSP Project Security Officer and were not independently 
verified during this review. 

(U // FOUQ) The OIG began oversightof the PSP and related 
activities in August 2002 and issUed twelve reports dated 
21 February . 2003 through 30 June 2008 (Appendix E.) The 
OIG also issued 14 Presidential notifications from 
March 2003 to October 2006 (Appendix F) . Detailed 
discussion of the OIG's oversight of the PSP is included in 
Section VIII of this report. 

(Tg/ /SI/ /NF) As portions of the Program were transitioned 
to FISC orders for the collection of internet metadata and 
telc:phony bu::;iness record::;, the OIG reviewed the execution 
and adequacy of controls in ensuring compliance with the 
orders. The OIG did not test the efficacy of controls for 
metadata collected under the authority of the PSP or court 
orders. Three reports summarized DIG investigations into 
possible misuse of the Authority or violations of FISC orders . 
One report summarized the GIG's oversight of the PSP, and 
the last report reviewed the adequacy of Program 
decompartmentation plans. 
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('Pi3//STI:I.U//SI//OC/DI'iJ) The Authorization documents that contained the tenns 
under which NSA executed special Presidential authority were addressed to the 
Secretary' of Defense and y,rere · titled "PresideritialAuthorizationfor Specified 
Electronic Surveillance Activities during a Limited Period to Detect and Prevent Acts 
of Terrorism within the United States." The first Authorization consisted of eight 
paragraphs , and all but one subsequent Authorization consisted of nine. There · 

, two modifications , and one document described as 

Description of Authorization contents by paragraph: 

(U) Paragraph 1 · The President's Conclusions 

(TSlfSTLVl//SI/fOC/NF) The first paragraph referred to the 
1l September 200 1 terrorist attacks and the President's 
directions Ito the Secretary of Defense} on emplpying U.S. 
Armed Forces. The first Authorization contained statements 
on the President's conclusions based on information about 
terrorist capabilities; this statement became the second. 

paragraph iri. subsequent Authorizations.  After the first 
Authorization, paragraph one j.ncluded references to all 
previqus versions ·of the Authorization and the dates they 
were signed by the President. 

· 

(U) Paragraph 2 · Terrorism Threat 

(TSf/STLW//Si//00/N'Fj After the first Authorization, the 
second paragraph stated that the President based his 

conclusions about terrorist capabilities on information 
proyided by the DCI, including an attached terrorism thre.at 
assessment, a document t11at consisted of five or more pages 
and was signed by the DC! (later by the DNI) and the 
Secretary of Defense.  

(U)  Paragraph 3 - Considerations 

(TS//STLW//SI//00/NF) The third paragraph contained the 
President's considerations in authorizing electronic 
surveillahce, including the potential for deaths , injuries , and 
destruction from acts of terrorism, their probability, the need 
for action and secrecy, and intrusion into privacy, its 
reasonableness ,  and altematives. In the first Authorization 
the considerations were in paragraph two. 

(TS/ /STi!vVI/SI/ / 00/f!fF) Paragraph three of the first 
Authorization stated the President's determination that an 
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"extraordinary emergency" existed made electronic 
surve:illarice without a court order a compelling Government: 
interest;! 

{TSNSTL\fii'HSI/lOC/NI") Paragraph 4 - Authorized Electronic 
Survei llance 

ifS//STLVf//8!//0GfNF) Paragraph four. contains the 
President's statement of the basis for issuing the authority 
and. the substantive description of the electronic surveillance 
that he authorized and directed. The President states that he 
is acting pursuant to Article II or the Constitution; including 
the executive power, his authority as Commander in Chief of 
the Armed. Forces, his duty to preserve, protect and defend 
the Constitution, and the Authorization for Use of Military 
Force Joint Resolution (Public Law 107-40), with due regard 
for the Fourth Amendment. There were major and mihor 
changes in that description, resulting in seven versions of 
paragraph four over approximately six years. 

(TStlSih'NF} C hanges to Authorization Lang uage · 
on Electron ic S urveil lance 

Version/Date 

First Authorization 

4 OCtober 200 1  

Description o f  Changes t o  Authorizati.on 
Language 

Authorized NSA to acquire the content and 
associated metadata of telephony and Internet 
communications including wire and cable 
communications carried into or out of the 
United States for which there was probable 
cause to believe that one of the communicants 
wa hat one communicant 
wa aring for acts of 
international terrorism.2 This was the only 
version of the Authorization to use the terrrt 
;'probable cause." 

Version 1 also authorized the acquisition of 
telephony and Internet metadata for 
communications with at least one 
communicant outside the United States or for 
which no communicant was known to be a 
citizen of the United States. 

Para ra h four included the authmi to 

1 (U) The third paragraph was marked with the nwnber three in two places until the error was corrected in the 
September 2003 authorization. 
2(U) This pnrenthetical condition is present in all descriptions of content collection. 
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Ver13ion1Date 

Version 2 
2 November 2001 and 
30 November 2001 

Version 3 
9 January 2002 to 
14 January 2004 

Version 4 
1 1  March. 2004 

Description of Changes to Authorization 
language 

.process, analyze and disseminate 
intelligence from the communications acquired 
uncl.er the authority. 

Authorized NSA to acquire the content and 
associated metadata of communications fo:r 
which there was "reasonable grounds to 

· · "  e of the communicants was 
(b)(1 ),�(tsH3f � � - - that one communicant was 
ou s1 · e e mted States and was engaged in 
or preparing for acts of intemational 
terrorism.3 This change to the wording on 
collecting content eliminated the possibility of 
interpreting the authority to permit collection 
with_ both ends in the United States . 

This version elisa authorized the acquisition of 
telephony and lnterriet metadata for 
communications with at least one 
ccimrril1nicartt. outside the United States, with 
no communicant known to be a citizen of the 
United States, or when there were reasonable 
grounds to believe that the communication 
related to intematiortal terrorism or activities 
in preparation forintemational terrorism. 

Version 2 was used in two Authorization 
documents. 

This version of the authorizing provision was 
used in 19 of the documents. 

Stated that the Department of Defense may 
obtain 

J(U) Qualified as "based on the factual and practical considerations of everyday life on which reasonable 
persons act." 
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Version/Date 

Version 5 
1 !::! March 2004 

Version 6 
2 April 2004 to 10 
September 2005 

Version 1 
26 October 2005 to 8 
Decem ber 2006 

Description of Changes to Authorization 
language 

clarifications were consistent with 
previous Authorizations and thus approval for 
-acting under that definitio:n was retroactive, 

Became effective in the middle of a previously 
autl1-orized period as the result of a 
modification. 

NSA's authority to collect content and 
associated metadata was changed to specify 
that the terrorist groups for which there was 
authority to collect were ru-Qa'ida, groups 
affiliated with al-:Qa'ida, or another group that 
the President determined was in armed conflict 
with the United States. 

=-•.Ja. JLu«. a group 
of another gro1,1p that the President determined 
\vas in armed conflict with the United States. 

Version 6 was used in 12 of the documents. 

Version 7 and was used in the final nine 
documents. 

(U//ffiBet Paragmph 5 • Detect and Prevent 

(TSffSTLVv'f/SI//6C/Nf?) In paragraph five, the President 
stated that the surveillance was essential and appropriate to 



ST;.09-0002 

detect and prevent future acts ofterrotism in the Ui1ited 
States. 

(Ut!FOUG) Paragraph 6 "  Minimization 

(T8//8'fLVo/I/8I//OC/NF) Paragraph six directed that 
information concerning American Citizens be minimized to 
the extent consistent with the mission and with the 
Authorization. 

(UifF'Ottet Paragraph 7 - Notifying Congress 

(TS//STLW//8!//0C/NF) Paragraph seven stated that 
notification ofthe Authorization outside the executive branch 
would be deferred, but the President stated his intent to 
notify Congress when consistent with national defense. When 
select members of Congress were briefed on the Program, 
information on the briefings was contained in paragraph. 
eight. 

(U) Paragraph 8 : .other Notifications 

fF8//8'fflN/18II/OC/NF) The initial Authorization specified 
that collection would cease 30 days after signature and 
required reporting on changes in circumstances underlying 
the Authorization. After the initial Authorization, paragraph 
eight contained a statement on restricting notifications to 
U.S. Government officials outside the executive branch or it 
named individuals, by title, who had been informed since. the 
previous Authorization p eriod expired. 

(U) Paragraph 9 a Expiration 

(TS/ /STf.:vV//SI/fOC/NF) Mter the initial Authorization, the 
exact date of expiration was specified in paragraph nine. 

(U//FaYQ.) Paragraph 1 0 - "The President's Ultimate 
Responsibility" 

(TS//S'fLW//SI//OC/NF) The Authorization signed in March 
of 2004 - the only one not signed by the Attorney General or 
a Deputy Attorney General- is also the only Authorization 
that contains a paragraph ten. This p aragraph contained a 
legal argument about the President's ultimate responsibility 
to interpret the law on behalf of the executive branch and his 
authority for issuing the Authorization. 
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(U/�) Signature of President 

(TS//STLW/./8I//OC/NF) The Autheirizations were. sign¢d by 
the President, followed by a place and date of signature, All 
but one authorization was signed in Washington, D. G. 

(U) .Other Signatures 

(TS//eTV.Vl/8I//OC/NF) Under the phrase "approved for 
form and legality," the Attomey General signed all but ot1e of 
theAutho:ri:1:ations� The other authorization and the two 
modifications were signed by the Counsel to the President. 

(U) Handwritten Note 

(TS//S'ff:N<I//SI//00/NF) The .first 2 and 
2 9  }\:uthorizations 1  both modifications, and {5-)(rt qt>�{3). - .. ·: 

. . 
have a handwritten nbte signed by the Secretary of Defense 
(or Deputy Secretary of Defense) directing the NSA or the 
Director of NSA to execute the document. 
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(Uf /FOUG)  This timeline includes key events that oc:curred dudng NSA's 
implementation of the · President's Surveillance Program (PSP) . In addition to 

2001 
4-0ct-01 

4-0ct-01 

25-0ct-01 

1 4-Nov-01 

30-Nov�o1 

4-Dec-01 

2002 

of the Authorization, the timeline. incluqes selected. communications 
Foreign Intelligence Surveillance Court (FiSC), 

Because. the timeline is limited to docmnented 
. communications; it is not all-inclusive. 

1 st Presidential Authorization signed 

General Hayden briefs White House (President, Vice Presid�nt [VP], 
VP Counsel VP · 

· 
White House Collnse!} 

NSA briefs Chair and R•:mking .Member of House Permanent Select 
Committee on Intelligence (HPSCI}, Chair and Vice Chair of Sen;;�,te Select 
Committee on Intelligence (SSCI) 

2nd Pr�·�iri�nti� anthnri,,� 

NSA briefs Chair and .Ranking Member, HPSCI,  Chair and Vice Chair, 
SSCI 

3rd Presidential Authorization signed 

NSA briefs Chair, Senate Defense Appropriations Subcommittee, and 
Ranking Member, Senate Defense Appropriations Subcommittee 

riefs FBI Director Mueller 

1 1 -Jan-02 NSA briefs Department of Justice, Office of Intelligence Policy and Review 
(DoJ, OIPR), James Baker 

NSA briefs FISC P 

5-Mar-02 NSA briefs Chair and Ranking Member, HPSCI, and Vice Chair, SSCI 

- ����- �-- -----=-------=�-��- -=-=-=-=--=----=--=-----==-=------=-�=---------=-� ----=-- ---=---- -=--=�-=------ �---=--�-� =--
.:=----- --===- -_-=--- �-- -=- �-- - ---=--=- -= =�-""- - -=- -==- - - --=-:-..::-_ -::::::... �- --�- -=---==- ---=- -� - �-- ..= - --- �� 
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1 4�Jun�o2 

1 2-Aug-02 

13�Aug-02 
10-Sep-02 
1 1 -Sep�02 

1 B�Sep�02 
30�.Sep"02 

16-Dec-02 

2003 

TCJP SECRE1WSTL�\WCOfv1Hv'1WOUCON/NOFORl\T 

NSA briefs Chair SSCI 

NSA briefs incumbent FISC Presiding Judge Kollar-Kotelly 

NSA briefs Chair, HPSCI, and Ranking Member HPSCl 

NSA.briefs FISC Presiding Judge Kollar-Kotelly a t  the White House 

NSA InspeCtor General (I G) cleared for the PSP 

10th Presidential Authorization signed 

General Counsel (GC), Associate GC for Operations, 

1st NSA DueDiligence Meeting 

Chalr. HPSQI visits NSA for briefing 

NSA IG advises General Hayden to issue "Delegation of Authority Letters" 
to "units that administer the project" 

TOP SECRE1WSTLW#COMIN1WORCONINOFORM 
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1 3�Jan-b3 FBI Director visits NSA (or briefing 

29�Jari-03· NSA briefs Chair and .  Ranl<ing Member, HPSCI, Chair and Vice .Chair, 
SSG I 

��- --=-----=-=---�-=-�=-:=-==-=--=-�=-= -=-�==--:-=-���-=- -=--=:-��������� -� -=-=-=--=�----=:;__��-�==�� 

---=- - -- - - --�- �-�-- =- - _ _  _::;;._ __ -_ - -- - - -= - - - - --=- ""--� 
4"Mar-:03 General Hayden issues firstDelegaticm ofAuthority letter to key Signals 

Intelligence (SIGI NT) Directorate operational personnel 

SSCl 

POP SECR£1/fSTLVJj?'COlvfil'v'W/ORCON/NOFORN 
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s�oct-03 NSA·FBI-ClAconference at NSA to discuss PSP 9perations and customer 
needs 

1-Dec-03 NSA IG.announces a review of NSAPSP operations 

B�Dec-03 NSA IG asks VP Cm.insel for access to PSP legal opinions and is told that 
a request should come from General Hayden 

9-0ec-03 2 1 st Presidential Authorization signed 

9�dec-03 IG memo asks General  Hayden to ask VP Counsel 's permission for N SA 

2004 
6-JE�n-04 

!!rJ idi!lo GG �!:! t!b rmr 
. t!tTr.;Et�!;on 

NSA briefing to DoJ. Mr. Philbin1 Mr. Goldsmith for Mr. Goldsmith's 
orientation tq the PSP ahd other NSA Signals hi telligence efforts against 
terrorism 
NSA and 
and recent 

meet to discuss the PSP 

1 4-Jan-04 :�2n-d P�;���; 
� -_-- =-- - - - - - - - - - -=----- -=--�--==:::--==-=-==-_�--=---���--=�-�- =--=:'§ 

- -- -
-=

- - - -- - - - - � --- -- - -::-_..:::-:; --=-� - � 
9-Mar-04 General Hayden briefs Director ofCentral lntelligehce (DCI) on value of 

the PSP 
1 0-Mar-04 General Hayden briefs White House Counsel and Ch ief of Staff, Deputy 

DC I, Deputy AG, and FBI Director on value ofthe PSP 

1 0-Mar-04 (3enera l  Hayden briefs Speaker of the House, S13nate Majority and 
Minority leaders, House .Minority Leader, Cha irman and Ranking Member, 
HPSCI, and Chair and Vice Chair, SSCI 

1 O-Mar�04 General Hayden briefs Secretary of Defense, DoD Principal Deputy GC 

1 1 MMar-04 23rd Presidential Authorization signed 

'1 1 -Mar-04 NSA IG and Acting GC discuss new Authorization signed by President's 
Counsel rather than the AG 

1 2;-Mar-04 General Hayden briefs House Majority Leader 

1 9 ·Mar·04 Revision to 23rd Presidential Authorization sig ned 
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2-Apr-04 

4-Apr"04 

14-Jul-04 

rop SECRET#STLllM'CO:M,lNT#ORCONfNOFOifN 

2nd Revision to 23rd Presidential Authorization signed 

General HaydE!n briefs DoD Principal Deputy GC 

!nitlaPPRITT Order approved by FISC 

Advisor 

ST-09�0002 

23·Sep�04 Presidential ''further direction" of 9 August 2004 expires 

NSA bri.efs Chair, HPSCI 

17·Nov·04 28th Presidential Authorization signed 
=-- -- - -

-
-
=

-
=-- - -

2005 
5-J�n-05 NSA briefs National Security Advisor and White House Counsel 

----�
_

-=-- -- ---�-= c00:��--c=���-��=��:�=-��������--��-��----� _ _ � �: 
- -

-- -- -��-=--
- -_ - --- �� - --- - - - - -- _-_ - - - :::: 

11-Jan-05 29th Presidential Authorization signed 

TOP SECRET#STLViWCOi\o!Th.1TY/ORCONJ%'0FORN 
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zs�Feb-65 
1·Mar•.05 

22�A(Jt�os 
23-May�os 
1-Jun"05 

'J:'()p SECRET#STLlVJ}'COMINT§ORCON/1.\lOFOKliJ 

SSCI. 

General Hayden briefs White House Counsel and Counsel to Deputy AG 
30th PresidentialAuthorization signed 

Gene>rt�l Hayden briefs Director of National lntelligence(DNI) 

Two-level PSP clearance structure discontinued 

Discussions to seek FISC orders to authorize content collection begin With 
DoJOLC 

Prii1Glpal Deputy DNI Hayden briefs new NSAJCSS Director Gener(ll 
Alexander on the PSP 

34th.Presidential Authorization signed 

Chair and Ranking Member, HPSCI, Chair and Vice Chair, 

13-Dec-05 36th Presidential Authorization signed 

16-Dec-05 New York Times says that President secretly authorized NSA 
on 

DoD receives letter, signed by 39 Congressmen , requesting a review of 
the PSP. DoD IG faxes the letter to the NSA IG on 10 Jan 06 

21"Dec-05 NSAbriefs DNI 

TOP GECRET;�'STLl-V;fCOi\ilNTO'ORCOlv/f•.JOFOKN 
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2(106 
3,Jan-06 

9�Jan-06 

1 1-Jan"06 

20-Jan�o6 

'1 OP SECRET!l'STt'W/YCOlvllNT#ORCON/fv'OFOlhV 

NSA IG and OoD IG discuss le.tter from 39 Congressmen requesting 
Ocib IG review of the PSP · 

NSA briefs nine FISC judges and thrE!e FISC legal advisors 

NSA briefs Speal�er of the. House, Senate Majority Leader, Chair cif 
HPSCI, Chair and Vice Chair, $SCI 

NSA briefs Senate Minority Leader, House Minority Leader, Chair SSCI, 
;Bind H;.�'!§;�,!��::ri. !Mf;!mt.:f�t :HP�.��� 

ST-09-0002 

:c- - --�- -�-=---=-=--===:-��- -�-� �-:_-::cc= �==���=��� -�� -��? _- "::=-; �::: ��� 
27-;:Jan-06 

31-Jan"06 

� _- - �- -�-=-=�- - =--- --::::- - --=-=-=� ;--=---=-�����""�== -=-=-'E----_-=-=-�-=o._�-=,;:=�===-==:�===--�-� 37th Presidential Authorization signed 

11�Feb"06 NSA briefsChair SSCI 

16-Feb�06 NSA briefs Speaker of the House and Chair, HPSCI 

2B�fl;)b-06 NSA briefs Chairand Ranking Member, House Appropriations 

--:_--=-- - - - ---=- _-=;-- - - - -- =-- -_=-c.- -=- -=---::::-- -=- -- �- �- ----

-- - -
- -- - -

-----==--
---- - - - - - -- - --= 

9dV1ar-06 NSA briefs Chair and Vice Chair, SSCI, and Members of SSCI Terrorist 
Surveillance Program (TSP) Subcorrmiittee (Roberts, Rockefeller, Hatch, 
DeWirie, F�lnstein, Levin, Bond) with SSCI Minority and Majority Staff 
Directors, Senior Director for Legislative Affairs, National Security 
Counsel, VP, AG,.White House Counsel, and VP Chief of Staff 

1 0-Mar-06 NSA briefs Mr. Bond, ME:!mber, SSG! TSP Subcommittee 

13-Mar�o6 NSA briefs Chair, SSCI TSP Subcommittee, Members SSCI TSP 
Subcommittee (Roberts, Feinstein, and Hatch), SSCI Majority and Minority 
StaffDirectors, and SSCI Counsel atNSA 

14-Mar-06 NSA briefs Mr. DeWine, Member, SSCI TSP Subcommittee at NSA 

21-Mar-06 38th Presidential Authorization signed 

21-Mar-06 NSA briefs FISC Judge Bates 

27-Mar-06 NSA briefs Mr. Levin, Member, SSCI TSP Subcommittee and Minority 
Staff Director at NSA 

29-Mar-06 NSA briefs Chairman arid Ranking Member HPSCI TSP Subcommittee, 
TSP Subcommittee Members (Hoekstra, Harman, McHugh, Rogers, 
Thornberry, Wilson, Davis, Holt, Cramer, Eshoo, and Boswell), Majority 
General Counsel1 Staff Member, and Minority General Counsel 

TOP SECRETWSTLlN/fCOl'i"'fNT#ORCON/f\I'OFORN 
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7-'Apr-06 

11.May-06 

16-May�oa 
11-May-06 

24-May-06 

5-Jun-06 

7-Jun-06 

7•J\.)n-06 
9-Jun•06 

1 5-Jun-06 

30-Jun-06 

6"Jul-06 

iO-Jul-06 

1B-Jui�06 

TOP SECRE1WSTLHWCOM1N1WORCON?WOFORN 

NSA briefs Chairmah of the HPSCI TSP Subcommittee; HPSCI TSP 
Subcommittee Members (Hoel{stra, McHUgh, Rogers; Thornber�\�, Wilson, 
and Holt), · ty General Counsel, Staff Member, and Minority Gen1:1ral 

NSAbriefsRanl<lng Member, HPSCI TSP Subcommittee, Members Of 
HPSCI TSP Subcommittee Wilson, and Eshoo), Majority 

Counsel at .NSA 

NSA briefs Chair and Ranking Member House Appropriations Committee 
Defense Subcomt'nittee 

39th Presidential Authorization signed 

Chair SSCI, Members, SSCI (Roberts; Hagel, Mikulski, Sriowe, DeWine, 
Bayh, ChG�mbliss, Lott, Bond, Levin; Feingold, Feinstein, Wyden, 'Warner), 
SSGI StaffMember, SSCI Majority Staff Director, aM SSCI Counsel 

HPSCI Chair, HPSCI Members (Hoekstra, Harman, Wilson, Eshoo, 
Rogers, Thornberry, Holt, Boswell, Cramer, LaHood, Everett, Ga!legly, 
Davis, Tiahrt, Reyes, Ruppersberger, a.nd Tierney), Majority General . ;f[lt[Ef.>�t; �-=-- _- -=--=- =--=--=---�---=-:=::::_-==�-=--- - -�-=-- - _ - -_ - - -=------�� .::: - _ _ _  -- - - --== 

- - -----
-=---�::: --= =-=- ::--::.--__ --- - =- -=-- -==----= � - -- - _- ---= -= - -= 

First Business Records Order approved by the FISC 
NSA briefs Ms. Feingold, SSCI Member at NSA 

NSA briefs Ranking Member, Senate Defense Appropriations 
SUbcommittee, and SSCI Siaff Director 

NSA briefs President's Privacy and Civil Uberties Oversight Board 

NSA briefs. Chair, SSCl, SSCl Members (Mikulski, Wyden, and Hagel), 
SSCI Minority Staff Director, SSCI Counsel, and SSCI Staff Director 

NSA briefs Chair, SSCI and SSCI Members (Roberts, Mikulski, Feingold; 
Bayh, Snowe, Hatch, Lolt, and Bond), and Minority Staff Director 

NSA briefs Chair, Senate Defense Appropriations Subcommittee, and 
House Minority Leader 

NSA briefs Mr. Bayh, SSCI Member at NSA 

40th Presidential Authorization signed 

NSA briefs Ms. Snowe, SSCI Member and SSCI Counsel at NSA 

NSAbriefs Mr. Chambliss, SSCI Member at NSA 
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20:•Nov.o6 NSAbriefs·Presicl!3nt's Privacy•and G!vii.LibertiesOversigh�·Board 

a.Dec�06 43rd and final. Presldential Authorization sig[led 

2007 
1 D-Jan�07 Content orders approved by the FISC 

17-Jan-07 AG letter to Congress: Presidential program brought under the FISC 
1-Feb"07 NSA briefs President's Privacy and Civil Liberties Oversight Board 

1-Feb-07 ·Presidential Authorization expires 

ST�09�0002 

{TS/ / STLW// Sf// 00/'NF) 

TOP SECRE'I/7'STI.V.WCOMINTi001lCO:p.JjhroFOR:..'V 

161 



This page intentionally left blank. 

TOP SECRE"l)/'STL'f7V7J'COlvffNTWtJRCON/NOFO:KN 



; I 

TOP £ECREW8TLWI/COMINT/IORCON/i\i'OFOR1'1' ST-09-0002 

(OJ» �MirtnHwUa'ltnw<e INIMmlb>er off CRearances flll'lir itlhle 

fFlliesfidell'ilit's SMnrefiDUaurnce: 1Prrogrr<a1m 

TOP 8ECftET;lcSTLllV/lCOMIN'i.'l/ORCON/NOFORN 



S.T-09-0002 TOP BECRETh'ST'f/'fl'l/;ltOMINT;7'0RCON;'NOFORN 

This page intentionally left blank. 

TOP SBCF.ET;%TL �01)9'f]01HIN'FJVORCON/:NOPORN 



170P SECRET#STL'W#COPvfiNT#ORCON7NOFORN ST-09-0002 

(Yl ClY1MMRatnwe INiMmbe�r of �nearaiTllces f@tr tlhle 

!Prresid®lftlt11s
· 
Swwei�Ha�rnce �rogrrauin4 

TOP SECRE'f#STLVif#COMINT#ORCONll'vrOFORN 

'fOP SECREfHSTLW/fHCS/COMINT/IORCONitNOFORN 165 



ST�09-0002 TOP .SECRE1WSTLtAiYICOMINTh'ORCON;lfvTJFOR.N 

This pag(:! intentionally left blank. 

TOP BECRE'IYtSTL�V;Jt:OMINT#OltCON/NOFORN 



TOP SECRE1Y/STLTli;6'COMIN1Y/ORCON/P'ilOFORN ST-09-0002 

« t!J» INISA @iffffice ©1t J.tlh!e UD'il��ee'li:@li GeD'ilcewaU !Rt<e[ll(O>IJ'il:5 ©.!D'il .ftlhlce 
!P'rre§nrdl�li'il'li:�s; �l!J.l�rW®aUD<alD'il©® !PJrr©�rriffim iffiliil©l ReU<arihe!iil Ae'li:uwuitfi®s 

TOP SECRETJI'STL'VV;7'COM1N1)7'0RCON/NOFORN 



ST-,09'-0002 'fOP.SECRE'f!7'8TL'WJ}'COM1i\li)j'ORCON/NOFORN 

This page intentionally left blank 

TOP SECRE'f/ISTLl>'vlltcOMil\t"lWORCON/f\lOFORN 



TOP SECRE'i)ySTI/'f.N/ICOMINTI/ORCONfi\lOFbRN ST-09-0002 

K\UJ» �@A.@ffff!i�® ©'If �ihl® llrru®\PJ®©�@tr ®®llil®lfaU �®�@ri$ ®ml G:Il11® 
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{TS//SI//NF) This.appendix lists and describes OIG investigation and review 
reports of activity conducted under the PSP, a1so referred to as. the STELLARWlNP 
Program, and related activities such as the Pen Register Trap and. Trace (PR/TT) 
Order and the B11siness �ecords Orde:r. These reports are limited to activity 
cdnducted between 4 Octoper 2001 and 17 January 2007. 

(U) Reporl of/nvestigation of Two Violations 

(8//NF) the OIG issued a report on 
what it 1Jelieved to be the firsttwo violations of AuthoriZation, 
both. of which were uriiriten:tio.nal. 

(S/fllTF) NSA OIG found that in neitherinddent had NSA 
personnel acted with intent to disregard their authority. 
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Both incidents occurred, at least in part, because early in the 
Program the terms ofthe Authorization were so closely held 
thatfew, if any, operational personnel workii1g under the 
Authbrity were permitted to see the Authorization or its 
operative provisions. It was unreasonable to hold person;::; 
accountable for violating an order that they had not seen, 
when the orc}er was too complex to be easily committed to 
memory. Accordingly, the OIG did riot recommend 
disciplinary a,ction, but did recommend that the NSA Director 
issue formal written delegations ot authority to the Signals 
Intelligence Director and specified subordinates so that 
personnel working the ."Program would know the precise 
terms ofthe Authorization. Management concurred with the 
recornm:ertda:tioris· and .rnade appropriate notifications' 

(U //FOUO) This report was sent to SSCl on 31 May 2006 
and HPSCI on 2 January 2008. 

· under the Order 
.,.,.,,,r,.,..r,,rl in PSP channels, 

(T81 18TV"' 'SI 1 'QC 'NF) On II ·. VYf( II I 
issued a report on an 

OIG 

breakdown that had resulted in unintentional filtering 
violations of the FISC Order. The Order permitted NSA to 

from communications involving 



j· 
! 
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14 May 2004 

fourid.noreasbn to. believe that any Viblations resulted in the 
collection of. reserved 
judgment .. · . .  ····-··· The OIG of rPJO,nnn<>l 

led directly to the :replacement of the Program Manager and 
to chan.ges in Program management, leadership, and chain of 
command, 

(U//� This report was :sent to SSCI on 31 May 2006 
and HPSCI on 2 January 2008 and was redacted .at the 
request Of the White House. 

collected, none 
reported outside NSA. 

(U/ /FOUO) Thisreport was sent to SSCI on 31 May 2006 
and HPSCI on 2 January 2008. 

'(U) Need for Documentation and Development of Key 
Processes (ST-04-0024) 

ffS//SI//NF) This OIG report concluded that a continuing 
defiCiency in clear, written procedures governing the 
collection, processing, and dissemination of PSP material 
created undue risk of unintentional violations of the 
Authorization. The report noted that Program officials had 
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made progress in addressing sorn�,; ofthese deficiencies, but 
fol.l11d that processes had not been fully documented in the 
form of management ciirectives, �dmiriistrati:ve policies, or 
operating IDlilluais. The NSA OlG recommended that 
Program officials formally adopt rigorous, written operating 
procedures for the.following key processes: 

· 

o Approvals for content collection by the appropriate 
named. officials 

o Reporting of violations of the Authority, similar to 
procedures for documenting violations of .Legal 
Compliance and Minimization Procedi.:tres5 

o Evaluation of dual FISA and PSP content collection 

o Systematic identification gnd evaluation of telephone 
nl:lmbers and Internet identifiers for detasking.6 

(UflFOUO) Corrective action was taken in response to the 
four recommendations. 

(U //-F@YQ) This report was sent to SSCI on 31 May 06 and 
1-Ii?SCI on 2 Jahuary 2008. 

(Sf!fJr) Need for Increased Attention to Security�Related 
Aspects ofthe STELLARWIND Program (Sr-04-0025) 

(U//FQtJU) This OIG report disclosed weaknesses in Program 
security, The Program was particularly nllnerable to 
exposure becauseit involved numerous organizations inside 
and outside NSA. 

(U //FOUO) While the Program Manager placed a strong 
emphasis on personnel security, he did not take a proactive 
and strategic approach to physical and operational security. 
In particular, better use of the Program Security Officer 
would have helped to improve special security practices for 
handling Program material and strengthen operations 
security (OPSEC). 

(U f/-FeY-0) The Program Manager and the Ass ociate Director 
for Security and Counterintelligence concurred with the 
ftndings and implemented corrective measures. In particular, 
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the Strut Security Offic�rwas freed from bther responsibilities 
and took a more active and effective role in . .Program security. 

ManaMnwntdid not conduct a for:rna1·0PSEC survey EJ.S 
recommended; however, steps taken by martagemen:tto 
implement OPSEC practiCes met the intent of the original 
recommendation. 

(U //FOUf)) This repprt was sent to SSCI on 31 May 2006 
and HPSCI on 2 January 2008. 

(TSI/Sllf.NF) Review of the Tasking Process for 
STELLARWIND U.S. Content Collection (ST.:04w0026) 

(CS//STIW//SI//OG/NF) This report identified material 
weaknesses in the tasking and detaskfug process under the 
PSP .. The process to task and detasktelephone numbers for 
content collection under the Program was ii1herently fragile 
because it was based on e-mail exchanges and was not 
automated or monitored. 
r·rs i 'STLiir t tcrr' "0G INE). Th. · e OIG. · exrunirted1 \rfl 'TT:l i'lf(.:!lt:J(t:l 1�:>- . 
numpers and Internet identifiers approved 
collection on the date ih. November 2004 when the audit 
began an.d identified th<:: following types of errors: 

" involved under.:.collection; identifiers were 
collection quickly enough or were not put 

on collection until the OIG discovered the errors. 

o involved over-collection; they were not 
collection quickly enough. 

o • record-keeping errors in. the Program's tracking 
database 

('l'S' '8'fL"'TT' 'SI 1 'OG 1NF) In II vvJJ I r 1 
unauthorized collection caused by a at error, NSA 
personnel did not review the collected information before 
destroying it, nor did NSA issue any report based on, or 

eminate, any information from the 
of untimely detasking. However, without a 

robust and reliable collection and tracking process, NSA 
increased its risk of unintentionally violating the 
Authorization. NSA also increased the risk of missing 
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valuable foreign intelligence by failing to task telephone 
numbers and In.ternetidentifiers in a timely manner. 

(U//FOUO) NSA OIQ recommended that all errors be swiftly 
resolved:, that spec;ific; procedures be adopted to prevent 
recurrences , arid that identifiers tasked for collection be 
promptLy reconciled with identifiers approved for tasldng, and 
repeated every 90 days. Management implemented the 
recommendations. 

(U f fFOUO) This report was sent to SSCI on 31 May 2006 
and HPSCI on 2 January 2008 and was redacted at the 
request of the White House. 

(TSI'ISIHNF) Review of Compliance with Authorization 
Requirements for STELLARWIND U.S. Content Collection 
(ST-,04-0021) 

(TS//STVNf!SI/./08/NF) This report determined that, based 
on a statistical sample, Program officials were adhering to the 
terfus ofthe Authorization and the Director's delegation 
thereunder; that tasking was appropriately approved and 
duly recorded under the Authorization; and that tasking VIas 
justified as linked to al-Qa'ida or affiliates of al-Qa'ida. The 
report recomniended improvements .in record-keeping 
practices. 

(S/INF) Due to a lack of sufficient and reliable data, the NSA 
OIG could not reach a conclusion on the tasking approval 
process for two PSP-related collection programs, The OIG 
recommended that management responsible for the affected 
programs, design and implement a tasking and tracking 
process to allow managers to audit, assess timeliness, and 
validate the sequencing of tasking activities. Management 
agreed to install automated tracking of tasking and 
de tasking . 
(Ta//Sil/Nfi')- Although the collection architecture was 
designed to produce one-end-foreign communications, 
inadvertent collection of domestic communications occurred 
and was a ddressed . The OIG recommended changes in 
management reporting to improve the tracking and resolution 

of inadvertent collection issues. 

(U / /� Corrective action has been completed for one of 
the two recommendations. 
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{U/ /FOUe) This report was sent to SSCI on 31 May 2006 
and BPSCI on 2 January 2008 and was redacted at the 
request ofthe White HoU.se. 

{TS/151/INF) Supplemental Report to Review ofCompliance 
with Authorization. Requirements forSTELLARWIND U.S. 
Content Collection (St-04-0027.01) 

fFS' 'S�±P" iS±' 'ee 'NFt Aft 
· · · 

th 
· · · al. · ·  t � (I �� vVf I f/  1 · er lssumg . e ongm repor ; 

the NSA OIG conducted further research to cl.et{!r:mlne 
whether Program. officials were approving contenttasking 
requests based solely on metadata analysis. Using the 
si:::1,tistical sample in the original audit, the OIG found no 
instances of metadata analysis as the .sole justification for 
content tasking. In all cases tested, t h ere was corroboratirig 
evidence to support the tasking decision. 

(U/ jll'OUO)-This report was sent to SSCI on 13 February 
2007 and HPSCI on 2 January 2008. 

(TSIISIIINF) Report on· the Assessment of Management 
Cohtrolsfor lmplemen�ing the Foreign Intelligence 
Surve]llance Court Order: Telephony Business· Records 
(ST•06-0018) 
(T!S//STVvV//81//0C/NF) On 24 May 2006, the telephony 
metfl..data portion of th,e PSP was transferred to FISC Order 
BR"Q6,-0S1 In reApplication oftheFederalBureau of 
Investigationfor an Order Requiring the Production of 

(TS//SII/NF) On 10 July 2006, in a memorandum with the 
subject FISA Court 01:der: Telephony Business Records (ST-06-
00 18), the NSA OIG issued "a report to the Director of NSA 
45 days after the initiation of the activity [permitted by the 
Order] assessing the adequacy of the management controls 
for the processing and dissemination of U.S. person 
information." This report was issued with the Office of the 
General Counsel's concurrence as mandated by the Order. 

ff£f/'i3I//DIE) The "Report on the Assessment ofManagement 
Controls for Implementing the Foreign Intelligence Surveillance 
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CoUrt qrder: Telephony Business Records {ST-06-00 lB}," 
5 September 2006, provided the details of the findings .ofthe 
10 . .Jti1Y memorandum and made format recom:rp,endations to 
management. 

('f8/ /81/ /NF) Management conh:ols. governing the 
proq:ssing1 dissemination, cl,ata security, a.nd oversight of 
telephony inetadata and u�s. person information obtained 
un:der the Order were adequate and in severeJ aspects 
exceeded the terms of the Order; However, due to ·fue risk 
asso.ciated with the col�ection and processing of telephony 
metadatalnvolving U.S. person information, the NSA QJG 
recommended tll.ree additional controls regarding collection 
procedures, reconciliation of audit logs, and segregation of 
duties. 

(+SUSIRNF) Collection Procedures 

an OIG review of collection ;-..,..,,,..,,,.;, 
luculc:Ll:>Glu.�:;uL.discovered that NSA was 

should have been suppressed'fr:orn 
. 

the . . . . flow. Immediately, management blocked, 
the data from analysts' view. FurtP.er, working with the 
providers, Program mar:tagement cornpleteci. suppression .of 
the.suspect dataon 11 October 2006 and agreed to 
implement additional procedures to prevent the collection of 
unauthonzed data.. 

(TSi:SIHNF) Reconciliation of Audit Logs 

(TS/JSI//NF) Management controls were not in place to 
verify that telephone numbers approved for querying were the 
onlynumbers queried. Although audit logs docti:i:minted the 
queries .of'the archived metadata, the logs were not in a 
usable format, and Program management did not routinely 
use them to audit telephone numbers queried. Management 
concurred with the recommendation to conduct periodic 
reconciliations; however, action was contingent on the 
approval of a Program management request for two additional 
computer Programmers. 
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(CIJNF) lack ofSegregatlon ofDuties 

(Cf/NF1 The seven individuals with the authority to approve 
queries also had the al:)ility to conduGt queries under the 
Order. Standard internal controlpractices reqtiire that key 
duties and responsibilities be divided among different people 
to reduce the ris� of error and fraud. Although Program 
management c:ortctirtecl. with the fmding, it could not 
imp:tement the recommendation due to staffihg and 
operational needs. As a:n alternative, Program management 
agreed to develop a process to monitor independently the 
queries of the seven individuals. This action plan was 
contingent on the development ofusable audit logs 
recommended above. 

(TJ/ /FOUO) Corrective action has been completed for one of 
the· three recommendations. 

(U/fFOUeJThis report was sent to SSCI on 13 February 
2007 and HPSCI on 2 Jahuary' 2008. 

(SIIlVFJ Sf]mmary of OIG oversight 2001·2006 
STELl.ARWIND Program Activities {ST;.Q7.;.0011) 

(S//NF1 On 20 December 2006, the OIG issued a report 
sUill!nar.izingOIG's oversight of the STELLARWIND Program 
after ftve years of implementation. 

(U //FeUb) This report was sent to SSCI on 13 February 
2007 and HPSCI on 2 January 2008 and was redacted at the 
request of the White House. 

(TSI/8/f/NF} Assessment of Management Controls to 
Implement the FISC Order AUthorizing NSA to Collect 
Information Using Pen Register and Trap and Trace 
Devices (ST-06-0020) 

(TS//SI//N¥) OIG reported that the 
management collection, 
dissemination, and data security of electronic 
communications metadata and U.S. person information 
obtained under the FISC Order authorizing NSA to collect 
Internet metadata using PR/TT devices were adequate and in 
several aspects exceeded the terrns of the Order. Due to the 
risk associated with the processing of electronic 

· 

communications metadata involving U.S. person infoiniation, 
additional controls were needed for processing and 
monitoring queries made against PR/TT data, documenting 
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oversight activities, and providing annual refresher trairiing 
on the teni1s ofthe Order. 

(U/ /wtfG) Corrective action has been completed for two of 
the six.recommeridatiohs. 

(U/ /FBYG) ·,,: 
and HPSCI ::· 

, to SSCio 
=-�- �-=--------=-�---==--==---=--==: - -- - -- --- - - - - �-

- - � -� -===--- ----=--=----=-- � -= 

(TSHSfflfv'F) Domestic Selector Tasking Justificat,on Review 
(ST..;07�0017) 

(U/ /"FeOOJ The OIG conducted this review to detemiine 
wl:tether taskingjustification statemer1ts were supported with 
intelligence information consistent with sources cited in the 
justifications. The OIG identified some justifications 
coribiiriing errors, but there was rio. pattern of errors o'r 
exaggeration of facts or intentional misstatements. 

(U//�) This report was sent to SSCI on 28 January 2008 
and HPSCI on 28 January 2008. 

30 June 2008 (TSIISIIINF) Advisory Report on the Adequacy of 
STELLARWIND Decompartmentation Plans (ST-08w0018) 

(TS/ /SI/ /NF) At the request of the SIP Program Manager for 
CT Special Projects, the OIG assessed the adequacy ofNSA's 
plans to. remove data from the STELLAR WINO compartment, 
as authorized by the Director of National Int�;lligence; On 
30June 2 008, the OIG reportedthatNSAmanagement had a 

solldfolindation of planning f6piecompartmentation. In 
particular, the content, communication, and assignment of 
supporting plans were adequate to provide reasonable 
assurance of successfully removing data from the 
STELLARWIND compartment, while complying with laws and 
authorities. Management was also diligent in assessing the 
scope and complexity of this undertaking. Although the OIG 
made no formal recommendations, it suggested 
improvements to develop more detailed p lans , set firm 
mi lestones, and establish a feedback system to ensure that 
plans were successfully implemented . 

(U //FOUO) This report was not sent to SSCI or HPSCI. 
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(TS//STL\V//SI//00/NF)Executive Orders 12333 anc112863. require intelligence 
agerid.es to report to the. Presideht;. through the President's Intelligence Oversight 
Board, activities they have reason to believe may be :unlawful or contrary to 
executive order oi presidential directive. Knowing that Board members were not 
cleared, however, the NSA Director or Deputy Director reported the following 
violations. of the Presidential Authorization and related authorities to the President 
through his Counsel, rather than through the Board. Each notification wa,s 
approved if not actually drafted by OIG. Some of the notifications .;,vere not the 
subject of the OlG reviews or irive::;tigatimis discussed in Appendix E. 

(U) Date (U) S1,1mmary of Notification 
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1-t-l:�.,c..ei:l'rf-tffi"'l Describes three incidents: The first involved a 
one�digit typo resulting in one incorrectly tasked number. The 
second involved a number improperly tasked for metadata 
analysis. The operator discovered it almost 
promptly rem.oved it from tasking . .  The third invo 
numbers that were not detasked in a timely fashion. 
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(U) Date (U) Summary of Notification 

.{T$/fSWNl/SlfJOC{MF) 
authorized targeting of,.....,..,,.,,.,...,, 
telephone numbers 
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1 8  
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PROCEDU RE'S (FOUO) 

lETTER OF PROrvlULGATI!QiN 
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mls$1-:'Jr'\S ;:trid . functions of' tM United Staie::; $1Girfr .Sy�ten1 (USSS) are <,:mi<Jucted h1 a mm·,r:er !hat 
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otheMis:e, reqwest approval !torn DI RNSlvGHOSS !)·�fore dr::stroyin�l illfS LJSSID. 

(FQUO) f1ele:a�e or e'l.p-Dsurc of this docume;•,t. lo contractors and �<;)!i$uHants wiHHJiJl appl'(JVs,f rrom 
the ussm M;tnager is prohitlite:d.. ln(:ltructions appJrc.:�l::lle to release cr exposure ol USSID to Cllnlr.:�ctors and 
consulti.lrll$ rti8)1 be found in USSID 19. 
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USSID 1 8  

LEGAL COMPLIANCE AND 
MINIMIZATION PROCBDU B ES {U ) 

SECTION i - PREFACE 

27 July 1.993 

1.1 .  (U) T11e Fourth Amendment to the Unitl!ld States CcnstitutioJ1 protec�s <'dl U.S. pefsons any�,�; here 
in the. •.vorld a.nd aH persons within the United Steites (!om unreasonable searches ond sei-zurBs by any petson 
or agency actf'ng on behalf oi \he U.S, Govetnm€lni, The Supr,srne Gourt has ruiGd tha\ tha intercepli on o i  
electronic communications 1s a search and seizura wltntn tba rne<ming of  the  fourth Arne.ndmeni, It Is 
then3!or,� ll\��ndatory that signals lniel 11gence (SIGINT) oparallons be condu��ed pursuant t•) procec!ures 
wt1k:h mee.t th':';J r;;<tson<ib�eiiess requifr3mt�nls of the p,:;.urih Amendment. 

1 2. (U} ln del!;!(l"l1itiitig whEJther United SI21tes SIGINT System (USSS) operaliO!)S. GJ.re "reasone;b1e," 
it is necessaty to b�liiflCTJ !he U.s. Government's need for rowign lntelligence information and the privacy 
in!(3rests: of persons prot�ct;:Id by tne Fourth Amendment, Striking that balance has consumed much: tims 
aod effort by all branches of tll.:J United s:ates Governmwnt. The (esutts of \hat elfor1 ;);rt:J reflec:ed irl lhe 
rele:re,nr;:es l i�tao in Section 2 below. Together. these 1eference.s require tile minimization or U.S. person 
lnfotmatfo.n collec!t;d, processed, retained or disseminated by the USSs. The ptlrpose or I his document is 
to imp!emenl1hes� mi.nim1zatian requirements. 

1 .3 .  (U) Sevetar. thernes �uri lhroughout lhts USSID. Tht;J most frnportant Is that intell�gence or;.er&iioos 
and the prate cHon of constit.uli·on<.�.l rights are not lncompalible, I l ls not necessar1 to dany le•;;JllirnC1te fom�gfl! 
inlel !igence collection or suppre�is lr:<gltlmate foreign intelligence !nlcm'nation to pr.o�ect the. Fc·Urth AtliC:nthl8nt 
d·�hls of IJ.$, persons. 

! .4, (U ) finally, thesa m!nimizt.�Oon procedures implem?!ll . tlo>Ol constitutional prrnci,t:l z of 
''reason ableness" by gl·ving dif�t=;r(flil. categories oi Individuals and entities different levels of protf;lction,  T hese 
levels range from the stringent prot.:;ction accorded U.s. citiz.�ns and permanent resident aliens in the U nited 

States to pr.ovisl ons re1<3llng to forell:)n diplomats in the U.S. These difierences reJisct yet 2lnother main them�;J 
of these prncedures, that is, lhat the focus or all forei�n inteli1gence op erations is on ioreinn er,:ities 2nd 
per.$ons, 

Nl). 95·511'.  

SECTION 2 - REFER ENCES 

a. 50 U.S,C. 1 BO 1 .  et St;q . .  For�.ign lntell igen·:::e Surveil lance f\ct (F ISA)  of 1 978, Public Law 

b. E:<ecueivc:. Order 1 2333, ·'Uni.ted State;; lnteUigence ACtivities." dated 4 O;iccrnber 1 9 3 1 .  
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c. OaO Din:<etil.•e 5i.:40. l, u/l.ctiviti�s ol OoD it'ttt!U!g�ni;;e Components tllal Allee! UcS, Persons,'1 
dated 25 Aprii 1 S38. 

d. NSNCS.S Directive No. 1 0-30, "Ptocedures Governing AcHvl!les of NSNCSS ihat Affect 
u,s. Parsons;'' 6ated .20 S·�pfember 1 990. 

SECTION 3 - POLICY 

3.t (U) Tile poHoy of thr; USSS i$ to TP..R:GET or COLI.ECT only FOR E I G N  COMMUNICATION;>,' 
The USSS wilt not intentional ly COLLECT conmnmica!ions to, from or about U.S. PERSONS or perso n$ or 
�ntitfes in the u.s, exc;;?p\ as set iorth in tlits USSID. If  the Usss inadvertently COLLECTS such 
comrminicaiions, It will process. retain and disseminate them on ly ln accordance With this USSID. 

�ECTION 4 - COLLECTION 

are known lo be ta .  tram or all out a u.s. PEF!St). 
not i:':·e tntentiooafly in tercepted, or ;;etect�d through the use 

,...,.,,,...,,,.., instar.ces: 

a. \·Vith ths approval oi the Unih:!.rj. Stales Forsign l n:ie lligence Su rvalllance Court under tha 
corn::llti¢·ns o ut l ined in 11noe:.: :A. oJ ihls USSID. 

b. With the ar::provaJ of the Attorney G-aneral ol !he United States, if: 

{ 1 } Tl'i� COLLECt"! ON is di�eded against the fol lowin g; 

(wh�:r'.N8r located). 

.(s) Commurdcatior.s to cr from. U.S, PERSONS outside th� UNITED ST,Il.TES, ar 
communications to, 

(c) Communica,t!ons 'NI�rch .3n: r-ot to or frorn but rnerety about U.s. PERSONS 

(2) lh·B person rs an AGE:NI OF A FOR SIGN POWER, and 

(J ) Til� purpo::B of <he COLLECTION is to acqui-re signifkan\ FOREIGN INTELUGEt· lCE 

c. Witl1 Hlc approva l c.1f �11e Director, Nationi'i l  Security .1\gency/Ch ief, Cenl{C11 Security Ser ;;r,:8 
(O im<JS.!IJ'CHCSS} , flO long as lhe COLI.EC'l"ION net�d nm be apjjroved by the fGreign lnta!llge n�,J 
S·J rveiFance Cot.J rt rx the fl.ttomey General. ar.d 

( 1 )  Tf1c:r p17rson ha5 CONSE�ffED lo 1 t1e  COLLECTION b y  exeel;tin·g one of tlw 
COt,JSENT lom;�l conta.ifl•::J,d in .�nnex H. or 
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• Capilali:;:l;ld word� in SQ.ctton s  !3 through 9 am de!ine\J \BI'ms in S·:;cti·on 9. 

(2;) The person is reasonably be�ie;ted to be held captive by a FOF\E IGN POWER. or gmup 
engas;�ed In INTERNATIONAL TERRORISM, or 

1 , 01' 
(4) The COl-LEGTlON Is dir0cted against between a 0 . .8. 

PERSON in th� UNITED STATES and a fon�ign entity outsic/0 STATES, {he TARGET is· tiva 
foreign entity, and the DIRNSAiCH css has approved tha COLLECT[ON 1n accordance wiih P..nna>: K. o r  

(5) lechnical devices 
!irnh <�cquh;l11on bi' the USS$ to 
communic<�tions LJsed bV tn'2. T�\RG8 
th\3 COLLECTION is directed ag<li 
communfc:ailons. with {Jn\1 COMM 
Is .. : · 

. 

(a) A non-U.S. PERS()N £oCBied outside the UNI'fED STATE 

(b) 
(u) Copies of approv?ls gra nt�d by :he  DIRNSNQHCSS u ndar \hese· provts:Ons wl l! bf.l 

ret:t.:ne,j in tl1e Office of Genere;l Caunsal for rt;lvi�w by \he Attorn�y Gener.al. 

cl. Emergency Situe.tir:ma. 
( 1 ) In emsrgency situations, DIRNSA/Cr!GSS may authoriz� t11e COLLECTi(JN ol 

ln(Cirmation to, icom, c1 r about a U.S, PERSON who i$ orJ(slde the UNITE;O STATES when s;::curing the priDr 
approval oi th� Allcrney General ls not practiC<31 because: 

(a) Trie Ume requirt:d kl obtain such approval would reswll lt\ tho l oss or s!gr.ificant 
FOREIGN INTELLIGE'NGr:: an.:! ,,.,•auld cau$e $Ubstaniialharm trJ the:. national securii)1• 

danger. 
(b.) A pers.:lrfs !if� dr phys ical safety 15 r;::asonably befiev,;�q :o be in irmn�di�k: 

(c} Th.a physical s�curity ol a d e fe.nse installatio n or tJOverr:m::�nt pmperly ls 
reasonably belh::vsd to be in immediJte danger. 

(2) In those cases wilera the Dl?cNSNCH CSS <�uthodzes e rr.ergency COLLEC'flON,  
GXcept ror ac!ions take.n under pa(agraph d . { 1  ) (o) �have. DlRNSNCHCSS shall find that  th-ere Is probable 
cause that the TARGH rnvets ooe of the followi11g crlterla: 

(<!} A p.ersO·I1 whC', for dr on behalf nf a FOA ElGN :?OVJ ER, is Clrigaged in  de:r.do;stinu 
[r;l,el\igt?.-fl:Ce rlctivilies (lncludir.'lfll CO'II;rt ac�ivities intenr;Jed to atfEJCt (he politlcal Ot governmental pmces;;) , 
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sabolaga, c.r INTERNATJDNAL TERRORIST activities, or activ1\ies in preparation for INI�RNATIONAL 
TERRORIST aclfvlUB:s; ar who conspires with, or knowingly aids and abets a persoit engaging it. such 
acliviti�s; 

(b) A person who is B;n officer or emr.:>loyea of a FORt:fGN POiNER,. 
(c) A person. unlawfully actirtg for, or pursuant to the ditectlan at, a FOR E:IGt�! 

POWER. The mer a f�ct that a pen.-;on�s activities may benefit o� furli\�r the aims of a FOREim� PmV ER is 
riCH enough to bring that person lmder tills subsection. a.bsent evkiE>.nde that the person 1s takii1g dir,�ction 
from,  or actln g fn �oowing c:orrcert with. the FOREiGN POWER. 

tdl /J, OORPORATlON O(other entity thatis owned l'ir controlled d1r·�ctly or indirectly 
b�' <1 FOREIGN POWER. 

(e) �� person in con: act •,•.riih1  or actlng In tQIIaboratfon •.•lith, a,n intBIHfl�llC<$ vr se curity 
ter.vk;e or a loreign power f.or lh� purpose of providing a.cc.;;ss  !o in lorrnat1on or materia.! crassifi;;J·l1 t y the 
Unit-ed Sta:�s w which such persc·ri has access. 

�; tarted; 

(J) in 81l L�as9s l'ihere .smergency collectian Is authorized, the loHowing steps s:�1ail i:J•) 

(a) The Gen.�ral Coun$el will be notified fmmedi<Ue�y !hat the COLLE;CTlQ/'o; has 

(b) The General Counsel will Initiate Immediate -eHorts lo ootafn i'l.itorn<J}' G�neral 
<ipprov.:ll lo cDn�inue n;e cotlcction.  1( Attorn�y G.:;n.:;r.:ll approval Is net obtaine:d ','.'rtllin seventy two r.our�:. the 
GOLLE:C'fiON wil l be terrnlriated, If rtJe i\trorney G eneral appro,ies tne COLLECTION, it i'r1<�i� contim:e for 
lha p�tic-d speciri9d In !he. approval. 

e. MntJal n:Jports to tl!e �.tK,rnG.y Ger.aral are rc�quimd for COLLECTION conducte-d ur1 der 
pamgrapr1s 4. Lc. (3) and (4). R:::sponsible analy1:c oflicas .wilt p rovide such tiJlports through the Dc p!Jty 
Direcwr ror Opet;.glons (0 00) and tile Ge:t1�ral Counsel to th e:;: D IRNSAiCHcss for lransmitl<:il to- the .fo.ttc rl\ey 
General by 3 1  January of each �·�ar. 

4 .3. {U) lnctdemal f\\::..lui:;i llan of U.S_ PERSON Information. l r.iormaUon to, lrom or about U.S. 
P ERSONS acquired lncident.;J !ly as a res•.Jl� of COLLEGTIOi·J directed against appropriate FORE! G t-1  
INTELUGSNGE r,"\RGE;TS may be retaine-d and processed i n  accordance wilh Sectron 5 and Section -3 or 
iltl� USSID. 
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4.4. {S GGO) Nonresld•::�nt Aliarl tARGETS Entering tl1e UNITED S'T'ATES. 
a. It th.e communications of a n  on resident atien located abroad are befng TARGE:l'ED a rid the 

USSS learns that the: indlVid1Jal Ms entered IJ1e UN ITED STATES, COLLECTtON may continue for a period 
ot 72 hours provided that the DIRNSNCHtiSS is advised immediately aric.l: 

(t) lmmedi<��!e- efforts aw fnltfatsd to obtain Atiorr1ey Generiil approval, or 

(2} A oeterminaHon ls made with1n the- 72 hour period that th 

b. lf Attorney General approVal is obtained, the COLLEC'rtml may continue f.orthe fengtn o.J 
time specifiiDd fn the approval. 

c. If it is determiMcl GOLLECTtOI'J m ay conllnue 
al lh� d i,�cretion or the opera.t:onal er<mi!mt. 

rJ.. I · 
hovrs, COLLECTION must 

is t1ot ob!ained Wilhil'l 72 
Atlorney Gillit1lral apprav�! i;; 

ob!ained; or thP.. ln�ivldual leaves \he 
1.! -.,.� .. (C.·GCOJ U.S. PERSON TARG.i:::TS Entering th�;t UNITED STATES. 

a. U commun1m�iions lO, from or a.IJout a U;R PERSON toea ted ou,:side \he UN I 'fED ST,J\TE::;. 
1'\te being COtLECIED under Attorney General approval desc;ibed. ln S,;;;ctlofl 4. Lb. abovs, lhe 
COLLECTION must stop •.vhen thB USSS learns \hat lhe /r,dlvidtJCll has entered U1e UNIT EO STATES. 

\J. While I he individual is in the .Ut''.I ITED SiAIES, COLLECTION may b� 1<:sumed ont:1 w1t!� the 
approval of 111� United: St<Hes Foreign l ri l8Hig�nce Survfliflance Court as described in Annex A. 

4.6. 
PER�ml 
the DOO 

Pf0f.JO€;ars far COLLECTION agaiost U.S. 
must ba submited! lhrous;i• 

4.7. (C-CGO} Direi:!ion Findrr�g. Use ol direction lir\ding solely to deterrn�ne the. lcc�tiM of a 
transmitter located c.ulside 01 the UNlTEO STAJES does not {lc:mslitute El�GTRO�J(C SURVEILLANCE; o r  

COLLECTION -.::ven if directed a t  tr.;�n;;mitt;;:·s b0!ie•ted to  be ust;d by t J  . .S. P�RSOt·lS. Unrt:::ss COLlECTION 
of t�1·:: cotrmllinications is olherwi�e authorized under th?se procedures, the cont�nts of communir.:atk;�q.s w 
which a LJ.S. PER.SmJ ts a party rnonltored in the course of dite-:;tion finding may or1ly be- use.d to tdemifY the 
lt�r)SI':litlf.'r. 

4..!3. {U) D(slress: Signals. Distress signals may oe in\,�ntionally collected, pre-cessed, rata:inr:ld, :?.r.d 
diss0minat0d wi!hout regatd to t)i.;:, restrictions con!ainf,ld i r1 t;'1iS USSfD. 

A .9. (U) COMSEC M'onitorir.g arid Seculity T!;lsting of Autom ated Information Systems. Monitorin£1 
(or communlcations secu rity purposes fll!lSt be conducted with the consent ot the person belng monitored 
and it1 accordance w•ith lht:J pr.:Joec!ures establishe·o in Nation al  Telecornrnuf!rcatioris and l nlormatlon System:> 
Securit�i Direct(•<e 600, Gommunicatrons Secufily (COMSE.C) Monrtc dng, dated 10 P..pril 1 9 510.  Mof\ito�ing k1r 
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communicaHons security. purposes fS not governed by this USSID. [n!rusive security testing lo ;i ;>s•3ss 
sec\trity vulrvm�bill! ies in automated information syst�ms likewise is not governed by this us sm. 

SECTION 5 - PROCESSING 

5 • .1. . (8 COO) . Use of Selec!ian Terms During Processing. 
When aSELEGTfON TER;�Ms lflte.nded to INTERCE:PTacommunic;atlon on the basis of !he conie411 ai the 
co�1mui1 ication, or b�;cause: a communication Is enciphered, rat!I\'Jr than on the basis of the ldsn!lty of U1e 
COMMUNICANT orthe fattlhat \he communication mentions a particular individual, the following rules apply: 

a. No SELECTION TEFIM that Is raasot'tably 
(wherever 

may be: used unless th�;;t;;; s reason to 
bt! obtained by use oi such S ELECTION TEHM. 

b . . No SELECTION TEP.M :hat has resulted in  tflt� I �JTE�lCEPTION nt a si·;Jniticant number ol  
cohlmUniGatior,s to o r  from such pe rsons or ent;t!es m<�y be used unless there is reason to belie•J,;, that 
FOH Eim� INTELliG ENCE will be obtained. 

c. SELE:CTION TERMS lhal have resulted or ar� rea$onabty likely .�o n:::sllh lp the 
I NTERCEPTION of communications to or lrorr\ such persons or en ti!ies sh<tH te� designed to defeat, t J the 
gres:est i!/XIt�nt praciicable under !he cfrcur11<';tan<::es, the !NTERCEPTlO�J of  those communications '.•lllich 
drJ nCJl c;;jnt<11n f()R:E�GN �NtJ:LUC:i ENGE_ 

5.2. (g GGG� Annual Review by D DO. 
3 . .  -\ll SELECTION l"EAMS that are- reasOI'I ably likely lo resua in th.& I NTERCEPTiON of 

ccrnmunlcatior.s to or from $.. U.S, Pl:RSON or terrns tt�at h1Wo resultsd in tile INTERCEPTION or a signifi:::ant 
number of suer� commtln:C;aU!,JHS sha!l be revie\•ied .annually by thi!: DOO or a desigMe. 

b. Tne putpo$c of the re.view shall be tel determine whathflr til e re is reason to b.e lisve ll"iai. 
FOF�elGN INTELLIGENCE wfl l bl3 obtaine·d, or Will comit�ue. to be obtained, by !he use of lh.:.s·a SELECT ION 
TER�vlS. 

c, A CQpy of the res'Jits or the revi..=!•.v will b� provided to lhe 1!1spectot Gem1ra! and !he Genaral 
CounsaL 

5.·3_ {0-E:;CO) FIJPNarding ot ln tercep:ed Material . FOREIGN COM:· .. lUN'I GATIOf'JS ccllo.?Cied by the 
USSS may· t•e ronvMr.i erl as Intercepted to NS.�. lnt•umeo·lale proces:srng facililies, an,j CQIIabcralin9 c9n �ers. 

5.4. {:>GOO) Ncnfarelgn Communications. 
a ,  Comrnunica!ions between parsons In lhe UNITED STATES. P·riv<Jte radio cummunic<JI ons 

soh:;ly between persons in th8 UN IIED ST/\TES Inadvertently imarcepted during tt1e COLL�CTIOI� ol  
fOREIGN COMMUNICATIONS will be promplly destroyed unless lh$ Attorney Genersl determines  ihat the 
con tenls �nd1 tare a threat of death or seriaus oodliy harm lo <my person . 

H..\:NDLE '/IA COMENT CHA!'ifNELS ONl}£ 
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b. cammunJca.tions between U.S.. PERSONS. Comrnr.mic:ations sotety between u.s. 
PERSONS. will be. treated as fotrows: 

( 1 )  Communications sorely bi.:)P.Veen U.S. PERSONS inadveitently intero�pred during the 
COLLECTION of FOREIGN COM.MUNlCATIONSWlll be.destro:Nlc! Upon recogntuon, ift�chni'cally possH;olr;.� 
except as provided ·In pt;W.J;graph 5,4.d; below. 

. (2} Notwithstanding the pFtlefldiog pco•�sion, CfiJptolcgic data (e.g., signaf· and 
endPhermeot informatiorl) and technical communications data (e.g., ci�cuH usage) ma'l ba exlracted and 
retained from those commllnicalions if  necessart to: 

(a) Esrablis;h Of maintain lntercept, or 

(b) Minimlz..:?: unW<l.nted fntt!rcept, ot 

(c} Support c;IJ•p.tiJiQ•:JTc; operations rt;;latect lo 1-DRE!GN COMMUNIC • .;TioNs. 
c. Communications lnvoi'Jir;g an . Officer or Employes 

. 
of .the U.S. Govemment. 

Cornmunica!io.ns. to or rrom any oiiTcer or employee of the. u.s. (3overnment, or' any state or local go•t•::?;fnment, 
wni no.tbe rntenliona!ty ihterceptE)cL lnaow�r�t:mt INTERCEPTtONS or SIJch communicalfons (indudln�l �hqs.e. 
between lor�ign TA!iGETS and U;S. officials) wfU be treated as. Indicated in paragraphs 5A,a. and b., abov;;. 

d. Exceplfons! NolwiGhstana·lng t11e pro,ifsTor,s of paragraphs :SA;b. and c., tb,:J 
DIHNSAlGHCS$ may waive the destruction reql.!iremEml for iritemaiionaj commwnicaiio·ns containfng. lnter 
alla, lha fal!o,;,(ng types ol liiformation: 

{1) SlgnificantFOFlEIGN INTELLIGENCE, or 

(2) E.vldencB of ;:1 ctirn� c-r 111te.;ll of deatl1 or serious bodii)t llarm !o any p�rson., cr 

(3) Anomalies th<!lt reveal a potemia1 VtJ1nerabi1ily to U,S. COiflinunica!ions S<'lCU'ril�/o 
Gonlrt'ILirliCf;ltions for which ihe Attorney General or OIRNSNOHCSS's watver is sought snculd be for.varded 
to NS.l'dCSS, AM: Po2·. 

5.$. �S CCO) fl(l.(!ro Carnmuni·:attons wlih a Termlflal ln !he Uf·liTED STAJES. 
a. P.."l ranier commL;Pic«tlons �hat pass ov-er chann.efs wltll a �erminaf in .the UNITED STATES 

rnt)st be proces;;ed �hrough: a computer stan drct:onarf or similar devlc-9 untess those c.ommunicaliorrs occur 
aver {;han nels used a:<(:lusi'lefy by a FOREIGN POWER. 

b. pass over channers Wilh a terminal 
in the UNITED communications, may be proc�ssed 
without the use oi a computer scan ary or necessary to determ�ne whether a channel  
contains con11r,unlctJtiMs ol FOREIGN rNlELLI GENCE interest v.•h1ch NSA may wish tQ . coli eeL Such 
processing may Ml e1;cea.d two hours without t11 e s�t:cl�ic p:iar written approval of !he 0 00 anct, lri uny event 
shall be limited to the minimum arriouol of iim� necessary to determine 1M nature or i'::ornrnunlc<ilions on tivt! 
charln•;l! <md Ln•l} am ount of such cammunk:;alions· that inr.;:lu.de FORE1!3N I NTELUGI;;NCE. Onc9 ii i�> 
dt:l�e-rminad that the channel contains sulficient communi·t::alions o! FORElGN INTELLIGENCE interest to 
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warr.ant COLlECTION and l3xploitatiort to produce FOREIGN IN1�LLIGENCE, a computer scan dictionary 
or s'irnilar dt':!��ce miJ:5! be used for additional pr.ocessing. 

c. Copies of aJIODO written approvals rnade pur�uant to S.S.b. must be provided to the General 
Couns�l and the Inspector General. 

SECT!Oi\1 6 = RETENTION 

6. 1 .  (G GOO) Retention of CommtJnfc<�.Hons to, from or About U.S. P ERSONS. 

a:. E:<cept as ot11erwrsq pmvfd7.ld hi Annex A, Appandix 1 ,  Section 4, communications to, !rom 
cr aboul V,S, Pf::RSONS Hl<.it are intercepted by lhe. USSS may be retained rn their original or ! ranscr;beo 
loml onl�· as fallows: 

( 1 }  Uncnciphered commur,ication$ nol l hough! to contain secret meaning may bt"J reta::n eu 
for rive years unlt;;$S lh� ODO determine$ in 'Nrilir.t� tn<�>t rctenlion fer a ionger petidd ts t�quin!ld to respond 
�o authorized FOR EIGN IN"J'ELLIGENGE;. rc;.quit<:Jmenls. 

(2) Commr.micatior1s f'IB·�essary to malnialn technical rfala bases fo� Cf';ptanafytlq or traffic 
analytic purp0$(?S m<Jy be retained foi •� period suHlcient to allow a ihotottgh �xploita�ioh and to permit gcctlss 
ki da:a tnz1 are, or are reasonably b"'.lli•::;ved likely to becc rne, ieliivtl nt to a current or fuiure FOREiGN 
INTELLIGENCE requirement. Sufiiclenl durallon ma� "Brf •.vith the nature Cif the: exploitatlcn and may consHi\ 
of a,r�y p•3'riod rJ f trme dwlng which the technic411 datn bas8 is subject to, or of use in. cryptanalysis, If a U.S. 
P8P.SOl'l'S ida.r\tity ls not necessary co m�i.r.lC3in;ng tecnnicsl d;:J:ta bases, it should be deleted or repla·::ed by 
a genark: tecrni whBn practic:�ble·. 

b. Communications whlcl1 could be d issemlna,ted undsr Section 7, be:oo.v (i.e., withoul 
8iim inat ion af n�(;,;renc.:�s to U.S. PERSONS} may be retaine(J In their origlna� or transcribed forrr�. 

13.2. (8·0007 . .;ccesfl. Access to raw !ramo s torage systems •o��hrct1 contain Identi ties of U.S. 
P ER SONS must be l imited to SIG INI pmo'uctr.on personne l .  

SECTION '1 � DISSEMINATION 

7. 1 . {G-GCO) fr.rCI.Is of SIG!t•IT R t;parts. All SlG INT reports wi l l be written so as !J:;J focus solely o n  
tllt:l acOvrUes. o f  foreign enii1ias and persons �lr.d tr,.:-ir ag,snts. Excepl a s  provided in  Section 7.2 . •  FOREfGN 
t r•HELUC.1ENCE ir,Jorma\ion cancarninq U .S.. PERSONS must be  dlsseminaled in a manner whictl cloe-�> not 
iden!ify tilt;( U.S. PERSON. Generic or-general Jerms 01 phrases must be substilut<od for !he identity (•:;J .g. , 
•·u.s . li rrn'' for !lw specific name of a U.S. CORPORATION or ··u.s, PERSON" lor the specific name of a U,S. 
PER SON). Files conlair',ing !he identities of U.S. p,�r:sons dt>leted from S I G I NT reports wi l l  be rnaintaine.d fm 
a m:Jiximum p�riod of one. year a nd any requ,;;sl� from S IGINT cus&or.ners for  such identilies should be  mferre d 
to P02. 

7.2. (G GOO� Dissemination of U.S.  PERSON Identities. SIGI NT reports ma)' fndlld•?- the 
identific;ati�1n of a U.S. PERSON only i f  o ne or th,.= k1llowing conliltlon� rs riiel and a d·�te rm1na:ion �s mad� 
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by the- a.ppropria!e approval authoti\y mat llie.mciprenl has a rr�ed fot tne iden tity for the p�rformance. of his 
official du!ies: 

s.. Tile lJ.S. PERSON has CONSENTED !o !he dissemina!ion of cpmrnunications of, or ab out, 
hlm or her and h<!s exBcllted the CONSENT fiWn found In Annex H of this USSID, o r  

' 

b. The information rs PUBUCLY AifAILABt.E {i.e., the lnformati.an is derived. from uncras.si fied 
in 1o1mat!on avairabfe .to the general pubtich or 

c. Tnf! Identity al the U.S. PERSON Is necessary to. LH1d�rs!and the FOR�lG�1 !NJELUGENCE 
infotmatidn or assess its fmport;'!nCf9;. The following. none:x.c1uslva llst contains examples or tlte type o! 
lnformati�m thatmeet thls s!andqrd: 

{1 )  FOREIGN POWER or AGENT OF A FOREIGN POWER. Tiia inlorma!lon indicates 
that the U;S. PERSON Is a FOHEtGN PO\VER or an AGENT OF A FOREIGN PQ\oVER. 

(2J Unaulllariz.EJd Dlsc!osure of C!a:sslfi.,::d Jnforrn�1lon. Tna lnformatron indicates that il1e 
U.S. PERSON may be engagBd in the. unauthorized disclosure of classirled in forri'\atiort 

(3) fntamational Na.rcotic� A·:::tivity; Th� ln formallon ln.;,lic�tes that the individual mat be 
eng.;;gec:lln intema\ional nat·cotfcs lralficking at:!lvi tfes. tSee Annex J of tt1is USSID for iurther lntorma�io�1 
c\Jncerning Individuals invotved in ln!ernational nt�rcolics trafficking). 

(4J Crimina! Activity. The lr\formation Js evidence that the rndividual may be involved rn a 
crime 1h<:�t has been, fs being. or Is ;about to be commilted, provid�d th:at tile dissemination Is for raw 
eniarc:er:nr:wt purposes. 

(c•) tntel11gen ce T.o\RGET. TM Information in,jicates that �ha U.S. P ERSON fl\<W be- the 
TAR.GET elf hostl l8'  in!elliganc-= activities of a FORE ION POVVER. 

{6) Threat to Safely. The !nformatfon indicates th.:J.t tne identity of  thti U.S. PERSON 1<1 
pel'l in�nt to <t, possibl0 (hreat to ll1e safely of an�' p;;rson or organlzalion, including �hose who nre TARr3ETS. 
victims or hostag-s� of INTERNATIONA.l TERAORfST organiz.atfons. R eporting unit� shall idnritiiy to PD2 
an·t r�port containing the icientit)' ·!lf a U;S, PERSON ceportt;i) ur.d�r this subsec!lon (t3J. Field reporifllQ to 
P0.2 should be in the totm of a CRil'fCOMM messa·�e {OO t  X,ll,O) and inc.tud� ih·3 report da!:e-�mt'l·{]roup 
{DTG), product ser'ial 11umb e r  <:�nd: the reason lor lr.clusiQn of tile U.S. PERSON'S identity. 

{7} Senior Executiva Branch Ol�1cials. Th� idan:ity is. that o f  a senior offit;ial of the !;;xecutive 
13ranch ot tile u.s. Government. In this case only lilt� otficial 's ti:le will b.;;l diss·:::minateci. D·omestk� polrt:cai 
or personal information on su(;h fndivlduals 'Nil I b·� nelthE! r  dlssemin�te.d Mr re�ained. 

7.3. (C .CCO) Approval Auth oriti es. i\pprova1 8Ulllorities for ttle release of identities ol U.S, persc:ns 
under Sect1on 7 a.m as follows·.: 

<1 . DIRNSP./CHCSS. DIRNSNCHCSS must approve dlsseminalion of: 

{ 1 )  The identities o: any S(mator, cor'igressman, ofllcm. or srnploy�0 of tha Le�:j�islative 
Brandl or !t1e U.S. Governmenl. 
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b. Frard Units <:Jnd NErA Headquarters Elements. �'il l  SIGlNT production organizations are 
autnorlzed !o dlssemi:�qte the iderHi!ies of U.S. PERSONS when: 

(1 ) The Identity is pBrtiMnt to !he safely of any person ororganizatlon. 
(2) The Identity lEi :hat of a seniorofflclal of the Execu!.lve Branqh • .  

(t3) The U .S. PERSON l1as COt·JSENTED umler paragraph 7.2.a, above. 

c. ODD and Designees. 

( 1) In aU o!her cqses,. U.S. PERSON identities may be rele(;l..setJ c:miy• wit11 lhe pdor appraval 
of lhe DeptJly Director tor Operations, the ���:sisiant Deput�' Director for Operations, the Ci"ifef, P02, the  
D�puiy Chief, P02. or, l n  their absence, th�  Senior OperaUon.s Oificer· o r  ll:ia Nalionar S1Gf�rr Operat:ons. 
cenlc.� r. The 01)0 or AD:DO shall revle:•.v ali U.S. !d'emiti•3.He:leased by thesfj d�signecs as soon as pract;cabfe 
.';l� t;;;r th!Jl F::h�ase is made. 

( 1 ) For l.sw enfon:;errwnt purposes ir,vnlving narcotics refate.d in!ormation,  DIRNSA has 
grant::::d to th� DOO aulhority 10 dissemi11aie u.s. ldentilies. This t'IUthorily may nnt be furth�r cielegated. 

7.4. (1...1) Privile ged Communications and Criminal f\G:ivi ty. All pmposed di$seminations of 
info >rml!ii)n constHutinQ U.S. P ERSON privile�;ed communication!; (5-.g . ,  attorney/ellen!, doctor/patient) and 
all infotrrH1tion concern1r.g criminal cJ.ctivities or criminal ofi�rdicial p roceedings in the UNITED STATES must 
be rsvie.wed br tile Ofiice oi Gene( :Of Cotmsel prio r to dis$emination. 

?.5. {U) Improper Oi:;$emi11<J.lion. l f  the namt'; of a U.S. P ERSON iS fmproperfy disseminated, the 
incident stwtJid tl�;J reported �o P02 within :�4 lK1urs. of dl$·:::ov{(:!ry ol the Brror. 

SE:CTfON 8 � RESPO NS IB I LITIES 

8.1 .  {U) lnspecl or Gen.eral. 
Thu fnsp m::tor Getier<:tl sh3.l i :  

:e.. Conduct regular inspections and pefforrn 9•::"neral oversighi of NSNCSS activities to ens•ure 
<::JJmplianca. with tl�is \JSSfD, 

b. E slablis:'l pmcr�rJ'.;r�s for  reponillg b'/ K e1 Com ponent and Field Chie fs of their ac:lfvitlcs and 
prac ti·c=·.s tor O'.Jer:;o.igl!\ puq).;J�es.  

c. Repnrt to lilt! DIRNS.;VCHCSS, annual!�,; by 31 Oc:t•Jb8t, concvrning NSA/CSS compli;m�e 
·,•,•i! h :h is. l)SSID. 

tJ. Rt�port qu a rierly with the DlRNSf.JCHCSS i;JI1d General Coun:>ef to tl1a Presid..:ml's 
ln t.:=:ll ig-ance Oo,•c7:•sight Soard througn the As.sisr�nt to the Secr�lary of Oefe11se (1ilteflig ence Oversigllt). 
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a. Provlde legal adv1ce and g&st&ti'\nce to all elements oft he USSS regarding SfGINr activi:Jes. 
R"equests fbr legal advice qn any ;aspect or by CRIIICQMM to DDIXD!� or 
!Jy NSA.t'CSS secure telephone 963�312-i. 

b. Prepare and prqcess aU appltca(ions for Foreign lntelltgence: Sur:ai!lante Court l)rd8rs ar.d 
reql[esis . forAttornetE\snerar approvals rsqurr.ed by these procscrures. 

c. Advise the Inspector General in lrispecUons: and oversight oi USSS actlvltie§. 

d. Review and assess for legal lrnpfil::a;lions as reqtiested by tile O!I� NSNCHCSS, Depuly 
D�rector, Inspector Geni�ral or Ke.y Components Chi;9f, all nev1 major requir�ments and lnt�rnally g.E>neratad 
us·ss zcti.vities. 

e. Advlsa USS$ personnel oi new leg!aJ�Hqn ar.d case taw !hat m.ay alif!bt usss n1issibns, 
r�mctrons, ope{atlons, .ad[Yiti��. Qr protcllces. 

1. Report as requirad to the A!torney General ;3nd \hr;r Pc0s1denti's Intelligence Oversight Board 
and provide copifrs of such reports to !he DJRNSAlCH CSS and affected agency elements. 

g. Process reque-st::; lrom ;;lny DqD intefllgence component for authnflty It;; use signals- <J,S 
described In Procecure.5. Part 5, ot DoD 5240. , ,R, for periods In excess ol 90 days in the dev;alopment. test, 
or ca!ibrqtion of ELECTRONIC SURVEILLANCE equfpmem and other equipment tha.t can lntan�ept 
tornmuriic:atians. 

3�3, (l,J) Deputy Pfrector iot Opera,tions (DOO) . 
Tl1e DDO shall': . 

a. En.sme !hat alt. SIG!NT prccJt.::c\i-on p erscnnel und�rstand and rn aintJlin t�. nigh degree a.! 
a,wareness and sensitfvi(y lo the r.gqu!rements r.Jf this ussm. 

b. Apply th>3 provls1ons oi this US SID 1r.1 alr SIGINT produclion activities. Tn;;! DDO staif fecal 
poin;: for USSlD 1 8  matters is P02 (use CRITICOMM DDI XAO}. 

c, Conduct n.zcess.:lry revle•.vs oi SIGINT production activities ar.d practicHs to e nsure 
consistency with tllis USSID. 

d. Er:swe ell<:� I all ria.w rnalor requ.irarrents le'Jied on the USSS or int2rnalf'/ gene(at\'ci i.'lGr iV�\ies 
are: considered lor (eviaw by the Ge01era.l CounseL All activit las that rais.:.: que.stions or law Of th;:J p wp.er 
interpret-ailon of thl:1 USSID must be mvlawed by the Ger1erat Counsel prior ta acceptance or axecution. 

8.4. (U) .All Elements of 111e USSS. AU elmnents ol tlle USSS sMrr: 
a. Implement this directive upon receipL 
b. Fi'repare new procedures or amend or supplem;;)n!. existing prcceoums r.�s requlr'E!d to e rtsure 

ad herence to this USSID. /\ copy ol such r;rccedures �hall l)ii! fotwarded to NSAJCSS, A,t:n: P02. 

ll 
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c. Immediately lniorrn t11eODO of any tasking or instructfc·ns th9.t appear to require acucns a.t 
varfanct;l Wi!ll H1is US$1D. 

d; Promptly report lo the NSA Inspector Geoeml and consult '4vnh the NsA Gen-eral Gowns,:;! 
oo all attivlti�s !hat may raise � question of compliance •.vith this USSir:t 

. SECTION 9 - DEFINITIONS 

9. 1 .  (S GOO} AGENT OF 1' FOREIGN POWER means: 

a. Any person, other !hart a U.S. PERSON, who: 
{1 ) Acts irt the U�JITED STATES as an officer o( employee o f  a FO REIGN POWER, ar ti.s 

a member of a group eng<l;g�;d In INit':RN.�TlO �·l .'\l.. TERRORISM or aG!iviti!l S In ptepar�tir;n lfte(¢for; or 

(2,) Acts for. or on b eh alf of, a FOREIGN ?OWER that engages in cfandestine lntelllg 3nCe 
�ct;vities in tht;:· UNITED S'l'ATES contrary lo the interests of th� UNIT EO SrAfES,.when. the ctrcumsia.lcas: 
of s.uch p�rson's presence in the UNITED STATES indicate- that st�ch f1t:nson may engage in s:uch acti\'lties: 
in the UNITED STt\TE'S, or w11en s.uch persc11 knowingly aids or abets. any person In th(� conductoi such 
a divines 0( �now!ngly conspires with any person to en·gago In such actlvltfss; or 

b. Any p·erson, including a, U.�:?. PERSON, who: 
(.1 ) J<nowir.g:I•r engag.;:s in c;h:H'Ideslina fnteillgance gathering acti\•iti�s tor, or 011 belv:>if ot 

a FOREIGN POWER, WhiGf:'4 aclivitias iMoive, pr may lnvolva, a vrolaH·on r) f the crirnln�l statutes o:·· the 
UNITED STATES: cr 

(2) Pursuant to !f'··� direction of  an intel ligence seN ice or nerwo rkof a FOREIGN POI.VER. 

l�nov,•ingly engages in any othe,r d.;;ndE!stine ihlel!ig•snc·a activilles ior, or on behalf of, sucll FORE:!GN 
POI,\IER, whicll d:ct.viHas I nvolve or t:l(a about to l nvorve, a violation oi the criminal statuh:!s d the UNITED 
STATES� o r  

( J )  l<no'Nin gl •t engagr.'ls in sabotage o r  INTE;RNATION�.L TERRORlSM, o r  activities that 
are ifl preparation ti"H:uefor, lor or on behaU of a. FOREIGN POW ERr or 

(·l) l<nowil1gly nids or abets ani' pe r�on in the conduct of aclivitias 6e-scribad fn paragre:.phs 
9. t .b. ( i J  throL:gh (3.) cr knO'-'r'ingly conspires •.vi th any r,erson to engage in those activi!i8s. 

c. For alt purposes other !han t lh� co nduGI of t: LECTRONIC SURVElLI.P.NCE as definerl by 
lh•3 Foreign lnieHi'��!nl;•� Sur;eillance Act (see Anne.'( ,o\J ,  the phr.::�ss "AGENTOI� A FOREIGN POWER" .:;tso 
means any per!>nn, including U.S.  PERSONS outsrce the UNITED STA'rt:.s, who are cflicers or employ aes 
or a FOREIGN PO\>VE:R. ar who ac t U�>lawfully for or JM$ur.J.r'lt to the dicection of 21. FOREimJ P01NEF_, or 
'NhO �re in cor.tact with C( acting in coilaboralicn with an lntefllgl!i:nce or security service ot. a FORE mJ 
POWEH for !11e pwrpose of pravidln!;r ac•:::ess to inlormatlon or rnatcrJ.al class!Hed by the UNITF.O STAI"ES 
Government and to which the person ll;;J.s or h<1s had acc•3s<:. Th,;J mere tact that a per.son's ac!Mtlras lil i�Y 
benefit or funner the aims of a FOR:EtG�J PO'NEFt is not enough to b ring th.at parson undiU lhis. provls -cm, 
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absent evidence that tr.e p·arson is taking dlracti.On from or actit1g fn knowing cancer! with a fOREtG�J 
POWER. . 

�;2, --(6} COLLE:CTION m eans. rntentlonar laskirtg or SElECTION of 1t.leritified nanpublic 
CCII!lmt)fiicatil:ms for suosequent proces$lng aim�d at r-eporting or reten�lan as a me record. 

9.3. (U) COMMUNiCANT rneans a sender or lntandu::d recipfent of a communication. 
�'M. (U} COMMlJNfCATim�S ABOUT A U.S. PERSON are those in which the U.S. PERSmi is 

ldetilified in the communfcation. A U.S. P ERSON is;ld<�ntfi!ed wnen I he person's name, unfque title, aodre$s, 
or other personal ldentilier I? revealed in !he comrnunlcatton in 1t1e context ol acttvil les �onducted by tnat 
person otactMtres conducted by oiher� and related to that person. A mere reference to a proouot by e rand 
name or manufacturer'$ name, e.•iJ .• "Boeing 70T l�i11ot an idenli ficalian of a U.S, person. 

9.5. M CO�!SSN'f, for S!GINT pw·poses, means an agreement by 81 petson .or  organization 10 p-3rrr.it 
the USSS to take par:tlcurar actions that a ffect the person or organjzation. ,!\n agr.::ament.by an Dtgarth:i1lt.1c-n 
wllh the National Sec;uri�y Ager:.c1• to permit COLLECTION of inforrmtfon shall be deemed valrd GONq ENT 
if given on beO:al! of such crganizatlan. by an oliidt;tl or governing bc;dy determined I;Jy th�7 General Cou:1sel, 
Nallonat Security A9ency, to li<�ve actual or ar:·pa.ren� <wthority to make such en agreement. 

9.6. (U} CORPORATIONS, ror purposes af this USSiO,. a(e Mtilies legally re-cogni;;;ed a.s separ�l� 
from the persons who formed, own. or run !bern. CORPORAIIONS have the na�lonality •:J f the nation stat� 
!.Jilder whose taws they were formed. Thus, CORPORAl'IO�JS \ncot-potate-d under UNrTED STA'fES.feder.<'\1 
or ;;trite law are U.S. PERSONS. 

8.7.  (U) ELECTRONIC SU RVEILLANCE rrte.,n5: 
a. In the oase oi an el ectronlc com munir.:.>�;io n,  tha acqui.:JIIion of a nanpubl lc communication 

!:Jy ef$ctmnlc means. wi�lloul :h<i! CONSEI'>H ol a person who is a party to lli9 communication. 
IJ.. In the case of a r";•Jnelectronic communlca(ioli, the acquisition of a n o n public communicaUon 

by efe,:tconic rnea ns without I he CONSENT of a person iv l1o is vJs:bly present ;o.t thEi place or commun!c.:i:tion. 
c. The: term ELECTRm�IC SURVEILLANCE d·:)es nal inc;lude ihe use of radi(' dke·:;tfon ftr:.d in0 

e;quipment solely to det.arri'\ini!! ti1e loca�ion Df a lransmitter. 

9.8. 'iGJ- FOREIGN COW.IUNIGATION. means a communication th"'l lias at least ens 

COMMUNICANT oulsid� o� the U N ITED STATES, or that i.e; �ntirely among FOREIGN POIJ,IERS or babueen 

a FOREIGN POW ER artd' c·fiidals o r  a. FORElGN PO\"/ER, btJI cJr;;3s not tncl ud9 communic.:t!ions int;;:rccptetl 
b�{ ELECTRONIC SU!iVEILLANCE directed at premises i r) tile UNITED STATES used predominantr'{ for 
resicfe(Jt/al pLJrposes. 

9.9. (U) FORE:tGN INTELLIG ENCE rne<!ns information relating to !he capabilities, Intentions, an(i 
acti•;itfes o r  PoRE:JGN POWERS. organizations, or person.9:, and· For purposes at tilis USSI D  inc!t<des noH1 
posf\ive fOR:E:IGN INTELLIGENCE and caunterlli te.l ligence ,  

9 .  H J. {U) FOREIGN POVVER means: 

H:A:NDLE ... iiA COMI.NT CfL4:NNELS ONV'l 
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a. ;.\ forei·gn !;JOvemment or any component illareol, WhfHher cr not recbl]nized hy the UNITED 

b. A faction of a for�lgn nation or nations. not subs�antfally compos.:ld of UNITED ST.F.TES 
PERSONS, 

c .  An entity that is  openly acknowledg ed by a fcrargn go,/ernment or governmen!s t•) be 
directed ar.o conlrolltld by such foreign government or  governments, 

d. A group t1ngaged 1n IN"tERNAT!ONAL TERRORISM or activities fn preparation there!Jr; 
e. 1\ foreign-based p�1litical org<l.ri lzalion, not &ubstantiaHy composed of UNliED STATES 

PERSONS, or 

1.  f1 n entity !hat is directed and contml1ed by a lore1gn f!.CVGrnment or governmt:Jr.ts. 

9. 1 1 .  (U) INTERCEPTION means the a,cquisil1on by lh·� Usss ttHot;gh electronic means :JI' a 
nonpub<ic comrm:nic:atipr1 to which it is not an lnter.d�d partYr and the proces!5intl of the ccntents ol lhal 
c ommuni.;atlon fnto an int�!ligibfe lcrm, out does n'.:lt include the display of signals on visual ci spla.y de•dc::es 
fnt:?.llt;li:d to perm�! the ex<'!liiiriation of the technic�! characleristlcs of the :'ii·�nols wilhout ref;;Jrence to tl1a 
ir1lormat10n cement cartied by 1he signaL 

9 . ! 2 .  (U) INTERNATtC�ML TERRORISM means i:!ctivities tha,!; 

a . .  l cwnlile vfo!ent acts or acts d3ngerous to human lr!e that t:ru a: violation otthe crirDinal l aws 
of tt1.r: UNI'TED STATES or of <:Jn'l Slate, or ttl at .would be C!i criminal v:ola!li)n if c:ommitte'j wilhin the jurisdiC!tJon 
oi rha UNITED STATES or any Stata. and 

b. t�ppear to b e  l n tencec: 

(1 )  to in;imidate. or coe rc;:� <1 dvll iafl populatror'l, 
(2) �o inifuance the policy c-! a govemment by int lmidalion or coercicm, or 

{3) to ar-:ect tr,e ccnctuct Qf a gMetnrncn! by assassina lfcn or kidnapping. and 
c. Occur totally o utside the UNITED S.TATES, or transcend nci.tion al boundaries in t•arms of tl1-$ 

means l?y v.•hit:::ll the)l am accompi'isi1ed , the persons they appaar inti'.mded to coerce or I ntimidate, or lhl:l 
locate ln whi(;h their perpetrator;; operate or s•3ek asylum.  

9,  1 3. (U)  PUBLICLY iWAiLABLE li'IFOR M.:;·r iON m eans tn formaikm that has beer\ publishec or 
t:Jmadcasl ior general r;ublic cor;sumption,  [::;  <\V_ai[abla oa fi;(JLF�st to a membr<!r of I he g<;lneral public, has b 3en 
seen or he ard by <1 r..asual obseNer, or is mad a a•tailable .at  a me�ting o p i m  to the g��n��ral publrc. 

1·1 
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9.t5, -4'+ SE!.E.CTJON TERM rile<.lnS the composite of indiVidual terms us«;J<;! to effect or d�re,at 
SELECTION of partrcufar c'ommunicatlons fqr the purpose or INTERCEPTION. It  cornprrses the enllrw. terrn 
or series of terms so used, but not any segregable term conta!r1ed therein.H app!i,�s to both eleotmnk: and' 
man·ualprocessing. 

!J.. 1 6. (U} TARGET, OR TARGETING: See COt,.LECTIO�L 
9. fl. {U) UNITED ST.A.T!::S, when U$ed geographtcar,y, rnctudes the 50 states ana lhs Drslrict nt 

Colur'nbi�. Puerto Aico·, Guam, Amar[can Samoa, the ll.S. V)rgln Islands, tha North<;rn Mariana Islands:, "ilid 
sntotfler territory cr posse::;sion over \'lhicn tho UNITED SlATES exercises sovereignty: 

9 • .18. -{Bt-UNITED STATES PERSON: 
a. f\ cjlfzgn of the UNITED ST.A.TES, 
b. An atien !awfully admitted for p�rma1it;nt �GslrJence in ihe UNrrED STATES, 
c. Urtincorpcr;:.�,t;;d groups ar.d asscofa,iions a substantial ni.ll�"'ber of lh�:t members of 'Nflich 

c;:on;;li tute a. D( b. abOV•3, Or 
. 

d. CORPORAnoNS lt.corporated I n  the. UNfFE!O STAlES, including U.s� Hr.lg 
nongo'lernment.::ll aircralt or vesst�ls, bul not Including :hc:;;e eniJties �1/hich are op£nly acknowl�c.rged by a 
ror.eign government or gove-rnments to b>: directed and controlled by !hem. 

e. The. following guldel?nes ctpply In determini,;g •.'/hether a person is a U.S. P ERSON: 

( I )  A person :<.:nown lo �·e curr•:!ntry in the Unit�q St(\t;;:s will be lreate{.! ;}s ct V.$. PERSON 
Uft i� >-$ IMt _L;;;;!'sr.ni is reasonab�y ldanl ifC¢d .;�s an alien wr�:o t1as lidt been admitted for perm<.�nel1( r.:sicent�l= 
or H the Jl2lure of the p�cson's c:ommur.ic.alion::; or other  Indicia in iM r.:on:�n\s or ·�lrcums!arH:;es or such 
G0111i'!lUnicallons; givs dss to a reasonable b�!r�1t thr.t  such person is not :1 IJ,S. PERSON. 

{?.:1 1\ person �nown to be curr'-"Mly outside the UNITED STATE::S, cr V11lose lc·cation is not 
known, •Nill not be treElt�d as a U.S. PERSON unless such pefSOfl is reas·o nably identified @S suctt or tl1e 
natura ol lhe person's comrnunicali'ons or othe-r indicia in ibe contents or Cireumstnnces of such 
cornn1unfcattons give rise to a reasonabl'e buliel lhat such perscr1 ls a LJ.S. PERSON. 

(3) ,l't, person know;\ to be an ��len admitted for permanent r.esidenco rna:r be as.swr:e:d t.o 
Mve lost sta1u:3 a::.: .s. U.S. PERSmJ il the p�rson lea vas tl1e UNIT EO STAT�S and it fs known ti1at th9 P "rson 
iS not  i1� corr.pliance with the administr;,t!i\•e lr.:tnmli!iss provfdt;;<i by taw (8 ll.S.C. Section 1 203} that •;'l<i.ble 
such pers o n s  to reenter tile UNITED STATES without  regatd to the provisions o l law lllat would omer,•.•ise 
r·astrict an alien's entry lnto lh<! UNtTED STATES. Tha f�i:�Jm to fe-llow th::� statutory procedures provi:les a 
reasonable ·oa,3is to conctuda t.•1at sucll ahefl has at:andor�·ad any intention ol rn.:: in lalrlir.g status as a. 
permanent re�ldent ;>Jien, 

(4} /vi unincorporated ;�ssodalion whosa headqu(lrters are- located outslda !hl!l: Ui'n1ED 
STATES m;�y b.:! pre sumed not to be ;l U.S. PERSON unless t11e USSS has lnform�tfr.:m lncUcating :i1(.1� a 
substuntiai numb�;Jr ol members ate eith:ens oJ the U��liED ST;.\TES or aliens la.',olfully ;1drnilied for permanent 
r.e::rid�nce. 

HANDLE VIA. CO!\HNT CHANNELS ONLY 
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{5) CO RPORATIONS htiWl the nationailty of the, nation-state ln •.•mrcfl (hr;;y are 
lncorpcrated, QORPORATIONSJormed under lLS. federal or state l'aw a1'e thus u;s. p�rsons, aven.if the 
corporale staclds foreign-awned. TI'uO! only exception set forth abov� r$ CORPORATIONS wh!qh are openly 
acknowledged to be d,kected and controlled oy IQrelgn gove�rnrnents. Ccn.vetse.fy, CORPORi\TIONS 
incorpara:te:d rn foreign countries a re not U.S. P�R$0NS even if thatC08POf'!.O..TION Is a subsidfary of a 
u;s, CORPORAT ION. 

(6) Nongovt;Jrnrn•�ntal ships and aircraft a:re !ega I entitles and h.ave the natiqnal!ly o f  :he 
countr1 in Whicl1 they are regist�r�d. Ships and aircraft tly ll1a flag and are subJ�cno the law ofthe!r Fiace 
ofregistrallon. 

lL-\NDLE ·vrA COM1N·r CH1-\NNELS OL"JL'i 
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� RlEViLEW OJF THE l?AR1'IClJPATl0l">TOF TI·liE 
OFJli'lfCE OFTHE.DIRECTOR OJF NATIONAL INl'EJLLIGlENCE 

IN THE PRESIDENT'S SURVEILLANCE PROGRAlVI 

I. (U) EXECUTIVE SUMMARY 

(!3/f;S'l'VvV//SL'/OC/NF) The Office of fnspector General (OIG), Office ofthe 
Director ofNational Intelligence (ODNI), was one of five Intelligence Conununity 
Inspectors Genet:althat conducted a review of their agency's participation in the 
President's Surveillance Program (hereafter "the Program"), a top secret National 
Security Agency (NSA) electronic surveillance activity undertaken at the direction of the 
President. The Program became operational on October 4, 2001, threeweeks after the 
deadly terrorist attacks of September l l , 2001. The review examined the ODNl's 
involvement in the Program from the period begirming With the stand-up ofthe ODNI in 
April 2005 through the tem1ination of the Pi'ogram In January 2007. 

(TS//8TLW//SI//OCfNF) The ODNI's primary role in the Program was the 
preparation oft he threat assessments . that summiuiz.ed the al Qaeda terrorist threat to the. 
United States and were used to support the periodiC reauthorization of the Program. That 
role began in Apdl 2005, shortly after the ODNI stand-up and contemporaneous with the 
atrival of General Michael Hayden as the first Principal Depl!tyDirector ofNational 
Intelligence (PDDNI). Prior to his ODNI appoiritment, Hayden was Director of NSA. 
In April 2005, ODNI personnel in the National Counterterrorism Center (NCTC) began 
to prepare the first of 12 Program threat assessments. In coordination with the 
Department ofJustice {DOJ), then D irector of National Intelligence (DNI) Jolm 
Negroponte or PDDNI Hayden approved 12 ODNI-prepared threat assessments ovei" an 
1 8-month period. Once approved by the DNI or PDDNI, the Program threat assessments 
were reviewed and approved b'y the Secretary of D efense, and were subsequently used by 
DOJ, NSA, and White House personnel in support ofthe Program reauthorization. In 
�ddition to the preparation of the threat assessments, we found that NCTC used Program 

i1m tHt!'J;;1!wl{�iil1i�; Eilll;�}�:;ft[� ·"' iL�:t;l��:��tl� ti1= S:�nf!.it �-=-� ..=-=.___ = -_-:::.._ � -=--�-- --=---"::._ - ::--
--- -=---=----==-=-��--=� - --:__-=-��..::-=---==-

-------=- - - - - - - - ---=---==-- � ---�--�-=-- -= 
- - = 
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(TS/ISTLVI//SII/GC/NF) During the review, we made several related :tindin.gs 
and observations. We learned that the ODNI usage of Program-derived information in 
ODNI intelligence products was consistent with the standard rules and procedures for 
handling NSA intelligence. We learned that ODNI personnel were not involved in 
nominating specific targets for ODNI persmmel 
were identified as having regarding the 
Program, we found that those were and scope. We 
also found that the ODNI intelligence oversight components -- the Civil Liberties 
.Protection Officer (CLPO), Office of General Counsel (OGC), and the OIG -- had Little 
involvement in oversight of the Program and had limited opportunity to participate in 
Program oversight due to delays in ODNI oversight personnel being granted access to the 
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Program and temporary resource limitations attendant to the stand"up ofthe ODNI. 
Finally, we found that the 2008 amendments to Executive Order 12333 and the current 
ODNI staffing levels provide the ODNI oversight c:omponents with sufficient resources 
and authority to fulfill tbeir cunent oversight responsibilities, assuming timely 
rtotification; 

IT. (U) INTRODUCTION 

(T81/8TL\V//SII/OC!NF) The Foreign Intelligence Surveillance Act Amendments 
Actof2008, Pub L. No. 1 10"261, t22 Stat. 243 8 (hereafter "FISA Amendments Act") 
required the IGs ofthe DOJ, ODNI, NSA, Department of Defenses (DOD), and any other 
element bf the intelligence community that patticipated in the President's Survei llance 
Program to conduct a comprehensive review of the Program. 1 The FISA Amendments 
Act defmed the ''President's Surveillance Program" as the "intelligence activity invo lving 
communications authorized by the President dming the period beginning on September 
l l , 200 1 ,  and ending on J a1iuary 1 7; 2007, including the program refe1Ted to by the 
President in a radio address on December 17, 2005." In response .to this tasldng, the IGs 
ofthe fo llowing five agencies were identified as having a role in Program review: DOJ, 
ODNl; NSA, DOD, and the Central Intelligence Agency (CIA) . 

(8/!NF) The participating IGs organized the review in a manner where each OIG 
conducted a review of its own agency's involvement in the Program. CIA IG Jolm 
Helgerson was initially designated by the IGs to coordinate the review and oversee the 
preparation of an interim report due within 60 days after the enactment ofthe Act, and a 
later final report due not later than 1 year after the enactment of the Act.2 Because of lG 
Helgerson's recent retirement, DOJ fG Glenn Fine was selected to coordinate the 
preparation of the final report. This repmt contains the results of the ODNI OIG review. 

III. (U) SCOPE AND METHODOLOGY 

(TSh'STLW//SIJ/OC/J:'.lF) We sought to identify the role of the ODNI in 
implementing the Program beginning with the stand-up of the ODNI in April 2005 
tlu-ough the Program's ten11ination in January 2007. This review examined the: 

A. Role of the ODNI and its component the National Counterterrorism Center 
(NCTC) in drafting and coordinating the threat assessments that supported the 
period ic reauthorizat ion of the Program; 

1 ESifNF) The Progr&m is also known within the fntelligeucc Conununity by the cover term STELLAR WIND. 
The Program is a Top Secret/Sensitive Compartmented Infom1ation (SCI) program. 

2 (U) The participating IGs submitted an interim report, dated September 10 ,  2008, to the Chairman and Ranking 
li1ember of the Senate.Sclect Committee on Intelligence (SSG/) and a revised iuterim report, dated Novembct· 24, 2008, 
to the Chuinnnn nnd Rnnl<ing member of tht: House of.Reprcscntativcs Pcnnanent Select Committee on intelligence 
(HPSCI). 
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B. NCTC's use ofProgram !nfmmatlon to support cotmtelierrotisma:nalysis; 

C. NC!C's role in,identifYing Program tatgets and tasldng Program collection; 

.D. 

F. Role of the ODNI in providing compliance oversight of the Program. 

(TS,l/STLW//SII/OCINF) D uring the review, we interviewed 23 current or 
former ODN1 officials and employees invo lved in the Program. The ODNI personnel we 
h1.terviewed were cooperative and helpfuL Our interviews included the following ODNI 
senior officials: 

John Negroponte, fot1ner Director Of National Intelligenc-e 
MiChael McConnell, fanner Director of National Intelligence 
Michael V. Hayden, fanner Principal Deputy Director ofNational Intelligence 
Ronald Burgess, forrner Acting Principal Deputy Dit:ector of National Intelligence 
David R. Shedd, Deputy Director ofNational Intelligence for 

Policy, Plans, and Requirements 
Alexander W. Joel, Civil Liberties Protection Of±lcer 
Edward Jvlaguire, fom1er Tnspector General 
Benjamin Powell, tbi:mer General Counsel 
Gorin Stone, Deputy General Counsel and Acting General Counsel 
Joel Bretmer, fanner National Counterintelligence Executive3 
John Scott Redd, former NCIC Director 
Michael Leiter, NCTC Director 

(8/f}fF) In addition to the interviews noted above, we reviewed Program-related 
documents made. available by the NSA OIG, the DOJ OIG, and the ODNI OGC. 

IV. (U) DISCUSSION OF FINDINGS 

(TS//STLW/fSf/toCfNF) The following discussion cm1.tains our findings 
regarding the topics identified above. First, we briefly describe the terrorist attacks of 
September 1 1 , 200 1 ,  and the initial government response to the attacks, including the 
authorization of the President's Surveillance Program. Next, we discuss the ODNI and 
NCTC role ln implementing the Program. Finally, we set folih our conclusions and 
observations . 

A. (U) Initial Response by the President and Congress 
to the Terrorist Attacks of Septembet• 11 ,  2001 

(U) The devastating al Qaeda terrorist attacks against the United States quickly 
triggered an unprecedented military and intelligence community Tesponse to protect the 

3 (U) Brenner was !he NSA Inspector General before joining the ODN[. 
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c:ountry fi:omaclditional attacks . The following quote desctibes the ini tial terrorist attacks 
and the intended al Qaeda goal to deliver a decapitating s trike against our political 
inst itutions. 

(U) OnSepte111ber 1 1 , 200 l ,  the al Qaeda terrorist network launched a set. of 
coordinated attacks along the East Coast of the United States. Four commercial 
airliners, each carefully selected to be fully loaded with jet fi.tel. for a 
transcontinental flight, were hijacked. by ql Qaeda operatives. Two of the jetliners 
were targeted at the Nation's financial center in New York and 'rVere deliberately 
flown into the Twin Towers of the World Trade Center. The third was targeted at 
the headquarters of the Nation 's Anned Forces, the Pentagon. The fourth was 
apparently headed toward Washington, D.C.,  when passengers stmggled with the 
hijackers and the plane ct;ashed in Shanksville, Pennsylvania. The intended target 
of this fourthjetliner was ev idently the White House or the Capitol, strongly 
suggest ii1g that its intended mission was to s trike a decapitation blow on the 
Govenunent of the United States - to kill the President, the Vice President, .or 
Members of Congress. The attacks of September l l1h resulted in approximately 
3,000 deaths - the highest single-day death tol l  fi"om hostile foreign attacks in the 
Nation's  history.4 

(U) On September 14, 200 1 ,  in response to the attacks, the President issued a 
Declaration of National Emergency by Reason of Certain Terrorist Attacks stating that 
"(a) national emergency exists by reason of the tetmrist attacks at the World Trade 
Cent�r, New York, New York, and the Pentagon, and continuing immediate threat of  
further attacks on the United States."5 

(U} On September 1 8, 200 1, by an overwhelming majority in both the Senate 
atld House of Representatives, ajoint resolution was passed that authorized the use of 
United States military force against those responsible for the tenorist attacks launched 
(lgainst the United States. The jo int resolution, also known as the Authorizatioi1 for Use 
of /Vlilitmy Force (JlWv!F) , is often cited by White Hou�e and DOJ offic ials as one of the 
principal legal authorit ies upon which the Program is based. In relevant part, the AUMF 
provides :6 

(a) I:N GENERAL .. - That the President is authorized to use all 
necessaty and appropriate force against those nations, 
organizations, or persons he determ ines plamwd, authorized, 
committed or aided the terrorist attacks that occurred on September 
1 1 , 200 1 ,  or harbored such organization or persons, in order to 

4 (U) This sununaty of  the events of September l l , 200 1,  was prepared by DOl pcrsotUlel and is set forth in the 
unclassified OOJ "White Paper" entitled Legal Awhorities Supporting the Activities of the National Security Agency 
Described by the President, dated January 19, 2006. 

:; (U) Proclamation 7463, 66 Ped. Reg. No. 1 8 1 ,  September L4, 200 1 .  

6 (U) ;lutlloritationfor Use ofMilitmJ' Force, Section 2(a), Pub, L .  No. 170-40, 1 1 5 Stat 224, September 1 8, 200 ! .  
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prevent any future .acts ofintemational terrodsiil againstthe United 
States by such nations, organizations or persons. 

(TS//STLV/1/SINOC/NF) On OctOber 4, 2001,  three days before the statt of overt 
military action against the al QaedaahdTaliban terrorist camps, the President .authorized 
.the Secretary ofDefE)nse to implement the President's Surveillance .Program. 7 The: 
Program, a closely held top�sec.ret NSA electronic sut'veillahce project, alithotized the 
Secretary of Defense to employ withinthe United States the capabilities of the DOD, 
including but not limited to the signals intel.ligence capabilities ofthe NSA, to collect 
intemational terrorism-related foreign intelligeuce infonnatiou under certain specified 
circumstances. Each Program reauthorization was supported by a written threat 
assessment, approved by a senior lt1telligence Community official, that described the 
threat o f  a terrorist attp.ck against the United States. 

(U) On October 7, 200 1, in a national television broadcast, the President 
annolinced the start o f  military operations against a! Qaeda and Talibap tenorist camps in 
Afghanistan. 8 

(TS//STL\V//SINOCfifF) On Apri1 22, 2005, the ODNI began operations as the 
newest member of the fntelligence Community. The ODNI was created, in part, in 
response to the findings of the Independent National Commission on Terrorist Attacks 

Upon the United States (hereafter 9/1 1  Commission) that recommended the creation of a 
national "D irector of National Intelligence" to oversee a11d coordinate the pialiD{ng, 
policy, and budgets of the Tntelligence Coinmunity.9 In lateApril 2005, ODNI personnet 
began to prepare the threat assessments used in the periodic reauthorization of the 
Program. In June 2005, ODNLofficials began to approve the threat assessments. 

B. (TSHSTL'N/ISII/OC/NF} ODNI Role in Preparing Threat Assessments 
in Support of the Program Reauthorizations 

(TSI/STLVvWSII/OCfi-lF) Prior to the ODNI's involvement in the Program, the 
Program was periodically reauthorized approximately evety 3 0  to45 days pursuant to a 
reauthorization process overseen by DOJ, NSA, and White }louse personnel. Each 
reauthorization relied, in part1 on a written threat assessment approved by a senior 
Intelligence Corrununity offic ial that described the current tlu·eat of a tetTOris t attack 
against the United States and contained the approving official's recommendation 
regarding the need to reauthorize the Program. Before the ODNT's invo lvement in the 

7 (TS/lSTL\V/JSit/QG,q>IF) The NSA materials we reviewed identi tied October 4, 200 1 ,  as the date of the first Program 
authorization. 

8 (U) The CNN.com webpage article entitled President announces opening ofallar:l� dated, October 7, 200 1,  provides 
a summacy of the President's announcement and describes the national television broadcast. 

9 (U) While the Intelligence Refonn and Terrorism Prevention Act of 2004 (lRTPA) that created the ODN[ was 
signed by the President on December 17, 2004, the actual OON[ stand-up occurred months later. The official ODNI 
histoty, A Brief His/01y of the ODNI 's Founding, sets April 22, 2005, as the date when the ODNI commenced 
operations. 
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.Program, every tlu·eat assessmentprepared by the Intelligence Community in support of 
the Program reauthorization identified the threat of a tenorist attack against the United 
States and recommended that the Program be reauthorized. Accordingly, the Program 
was regularly reauthorized during the approximately 3-year period prior to the 
involvement of the ODNT. During that period, theDirector of Central Intelligence or his 
designee approved 3 L threat assessments in supp01t ofthe reauthorization of the Program. 

(!S/13Tt:vV//SII/OC/NF) !11 reviewing the circumstances that led to the decision 
to transfer responsib ility for preparing the Program threat assessments to the ODNI, we 
found that the ODNI does not have identifiable records regarding that decision. Senior 
ODNI officials involved with the Program told us that after the merger of the TetTorist 
Threat Integration Center (TTIC) into the NCTC, and the later incorporation of NCTC 
into the ODNT, it made sense for the ODNI to take responsibility for preparing the 
Program threat assessments as both TTIC and NCTC previously handled that task. 
Former PDDNI Haydei1 told us that the primary reason that the ODNI become invo lved 
in the, Program was the statutmy creation of the new DNI position as the senior 
Intelligence Co nmmnity advisor to the President. When Ambassador Negroponte was 
confirmed as the ,first DNI, Hayden and other senior intelligence officials believed that 
DNI Negroptmte, as the President's new senior intelligence advisor, should make the 
Intelligence Community's recommendation to the President regarding the need to renew 
the Program Hayden commented thatthe new DNI's invo lvement in this important 
intelligence program enhanced the DNI's role as the leader of the Intelligence 
Community and gave immediate credibility to the ODNI as a new inte l ligence agency. 

(TS//STL\\'f/SI//Oe/NF) Once the ODNI became involved in the Program, the 
preparation and approval of the threat assessments became the ODNI's ptimary Program 
role. 10 Beginning in Apri l 2005, and continuing at about 30 to 45 day intervals until the 
Program;s termination in Januaty 2007, ODNI personnel prepared and approved 12 
written threat assessments in support of the periodic reauthorization of the Program. We 
found that the ODNI threat assessments were drafted by experienced NCTC personnel 
who prepared the documents fo !lowing an establ ished DOJ forrnat used in earlier 
Program reauthorizations. NCTC analysts prepared the threat assessments in a 
memorandum format , usually 1 2  to 14 pages in length. Senior ODNI and NCTC officials 
told us that each threat assessment was intended to set forth the ODNl's view regarding 

. the current tlu·eat of an a! Qaeda attack against the United States and to provide the DNI 's  
recommendation whether to continue the Program. NCTC personnel involved in 
preparing the threat assessments to ld us that the danger of  a terrorist attack described in  
the threat assessments was sobering and "scary," resulting in the threat assessments 
becoming !mown by ODNI and Intelligence Communi ty personnel invo lved in Lhe 
Program as the "scmy memos." 

10 (TSI/STLVH/Sf/fOC/HF) The join t interim report prepared by the participating !Gs notified congressional 
oversight committees that the review would examine the ODN!'s involvement in preparing "threat assessments and 
legal certifications" submitted in support of the Program. Because we did not identify any ODN! officials executing a 
legal certification, we treated our review of the legal certifications to be the same as the review of the threat 
assessments. The Attorney Generul made legal certifications in support of the Program that are addressed in the DOJ 
O !G report. 
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(TSNSTL'N//SV/OC'NF) During interviews, ODNI perso1mel said they were 
aware that the threat <J.ssessments were relied upon by DOJ and the White House as the 
basis for continuing the Program and further understood that if a threat assessment 
identified a threat against the United States, the Program was likely to be reauthorized. 
NCTC analysts also said that on a less frequent basis they prepared a related document 
that set forth a list of al Qaeda-affiliated groups that they understood were targets ofthe 
Program. Boththe threat assessments and the less frequent list of al Qaeda-affiliated 
groups underwent the same ODNI approval process. 

(TS//STDNJ/Sfl/OC'INF) We examined the ODNI process for preparing the 
Program documents, particularly tl1e threat assessments, and found that the documents 
were drafted by experienced NCTC analysts under the supervision of the NCTC Director 
and his management staff, who were ultimately responsible for the accuracy of the 
information in the documents. We detennined that the ODNl threat assessments were 
prepared using evaluated intelligence infmmation chosen from a wide-variety o f  
Intelligence Community sources. ODNI personnel told u s  that during the period when 
the ODNI prepared the threat assessments, the Intelligence Community had access to 
fully evaluated intelligence that readily suppblted the ODNI assessments thatal Qaeda 
terr-orists remained a significant threat to the United States. 

r.;csi/STLW/./Sr//OC/NF) Once the ODNI tbreat assessments were approved 
within NCTC and by the NCTC Director, the documents were for:Wardecl through an 
established approval chain to senior ODNI personnel who independently satisfied 
themselves that the documents were accurate, properly prepared, and in the appropriate 
format. Throughout the ODNI preparation and approval process, the tlu'eat assessments 
wete also subject to varying degrees of review and comment by DOJ and OGC attorneys, 
including then General Counsel Benjamin Powell and Deputy General Counsel Carin 
Stone. Powell said his review of the thi"eat assessments was not a legal review, but was 
focused on spotting issues that might merit fi.lrther review or analysis. Powell said he 
t'elied on DOJ to conduct the legal review. Once the draft tlu·eat assessments were 
subjected to this systematic and multi-layered management and legal review, the 
documents were provided to the DNI or PDDNI for consideration and, if appropriate, 
approval. Overall, we found the process used by the ODNI to prepare and obtain 
approval of the threat assessments was straightforward, reasonable, and consistent with 
the preparation of other documents requiring DNf or PDDNI approval. 

(TS/fSTLW//81//0G/NP) Negroponte told us that because of time-sensitive 
issues present in 2005 relating to the ongoing ODNT start-up as a new agency and other 
Intelligence Community matters requiring his attention, he tasked his deputy, then 
PDDNI Hayden, to oversee the ODNI approval of the threat assessments and related 
documents. Negroponte told us that when making this decision, he was aware of 
Hayden's prior experience with the Program during Hayden's earlier assignment as 
D irector ofNSA. In June 2005, shortly after his arrival at ODNI, Hayden received and 
approved the first ODNI threat assessment. Hayden later approved the next six ODNI 
threat assessments. After Hayden lett the ODNI in May 2006 to become Director of 
CIA, Negroponte approved the next five ODNI tlu·eat assessments, including a December 
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2006 threat assessment used in the fin�ll reauthorization ofthe Program. In total, 

Negt'Qponte and Hayden approved 12 ODNI threat assessments prepared in support ofthe 
Program reauthorizations. ' 1 

(TS//STLW//SI//OCI r<TFJ In discussing the ODNI process used to prepare and 
approve the threat assessments, Negroportte told us he was "extremely satisfied" with the 
quality and content of the threat assessments provided for his approval. He did not recaU 
arty inaccuracies or problems relating to preparation ofthe ODNI threat assessments. 
Negrot>onte said the al Qaeda threat infonnation described in the Program threat 
assessments was consistent with the ten-orism tlu·eat information found .in The President's 
Daily Bi·iefingand o ther senior-level Intelligence Con'lmunity products he had read. 

Hayden had a similar view. Negroponte and Hayden separately told us that when they 
approved the threat assessments, credible intelligence was readily available to the 
Intelligence Co mmunity that demonstrated the ongoing and dangerous al Qaeda tenorist 
threat to the United States. Simi larly, Negroponte and Hayden each told us that the 
nature and scope ofthe a:! Qaeda tenorist threat to the United S tates was well 
documented and easily supported the ODNI threat assessments used in lhe Program 
reautl}orizations. 

{TS//STLW//SII/OC/N:P) Because of questions raised in the media about the 
legal basis tor the Progtam, we asked the ODNI personriel inVo lved in the preparation ot 
approval ofthf) threat assess1nents about the ir concems, if any, regarding the legal basis 
for the Program. We found that ODNT personnel invo lved in the Program generally 
understood that the Program had been in operation for several years and was approved by 
senior Intelligence Community and DOJ officials. During our interviews, ODNI officials 
told us they were satisfied with the legal basis for the Program, primari ly because of their 
knowledge that the Attomey General. and senior DOJ attomeys had personally approved 
the Programand remained direc tly involved in the Program reauthorization process. We 
did not identifY any ODNI personnel who believed that the program was unlawful. 

(T3//STLVvWSI//OC/NF) Former ODNI General Counsel Powell told us that after 
his Program briefings in early 2006, he had questions regarding the DOJ description of 
the lega l authority for the Program but lacked the time to concluct his  own [ega[ review of 
the issue given the many time-sensitive ODNI legal issues that rec1uired his attention. 

Powell said he understood the rationale of DOJ's  legal opinion that the Program was 
lawful and described the DOJ opinion as a "deep ly complex issue" with "legal 
scho larship on both sides." Powell said he recognized that he was a latecomer to a 
complex legal issue that was previous ly and continuous ly approved by DOJ, personally 
suppmied by the Attomey General, and was being transi tioned to judicial overs ight - an 
idea he strongly supported. Powell said he relied on the DOJ legal opinion regarding the 
Program and directed his efforts to supporting the Program's transition to judicial 
oversight under traditional FISA, the 2007 Protect America Act, and the subsequent FISA 
Amendments Act of 2008. 

1 1  (TSI/STLVlNSTJ/QC,(}fF) The DNI and PDDNI together approved 12 of the 4J threat assessrn�nls used in suppott 
of the Program reauthorizatiolls. CIA officials approved the other 3 l threat assessments. 
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(TS!iSTV.VJjgVJQCIJ>IF) Negroponte recalled having reguiar contact with senior 
NSAandDOJ officials who t·aised no legal concerns to him about the Program. He said 
he remembt:r�d attend.ing a Program-related meeting that included members of the FlSA 
Court who did not raise any legal concerns tb hirh about the authority for the<Program 
and seemed generally supportive of the Prbgram. Negroponte also recalled attending 
meetings ,i1l which theProgramwas briefed to cmigreSsiona1 1eadership who hot did ,raise 
legal concerns tb hil11. Overall, the direct involvement .ofDOJ a!ld other senior 
Tnteiligence Community officials in the :Program resulted in Negroponte and other ODNI 
personnel having few, if any, concems about the legal basis for the Program 

C. (T8/i8TLVI//SIHOC!NF) NCTC Use of Program Information to S upport 

Countetterrorism Analysis 

(T81/8TIAVHSY/OC/J:'W) The Program information was closely held within the 
ODN!and V{as made available to no mote than 15  NCTC analysts fqr review and, if 

'""'''"''"'"''"' �-=.f:CT·C rr�n�.�):ti;c,al .product�,. 12 Genere�.U.Yl! the. NCTC analysts 

!'i�l.iJil;i/t.Trod �g;;�������g t'o!:.\:f.�li.i:P.�dih§I{; 
handling ofNSA intelligence. They said they handiedthe NSA inteiilgence, including 
:Program information, consistent with the standard rules and procedures for handling NSA 
intelligence information, including the miri.imizatio.n ofU.S, person identities. 

�?jj.l.l�b-!A�!rl#��!Ll- Hayden .told us thatduring his tenure as Director of 
'!lu�;;�t:tJili;) �o :t.hr;: 
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;a;nLal:r� t5. 
k11ew �hat a. p<!lticular NSA intelligence proc:luct was derived Jro [n: the Program, the 
analysts said they reviewed the Program i11formation. in the same manner as other NSA 
intelligence products and, ifappropriate, incorporated the Progr8111 infortnatiot1 into 
amilyfical pl'oducts being prepa:ted for the DNI and other senior intelligence officials. 
They identified th� President 's Terrorism Threat Repon and the Se11ior Executive 
Tei'rorisrn Reportas examples ofthe types offinisbed inteHigence products that would, at 
times, contain Program inforn1atio t'l. 

(1'8//STL'vW/SWOCfN:F) NCTC analysts with Program access said they had 
broad access to a wide variety o f  high quality and fully evaluated tetTorism rel.ated 
intelligence, In particular, NCTC analysts told us that by vittue of theirNCTC 
assignments, they had access to some of the most sensitive and valuable terrorism 
intelligence available to the Intelligence Community. NCTC analysts characterized the 
Program infonnation as being a useful tool, but also noteq that the Program informatio11 
was only cHte of several valuable sources of information available to them from numerous, 
collection sources and methods. During interviews, NCTC analysts and other ODNI 
Hersonnel described the Program information as "one tool in the tool  box," ''one an·ow in 
thq quivei}' orin: other s imilar phrases to connote that .the Program information was not 
ofgreater value than other sources of ii1telligence. The NCTC analysts we interviewed 
said they (::ould not identify specific examples where the Program information ownu•111'11 

whatthey considered th11e-sensitive or actionable intelligence, btit they 

us 
the period when NGTG prepared the threat assessment m:emoranda, the intelligence 
demonstratingthe al Qaeda threat to the United States was ovenvhelming and re;tdily 
available to the Intelligence Community. 

(T81/8TLW//SI//0Ct:NF) When asked about the value of the Program, Hayden 
said "without the Program as a ski1mish line you wouldn' t  lmow what you don't  know." 
fie explained that by using the Program to look at a "quadrant of communications" the 
Intelligei1ce Community was able to assess the threat arising fi·o m those communications, 
which allowed Intelligence Community leaders to make valuable judgments regarding the 
allocation of national security resources. He said looking at the terrorist threat in this 
manner was similar to soldiers on a combat patrol who look in all directions fbr the threat 
and assign resources based on what they leam. Hayden said that NSA General Counsel 
Vito Potenza often described the Program as an "early warning system" for ten·orist 
tlrreats, which Hayden thought was an accurate description of the Program. Hayden told 
.us the Programwas 
terrorist attack. Hayden c 
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E. (TS/JSTL'tW/SII/06/NF') No NCTC Role in Identifying Progntm Tm�gets 
and Tasking Collection 

(TS/ISTUvVl/SII/OCfl4F) We did not identifY any information that indicated that 
ODNI nr NCTC personuel were involved in identifying or nominating targets for 
collectionwithinthe Program. ODNI personnel told us that bDNI and Nctc ·are nail
operational elements of the Intelligence Community and were .not involved in no minating 
targets for Program collection. 

F. (S/NF) ODNI Oversight of the .Program 

CtS/lSTLW//Sf!/OC/NF) We examined the role of the ODNI oversight 
components -- CLPO, OIG; and OGC -- in providing compliance qversight for the 
Program. We fotmdthat while the Program was subjectto oversight by the NSA OIG, 
the ODNtoversight components had a limit�d role in  providing oversight for the 
Program, During the review, we learned that within the first year of the Program, then 
NSA Director Hayden obtai.ned White House approval allowing the NSA IG and 
designated NSA OIG officials to be read into the Prog1;am to provide compliance 
oversight foi' the Program. In furtherance of the NSA oversight program, the NSA IG 
provided compliance repmts and briefings ttl the NSA Director, NSA Geuera1 Counsel, 
and cleared White House personnel, including the Counsel to the President. 16 

(T8N8TLW//SI//OC/NF) In reviewing the ODNi oversight role regardingthe 
Program, we found that the ODNI oversight components had limited involvement in 
oversight of the Program. We found that the opportunity for Lhe ODNito participate in 
Program oversight was limited by the fact that ODNI oversight. personnel were not 

! ·� ... (�-;;!��<W�:t-= .;:.1,.�-;i�;;;;n';� j !'!:�� �·� '!! g;;� rt�m,�Tf¥.1:!1 ;r,;;.ij;�¥f:i;ij;��j1 li:i:f �f.��� �4F�1;�! �t�n f�ii: !!in·��"!·! �il;ffi:�M�n:l;"E:� f;,}r�!f:f;;i�;�ht jij��:n:i. (i!�j� i; · t.��fl:· �{.1 r1 �l;.'i�.ti.ti;b:ll:t::i: 
and staff were not read into the Program and did not receive complinnce repot'ls from the NSA lG� 
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granted timely access to the Program by the White House personnel responsible for 
approving access. In addition, we found that the newly formed ODNI oversight offices 
were in varying stages of agency stand-:up and lacked the necessary experienced staff and 
resources tQ effectively participate in oversight of the Progrmn. 

(T8HSTLWI/SI//OO'ff.F) For example, General Counsel Powell received 
Program access after his arrival in January 2006, but his predecessor, then Acting 
General Counsel Corin Stone, was not read into the Program until a few days before 
Powell in January 2006, several months after the Program became operational within 
ODNI and only after she had read about the Program in a December 2005 newspaper 
article. 1 7 Similady, CLPO Alexander Joel, who is responsible for reviewing the privacy 
and Civil liberties implications of intelligence activities, requested but did not receive 
Program access until October 2006, shortly before the Program terminated. 1 8  Joel.told us 
that Negroponte and Hayden supported his request for Program access, but White House 
staff delayed approval for several months. Joel said that while waiting for approval of his 
Program access, Hayden gave him some insight about the Program that did not require 
the disclosure of compartmented information. Joel fmmd this informatio11 helpful in 
planning his later review. Finally, then ODNI Inspector General Edward Maguire and 
his oversight staff did not obtain Program access until 2008, long after the Program had 
terminated. 19 

(TS/ISTLVH/SfffOCfNF) Once read into the Program, Powell and Joel were 
provided with reasonable access to NSA compliance reports and briefings relating to the 
NSA OIG oversight program. Powell told us that he was satisfied that the NSA IG 
provided a reasonable degree of Program oversight. Similarly, Joel said he believed that 
he had received full disclosure regarding the NSA oversight program and found the NSA 
oversight effort to be reasonable. 

(TS//STLW,�1SI//OC/NF) We also learned that the members of the President's 
Privacy and Civil Liberties Overs ight Board (PCLOB) reviewed the Program, in patt, in 
association with Joe1.20 The PCLOB review was contemporaneous with Joel's review 

1 7 (U/JR::1t:l'e-) J?owdl was appointed General Counsel in January 2006 and served in that position as a recess 
appointment until his Sennte contirrnation in Apri\ 2006. Prior to his appointment, Powell was an Associate Counsel to 
the President and Special Assistant to the President where he worked on initiatives related to the Intelligence 
Community.  However, Powell was not read into the Program while serving at the White House. 

1 � (U/ff6t:f6? Joel is the Civil Liberties Protection Officer (CLPO) with the responsibility for ensuring that the 
protection of privacy and civil liberties is incorporated in the policies and procedures of the Intelligence Community. 
The CLPO responsibilities are set forth in I he Section IOJd of !ntelfigence Reform and Terrorism Preventio11 Act of 
2004. 

1 9 (8//l>W}-While OIG personnel were not read into the Program until 2008, DIG officials were alerted to the existence 
of the NSA collection program through a December 2005 newspaper report. Shortly after that report, the NSA IG told 
DON[ Q[G officials.that the NSA OIG was conducting oversight of that NSA progrnm. PDDNI Hayden also told IG 
Maguire that the NSA program was subject to NSA DiG oversight. 

21l (U) The PCLOB was created by the Intelligence Reform und Terrorism Prevenllon Actof2004 (fRTPA}, which 
requires the Board to "ensure that concerns with respect to pl'ivacy and civil liberties are appropriately considered in the 
implementation of laws, regulations, and executiw bronclt policies related to efforts to protect the Nation against 
terrorism (P.L. I OS-458, 2004). 
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a,nd rt:;sulted in an ind�;;pendent and generally favontble fin,ding regarding the NSA 
implementation df the Program. After the PCLOB review, a PCLOB board meniber 
published.an editorial article, in part, quoted below, that smmnarized his observations 
regarding the NSA effort in implementing the Program. 

There were times, including when the Board was "read into" and given 
complete access to the operation of the Terrorist Surveillance Program that 
1 wondered whether the individuals doing this difficult job on behalf of all 
ofus were not being too careful, too concerned, about go ing over the 
privacy and Libeliies lines - so concented, with so many internal checks 
and balances, that they could miss catching or prevent ing the bad guys 
from another attack. And I remember walking out of these briefing 
sessions in some dark and super-secret agei1cy \vith the thoirght: I wish the 
Ainerican people could meet these people and observe what they are 
doing.2 1  

(8/RVF) In sum, the ODNI oversight components had lirt1ited and belated 
invo lvement in the dversight of the Program. However, once read into the Ptogram, 
Powell and Joel determined that the Pi"ogram was subject to reasonable overs ight by the 
NSA OIG. Moreover, the init ial White House delay in granting ODNI oversight 
personnel access to the Prograni occurred prior to the 2008 revision to. Executive Ot'der 
(EO) 1 2333, which expressly grants ODNI qversight components broad access . to any 
information necessary to performing their oversight duties. In particular, EO 12333 
provides in relevant part that: 

Section l .6 Heads of Elements of the Intelligence Community, The heads 
of elements of the Intelligence Community shall: 

(h) Ensure. that the inspectors genend, general counsels, and agency 
officials responsible for privacy and c ivil Liberties protection for their 
respective organizations have access to any information or intelligence 
necessaty to perform their duties. 

(TS/ISTL'YV//SI/tOC/t\fF) EO 12333,  as amended, c larifies and strengthens the 
ODNI's ability to provide compliance oversight. In l ight of the recent change to EO 
1 2333,  and with current staffing, we believe that ODNf's oversight components have 
sufficient resources and authority to perfonn their responsibi lities to conduct overs ight of 
closely held inteLLigence act ivit ies, assuming timely notification. 

21 (U) The quote is taken li·om a May 5, 2007, article by former PCLOB member Lanny Davis, entitled, " Wily I 
Resigned From The President's Privac.y an if CiJ!i/Liberties Oversight Board- A 1rd Where We Go Fi·om Here. " The 
articf.e was published on web page of The Huffington Post, www.huffinglonpost.com. 
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V. (l!J} CONCLUSION 

(TS//STLWNSI/fOCft{F) We. found that the ODNl's primary ro le in the Program 
was the preparation of 12  ODNI threat assessments approved by the DNI or PDI)NI for 
use in the Program reauthorizations. The ODNI-prepared tbreatassessments set forth the 
ODNI's view regarding the existing threat ofan al Qaeda tetTorist attack against the 
United States and provided the DNI's recommendation regardingthe need to reauthorize 
the Program. We found that the ODNithreat assessments were drafted by experienced 
NCTC personneL under the supervision ofknowledgeable NCTC supervisors . We noted 
that the threat assessments were subject to review by OGC and DOJ attorneys before 
approval. Additionally, we found that the process used by the ODNI to prepare and 
obtain approval of the threat assessments was straightforward, reasonable, and consistent 
with the preparation of other documents requiring DNI approval. Overall, we f01.md the 

ODNI process for the preparation and approval ofthe threat assessments was responsiblf:l 
and effective. 

(TS//STL\¥1/Sih'OCmF) We also found that the ODNI oversight components 
played a limited role. in oversight of the Program. The limited ODNI oversight role was 
due to delays in obtaining Program access for ODNI oversight personn.eland to 
temporary resoui'ce Limitations related to the stand-up of the agency. However, we 
believe that the 2008 amendments to EO 12333 and improved staffing levels provide the 
ODNI oversight components with sufficient resources and authority to fulfill their ctment 
oversight responsibilities, assuming timely notification. 
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VI. (U) APPENDIX � STRUCTURE OF THE ODNI - 2005 
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