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10 July 2009

(U) Preface

(U) Title III of the Foreign Intelligence Surveillance
Act Amendments Act of 2008 required the Inspectors General
(IGs) of the elements of the Intelligence Community: that
participated in the President’s Surveillance Program (PSP) to
conduct a comprehensive review of the Program. The IGs of
the Department of Justice (DoJ), the Department of Defense
(DoD) , the Central Intelligence Agency (CIA), the National
Security Agency (NSA), and the Office of the Director of
National Intelligence (ODNI) participated in the review
required under the Act. The Act required the IGs to submit a
comprehensive report on the review to the Seénate Select
Committee on Intelligence, the Senate Committee on the
Judiciary, the House Permanent Select Committee on

Intelligence, and the House Committee on the Judiciary.

(U) Because many aspects of the PSP remain classified,
and in order to provide the Coéngressional committees the
complete results of our review, we have prepared this
classified report on the PSP. The report is in three
volumes:

© Volume I summarizes the collective results of the

IGs' review.

© Volume II contains the individuwal reports prepared

and issued by the DoD, CIA, NSA, and ODNI IGs.

© Volume III contains the report prepared and issued
by the DoJd IG.

(U) The unclassified report on the PSP required by
Title III has been provided to the Congressional committees
in a separately bound volume.

Unclassified When Separated
From Attachment
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(U) The President's Surveillance Prograrin

(U) INTRODUCTION

SIHOCINED. In1csponse to the terrorist attacks of 11 September 2001, on

4 Octobel 2001 P1631dent George W. Bush issued a Top Secret authorization to the
Secretary of Defense directing that the signalsintelligerice (SIGINT). capab1l1tles of the
Natiohal Security Agency (NSA) be used to detect and prevent further attacks in the
United States. The Presidential Authorization stated that an extracrdiniary emergency
existed petmitting the use of electronic surveillance within the. United States for
countérterrorism purposes, without: a court:order, under certain circunistances, For more
than five years, the Presidential Authorization was renewed at 30- to 60-day intervals to
authorize the highly classified NSA swrveillance program, which is referred to throughout
this report as the President's Surveillance Program (PSP).!

~(FSHSHEEATFY Under the Presideritial Authorizations, the NSA- intercepted the
content of international felephone and liternet communications of both U.S. and non-U.8.
persons.. Inaddition, the NSA collected telephone and Internet metadata—
commumcaﬁons s1gna11ng 111f01mat1on showing contacts between and aniong telephone

; other embers of the Intelligence Corrunumtv (IC), to
uenerate 111tell1gence leports Thesc reports were sent to the Federal Bureau of
Investigation (FBI), the Central Intelligence Agency (CIA) and other intelligence
organizations.

(U) The scope of collection perinitted undler the Presideritial Authorizations varied
over time. In stages between July 2004 and January 2007, NSA ceased PSP collection
activities under Presidential authorization and resurned them under four separate couit
ordersissued in accordance with the Foreign Intelligence Surveillance Act of 1978 as

amended (FISA).2
(U) Scope of the Review

(U) Title III of the Foreign Intelligence Surveillance Act Amendments Act of 2008
(FISA Amendments Act)—signed into law on 10 July 2008—rvequired the inspectors

1{5{A¥- The cover tenn NSA uses to protect the President's Surveillance Program is STELLARWIND.
2(U) Unless otherwise indicated, reférences to FISA in this report are to the statute as it existed prior to being
amended in 2008,




general of the elements of the IC that participated in the PSP to conduct a comprehensive
review of the program.3 The Act required that the review examine;

(A) all of the facts necessary to-describe the establishment,
implementation, product, and use of the product of the Prograni;

(B) access to. legal reviews of the Program and access to information
-aboit the Program; \

(C) comununications with, and participation of, individials and entities
in the private sector related to the Program; i

D) inte1'action with the Foreign Intelligence Surveillance:Court and
transition to court orders related to the Program; and

(E) any other matters identified by any such Inspector General that
would enable that Inspector General to complete a review of the
Program, with respect to such Department or element..

(U) The Inspectors General (IGs) of the Department of Defense (DoD), the Department
of Justice (DoY), the CIA, the NSA, and the Office of the Director of National Intelligence
(ODNT) conducted the review required under the Act. This report summarizes the.collective
résults of thé IGs' review. Conclusions and recommendations in this report that are attributed
to a particular IG should be understood to represent that IG's opinion. Individual reports
detail the results of each [G's review and are annexes to thisreport. All of the reports have
been classified in accordance with the program's classification guide, which was revised
during our review and re-issued on 21 January 2009,

(U). Title III of the FISA Amendments Act also required that the report of any
investigation of matters relating to the PSP conducted by the DoJ, Office of Professional
Responsibility (OPR) be provided to the DoJ IG, and that the findings and conelusions-of

such investigation be included in the DoJ IG's-review. OPR intends to review whetherany

standards of professional conduct were violated in the preparation of the first series of legal
memorandums supporting the PSP. OPR has not yet completed its review or provided its
findings and conclusions to the Dol IG.

(U) Methodology

(U) During the course of this review, the participating IGs conducted approximately
200 interviews. Among the individuals we interviewed were: former White House Counsel
and Attorney General Alberto R. Gonzales; former Deputy Attorney General
James B. Comey; FBI Director Robert S. Mueller, II; former Secretary of Defense

3 (U The President’s Surveillance Program is defined i the Act as the intelligence activity involving
communications that was authorized by the President during the period beginning on 11 September 2001 and
ending-on 17 January 2007, including the program referred to by the President.in a radio address on

17 Decettber 2005 (commonly known as the Terrorist Surveillance Program),




Donald H, Rurhsfeld; former NSA Director, Principal Deputy Director of National
Intelligence, and CIA Director Michael V. Hayden; former Director of Central Intelligence
(DCI) and CIA Director Porter J, Goss; NSA Director Lieutenant General

Keith B. Alexander; former Directors of Natjonal Intelligence John D. Negroponte and

J. M. McComwll _and former National Counterterrorism Center (NCTC) Director

Johi1 O, Brennan. Certain other persons who had significant inyolvenient in the PSP either
declined or did riot respond to our requests for an interview, including former Deputy
Secretary of Defense Paul D. Wolfowitz; former Chief of Staff to President Bush

Andrew H. Card; David S. Addington, former Counsel to Vice President Richard B. Cheney;
former Attorney General John D. Asheroft; former Deputy Assistart Attorney General

John Yoo; and former DCI George I. Tenet

N f:nterviewedfmmer.,NSA - . well as leadership{f

senior FBI Counterterrorism Division officials; FBI special agents
and intelligence analysts; senior officials from DoJ's Criminal and National Security
Divisions; and current and former senior NCTC officials. We also interviewed DoJ officials
and office of general counsel officials from the participating organizations who were
involved i in legal reviews of the PSP and/or had access to the memorandums supporting the
legality of the PSP.

~(S#A¥- We examined thousands of electronic and hardcopy documents, including the
Presidential Authorizations, terrorist threat assessments, legal memorandums, applicable
regulations and policies, briefings, reports, correspondence, and notes. We obtained access
to-an FBI databasa of PSP-derived leads that had been disseminated to FBI field offices.
We used the database to confirm information obtained through interviews and to assist in our
analysis of FBI investigations that utilized PSP information. We evaluated the justifications
included in the requests for information (RFIs) submitted by the CIA to the NSA to
determine whether they were in accordance with program guidelines. Reports of prior
reviews. and investigations of the PSP conducted by the NSA IG were also utilized in our

bl,
b3,
b7E




(U) INCEPTION OF THE PRESIDENT'S
SURVENLANGE PROGRAM

(U) National Security Agency Counterterroristn
Efforts Prior to 11 Sepiember 2001

] For more than a decade before the tervorist attacks of 11 September 2001,

NSA was applying its SIGINT capabilities against terrorist targets in response to IC
reqiirements. The NSA, SID, Counterterrorism (CT) Product Line led these efforts. NSA
was aufhorized by Executive Order (E.O.) 12333, United States Intelligence Activities,

4 December 1981, as amended, to collect, process, and disseminate SIGINT iriformation
for foreign intelligence and counterintelligence purposes in accordance with DCI guidance
and to support the conduct o mililary operations undet the guidance of the Secretary of
Defense. Itis the policy of U.S. Government entities that conduct SIGINT activities that
they will collect, tetain, and disseminate only foreign comiunications. In September
2001, NSA’s compliance procedures defined foreign communications-as communications.
having at least one communicant outside the United States, communications entirely
among foreign powers, or communications between a foreign power and officers or
employees of‘a foreign power. All other communications were considered domestic
.communications. NSA was not authorized uncer E.Q. 12333 to-collect communications
from a wire in the United States without a court order-unless the communications
originated and terminated outside the United States or met applicable exceptions to the:
requiremerit of a court order under FISA.

(U) FISA, 50 U.S.C. § 1801, et seq., was enacted in 1978 to "provide legislative
authorization and regulation for all electronic surveillance conducted within the United
States for foreign intelligence purposes.” FISA authorizes the Federal Government to
engage in electronic surveillance and physical searches; to use pen register and trap and
trace devices, and to obtain business records to acquire foreign intelligence information by
targeting foreign powers and agents of foreign powers inside the United States.* Asa
general rule, the FISC must first approve an application for a warrant before the
goverament may initiate electronic surveillance.

~SHSHANEY Prior to the PSP, NSA authority to intercept foreign communications
included the Director, NSA’s authority to approve the targeting of communications with
one communicant within the United States if technical devices could be employed to limit
collection to
United State

4(U) Theterm "pen register” is defined in 18 U.S.C. § 3127 as a device or process which records or decodes
dialing, routing, addréssing, or signaling information transmitted by an instrument or facility from which awire.or
electronic-communication is transmitted, provided, however, that such information shal] not include the contents
of any communication. The term "trap and trace device" is defined in 18 U.8.C. § 3127 as a. device or process
which captures the incoming electronic or other impulses which identify-the originating number or other dialing,
routing, addressing, and signaling information reasonably likely to identify the source of a wirc or electronic
communication, provided, however, that such information shall not include the contents of any communication.




collect1on, the collecuon required appmval by the Attomey Gener al. The Ducctm NSA
could ,exelc1se this authority, except wlien the collection was otherwise regulated, for
example, under FISA for communications collected from a wire in the United States.

(U) NSA initially Used Existing Authorities to
Enhance Signals Intelligence (SIGINT) Collection
After the September 2001 Terrorist Attacks ,

14 September 2001 appmval"memorandum stated'that the purpose Ol i e
tarveung was to facilitate “dialing analysis/contact chaining,”s NSA Office of General
Counsel (OGC) personnel concurred with the proposed activity, but provided a
handwritten note to Hayden stating that chaining was permitted only on foreign numbers

and no U.S. number could be chained without a cowt order. Collection of the content
was not addressed in the memorandum. However, other
cumentation indicates that NSA OGC and SID personnel uriderstood that Hayden also
h'l.d apploVBd content collection and analysis, NSA OGC personnel told us that Hayden’s.
action was a 1awful exercise-of his authority under E.O. 12333. In addition, according to
had decided b 26 Setembex 2001 thatf

M'to the FBL. Hayden told us that his actions were a “tactlcal dec1smn and that he was
operating in a unique envitonment because it was widely believed that more terrorist
attacks on U,S. soil were imminent,

€SAEY In late September, Hayden informed Tenet that he had expanded SIGINT
operations under E.O. 12333 authority. According to Hayden, Tenet later said that he had
explained the NSA's expanded SIGINT operations to Vice President Cheney during a
meeting at the White House. On 2 October 2001, Hayden briefed the House Permanent
Select Committee on Intelligence on his decision to expand operations under E.O. 12333
and informed members of the Senate Select Cominittee on Intelligence by telephore.

ling analysis/contact chaining is the process

£



(U) NSA Explored Options io Improve
SIGINT Collection and Address
Intelligence Gaps on Terrorist Targets

~(5#8" Hayden did not attend the meeting at the: White House at which Tenet.

-explained the NSA's expanded SIGINT operations to the Vice President. According to

Hayden, Tenet told him that during the meeting the Vice President asked if the IC was.
doing everything possible to prevent another attack. The Vice. President specifically asked
Tenet if NSA could do more. Tenet then discussed the matter with Hayden. Hayden told
Tenet that nothing more could be done within existing authorities. Ina follow-up-
telephone conversation, Tenet asked Hayden what the NSA could do if it was provided
additional authorities. ‘To formulate a response, Hayden met with NSA personnel, who
were already working to fill intelligence gaps, to identily additional authorities to:support
SIGINT colléction activities that would be operationally useful and technically fcasible, In
paltlculal discussions focused on how NSA might bridge the “international gap,” i
collection of international communications in which one comniunicant was within the

United States..

(U) Inthe days immediately after 11 September 2001, the House Permanent Select
Commiittee-on Intelligence asked NSA for technical assistance in drafting a proposal.to
amend FISA to give the President authority to conduct electronic surveillance without.a
courtorder to obta’ih foreign intelligence information. On 20-September 2001, the NSA
General Counsel wrote to White House Counsel Gonzales asking if the proposed
amendment to FISA had merit. We found no record of a response to the NSA General
Counsel's writing and could not determine why the proposal to amend FISA was not
pursued at that time.

(U) Hayden said that, in his professional judgment, NSA could not address the
intelligence gap using FISA. The process for obtaining FISC orders was slow; it involved.
extensive coordination and separate legal and pohcy reviews by several agencies,
Although FISA's emergency authorization provision permitted 72 hours of surveillance
before obtaining a court order, it did not allow the governmentto undertake surveillance
imniediately, Rather, the Attomev General had to ensure that eme ency surveillance




(U) Impediments to SIGINT Collection
‘Against Terrorist Targets Were Discussad
‘With the Whme House

—S/AE)Hayden recalled that, after consultmt7 w1th NSA personnel, he-discussed with
‘the White House how FISA. constrained NSA: collection of communications carried on a
wire.in the United States. Hayden explained that NSA cguld not collect froma wire in the
United States, withouta court order, content or metadata. from comnnumnications that
originated and/or terminated in the United States. Hayden also said that communications
metadata do not have the same level of constitutional protection as the content of
commuuications and that access to metadata concerning commurications having one end
in the United States would significantly enhance NSA’s analytic capabilities. Hayden
suggested that the ablhty to collect communications that originated or terminated in the
United States without a court order would increase NSA’s speed and agility. After two
additional meetings with Vice President Cheney to discuss further how NSA collection
capabilities could be expanded along the lines described at the White Flouse meeting, the
Vice President told Hayden to work out a solution with Counsel to the Vice President
Dayid Addington,

(U) Authorization of the
President's Surveillance Program

» According to Hayden, Addington drafted the first Presidential
AUthOI‘MﬂllOll of the PSP. Hayden characterized himself as the “subject matter expeltt, »
and he said that no other NSA personnel, including the General Counsel, participated in
drafting.the authorization. Hayden also said that DoJ personnel had not been involved in
his discussions with Addington concerning Presidential authorization of the PSP. The PSP
came info existence on 4 October 2001, when President Bush signed the Presidential
Authorization drafted by Addington. The authorization was entitled: Presicdential
Authorization for Specified Electronic Surveillance Activities during a Limited Period to
Detect and Prevent Acts of Terrorism within the United States. Beiween 4 October 2001
and 8 December 2006, President Bush signed 43 authorizations, exclusive of modifications
and other program-related memoranda to the Secretary of Defense.

(U) SIGINT Activities Authorized Under the Program

—ESASTEW/STOEAS The 4 October 2001 Presidential Authorization directed the

Secretary of Defense to "use the capabilities of the Department of Defense, including but
not limited to the signals intelligence capabilities of the National Security Agency, to
collect foreign intelligence by electronic surveillance," provided the surveillance was

intended to:




(a)acquire a communication (including but ot limited to a wire
rcommmumuon car 1ed mto or out of the Umted Sta, cable) for

) up engaged n mternational terrorism, or-
actmtu,s in preparation therefor, or an agent of such a group; ot

(b)acquire, with respect to a communication, header/router/addressing-
type information, including telecommunications dialing-type data, but
not the contents of the communication, when (i) at least one party to
sucli-communication is outside the United States or (ii) no party to such
communication is known to béa citizen ofthe United States.

any commumcatxon mciudmur those to, irom, or exchmvely within tle nited States;,
where probable cause ex1sted to believe one of the communicants was engaged in
international terrorism, The authorization also allowed the NSA to acquire telephony and
Internet metadata where one end of the communication was outside the United States or
neither communicant was known to be a U.S. citizen. Tor telephone calls, metadata

generally referred to*“dialing-type information” (the originating and terminating telephone

tumbers, and the date, tinte, and duration of the call), but not the conterit of the call. For

) The Secretmy of Defense duected NSA in wntmg, on

8 October 2001 fou¢ i Horization to conduct specified electionic surveillance on
targets related t (b)1); (b) e | linternational terrorism.¢ Because the surveillance was
conducted in the Umted States, included ,b)U ), | communications into or outof the
United States, and a subset of these communications was to or from persons in the United
States, the surveillance otherwise would have required a FISC order. NSA was also
allowed to retain, process, analyze, and disseminate intelligence from comniunications
acquired under the Presidential Authorization.

~FSHSTEWHSIHOCANE) In addition to allowing the interception of the content of

communications into or out of the United States, paragraph (a)(ii) of'the first Presidential
Authorization allowed NSA to intercept the content of purely domestic communications.
Hayden told us he did not realize this until Addington specifically raised the subject during

E{5/ANF) Allhough the authorization “was not limited to the signals intelligence capabilities of the National
Security Agency;” DoD’s operational involvement in the PSP was limited to activities undertaken by NSA.




ameeling to discuss renewing the authorization. According o II*tyden, he told Addington
that NSA would not collect domestic communications bccauscNSA is.a foreign
mte[hgence agency, its infrastructure did not support domeshc, collection, and he would
require such a high evidentiary standard to justify interce ptmcr purely domestic
communication that such cases might just as well go to-the FISC.

(U) Content of thé Presidential Authorizations
and Department of Jus(lce Ceriification
as to-Form and Legallty

~(S//NIF) Each of'the Presidential Authorizations included a finding to the effect that
terrorist groups.of global reach possessed the intent and capability to attack the United
States, that an extraordinary emergency continued to cxist, and thaf these circumstances
constifuted an urgent and cormpelling governmental interest permitting electronic
surveillance within the United States for counterterrorism purposes, withoui judicial
warrants. or court orders. The primary autliorities cited for the legality of the electronic
surveillance and related activities were Article II of the Constitution and the
18 September 2001 Authorization for Use of Military Force Joint Resolution (AUMF).
The authorizations finther provided that any limitation in E.O. 12333 or any other
Presidential divective inconsistent with the Presidential Authorizations shall not apply, to
the-extent of the mconslstency, to the electronic surveillance authorized under the PSP,
Bach authorization also included the President's determination that, to assist in preserving
the secrecy necessary to "detect and prevent acts of terrorism against the United States;”
the Secretary of Defense was to defer notification of the.authorizations and the activities
carried out pursuant to them to persons outside the Executive Branch. The President also
noted his intention to inform appropriate members of the Senate and the House of
Representatives of the program "as soon as [ judge that it can be done consistently with
national defense needs.”

~(5/AH)- Asheroft certified the first Presidential Authorization as to "form and
legality” on 4 October 2001. According to NSA records, this was the same day that
Asheroft was read into the PSP. There was no legal requirement that the Presidential
Authorizations of the PSP be certified by the Attorney Geieral or other DoJ officials.
Former senior DoJ official Patrick F. Philbin told us he thought one-purpose of the

the Dol certifications served as official confirmation that DoJ had determined that the
activities carried out under the program were lawful.

-5#4¥Fy Gonazales told us that approval ofthe program as to form and legality was not
required as a matter of law, but he believed that it "added value" to the Presidential
Authorization for three reasons. First, NSA was being asked to do something it had not
dore before, and it was important to assure the NSA thatthe Attorney General had

YD ST S T HE TR
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o i Thxrd;,fot "purcly political considerations," the At”comey General's appmval of
_the pr oglam would have valiie "prospectively” in the event of Congressicnal or inspector
general reviews of the prograin.

(U) The Presidential Authorizations were issued at intervals of approximately 30 to
60 days. Bradbury said that the main reason for periodically reauthorizing the prograny.
was to ensiwe that the Presidential Authorizations were reviewed frequently to assess the
program's value and effectiveness. Asthe period for éach Presidential Authorization drew
to a ¢lose, the DCI pr epared a threat assessment memorandum for the President describing
the curreit state of potential terrorist threats to the United States.

(U) The Threat Assessment Mermorandums
Supporting Presidential Authorization of the Program

{S#@&FE%- From October 2001 to May 2003, the CIA pr epaled the threat assessment
niginoranduims that supported Presidential authorization and periodic reautherization of the
PSP. The memorandums documented the cwrrent threat fo the U.S. homeland and to U.S.
interests abroad fron al-Qa’ida and affiliated terrorist organizations, The first threat
assessment memorandum-—The Continuing Near-Term Threat fiom Usama Bin Ladin——
was signed by the DCI on 4 October 2001.7 Subsequent threat assessment memorandums.
were prepared every 30 to 60 days.to correspond with the President's reauthorizations.

{S#.NP} fhe DCI Chief of Staff John H. Moseman, was the CIA focal point for
According to Moseman, he directed the

to prepare objective appraisals of the

edts to the homeland, and to document
those app1alsals ina mcmorandum analysts drewupon all sources of intelligence iit
preparing their threat assessments. Rach of the memorandums focused primarily on the
current threat situation and did notroutinely provide information concerning previously
reported threats or an assessment of the PSP's utility in addressing previously reported
threats,

-CSHNEY Aftelj- completed its portion of the memorandums, Mosemen added a
paragraphat the end of the memorandums stating that the individuals and organizations
involved in global terrorism (and discussed in the memorandums) possessed the capability
and intention to undertake further terrorist attacks within the United States. Moseman
recalled that the paragraph was provided to him initially by either Gonzales or Addington.
The paragraph recommended that the President authorize the Secretary of Defense to
employ within the United States the capabilities of DoD, including but not limited to
NSA’s SIGINT capabilities, to collect foreign intelligence by electronic surveillance. The
paragraph described the types of conmununication and data that would be collected and the

7'(U): Thetitle of the threat assessment memorandums was changed to. The Global War Against Terrorism in
June 2002.




circutnstances under which tliey could be collected. The draft threat assessment

randums were reviewed by CIA Office of General Counsel attotrieys assigned to

and CIA Acting General Counsel (Principal Deputy General Counsel); John A. Rizzo.
Rizzo told us that the draft memorandums. were generally sufficient, but there were
occasions when, based-on his-experience with previous memorandums;, lie thought that
ila& memmandums contained insufficient threat information or did not present a

- COX g case for reauthorization of the PSP. In such instances, Rizzo would request
that provide additional available threat information ot make revisions to the draft

memorandums

~{S//NE) The threat assessment memorandums were then signed by the DCI and
forwarded to the Secretary of Defense to be co-signed. Tenet signed most of the threat
mémorandums prepared during his tenure as DCI. There were no occasions when the DCI
or Acting DCI witliheld their signature from the threat assessment memorandums, The
threat assessment memorandums were reviewed by DoT's OLC to assess whether there was
"a sufficient factual basig dernonstrating a threat of terrorist attacks in the United States for
it to continue to be reasonable under the standards of the Fourth Amendment for the
President to [continue] to.authorize the warrantless searches involved" in the program.
OLC then advised the Attorney General whether the constitutional standard of
réasonableness had been met and whether the Presidential Autliorization could be certified
as to fornm and legality. Afterreview and approval as to form and legality by the Attorney
General, the threat assessment.memorandums were delivered to the White House to be
attached to the PSP reauthorization memorandums signed by the President.

—{S/AMY Responsibility for drafting the threat assessment memorandums was
transferred from to the newly-established Terrorist Threal Integration Center in May
2003. This responsibility was retained by TTIC's successor organization, NCTC. The
DCI continued to sign the threat assessment memorandums through 15 April 2003,
Subsequent memorandums were signed by the Director of National Intelligence or his

designee.

(U) Early Revisions to the Presidential Authorizations

’ On 2 November 2001, with the first authorization set to
expire, President Bush signed a second Presidential Authorization of the PSP, The second
authorization cited the same authorities in support of the President’s actions, principally the
Article II Commander-in-Chief powers and the AUMEFE. The second authorization also
cited the same findings of a threat assessment concerning the magnitude of potential
terrorist threats and the likelihood of their occurrence in the future. However, the scope of
authorized content collection and metadata acquisition was redefined in the second
Presidential Authorization.

—(TSHITEW/STOCANE) The language of the second Presidential Authorization
changed in three respects the scope of collection and acquisition authorized under the PSP.
First, the "probable cause to believe” standard for the collection of Internet
communications and telephone content was replaced with "based on the factual and




pfaotical .conside‘mtions of everyday life on which reasonable and prudent persons act,
therears reasonable grounds to believe . . .." Dal, Counsel forIntelligence Policy,
James A, Baker told us this change was made by Addington because he believed the terms

"probable cause” were "too fieighted" with usage in judicial opinions. Baler-also said he
believed the change to more: coIloquml language was made because the standard was to. be

applied by non-lawyers at the NSA. Second, the newly defined standard was to be applied
to the belief that the communication "originated or terminated outside fhe United

St’llBS i The new language therefore eliminated the authority that existed in the first
authorization. to intercept the content of purely domestic communications.

( ) The third change in the:scope of PSP collection aid
acqmsnuon contained in the second Presidential Authorization was the inclusion-of an
additional (third) category of Internet and telephoriy metadata that could be acquired:

(ii1) based on the factual and practical considerations of everyday life on
which reasonable and prudent persons act, there are specific and
articulable facts giving reason to believe that such comimunication relates
to international terrorism, or activities in preparation therefor-

This language represented an expansion of collection authority to include metadata
pextaining to certain commutications even when both parties were U.S. petsons, as long as
there were facts giving reason to believe that the communication was related to
international terforism.

%} On 30 November 2001, the President signed a third

9 January 2002 concerning scope of authorized collection and acquisition became tlie
2, - | i 5 P :i & ] R b i ) ] . &

(U) DaJ Office of Legal Counsel Memorandums
Supperting Legality of the Program

—(S#AH) OLC Deputy Assistant Attorney General John Yoo was responsible for
drafting the frst series of legal memorandums supporting the PSP. Yoo was the only OLC
official read into the PSP from the program's inception until he left DoJ in May 2003,




During Yoo’s tenure at DoJ, he was one of only three DoJ officials read into the PSP. The
other two were Asheroft and Baker, OLC Assistant Attorney General Jay S. Bybee, Yoo's
direct siipervisor, was never read into the program.

«S#AFY Before the President authorized the PSP on 4 October 2001, Yoo had
prepared a memorandum evaluating the legality of a hypothetical electronic surveillance
programwithin the United States to monitor communications of potential terrorists. His
memorandurn, dated 17 September 2001, was addressed to:Deputy White Flouse Counsel

igs led Consz‘ztzltzonal Sz‘andard .on Random E[ectromc 1




‘(S/JNE} The first OLC memmandum explicitly addressing the legality of PSP was
not drafted until after the prograni had been formally authorized by the President and after
Ashcroft had certified the program as to form and legality. The first OLC- opinion directly
supportlng the legality of the PSP was dated 2 November 2001, and was drafted by Yoo.
Yoo acknowledged at'the outset of his 2 November memorandum that "[blecause of the
hwhly sensitive nature of this subject and the time pressures involved, this memorandum
has no undergone the usual editing and review process for opinions that issue from our

57 Yoo-acknowledged in his 2 Novermber 2001 memorandum that the first
Presidential Authorization was "in tension with FISA." Yoo stated that FISA "purports to
bethe exclusive statutory means for conducting electronic sutveillance for foreign
intelligence." But Yoo then opined that "[s]uch a reading of FISA would be an
uticonstitutiotial infringement on the President's Article II authorities.” Citing advice of
OLC and Dol's position as presented to Congress during passage of the USA PATRIOT
Act several weeks earlier, Yoo characterized FISA as merely providing a "safe harbor for
electronic surveillance," adding that it "cannot restrict the President's ability to engage in
warrantless searches that protect the national security."

-5/ Regarding whether the activities conducted under the PSP could be
conducted under FISA, Yoo described the same potential impediments that he had cited in
his 4 October memorandum. Noting that the Presidential Authorization could be viewed as
a violation of FISA's civil and criminal sanctions in 50 U.S.C. §§ 1809-10, Yoo opined that
in this regard FISA represented an unconstitutional infringement on the President's
Article I powers. Accordingto Yoo, the ultimate test of whether the government may
engage in warrantless electronic surveillance activities is whether such conduct is

‘consistent with the Fourth Amendment, not whether it meets the standards of FISA.




L —fS#i*QF} Yoo wrote that reading FISA to restrict the President’s inherentauthority to
P conduct foreign intelligence surveillanice would raise grave constitutional questlons which,
under the doctrine of constitutional ayoidance, would require res lvmg he issueina

that reserves the Pre51dent’ (b) () e
' i “[Ulnless Conoress made a.clear statement n

‘thatit sought uthority to conduct warrantless searches in the
national security area—which it has not—then the 'statute must be constrized to avoid such

aredading.” ;

{ESHSUNEY Yoo's 2 November 2001 mémorandum dismissed Fourth Amendment
coricerns to the extent that the authorized collection involved non-U.S, persons outside the
United States, Regarding those aspects of the prograim that involved interception of the
international communications of U.S. persoris within the United States, Yoo asserted that
Fourth. Amendment jurisprudence allowed for searches of persons crossing U.S.
international botders and that mterceptlons of communications into or out of the United
States fell within the "border crossing exception.” Yoo further opined that electronic
suryeillance in "direct support of rmhtaly operamons" did not trigger constitutional
protcotmn against illegal searches and seizures, in part because the Fourth Amendment is
primiarily aimed at curbing law enforcement abuses. Fmally, Yoo wrote that the electronic
surveﬂlance descubed in the Premdentlal Authouzauons was Leasonable" under the

i




(U) IMPLEMENTATION OF THE
PRESIDENT’S SURVEILLANCE PROGRAM

(U) NSA Implementation
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{FSHSHINE)-Telephone and Internet

Communications Content Collection and Analysis

- ~(ES/SHANE) Content collection and analysis under the PSP was conducted in the
same 1mannet-as collection and analysis conducted previously by the NSA under
E 0. 12333 authonty NSA management applied standard minimization and specially
designed piocedures to task domestic selectors such as telephone numbers and e-mail
addresses. Selectors had to meet two criteria before beins tasked under the PSP: the
purpose of the collection had to be to prevent and detect terrorist attacks in the United

~(FSHSHAE-NSA. collection managers were responsible for ensuring that telephony
and Internet communications selectors were appropriately added or removed from
collection. Content collection for domestic selectors was sometimes approved for specific




ﬁthé periods.. Data collected under the PSP were stored in compartmented NSA databases,
and access to the databases was strictly controlled.

‘(‘TS#S‘I‘)S‘GGQ&“‘) The majority of targsts for content collection under the PSP were
foreign telephone numbers and Internet communicationg addresses, In2008, NSA reported
that foreign telephone numbers-and in excess o: foreign Intemet
communicatioris addresses had been targeted from October 2001 through December 2006.
NSA 1eported in 2008 tha domestjc telephone numbers aid i domestic Internet
communications addiesses were targeted for PSP content colléction from October 2001 to
January'2007. Although targeted domestic telephone numbers and Intemet
cominunications addresses were located in the United States, they were not necessarily
used by U.S. citizens. '

~(S4ME). PSP program officials told us thatthe NSA did not seek to collect domestic
communications under the PSP. However, NSA managers sa1d that there are no readily
available technical means withinthef 8 = . Ito guaraiitee that no
domesticcalls will be collected. Issues of this kmd mevxlably arise from time to time in
other SIGINT operations, and are not unique to the PSP. Over the life of the program, the
NSA reportedf Hincidents of unintentional collection of domestic communications or
non-targeted comimunications. In such cases, the NSA IG determined that personnel
followed established procedures in reporting the incidents, adjusting collection, and
purging unauthorized collection records fiom NSA databases.

~(ESHSTHNE). NSA analysis of content collected under the PSP involved the same
practices and tecliniques used in analyzing information from other SIGINT operations.
Telephone content was made available to NSA analysts through a voice processing system;
Internet cominunicationis content was available from the database in which it was stored.
Analysis involved more than listening to, or reading the content of] a communication and
transcribing and disseminating a transcript. Analysis also .involved coordinating and
collaborating with other IC analysts, applying previous lenowledge of the target, and
integrating other relevant intelligence,

19
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Telephony and intefnet

I\/ietadata Co!!ectfon and Analyszs

- L , ) 8.
“Although'the NSA had the capabthty to collect bull telephony: and Internet metadata
before the PSP, collection was limited because the NSA was not autherized to collect
metadata fiom a wire inside the United States without a.court order when one end of the
communication was in the Uniited States. NSA could "chain" to, but ot through, domestic
selectors. Access to large amounts of metadata is required for effective contact chaining,
and the PSP increased the data available to NSA analysts and allowed them to perform
more thor-ou‘gb contact chaining.

JEAHEY-Although NSA analysts could search bull-collected metadata under

the PSP the analysts searches were limited to targets that were approved under the:
standards set forth in the Presidential Authorizations. As such, only a small fraction of the
metad‘a‘ta collected under the PSP was ever accessed. In August 2006, the NSA estimated
that 0.000025 percent of the telephone records i the PSP database (or one of every

four illion records) could be expected to be seen by NSA analysts through chaining

telephone number or Internet communication address—in a specialized metadata analysis
toal, which searches the metadata and idéntifies contacts: between the selector and other
telephone numbms or Intemot commumcatlons addl‘esses The resultmvcontact aph is

Alﬂmuah“the Presidential Authouzahons dxd 1ot prohibit chaining: more\.

than two degreeq of separation from the target, NSA analysts determined thatit was not

analytically useful to do so.

~FSHSLUMAE) An automated process was created to alert and automatically chain new
and potentially reportable telephone numbers using what was called an “alert list.”




When NSA personuel identified erroneous: metadata collectlon—usually
caused by techmcal problems or inappropriate application of the:authorization—they were
directed to report the violation or incident thidugh appropriate channels and to delete the

collection from all NSA databases. NSA reported three such violations early in the

program and took measures to correct ther, *

(U) NSA Reporting From the
President’s Surveillance Program

: SN PSP information was.disseminated m-types of reports:
"tlppers ; whmh pxov' ded tadata anal' sigy content reports, Whmh ‘rodeed NSA ana1y313'
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(U) NSA Managerial Structure and Oversight
of the President's Surveillance Program

—E5A9 Analysis and repoiting associated with the PSP was conducted within SID at
NSA's Fort Meade, Maryland headquarters. PSP activities were not conducted at NSA
field sites. The Director and Deputy Director of NSA exercised senior operational control
and authority over the program. The individual who was SIGINT Diractor in 2001 told us
that, aside from ensuring that the PSP had appropriate checks and balances, she left direct
management of the program to the NSA Director, the Deputy Director, and the Office of
General Counsel. She noted that Hayden took personal responsibility For the program and
managed it carefully.

{S#NFY By 2004, specific managerial authorities concerning PSP collection, analysis,
and reporting activities had been delegated to the SIGINT Director. The SIGINT Director
[urther delegated managerial authority to the PSP program manager and mission execution
responsibilities to the Chief of the CT Product Line. The PSP program manager position
was restructured to provide the incumbent authority and responsibility for oversight of PSP




gc’tivi;y across SID, and the PSP program manager was provided additional staff. Overthe
life.of the program, there were five PSP program managers, who reported directly tothe
SIGINT Director or the Chief of the CT Product Line.

(U) NSA PSP Costs From FY 2002 through FY 2006

(dollars.in thousands, personnel costs not included)

(J) NSA Management Controls to Ensure
Compliance With Presidential Authorizations
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—(S#NF} The NSA General Counsel was read into the PSP on4 Octobm 2001 the day
the first Presidential Authorization was signed, On 6 October 2001, the General Counsel
provided Haydeu and his deputytallqng points for use in briefing NSA petsonnel on.the
new program's authorities, The talking points included the fact that Hayden had directed.
the NSA General Counsel and the NSA Associate Gereral Counsel for Operatiois to
review and oversee. PSP activities. The NSA Associate General Coumsel for Operatlous
provided most of'the program oveisight before the NSA IGwastead into the PSP in
August 2002, The Associate General Corinsel for Operations-oversaw progtam
implementation, reviewed proposed target packages for compliance with the:
authorizations, and coordinated program-related issues with Dol.

(U) NSA Inspector General Oversight
of the.Program

~£S/ANE)-The NSA IG and other NSA Ofﬁce of Inspector General personnel were read
into the PSP beginning in August 2002, Over the life of the progtam, the NSA IG

conducted;

o Three investigations in-response 1o specific incidents and.i/"i'ollatic')n‘s of the:
Presidential Authotizations to determine the cause, effect, and remedy.

o Tenteviews to determine the adequacy of‘managenient controls to ensire
compliance with the authorization and related authorities, assess the.
miitigation of risk associated with program activities, and identify
impediments to meeting the requirements of the authorizations.

it IEY-Ten of the NSA 1G reports included a total ofEI ecommendations to
NSA mcmagement to s’uengthen internal controls and procedures overthe PSP. The NSA
IG identified no intentional misuse of the PSP. Significant findings from NSA IG reviews

of the PSP include the following:

o In20085, the NSA IG found.en:pr,s when comparing records of domestic
telephone and communications selectors approved for PSP content
collection with selectors actually on collection. The errors included
selectors that were not removed from collection after being detasked,
selectors that were not put on collection when approved, and selectors that
were mistakenly put on collection due to typographical errors. NSA
management took steps to correct the errors and establish procedures to
reconcile approved selectors with selectors actually on collection.

o During a 2006 review, the NSA IG found that all items in a randomly
selected sample of domestic selectors met Presidential Autharization
eriteria. Using 4 statistically valid sampling methodology, the IG
concluded with 95 percent corifidence that 95 percent or moie of domestic




selectors tasked for PSP content collection were linked to al-Qa’ida, its .
associates, or international terrorist threats inside the United States.

SHFY- In-addition to NSA IG report recommendations, inMarch 2003, the NSA IG
recommended to Hayden that he Tepott violations of the Presidential Authorizations to the

President, The NSA IG prepared (g Presidential notifications for the NSA Director

conceming violations of the authorizations.

SHA-Beginning in January 2007, violations involving collection activities
conducted under PSP authority as well as violations related to former PSP activities that
were operating under FISA authority were reported quarterly to the President’s Intelligence
OverSLght Board, through the Assistant to the Secretary of Defense for Intelligence

2004; there it was:not possible to determine the exact nature and extent of the
collection. NSA OIG will close 6ut this incident in its upcoming report to the President’s

Intelligence Oversight Board.

—(&"—S#SWFTOn 15 Tanuary 2009, the Dol reported to the FISC that the NSA had
been using an "alert list" to compare FISA-authorized metadata agajnst telephone numbers
associated with counterterrorism targets tasked by the NSA for SIGINT collection. The
NSA. had reported to the FISC that the alert list consisted of telephone numbels for which
NSA liad determined the existence of a reasonable, artjculab nigion that the.
were related to a terrorist or gamzatlon associated witly
Tn fact, such a determination liad not been made for the majority
alert list. The NSA IG reported this incident to the President’s Intelhgence Ovelsnght
Board, and has provided updates as required. The alert listand a detailed NSA 60-day
review of processes related to the business records FISC order were the subject of several
recent submissions to the FISC and of NSA briefings to the Congressional oversight

comimittees.

(U) Access to the President’s Surveillance Program

D5,
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(u) PSP Cumulative Clearance Totals
(as:of 17 January 2007)

—{S#}&“é—}fﬁwwledge of the PSP was strictly controlled and limited at the express
direction of the White House. Hayden eventually delegated his PSP clearance appr oval
authority for NSA, FBI, and CIA operational personnel fo the NSA. PSP program manager,
IIayden was required to obtain approval from the White Flouse to clear members of
Congress, FISC Judges, the NSA IG, and others.

~£SLAEY- The NSA IG was not read into the PSP until August 2002. According to
the INSA Genei'al Counsel at the time, the President would ot allow the IG to be biiefed
prior to that date, Although Hayden did not recall why the IG had not been cleared
earlier, he thought that it would have been inappropriate to clear him when the- length of
the program was unknown and before operations had stabilized. By August 2002,
Haydenand the NSA General Counsel wanted to institutionalize PSP oversight with the
involvement of the NSA 1G. Hayden recalled having to "make a case" to the White
House to have the NSA IG read in. The ODNI IG found that ODNT oversight ofthe PSP
was limited by ODNI oversight personnel not being provided timely access to the

program.
(U) Congressional Briefings on the Program

On 25 October 2001, Hayden conducted a briefing on the PSP for the
Chairman and the Ranking Member of the House Permanent Select Conimittee on
Intelligence, Nancy P. Pelosiand Porter J. Goss; and the Chairman and the Vice Chairman
of the Senate Select Committee on Intelligence (SSCI), D, Robert Graham and
Richard C. Shelby. Between 25 October 2001 and 17 January 2007, Hayden and curent
NSA Directot Alexander, sometimes supported by other NSA personnel, conducted




49- b11eﬁngs to members of Congress and their staff. Hayden told us that during the many
PSP briefings to members of Congress, no one ever suggested that the NSA shiould stap the
prograni. Hayden emphasized that he did more than just “flip through slides” during the:

.bneﬁncs which lasted as long as attendees had questions. .

{U) Foreign Intelligence Surveillance Court
Briefings on the Program

- HOE, On 31 January 2002, the FISC Presiding Judge Royce Lamberth
beca.me the hrst member of the coult to be 1ead nto the PSP He was bnefed on the

attended by Ashcrott, Hayden, Mueller, Yoo and Bakcr

—CFSHSHOEAT-Asheroft provided Lamberth a brief summary-of the President’s
decision to create the PSP, and Ashcroft stated that he had detérmined, based tipon the
advice of John Yoo, an attorney in DoJ’s Office of Legal Counsel (OLC); that the
President’s.actions were lawful under the Constitution, Ashcroft also emphasized to
Lamberth that the FISC was not being asked to approve the program. Following
Asheroft’s summary, Hayden described for Lamberth how the program functioned

opetatlonally, Yoo discussed legal aspects of the programi, and Baker proposed procedures
for handling international terrorism FISA applications that contained PSP-derived
1nformat10n For the next four months, until the end of his term in May 2002, Lamberth
was the only F ISC judge read into the PSP.

NE-Judge Colleen Kollar-Kotelly succeeded Lamberth as the FISC
Pre31d1ng Iudge and was briefed on the PSP on 17 May 2002. The briefing was similar in
fortn and substance to that provided to Lamberth. In response to several questions from
Kollar-Kotelly about the scope of the President’s authority to conduct warrantless
surveillance, DoJ prepared a letter to Kollar-Kotelly, signed by Yoo, that, according to
Kollar-Kotelly, “set out a broad overview of the legal authority for conducting [the PSP,
but did not analyze the specifics of the [PSP] program.” The letter, which Kollar-Kotelly
feviewed at the White House but was not permitted to retain, essentially replicated Yoo’s
2 November 2001 memorandum regarding the legality ofthe PSP. Kollar-Kotelly was the
only sitting FISC judge read into the PSP until January 2006, when the other FISC judges
were read in.

—%M@GQJP}»B aker was read mto the PSP only after he came upon “stiange,
unatwibuted” ; supcoested the existence of a

hnis successo , K s . Dol IG believes that not having OIPR

officials and menibers of the FISC read into the PSP, while program-derived inforiniation
was being disseminated as investigative leads to the FBI and finding its way into FISA
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applications, putat 1isk the DoJ’s important rélationship with the FISC, The DoJ IG agrees

-with Baker’s asssssment that; as the:goverimient’s representative before the FISC, good

relations between the DoJ and the FISC depend on candor and transparency.

(U) FBI Participation in the
President’s Suirveillanceé Program

"SHSEAE)- As a user of PSP-derived informatiot, the FBI disseminated leads—
tlppers—to FBI field offices. Tippers primarily consisted of domestic telephone numbers
and Internet communications addresses that NSA analysts had determined through
metadata analysis were connected to individuals involved with al-Qa’ida or its afiliates.
Domestic telephone numbers represented the overwhelming majority of PSP-derived
information contained in tippers. Tippers also provided information derived from.content

collection u11del the PSP.

fF7 The FBI’s principal objective during the earliest months of the PSP was
to dlssclmnate - program infonnation to FBI field offices for 1nvest1gauon while protecting
the source of the information and the methods used to collectit. The FBI initially assigned
responsibility for this to its Telephone AnalySLS Unit (TAU) which developed procedures
to disseminate information fiom NSA’s gports in a- 11011~con1pa111nented Secret-level
format.. The result Electronic Communications (ECs) included
restrictions on how the information could be‘used, i.e., FBI field offices were to use the
information “for lead purposes only” and notuse the information in legal orjudicial
proceedings.
~SHNEY-The FBI’s participatiori in the PSP evolved over timne as the program became
less a temporaly response to the September 11 altacks and more a permanernt surveillance
ve.the cffcctlve ess of ipation in the program, the FBI
L€ to manage its involvement in the
PSP, InF e FBI assigned a team of FBI persorinel—"Team 10"—to work
full-time at the NSA to manage the FBI's paiticipation in the prograni.

eam 10°s primary responsibility was to-disseminate PSP information
| ECs to FBI field offices for investigation or other purposes. However,
eaim 10 began to participate in the PSP in other ways. Forexample, Team 10
occasionally submitted telephone numbers and Internet communications addresses to the
NSA to be searched against the bulk metadata collected under the PSP. The NSA
conducted independent analysis to determine whether telephone numbers or Internet
communications addresses submitted by Team 10 met the standards established by the
Présidential Authorizations. Team 10 also regularly contributed to NSA’s PSP process by
reviewing draft reports and providing relevant information froin FBI databases.

-5/ FBI fie
by Team 10 under th
BEC assigned—"action,

not required to investigate every tipper
roject. Rather, the type of lead that the|
discretionary," or "for information”"—drove the field office’s
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response to a tipper.? The vast majo estigative activity related to PSP
information involved responding to elephone number tippers that assigned

action leads. Team 10 gener ally assigned action leads for telephone numbers that were not
already known to the FBI or telephone numbers that Teain 10 otherwise deemed a high

ationshipt a major FBI investigati bl
was-established, t b3,
b7E

leads mstructed field offices to obtain subscriber information for the telephone numbers
~within itsjurisdiction and to conduct any “loglcal investigation to deternine: terrorist
connections." Some agents complained that action leads lacked guidance about how to
make use of the t1pp61 s, which was of patticular concern because agents were not confident
lcommunications provided sufficient predication to open natlonal security

i
5

Two changes to FBI procedures in 2003 addressed some FBI agents'

FBI Headquarters assumed yesponsibility from field offices

for issuing national sccurity letters (NSLs) to obtain subscriber information about PSP- bl, b3,
d telephone numbers and Interriet communications addresses. b7E
the Attorney General issued new guidelines for FBI national security investigations
that created anew category of investigative activity called a "threat assessment." Under a
threat assessment, FBI agents are authorized to investigate or collect inf onnatlon on
individuals, groups; and organizations of possible investigati out opening a
prelnmnary or full national secutity investigation. Beg1rm1n | action leads
A etadata tippers instructed field offices to conduct threat
assessments and advised that FBI headquarters would issue NSLg to obtain subscriber

information.

~SHA¥E)- In general, an FBI threat assessment involved searching several FBI, public,
and coimmercial databases: for information about the tipped telephone number, and
requesting that various state and local government entities conduct similar searches.
Sometimes these searches identified the subscriber to the telephone number before FBI
Headquarters obtained the information with an NSL. In otlier cases, the threat assessments.
continued after the field office received the NSL results.

: eads frequently were closed after conducting a threat
assessment 1nterv1ew with the subscriber and determining that there was no nexus to
terrorism or threat to national security. In other cases, the leads were closed based solely
on the results of database checks.

—SHNE)- Beginningf | ~ | FBI field offices were required to report the
results of their threat assessments to F headquarters. FBI field offices typically reported b1, b3, b7E
all of the information that was obtained about the tipped telephone numbers, including the
details of any subscriber interviews, and then stated that the office had determined that the

bl, b3, b7E

&} An action lead instructs an FBI field office to take a particular action in response. A discretionary lead
allows the field office to make a determination whether the information provided warrants investigative action. A
field office is not expected totake any specific action on a for information lead.
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te‘lcphc)nenumber did riot have a nexus to terrorism and considered the lead closed. Much
less fiequently, field offices reported that a preliminary- mvestlgatlon was opened.
Repardless of whether any links to international terforism wereidentified ina threat
assessment, the results of the threat assessments and the information that was collected
about subscribers generally were reported to FBI headquarters and uploaded to FBI
databases.

()% CIA Participation in the
“President's Surveillance Program
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als “Qu'ida remained a significant threattothe Umted Stat, S.

Y} The ODNI IG found that the ODNI’s pri mary role in the PSP was the
Pl epzuanon of the threat assessments. that swunimarized the al-Qa'ida threat to the United
States and were used to support periodic reauthorization of the program. The ODNIIG
found that the threat assessments were drafted by experienced NCTC personnel who
prepared the decuments in a memorandum style following an established DoJ format. The
ODNIIG also determined that the ODNI threat assessments wete prepared using
evaluated intelligence information chosen from a wide variety of IC sources. ODNI
personne] said that-duting the period when the ODNI prepared the threat assessments, the.
IC had access to fully evaluated intelligence that readily supported an assessment that

(542 The NCTC analysts said that they handle NSA:surveillance infonmation,
including PSP information, consistent with the standard rules and procedures for handling
NSA futelligence inforination including minimization of U.S. person identities. On those
occasions when the NCTC analysts knew that a particular NSA intelligence product was
derived from the PSP, the analysts told us they reviewed program information in the same
manner as other incoming NSA intelligence products. Ifappropriate, NCTC analysts then
incorporated the PSP information into analytical products being prepared for the Director
of National Intelligence (DNI) and other senior intelligence officials. They identified the
President's Terrorism Threat Reportand the Senior Executive Terrorism Report as
examples-of the types of finished intelligence products that would, at times, contain PSP

information.




(U) The President's Surveillance Program '
and the Foreign Intelligence Strveillanee Court

—{TS#S—L%JF} DoJ, initially withthe FISC’s concurrence and later at the cowrt’s
direction; developed and implemented procedures—referred to as “scrubbing”™
proccdures-——to account for and malke the court aware-of instances wlien PSP-detived
riformation was included in FISA. applications. Lamberth required that all FISA
apphcatlons that contained PSP-derived information, or that wold result in simultaneous
collection against pa1t1cula1 targets under both the PSPanda F IEC order, be filed with hiin
only. Baker told us thatLamberth wanted to be informed of applications that contained
PSP information and of dual coverage situations. According to Baker, the scrubbing
procedures were a means of meeting his ethical duty of candor to the FISC without
disclosing the existence of the PSP to uncleared judges.

~(ESHSTAY- Do] effectuated the scrubbing procedures by.conipiling lists of
information contained in initial and renewal FISA applications that was attributed to the
NSA atid of'all facilities targeted for electronic surveillance in the applications. These lists
were-seiit to the NSA to determine whether any of the NSA-attiibuted information was
PSP-derived and whether any of the facilities also were targeted under the PSP. The NSA
communicated the results back to DoJ, which then filed the applications with the FISC
consistent with. the scrubbing procedutes. '

—(TSHSTAERY Kollar-Kotelly continued the procedures that had been developed by
Baker and agreed to by Lamberth for handling FISA applications that confained PSP-
derived mformatlon However; Kollar-Kotelly required DoJ to excise from FISA
applications.any information obtained or derived from the PSP. But Kollar-Kotelly also
instructed Baker to alert her to any instances where an '1pphcat10n s basis for the requisite
probable cause showing under FISA was weakened by excising PSP information. In such
cases, Kollar-Kotelly would then assess the application with the knowledge that additional
releVant information had been excised.

: ¢ Kollar-Kotelly also instructed DoJ to discontinue the practice
emiploved undor Lamberth of including in applications a descriptive phrase associated with

- 138 a means ol mdicating that ractities targeca applications were
oe r the PSP. Baker told us that while Kollar-Kotelly understood that
instances of dual coverage would occur, she did not want to appear to judicially sanction

PSP coverage.

In March 2004, Kollar-Kotelly was inforined of operational changes
made to ﬂle PSP following a dispute between DoJ and the White House about the legal
basis for certain aspects of the program. Kollar-Kotelly responded by imposing.an
additional scrubbing requirement to further ensure, to the extent possible, that PSP-detived

infortration was not included in FISA applications. The FBI, in coordination with DoJ and

NSA, was to determine whether a facility included in a FISA application—not justa
targcted telephone number or Internet communication address—also appeared it a PSP
report. Kollar-Kotelly permitted any such facility to remain in the application if it could be

bi, b3,
b7E
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demonsirated that the FBI had developed, independent of the PSP, an investigative interest
in the facility, or that the F Bl inevitably would have identified tlie facility it uestion
through normal investigative steps. An OIPR official who was responsible for discussing

suich cases with Kollar-Kotelly told s that the judge generally accepted Dol’s assessment
that thére was a non-PSP investigative basis for a facility in question, or that the facility

inevitably would have been discovered even in the absence of PSP-derived leads to the
FBL

€8/ -Tmplementing the scrubbing procedm es, both under Lamberth and Kollar-
Kotelly, was a complicated and time-consuming endeavor for OIPR staff. Baker, who
until March 2004 was the only individual in OIPR read into the PSP, found himself haying
to agk OIPR attorneys (o compile inforimation about their cases, and sometimes to make
changes to their FISA applications, without being able to provide an explanation other than
that he had spoken to the Attomey General and the FISC about the situation. Baker
ng__tdat ly told attorneys that they did not have to sign applications that they were niot
comfortable with, and, in some instances, international teirorism cases had to be reassigned
forthisreason:

-GS#NB- The situation was further complicated by the fact that, until August 2003,
only one oftlie two Dol officials authorized by statute to approve FISA applications—
Attorney General Ashcroft and Deputy Attorney General Larry Thompson—was read: into
the PSP. Thompson, who served as Deputy Attorney General from May 2001 to August

2003, was never read into the PSP, despite Ashcroft’s request to the White House.

T 3 Similatly, Kollar-Kotelly; who by November 2004 was handling
apprDXimate 51 |percent of all FISA. applications as a result of her requirement that
scrubbed applications be filed with her only, made insuccessful requests for-additional
FISC judges to be cleared for the program. Kollar-Kotelly decided in November 2004 that
inwview of the scrubbing procedures that were in operation, international terrorism FISA

-applications could be decided by other judges based on the information contained in the

applications.

~FSHSHAEY Do, together with the FBI and the NSA, continue to apply the
scrubbing procedures to international terrorism FISA applications. Since January 2006,
all members of the FISC have been briefed on the PSP and all of the judges handle
applications that involve the issue of PSP-derived information. Although compliance with
the scrubbing procedures has been burdensome, we did not find instances when the
government was unable to obtain FISA surveillance coverage on a target because .of the
requirement. However, the DoJ IG concluded that once the PSP began to affect the
functioning of the FISA process, OIPR and the FISC effectively became part of the PSP*s
operations, and more OIPR staff and FISC judges should have been read into the PSP to
address the impact. Instead, access to the PSP was limited for years to a single OIPR
official and one FISC judge.




V) Duscov:ery Issues Associated Wit
the President's Suwen!lance Pregram

(b))

Jus was aware as early ashgpag that information collected
a**lm PSP could Mve imnlications for DoJ’s litigation responsibilities under Rule 16 of

—(S/ANEY- No Dol atlorneys with terrorism prosecution respoiisibilities were read into
the PSP until mid-2004, and as a result, DoJ did not have-access to the advice of attormeys
who were best equipped to 1dent1fy and examme dlSCOVely issues assoclated with tlie PSP

i steps to respond SIOREIOEE

must re-examine past cases to see whether potentially discoverable but undisclosed

Rule 16 or Brady material was collected by the NSA, and take appropriate steps to ensure
that it has complied with its discovery obligations in such cases. The DoJ IG also
recommends that DoJ, in coordination with the NSA, implement a procedure to identify
PSP-derived information that may be associated with international terrorism cases

bl,
b3,
b6,
b7C,
b7E

bl,
b3,
b6,
b7C
b7E
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cunrently pending or likely to be brought in the future and evaluate whether such
information should be disclosed in light of the government’s: discovery obligations under

Rule 16-and Bracly.

(U) LEGAL REASSESSMENT OF THE
PRESIDENT’S SURVEILLANCE PROGRAM (2003 - 2004)

: Yoo was the. sole OLC attorney WhO advised Asheroft and White House
ofﬁcmls on the PSP from the program’s inception in October 2001 through Yoo’s
remgnatmn from Dol in May 2003. Upon Yoo’s depariure, Patrick Philbin was selected by
the. White. House to be: read into the PSP to assume Yoo's role-as advisor to the Attorney
General concerning the program.

(TS, B-Philbin told us that when he reviewed Yoo's legal memorandums about
the: PSP he reahzed that Yoo had omitted from his analy51s any reference to the FISA
provision allowing the interception of electronic commiumnications without a wanrant fora
period of 15 days following a Conglesswnal declaration of war, (See 50U.S.C. § 1811.)
Phllbm stated that Yoo’s OLC opmmnS wele premlsed on the assumptlon that FISA d1d




P1111b111 also 1ecoﬁunended that a new oLC memorandum assessmg the legahty of the PSP
be:drafted, and with Ashcroft’s concurrence he began drafting the memorandum.

(U). A New Legal Basis for the Program Is Adopted

LSANE) Goldsmith was sworn in as the Assistant Attomey General for OLC on

6.October 2003, replacmg Bybee, who had left that position several months earlierto serve

as g judge on the U.S. Court of Appeals for the Ninth Circuit, Philbintold us that he
pressed hard to have Goldsmith read inito the PSP, and that Addington told Philbin he
would have to justify the request before Addingtor1 would take it to the President fora.
decjsion. Addington subsequently read Goldsmith into the program on

17 November 2003.
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judicial authoriza on, and did no all within any ofthe exceptions to this requirement.
Goldsmith later wrote ina 6 May 2004 legal memorandum reassessing the legality of the
program thata proper analysis of the PSP “must not consider FISA in isolation” but rather
must consider whether Congress, by authorizing the use of military force against al-Qa’ida,
also “effectively exernpts” such surveillance from FISA. Goldsmith believed that this
reading of the AUMF was correct because the AUMF authorized the President to use “all
neceéssaty and appropriate force” against the enemy that attacked the United States on

11" September 2001, and to “prevent any future dcts of international terrorism against the
United States” by such enemy—authority that has long been recognized to include the use
of SIGINT as a-military tool. Alternatively, Goldsmith reasoned that even ifthe AUMF
did not exemptsurveillance-under the program from the restrictions.imposed by FISA, the
uestion was sufficiently ambiguous to warrant the application of the doctrine of




reassessrnent and 1ts potentlal ramifications for the operatlon of the p1 ogram Goldsmlth
advised Ashcroft that, despite concerns about the program, Ashcroft should certify the

‘9 December 2003 Presidential Authorization. Goldsmith later advised Ashcroft to certify
the 14 January 2004 authorization as well. ‘Goldsmith told us that he made these
recommendations to Ashcroft with the caveat that although he believed. Yoo’s
memorandums to be flawed, Goldsmith had not yet concluded that the program itself was

illegal.

(U) Department of Justice Officials Convey
Concerns About the Program to the White House

{TS/SHAMEY- In December 2003, Goldsmith and Philbin met with Addington and
Gonzales atthe White House to express their growing coneeins about the legal
underpinnings for the program. Goldsmith said he told themi that OLC was not sure the
program could survive in its current form. According to Goldsmith’s contemporaneous
notes of these events, these discussions did not contemplate an mten'uptlon of the program,
although the White House officials represented that they would “agree to pull the plug?” if
the problems with the program were found to be sufficiently serious. Goldsmith told us
that the White House—typically through Addington—teld him “several times” that it
would half the program if DoJ found that it could not be legally supported.

(FSHSHATY On 18 December 2003, ‘Goldsmith metagain with Addmgton and
Gonzales and wrote in his notes that during this meeting he conveyed with “more force”
his “serious doubts and the need to get more help to resolve the issue [as soon as
possible].” Goldsmith told us that during this meeting he also asked to have Deputy
Attorney Geiieral Comey read into the program. According to Goldsmithi’s notes,
Addington and Gonzales “bristle[d]” at that suggestion. Goldsmith told us that he
requested that Comey be read in because he believed he would need Coniey's assistance to
help “make the case” to the White House that the program was legally flawed. In addition,
he said he wanted Comey read in because, as the Deputy Attorney General, Comey was
Philbin’s direct supervisor.

~{ESHSHAEY Goldsmith’s efforts to gain the White House’s perinission to have
additional attorneys, and especially Comey, read into the program continued through
January 2004. According to Goldsmith’s notes, both Addington and Gonzales pressed
Goldsmith on his reason for the request and continued to express doubt that additional DoJ
personnel were needed. However, in late January 2004 the White House agreed to allow
Comey to be read in, and Comey was briefed into the PSP on 12 March 2004 by Hayden.




€5/ Afterhis briefing, Comey discussed the program with Goldsmith, Phllbm
and othér Dol officials, and agreed that the concermns with Yo0o’s legal analysis were well-
founded.’2 Comey told us that of: particular concern to him and Goldsmith twas the notion
that Yoo's legal analysis entailed ignoring an act of Corigress, and doing so without full
Congressional notification.

(U) Conflict Betweén the Department of Justice
and-the White House Over the Pragram

(U) Comeytold us thathe met with Ashcroft for lunch on 4 March 2004 to discuiss
the PSP, and that Asheroft agreed with Comey and the other DoJ officials’ assessment of
the potential legal problems with the program. Three hours after their lunch meeting,
Asheroft became i1l and was admitted to the George Washington University Hospital.3 On
5 March 2004, Goldsmith advised Comey by memorandum that under the circumstances of
Asheroft’s medical condition and hospitalization, a “clear basis” existed for:Comiey’ to
exercise the authorities: of the Attorney General allowed by law &s Deputy Attorney
General or Acting Attorney General. The “cc” line of Goldsmith’s memorandum to
Comey indicated that a copy of the ' memorandum was sent to-Gonzales..

—@S#SI;%&EF}— 011 5 Mawh 2004—SIX days bef ore the Premdentlal Authol ization then

Later that. zales
LeuesLaIeLter o ULL staung tat Yoo’s prior OLC ophiions “covered the program.”
Philbin told us that Gonzales was riot requesting a new opinion that the program itself was
legal, but only a letter stating that the prior opinions had concluded that it was.

2 (RS HSTHOEAM~The other officials included Counsel for Intelligence Policy Baker, Counselor to the Attorney
General Levin, and Comey’s Chicef of Staff Chuck Rosenberg. Both Levin and Rosenberg had been read into the
PSP while at the FBI. Comey also discussed DoJ’s coticerns about the legality of the program with FBI Director
Mueller on 1 March 2004, Mueller told us that this was the first time hie- had been made aware of Dol's:concemns.

B (U) Ashcroft’s doctors did not clear Ashcroft to resume his duties as Attorney General until 31 March 2004,




’.concluded 1.hat ihe memorandums d1d not. Accordmg to Goldsrmth the concluston

hat Yoo’s memorandums faﬂed to accurately descnbe let atone: provxde a 1ega1 analysm
1) b) (O), (b}(i (b)(s =

Addlngton and Gonzales | 1eacted calm y and said they would get back: W1th us. - On
Sunday, 7 March 2004, Gouldsmith and Philbin met again with Addington and Gonzales at

the White Housé. According to Goldsmith, the White House officials inforiied Goldsmith
a11d.Plu1b1n that they disagreed with their interpretation of Yoo ’s memorandums and on the
need to change the scope of the NSA’s collection under the PSP.

<S/A) On 9 March 2004, Gonzales called Goldsmith to the White House in an effort
to persuade hun that hls Cl‘lthlSl]JS of Yoo’s memmandums

; - { : 26 L
get past the explratton of the current Pre51dent1al Authm ization on 11 March 2004
Gonzales reasoned that Ashcroft, who was still hospitalized, was not in any condition to
sign arenewal of the authorization, and that a “30-day bridge” would move the situation to
a point where Asheroft would be well enough to approve the program. Goldsmith told
Gonzales he-could not agree to recommend an extension because aspects of the program
lacked legal support

; : Atnoon on 9 March, another meeting was held atthe White House in
Card's office. According to Mueller’s notes, Mueller, Card, Vice President Cheney,
Deputy Director of Central Intelligence John E. McLaughlin, Hayden, Gonzales, and other
unspecified officials were present. Comey, Goldsmith, and Philbin were not invited to this
meetmg After a presentation on the value of the PSP by NSA and CIA officials, it was
Jie plained to the group that Comey “has problems” with SO -
[ Mueller’s notes state that the Vice President suggested that “the President may
have to reauthorize without [the] blessing of DoJ,” to which Mueller responded, “I could
have a problem with that,” and that e FBI would “have to review 1egah[y of continuec

participation in the program.”

~AESHSHANFY A third meeting at the White House was held on 9 March, this time with
Comey, Goldsmith, and Philbin present. Gonzales told us that the meeting was held to
make sure that Comey understood what was at stake with the ptogram and to demonstrate
its value. Comey said the Vice President stressed that the program was “critically
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important” and warned that Comey would risk “thousands” of lives if he did not agree to
recertify it. ‘Comey said he stated at the meeting that he, as Acting Attorne General. could
_support reauthorizing D)) (b)“ ) - ’rowdcd the collection Wash‘

‘ Howeverv he told the group “we.can't

“According o CmelWﬁ%E s saidithey could not agme to that T

modification. -

-€S/A¥F)-Gonzales told us that after President Bush was advised of the results of the
9'March meetings, he instructed the Vice President on the morning of 10 March to call a
meeting with Congressional leaders to advise them of the impasse with DoJ. ‘Ihat
afternoon, Gonzales and other White House and IC officials, 'including Vice President
Cheney, Card, Hayden, McLaughlin, and Tenet, convened an “eimergency meeting” with
COngLessmnal leaders in the White House Situation Room. The Congressmnal leaders in
attendance were Senate Majority and Minority Leaders William H. “Bill" Frist and

‘Thomas A. Daschle; Senate Select Commiittee on Intell;gence Chairman Pat Roberts and

Vice Chairman John D. Rockefeller, IV; Speaker of the House.J. Dennis Hastert and House
Minority Leader Nancy Pelosi; and House Permanent Select Committee on Intelligence

Chair Porter Goss and Ranking Member Jane Harnan. No DoJ officials were asked to be

presentat the'meeting.

(S/ANFy According to Gonzales’s notes of the meeting, individual Congressional
leaders expressed. thoughts and concerns related to the program. Gonzales told us that the
consensus was that the program should continue. Gonzales also said that following the

meeting with Congressional leaders, President Bush instructed him and Card to go to the

George Washington University Hospital to speak to Asheroft, who was in the intensive
care unitrécovering from surgery.

(U) According to notes from Ashcroft’s FBI security detail, at 18:20 on
10 March 2004, Card called the hospital and spoke with an agent in the security detail,
advising the agent that President Bush would be calling shortly to spealk with Ashcroft.
Aslicroft’s wife told the agent that Ashcroft would not accept the call. Ten minutes later,
the agent called Ashcroft’s Chief of Staff David Ayres at DolJ to request that Ayres speak
with Card about the President’s intention to call Ashcroft. The agent conveyed to Ayres
Mrs. Ashcroft’s desire that no calls be made to Ashcroft for another day or two. However,
at 18:45, Card and the President called the hospital and, according to the agent’s notes,
“insisted on speaking [with Attomey General Ashcroft].” According to theagent’s notes,
Mis, Ashcroft took the call from Card and the President and was informed that Gonzales
anc Card were coniing to the hospital to see Ashcroft regarding a matter involving national
security.

(U) At approximately 19:00, Ayres was advised that Gonzales and Card were on their
way to the hospital. Ayres then called Comey, who at the time was being driven home by
his security detail,-and told Comey that Gonzales and Card were on their way to the




hospital. Comeytold his driver to take himto the hospital. According to his May 2007
testimony before the Senate Judiciary Committee, Comey then called his Chief of Staff,
Chuck Rosenberg, and directed him to “get as many of niy people as possible to the
hospital immediately,” Comey next called Mueller and told him that Gonzales and Card
were oh their way to the hospital to see Asheroft, and that Asheroft was in no condition to
receivevisitors, much less make a decision about whetherto recettify the PSP, According
to Muellet’s notes; Comey asked Mueller to come to the hospital to “witness [the]
condition of AG.” Mueller told Comey he would go to the hospital vight away,

(U) Comey arrived at the hospital between 19:10 and 19:30. Comey said he began
speaking to Ashcroft, and that it was not clear that Ashcroft could focus and that he
“seemed pretty bad off.” Goldsmith and Philbin also had been summoned to the hospital
aind arrived within a few minutes of each other. Comey, Goldsmith, and Philbii1 met
briefly in an FBI “command post” that had been set up ina toom adjacent to Asheroft’s
room. Moments later, the command post was notified that Card and Gonzales had arrived
at the hospital and were on their way upstairs to see Ashcroft. Comey, Goldsmith, and
Philbin entered Ashcroft’s room and, according to Goldsmith’s notes, Comey and the
others advised Ashcroft “not to sign anything,”

(U) Gonzales and Card entered Ashcroft’s hospital room at 19:35, Gonzales told us
that he had with him in a manila envelope the 11 March 2004, Presidential Authorization
for Ashcroft to sign. According to Philbin, Gonzales first asked Ashcroft how he was
feeling. Ashcroft replied, “not well.” Gonzales then said words to the effect, “You know,
there’s a reauthorization that has to be renewed . : .” Gonzales told us that he may also
have told Ashcroft that White House officials had met with Congressional leaders “to
puisue a legislative fix.”

~(TSHSTAIEYComey testified to the Senate Judiciary Conunittee that at this point
Ashcroft told Gonzales'and Card “in very strong terms” his objections to the PSP, which
Comey testified Ashcroft drew from his meeting with Comey about the program a week
earlier. Goldsmith’s notes indicate that Ashcroft complained in particular that NSA's

collection activities exceeded the scope of the authorizations and the OLC memorandums..

Comey testified that Ashcroft next stated:

“But that doesn’t matter, because I’'m not the Attorney
General. There is the Attormey General,” and he pointed to
me—TI was just to his left. The two men [Gonzales and Card]
did not acknowledge me; they tuned and walked from the

room.
(U) Moments after Gonzales and Card departed, Mueller arrived at the hospital.
Mueller met briefly with Ashcroft and later wrote in his notes, “AG in chair; is feeble,
barely articulate, clearly stressed.”
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(U) Before leaving the hospital, Corey received a.call fiom Card. Comey testified
that Card was very upset and demanded that Comey comie-fo the White House
immediately. Comey told Cavd that he would meet with him, but not without a witness,
and that he-intended that witness to be Solicitor General Theodore B. Olson.

(U) Comey and the other Dol officials left the Tiospital at 20: 10 und met at DoJ. They
were joined there by Olson. During this meeting, a call came from the Vice Presidert for
Olson, which Olsoxt took on a se¢ure line in Comey’s office while Comey waited outside.
Comey told us he believes the Vice President effectlvely read Olson into the program
during that-conversation. Comey and Olson then went to the White, House at about 23:00
that evening sud met with Gonzales and Card, Gonzales told us that little:more was
achieved at this meeting than a general acknowled gement that a “situation” continued to
exist because of the disagresment between Dol and the White House regarding the
program.

~“SHNE) White House Counsel Certifies
Presidential Authorization Without
Department of Justice Concurrence

: On the morning of 11 March 2004, with the Presidential
Authm 1zat10n setto L,*(pu e, President Bush signed a new authorization for the PSP. Ina
departure from the past practice of having the Attorney General cer t1[‘y the authorization as
to form and legality, the 11 March anthorization was certified by White House Cournsel
Gonzales. The 11 March authorization also differed markedly from prior authorizations in
threeother respects.

«ESHSTFEAVHSHEEAIY The first significant difference between the 11 March 2004
Presidential Authorization and prior authorizations was the President’s explicit assertion
that the exercise of his Article.II Commander-in-Chief authority “displace[s] the provisions
of law, including the Foreign Intelligence Surveillance Act arid chapter 119 of Title 18 of
the United States Code (including 18 U.S.C. §2511(f) relating to exclusive means), to the
extentof any conflict between the provisions and such exercises under Article 1T
Subscquent Pr esxdcnmal Authorizations did not include this particular language.

- NF) Second, to narrow the gap between the authority given on
the face of pr101 authmuatlons and the actual operation of the program by the NSA, the
terus governing the collection of telephony and Intermet metadata were clarified. The
underlying language for “acquiring” both telephony and Internet metadata remained as it
had been, giving the NSA authority to “acquire” the metadata:




when (i) atleast one party to such conumunication is outside
the United States, (ii) no- party to such communication is
kiown to be a citizen of the United States, or (iii) based on
the factual and practical considerations of everyday life on
which reasonable and prudent persons act, there are.specific
and articulable facts giving reason to believe that such
communication relates to international terrorism, or activities
| in preparatioii therefor. [Presidential Authorization,
11 March 2004, para. 4(b).]

However, this language was now qualified by the following two subparagraphs:

(i) the Department of Defense may obtain and retain
header/router/addr essmg»type information mcludmcr
_iglecommunications dialing-type d (B)(1), B)3)

- B biovided that se"uch

er/router/addréssing-

type information, mcludmcr telecommunications dialing-type
data, shall occur only in accordance with this authorization;
and
(ii) header/router/addressing-type information, including
telecommunications dialing-type data, is “acquired” for
purposes of subparagraph 4(b) above when, and only when,
the Department of Defense has searched for and retrieved
such header/router/addressing-type information, including
telecommunications dialing-type data (and not when the
Department obtains such header/router/addressing-type
information, includin telecommumcatxons d!alm o ,e»data,
such.as (b)(1) (b)(3) - 7 . -
for retentlou) [Id. at p'u a. 4(b)(1) & (u) ]

The 11 March 2004 authorization for the first time sought to
e phony and Intcmet metadata in bulk
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ANE} The third departure from prior authorizations was the inclusion of a
statemenl that “Uh Attorney Gerneral of the United States approved as to form and legality
[all: prior Presidential Authorizations] authorizing the same activitics as are extended by
this authomzallon.” (Id. at para. 10)1*

Cavd informed Comey by telephone on the mommg of 11 March 2004

‘that tha Premdent had signéd the new authorization that moming. Atapproximately 12:00,

Gonzalss called Goldsmith to inform hini that the President, in issuing the authorization,
had madé an interpretation of law concerning his anthorities and that Dol should not act'in
contradiction-of the President’s determinations.

S Y Also at 12:00 on 11 March, Mucller met with Card-at the White House.
Accmdmcr to Mudlcr s notes, Card summoned Mueller to his office to bring Mueller up-.
to-date on-the events of the preceding 24-hours, including the briefing of the Congressicnal
leaders the prior aftermoon and the President’s issuance of the new authorization without
DoJ’s certification as to legality. In addition, Card told Mueller that if no “legislative fix”
could be found by 6 May 2004, when the 11 March authorization was set to expire, the
program would be discontinued.

~ESHSTNE) According to Mueller’s notes, Card acknowledged to Mueller that

President Bush had sent him and Gonzales.to the hospital to seek Ashcroft’s certification
for the 11 Marchi 2004 authorization, but that Asheroft had said he was too ill to make the
determination and that Comey was the Acting Attorney General. Mueller wrote that he
told Card that the failure to have DoJ representation at the Congressional briefing and the
atternpt to have Ashcroft certify the authorization without going through Coiney “gave the
strong perception that the [White House] was trying to do an end run around the Acting
[Attorney General] whom they knew to have serious concerns as to the legality of portions

of the program.” Card responded that he and Gonzales were unaware at the time of the

hospital visit that Comey was the Acting Attorngy General, and that they had onlybeen
following the directions of the President.

—~S/NE) Several senior DoJ and FBI officials, including Comey, Goldsmith, and
Mueller considered resigning after the 11 March 2004 Presidential Autliorization was
signed without DoJ’s concurence. These officials cited as reasons for considering
resignation the.manner in which the White House had handled its dispute with DoJ and the
treatment of Ashcroft, among other reasons.

—(SIAEY On 12 March 2004, Mueller drafted by hand a letter stating, in part: “[A]fter
reviewing the plain language of the FISA statute, and the order issued yesterday by the
President . . . and in the absence of further clarification of the legalily of the program from
the Attorney General, I am forced to withdraw the FBI from participation in the program.




Further, should the President order the continiuation of the FBI’s participation inthe
program, and in the absence of futther legal advice from the AG, I would be constrained to
Tesign as: Ditector of the FBL” Mueller told us he planned on havm0 the letter typed-and
then tendering it, but that based on subsequent events his resignation was not necessary.

~(ESHSHAE) Mueller sent Comey a memorandum seeking guidance on liow the FBI
'should proceed in light of developments related to the Presidential Authorizations. The

: ndum asked whether FBI aoents detalled to the NSA to work on the PSP shou dbe bl b3,

| b7E

(U) On the moming of 12 Macch, Comey and Mueller attended the regular daily:
threat briefing with the President in the Oval Office. Comey said that, following the
briefing, President Bush called him into the President’s private study for an “unscheduled
meeting.” Comey told the President of DolJ’s legal concerns regarding the PSP,

According to.Coniey, the President’s response indicated that he had not been fully
informed of these.concemns. Corney told the President that the President’s staff had been
advised of these issues “for weeks.” According to Comey, the President said that he just
needed until May 6 (the date of the next authorization), and that if he could not get
Congtess to. fix FISA by then he would shut down tlie program. The President emphasized
the importance of the program and that it “saves lives.”

—(TSHSHANE) The President next met with Mueller. According to Mueller’s notes,
Moueller told the President of his concerns regarding the FBI’s continued participation in
the program without an opinion from the Attorney General as to its legality, and that he
was considering resigning if the FBI were directed to continue to participate without the:
concurtence of the Attorney General. The President directed Mueller to meet with Comey
and other PSP principals to address the legal concerns so that the FBI could continue
participating in the program “as appropriate under the law.” Comey decided not to direct
the:FBIto cease cooperating with the NSA in conjunction with the PSP. Comey’s decision
is docuiented in a one-page memorandum from Goldsmith to Comey in which Goldsmith
explained that the President, as Commandet-in-Chief and Chief Executive with the
constitutional duty to “take care that the laws are faithfully executed,” made a
determination that the PSP, as practiced, was lawful. Goldsmith concluded that this
deterimination was binding on the entire Executive Branch, including Comey in his
exercise of the powers of the Attorney General.

~(TSHSEHAE) The same day, an interagency working group was convened to continue
reanalyzing the legality of the PSP. In accordance with the President’s directive to
Mueller, officials from the FBI, NSA, and CIA were brought into the process, although the
OLC maintained the lead role. On 16 March 2004 Comey draﬂed a memorandum to
Gonzales sefting out Comey's advice to the P I P
: President may law full contmu :

. Coir‘ny further




,ongomg coHectng_f Glerele. ra1sed serious issues’ about
Congressional nohficatxon Hparticularly where the legal basis for the program is the
President’s decision to-assert his authority to override an otherwise applicable Act of
Congress.” 3

(U) Gonzales replied by letter onthe evening of 16 March. The letter stated, ;iﬁ»part':

Your memorandum appears to have been based on a
misunderstanding of the President’s expectations regarding:
the conduct of the Departiment of Justice.. While the President
was, and temains, interested in any thoughts the Department
of Justice may have on alternative ways to achieve effectively
the goals of the activities authorized by the Presidential
Authorization of March 11, 2004, the President has addressed
definitively for the Executive Branch in the Presidential
Authorization the interpretation of the law.

Presidential Aut'horiZation.
On 19 March 2004, the President signed, and Gonzales

certlﬁed as to form and 1ecva1|ty, a modification of the 11 March 2004 Presidential
Authorization. The modification made two significant changes to the current authorization




—~SHNEY On6 May 2004, Goldsmith and Philbin completed an OLC legal

memor "Lndum assessmg the Iegahty ofthe PSP as it was then oper atmg The memmandurn
gave the Plesuient authonty to use both domestlcally and abroad “all necessary and
appropriate force,” including SIGINT capabilities, to prevent future acts of international
terrorism against the United States. According to the memorandum, the AUMF was
properly read as an express authorization to conduct targeted electronic surveillance
against al-Qa’idaand its affiliates, the entities responsible for attacking the United States,
thereby supporting the President’s directives to conduct these activities under the PSP.
Much of the legal reasoning in the 6 May 2004 OLC memorandum was publicly released
by Dol in a “Whlte Paper”—*Legal Authorities Supporting the Activities of the National
Security Agency Described by the President”—issued on 19 January 2006 after the content
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collection portion of the program was revealed in The New York Times and publicly
confirmeed by the President it December 2005,

(U) Restrictions on Access fo the
President’s Survenllance Program
Impeded Department of Justice Legal Review

4 1. The DoJ IG found it extraordinary and inappropriate thata single
DQJ attomey, John Yoo, was relied upon to conduct thie initial legal assessment ofthe PSP,
and that the lack of oversight and revisw of Yoo's work, which was contrary to the
customary practice of OLC, coniributed to a legal analysis of the PSP that, at a minimun,
was factually flawed. Deficiencies in the legal memorandums became apparent once
additional DoJ atterneys were read into the program in 2003 and those attorneys sought a
greaterunderstanding of the PSP’s operation. The White House’s strict controls over
aecess to the PSP undermined DoJ’s ability to provide the President the bestavailable
advice about the program. The DoJ IG also concluded thatthe circumstances plainly
called for additional DoJ resources to be applied to the legal review of the program, and
that it was the Attorney General’s responsibility to be aware of this need and to take steps
to-address it. However, the DoJ OIG could not'deternine whether Ashcroft aggressively
sought additional read-ins to assist with DoJ’s legal review of the program prior to 2003
because Asheroft did not agree to be interviewed.

(U) TRANSITION OF PRESIDENT'S SURVEILLANCE
PROGRAM ACTIVITIES TO FOREIGN INTELLIGENCE
SURVEILLANCE ACT AUTHORITY

~FSHSUNE)- Internet Metadata Collection
Transition to Operation Under FISA Authority

o)), ( )(u)

- " The application package included:
o A proposed order authorizing the collection activity and secondary orders
mandating catriers to cooperate.

o A.declaration by Hayden explaining the technical aspects of the proposed
Internet metadata collection and identifying the government official




scsking, to use the pen register and trap and trace (PR/TT) devices covered
by the application for purposes of 50 U.S.C. § 1842(c)(1):
A declaration by Tenetdescribing the thredt posed by
to the United States.

A ccrtxﬁcmon from Asheroft stating that the iniformation. hkely to be
obtained from the PR/TT devices was rélevant to an dngoing investigation
to pLotect agalnst international terrorisrn, as 1equ1red by

50U.S.C. § 1842(c).

o Aimemorandum of law and fact in support of the application.

[o R

—The objective of the apphcatwn Wasto ‘e authority under FISA
™ b)(") (b)(3) =

50 U8, C. § 1842(;1)(1) ) The uovemment arguecl that the: NSA’S proposed collectmn of
metadata met the Tequirements of FISA by noting that the metadata sought comportedvvl th

the “dialing, routing, addressing, or signaling information” type of data described i

FISA’s definitions of PR/TT devices. (See18 U.S.C. § 3127(3) and.(4).) The government

next- aruued that the information likely to be obtained from the PR/TT devices was relevant bl, b3,
to an-ongoing investigation to protect against mtematlonal terrorism, as certified by the b7E
Aitorney General under 50 U. S.C..§ 1842(c). In support 01 ‘his “cernﬁcahon of lelevance”

he.- oovenimeﬁt also _
y-perform contact. chainin
that would enable the NSA to discover enery comniunications,

9] 'h application 1equestec1 that the NSA be ‘authouzed to callect -

1t was OVerwhelmmgly hlcely that at least one end of the transmltted
ated in or was destined for locations outside the United States,

'databdse. The NSA analysts were to be briefed by NSA OGC personnel concerning the
citcumstances under which the database could be queried, and all queries would Have to be
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approyed by one of seven senior NSA officials. The application proposed that queries of
thie Internet metadata archive wotld be perfornied when the Internet commuiication

address met the following standard:

[B)ased on the factual and i)ract_ical considerations of ‘
‘everyday life on which reasonable-and prudent persons act,

thclo are facts glvmg rise to a reasonable articulable suspicion
it S0¢ iated with

- : The appllcatlon and. suppm ng do !
mtended to use the Internet metadata to develop contact chaining ,
The NSA estimated that its queries of the database would generate appro me e]y
to the FBI and CIA each year. Of these tips, the NSA projected that 25 percent would
include U.S. person information, amounting to leads including information on about “four
to ﬁva US. pelsons each month.”

ST On 14 July 2004, Kollar-Kotelly signed a Pen Register and Trapand
‘Trace Opmlon and Order (PR/TT Order) based om her findinigs that the proposed.collection
of Internet metadata and the goverminent’s proposed coutrols over and dissemination of
this.information satisfied the requirements of FISA. The PR/TT Order; which granted the
government’s application in all key respects, approved for a period. of 90 days. the R

collection ﬁl‘rhm the United States of Internet metadataj b)(” (b)(S)

-(—'PS#SM%F? The PR/TT Order also required the government to comply with certain
additional restrictions and procedures either adapted from or not originally proposed in the
application. The FISC amended the government’s proposed querying standatd, consistent
with 50 U.S.C. § 1842(c)(2), to include the prov1so that the NSA may query the database
based on its reasonable articulable suspicion e Hoeular kno e S :
communication address is associated withhs

“provided, however, that an(IGIICE
not be regarded as associated with{ZIEE (b 3 .
the basis of activities that are protcted by the First Amend: to the- Cons’ututlon ”
Regarding the storing, accessing, and disseminating of the Internet metadata obtained by
the NSA, the FISC ordered that the NSA store the information in a manner that ensures it
is not commingled with other data, and “generate a log of auditing information for each

occasion when the information is accessed, fo de the ... retrieval request.™ Ths FIS
service provider:

also-issued separate orders tof
to assist the NSA with the installation and use of the PR/TT devices and to miaintain

the gecrecy of the NSA’s activities.




{ESHSHANEY ‘Several officials told us that obtaining the PR/TT Order was secn as a
great success, and that there was general agreement that the government had secured all the
,authouty it sought to conduct the bulk Internet metadata collectio

Bepartment of Justice Notices
of Compllance Incldents

thc durat_lon ofthe v1015t1ons which extended from 14 July throug 5—:

d that the Court was reluctant to issue a renewal of the PR/T
WHOWGV& Kollar-Kotelly 51gned a Renewal Order org
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~FSHSHNF)-Telephony Metadata Gollection
Transition to-Operation Under FISA Authority

}-Another part of the PSP, bulk collection of telephony metadata, was

'blought undel FISA authority in May 2006. As with Intemet metadata, the bulk nature of
llection provided the NSA the ability to conduct contact chaining

-aGPS#S&%«?F}-The transition of bulk telephony metadata collection from Presidential
authority to FISA authority relied oria provision in FISA that authorized the FBI to seek an
otder from the FISC compelling the production of “any tangible things” from any business,
organization, or entity, provided the items are for an-authorized 1nvesugduon to protect:
4gainst international terrorism or clandestine intelligence activities. (See

50U.S.C. § 1861.) Ordersunder this provision are commonly teferred to as “Seetion 21.5”
orders in reference to Section 215 of the USA PATRIOT Act, which arhended the
“business records” provision in Title V of FISA.!8 The“tangible things” sought in this
‘Section 215 application were the telephone call detail records of certain
telecommunications service providers.

~(ES//SHANF) The timing of the decision in May 2006 to seek a FISC order for the

bulk collection of telephony metadata was driven primarily by external events. A
16 December 2005. artlcle in The New Yor/c Times entltled “Bush Lets U S. Spy on Callers
de 1ectiC } ,

itho ourts

(b)(1), (b)(’%)

- - On 17 Decembel ’7005 in response toﬂle ‘ sident
Bush pubhcly conﬁrmed that he had authorized the NSA to intercept the international
communications of people with known links to al-Qa’ida and related terrorist
organizations, On 19 January 2006, DoJ issued its White Paper—*Legal Authorities
Supporting the Activities of the National Security Agency Described by the President”—
that addressed in an unclassified form the legal basis for the collection activities described
in The New York Times article and confirined by the President.

18 (1), Prior to the enactment of Section 215 of the USA PATRIOT Act, the FISA “business records” provisjons
were limited to obtaining information about a specific person or entity under investigation and only from common
cartiers, public accommodation facilities, physical storage facilities, and vehicle rental facilities.




(

Alt ugh The New York szes‘alucle dic not describe TS ASpocT Tt o
aspect of the program in early'2006. Bradbury
. | lanticipated that a US4 Today article would atiract

ignificant pubhc attentlon When pubhshed As anticipated, on 11 May 2006, the US4
Today published the results of its 111vest1gat10n in an artlcle entitled, “NSA Has Massive
Database of American Phone Calls.”
' F3-On 23 May 2006, the FBI filed with the FISCa Sectmn 215 apphcanon
seekmg authonty to colleot telephons metada‘ca, to assist the NSA jn . :
bé _ o)), (b)(:}) . |insupport of thej
FBI mvestlgatlons then pending ‘and other IC operatlons The applic
an.,Qfde_:r con'lp,elhncr certain telecommunications companies to produce (for the duration of
the 90-day order) call detail records relating to-all telephone communications maintained
by thé carriers. According to the application, the majority of the telepliony metadata
provided to the NSA was expected to involve-communications that were (1) between
domestic and foreign locations, or (2) wholly within the United States, including local
telephone calls. The application estimated that the collection would involve the NSA

receiving approximately IR call detail records per day.!9

~ESHSHANE) The application acknowledged that the vast collection would include
connnumcahons records of U.S. persons located within the United States who were not the
ject of any FBI investigation. However, relying on the precedent eéstablished by the

.the application asserted that the collection was needed for the NSA to ﬁnd

and to identify unknown operatives, some of whom may be i
the United States or in communication with U.S. persons, by using contact chainin.
DIEOIRIE ) < \vas done under the PSP, the call detail records would be entered inan
NSA database and analysts would query the data with | par tmular telephone numbers to
identify connections with other numbers /S8 b)) . The proposed
query standard in the Section 215 application essentxally was the same standard applied
under the PSP in connection with telephony metadata, and the same standard the FISC
authorized in the PR/TT Order for Internet metadata. The Section 215 application also
included in the proposed query standard the First Amendment proviso that the FISC added

to the PR/TT query standard,

19 (PSHSTA) The actual average amount of telephony metadata collected per da
records rather th estimated in the application.
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¥ On 24 May 2006, the FISC approved the Section 215 application,

fﬁndlng that therc were reasonable grounds to believe that the telephony métadata records.

sought were relevant to authorized investigations tlie FBI was-conducting to protect against

international terrorism. ‘The FISC Section 215 order incorporated each of the procedures

proposed in the government’s application relating to access to and use of the metadata,

'Which were neally identical to those included in the: Internet metadata PR/TT Order.

" Throuch March 2009, the FISC renewed the author xtles glant\,d in the

did not requzre the: NSA 1o i 1S use of the telephony metadata from an analytwal
perspective. NSA analysts were authox ized to query the data as they had under the PSP,
conductmetadata analysis, and disseminate the results tothe FBI, the CIA, and other

customers..

] NI However, the FISC drastically changed the authority contained in its
March 2009 Section 215 Order after it was notified in January 2009 that the NSA had been
querying the metadata in a manner that was not authorized by the court’s Section 215
Orders. Specifically, the NSA, on a daily basis, was automatically querying the metadata
&VithMtelcplxone numbers from an alert list that had not been detennined to
satisfy the reasonable articulable suspicion standard required by the FISC to access the
telephony metadata for search or analysis purposes.

~CFSHSHANEY On 2 March 2009, the FISC issued an order that addressed the
compliance inciderits that had been reported in January 2009, the government’s
explanation for their occurrence, and the remedial and prospective measures being taken in
response. The FISC stated its concerns with the telephony metadata program and its lack
of confidence “that the government is doing its utmost to ensure that those responsible for
implementation fully comply with the Court’s orders.” Nonetheless, the FISC authorized
the govemment to continue collecting telephony metadata under the Section 215 Orders.
The FISC explained that in light of the government’s repeated representations that the
collection ofthe telephony metadata is vital to national security, taken together with the
court’s prior determination. that the collection properly administered conforms with the
FISA statute, that “it would not be prudent” to order the government to cease the bull

collection.




, Y However, believing that “more is:needed to protect the privacy of us.
person mformatlon acquired and retained” pursuant to the Section 215 Orders, the FISC
prohibited the government froim accessing the metadata collected “until such time as tlie
governmentis able to restore the Court’s conﬁdence that the govemment can and will
comply with previously approved procedures for-accessing such data.” The govemnment
may, ona caseé-by-case basis, request authority from the FISC to query the metadata with a
specific telephone nuniber to-obtain foreign intelligence, The FISC also authorized the
govermment to- query the metadata without court appro val'to protect against an imminent
threat to human life, provided the- govermnent notifies the court: WLthm the riext business

day.

-{FSHSHNFY Content Collection Transition
to Operation Under FISA Authority

.GLS#SL@IFQ—The last palt of the PSP b1oug,11t unde1 FISA authorlty was telephoue
accomphsh th]s uansmon was leoally and Opel at1onally complcx aud 1equ1red arl enormous
effort on the part of the government and the FISC. The FISC judge who ruled on the initial
apphcatxon approved the unconventional legal approach the government proposed to fit
PSP’s content collection activities within FISA. However, the FISC judge responsible for
considering the government’s renewal application rejected the- legal approach. This
resulted in. mgmﬁcant diminution in.authorized surveillance activity involving content
collection and hastened the enactment of legislation that si gmficantly amen_ded FISA and
provided the.government surveillance authorities broader than those authorized under the

telephotie and electronic communications of e

application sought to replace the copventional practice Under FISA of uing matvidual
applications each time the government had probable cause to believe that a particular
telephone number or Internet communication address was being used or about to be used

oy members or agents of a foreign power. In the place of the individualized process, the
application proposed that the FISC establish broad parameters for the-interception of
communications—the groups that can be targeted and the locations where the surveillance
can be conducted—and that NSA officials, rather than FISC 'ud £s. determme wﬂhm these
parameters the particular selectors to be collected against. f 2 , .




@io)

: 16w and supel Vision, The governmem’s '1pproach in the
; pphcatlon rested on a broad interpretation of the statutory term “facility” and the
use of minimization procedures by NSA officials to make probable cause determinations
-about individual selectors, rather than have a FISC judge make such determinations.

—FSHSHAEY- T shott, the o overnment’s contentap Iloatron asked the FISC to find

:plobable cause to believe ﬂnt ,
: : . itertiational terrorism, and that

I — , and whether the

‘c"o’xmﬁuﬂicaﬁaﬁsg 'ﬂiése rumbers and 4 IS 0 or froma | orelgn country. When
probable cause findings were made, the NSA could direct the telecommunications
‘companies toprovide the content of communications associated with those telephone
numbers:and Internet communications addresses.

‘ ‘ A-0n 10 January 2007, Judge Malcolm J. Howard approved
the: govermnent’s 13 December 2006 content application as it pertained to foreign
selectors—telephone numbers and Internet communications addresses reasonably believed
to be ised by individuals outside the United States. The effort to implement the order was
amassive undertaking for DoJ and NSA. At the time of the order, the NSA was actively
tasking for content collection approximatelyf i liforeign selectors—Internet
comtunications addresses or telephone numbers—under authority of the PSP.

Approxi aLely- of these were filed with Howard on an approved schedule of rolling
submiissions over the 90-day duration of the order.

) However, Howard did not approve the government’s 13 December 2006
content apphcatmn as it pertained to domestic selectors—telephone numbers and Intemet
commitnications addresses reasonably believed to be used by individuals in the United
States. Howard advised DoJ to file a separate application for the international calls of
domestic selectors that took a more traditional approach to FISA. A more traditional
approach meant that the facilities targeted by the FISA application should be particular
telephone numbers and Internet communication addresses and that the probable cause
determination for a particular selector would reside with the FISC. DoJ did this in an
application filed on 9 January 2007, which Howard approved the following day. The FISC
selectors order approved by Howard for the final time in

has since expired.




¥ Dol's first renewal application to-extend the. foreign selectors authorities
was ﬁled on 20 Match 2007 with J udge Roger Vinson, the FISC. duty judge that week, On
29 March 2007, Vinson ot ally advised DoJ that he could not approve the: application and,
on 3 April 2007, he issued an order and Memorandum Opinion explaining the reasoning
for his conclusion. Vinson wrote that DoJ’s foreign selectors renewal application concemns

extremely important issue” regarding who may make probable cause findings that
determme the individuals and'the communications that can be subjected to electizonic
surveillance under FISA., In Vinson’s view, the question was whether probable.cause:
determinations are required to be made by the FISC through procedures established by
statute, or whether the NSA may make such determinations under an altemnative
mechanism cast as-“miniinization procedures.” Vinson concluded, based on past practice
under FISA and the Congressional intent underlying the statute, that probable canse
determinations must be made by:the FISC."

{TSHUSHNE}-Vinson also wrote that he was mindful of the government’s argument
that the govermmeiit’s proposed approach to foreign selectors was necessary to provide or
enhance the “speed and flexibility” with which the NSA responds to threats, and that
forexgn intelligence information may be lost in the time it takes to obtain Attomey General
emergency authorizations. However, in Vinson’s view, FISA’s requirements reflected a
balance struck by Congress between privacy interests and the need to obtain foreign
intelligence informiation, and until Congress took legislative action on FISA to respond. to
the govemment s concerns, the FISC must apply the statute’s procedures. He concluded
that the government’s-application sought to strike a different balance for the surveillarice of
foreign telephone numbers and Internet communications addresses. Vinson rejected this
position, stating, “the [FISA] statute applies the same requirements to surveillance of
facilities used overseas as it does to surveillance of facilities used in the United States.”
Vinson suggested that, “Congress should also consider clarifying or modifying the scope of
FISA and ofthis Court’s jurisdiction with regard to such facilities .. ..” Vinson’s
suggestion was a spur to Congress to consider FISA modernization legislation in the
summer of 2007.

(FSHSTFERHSTHOESATEY In May 2007, Do filed, and Vinson approved, a revised
foreign selectors application that took a mote traditional approach to FISA. Although the
revised approach sought to preserve some of the “speed and agility” the government had
under Howard’s order, the comparatively laborious process for targeting foreign selectars
under Vinson’s order caused the govemment to place only a fraction of the desired foreign
selectors under coverage. The number of foreign selectors or collection dropped from
aboun under the January 2007 order to about-under the May 2007 order. The
situation accelerated the government’s efforts to obtain legislation that would amend FISA
to address the government’s surveillance capabilities within the United States directed at
persons located outside the United States. The Protect America Act, signed into law on
5 August 2007, accomplished this objective by authorizing the NSA to intercept inside the
United States any communications of non-U.S. persons reasonably believed to be located
outside the United States, provided a significant purpose of the acquisition pertains to
foreign intelligence. The Protect America Act effectively superseded Vinson's foreign
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selectors order and the: government therefore did not seek torenew the order when it
expited on 24 August 2007.

—LSHSHANEY The DOJ IG concluded that sever al considerations favored initiating
PSP's fransition from Presidential authority to FISA. authority earlier than March 2004,
especially as the program becaine less a temporary response to the September 11 terrorist
attacks.and more a pennanent surveillance tool. These-considerations included PSP’s
siibstantial effect on privacy interests of U'.S. persons, the mstab1hty of the legal reasoning,
on which the program rested for several years; and the substantial restrictions placed on
FBI agents’ and analysts’ access to and use of program-d,c,r’ivcd’ information dueto the
highly classified status-of the PSP. The DOJ IG also recommended thatDoJ carefully
monitor the collection, use, and retention of the information that is:now collected under
FISA authority and, together with other agencies, continue to examine its value to the
government’s ongoing counterterrorism efforts.

(U) IMPACT OF THE PRESIDENT'S SURVEILLANCE
PROGRAM ON INTELLIGENCE COMMUNITY
. COUNTERTERRORISM EFFORTS

(U) SeniorIntelligence Community Officials
Believe That the President's Surveillance Program
Filled an Intelligence Gap

~LSHSTNEY Fayden, Goss, McLaughlin, and other senior IC officials we
interviewed told tis that the PSP addressed a gap in intelligence collection. The ICneeded @ -
increased aceess to international communications that transited dormestic U.S.
communication wires, particularly international communications that originated or
terminated within the United States. However, collection of such commurications required
authonzatlon under FISA, and there was widespread belief amorig senior [C-officials that

the September 2001 attacks, hijackers Khalid Almihdhar and Nawaf Alhazmni almost
certainly would have been identified and located.

ave NSAthe

| With PSP oity,NS could collect commiunications between terrorists.
10, th _ ‘ : ocated in
foreign countries. The PSP provided SIGINT coverage af the seam between foreign and
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SHNRY Hayden told us that'he always felt the PSP was s wortht hile-and successiul.
Hls expectatmn was that the CIA and thc FBI would be customersof ogram-derived

th‘d us-that the program hlpd to et-mie that terrorist
the United States to the extent that had been fedred.

(V). Daﬁuculﬂy in Assessing the Impact of
the President’s Surveillance Program

~(SHSHAEEY Tt'was difficult to assess the overall impact of PSP on IC counterterrorism
efforts. Except for the FBI, IC organizations that participated in the PSP did not have
sstematic processes for tracking how PSP reporting was used. f

were repeatcdly told that the PSP was one of a number of mtelhgence sourcesana analytic
tools that were available to IC personnel, and that, because PSP reporting was used in
conjunction with reporting from other intelligence sources, it was difficult to attribute the
success of particular counterterrorism operations exclusively to the PSP.

(U) Impact of the President’s Surveillance
Program on FBI Counterterrorism Efforts

~€5/~The Dol IG found it difficult to assess or quantify the impact of the PSP on
FBI counterterrorism efforts. However, based on our interviews of FBI managers and
agents and our review of documents, we concluded that, although PSP information had
value in some counterterrorism investigations, the program generally played a limited role
in the FBI's overall counterterrorism efforts. Several officials we interviewed suggested
that the program provided an “early warning system” to allow the IC to detect potential
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terrorist attacks, even ifthe program had not specifically uncovered evidence of
preparations for-such attacks.

(U) FBI Efforts to:Assess the
Value of the Program

ANFY-The FBI made several attempts to.assess the value of the PSP to F FBI
countc1 terronsm efforts. Tnn 2004 and agaiir in 2006, FBI’s Office of General Counsel
(OGC) attempted to assess the value to the FBI of PSP information. This first assessment
relied on anecdotal iriformation and infornal feedback from FBI field offices. The 2006
assessment was limited to the aspect of the PSP disclosed in. The New York Times article
and subsequently confitmed by the President, i.e., content collection,

SN The FBI undertook two more efforts to study PSP’s impact on FBI
operation‘s in early 2006. In both of these statistical studies, the FBL soughtto determine
what percentage of PSP tippers resulted in “significant conttibution[s] to the identification
of terrorist subjects or activity on U. S, soil.” The FBI considered a tipper significant if' it
led to any of three. investigative results: the identification of a terrorist, the deportation
from the United States of a suspected terrorist, or the-development of an asset that can
réportabout the activities of terrorists.

(FRHAPOERAIY The first study examined a sample of leads selected from the
ppers the NSA, prov1dec1 the FBI from approximately October
2001 to December 2005, The study found that 1.2 percent-of the leads made si gmﬁcam
contributions, as defined above. The study extrapolated this fisuie to the entire population
of leads and détermired that one could expect to find th leads
made significant contributions to FBI counterterrorism efforts. The second study, whi
reviewed all of the leads the NSA provided the FBI from
August2004 through January 2006, wdentified no instances of significarit contributions to
FBI counterterrorism efforts. The studies did not include explicit conclusions on the
program’s usefulness. However, based in part on the results of the first study, FBI
executive management, including Mueller and Deputy Director Jolin Pistole, concluded
that the PSP was “of value.”

(V) FBl Judgmental Assessments
of the Program

We interviewed FBI headquarters and field office personnel who regularly
handled PSP information for their assessments of the impact of program information on
FBI counterterrorisin efforts. The FBI personnel we interviewed were generally supportive
of the PSP as “one tool of many” in the FBI’s anti-terrorism efforts that “could help move
cases forward”. Even though most leads were deterniined not {0 have any connection to
terrorism, many of the FBI officials believed the mere possibility of a terrorist connection
made investigating the tips worthwhile.
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~S/ANET However, the exceptionally compartmented nature of the program created
some . frustration for FBI personnel. Some agents criticized PSP reports for providing
insufficient details about the foreign individuals alleged in tervorism.. Others
occasionally were tiustrated by the prohibition on using] information in judicial
processes, such as-in FISA applications, although none ofthe FBI field office agents we
interviewed could 1dennfy an investigation in which the restrictions adversely affected the
case. - Agents-who managed cousterterrorism programs at the FBI field offices we visited
were critical of thej roject for failing to adequately prioritize threat
information and, because of the program’s special status, for limiting the managers’ ability
to prioritize flie leads in the manner they felt was warranted by the information.

—{8/ATE} Mueller told us that the PSP was useful, - He said the FBI must follow every
lead itreceives in orderto prevent future terrorist attacks and thatto the extent such
information can be gathered and used legally it must be exploited. He stated that he
“would: not dismiss the potency of a program based on the percentage of hits.” Mueller
added that, as a general matter, it is very difficult to quantify the effectiveness of an ’
intelligence program without “tagging” the leads thatar'e produced in order to evaluate the
role the program information played in any investigation.

b7E

(U) Impact of the President’s Surveillance Program
on ClA Countertérrorism Operations

(U) The CIA Did Not Systematically
Assess the Effectiveness of the Program

—657‘&@}*’1’11@ CITA did not implement procedures to systematically assess the
usefulness of the product of the PSP and did not routinely document whether particular
PSP repotting had contributed to successful counterterrorisin operations. CIA officials,
including Hayden, told us that PSP leporting was used in conjunction with reporting frorm.
other mtelhgence sourees; consequently, it is difficult to attribute the success of particular
counterterrorism op exclusively tothe PSP. Ina May 2006 briefing to the SSCI,
the Deputy Director aid that PSP reporting was rarely the sole basis for an
intelligence success, ‘but that it frequently played a supporting role. He went on to. state
that the program was an additional resource to enhance the CIA’s understanding of terrorist
networks and to help identify potential threats to the homeland. Othe
inferviewed said that the PSP was one of many tools available to them, and that the tools
~used in combination.
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only 1imit¢d information on how prograt reportig contrib‘_uted“tosucpcssful operations,
and the CIA 1G was unable to independently draw any conelusion.on the overall usefuliess

: _(U)A:__if_;everal Factors Hindered GI&
Utilization of the Program

—£8/8 The CIA. IG concluded that several factors hindered the CIA in-making furll
use of the capabilities of the PSP, Many CTA officials told us thattoo few CIA. personnel
at ihe‘wm ling laveI were 1ead into the PS];J Atthe ‘1oormm's ince t10n, a. dxs ropoitionate.

» pal
PSP and the number of wor]cmg- Ievel CIA pelsonnel read mto the program
tesulted in too few CIA personnel to 1u11y utilize PSP information for targeting and

analysis.

other mformatmn sources and analytic tools avallable to them, to fully ut111ze PSP }
officials also told us that much of the PSP reporting was vague or without context, which
led analysts and targeting officers to rely more heavily on otlier information sources and
analytic tools, which Yvere more easily accessed and timely than the PSP.

-£S#NEY-CIA officers said that the PSP would have been more fully utilized if
analysts and targeting officers had obtained a better understanding of the program's
capabilities. There was no formal training on the use of the PSP beyond the initial read in
to the program. Many CIA officers we interviewed said that the instruction provided in the
read-in briefing was not sufficient and that they were surprised and frustrated by the lack of
additional guidance. Some officers told us that there was insufficient legal guidaincc onthe

use of PSP-derived information.

~E8A#NE)- The factors that hindered the CIA in making full use of the PSP might have
been mitigated if the CIA had designated an individual at an appropriate level of
maénagetial authority, who possessed knowledge of both the PSP and CIA counterterrorism
activities, to be responsible and accountable for overseeing CIA participation in the '
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; o : ' analysts characterized the PSP asa useful

tool “bu "they also noted that the pwgram was only one of several valuable sources of
information available to them. In their view, PSP-derived information was not of greater
value than other sources. of intelligence. Although NCTC analysts we interviewed coulcl
not-recall specific examplcs where PSP information provided what they considered
actionable intelligence, they told us they remember attendirig meetings where the benefits
of the PSP were regularly discussed.

(U) Counterterrorism Operations Supported by
the President’s Surveillance Program

(FSHSTENHSHHOEAT) Our efforts to independently identify how PSP information

iinpacted terrorism investigations and counterterrorism operations were hampered by the
nature of these activities, which as previously stated, frequently are predicated on multiple
sotirces of information. Many IC officials we interviewed had difficulty citing specific
instances where PSP reporting contributed to a counterterrorism success. The same

dful of cases tended to be cited as PSP successes by personnel we interviewed from
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surveillance programi, which was not accurate, Inn addltxon, we beheve Gonzales’s

ON THE PRESIDENT'S SURVEILLANCE PROGRAM

(U) As part of this review, the Dol IG examined whether Attorney General Gonzales
made false, inaceurate, or misleading statements to Congress related to the PSP. Aspects
of the PSP were first disclosed publicly in a series of articles.in The New York Times in
December 2005. In response, the President publicly confirmed a portion of the PSP—
whlch he called the terrorist surveillance program—describing it as the mtarceptlon of the
coutentof internationial communications of people reasonably believed to have links to
al-Qaeda and related organizations. Subsequently, Gonzales was questioned about NSA
su:veﬂlance activities. in two hearings before the'Senate Judiciary Committee:in
February 2006 and. July 2007.

{SHAEY- Through media accounts and Comey’s Senate Judiciary Committee
testimony i May 2007, it was publicly revealed that DoJ and the White House had a major
dlsagreement related to the PSP, which brought several senior Dol and FBI officials to the
brink of r iesighation in March 2004, Inhis testnnony before the Senate Judiciaty
Conmutte.e Gonzales stated that the dispuite at issue between DoJ and the White House did
notrelate to the “Terrorist Surveillance Program™ that the President had confirmed, but
rather pcrtamed to other intelligence activities. We believe this testimony created the
misimpression that the dispute concerned activities entirely unrelated to the terrorist

testlmony that DoJ attorneys dldnot have 1ese1vat1ons
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a period of months before the

Tnese concerns had been conveyed to the W hite House over
issue was resolved.

SANF)- The Dol IG recognizes that Gonzales was in the difficult position of
testifying about a highly classified program in an open forum. However, Gonzales, as a
participant in the March 2004 dispute between Dol and the White Flouse and, more
importantly, as the nation’s chieflaw enforcement officer, had a duty fo balancehis
obligation not to disclose classified information with tlie need not to be misleading in his
testimony. Although we believe that Gonzales did not intend to mislead Congress, we
believe his testimony was confiising, inaccurate, and had the effect of misleading those

who were not lmowledgeable about the program.




(V) CONGLUSIONS

(U) Pursuant to Title IIT of the FISA Amendments Act of 2008, the Inspectors General
of the DoD, the DoJ, the CIA, the NSA, and the ODNI coriducted reviews of the PSP. In this
report and the accompanying individual reports-of the participating IGs, we describe how,
following the terrorist attacks of 11 September 2001, the President enhanced the NSA’s
SIGINT collection authorities in an effort to “detect and prevent acts of terrorism against the-
United States.”

il ' ‘ 12 ‘t 1o 1hxs authority, the NS

- = [collected significant new iniformation, such as tlh
conle.nt of commumcatlons mto and out of the United States, where one party to the
communication was reasonably believed to be a member of al-Qa’ida, or its affiliates, or a
group the President determined was in armed conflict with the United States. In addition,
the President aiithorized the collection of significant amounts of telephony.and Internet
metadata, The NSA analyzed this information for dissemination as leads to the IC,
principally the CIA and the FBL. As described in the IG reports, the scope of this
collection authority changed over the course of the PSP. '

(U//PEHO) The IG reports describe the role of each of the patticipating agencies in
the PSP, including the NSA’s managementand oversight of the collection, ana1y51s, and
reporting process; the CIA’s and FBI's use of the PSP-derived intelligence in their
counterterrorism efforts; the ODNI's support of the program by providing periodic threat
assessments; and the DoJ’s role in analyzing and certifying the legality of the PSP and
managing use of PSP information in the judicial process.

(U) TheIG reports also describe the conflicting views surrounding the legality-of
aspects of the PSP during 2003 and 2004, the confrontation between officials from Dol and
the White House about the legal basis for parts of the program and the reselition of that
conflict. The ensuing transition of the PSP, in stages, from presidential authority to
statutory authority under FISA, is also described in the IG reports.

(U) The IGs also exarnined the impact of PSP information on counterterrorism
efforts. Many senior IC officials believe that the PSP filled a gap in intelligence collection
thought to exist under FISA by increasing access to international communications that
transited domestic U.S. communication wires, particularly international communications
that originated or terminated within the United States. Others within the IC Community,
including FBI agents, CIA analysts and managers, and other officials had difficulty
evaluating the precise contribution of the PSP to counterterrorism efforts because it was
most often viewed as one source among many available analytic and intelligence-gathering
tools in these efforts. The IG reports describe several examples of how PSP-derived
inforimation factored into specific investigations and operations.

(U) The collection activities pursued under the PSP, and under FISA following the
activities' transition to operation under that authority, as described in this report, resulted in.
unprecedented collection of communications content and metadata. We believe the retention
and use.by IC organizations of information collected under the PSP and FISA, particularly
information on U.S. persons, should be carefully monitored.
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