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10 July 20 0 9  

(U) Title III of the Foreign Intelligence Surveillance 
Act Am(=ndments Act of 2008 required the Inspectors General 
(IGs) of the elements of the Intelligence Community that 

pa;r-ticipated in the President'S Surveil lance Program (PSP) to 
conduct a comprehensive review of the Program . The IGs of 
the Department of Justi ce (DoJ), the Pepartment of Defense 
(DoD), the Central Intelligence Agency (CIA) , the National 

Security Agency (NSA), and the Office of the Director of 
Nation<3,l Intell igence (ODNI.) part icipated in the review 
required under the Act. The Act required the IGs to submit a 
comprehensive report on the review to the Senate Select 
Commi tt ee on Intelligence, the Senate Committee on the 
Judiciary , the House Permanent Se l ect Committee on 
IntelJ.,igence1 and the House Committee on the Judiciary� 

(U) Because many aspects of the PSP remain classified1 
and in order to provide the Congressional committees the 
c omplete results of our review, we have prepared this 
classified report on the PSP. The report is in three 
volumes: 

0 Volume I summari zes the collective results of the 
IGs' review. 

0 Volume II contains the indivi.dual reports prepared 
and issued by the DoD, CIA1 NSA, and ODNI IGs. 

o Volume III contains the report prepared and issued 
by the DoJ IG. 

(U) The unclassified report on the PSP required by 
Title III has been provided to the Congressional committees 
in a separately bound volume. 

Unclassified When Separated 
From Attachment 
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(T8//8;Y/OG!J.'W) · In response to tht3 terrorist attacks of 11 September 2001, on 
40ctobet2001, President George W. Bushiss.ued a Top Secret authorization to the . 
SecretiityofDefense directing that the signalsintelligence(SIGINT}qapal:Jilities of the· 
N��ioh!:!l Secudty Agenoy (l'TSA) be used to detect and prevetit further attacks in the 
United. States. The Presidential Authorization stated that an extraordinary emergeqcy 
existecLperm:itting the use of electro11ic sui:veillam:e within the. United States for 
cmmterte;rrorism purposes, without a court otder, under certain circu;rnstances. Ji'or more 
than five years, the Presidential Authorization was renewed at 30� to 60-day intervals to 
authortze the highly classified NSA surveillance ptogtarri, which is referred to thtoughout 
this report as the President's Surveillance Program (P.SP), r 

(17S/i8II/OCINF) Underthe PresidentialAutllDrizatious, the NSAintercepted the 
cont{(nt of intetnational telephone and Internet commU11ications ·of both U.S. and non-U.S. 
persons, In addition, the NSA collegted telephone and inte111etmetadata
communicatio�1s signaling inf01mation showing contacts between and antoti.g telephone 
numbers and · but · t1te co11tents .of the 

analyzed by the NSA, working with othetrriembers ofthe Intelligence Community (IC), to 
generate intelligence reports. These repo�is were sent to the Federal Bureaupf 
Investigation (F:SI), the CeniTal Intelligence Agency (CIA), ruid other intelligence 
org;mizations. 

(U) The scope of collectimi peti11itteduncler the Presidential Authorizations varied 
over time, In stages between July 2004 and January. 2007, NSA ceased PSP collection 
activities under Presidential authorization and resll:Ibed them under four separate court 
ordersissued in accordance with the Foreign Intelligence Surveillance Act of 1978 as 
amended (FISA)} 

(Ul) Scope oUhe Review 

(U) Title III of the Foreign Intelligence Surveillance Act Amendments Act of 2008 
(FISA Amendments Act)-signed into law on 10 JHly 2008-required the inspectors 

1 (si!NF) The cover tenn NSA uses to protectthe President's Surveillance Program is STELLAR WIND. 
2 (lJ) Unless otherwise indicated, references to FISA in this report are to the statute as it existed prior to being 
amended iri 2008. 



g(}heral of the elements of the IC that participated in the PSP to conduct a comprehensive 
review. of the program.3 The Act required that the review examine: 

(A) .all ofthe facts necessary to describe the establishment, 
implementation, product, .and use of the product of the Program; 

(B) :access to legal reviews of the Program and access to infonnation 
abolit t11e Program; , 
(C) communications with, and participation of, i.ndividhals and entities 
io. the private sector related to the Program; 

(P) interaction with tl1e Foreign Intelligence Surveillance Court and. 
transition to court orders related to the Program; and 

(E) any other matters identified by any such Inspector General that 
would enable that Inspector General to complete a review of the 
Program, with respect to such Department or element. 

(U) The Inspectors General (IGs) ofthe Department ofDefet1.se (DoD), the Department 
ofJustice (DoJ), the CTA, the NSA, and the Office of the Director ofNation:al Intelligence 
(ODNI) conducted the review required under the Act. Th.isreport summarizes the> collective 
results ofthe .IGs' review. Conclusions and recommencl.Ei.tions in this report that ate attributed 
to a particular IG should be understood to represent that IG's opinion. Individnai repmts 
detail the results of each IG's review and are annexes to this report. AU of the reports ha.ve 
been classified in accordance with the program's classification guide, which was revised 
during our review and re-issued on 21 Janua1y 2009. 

(t.J) Title ill ofthe FISA Amend.rnents Act also required that the rep ott of any 
investigation oftnatters relating to the PSP conducted by the DoJ, Office of Professional 
Responsibility (OPR) be provided to the DoJIG, and that the fmdirigs ari.d conclusions of 
such.iriyestiga.tion be included .in the DoJ IG'sreview. OPR intends to review whether any 
standards of professional conduct were violated in the preparation ofthe first series oflegal 
memorandums supporting the PSP. OPR has not yet completed its review or provided its 
findings and conclusions to the DoJ IG. 

(U) Methodology 
(U) During the course of this review, the paliicipating IGs conducted approximately 

200 interviews. Among the individuals we interviewed were: former White House Counsel. 
and Attorney General Alberto R. Gonzales; former Deputy Attomey General 
James B. Corney; FBI Director RobertS. Mueller, III; former Secreta1.y of Defense 

3 (U) The President's Surveillance Program is defined in l:hc Act as the intelligence activity involving 
communications that was authorized by the President during the period beginning on 1 I September 2001 and 
ending· on 17 January 2007, including the program referred to by the President. in a radio address on 
17 Decelnber2005 (commonly known as the Terrorist Surveillance Program). 



Donald 1-L Ruffisfeld; former NSA Director, Principal Deputy Director of National 
Intelligence, and CIA Director Michael V. Hayden; fmmer Directm' ofCentral Intelligenoe 
(DOl) mid CIA Director Porter J, Goss; NSA Director Lieutenant General 
I{eith B. Alexander; former Directors of National Intelligence Jolnt D. N egropon�e arid 
J. M.lv.[cCom1ell; and former National Counterten·orism Center (NCTC) Director 
Johh 0. Brennan. Certain other persons who had significant hwolvenierrt in the PSP either 
declined ot did not tespond to om· req_uests for an interview, inpb.1ding.fonnet Deputy 
SecretihyofDefense Paul D .. Wolfowitz; fanner Chief ofStaffto PresidentBush 
Attdrew H. Card; DavidS. Addington, fanner Counsel to Vice President Richard B. Cheney; 
fonner Attmney Gerieral John D. Ashcroft; fanner Deputy Assistant Attorney General 
John Yoo; and former DCI George J. Tenet. 

�fH.ll..l� We interviewed fmmer 
· the 

the 
se11ior FBI Counterterrorism 

cvu•;o;'-'·'•'"'" ..... �., ••• v, senior officials from DoJ's Criminal and National Secmity 
Divisiops; an.d cutTent and former senior NCTC officials. We also interviewed DoJ officials 
and office of ge11eraJ cmmsel officials n'oni: the participating organizations who were 
involv�d inlega1 reviews of the PSP and/or had access to the memorandmns supporting the 
legaJity ofthe PSP. 

(S/fNF) We examined thousands of electronic and. hardcopy do9uinents, including the 
Ptesid¢nthtl Authorizations, tenorist threat assessments, legal memorandums, applicable 
regulations and.policies, briefmgs, reports, correspondence, and notes. We obtained access 
t(nin FBl database ofPSP-derived leads that had been disseminated to FBI field offices. 
We used the database to confirm infonnation obtained through interviews and to assist in om· 
analysis ofFBI investigations that utilized PSP information. We evaluated thej'ustifications 
included in the requests for information (RFis) submitted by the CIA to the NSA to 
detennine whether they were in accordance with program guidelines. Reports ofprior 
reviews and. investigations of the PSP conducted by the NSA IG were also utilized in our 

bl, 
b3, 
b7E 



(LV) INCEPTION OF THE PRESIIDENH'S 
SU!RV!EiU •. Ai\lCIE PROGRAM 

{QJJ) Nationa!.Security Agency Counterterrorism 
Efforts Prior to 11 Septem berr 2001 

(G//t.iJF) For more than a decade be:fore the terrot'ist attacks ofll September 2001, 
NSA\Yas :ii)plyingits SIGINT capabilities against tEm6ris'ttargets in response to IC 
requirements.' The NSA, SID, Counterterrorism(CT) Product Line led these efforts. NSA 
Was authorized by Executive Order (B.O.) 12333, United States fntelligence.Activities, 

4 Dece1Ilber 19 81, as amended, to collect, process, and disseininate SIGINT irifonnation 
for foreign jntelHgence and counterintel1igence purposes · hi accordance with DCI guidance 
and to support the conduct ofmililary operations under the guidauce of the Secretary of 
Defense. Itis the policy of U.S. Government entities that conductSIG:ll·H activities that 
they will collect, retain; and disseminate only foreign corri:n'ninications, fu S.eptemqer 
2001,. NSA's compliarice procedures definecl foreign communications as· communications 
havin:gat least one co:mmunicantoutsicle the Uruted States, communications entirely 
ambilg forei,gn powers, or communications between.a foreign power and officers or 
erri.ployees of a foreign povver. All other communications were considered domestic 
co}:nnnmications. NSA was. not authorized under KO. 12333 to collect communications 
from a wire .in the United States without a comt order unless the communications 
originated and tennin\ited outside the United States or met applicable exceptions to the 
requirement of a coutt order mtder FISA. 

(U) FISA, 50 US,C. § 1801, et seq., was etiacted in 1978 to '1provide legislative 
authorization and �;egulation for all electronic surveillance conducted within the United 
States for foreign intelligence pv.rposes. 11 FISA authorizes the Federal Govem:m�nt to 
engage in electronic surveillance and physical searqhes·, to use pen register and trap and 
trace devices, and to obtain business records to acquire foreign intelligence information by 
targeting foreign powers and agents of foreign powers inside the United Sta:tes:J. As a 
genetai rule; the FISC must first approve an application for a warrant before the 
goveriunent may initiate electronic surVeillance. 

(S/18Yf.l:'W) Pdor to the PSP, NSA authority to intercept foreign communications 
included the Director, NSA's authority to approve the targeting of communications with 
one communicant within the United States iftechnical devices could be employed to limit 
collection to ;c 

· 

r::;:;;·�:n '[,u;r;,:tr 
United States 

4 (\)) The term "pen register" is defined in 18 U.S.C. § 3127 as a deviCe or process.which records or decodes 
dialing, routing, addressing, or signaling information transmitted by an instrument or facility from vthich a ¥/ire or 
electronic communication is ttansm itted, provided, however, that such inf01mation shall not include the contents 
of any l:ommunication. The term ''trap and trace device" is defined in 18 U.S.C. § 3127 as a device or process 
which captures the incoming electronic or other impulses Which identifY tbe originating number or other dialing, 
routing, addressing, and signaling information reasonably likely to identify the source of a wire or electronic 
communic.ation, provided, however, that sucb infotmation shall not inch.ide the contents of any communication. 



If technical 
collection, the. by the Attorney GeneraL The Director; NSA 
could exercise . this authority, except when the collection was otherwise regUlated, for 
example, under FISA for communications collected from a wire in the United States. 

(U) N!SA lrnitoally Used !Existing Authormoes to 
!Enhance Signals !nte!!igreruce (SIGINT) Collection 
After the Sep�ember.2001lermrist Attacks 

(TSI/SI//NF) On 14 September 2001, NSA Director 
· · . .  Product Line request to 

Haydefiis 14 ,,,.,T,.,,.,., 

targeting WilS to facilitate ''dialing analysis/contact chaining."5 NSAOffice of General 
Cmrrisel (OGC) persmmel cmlcttned with the proposed activity, but provided a 
handwritte1:1note to Hayden s. ·ta. tir·1·;g that ?hainingwas permitted only. 011 foreign numbiL 

· · 
· could · chamedw1thout a coutt order. Collectwn of the c ontent .. 

not addressed in the rherri.bn1lidmn; However, other 
OGC and SID personne1 understood that Hayden also 

had: approved content collection and analysis. NSA OGC persb1mel told us that Hayden's 
$.ctio11 \Vas alawful exercise of his authority under E.O. 12333. In addition, to 

had 200 

be presmned to be o provided 
to the told us that his actions were a ,;tactical decisioo'' and that he was 
operating in a unique envirorunent because it was widely believed that more terrorist 
attacks on U.S. soil were imminent. 

(S//NF} In late September, Hayden infom1ed Tenet that he had expanded SIGINT 
operations under E.O. 12333 authority. According to Hayden, Tenet later said that he had 
explained the NSA's expanded STGINT operations to Vice President Cheney during a 
meeting at the White House. On 2 October 2001, Hayden briefed the House Permanent 
Select Committee on Intelligence on his decision to expand operations under E.O. 12333 
and informed members of the Senate Select Committee on Intelligence by telephone. 



(U) NSA E}{plored Op�ions to Improve 
SiGINT CoHec�ion and Address 
Bntelfigence Gaps on Terrorist Targets 

(8//NF) Hayden did not attend the meeting at the White House at which Tenet 
explait:tedtheNSA's expanded SIGINT operations to the Vice President. According to 
Hayden, Tenet told him that during the meeting the Vice Presidentasked iftheiC was 
di;>n1g.everythfug possible to prevent another attack. the Vice President speci:ficaJly asked 
Tenet ifNSA could do more. Tenet thei1 discussed the ]J.1atter with Hayden� Hayden told 
Tenetthat nothing more could be done within existing allthorities. Ina follow-up 
telephone conversation, Tenet asked Hayden what the NSA could do if it was provided 
additional authorities. To formulate. a response, Hayden met with NSA personnel, who 
were al�eady working to fill intelligence gaps, to identify additional authorities to support 
SIGINT collection activities that would be operationally useful and technically feasible. In 
particular, discussions focused on how NSA might bridge the "intemational gap/' i.e., 
collection of international communications in which one .comni.unicant was within the 
United. States; 

(()} In the days immediately after 11 September 2001, the House Pem1anent Select 
Con1mittee on Intellig�nce asked NSA foi technical assi�tance in drafting a proposalto 
fl.ln¢hd FISA to give the President authority to conduct electronic surveillance withouta 
court order to obtain foreign intelligence infonhation. On 2.0, September200 1� the NSA 
G�neralCounsel wrote to White House Counsel Gonzales asking if the proposed 
ame11dment to FISA had merit. We found no record of a response to the NSA General 
Counselts writing and coiJ.ld not determine why the proposal to amend FISA was not 
pwsued.at that time; 

(U) Hayden said that, in his professionaljudgment, NSA could not address the 
intelligence gap using FISA. The process for obtaining FISC orders was slow; it involved 
extensive coor.dination anc! separate legal and policy reviev•/s by several agencies. 
Althou@. FISA's emergency authorization provision pennitted 72 hours of surveillance 
befpre optainh1.g a court order, it did n,pt aUo� the goverruuent.to und�rtaJ�e.surveillance 
immediately. Rathe1·, the Attorney General had to 'ensure that emergency surveillance 
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(U) l.mpeoliu)1c:n1ts fo SIGii\lT CoUeciion 
Aga!iii'Ust Teru'oris� Targets Were Discussed 
With the Vlfhi�e Hl:mse 

. (S/!HF) Fiayden recalled that, after consulting with NSApersonnei, bE} discus? eel with 
the Wl:Ute H'otise how FISA constrained NSA collectimto'f oortl.muJticatitms aanied on a 
wire .inth� Uniteri States. IIayden explained that NSA could uotco!lect from a wire in the 
Unlted States, without a court order, content or n;1etadata from comnnmications that 
odgiruted andlo!' terminated in the United States. Hayden also said that communications 
metadata do not have the same level of constitutional protection as the content of 
cblrtti.1Ul1ications and that access to metadata concerning cohmnuiica.tions havh1g one end 
in fhe United Stf)tes would significantly enhance NSA's analytic capabilities. Hayden 
sugge�ted that the ability to collect communications that originated or termit'mtedin the 
Un.it�d States without a court order would increase NSA's speed and agility. Aftertwo 
additional meetings with Vice President Cheney to discuss further howNSA collection 
capabilities could be expanded along the lines described at the White .House meeting, the 
Vice .:I?resiqent told Hayden to work out a solution with Counsel to the Vice President 
]JavidAddingtbn. 

{U) Authorization of the 
President's Surveil!a.nce Program 

(TSI/Sl/!NF) According to Hayden, Addington drafted the frrst Presidential 
Authorization ofthe PSP. Hayden characterized. himseJfas the "subject niatter expeLt," 
�meL he said that no other NSA persom1el, including the General Cmmsel, participated in 
drafting,the authorization. Hayden also said that DoJpersonnel had nOt been involved in 
his dif)cussions with Addington conceming .Presidential authorization ofthe PSP. T11e PSP 
came into existence on 4 October 2001, when President Bush signed the Presidential 
Authorization drafted by Addington. The ailthol'ization was entitled: Pr�sidential 
Authorizationfor Sper;ified Electronic Surveillance Activities during a Limited Period to 
Detectand Prevent Acts ofTerrorism within the United States. Between 4 October 2001 
and 8 December 2006, President Bush signed 43 authorizations, exclusive ofmodificatitms 
and other progranHelated memoranda to the Secretary of Defense. 

(U) SiGINT Activities Authorized Under the Program 

(T8/18TLVv7'/8IIfOC/.N'F) The 4 October 2001 Presidential Authorization directed the 
Secretary ofDefense to "use the capabilities ofthe Department ofDefense, including but 
not limited to the signals intelligence capabilities of the National Security Agency, to 
collect foreign intelligence by electronic surveillance," provided the surveillance was 
intettded to: 



(a) acquire a communication (inCluding but not limited to a wire 
comrnuuication carried into or out of the · 

c0ii:l.:!itli11�ltion ill terrorism, or 
activities in preparation therefor, or an agent of such a group; or 
{b) acquire; with respect to a communication; header/router/addressing
type information, including telecommunications dialing'-type data, but 
not the contents of the communication, when (i) at least one party to 
such communication is outside the United States or (ii) no party to. such 
communication is known to be a citizen ofthe United States. 

intercept the content 

any communication, or 
where 11robable cause existed to believe one of the communicants was engaged in 
international ten�orism. The authorization also allowed the NSA to acquire telephony and 
fnternet metadata where one end of the commU1ucatioJ1 was outside the United States or 
neither communicant was lmown to be a ns. citizen. For telephone calls, metadata 
generally referred to "dialing-type information" (the originating and terminatingtelephone 
Ttumbers, and the date, tirlie, and duration oftl1e call), but not the content ofthe call. For 

(TS//STLW/f£.V/OG/NF) The Secret�ny of DefCilse directed NSA, ill wdting, on 
8 Qctobet 200 1 to conduct specified electt·otlic surveillance on 
targets related te · rism.6 Because the surveillance was 
conducted in the communications into or out ofthe 
United States; and a subset of these commumcatwns was to or from persons in the United 
States, the surveillance othetwise would have required a FISC order. NSA was also 
a llovved to retain, process, analyze, and d isseminate intelligence from communications 
acquired under the Presidential Authorization. 

(TSI/STLW//SY/OG!NF) In addition to allowing the in terception of the content of 
communications into or out of ihe United States, paragraph (a)(ii) ofthe tirst Presidential 
Authorizatior1 aLLowed NSA to intetcept tl1e content of purely domestic commmlications. 
Hayden told us he did not realize this unti l Addington specifically raised the subject during 

0iSff!'ffi) Although the authori7.ation "was not limited to the signals intelligence capabilities ofth� National 
Security Agency;'' DoD'.5 operational involvement in Lhe PSP was l imited to activities undertaken byNSA. 



a rneeMgto discuss renewing the at1thorization .. According t.d Hayden, he told Addington 
thatNSAwould ttot collectdomestio communications becauseNSA Is a fo1'eign 
intelligence agency; its infrastructure did not support domestic collection, a11d he would 
i·equite such a high evidentiary standard to justify intercepting purely domestic 
communication that such cases might just as well go to tl1e FISC. 

(U) Content oUhe Presidential Authorozations 
and DepartmentofJustice Certification 
as to Form and Legality 

(S(INF) Each ofthe Presidential Authorizations included a finding to the effect that 
ten·orist groups of globaL reach possessed the intent and capability to attack the United 
States, that an extraordinary emergency continued to exist, nndthat these circumstances 
constiluted 1111- urgent and compelling govemmentalinterest permitting electronic 
surveillance within the United States for counterterrorism purposes, withoutjudicial 
warrants or court orders, The primary m.tthorities cited :for the legality of the electronic 
surveillance and related activities were Article IT of the Cmistitution and the 
1 8Septernber 2001  Authorization for Use of Military Force Joint :Resolution (AuMF). 
The authorizations ft.uther provided that any limitation:in E.O. 12333 or any other 
Presidential directive inconsistent with the Presidential Authorizations shall t1.ot apply, to 
the �;:x:tetJ.tofthe i.nconsistency> to the electronic surveilhmce.authotizectunder the PSP, 
Each authorization also in:cluded the President•s determination that, to ass.ist in preserving 
the sectecy necessary to ''detect and preve11t acts Ofte11'orism against the United States," 
the Secretary ofDefense was to defer notification of the authorizations and the activities 
crutied out pursuant to them to persons outside the Executive Bnmch. The President also 
noted.h.iS intention to inform appropriate members of the Senate and the House of 
Represeritatives orthe program "as soon as !judge that it can be done consistently with 
national defense needs." 

(SflNE2J- A�hcroft certified the first Presidential Authorization as to "fmm and 
legality" on 4 October 2001 .  According to NSA records, this was the same day that 
Ashcroft was read into the PSP. There was no legal requirement that the .Presidential 
Authorizations of the PSP be certified by the Attorney Geileral or other DoJ officials. 
Formet senior DoJ official Patrick F. Philbin told tls he thought one purpose of the 
,e;,�ttilfl,�¥:tt�! 

. . . 

the DoJ certifications served as official confinnation that DoJ had determined that the 
activities carried out under the program were l awful. 

(S//NF) Gonzales told us that approval ofthe program as to fonn and legality was not 
required as a niatter of la\v, but he believed that it "added valuen to the Presidential 
Authorization for three reasons. First, NSA was being asked to do something it had not 
done before, and it was important to assure the NSA that the Attorney General had 



c6iis'idei;aHCJI1s,1 ' '  the AH6iney'd:ene£&N1 ap'pi·dvai of 
tlte program would have value "prospectively" in the event of Congressional or ihspector 
general reviews of the progrmii.. 

(U) The :Presidential Authorizations were issued at intervals of approximately 3 Oto 
60 dais; Bradbury said that the main reason for periodically reauthori2ii1g the pfograni 
was to elisute that the Presidential Authorizations were reviewed fi:eqlientlyto assess the 
program's value and effectiveness.  As the period for each Presidential Authorization ,dtew 
to a close, the DC! prepared a threat assessment memorandum for the President describing 
the cutten,t state ofpot,ential terrorist threats to the United States. 

· 

(U) The Threat Assessment Memorandums 
Supporting Presidential Authorit::ation ofthe Program 

(S//NJ?) From October 2001 to M(ly 2003, the CIA. prepared the threat. assessment 
nietnonindtims that supported Presidential authorization and periodic teauthorization of the 
P SP. The memorandums doct.nnented the cmTent threat to the U.S. homeland arid to U.S . 
interests abroad from al-Qa'.lda and affilia,teci terrorist organizations, The first threat 
assessment1nemoranchm1-The Continuing Nem·-Tenn Threatfi·om. Usama Bin Ladin-:.-· 
was signed by the DCI CJn 4 October 2001.7 Subsequent tln�eat assessment memorandums 
were prep?cred every 3 0 to 60 days to correspond with the President's reauthorizations. 

{S/INF) The DCI Chief of Staff, John H. Moseman, was the CIA. focal pointfor 
to Moseman, he directed the 

prepare objective appraisals ofthe. 
to the homeland, ancL to document 

drewupon a11 sources ofjritelligence in 
preparing fheir tbreat assessments. of the memorandums focused primarily on the 
current tlu"eat situation and did not routinely provide infonnation concerning previously 
reported threats or an assessment of the PSP's utility in addressing pl'eviously reported 
threats. 

(81/�.J.F) . completed its portion of the memorandums, Moseman added a 
paragpaph at the e memorandums stating that the individuals and organizations 
involved in global terrorism (and discussed in the memorm1dums) possessed the capability 
and intention to unde1take further terrorist attacks within the United States.  Moseman 
recalled that the paragraph was provided to him initially by either Gonzales or Addington. 
The paragraph recommended that the President authorize the S ecretary of Defense to 
employ within the United States the capabilities of DoD, including but not limited to 
NSA's SIGINT capabilities, to collect foreign intelligence by electtonic surveillance. The 
paragraph described the types of conununication and data that would be collected and the 

7 (t.J) , T:he title ofthe threat assessment memorandums was changed to The Global War Against Terrorism in 
June 2.002. 



cir�utnstances under which they could be collected. The draft threat assessment 
, ......... u.L"' were reviewed by CIA Office of General Counsel attonieys assigned to 

CIAActiug General Counsel (Principal Dep,lty General Counsel); Jolm.A. Rizzo. 
Rizzo told us that the draft memorandums �,-yere generally Sttfficientl but there were 
occasions vvhen� based on his experience with previous memorandums� he thought that 
draft mel110randt1ms contained insufficient threat infonuation or did not present a 

case for reauthorization ofthe PSP. In such instances, Rizzo would request 
nro,vwre additional available tbreat infonnation· or make revisions to the draft 

(S/INF) The threat assessri1ent memorandums wete then signed by the DCI and 
forwardedto the Secretary of Defense to be co-signed. Tenet signed most ofthe threat 
memorandums prepared during his tenure as DCI. There were no occasions when the DCI 
or.ActingDCI with.heldtheir signature from the threat assessment memorandums, TI1e 
threat assessment memorandums were reviewed by DoTs OLC to assess whether there was tta sufficient factual has is de!'nonstrating a threat of terrorist attacks in the United States for 

it to continue to be reasonable under the standards ofthe Fourth Amendment for the 
President to [ cbittinue] to aqth.DJ:ize the warrart.tless searches involved" in the program. 
OLC then advised the Attorney General vih�ther the constitutional standard of 
reasonableness had been met and whether the Presidential Authorization. could 'be certified 
as to fonn and legality. After review and approval as to ±orin and legality by the Attorney 
Generul, the threat assessment �uemorandums were delivered to the White House to be 
attached to the PSP reauthorization memorandums signed by the President. 

(S//J:>fF) Relponjibility foi' drafj:ing the threat assessment memorandums was 
transfen·ed from to the newly-established Terrorist Threat Integration Center in May 
2003. This responsibility was retained by TTrC's successor organization; NCTC. The 
DCi continm:d to s.ign the threat assessment memorandums through 15 April 2005. 
Subsequent memorandums were signed by the Director ofNational Intelligence or his 
designee. 

(U) Early Revisions to the Presidential Authorizations 

(TSIISTL\V//SII/OC/NF) On 2 November 2001, with the first authorization set to 
expire, President Bush signed a second Presidential Authol'ization ofthe PSP. The second 
authorization cited the same authorities in support of the President's actions, principally the 
Article II Commander-in-Chief powers and the AUivlF. The second authorization also 
cited the same findings of a threat assessment concerning the magnitude of potential 
terrorist threats and the likelihood of their occurrence in the future. However, the scope of 
authorized content collection and meta data acquis ition was redefined in the second 
Presidential Authorization, 

(l'S/;'8TL"vV//3J//OC/i'fF) The language of the second Presidential Authorization 
changed in three respects the scope of collection and acquisitiotl authorized under the PSP. 
First, the "probable cause to believe" standard for the collection ofintemet 
communications and telephone content was replaced with 11based on the factual and 



practical considerations of everyday life on which reasonable and prudent persons act1 
there are reasonable grounds to believe . . . . " DoJ, Counsel forintelligence Policy; 
James A. Baker told us this change was made by Addington because he believed the terms 
"probablE) cattse11 We.J;e "too ii·eightecl ' '  with usage in judicial opinions. Balcer also said he 
believed the change to more colloquial language was made because the sta11dard wasta be 
applied bynon-lawyers atthe NSA. Second; the newly defined standard was tb be applied 
to the beliefthatthe communication "originated or terminated outside the United 
States • • .  !' Tb,e new language therefore eliminated the authority that existed in the frrst 
authorizationtp intercept the content of purely domestic communications. 

(TS//STLW/SL'/00/NF) The third change in the sco1Je ofPSP collection i:nicl 
acquisition co11tained in the second Presidential Authorization was the inclusion of an 

additional (third) category oflnternet and telephmiy metadata that could be acquired: 

(iii) based on the factual and practical considerations of everyday life on 
\Vhichreasonable and prudent persons act, there are specific and 
artict.tlable facts giving reason to believe that such communication relates 
to h1ternational terrorism, or activities in. preparation therefor. 

This language represeilted an expansion of col1ection authority to include metadata 
pertail1ing to certain conmmhications even 1-Vhen both parties \Vere U.S .  persons, as long as 
there were facts giving reac;on to believe that the communication "\Vas related to 
intemational terrorism. 

(TS//8TLVl//S1'/0C/NF) On 30 November 2001 , the Presidentsigned a third 

(U) DoJ Office of Legal Counsel Memorandu ms 
Supporting Legality of the Program 

(S//NF) OLC Deputy Assistant Attomey General Jolm Yoo was responsible for 
drafting the first series of legal memorandums supporting the PSP. Yoo was the only OLC 
official read into the PS.P frort1 the program's inception until he left DoJ in May 2003. 



During Yoo'.S tenure at DoJ, he was one of only three Dol officials read into the PSP. The 
othei' two \\'c;te Ashcroft and Balcer, OLC Assista1lt Attqmey General Jay S. Bybee,Yoo's 
ciirect stipe:rvfsor,. was never rc;ad into the program. 

-tS/INJ?T Before the President authorized the PSP on 4 tlctober 2001, Yoo had 
prepared a mewora.ndum evaluating the legality of a hypothetical electronic surveillance 
prqgram within the United States to monitor communications ofpotential terrotists. His 
memorandtun, dated 17 September 2001 , was addressed to>Oepqty White Hous� Counsel 
Tif.nnthy E. Fla11igart and was entitled Constitutional Standard� .on Randoth BlectftJ11rc I 
�}��,f;f'rl���J:j t�4;���;� )�fl.f·=: . t]�r;M �� t�J'" .... ::r�f;!:f��;�(.i,r.;£��:f:rJ 



-€8/!:Nli9- The firstOLC memo:nmduin explicitly addressing the legality. ofPSP was 
notdra.fted until afl:er the progi·am had been formally authorized by the President and after 
Ashcroft had certified the program as to fonn and legality. The first OLC opinion directly 
supporting the legality of the PSP was dated 2 November 2001 ,  and was drafted by Yoo. 
Yoo acknowledgecl at the outset of his 2 November memorandmn that 11 [b]ecause of the 
highly sensitive nature of this subject and the time pressures involved, tlus memorandum 
has .notundergone the usual editing and review process for opinions that issue from our ,., 

(8//NF) Ybo acknowledgedin his 2 Novernber 200 1 mei11orandum that the first 
Presidential Authorization was 11in tension with FISA. 11  Yoo stated that FISA "purports to 
be the exclusive statutory means for conducting electronic surveillance for foreign 
intelligence.'' But Yoo then opined that "[s]uch a reading ofFISA would be an 
lHicohstitutiolial infi:ingement on the President's 1\rticle II authorities. 11 Citing advice of 
OLC and DoJ's position as presented to Congress during passage of the USA PATRIOT 
Act.several weeks earlier, Yoo characterized FISA as merely ptoviding a "safe harbor for 
electronic surveillance/' adding that it "cannot restrict the President's ability to engage in 
warrantless searches that protect the national security. " 

{8/fNF}- Regarding whether the activities conducted under the PSP c ould be 
conducted under FISA, Yoo described the same potential impediments that he had cited in 
his 4 October memorandum. Noting that the Presidential Authmization could be viewed as 
a violation ofFISA's civil and criminal sanctions in 50 U.S.C.  §§  1 809- 10, Yoo opined that 
in this reg�d FISA represented an unconstitutional infringement on the President's 
Article II powers. According to Yoo, the ultimate test ofwhether the govemment may 
engage in warrantless electronic surveillance activities is whether such conduct is 
consistent with the Fourth Amendment, not whether it meets the standards ofFISA. 



(SYiffF} Yoo wrote that reading FISA to restdcHhe President's inhere11.t authority to 
cO:n,duct foreigll intelligence surveillance would ral.se·.grave constitutional questions which, 
under the .doc,:trine ofcmistitqtional the Issue in a 

Tlt-��Cf'fr<TP>Q the .Pre • 

, ""'., .. , .... ,0., Congress 
that it to conduct warrantless searches in. the 
.national secmity area-which it has not---then the statute must be constrUed to avoid such 
ar¢ading.'' 

tfS!/SJJ/l'lE) Y qo's 2 November2001 memorandum dismissed Fourth Amendme1it 
C0).1Cei:ns to the e:x:tentthat the authorized collection involved non-U.S. persons outside the 
Un{ted States . Regarding those aspects of the progrm.n that involved interception of the 
international co:mrriunications of'U.S . .  persons within the United Slates, Yoo asscrtedthat 
Fourth.Amendnwnt jurisprudence allowed .for searches ofpersons crossing U.S.  
irit�matioiJ.al borders and that iliterceptions of co!ttm.'luucations into or  out of the United 
States fell within the 11lJorder crossing exception." Yoo further opined that electronic 
surveillance in "direct support ofniilitary operatiorts11 did not tt:igger constitutional 
lJtoteotion against illegal searches and. sei21,lres, in par� because the Fourth Amendment is 
pdni.arilyaimed at curbing law enforcemettt abuses . .  Finally, Yoo wrote that the electtonic 
surveillance desc;ribed in the Presidential Authoriz;ations wi$ "reasonab1e11 under the 
Fourth A:nleridinent and therefore did 1:10t requite a warrant� i.e., in tllis situation the 

:in�:;;tr�:��� {litK!:'i.!if:d.�h·crd .t!ii.� i:ttdl•y/idt�fi',i'a :prlv:ITtcy· ftrGt,e..rr::,gt;, 



(TS//81/I:NF) Jn October 2002, at Ashcroft's tequest, Y oo dr�fted another opinion 
concerning tl}e PSI'' The lUetnoral1dU1li, datec1 u OqtqiJet 2002, i'eiterated th.e Sailly basic 

o 
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(U) IMPLEMENTATION OF THE 
PRE:S!DIENT1S SURVEILLANCE PROGRAM 

(U) NSA hnplementation 
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(TSI/SWNF) :telephone and Internet 
'Ce>mmunicatiotis Content Collection and Analysis 

(TS//SI/fNF) Content collection and .analysis under the PSP was conducted in the 
same ih�rmer as collection and analysis conducted previously by the NSA tmder 
E,O. 12333 authority. NSA management applied standard minimization and specially 
designed p1'ocedures to task domestic selectors such as telephone numbers and e-mail 
addresses. Selectors had to meet two ctiteria before being tasked under the PSP: the 
purpose ofthe collection had. to be to prevent and detect terrorist attacks in the United 

(TSh'SIDW) NSA collection managers were responsible for ensuring that telephony 
and Internet commtmications selectors were appropriately added or removed from 
collection, Content collection for domestic selectors was sometimes approved for specific 

bl ,  b3,  
b7E 
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time periods. Data collecte.d tu1der the PSP were stored in compartmented NSA databases, 

antlaccess to the databases was strictly cmi.ttolled. 

(TSl/SiffOCflW) Themaj ority oftal'gets for content cqllection under the PSP were 
for�mi1 td(;fhon:e numbers artd Internet . .  · In 2008, NSA rep01ted 
that foreign telephone niimbers and in excess. foreign Internet 
coi

.

nmunications. . . . . · targeted from Octo •. , · .  . t�h December 2006. 
NSA reported in 2008 · e numbers arid-domestic Internet 
co111munications addresses were targeted ror PSP · content collection from October 200 1  to 
Janu.azy'2007. Although targeted domestic telephone numbers ani:Lintemet 
cotiunun:icatioll.S' addresses were located in the United States , they were not necessarily 
used by U.S. citizens. 

· 

(S//J'Tl�) PS£1 program officials told i.ls that the NSAdid not seek to collect dornestic 
cortununications under the PSP. · NSA said that there are no readily 
available technical means within to guarmi.tee that no 
domestic calls will be collected, Issues ofthis from time to time in 
other SIGINTio .  erations, and are not tinique to the PSP. Over the life ofthe program, the 
NSA reported 1ncidents of unintentional collection of domestic cotmmlllications or 
non-targeted cmmnunications. In such cases, the NSA IG determined that persmmel 
followed established procedures in repmting tbe incidents, adjusting collection, and 
purging unauthorized collection records fi:om NSA databases. 

(TS//SIIINF) NSA analysis of content collected under the PSP involved the same 
practices and teclmiques used in analyzing information fi:om other SIGINT operations. 
Telephone content was made available to NSA analysts through a voice proces!:;jng system; 
Internet communications content 'vvas availab le fi:om the database in 'which it was stored. 
Analysis involved more than listening to, or reading the content of, a communication and 
transcribing and disseminating a transcript Analysis also .involved coordinating and 
co llabora:ting with other IC analysts, applying previous lmowledge of the target, and 
integrating other relevant intelligence. 

"' .! 

'1 9 



(TSHSllll\lf} Telephony andl lnternet 
Meta.data Collection and Art<ilY::;is 

had the capability to collect bulle te'lephcnwaud mtemet 111'-<•<1.'-"·<1-LU 

before PSP, collection was lirtiited because the NSA Was uot authorizectto collect 
metadata fi·om a wire inside. the United States withont a court. order when one encl. of the. 
corilillunica:tion Was in the United States. NSA could 11chain:" to, butitot through, domestic 
selectors� Access to large amounts of metadata isreq�iiredfor effective contact chaining, 
and the PSP increased the d[l.ta available to NSA anaLysts and allowed·them to perform 
more thoro�1gh contact chaining. 

(Tgffgi//OC/NF) AlthoughNSA anaJysts could search bulle-coLlected metadata under 
the· PSP, the arialysts' searches were limited to targets that were approved UI1der the 
st<u.i.darcl.s set forth in the Presidential Authorizations. As such, only a snmH fraction of the 
met?-qata collected. under the PSP was ever accessed. In August 2006, the NSA estimated 
that 0;000025 percent of the telephonerecords ii� th,e PSP database(or one ofewry 
four million records) conld be expectec;l. to be seen by NSA analysts through chaining 

b�' ·�nt,�:d:ug f! 
telephone number or Internet communication. address:,.......; in a specialized metadata analysis 
toot whi,oh s�arch¢s the metEI.data and identifies contactt; between the selector and other 
te.Iepho11e numbets or Intemet communications addresses. 

" 

for 

i1ot · mor.e : . 
· tvvo degrees of separation from the target, NSA analysts determined that it was not 

analytically useful to do so. 

(T£//Sfl/l'W) An automated process was created to alert and automatically chain new 
and potentially reportable telephone numbers usi�g what was called an "alert list." 



(TSI/SI/!NF) When NS.A persom1el identified>errone01.uhnetadata collection-ttsu:ally 
caused by tech:nicaiproblems or inappropriate application ofthe.authorizatioit___;they wete 
directed to repbrt the violation or incidetit th.tqugh appropriate ch,am1els and to delek the 
collection froin all NSA databases. NSA reported three such violations early in the 
ptogr:am and took measures to correct them. ; 

(U) NSA Reporting Fr.om the 
President's Surveillance Program 

(TS//Sf!/OCfNF) PSP infonnation was dissen1inated'�type$ ofrepotts: 
'itippers," \Vhich 

· · 

w� .. . · .  . 
. 

orne tippers contained 1itear lin:e'1 information t:hat 
:::ll't'Qf',v!;.d :f\:�r ·�;>,rid;�if ·�H�:t:dlmt�GD. if:!:f ,l� ::: ;, :;·· ; 

. 
(Jtttri.bfJ!l' 
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(U) NSA Manageriai  Structure and Oversight 
of the President's Surveillance Program 

(SI/NF) Analysis and repotiing associated with the PSP was conducted within SID at 
NSA's Fort Meade, Maryland headquarters. PSP activities were not conducted at NSA 
field sites. The Director and Deputy Director ofNSA exercised senior operational control 
and authority over the program. The individual \:vho was SIGlNT Director in 200 1 told us 
that, aside from ensuring that the PSP had appropriate checks and balances, she left direct 
management ofthe program to the NSA Director, the Deputy Director, and the O ffice of 
General Counsel. She noted that Hayden took personal responsibil i ty for the program an d 
managed it care:Lhlly. 

-ESI/:NfT By 2004, specific managerial authorities conceming PSP col lection, analys is, 
and repmting activities had been delegated to the SIGINT Director. The SIGINT Director 
further delegated managerial authority to the PSP program manager and mission execution 
responsibilities to the Chief of the CT Product Line. The PSP progmm manager position 
was restnwtured to provide the incumbent authority and responsibili ty for oversight of PSP 

TOP SECRETHSRVV/lGOMINT/lORCONlNOFORN-



activity across SID, and the PSP program manager was provided additional staff. Oy{p;rthe 
life ofthe program, there were five PSP program managers, who reported directly to the 
SIGINT Director or the Chief ofthe CT Product Line. 

(U) NSA PSP Costs !From .FY 2002 through FY 2Gl06 
(doilars in thousands, personnel costs not included) 

(IJ) 1\!SA Management Controls to Ensure 
Compliance With Pres!dentii:nl Authorizations 
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(Sf/HF) TiwNSA General Connst<T wasread>into the PSP on4 OotQber 2001 , the day 
the first Presidential Authorization was signed. On 6 October .ZOO 1, the General Counsel 
provided Hayden and l1is d¢putytalldilg points for use in briefmgNSA personnelon, the 
new program's authorities; The talking points included the fact that Hayden had directed. 
the NSA GeneralCounsel and the NSA Associate General Counsel for. bperatimis to 
review and oversel:) PSP activities. The NSA Associate GeneralCmmsel for Operations 
provided most ofthe program oversight before the NSA IGwas 1:ead into rhe PSP in 
August2002, The Associate Gen:eral Counsel for Operations oversa'w program 
implementation, reviewedproposed target packages fol' compliari.ce with the 
authodzatfon1!, and coordinated progranHelated issue� withDoJ. 

(UJ NSA lnspectorGeneral Oversight 
of the.Program 

(SJINF) :r'he NSA IG and other NSA Office ofinspector Gen�ral personnel were read 
into th� PSP beginning. in August 2002. Over the life of the program) the NSA IG 
condl.lcted; 

0 Three investigations in response to specific incidents and. violation� of tht;J 
Presidential ,Authorizations to detem1ine the C!iuse� effect, a�1d remedy. 

0 Ten reviews to detennine the adequacy ofmanagenient cqntrols · to ensure 
coinpliance with the authorization and related authorities, assess the 
mitigation of risk associated with program activities, and identify 
impedhnents to meeting the requirements of the authorizations. · 

(TS//81//NF) Ten of the NSA .fG 1'eports ii1cll1ded a total otllrecommendations to 
NSA management to strengthen internal. controls and P.rocedures over the PSP. The NSA 
IG identified no intentional misuse of the PSP. Significant findings from NSA IG reviews 
ofthe PSP include the following: 

0 In 2005, the NSA IG when comparing records of domestic 
telephone and ns selectors approved for PSP content 
collection with selectors actually on collection. The en·ors inCluded 
selectors that were not removed from collection after being detaskecl; 
selectors that were not put on collection when approved,. and selectors that 
were mistakenly put on collection due to typographical errors. NSA 
wanagement took steps to correct the errors and establish procedures to 
reconcile approved selectors with selectors actually on collection. 

0 Dming a 2006 review, the NSA IG found that all items in a randomly 
selected sample of domestic selectors met Presidential Authorization 
cri teria. Using a statistically va:lid sampling methodology1 the IG 
concluded with 95 percent confidence that 95 percent or moi•e of domestic 



selectors tasked fqr PSP content collection were linked to al-Qa'ida, its . 
associates, o�· international terrorist threats inside the United States. 

(S//NF) In a(idition to NSA IG reportrecomrne.ndations, in March :4003, the NSA IG 
recp�

.
· ended to Hayden thathe r�or

.

t vi�olati�ns of;he P!esi.·dential Authori�a,tion
. 

s to the 
President . . The NSAIG preparedMPrestdentlal not:ificatwns for the NSA D1rector 
concerning violatiqns of the. authorizations. 

($1/NF) Begin11ing in January 2007, violations involving collection activities 
conducted uhder PSP authority as W�ll as violations related to foi1!u'!r PSP activities that 
were operating under FTSA authority were reported quarterly to the President's Intelligence 
Oversight Board, through the Assistant to the Secretmy of:Defense for Intelligence 
0yer.�1ght 

2004; therefore, it WPS not possible to determine the exact nature and extent ofthe 
collection. NSA O!Gwill close oll.t this incident in its upcoming report to the President' .s 
Intelligen.ce Over:;ight Board. 

('J;Sl/SL'/NF) Onl5 January 2009,. theDoJ reportyd to th¢ FISC that the NSA had 
bee:n using an ;'alert list11 to compare FISA�authorized metadata against telephone mtrrtbers 
a.ssociated with courttelieuotism targets tasked by the NSA for .SIGINT collection. J')le 
NSA had reported to the FISC that the alett list consisted of telephone numbers for which 
NSA ha.d detemTined the existen,ce of a reasonaple, 
were re;la:ted to a tenorist organization associated 
Irt fact, such a deteimirtation had not been macie for on 
ale1t list. The NSA IG reported this incident to the President's Intelligence Oversight 
Board, and has provided updates as requited. The alert list m1.d a detailed.NSA 60-day 
review of processes related to the business records FISC order were the subject of several 
recent submissions to the FISC and ofNSA briefings to the Congressional oversight 
committees . 

(U) Access to the President's Survei!la!llce !Program 



26 

TOP. SECRET//STLV'vHCOMINTHORCON/NOFORN 

(U) PSP Cumulative Clearance Totals 
(as of 1 7'  Jamuary 2007) 

(S/!NF) f{Jtdwledge ofthe PSP was strictly controlled and limited at the eXpress 
ditection ofthe 'White House. Hayden eventually delega,ted his PSP clearance approval 
al!thoxity for NSA, FBI; and CIA operational personnel to the NSA PSP program manager, 
Hayden.was tequired to obtain approval fromthe White House to clear members of · 

Gpp;gre$s, FISC Judges; the NSA .IG; and othets . 

(S!fl'.W) The NSA IG W&s not read into the PSP until August 2002. According to 
the NSA. Getiei'al Counsel at the tirhe, the Pres idei1t would not allow the IG to be biiefed 
prior to· tbat date. Although l{ayden did not recall why the IG had not been cleared 

earlier, he thought that it would have been juappropriate to clear him when the length of 
th_f} prqgralTI was 111lknQwn <mel before opemtions had stabilized. By August 2002, 
Hayden and the NSA General Counsel wa11ted to institutionalize PSP oversight with the 
involvetnent ofthe NSAIG. Hayden recalled having to "make a case11 to the White 
House to have the NSA IG read in. The ODNI IG found that ODNI oversight ofthe PSP 
was limited by ODNI oversight personnel not being provided timely access to the 
program. 

(U) Con g ressional Briefings on th e P ro g ra m  

(TSh'SI//N£1) On 25 October 200 1,  Hayden conducted a briefing on the PSP for the 
Chainnan and the Ranking Metnber of the House Pe1manent Select Cmtunittee on 
Intelligence, Nancy P. Pelosi and Porter J. Goss; and the Chairman and the Vlce Chainnan 

ofthe Senate Selec.t Committee on Intelligence (SSCI), D, Robert Graham and 
RichatdC. Shelby. B etween 25 October 2001 and 1 7  January 2007, Hayden and cmTent 
NSA DitectorAicx:ander, sometimes supported by other NSA personnel, conducted 

TOP SECRETt'lSTLV\UJCOMINTHORCONlNOFORPr 



49 briefings to members of Congress and their staf[ Hayden told us thl:!.t during the 1tmny 
J?SP briefings to mernbers of Congress, no one ever suggested that tM NSA should stop the 
program. I{t.tyden emphasized that he did more than just "flip through slides11 during the 
.b;iefings, which lasted as long as attendees had questions . .  

· flU) foreign Intelligence So .. uvemance Court 
Brieifings o n  the Progre�m 

('tS/ISI//OC!.NF) On 3 1  January 20021 the FISC Presiding)udge RoyceLamberth 
became the tirst member of the couttto be read into the PSP. He was briefed on the 

anc:l. Review 

(TSI/SI//OC!NF) Ashcroft provided Lamberth a brief summary ofthe President> s 
decision to create the PSP, and Ashcroft stated that he had detetmin.ed, based nponthe 
advice ofJohn Yoo, an attorney in DoJ's Office ofLegal Counsei (OLC); that the 
J;>resident's actions were law:!ill under the Constitution. Ashcroft aiso emphasized to 
L8.Inherth that the FISC was not being asked to approve the prograrti. Following 
Ashcroft's SUl!llllCl.ry, J-Iayden described for Lamberth how the program fimctioned 
operationally, Y oo discussed 1egal aspects of the prograni, and Baker proposed procedures 
for handling intetnational terrorism FISAapplications that contained PSP .... derived 
infonnation. For the next four m<'mths, until the end of his tenn in May 2002, Lambetth 
WEis the .only FISC judge read into the PSP. 

('T8/i8JJ/OQ/.NF) Judge GoHeen Kollru·�Kotelly succ�eded Lamberth as the FISC 
Presiding Judge and was briefed on the PSP on 17 May 2002. The brjefing was similar ln. 
fortll .and substance to that provided to Lamberth. In response to several questions from 
Kollar-I(otelly about the scope of the President's autho.tity to conduct warrantless 
surveillance, DoJ prepared a letter to Kollar-Kotelly, signed by Yoo; that, according to 
Kollar-Kotelly, "set out abroad overview ofthe legal authority for conducting [the PSP], 
but did not analyze the specifics of the [PSP] program.'' The letter, Wl1ich K..ollar-Kotelly 
i:eviewed at the White House but was not permitted to retain, essentially replicated Yoo' s 
2 November 200 1 memorandum regarding the legality ofthe fSP. Kollar-Kotelly was the 
only sitting FISC judge read into the PSP until January 2006, when the other FISC judges 
were read in. 

(TSI/SL'/OC/NF) Baker was read into the PSP only after he came upon "sttange, 
mlattributed" language of 

his successor; Ko , were m. DoJ IG believes that not having OIPR 
offi.C:lals ru1d menibers of the FISC read into the PSP, while program .. deri ved infor1nation 
was being disseminated as investigative leads to the FBI and finding its way into FISA 



applications, putat dsk the DoJ's jmportant rdaticmship with the FISC, The DoJ IG agr�es 
with Baker's f!Ssessmetl.t that; as the gqverilni.ent's representative before the FISC, good 
relations between the DoJ and the FISC depend on candor and transparency; 

{U) FBI Partidpation in �ne 
l?resM!Iertt's SUJrvemance Program 

(fS//SY!NFj-As a user of.PSP-derived infom1aticiri, the FBI disseminated leads-· 
tippets-to FBI field offices. Tippers primarily consisted 9f domestic telephone numbers 
and In:temet communications addresses thatNSA analysts .had detem1ined through 
metadata analysis were catmected to individuals invcHved with al-Qa'ida or its affiliates. 
Domestic telephone numbers represented the overwhehiling majority ofPSP-derived 
information contained in tippers. Tippers also provided information derived fi:om content 
collection under the PSP. 

(TS/lSI//:!'fF] The FBI's principal objective dtidng the earliest months of the PSP was 
to disse1uinate program infonnation to FBI field offic�s for investigation while prqtecting 
the source ofthe infonnation and the methods used to collectit. The FBI initially assigned 
responsibility for this to its ';felephope Analysis Unit (TAU), which developed procedutes 
to disseminate · . .  in a non-compmtmeilted, Secret� level 
format. the Electrmi.id Co:ttimuniCations (ECs) · included 
restrictions on how the . i.e., FBI field offices were to use the 
infom1ation ''for lead purposes only" arid nbtuse the irtfonnatiOil in legal m' judicial 
proceedings. 

(S//NF) The FBI's p�uticipatton in th.e PSP evolved over time as the program became 
Jess a tesponse to the September l l  attacks and mote a permanent surveillance 
capability. effecti · In ihe program, the FBI 
iriitia:ted · · maiiage its involveh1ent irt the 
PSP, In personnel-. 1 1Team 1011-to work 
full-time at the NSA to manage the FBI's pmticipation in the program. 

l O's prima1yresponsibility was to disseminate PSP infonnation 
··�.·��. �:: ,.. Cs to FBI field offices for investigation or other purposes. However, 
over time, Tean1 lO to paliicipate in the PSP in other ,vays. For example, Team 10 
occasionally submitted telephone nun1bers and Intemet commru1ications addresses to the 
NSA to be searched against the bulk metadata collected under the PSP. The NSA 
conducted independent analysis to deterrrilne whether telephone nuu1bers or Intemet 
c01mmmications addresses submitted by Team 1 0  met the standards established by the 
Presidential Authorizations. Teart1 l O  also regularly contTibuted to NSA's PSP process by 
reviewing draft repods ar�d providing relevant information fi:mn FBI databases. 

(8/INF) FBl 
by Team 10 under 
EG assigned-· "action, 

not required to investigate eve1y 
ect. Rather, the type of lead 

, 11 or 11for infoimation"-drove the 
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respons� to a tipper. 9 The vast maj activity related to P$P 
lnformatiqn.involved responding · m.1m:ber tippers that assigned 
action leads. Team 10 .genemlly leads for telephone ri.l.unbers that were not 
already ki1own to the FBI or telephone {lUIIlbers that Teatn 10 otherwise deemed a high 
�pdority, · that had a 

· 

a major FBI ; · · 

· · 

established; action 
obtain subscriber ation for the telephone ntlfi1bers 

within itsjurisdict�on and to conductaqy "logical investigationto detennine tenorist 
connections;,; Some agents complained that action leads lacked guidance about how to . 

make use ofthe tippers, which was ofparticular concem because agents were not confident 
VVJL.LLlJ.1\.llU·..,u •• 1V11.., provided sufficient predication to open national security 

to FBl procedures in 2003 addressed some FBI agents' 

FBIHeadquarters as�>limed 1'esponsibility from field offices 
fol'i�>suing security (NSLs) to obtain subscriber information 

telephone numbers and Internet communications addresses, 
the Attori1ey General issued. new guidelines for FBI national " "',...,.,r,1r.r 

created a new category of investigative activity called a "threat assessment. 11 Under a 
thrC�atassessment, FBI agents are authorized to investigate or collect information on 
itidividu�ls, gro1J.pS; and o · of possible · · · 

,·,. • t"'"'"'"t 

ptel secutity investigation. .BegiJmitl!l 
assigtu�d metadata tippers instructed field to cm1dq_ct 
assessments that FBI headquarters would issue NSLs to obtain subscriber 
infonnation. 

{SI!NF) In general, ru1 .FBI threat assessment involved searching several FBI; public, 
and coinmercial databases for infonnation about the tipped telephone number, and 
requestiri.g that various state and local government entities conduct similar searches. 
Sometimes these searches identified the subscriber to the telephone number before FBI 
Headquarters obtained the infommtion with an NSL. In otlier cases, the threat assessments, 
cont1nued after the field .office received the NSL results. 

b l ,  
b3,  
b7E 

b l ,  b3, 
b7E 

(Slll:'W) leads frequently were dosed after conducting a threat 
assessment interview with the subscriber and determining that there was no nexus to b l ,  b3, b?E 

ten·orism or threat to national secmity. fn other cases, the leads were closed b ased solely 
on the results of database checks . 

(8//NF) B FBI field offices were required to report the 
results of their threat assessments to FB! headquarters. FBI field offices typically repotted b l ,  b3, b7E 

all of the information that was obtained about the tipped telephone numbers, including the 
details of any subscriber intervievvs, and then stated that the office had detennined that the 

2 (S#NF) An action lead instructs an FBI field office to take a particular action in response. A discretionary lead 
allows the field office to make a determi.nation wheth�r the information provided warrants investigative action. A 
field office is not eXpected to take any specific action on a for information lead. 



3HOJ 

telephcme number did not have a nexus to tetmrism and considered the lead closed.. Much 
less frequently, fi.eJ<;l offices tepmied that a preliminary investigation was opened. 
Regatdless qfwhether anyHnks to intemation?i terrorism wt;:re i«;lentified ina threat 
assessment, the results of the threat assessments and the infonnation that was collected 
about �ubscribers geneta:Ily were teported to FBI headquarters artd uploaded to FBI 
databases. 

(UJ CIA Partici pation in the 
PresidS.nt's Surveil lance Program 





(TS//8I//1'ijl� The ODNI lG foun4 thatthe ODNI's primary role in the PSP was the 
pteparation of the t!u·eat assessments that Stu11htarized the al-,Qa'ida threat to the United 
States an4 were used to support periodic recj.uthorization ofthe pta gram. The ODNI IG 
found tha:t thet1treat assessments were drafted by experienced NCTC personnel who 

prepared the documents 1n a memorandum style folloWing an established DoJ format. The 
ODNli(} also detennined that the ODNI threat assessments wete prepared usipg 
evaluated. intelligence information chosen frmn a wide variety ofiC so1ltces. ODN1 
perso1meJ said that duting the period when the ODNI prep1lfed the tJi.reat assessments, the 
IC had access to fully evaluated intelligence th!l-t readily supported an assessment that 
al�Q<l'ida temaj];1ed !1 signij:19�1t threat tg th�'lJnib�cl State�. 

(Sii?W) The NCTC analysts said that they handle NSA surveillance infonrtation, 
including PSP infonnation, consistent with the stEtndard rules and procedures for handlh1g 
NSA ii1teltigence 1nfonnation ihcluding minimization of U.S .  person identities. Ori. those 
occasions when the NCTC analysts lmew that a particu1al' NSA intelligence product was 
derived from the PSP, the analysts told us they reviewed program infonnation in the same 
manner as other incoming NSA intelligence products . If appropriate, NCTC analysts then 
incorporated the PSP infonnation into analytical products being prepared for the Director 
of National Intelligence (DNI) and oilier senior intelligence officials. They identified the 
President's Terrorism Threat Report and the Senior Executive Terrorism Report as 
examples of the types of finished intelligence products that would, at times, contain PSP 
information. 



(U) the IPresiden�'s SurveiHamce IPrognuiu 
a mol the IForeogn !n�e!�igeil1ce Surrvema111ce Court 
(TS/,18JJ/NF) DoJ, initially with the FISC's concurrence and later at the coutfs 

direction� cieveloped and im.plemf)nteci procedures-referred to as "scl.libhing" 
procedures-to account for and make tbe court aware of instances when PSP.,.d,etived 
ltifoi:ni.ation waw�1eluded in FISAapplications. Lamberth required that all FISA 
applfcations that contained PSP-derived information, or that would result in simultaneous 
colleQtion agai11st particUlar targets under both the PSP and a fiSC otdet; [Je. filed with him 
only. Baker told us that Lambetih wml.ted to be informed ofapi)lications thatcontained 
PSI' information and of dual coverage situations. According to Baker, the scrubbing 
procedures were a means of meeting his ethical duty of candor to the FISC without 
disclosii1g the existence of the PSP to unclem·ed judges. 

(1'8//-811/NF] DoJ effectuated the scrubbing procedures py collipiling lists of 
information contained in initial and re11ewal FISA applications that was attributed to the 
NSA atid ofa11 facilittes targeted for electronic surveillance in the ;:t:pplications. These lists 
were setit to the NSA to determine Whyther any of the NSA-attributed informati<m was 
PSP�deriyed and whether any ofthe facilities also were targ;etedunderthe.PSP. The NSA 
con:trnunicated the resUlts back to DoJ, whi�h then filed the applications <vvith the. FISC 
cm1Sistent with the scrubbing procedures. · 

('fS/ISL1/NP) Kollar-Kotelly contitiued the procedures thathad been developed by 
B::tker and agreed to by Lamberth for handling FISA applications that contaii1ed PSP
deriveii in:fonnation. However, Kollar-Kotelly required DoJ to excise from FISA 
application,s any infonnation obtained or clerived. from the PSP. ButKollar-Kotelly also 
ihsi:ructed Balcer to alert her to any instances where an application's basis for the requisite 
probable cause showing undet FISA was weakened by excising PSP information. In suqh 
cases, K,o1lar-Kotelly would then assess the application with the knowledge that additional 
relevant information had been excised. 

(TS//SI//OC/NF) Kollar-Kotelly also instructed DoJ to discontinue the practice 
of ' 

· 

as a were 
the PSP. Baker told us that while Kollar-K.ote11y understood that 

instances of dual coverage would occur, she did not want to appear to judicially sanction 
P SP coverage. 

ET81/SI/f}iF) In March 2004, Kollar-Kotelly was infonued of operational changes 
made to tbe PSP following a dispute between DoJ and the White House about the legal 
ba�is for certain aspects of the program. Kollar-Kotelly responded by ilnposing an 
additional scrubbing requirement to further ensure, to the extent possible, that PSP,.derived 
infc:n1nation was not included in FISA applications. The FBI, in coordinatioil. with DoJ and 
NSA, was to detennine whether a facility included in a FISA application-notjust a 
targeted telephone nun1ber or Intemet communication address-also appeared in a PSP 
repbrt. Kollar-Kotelly permitted any such facility to remain in the application if if could be 

b l ,  b3, 
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de1nonstrated that the FBI had developed, independent of the PSP, ail investigative interest 
in the f<rciliiy; or that the FBl inevitably would have identified the facility hi question 
tlrrough normal investigative steps. An OIPR official who was responSible for discussing 
such cases with K.ciliar�I<.otelly told us that the judge. gei1erally accepted Dol's assessinent 
tha:tthere wa1> a no11-PSP investigative. basis for a facility in question, or that the facility 
inevitably would have been discovered even in the absence ofJ;>SP-derived leadsto the 
fBI. 

(Sil.NF) Imple.r;nenting the scrubbing procedures, both under Lamberth aud Kollar
Kotelly, was a complicated and time-consuuiing endeavor for OIPR staff. Baicer, who 
un,til March 2004 was the only individual inOIPR read into the PSP, found himself having 
to ask OIPR attorneys to compile infonnation about their cases,. and sometimes to make 
changes to their PISA applications, without being able to provide .an explanation other than 
that he had spoken to the Attomey General and the FISC about the situation. Baker 
regularly told attorneys that they did not have to sign applications that they \Vere not 
comfortablewith, and, in some instances, intemational teirorism cases had to be reassigned 
for this l'easoh. 

(S/INF) The situation was fi.1rther cqmplicated by the fact that, until August 2003, 
only one of the hvo DoJofficials authorized by statute to approve FISA applications
Attorney General Ashcroft and Deputy Attorney Gene�·al Larry Tlmmpson-wasreacl into. 
the PSP. Thompson, who served as Deputy Attorney General f1'om May 2001 to August 
2003, was never read into the PSP, despite Ashcroft's request to the White House. 

-tT'I:ffl!'fffA'.l+A- Similarly, Kollar-Kotelly, who by November 2004 was handling 
pex:ceJJ.t of all FISA applicatious as a result of her requirement that 

scrubbed flled with her bnly, .made .unsuccessful requests for additio.nal 
FISC judges to be cleared for the program. Kollar-Kotelly decided in Noveinbet 2004 that 
ih Vie'v of the scrubbing procedures that were in operation, intemational te1rorisni FISA 
applications could be decided by other judges based on the information contained in the 
applications. 

(TSNSI//NP) DoJ, together with the FBI and the NSA, continue to apply the 
scrubbing procedures to intemational teiTorism FISA applications. Since January 2006, 
all members of the FISC have been briefed on the PSP and all ofthe judges handle 
applications that involve the issue of PSP-derived infonnation. Although comp Iiance with 
the scmbbing procedures has been burdensome, we did not find instances when the 
government was unable to obtain FISA surveillance coverage on a target because of the 
requirement. However, the DoJ IG concluded that once the PSP began to affect the 
fi.tnctioning ofthe FISA process, OIPR and the FISC effectively became part of the PSP�s 
operations, and more OIPR staff and FISC judges should have been read ·into the PSP to 
address the impact. Instead, access to the PSP was limited for years to a single OIPR 
official and one FISC judge. 



(U) Discovery �ssues Associateol Wuth 
the PresidJen�'s Sui!'Vei!lance PmgrBJm 

(tS//STLW#SI//00/t-W) iJo.l was aware as early ill.formatibll collected 
tlnd,er th� PSP c.c�1:t,.Ud have impJications . for DoJ' s litigation responsibilities under Rule 16  of b 1 ,  

F e,d.�tl1lfl R�i�;;:;;� of (J:d�t:&naH�nJ;;:;·(::d'rrr,;:; ;[l'lld Br�:r!;fy v. 
· · b 3, 

(S/INF) No boJ attorneys .with terrorism prosect1tionrespoi1sibillties wereread into 
the PSP until .mid-2004, and as a result, DoJ did not have access to the advice of 
who were best equipped to identify .and examine ·discovery issues 

· that, since 

�[j(J.:::('ft:i.t�OI1::���. f.:•::O;r:t'D�'�5m ��¥.'•(;�;�r.:;;;,:mt[,(f;n::.;; Cfll!:'i3:[Ui�y 
must re-examine past cases to see whether potentially discoverable but W1disclosed 
Rule 16 or Brady material was collected by the NSA, and take appropriate steps to ensure 
that it has complied with its discove1y obligations in such cases. The DoJ IG also 
reoomntends that DoJ, in coordination with the NSA, implement a procedure to identify 
PSP-derived information that may be associated with international terrorism cases 

b6, 
b7C, 
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b l , 
b3, 
b6, 
b7C 
b7E 



ci,irrently pending or likely to be brought hi the fuh1re and evahmte Whyther such 
information should be drsclosed in light ofthe government's discovery obligations under 
R-ule 1 6  andBrac(y. 

(U) LEGAl; R.EASSISSSWJE!\lT OF THE: 
PRESBDEINT'S SURVEiU..oANCIE; PROGRAM {2003 - 2004) 

lecH¢n 

(TS!/SiffNF) Yoo was the sole OLC attorney whO advisedAshcroft and Whi,tei-Iouse 
offi�ials on the PSP from the program's ilwvption in October 2001 tlu.-ough Yoo;s 
resignation from DoJ in May2003. Upon Yoo' s depatfure, Patdck :Ph1lbinwas selected by 
th.e White House to he read into the PSP to assumeYoo' s role as advisor to the. Attorney 
Ge11.eral concerning the program. 

('rSt/SL'It'W) Philbin told us that ·vvhen l1e reviewed Yot>i s legal memorandums about 
the . .  PSP, he realized that Yoo had omitted froni his analysis any reference to the. EISA 
ptovisiol1 allowing the interceptfmi ofelectrohic comirrimications without a wan·ant for a 
period ofl5 days following a Coiigressional declaration. of war. (SeeSO U.S.C. §. 1811;) 
Philbin st?,t�dthat Yoo•s OLG opinions WeL'e premised Oi1 the assumption thatFISA did 

:apply trJ; Wr.i!:tiinr�·(��·�r�ti.>rJr.��� iit� �"!��r��iii!;��tl:on th�t ft.�Cn1'l Phi�biilii '::> p·:;;;�':�p;;;;i•btbte 



analysis supporting the' PSP but pro'bably not with the C\Jrtc , ,, , , , i'Stached, [lnci h;;:; 
therefor� adyised ;Ashcroft to continue to certify the program •'as to form and legality�" 
Philbin also reconunt;:nded that a new OLC memorandum assessing the legality of the PSP 
be, drafted, and with Ashcroft's concurrence he began drafting the ntemorand1..un. 

(U) A New Legal Basis for the Program ITs AdoiPted 
(SJ/NF) Goldsmith was sworh in, as the Assistant Attomey Ge11eral for OLG on 

6Qcto1Jet ?003, replacing Bybee, who had, left that position several months earlietto serve 
as g.judge on the U.S. Comi ofAppeals forthe Ninth Circuit. Philbintolclus tha,the 
pnissedhardto ha;ve Goldsmith read into the PSP, and that Adclington told Philbin ht:l 
wo,l.lld bave to justify the request before Addh1gtort wouLd take it to the President for a ,  
dec�sioil. Addi11gton.subsequently read Goldsrrtith into the program on 
L7 November 2003 . 

reviewing Yon's memorandums and Philbin's new draft analysis 



not · within any ofthe exceptions to this requirement. 
Goldsmith later hi a 6 May 2004 legal memorandum reassessing tbe legality of the 
program thata .Proper analysis of the PSP "must not consider J;ISA in isolation" but rather 
limst consider \Vhether Congress, by authorizing the use of military force against al-Q�'ida, 
also "effectively exempts'' such surveillance from FISA. Goldsmith believed that this 
teadi;hg of1:he .AUMF was con·ectbecause the AtJMF anthorized the President to use "all 
necessm'y !;ind appropriate forcelj against the enemy that attacked the United States Oli 
1 1  S�ptm.nber 2001, and to "prevent any future acts ofinternational terrorism against the 
United States'; by such enemy-authority that has long been recognized to include the use 
ofSIGINT as a· military tool. Alternatively, .Goldsmith reasoned that even ifthe ADMF 
did not exerrtpt·surve'illahce tinder the program from the restrictions imposed by FISA, the 
q11estion was .stiffici'ently ambiguous to warrant the application ofthe doctrine of 



(TS//8I//:NI1) In late2003, Philbin and Goldsmith were the only t\vo DoJ offioials in a 
position to brief the Attorney Gerier!ll ai1d White House officials on th� status ofthei.r legal 
rell,!)E)essli1ent and its potential ramifications for the operation ofthe program. Goldsmith 
advised. Ashcroft that, despite· concerns about .the program, Ashcroft shot.lld certify the 
9 December 2.0Q3l'residential Authorization. Goldsmith lll.ter advised Ashcroft to certify 
the 14 January 2004 authorization as well. Goldsmitlitold us that he made these 
recOm1Tlendations to Ashcroft with the caveat that although he believed.Y oo' s 
memorandums to be flawed, Goldsmith ha.d not yet concluded that the progtam: itself was 
illegal. 

{U) Department of Justice OWcia�s Conwey 
Co�n.cems About the Program to the White House 

(TSJ/SI//t'W) In December 2003, Goldsmith and .Philbin met with Addi11gton and 
Gonzales at the White House to express their growing concems aboutthe legal 
underpinnings for the program. Goldsmith said he told then1 that OLC was not sure the 
program could sul'vive .in its cunent form. According to Goldsmith's contemporaneous 
notes of these events, these discussions did not contemplate an intenuption ofthe program, 
although the White House officials represented that they would "agree to pull the plug" if 
the problerrts with the program were found to be sufficiently .serious. Goldsmith told us 
that the White House-typically through Addington-told him "several times;; that it 
would halt the progrru.n if DoJ found that it. could no the legally supported . .  

('fS//SI//NF) On 18 December 2003, Goldsmith met �gainwith Addington and 
Gonzales and wrote in his · notes that during this meeting he conveyed with '�more force'i 
his "$erious doubts and the lleed to get more help to resolve the issue [as soon as 
possible] ." Goldsmith told us that during this meeting he also asked to have Deputy 
Attorney Geiieral Ccimey read into the program. According to Goldsmith's notes, 
Addington and Gonzales ''bristle[ d)" at that suggestion .. Goldsn::lithtold us that he 
reqiJ.ested that Corney be read in because he believed he would need Coniey's assistance to 
help "make the case" to the White House that the program was legally Hawed . .  In addition, 
he said he wanted Corney read in because, as the Deputy Attomey General, Gamey was 
Philbin's direct supervisor. 

(TS,/fSV/NF) Goldsmith's efforts to gain the White House's pennission to have 
additional attorneys, and especially Corney, read into the program continued through 
January 2004. According to Goldsmith's notes, both Addington and Gonzales pressed 
Goldsmith on his reason for the request and continued to express doubt that additional DoJ 
pe.rsonnel were needed. However, in late January 2004 the White House agreed to allow 
Corney to be read in, and Comey was briefed into the PSP on 12 March 2004 by Hayden. 



(8/llW) A:ftethis briefing, Comey discussed the program with Goldsmithj Philbin, 
and other DoJ officials, and agreed that the concerns with Yoo's legal analysis we1'e well� 
founded.12 Comey told us that of particular concem to him and Goldsmith was the notion 
that Yoo � s legal analysis entailed ignoring an act of Congress, and doing so without full 
Congressio11al notification. 

(U) Conflict Between the Department of JusticE? 
amd the White House Over the Program 

(U} Comey told us that he met with Ashcroft for lunch on 4 March 2004 to discmss 
the. PSP, and that Ashcroft agreed with Comey and the> other PoJ officials ' assessment of 
the potei1tial legal problems with the program. Three hours after theirluneh 111eeting, 
.Ashcroft became ill and was admitted to the George Washington Univetsity Hospital,l3 On 
S March 2004, Goldsmith advised Comey by memorandum that under the circumstances .of 
Ashcroft's·medical condition and hospitalization, a ''clear basis" existed for Comey to 
exercise the authorities of the Attomey General allowed by law as Deputy Attorney 
General or ActingAttorney GeneraL The "cc" line of Goldsmith's memorandum to 
Gamey indicated that a copy of the memorandum was sent to Gonzales. 

(TSlfSIIIl>tFJ On 5 March 2004-six days before the Presidential Authorization then 
in effect was set to expil'e-Goldsmith and Philbin met with . 

oo's prior OLC opiliions "covered the program.'' 
Philbin told us that Gonzales was riot requesting a new opinion that the program itself was 
legal, but only a letter stating that the prior opinions had concluded that it was. 

12 (TS//SI/lOC/NF) :rhe other officials included Counsel for Intelligence Policy Baker, Counselor to the Attorney 
Genenil Levin, and Corney's Chief of Staff Chuck Rosenberg. Both Levin and Rosenberg had been read into the 
PSP while at the FBI. Corney also discussed DoJ's co11cems about the legality of the program with FBI Director 
M!leller on 1 March 2004. Mueller told us that this was the first time he had been made aware of DoJ's concerns. 

13 (U) Ashcroft's doctors did not clear Ashcroft to resume his duties as Attorney General until 3 1  March 2004. 



(TS/ts:r//Nl?) As a result of Gonzales' s  request, Goldsmith,. Philbin, and Comey re
exainiiled Yoo's memorandums with a view toward detennining whether they adequately 
desbdbed the actual. collection activities of the NSA under the Presidential Authorizations. 
They conclttded that the memorand�ms did not. According to Goldsmith; the conclusion 
th .; · '  ·me:morandllll1S failedto accurately describe, let alone provide a legal ®a1ysis 
of lneant that OLC could nottell the White House that the 
prmgratn cou con mue u uthority of those legal memorandums. 

('TS//SI//NF) On 6 Ma:rch 2004, Goldsrttith and Philbin, With Comey's concurrence, 
·· to. with and Gonzales · 

Additigton andGon.zales · they would get backwith us.'' On 
S¥nday, ?March 2,004, Guldsmith. and Philbin met again with Addington and Go�ales at 
the Wh.ite Ho1lSe. According to Goldsmith, the White House officials infonnedGoldsmith 
�ncLJ?llilbin that they disagreed 1-vith their interpretation of Yoo 's memoranduuts and 011. the 
need to cl1al1ge the scope of the NSA's collection underthe PSP. 

iSh4W;} On 9 March 2004, Gonzales called Goldsmith to the White House in an effort 
to persuade him that his criticisms ofYoo' s · 

· · · 

. for the 

After Joiasl1l1l 
get past the expiration ofthe current Presidential Authorization on 1 1  March 2004. 
Gcmzalesreasoned thatA�hcroft, who was still hospitalized, was not in any conclitioll. to 
sig1,1 arertewal of the authorization, and tl1at a "3 O�.day bridge" woul'd move the situation to 
a pointwhei'e Ashcroft would be well enough to approve the program. Goldsm:ith told 
Gonzales he could not agree to recommend an extension because aspects ofthe program 
lacked legal support. 

(TSI/SI/fNF) At noon on 9 March, another meeting was held at the White House irt 
Card's office. According to Mueller's notes, Mueller, Card, Vice President Cheney, 
Deputy Director of Central Intelligence John E. McLaughlin, Hayden, Gonzales, and other 
llilspecified officials were present. Comey, Goldsmith, and Philbin were not invited to this 
meeting. After a presentation on the value of the PSP by · it was 

to the group that Corney "has problems" Wl 
Mueller's notes state that the Vice President suggested that may 

to reauthorize without [the] blessing ofDoJ," to which Mueller responded, "I could 
ha.Ye a problem with that," and that the FBI would "have to review legalit-y of continued 
participation in the progran1 ... 

(T£//81!/NF) A third meeting at the White House was held on 9 .March, this time with 
Comey, Goldsmith, and Philbin present. Gonzales told us that the meeting was held to 
make. sure that Comey understood what was at stake with the program and to demonstrate 
its value. Comey said the Vice Presiden� stressed that the program was "cr�tically 



rilodifib!ition. 
(8//NF) Gonzales told us that after President Bush was advised of the results of the 

9 1vfarch meetings, he instnrcted the Vice Pres.ident on the morning of 10 Match to call a 
meeting with Congressional leaders to advise them ofthe impasse with Dol That 
afternoon, Gonzales and other White House and IC officials, including Vice President 
Cheney, Card, Hayden, . McLaughlin, and Tenet, convetied an "emergency meeting" with 
Cougress�onal le.aders in the White House Situation Room. The .Congressional leaders in 
.attendance were Se11ate Majmity and Minority Leaders William H. "Bill" Frist and 
T1Iom�s k Daschle; Senate Select Committee on Intelligence Chahman Pat Robe1ts and 
Vice Chainnan John D. Rockefeller, IV; Speaker of the House J. Dennis Hastett and House· 
Minority Leader Nancy Pelosi; and House Perrl1anent Select Committee on Intelligence 
Chair Po1ter Goss and Ranking Member Jane Hannan. No DoJ officials were asked to be 
present at the meeting. 

(S/fNFJ: According to Gonzales's notes ofthe meeting, individual Congressional 
leaders expressed thoughts and coi1cerns related to the program. Gonzales told us that the 
consensus was that the program should continue. Gonzales also said that following the 
meeting with Congressional leaders, President Bush instmcted him and Card to go to the 
Goorge Washington University Hospital to speak to Ashcroft, who was in the intensive 
care uiiit.recovering from surgery. 

(U) According to notes from Ashcroft's FBI security detail, at 1 8 :20 on 
10 March 2004, Card called the hospital and spoke with an agent in the security detail, 
advising the agent that President Bush would be calling shortly to speak with Ashcroft. 
Ashcroft's wife told the agent that Ashcroft would not accept the calL Ten minutes later, 
the agent called Ashcroft's Chief of Staff David Ayres at DoJ to request that Ayres speak 
with Card about the President's intention to call Ashcroft. The agent conveyed to Ayres 
Mrs. Ashcroft's desh·e that no calls be made to Ashcroft for another day or two. However, 
at 1 8 :451 Card and the President called the hospital and, according to the agent's notes, 
"insisted on speaking [with Attorney General Ashcroft] ." According to the agent's  notes, 
Mrs. Ashcroft took the call fi·om Card and the President and was inf01med that Gonzales 
and Card were coming to the hospital to see Ashcroft regarding a matter involving national 
security. 

(U) At approximately 1 9 :00, Ayres was advised that.Gonzales and Card were on their 
way to the hospital. Ayres then called Comey, who at the time \vas being ddven home by 
his security detail, and told Corney that Gonzales and Card were on their way to the 



hospital. Corney told his driver to take him to the hospital. Accotding to his May 2007 
testimony before the Senate Judicia1y Committee, Comey then called his Chief of Staff, 
Chuck Rosenberg, and directed him to "get as many of my people as possible to the 
hospitallinmediately." Comey next called Mueller and told hjm that Gonzales and Card 
were on their way to the hospital to see Ashcroft, and that Ashcroft was- in no condition to 
receive visitors, much less make a decision about whether to recertify the PSP. According 
to Mueller1s notes, Comey asked Mueller to come to the hospital to ''witness [the] 
condition of·AG." Mueller told Corney he would .go to the hospital right away, 

(U) Corney arrived at the hospital between 1 9 : 10 and 19 :3 0. Comey said he began 
speaking to Ashcroft, and that it was not clear that Ashcroft could focus and that he 
"seemed pretty bad off.1' Goldsmith and Philbin also had been summoned to the hospital 
aild an'ivedwithin a few minutes of each other. Comey, Goldsmith, and Philbii1 met 
briefly in an FBI "command post" that had been set up in a room adj acent to AshcrofJ:1s 
room. Moments later, the command post was notified that Card and Gonzales had arrived 
at the hospital and were on their way upstairs to see Ashcroft. Corney, Goldsmith, and 
Philbin entered Ashcroft's room and, according to Goldsmith's  notes, Comey and the 
others advised Ashcroft "not to sign anything." 

(U) Gqnzales and Card entered Ashcroft's hospital room at 19 :35 .  Gonzales told tts 
that he bad with him in a manila envelope the 1 1  March 2004, Presidential Authotizatkm 
for Ashcroft to sign, According to Philbin, Gonzales first asked Ashcroft how he was 
feeling. Ashcroft replied, "not well." Gonzales· then said words to the effect, ''You lmow, 
there's a reauthotization that has to be renewed . , .. " Gonzales told us that he may also 
have toid Ashcroft that White House officials had met with Congressional leaders "to 
putsue a legislative fix." 

(TSmH/INF) Comey testified to the Senate Judiciary Committee that at this point 
Ashcroft told Gonzales and Card "in vety strong tenns" his objections to the PSP, which 
Corney testified Ashcroft drew from his meeting with Comey about the program a week 
earlier. Goldsmith's  notes indicate that Ashcroft complained in particular that NSA's 
collection activities exceeded the scope of the authorizations and 1he OLC memorandums . . 
Corney testified that Ashcroft next stated: 

"But that doesn't  matter, because l'm not the Attorney 
General. There is the Attorney General," and he pointed to 
me----.:1 was just to his left. The two men [Gonzales and Card] 
did not aclmowledge me; they tumed and walked :fi.·om the 
room. 

(U) Moments after Gonzales and Card departed, Mueller arrived at the hospitaL 
Mueller met briefly with Ashcroft and later wrote in his notes, "AG in chair; is feeble, 
barely articulate, clearly stressed." 



(D} Before leaving the hospital, Co.riley received a call li:mn Card, Comey testified 
that Carel was very upset and demandedthat Comey corrie to the .White House 
immediately. Comey told Catd that he would meet with him, but not without a witness, 
and that he ihtended that witness t9 be Solicitor General Theodore B. Olson . 

. (U) Comey and the other boJ offici a Is left the li.ospita1 at 20: lei and met atDoJ. They 
were joined there by Olscni. During this meeting, a call came .. from the Vice .President for 
Olson, which Olson took on a secun� line in Comey;s office while Comey waited otitside. 
Corney told us he believes the Vice President effe(j.itively .read Olsot1 :h1to the 1n'ograni 
during that conversation: Comey and Olson then �ent to tl;�e White. House at about23 ;QO 
that evening �i.nd met with Gonzales and Carel. G6nzales told us that little more was 
achieved at this meeting than a general acknowledgement that a "sHuationii continued to 
ef{ist beqause ofthe disagreement between DoJ aJldthe White. House rega-rding the 
program. 

(SHNF) White !House Counsel Certifies 
Presidential Authorit:ation Without 
Department of Jl!lstice Concurrence 

(T81/STLW//SI//OC!NF).. On the n1orning of llMarch 2004, with the Presid.eutial 
Authckization set to. expire, President Bush signed a new authorizatiolt fm: the PSP. Iii. a 
departure il'om the past practice of having the Attomey General certify the authorization as 
to fqi:m and legality, the 11 March .authorfzation was certified by White House Cou�sel 
Gonzales. The U March authorization a:Iso differed.markedly fi·om prior authorizations in 
three other: respects. 

(TS/ISTVN//SJJ/OCI:NF) The first significant difference between the 1 1  Match 2004 
.Presidential Authorization and prior authorizations was the President's explicit assettion 
that th� exercise of his Article IT Commander-h1-Ghief authority''displace[s] the proVisions 
oflaw,. including the .Foreignintelligence Sul'Veillance Act.artd chapter 119 ofTit1e 18 of 
the United States Code (including 1 8  U.S.C. §2.51 1 (f) relating to exclusive means), to the 
extentof any conflict between the provisions and such exercises under Article II." 
Subsequent Presidential Authorizations did not include this :particular language. 

(TSI/STLW//SI//00/NF) Second, to narrow the gap between the authority given on 
the face of prior authorizations and the actual operation of the program by the NSA, the 
tenus goveming the collection of telephony and Internet metadata w·ere clarified. The 
underlying language for "acquiring" both telephony and Internet metudata remained as it 
had been, giving the NSA authority to "acquire" the metadata: 



when (i) atleast one pru.tyto such conummication is outside 
the UnitedStates, (ii) no party to such communication is 
lmo:Wn to be a citizen of the United States, or (iii) based on 
the factual .and practical considemtions of everyday life on 
which reasonable and prudent persons act, there are specific 
and articulahle facts givingteason to believe that such 
conimunication relates to international terrorism, or activities 
in preparatio�1 therefor. [Presidential Authorization, 
1 1  March 20041 para. 4(b).] 

However, this language was now qualified by the following t\vo subparagraphs: 
(i) the Department of Defense may obtain andretain 
header/router/addressing-type 

ng
type i:nfonnatiori1 including telecommunications dialing-type 
data, shall occur only in accordance with this authorization; 
and 
(ii) header/router/addressing-type informatioil, includ.irtg 
telecomrnqnications dialing-type data, is "acquired" for 
purposes ofsubparagraph 4(b) above when, and only when, 
the Department ofDefense has searched for and tetrieved 
such headerlrouter/addressing�type infonnation, inclllding 
telecommuni�ations dialing-type data (and not when the 
Departnie11t obtains ·such header/ranter/addressing-type 

data, 

retention). [Id. at pat·a. 4(b)(i) & (ii).] 



(1'81/EWf.NF) 'll1c third departure from pdonmthodzations was the itwlusion of a 
state.rhentthat Htl1e Attorney General of the United States approved as to form and legality 
[aU _prior PrcsidentiaLAuthorizations] authorizihg the same activities as are extended by 
this authori

.
zati.on," (Id. at para. 10.)1 ·� 

(TSI/SJ!!INF) Card informed Cmneyby telephone on the mornjng of l l  March2004 
tlm:t the President had signed the new authorization that nwming. At approximately 12:00, 
Gonzales called Goldsmithto info1111 hint that the President, ii:dssuing the auiliotiza:tion, . 
had made an int¢rpretation of law coL1cerning his authorities and that DoJ should not act in 
contradiction of the PreSident; s determinations. 

(TS//£11/NF) Also at 12:00 on 1 t March, Mueller metwith Card at the WhiteHouso. 
According to Mueller's .notes, Card summoned Mueller to his office to bring Mueller up� 
to-date on the events of the preceding 24 hours, including the briefing of the Congressional 
leaders the prior aftemoon and the President's issuance of the new authorization without 
DoJ' s cettification as to legality. In addition, Card told Mue Uer that · if no "legisl ative fix'' 
could be found by 6 May 2004, when the l l  March authorization \Vas set to expire, the 
progtatn would be discontinued. 

(TS//Stl�� According to Mueller's notes, Card aclmowledged to Mueller that 
President Bush had sent him and GmlZales to the. hospital to seek Ashcroft's certification 
for the 1 1  Ma(ch 2004 authorization, but that Ashcroft had said he was too ill to make the 
determination andthat Comey was the Acting Attomey General. Mueller wrote that he 
told Card that the failure to. have DoJ representation at the Congressional briefing and the 
attempt to have Ashctbft certify the authorization without going through Cotney «gave the 
strong perception that the [White House] was trying to do an end nm around the Acting 
[Attorney General] whom they 1meWto have serious ecmcems as to the legality of portions 
ofthe program.'1 Card responded that J1e and Gonzales were unaware at the time ofthe 
hospital visit that Con1ey was the Acting Attorney General, and . that they had only been 
following the directions ofthe President. 

(S//NF). Several senior DoJ and FBI officials, including Comey, Goldsmith, and 
Mueiler considered resigniilg after the 1 1  March 2004 Presidential Authorization was 
signed without Dol's  concuiTence. These officials cited as reasons for considering 
resignation the manner in which the White House had handled its dispute with DoJ and the 
treatment of Ashcroft, among other reasons. 

(S/INF) On 1 2  March 2004, Mueller drafted by hand a letter stating, in part: "[A]fter 
reviewing the plain language of the FlSA statute, and the order issued yesterday by the 
President . . .  and in the absence of further clarification of the legality of the program fi.·om 
the Attorney General, I am forced to withdraw the FBI :fi:om participation in the program. 

�� � � -��-,_____--=._� -�-=---- =----=:::: -- -=---==----�---=-=� ----- - -- - - - �� �----------=--�--=�..===..----=-�-, ---- �----=---- =- - �-- ---= 
, )(�i] - - � =  

- - - - - - - - - - - - - -

�- __ -:___ �� �=- -=- - - � � - _- -- _ - -
- - - - - - - - _

_ - - -- - - - - --



Furthet', .should the President order the continuation ofthe FBI's participation inthe 
program, artd in the absence offurther legal advice fl"om the AG, � would be constrained to· 
resign as Director ofthe FBI." Mueller told us he planned on having the letter typed ahd 
then tendering it, hli.t that based on subsequent events his resignation was not necessary. 

(TS//S1'/NF] M�teller sent Comey a memorandum seeking guidance on how the FBI 
shoulcJ.ptoceed in light of developments related to the Presidential Authorizations. The 
mel11orandum asked whether FBI agents detailed to the NSA to work 9n the PSP 

· 

shcmld · · and • based 
and nuv•uvJ. 

(D) Ort the moniihg of 12 Match, Corney and Mueller atte11dedthe regular daily 
threat briefing with the President in the Oval Office. Comey said that, following the 
btiefing,.President Bush called him into the Presidentis private study for. an "unscheduled 
meeti)1g." Cqmey told the President of Do.T' s legal concems regarding the PSP. 
Accordhig to Coniey, the President' s response indicated that he had not been fully 
h1fom1ed ofthese·con,cerns. Co�ney told the President that the President's staff had been 
advised ofthese issues "for weeks.'' Accordi:i1g to Comey, the President said that he just 
nee.ded initil May 6 (the date of the next authorization), and that if he could not get 
Congress to fix FISA by then he would shut down the program. The President emphasized 
the :hnportartce ofthe program and that it 1'saves lives." 

(TS//8I/IJ)W) The President next rnet with Mueller. According to .Mueller's notes, 
Mueller totd the President of his concerns regarding the FBI's continued participation in 
the program without an opinion from the Attorney General as to its legality, and that he 
Was considermg resigning if the FBI were directed to continue to participate without the 
concurrence of the Attoniey General. The President directed Mueller to meet with Comey 
and other PSP prim:ipals to address the legal concerns so that the FBI could continue 
paiiicipating in the program "as appropriate under the law." Comey decided not to direct 
the f!3lto cease cooperating with the NSA in conjunction with the PSP. Comey's decision 
is docUiri.ented in a one-page memorandum from Goldsmith to Corney in which Goldsmith 
explained that the President, as Commandet-inwChief and Chief Executive with the 
constitutionalduty to "take care that the laws are faithfully executed," made a 
detennination that the PSP, as practiced, was lawful. Goldsmith concluded that this 
detennination was binding on the entire Executive Branch, including Corney h1his 
exercise ofthe powers of the Attomey General. 

(TS//Sih'NFj- The same day, an interagency worldng group was convened to continue 
1:eanalyzing the legality of the PSP. In accordance with the President's directive to 
Mueller, officials from the FBI, NSA, and CIA were brought into the process, although the 
OLC maintained the lead rol e. On 1 6  March 2004, Comey drafted a memorandum to 
Gonzales setting out Comey's advice to . . 

b l, b3, 
b7E 



"serious issues" about 
CongtessionaJ ·• where basis.for the program is the 
President's decision to assert his authorityto ovenide all. otherwise applicable Act of 
Congress," 

(U) Gonzales tepliyd by letter on the evening of 16 Ma.rch. The lettet stated, .in part: 
Your memonmdum appears to have been based on a 
misunderstanding of the President's expectations regarding 
thtl conduct ofthe Depatiment of Justice. While the Pl'esident 
was,. and remains, interested in any thoughts the Departmetit 
of Justice may have on altemative ways to achieve effectively 
the goals ofthe activities authorized by the Presidential 
Authorization of March 1 1 , 2004, the President has addressed 
definitiVely for the Exect�tiveBranch in the Presidential 
Authorization the interpretation ofthe law . 

. , .:· . ·. :·· . 

Pte�idential Authorization. 

(TS//STLW//SI//00/NF) On 19 March 2004, the President signed, and Gonzales 
certified as to form and legality, a modification of the 1 1  March 2004 Presidential 
Authorization. The modification made two significant changes to the cun-ent authorizatibn 



(S//NF� On 6 May 20041 Goldsmith and Philbin completed an OLC legal 
memorandum assessing the legality ofthe PSP as it was then operating. The memorandum 

l:ltated that the AIDIIF passed by Congress shortly after the attacks of 1 1  S eptember 2 00 1 
gave the Ptesident authority to use both domestically and abroad "all necessary and 
appropriate fotce/' including SIGINT capabilities, to prevent future acts of international 
telT.Orism against the United States. According to the memorandum, the AUMF was 
properly read as an express authorization to conduct targeted electronic surveillance 
ag�stal-Qa'idaand its affiliates, the entities responsible for attacking the United States, 
thereby supporting the President's directives to conduct these activities undee the PSP. 
J\ifuch ofthe legal reasonmgin the 6 May 2004 OLC memorandum was publicly released 
by Dol in a "White Paper"-· ''Legal Authorities Supporting the Activities ofthe National 
Security Agency Described by the President"-issued on 19  January 2006 after the content 



collection,. portion oftht;: program was reveale.d in The New York Times and publicly 
tonfiti:i:1�d by the President in December 2005. 

(U) Restr[ctiorns on ,Access �a �he 
President's SurveiU<:(nce l�rogram 
�mpedeol Department of Justice legal  Review 

. ('TS//SJ#OC!:NF) The DoJ IG found it extraordimiry and inappropriate that' a single 
DoJ attomey,John Yoo, was relied upon to conduct the .initial legal assessmeutofthe PSP, 
and that the lack of oversight and review of Yoo's work, which was contrary to the 
customary practice of OLC, contributed to a legal $.na�ysis Of the PSP .that, at a, minimum, 
was factually flawed. Deficiei1cies in the legal memorandums became ap}Jare}lt onc.e 
additional DoJ attomeys were .read into the progrpm in2003 and those attomeys sought a 
greater understanding of the PSP' s operation. The White House's strict contTO]s over 
mx:ess to .the J?SP undel'mined DoJ' s ability to ptovide the President the best available 
advice,about the.program. The DoJ !G also concluded that.the circumstances. plainly 
caltedfor additional DoJ resources to be applied to the legaLteview ofthe program� and 
that it was th.e Attomey General's tesponsibilityto.be aware of this need and to take steps 
to address it. However1 the DoJ OIG could notdetennme vvhether Ashctoft.aggressively 
squght additional read.,. ins to assist with DoJ's legal review of the program prior to 2003 
because Ashcroft did not agree to be interviewed. 

(U) TRANSITION OF PRESIDENT'S SURVEILLANCE 
PROGRAM ACT£VITIIES TO FOREIGN INTELLIGENCE 
SURVEILLANCE ACT AUTHORITY 

{TS/l.S!/lNF) lnternet M!:ltadata Col lection 
Transition to O peration Under FISA Authqrity 

a A proposed order authorizing the collection activity and secondary orders 
mandating carriers to cooperate. 

o A declaration by Hayden explaining the teclmical aspects ofthe proposed 
Intemet metadata collection and identifying the govemment official 



seeking to use the pen register and trap and trace (PR!rT) devices cove1'ed 
by the application for purposes of 50 u.s.c. § 1842(c)(1J. 

by Tenetdescribing the threat posed 
the United States. 

· 

� Acertificatioil from Ashcroft stating that the infbrmation likely to be 
obtained from the PRitT devices vias relevant to an ongoing investi.gation 
to protect against in:ternatiopal terrorism, as required by 
50,U.S.C. § 1842(c). 

0 A met11orandum Of law and fac;t in suppmt ofthe application. 

appuv<H.LU'.LL l't�orleseme.a. 
was "overwhelniingly that at least one end ofthe tra·nsrmtltea 

eoJllltllUI:.LlQELtlCIP either originated in or was destined for locations outside the United States, 

fFS/lST/'lrff-t,,::ffioo u_pplk:iii�ia�·� pn#pu�\}d -��Uo.,.vir:,g !! 1·\ NSA 
database. The NSA a11alysts were to be briefed by NSA OGC personnel conceming the 
circumstances under which the database could be queried, and all queries would have to be 
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�pproved by ohe ·Of seven senior NSAofficials. The applicqtion proposed that q]leries of 
theinte:rnetlttetadata archive would be perfom1ed when the Internet commuhication 
adch'ess metthe following standard: 

[B]ased on the fact1.ml and practical considerations of _ 

eve1yday life on which reasonable and prudent persons act, 
there are facts giving rise to a reasonable articulable suspic1on 
that a · · is assoCiated With 

-+�'"h?H:H-bl-bf-.I:'H:'-r The applicationand silpporting "'1-1'"-u��.,_,�,, 

iilt�11d¢d. to use the Internet JJJ.etadata to develop contact . · 
The NSA estirnated that its quedes ofthe database would 
to the<FBI and CIA each year. Of these tips, the NSA p�ojected that · percent would 
ilwlude U.S.  person infonnation, amounting to leads including infmma:tion on about ''four 
to five U.S. persons each month." 

('1;'q//-8L'f.NJ.?) On 14 July 2004, Kollar:"Kotelly signed a Pen Register and Trap and 
Trace Opinion arid Order (PRITT Order) based on her findings that the proposed collectimi 
ofTnterriet metadata and the goverrunent's proposed controls over and. dissemination of 
this,infonnation satisfied the requirements ofFISA. The. PRITT Order, which grantedthe 
governmenes application in all key respects, approved 

· 

· 

the United States of Internet ,u ..... ,.uuu 

(TSI/SII/NF) The PRITT Order also required the government to coinply with certain 
additional restrictions and procedures either adapted fi·om or not originally proposed in the 
appli9ation. !he FISC amended the government 's proposed querying standatd, consistent 
with 50 U.S.C. § 1842(c)(2), to include the proviso that the NSA may query the database 
based on its reasonable articulable susplClQll 
communication address is 
'1provided; however, that 
not be regarded as asso ciated 
the basis of activities that are pro tee 
Regarding the storing, accessing, and disseminating of the Intemet metadata obtained by 
the NSA, the FISC ordered that the NSA store the information in a mam1er that ensures it 
is not commingled with other data, and "generate a log of auditing information for each 
occasion when the · 

· · the . . .  retrieval 
sepru:ate orders service prov 

to assist the NSA with the installation and usc ofthe PRITT devices and to trtaii1tain 
.,p.,., . .,.r·u ofthe NSA's activities. 
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(TS//SI/!:NF) 'Severa1 officials told us that obtaining the PRITT Order was seen as a 
great success, 8.11d thatthere was general agreement that the govermiient had secured a,Il the 
authority it sought to conduct the bulk Internet meta data collection. 

(TSHSI//NF) The FISC first renewed the PRiTT Order 

(U) Department of Justice Notices 
ofComplianc;� lncjde11ts 

(o)(1 ), (o)(3) 

(TS//SI/JNF) 
the ''NSA violated its dwn " The FISC stated 
the duration of the violations, which extended from 14 July 

Couli was reluctant to issue a renewal ofthe 
However, Kollar-Kotelly signed a Renewal Order 

to continue collecting Intemet metadata under FISA on terms similar to the 
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(TS!/S!HNF) Telephony Meta�data Collection 
Transition to Operation Under FISA Authority 
(T8//8If/NP) Another patt ofthe PSP, bulle collection oftelephony metadata, was 

brought under FISA. authority in May 2006. As with Intemet 1netadata,. the bulle m:rture of 
theo :t;t: ·· 

T!llection provided the NSA the ability to . conduct contact chaining 

(TS//SI//NF) The transition ofbulk telephony metadata collection from Presidential 
authority to FISA authority relied oii a provision in FISA that authorized the FBI to seek an 
order from the FISC compelling the production of "any tangible tliingsi• fi:om a11y blts:iness, 
organization, or entity, provided the items are for an authorized investigation to protect 
agitinsfinternational tetTorism or clandestine intelligence activities . (See 
50 U.S .C. § 186L) Orders under this provision are commonly teferredto as "Section 2 1 5" 
orders.fu reference to Section 215 ofthe USA PATRIOTAct; whiCh amended the 
'�business records" provision in Title V of FISA.18 The "tangible things" sought in this 
· Section 215 application were the telephone call detail records .of ce1tain 
teleco1nmunications service providers. 

(T8//81'tNFJ The tinting of the decision in May 2006 to seek a FISC order for the 
hulk collection oftelephony meta data was driven prhnarily by external events. A 
1 6Deyember2005 article in The New York Times entitled, "Bush Lets U.S. Spy on :<;.<a.uv�,o 

On · 7 Deceniber , m response to the atllc1�, · 
con::fiiJned that he had authorized the NSA to intercept the international 

communications of people with lmown links to al-Qa'ida and related terrorist 
organizations. On 1 9  January 2006, DoJ issued its White Paper-"Legal Authorities 
Supporting the Activities ofthe National Security Agency Described by the President"
that addressed in an unclassified form the legal basis for the collection activities described 
in TheNew Y01•lc Times article and confinned by the President. 

l & (U) Pdor to the enacti:nent of Section 2 1 5  of the USA PATRIOT Ac� the FISA "business records" provisions 
were limited to obtaining information about a specific person or entity under investigation and only from common 
cat1'iers, publ ic accommodation facilities, physical storuge facilities, and vehicle re11tal facilities. 



aspect of the program in early '2006. Bradbllly 
=n•v•""' •• ..,d that a USA Today article would attract 

sjgnificmit pub · attention As anticipated, on 1 1  May 2006, the USA 
Today published the results of its investigation in an article entitled, "NSA Has Massive 
ba.tabase of American Phone Calls ." 

E£'8//811/NF) On 23 May 2006, tlw FBI filed with the FISC a Section 215 application 
seeldng authority to to assist the NSA · 

· or agents support of 
. I investigations then !llid other IC operations . The appu· · ..,a..ILV.U 

an co1npelling certain telecommunications companies to produce (for the duration of 
the 90�day order) call detail records relating to all telephone comn,mnications tnaintained 
by the carriers . According to the application, the majority of the telephony rri.etadati.l 
pi'ovided to the NSA was expected toinvolve cotrununications that were (1) between 
domestic and foreign locations, or (2) wholly within the United States, including local 
telephone calls. The estimated that the collection would involve the NSA 
receiving detail records per day019 

('FS/ISI//NF) The application acl<:nowledged that the vast collection would include 
oonuuunicationsrecords ofU.S. persons located within the United States who were not the 
subject of any FBI investigation. Howe-ver, relying on the precedentestablished by the 

· · 
· asserted that the coHection was needed for the NSA to find 

to identify unknown operatives, some of whom 
the Uiiited. States or in communication with u.s� persons , by using contact vu<•UULLE:J 

As was done under the PSP, the call detail records would be entered in an 
NSA database and analysts would query data with · . numbers to 
identify connections with other numb The proposed 
query standard in the Section 21 5 app ess was same standard applied 
under the PSP in connection with telephony metadata, m1d the same standard the FISC 
authorized in the PRITT Order for Intemet metadata. The Section 2 1 5  application also 
included in the proposed que1y standard the First Amendment proviso that the FISC added 
to the PRITT query standard. 

19 (TS/ISJJJHF) 
records rather 

amount of telephony metadata collected per day : . 
-.oLuiua""u in the application. 

. detail 
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(TS//SL'/NF;) On 24 May 2006, the FISC approved the Section 215 application, 
finding that there ·wereTeasonable grounds to believe that the telephony metadatarecords 
sought wete .releva,nt to authorize<i investigations the FBI was conducting to protect against 
intemation::�,I terrorism. The FISC S ectiori. 215  order incorporated each of the procedures 
ptoposed in the government's application relating to access to and use of the metadata, 
Which were ne�rly identical to those hi.cluded in the Intemet metadata PR/TT Order. 

--tfSl/Sli/Ni:f]" Through March 2009, the FISC renewed the au:tl1orities granted inthe 
24 · 

· 

.·. order 90-day intervals, with some mo difications sought by 

. . . use . metadata fi:om an analytical 
perspective. NSA analysts were authorized to quety the data as they had under the PSP, 
cot1cluctmetadata amilysis, and disseminate the resillts to the FBI, the CIA, and other 
c1113tome.rs. 

fFSl/SJ/INF) However, the FISC drastically changed the authority contained in its 
March 2009 Section 2 1 5  Order after it was notified in Januaty 2009 that the NSA had been 
querying the metadata in. a manner that was not authorized by the court's S ection 2 1 5  

the NSA, o n  a daily basis, was automatically querying the metadata 
tele;pm:me numbers fi:om an alert list that had not been detennined to 

satisfy the reasonable articulable suspicion standard required by the FISC to access the 
telephcmy metadata for search or analysis purposes. 

(TS//SJ/!If.F) On 2 March 2009, the FISC issued an order that addressed the 
compliance incidents that had been reported ill January 2009, the governmenfs 
explilnat:km for their occunence, and the remedial and prospective measures being taken in 
response . The FISC stated its concerns with the telephony metadata program and its lack 
of confidence "that the government is doing its utmost to ensure that those responsible for 
implementation fully comply with the Court 's orders ." No11etheless, the FISC authorized 
the govemment to continue collecting telephony metadata under the Section 215 Orders. 
The FISC explained that in light of the government's repeated representations that the 
collection ofthe telephony metadata is vital to national security, taken together with the 
court's prior detem1ination that the collection properly administered conforms with the 
FISA statute, that "it would not be prudent" to order the govemment to cease the bulle 
collection. 



(T$//81'/NEj However, believing that "more. is n(:"Jeded to protect the privacy .of lJ.S. 
persoti inforrnatioh acquired and retainecf' pursmmtto theSection 2l5 Orders, the FISC 
proh,ibited the govenunentfrom accessingthe 1Jl(:"Jtadata collected '�until such time as tlie 
govetnm�ntis able to restore the Court's confidencethattbe ·goveiru.tient can .arid will 
comply with pL:eviously approved procedures

· for accessing sucl1 data.'' Th(:"J govenunent 
may, on a case-'by�case basis, requestauthor�ty from the FISC to query the metadata with a 
specific telephone num.ber to obta:in foreigri intelligence. The FISC a.lso a�tthorizedthe 
govermnm�t to que1y the metadata without court approvalto prote�t against an imminent 
threat to httman life, provided the govermnent notifies·the courtw�thin the 1i.extbusiness 
day. · 

· FfS!/SIHNIFr C10�n�e01� Col lection Tnmsitio01 
qo O!Peration UUlldlerr iF!SA Authority 
(TS//SI//1?1F) The last part of the PSP brought under.FISAauthority was telephone 

mid I11ternet communications content coll.ection. As explained b(:"Jlow, the effort to 
accomplishth)s transition was legally and opetationally co!Ilplex an&required an enmmous 
effort on 1he part of the gCivemment and the FISC. The FISC judge who ruled on the initial 
applica:tion approved the unconventional leg�l approach the goveinment proposed to fit 
PSP1s conte1i.t collection activities within FISA, However� the FISGjudgeresponsible for 
consit:l�ringthe government;s  renewal application rejected the legal approach. This 
resulted in significmit diminution in authorized surveillance actiVity involving conteri.t 
collection and hastened the enactment of1egislation t11at significantly amended FISA and 
provided the government surveillance authorities broader tha11those authorized under the 
P:$]?; 

application to LVU'L ........... 

applications each time the govern�nent had probable cause to believe that a particular 
tplephone number or Internet communication addres·s was being used or about to be used 
oy members or agents of a foreign power. In the place of the individualized process, the 
application proposed that the FISC establish broad parameters for the interception of 
c.omroUnications-the groups that can be targeted and the locations where the surveillance 
can be conducted-and that NSA officials} rather than · 

parameters the particular selectors to be collected against. 



govemnient's approach in the 
a broad interpretation ofthe statuto1y tetm "facility" and the 

use of minirnizatioi1 pl'ocedures by NSA officials to make probable cause detenninations 
abcnitinc1ividti.al selectors, rather than have a FISC jl,lcige make such determinations. 

(FS//SL'/NF) In sho1t, · 

uu•uu�-•o .cu•� actdlresses are to or :fi:om a . country. Wl-:ten 
probable cause findu1gs were made, the NSA could direct the telecommunications 
companies to ptov}de the content of co1nmunications associated with those telephone 
nutnbers and Internet communications addresses. 

('I'81/STLW/i8I/fO(JflW.} On JO January 2007, Judge Malcolm J. Howard approved 
the g;Overnmeilfs l3 December 2006 content application as it petiained to foreign 
sel�c:tots-telephorw mtmbers and Intemet cotnmunications addresses reasonably believed 
.to be Used by individuals outside the United States. The effort to implement the order was 
a 1m1ssiv� undertaking for DoJ and NSA. of the. order, the NSA was actively 
tasking for content collectio11 · gn selectors-Intemet 

ctc:lress<�.s or telephone numbers-under authority .oftl1e PSP. 
ofthese were filed with Howard on an approved schedule of rolling 

90-'day duration ofthe order. 

(FS//S]J'fN1?) However, Howard did not approve the gove.mment 's 1 3  December 2006 
content application as it pertained to domestic selectors�telephone numbers and Internet 
commw:lications addresses reasonably be.l ieved to be used by individuals in the United 
States. Howard advised DoJ to file a separate application for the intemational calls of' 
domestic selectors that took a more traditional approach to FISA. A more traditional 
approach meant that the facilities targeted by the FISA application should be particular 
telephone numbers and Intemet communication addresses and that the probable cause 
determination for a particular selector would reside with the FISC.  DoJ did this i11 an 
appliclition filed on 9 January 2007, which Howard approved the following day. The FISC 

H1::: 1'1 selectors order approved by Howard for the final time in =-� - - ""'-- -- - � - -

- -
"'-= ==-- ---=---�-� =---------===--=--�-

iit has since expired. 



(TSI!SIIINFj DoJ' s fil-st r�newal applic�tion to extrmcl the foreign selectors authorities 
was filed on20 Match 2007 with Judge Roger Vinson; the FISC duty judgethat week. On 
29 March 2007, Vinson. otally advised Dol that he could not approve the application and, 
on � April 2007,.he issued ati order and Memora11dumOpinion explaining the reasoning 
fot his cop.chtsion. Vinson wrote that DoJ's foreign selectors renewal application cone ems 
at1 ''extremely irriport<mt issue" regarding who may make probable cause findings that 
deterrriine the individuals and the communications that can be subjected to elecfi:onic 
stttveilla:rice underFISA. In Vi11son' s view, the question was whether probable cause 
detenninations are required to be 1�ade by the FISC through procedures established by 
stafitte, or whether the NSA rilay make such determinations under an alternative 
mechanism cast as "minhnizadon procedures," Vinson concluded, based on past practice 
under FISAand the Congressional intent underlying the statute, that probable cause 
detenninations must be made by the FISC. 

(TS//SI//NF) Vinson also wrote that he was mindful of the government's argument 
that the government's proposed approach to foreign seiectors was necessary to provide or 
enhanc.e the "speed and flexibility" with which the NSA responds to threats, and that 
foreign intelligence information may be lost in the time it takes to obtain Attorney General 
emergency authorizaticms. However, in Vinson's view, . FISA'.src:quirements reflected a 
balance struck by Congress between privacy interests m�d the need to obtain foreign 
intelligence inforniaticin, and until Congress tooldegislative action on FISA to respond. to 
the go:\reriunenfs concerns, the FISC must apply the statute' s procedures. He concluded 
that the govemmenes application sought to strike a different balance for the surveillance of 
foreign telephone numbers and futemet communications addresses. Vinson rejected this 
position, stating, "the [FISAJ statute applies the same requirements to surveillance of 
facilities used overseas as it does to surveillance of facilities used in the United. States." 
Vinson suggested that, "Congress should also consider clarifying or modifying the scope of 
FISA and of this Court's jurisdiction with regard to such facilities . . . . '; Vinson's 
suggestion was a spur to Congress to consider FISA modernization legislation in the 
stiri:lmel' of 2 007. 

(TS//STLWI/SII/OC/NF) In May 2007, DoJ filed, and Vinson approved, a revised 
foreign selectors application that took a more traditional approach to FISA. Althotigh the 
revisecl approach &ought to preserve some of the "speed and agility" the govemment had 
under Howard's order, the comparatively laborious process for targeting foreign selectors 
under Vinson's order caused the government to place only a fraction of the desired foreign 

coverage. The number of foreign on collection dropped from 
a under the January 2007 order to the May 2007 order. The 
situation accelerated the government 's efforts to obtain legislation that would amend FISA 
to address the govemmen,t' s surveillance capabilities within the United States directed at 
persons lpcated outside the United States. The Protect America Act, signed into law on 
5 August 2007, accomplished this objective by authorizing the NSA to intercept inside the 
Utl.ited States any communications of non�U.S. persons reasonably believed to be loc�ted 
outside the United States, provided a significant put}Jose of the acquisition pertains to 
foreign intelligence. The Protect America Act effectively superseded Vinson's foreign 



. s�lectors order ,and the government therefore did not seek to renew the · order when it 
expired on 24 Aug�tst 2007. 

(T8//8I/!NF) The DOJ IG concluded t11atseveral considerations favored initiating 
PSP's transition from Ptesidential authority to FISA authority earlier than Mi.ltch2004, 
especially as the program becmne less a temporary r(i:sponse to theS'epteiJlber 1 1  terrorist 
attacks .and rriore a pen'nanent surveillance tool. These co.rtsidel'atibti.s {rtcluded PSP js 
substEU1tialeffect on privacy ii1terests of U.S, pe1'sons, the instability of.the legal reasoning 
on which the program rested for several years, and the r:n.tbstantiahestrictions placed on 
FBI agents ) and analysts ' access to and use ofprogram-derived infonnation due to the 
highly classitied.status of the PSP. The DOJ IG also .recommended thatDoJ carefully 
mqnitorthe collection, use, and retention ofthe information that is now collected Ul:J..der 
FISA authority and, together with other agencies, continue to examine its value to the 
govemme11t' s ongoing counterteuorisrrt .efforts. 

(LJ.) IMPACT OF THE PRESIDENT'S SURVEilLANCg 
PROGRAM ON INTELLIGENCE COMMUNITY 

. COUNTERTERRORISM EFFORTS 

(U)  Senior h1te!ligence Community Officials 
Believe That the President's Sur\fei l lance Program 
Fil led an Intell igence Gap 

(TS//Sli/.NF) Hayden, Goss, McLaughlin, and other senior IG officials we 
interview�d told i.ts that the PSP addressed a gap in inteUigence collection. The IC neec:led 
incr�ased access to international communications that transited domestic U.S .. 

co111munication wires, particularly international communications that originated bt 
tenninated within ihe United States. However, collection ofsuch cortnnunications required 
authorizati011 .undel' FISA, andthere was widespread belid' amortg senior IC officia1sthat 

' ... 

and rrtembe:rs of al-Qa 
The PSP provided S 



cS/fliWJ Hayden told us thathe always fe1tthe PSP was worth\'� hile· and successib.l. 
His expectation was that the CIA and the FBI would be . . . 

told US thatthe pro grain he to uv••ulJ.l.l1Uv 

the United States to the extent that had been feared. 

(U) Difficulty in Assessing the lmpac� crf 
iiJe Presid!S01t's Smvemance Program 

were repeatedly told that PSP was one 
tools that were available to IC personnel, and that, because PSP reporting was used in 
conjunction \Vith reporting from other intelligence sources, it was difficult to attribute the 
success of particular counterterrorism operations exclusively to the PSP. 

(U) impac� o11' the P resia1ent's St..mremance 
!Program OBll FBI Counterterrorism Efforts 

(SI/NF) The DoJ IG found it difficult to assess or quantify the impact of the PSP on 
FBicounterterrorism efforts. However, based on our interviews of FBI managers and 
agents and our review of documents, we concluded that, although PSP information had 
value in some countetterrorism investigations, the program generally played a limited role 
in tl1.e FBI's overall countertenorism efforts. Several officials we interviewed suggested 
that the program provided an "early waming system" to allow the IC to detect potential 



terrorist attacks, even ifthe program had not specifically uncovered evidence of 
preparations for such attac}(s. 

(U) FBI Efforts to Assess fhe;. 
V<:1lue o.f the Program 

(TS/fSI/!NF} Ti1e FBI made several attempts to assess tlw yaiue ofthe PSP to FBI 
counterterrorism effoi.is. I11 2004 and agaii1 in 2006, FBI's Oft1ce of General Counsel 
(OGC)attempted to assess the value to the fBI ofPSP infonnation. This first assessment 
relied on anecdotal irtfqimation and in:fonnal feedback from FBI field offices. The 2006 
assessment was limited to the aspect of the PSP disclosed in The New York Times article 
and subsequently cortfinned by the President1 Le., content collection. 

-ES//:f:'W] The FBI undertook two more efforts to study PSP's impact on FBI 
operatimis in eatly 2006. I11 both ofthese statistical studies, the FB! sought to cietermin,e 
What percentage ofPSP tippers resulted in "significailt conttibution[sJ to the identification 
of ten·.orist subjects or activity on U.S. soil .'' The FBl considered a tipper significant .if it 
led �o any ofthree. investigative results: the identif;'icatt£:m. ofa terrorist, the deportation 
from the lJnited States of a susp(')cted terrorist, or the development of an asset that can 
report about the activities of terrorists. 

first study exatnii1ed a sample ofleads selected fi:om the 
tippets the NSA provided the FBI from approximately October 

·· · , The study found that 1.2 percent of the leads made significant 
contributions, as defined above. The study extrapolated 

· 

of leads and deterriiined that one co1.ild expect to fmd 
made .sig11ificant . the i"'>v\.,.UWcJo• .:>l.LLU.v .• 

teVie'wed all of · . . the NSA provided the from 
August2004 .·

· 
instances of significant contributions to 

FBI counterterrorism efforts. The. studies d.id notinclude explicit concl�Isions on the 
program's usefulness. However, based in part on the results ·of the first study, FB� 
executive management, including Mueller and Deputy Director Jolm Pistole, concluded 
that the PSP was "of value." 

(U)  FBI Judgmental Assessments 
of the Program 

(8//NF}-We interviewed FBI headquarters and field office personnel who regularly 
handled PSP information for their assessments ofthe impact ofprogram infmmation on 
FBI counterterrorism efforts. The FBI persmmel we interviewed were generally supportive 
ofthe PSP as "one too l  of many" in the FBI's anti-terrorism efforts that "could help moYe 
cases forward". Even though most leads were detem1ined not to have any cormection to 
terrorism, many of the FBI officials believed the mere possibility of a teiTorist cmmection 
made investignting the tips worthwhile. 
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--ES//NJ:f} However, the exceptionally compru.imented nature of the program created 
some frustratimi. for FBI personnel. Some agents criticized PSP reports for ptoviding 
insufficientdetails about the foreign individp.als 

· 

· ten·orism. Others 
occasionally were fi.ustrated by the prohibition on ·an in judicial 
pl'ocesses, such as in FISA application$, although none ofthe . field office agents we 
interviewed could identi:f:Y an investigation in which the restrictions adversely affected, the 
case. Agents who coUnterterrorism programs at the FBI field offices we visited 
were critical ect for failing to adequately prioritize threat 
it1fom1ation and, becatlse the program's special status, for limiting the managers' ability 
to prioritize the leads in the manner they felt was walTanted by the :information. 

(g/INF) Mueller told us that the PSP was useful. He said the FBI must follow every 
lead it receives in order to prevent future terrorist attacks and that to the extent such 
information can be gathered and used legally it must be exploited. He stated that he 
"would not disJUiss the potency of a program based on the percentage of hits." Mueller 
ac1ded that, as a general matter, it is very difficult to quantify the effectiveness of an 
intelligence program without ''tagging" the leads that ru.·e pt'oduced in order to evaluate the 
role the program infom1ation played in any investigation. 

(UJ im pact oHhe Presidlenfs Surveillance !Progpra.m 
on mA Counterterrorism Operations 

(U) l'he CIA Did Not Systematical ly 
Assess the Effectiveness of the Program 

ES//3:\lF) !:fhe CIA did not implement procedures to systematically assess the 
usefulness ofthe product of the PSP a:nd did not routinely document whether particular 
PSP reporting had contributed to successful counterteiTorism operations . CIA ofticials, 
including"Hayden, told us that PSP reporting was used in conjunction with reporting fi:om. 
other intelligence sources; consequently, it is difficult to attribute the success ofparticulat 
counterterrorism exclusively to the PSP. In a May 2006 briefing to the SSCI, 
the Deputy · that PSP repmiing was rarely the sole basis for an 
fntelligence success, but it frequently played a supporting role. He went op to state 
that the program was an additional resource to enhance the CIA's of terrorist 
networks and to help identify potential tln·eats to the homeland. we 
intervie\ved said that the PSP was one of many tools available to them, and that the tools 

in combination. 
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Or):lY limited information on how program r,eporti.J,ig contribl.tted to · successful operations, 
atid the CIA IG\vas miable to independently draw any con¢lusion on the( overall usefulness 

(LJ) SeVE:)ral Fa.ct()rs Hindered CIA 
Utillz;:;.tion ofthe Program 

(S/INF) ThY CIA IG concluded that several factors hindered the CIA in making full 
U�e of the capagiliti�s. ofthe PSP. Many CIA offic:ials told us that · too few CIA p�rsom1el 
atth� worldri.g level wer.e tead into the PSJ?. :At the a dispropoLiionate 

b�tween the num:ber .o:fseniqr erA managers 
· o:f working., level CIA personnel read in:to the program 

re.sL1ItecUn too few CIA persoLmel to fully utilize PSP infonnation for targeting and 
analysis. · 

(SIIfW? · · 1 CIA analysts and targeting 
officers who .·. had too many competing priorities,. and .too 
other information sources and analytic tools available to them, · to fhlly utilize PS 
officials also tofd us that much ofthe PSP reporting was vague or without context, 
led analysts and targeting officers to rely more heavily on other irtfonnation sources and 
analytic tools; which were more easily accessed and timely than: tlw PSP. 

(8//NF) CIA officers said that the PSP would have been more fblly utilized if 
analysts and targeting officers had obtained a better understanding of the program's 
capabiliCies. There was no formal training on the use of the PSP beyond the initial read in 
to the prog�am. Many CIA officers we interviewed said that the instmction provided in the 
read., in briefing was not sufficient and that they were surprised and frustrated by the lack of 
additional guidance. S o!""'.:! officers told us that there was insuffioientjegal guidance on the 
use ofPSP-derived information. 

(8/fNJ:<:) The factors that hindered the CIA in making full use of the PSP might have 
been mitigated ifthe CIA had designated an individual at an appropdate level of 
mahageri&l authority, who possessed knowledge ofboth the PSP and CIA counterterrorism 
activities, tb be responsible and accountable for overseeing CIA participation in the 

· 



as a us 
tool; · . · · . · .  · .·.  . . : · . . was only one of several valuable sources of 
infonnation available to them. In their view, PSP-derived information was not of greater 
value than other somces of intelligence. Although NCTC analysts we interviewed coultl 
not recall specific examples where PSP infom1ation provided what they considered 
actionable irltelligence, they told us they remember attending meetings where the benefits 
ofthe PSP were regularly discussed. 

{IU) Counterterrorism Operations S u pported by 
the President's Surveil lance Program 
(T81/:STVll/f8IIIOC!NF) Our efforts to independently identify how PSP information 

impacted terrorism investigations and counterterrorism operations were hampered by the 
nature of these activities, which as previously stated, frequently are predicated on multip1e 
sotftces of infomiatimt Many IC officials we interviewed had difficulty citing specific 
instances where PSP reporting contributed to a counterterrorism success. The same 
handfb1 of cases tended to be cited as PSP successes by personnel we interviewed :fi:om 
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:· , /:.:.·;;···:j��· (l��f��·e·�r (JE.���� i9£lRi�lLI[L (;.10;f�·1�AJLE$/:s. :1r!t�,Erfi���,i(J i���'\F 
ON THE P81ES[bJENl'S St!RVE!llANCE PROGRAM 

(0) As part of this review, tl11::l DoJ IG exatnitied whether A-ttorJ1ey Genegal Gonzales 
ma,de:fa1se, inaccurate, or misleading statements to Congress telated to the PSP. Aspects 
of the PSP were J:irst disclosed publicly in a series of miicles in The New York Ttrnes in 
Deceniber 2005. In response, .the President publicly confinned a portion of the PSP
whicli he called the ten:otistsurveillance program-desclibing it as the interception ofthe 
contentofi11ternatioo.a:l comnmnications of people reasonably believed to have links to 
al-;Qaeda artd related organizations. Subsequently, Gonzales. was questioned about NSA 
sun'eiUance a.ctivities in two hearings before the $enate J udiciaty Cominittee i11 
Febnmry 2006 andJuly 2007. 

(£1/NF) Through media accmmts and Corney's Senate Judi¢ia.ry Cotnmitiee 
te�tirhony in May 2007; itwas publicly revealedthatDoJ and the Wbite Rouse had am.ajor 
disagreement related to the. PSP, which brought several seniorDoJ and FBI official$ to t6e 
brink of re$i@a.tiort in 1vfatch :2004. In his testimony before the Senate J udicigty 
Col1111tifte.e, dor'!iale;r .stated that the dispute at issue between DoJ and the White House did 
nc,itrelate to the ' 'Tetrorist Surveillance Program" that the President had ctmfinned, but 
rather pf;lrtained to other intelligence activities. We believe this testimony created tlw 
m:isimpression that the dispute concemed activities entirely U11related to the terrorist 
.sl,lrveillance program, which was not accurate. In addition, we believe Gonzales's 
testimony that DoJ attorneys did not have "teservations" or 

issue was resolved. 

. . 

(S/I:NF) The DoJ IG recognizes that Gonzales was in the difficult position of 
testifying about a highly classified program in an open forum. However, Gonzales, as a 
partic�Jant in the. March 2004 dispute between DoJ and the White House and, more 
importantly� as the nation's. chiefJaw enforcement officer, had a duty to balru1ce·his 
obligation not to disclose classified infom1ation with the need not to be misleading in his 
te&timony. Although w e  believe that Gonzales did not intend t o  mislead Congress; we 
believe his testimbny was conflising, inaccurate, and had the effect of mis1eading those 
\Vlm were not lm.owledgeable about the program. 



(U) CONCUJS�ONS 
(U) Pursuant to Title III of the FISA Amendments Act of 2o08, the Inspectors Gene1"al 

of the DoD, the DoJ, the CIA, the NSA, and the ODNI coriducted reviews of tht:: PSP� In thi� 
:repmt and the accompanying individual reports ofthe participating IGs, we describe how; · 
foltowing the tetTorist attacks of 1 1  September 2001,  the Ptesident enhanced the NSA' s 
SIGJNT colle.ction authorities in an effmt to "detect and prevent acts . of terrorism agaihst the 
United States." . . .  

, the 
collected significant new· as 

content of communications into and out ofthe United States, where one party to the 
cmu.munica.tion was reasonably believed to be a member of al�Qa'ida, or its affiliates, or a 
group the President dete1mined was in anned conflict with the United States. In addition, 
the Preside11t alithotizec1 the collection of significant amounts oftelephony and Internet 
metadata. The NSA anatyzed this infonnation for dissemination as leads to the IC, 
principally the CIA and the FBI. As described in the IG reports, the scope of this 
collection authority changed over the course of the PSP. 

· 

(U//FOUO) The IG reports describe the ro�e of each ofthe patiicipating agencies in 
�h� PSP, including the NSA's management and oversight of the pollection; analysis� and 
reporting process; the CIA's and FBI' s use ofthe PSP�derived intelligence in their 
cchinterterl'orism efforts; the ODNI's supp01t of the program by providing periodic threat 
assessrnents; and the DoJ's role in analyzing and certifying the legality of·the PSP and 
managing use ofPSP infonnation in the judicial process. 

(U) The IG reports also describe the conflicting views stu:rounding the legality of 
aspects ofthe PSP during 2003 and 2004, the confrontation between officials. from DoJ and 
the White House about the legal basis for parts of the program and the resolution of that 
conflict. The en$uing transition of the PSP, in stages, from presidential authority to 
statutory authority under FISA, is also described in the IG reports. 

(U) The IGs also exmnined the impact of PSP information bn counterterrorism 
efforts. Many senior IC officials believe that the PSP filled a gap in httelligence collection 
thought to exist under FISA by increasing access to international communications that 
transited domestic U.S.  communication wires, particularly international communiCations 
that originated or terminated within the United States. Others within the IC Community, 
including FBI agents, CIA analysts and managers, and other officials had difficulty 
evaluating the precise contribution of the PSP to countertenorism efforts because it was 
most often viewed as one source among many available analytic and intelligence� gathering 
tools in these efforts. The IG reports describe several examples of how PSP-derived 
itrfonnation factored into specific investigations and operations. 

(U) The collection activities pursued under the PSP, and under FISA following the 
activities' transition to operation under that authority, as described in this report, re�ulted in . 
unprecedented collection of communications content and metadata. We believe the retention 
anc1 use by IC organizations of information collected under the PSP and FISA, particularly 
information on U.S. persons, should be carefully monitored. 
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