NOMINATION OF ROBERT S. MUELLER, III TO
BE DIRECTOR OF THE FEDERAL BUREAU
OF INVESTIGATION

MONDAY, JULY 30, 2001

U.S. SENATE,
COMMITTEE ON THE JUDICIARY,
Washington, DC.

The committee met, pursuant to notice, at 1:07 p.m., in room
SH-216, Hart Senate Office Building, Hon. Patrick J. Leahy,
Chairman of the Committee, presiding.

Present: Senators Leahy, Feingold, Schumer, Edwards, Hatch,
Thurmond, Grassley, Specter, Kyl, and Sessions.

Chairman LEAHY. I want to welcome Robert Mueller and his
family. Actually, before I start my statement, Mr. Mueller, because
of the age of some and knowing they may not have quite the stay-
ing power that the rest of us have, why don’t we change order
slightly. Why don’t you introduce your family. Both Senator Hatch
and I and Senator Specter and Senator Feingold have already met
them, but would you please introduce them?

Mr. MUELLER. Thank you, Mr. Chairman. To my left is my
daughter, Melissa; my wife, Ann; next to her is my daughter, Cyn-
thia, holding Robert Charles; and next to Robert Charles, glaring
at me, is my granddaughter, Campbell, with her father, Chris
Donley; and two friends to my left, another Campbell, and Carolyn
Howe, good enough to help us with the young ones today.

Chairman LEAHY. You are blessed with a fine family, and as I
mentioned earlier, just so everybody will understand, we expect
that perhaps the attention span of some will be less than that of
the Senators or the nominee, so feel free to slip out that back way
at any point.

OPENING STATEMENT OF HON. PARTRICK J. LEAHY. A U.S.
SENATOR FROM THE STATE OF VERMONT

Chairman. LEAHY. We are, as I said, beginning the hearings
today on the nomination of Robert S. Mueller, III, to be Director
of the Federal Bureau of Investigation, frankly, among the most
important positions in our Government. He has had an outstanding
career in law enforcement, served as a Federal prosecutor in three
different U.S. Attorneys’ Offices. He served in Main Justice under
both Republican and Democratic administrations.

For Mr. Mueller and for this committee and for the Nation, this
is more than a job interview because we are at a crucial juncture
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for the FBI. Well beyond an interview, in many ways this hearing
will be a redefinition of the job of FBI Director.

The committee wants to forge a constructive partnership with
the Bureau’s next Director. We do this to get the FBI back on
track. Congress sometimes has followed a hands-off approach about
the FBI. Until some of the problems we see are solved, we are
going to need a hands-on approach.

The rights of all Americans are at stake in the selection of an
FBI Director. He has extraordinary power to affect the lives of ordi-
nary Americans. By properly using the investigative powers, the
FBI can protect the security of all of us to combat sophisticated
crime, espionage and terrorism.

But these same powers the FBI has, if they are unchecked, they
can undermine our civil liberties, our freedom of speech and asso-
ciation, and the right to privacy. If the FBI leaks information, they
can destroy the lives and reputations of people who have not been
charged or had a trial. And, worse, such leaking can be used for
political intimidation and coercion.

By respecting constitutional safeguards for criminal suspects, the
FBI can help ensure that persons accused of Federal crimes receive
a fair trial and that justice is served. Our paramount standard for
evaluating a new Director is his demonstrated adherence to the
Constitution as the bulwark of liberty and the rule of law. This is
necessary to assure the American people that the FBI will exercise
its power and exercise it in a proper fashion.

Now, many in our country have lost some confidence in the Bu-
reau. That is more than just a PR problem, because if you erode
public trust, then you erode the ability of the FBI to do its job, be-
cause if people mistrust the FBI, they are going to be less likely
to come forward and report information that law enforcement may
need. Mr. Mueller, you have been in the position of being an active
prosecutor and trial lawyer. If there is not respect and confidence
in the FBI, then judges and jurors are going to be less likely to be-
lieve the testimony of FBI witnesses.

In fact, if you lose trust in the FBI, then if agents make innocent
or minor mistakes in the future, people are going to wonder wheth-
er there some kind of sinister factor behind this. FBI agents per-
form forensic and other critical work for many law enforcement
agencies on the Federal, State, and local levels. So if you have a
decline in public confidence, it has a ripple affect on the cases local
and State prosecutors have to handle.

Now, constructive and bipartisan oversight of the FBI can great-
ly improve its effectiveness. Reviews by Inspectors General and
other outside experts are important, but the ultimate test is ac-
countability to all the people through the Congress. So we will ask
the nominee about his views on congressional oversight. And the
questions being asked about the FBI are directed at three inter-
related issues: the Bureau’s security and information technology
problems, management problems, and insular culture. We have
been looking at each of these, beginning in the hearings I started
in June.

In the national security field, our country depends on FBI coun-
terintelligence to protect the most sensitive intelligence and mili-
tary and diplomatic secrets from foreign espionage. We were told
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at one of our hearings that there were no less than 15 different
areas of security at the FBI that were broken. In the testimony of
their own experts, we were told those areas need to be bolstered,
redesigned, or in some cases established for the first time. So we
want to hear about that.

The FBI needs to join the 21st century. That is axiomatic. But
we find that much of their computer systems are obsolete. In fact,
we were told the FBI's computer systems have not been updated
for over 6 years; that more than 13,000 desktop computers are so
old they cannot run on today’s basic software; that the majority of
the smaller FBI fields offices have internal networks that work
more slowly than the Internet connections somebody might have on
a dial-up system at home; and that the investigative data bases are
so old that FBI agents are unable to store photographs or graphical
or tabular data on them.

I can’t help but think that the hard-working, dedicated men and
women in the FBI who are out across the country trying to fight
crime deserve better, and they should have the computer network
tools that most people take for granted and most of the graduates
of the FBI Academy have probably been using from the time they
were in high school.

These are not problems of money. We have poured a lot of money
into the FBI. It is a management problem. So I am glad to see a
nominee who has seen the FBI up close for so many years as Act-
ing Deputy Attorney General, as Assistant Attorney General, and
in three U.S. Attorneys’ Offices, and we will ask about his manage-
ment ideas and abilities.

We want to know about the FBI Director’s relationship with the
Attorney General in the overall management structure. Sometimes
in the past, Directors have had too much of the final word on man-
agement of the Bureau. Now, we don’t want political interference,
but the Attorney General is still the boss. And I have told Attorney
General Ashcroft that there won’t be an inch of daylight between
the two of us on that aspect.

We received testimony in our oversight hearings that too often
the independence that is part of the FBI’s culture, and a respected
part, has instead, though, crossed over into the line of not being
independence but arrogance. Senator Danforth expressed concern
to this committee about entrenched executives at the FBI who have
created a closed and insular culture resistant to disclosure of mis-
takes. And we heard testimony from experienced FBI special
agents who told us of a “club” mentality among some Bureau ex-
ecutives who resist criticism or changes that threaten their careers.
In fact, Senator Danforth recommended that the new Director
should be prepared to clean house if necessary.

If there is only one message I could leave in that respect, it is
that senior management has got to know that it is better to admit
mistakes and correct them than to cover them up and wait for us
to find them.

To give you one example, of the idea the FBI can admit no mis-
takes: in the weekly newsletter for FBI employees, the FBI re-
ported on our committee’s July 18 hearing. But, interestingly
enough, they only reported the testimony of the two senior execu-
tives from the FBI who told us what they were doing to fix infor-
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mation technology and security problems, but the newsletter didn’t
talk about the four other FBI agents who testified about problems
of a double standard in adjudicating discipline and about retalia-
tion within the FBI. They left that out. Ignoring the testimony
doesn’t make it go away. If the FBI tries to suppress information
that things have gone wrong, it is never going to fix them.

That is why I support the change made by Attorney General
Ashcroft to give the Justice Department’s Inspector General full
authority over the FBI. The Director has to make clear that FBI
executives should reward not discourage participation in Inspector
General and other oversight inquiries.

We have heard disturbing testimony about retaliation against
agents who are tasked to investigate their colleagues or who dis-
cuss issues with Congress. I think a clear message must go to the
FBI employees that the Director will not tolerate retaliation
against agents who conduct internal investigations or who bring in-
formation about wrongdoing to the Congress.

The internal FBI study that we released at the committee’s last
hearing found a double standard at work, with senior FBI execu-
tives receiving a slap on the wrist for the same kind of conduct that
would result in serious discipline for lower level employees. The
most vivid example occurred when seven senior executives sub-
mitted false travel vouchers so they could fly to Washington for the
retirement dinner of a Deputy Director. The average agent would
have lost his or her career for doing that. The senior executives re-
ceived only a letter of censure. Two of them actually received pro-
motions and cash awards.

Those of us who have had careers in law enforcement—and there
are several of us in this committee who have long thought that the
FBI was the crown jewel of law enforcement agencies. Some of that
jewel has lost some of its luster, and we want to restore it. So,
frankly, Mr. Mueller, you have both a great challenge and a great
opportunity to restore public confidence in the Bureau. I think it
is safe to say all of us want you to do that. We need to forge a
strong and constructive oversight partnership with the leadership
of the Department of Justice and the FBI to shape reforms. We can
find the solutions to make the FBI the premier law enforcement
agency that the American people want and expect it to be and an
agency that can hold out that bright promise to the men and
women who are going through your training programs. They are
among the best in this country, and let’s make sure they are going
into the best Bureau possible.

[The prepared statement of Senator Leahy follows:]

STATEMENT OF HON. PATRICK J. LEAHY, A U.S. SENATOR FROM THE STATE OF
VERMONT, ON THE NOMINATION OF ROBERT S. MUELLER, III, To BE DIRECTOR OF
THE FEDERAL BUREAU OF INVESTIGATION

Today, the Judiciary Committee begins hearings on the nomination of Robert S.
Mueller III to be Director of the Federal Bureau of Investigation. Mr. Mueller has
had an outstanding career in law enforcement, serving as a Federal prosecutor in
three different U.S. Attorneys’ Offices and in Main Justice under both Republican
an(;i Democratic Administrations. We welcome Mr. Mueller and his family here
today.

For Mr. Mueller, for this Committee and for the Nation, this is more than a job
interview. This is a crucial juncture for the FBI. We aim to forge a constructive
partnership with the Bureau’s next director to get the FBI back on track. Congress
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sometimes has followed a hands-off approach about the FBI. Until the Bureau’s
problems are solved, we will need a hands-on approach for awhile.

The rights of all Americans are at stake in the selection of an FBI Director. The
FBI has extraordinary power to affect the lives of ordinary Americans. By properly
using its extraordinary investigative powers, the FBI can protect the security of us
all by combating sophisticated crime, terrorism, and espionage. But unchecked,
these same powers can undermine our civil liberties, such as freedom of speech and
of association, and the right to privacy. By leaking information, the FBI can destroy
the lives and reputations of people who have not been charged or had a trial. Worse,
such leaking can be used for political intimidation and coercion. By respecting con-
stitutional safeguards for criminal suspects, the FBI can help ensure that persons
accused of Federal crimes receive a fair trial and that justice is served. Qur para-
mount standard for evaluating a new Director is his demonstrated adherence to the
Constitution as the bulwark of liberty and the rule of law. This is necessary to as-
sure the American people that the FBI will exercise its power effectively and fairly.

The American public has lost some confidence in the Bureau. This is not just a
PR problem. This erosion of public trust threatens the FBI’s ability to perform its
mission. Citizens who mistrust the FBI will be less likely to come forward and re-
port information about criminal activity. Judges and jurors will be less likely to be-
lieve the testimony of FBI witnesses. Even innocent or minor mistakes by the FBI
in future cases may be perceived in a sinister light that is not warranted. Since FBI
agents perform forensic and other critical work for many law enforcement agencies
on the Federal, state and local levels, the repercussions of this decline in public con-
fidence in the FBI has rippled far beyond Federal criminal cases.

Constructive, bipartisan oversight of the FBI can greatly improve its effectiveness.
While reviews by Inspectors General and other outside experts are important—the
ultimate test is accountability to the people through the Congress. Therefore, I will
ask the nominee about his views on congressional oversight and, especially, his will-
ingness to join this partnership and provide the information this Committee needs
to oversee the Bureau on behalf of the American people.

The questions being asked about the FBI are directed at three inter-related
issues: the Bureau’s security and information technology problems, management
problems, and insular “culture.” The Committee is in the midst of examining each
of these areas at oversight hearings that began in June shortly after I became
Chairman.

In the national security field, our country depends on FBI counterintelligence to
protect the most sensitive intelligence, military, and diplomatic secrets from foreign
espionage. We were told that there were no less than 15 different areas of security
at the FBI that were broken and needed to be “bolstered, redesigned, or in some
cases established for the first time.” The Committee will want to hear the nominee’s
views on the steps he will take to move forward with security improvements.

The FBI needs to join the 21st Century. This is the information age, but the FBI's
information technology is obsolete. The Committee has been told that the FBI’s com-
puter systems have not been updated for over 6 years; that more than 13,000 desk-
top computers are so old they cannot run on today’s basic software; that the major-
ity of the smaller FBI field offices have internal networks that work more slowly
than the Internet connections many of us have at home; and that the investigative
data bases are so old that FBI agents are unable to store photographs, graphical
or tabular data on them.

Hard-working, dedicated FBI agents trying to fight crime across this country de-
serve better, and they should have the computer and network tools that most busi-
nesses take for granted and many Americans enjoy at home.

The security and information technology problems facing the FBI are not a prob-
lem of money. The Congress has poured money into the FBI. This is a management
problem and it can no longer be ignored. The nominee has seen the FBI up close
for many years—as Acting Deputy Attorney General, as Assistant Attorney General,
and in three United States Attorneys’ offices. The Committee will want to know
what management objectives he brings to this job, based on his past experience, and
what other resources he will draw on to bring about needed changes.

It is especially important to understand how the nominee views the FBI Director’s
relationship with the Attorney General in the overall management structure at the
Department of Justice. Too often in the past Directors have had the final word on
management of the Bureau. Of course, there are legitimate concerns about political
interference with investigations, as Watergate demonstrated. The FBI Director is
not, however, unique in having to resist such interference. Both the FBI Director
and the Attorney General have that duty, and they should work together to ensure
the integrity of both investigations and prosecutions.
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The FBI “Culture” Needs An Overhaul. We are receiving testimony in our over-
sight hearings showing that, too often, the independence that is part of the FBI’s
culture has crossed the line into arrogance. Senator Danforth expressed concern to
this Committee about entrenched executives at the FBI who have created a closed
and insular culture resistant to disclosure of mistakes and to reforms. His concern
was echoed in testimony the Committee heard from experienced FBI Special Agents,
who told us of a “club” mentality among some Bureau executives who resist criti-
cism or change that threatens their careers. Senator Danforth recommended that
the new director should be prepared to clean house if the extent necessary to imple-
ment needed changes.

If there is one message that a new Director should get from recent problems, it
is that FBI executives need to be more willing to admit their mistakes. Too often
their response is to protect the Bureau from embarrassment or shield self-serving
executives from criticism and needed change. A new Director must understand that
this type of conduct risks a far greater cost in the lost of public confidence, as com-
pared with admitting mistakes when they occur.

Let me cite one example that occurred just this week. In its recent weekly news-
letter for FBI employees, the FBI reported on the Judiciary Committee’s July 18
hearing. But the newsletter reported only the testimony of the two senior FBI
agents, who told us about what they were doing to fix the security and information
technology problems at the FBI. Their testimony was also the only testimony posted
on the FBI website. Yet, the testimony of the four other FBI agents who testified
about problems of a double standard in adjudicating discipline and about retaliation
within the FBI was ignored—not mentioned in the newsletter nor posted on the
website. Ignoring the testimony will not make it disappear. This kind of attitude
makes it much harder to make the changes that need to be made. If the FBI tries
to suppress information that things have gone wrong, it will never get them fixed.

To ensure full investigation of mistakes, I support the change made by the Attor-
ney General to give the Justice Department’s Inspector General full authority over
the FBI. I hope the nominee will look favorably on an amendment to the Inspector
General statute that makes this regulatory change permanent. A Director must
make clear that FBI executives should reward—not discourage—participation in In-
spector General, and other oversight, investigations of Bureau performance.

We have heard disturbing testimony about retaliation against FBI Agents who are
tasked to investigate their colleagues or who discuss issues with the Congress, ei-
ther directly or through cooperation with the General Accounting Office, which as-
sists in congressional oversight. It is important that a new Director send a clear
message to FBI employees that he will not tolerate retaliation against agents who
conduct internal investigations or who bring information about wrongdoing to the
Congress directly. I will want to hear from the nominee about his ideas for ensuring
that such retaliation in the workplace and in promotions stops.

Internal investigations must also lead to fair and just discipline. Here the recent
record is troubling. A internal FBI study that we released at the Committee’s last
hearing found a double standard at work, with senior FBI executives receiving a
slap on the wrist for the same kind of conduct that would result in serious discipline
for lower level employees. The most vivid example occurred when seven Senior Ex-
ecutives submitted false travel vouchers so they could fly to Washington for the re-
tirement dinner of a Deputy Director. They received only letters of censure for a
voucher fraud offense that could cost an average Agent his or her career. Two of
them actually received promotions and cash awards. In another case, the argument
was asserted within the Justice Department that the FBI Director may not be dis-
ciplined because he is a Presidential appointee and that, in any event, the FBI Di-
rector should not be disciplined for exercising poor judgment. The Committee will
be interested in hearing from the nominee about his adherence to the basic principle
that all public officials should be held equally accountable.

The FBI has long been considered the crown jewel of law enforcement agencies.
Today, it has lost some of its earlier luster. The next FBI Director has both a great
challenge and a great opportunity to restore public confidence in the Bureau, and
this Committee stands ready to help. We need to forge a strong and constructive
oversight partnership with the leadership at the Department of Justice and the FBI
to shape the reforms and find the solutions to make the FBI the premier law en-
forcement agency that the American people want and expect it to be.

Chairman LEAHY. Senator Hatch?
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STATEMENT OF HON. ORRIN G. HATCH, A U.S. SENATOR FROM
THE STATE OF UTAH

Senator HATCH. Thank you, Mr. Chairman. It is an unusually
great pleasure to welcome Mr. Mueller, our nominee, to the com-
mittee today. I always enjoy reviewing the many excellent nomi-
nees for high office who come before this committee, but I particu-
larly relish those super-extraordinary few who not only have stellar
qualifications but seem to be an exceptionally perfect fit for the job
for which they have been nominated. We have such a nominee be-
fore the committee today. Indeed, it is hard to imagine another
nominee whose unquestioned experience, good character, and rep-
utation would so perfectly match the requirements of this new posi-
tion.

Now, I do not say this lightly. I consider the FBI to be one of
the most important agencies of the Federal Government and the
post of the FBI Director to be one of the most consequential in the
world today. The FBI Director is trusted to command huge re-
sources that touch the lives of people around the globe. He is
charged with protecting the most important resource in America,
our people, against criminal activity that is increasingly sophisti-
cated and resourceful. And the Director holds a term, 10 years,
that exceeds that of any elected Federal representative. The Direc-
tor thus has great pawer and great insulation from the popular
will, a combination that requires this committee to be especially
vigilant in its confirmation review.

But after examining Mr. Mueller’s record, meeting with him pri-
vately, and hearing from many people who know him, I am ex-
tremely pleased that President Bush has chosen Bob Mueller for
this position. I have the utmost confidence Mr. Mueller has the
judgment, the integrity, and the dedication to purpose that will
make for an excellent FBI Director.

I have a full written statement that I would like to submit for
the record, Mr. Chairman.

Chairman LEaHY. Without objection.

Senator HATCH. But I would like to mention that, as I reviewed
your responses to the committee questionnaire, Mr. Mueller, I was
particularly struck by two items on your long list of professional ac-
complishments. The first is your military record, a matter about
which I was not previously aware. During the Vietnam War, Mr.
Mueller served as a rifle platoon commander and eventually as an
Aide-de-Camp to the Commanding General to the 3rd Marine Divi-
sion. He was awarded the Bronze Star, two Navy Commendation
Medals, the Purple Heart, and the Vietnamese Cross of Gallantry.

The second particularly notable item is that in 1995, after 2
years as the senior partner at the distinguished firm of Hale and
Dorr, Mr. Mueller left to join the Homicide Section of the U.S. At-
torney’s Office in the District of Columbia, and this after he had
served as head of the Criminal Section in the Department of Jus-
tice. When I saw that, I was reminded a bit of a man whom all
of us admired a great deal, even though some of us disagreed with
his clients on certain issues, Charles Ruff, who died last year.
Chuck also left a prestigious firm, Covington and Burling, in the
early 1990’s to serve his community, in his case as D.C. Corpora-
tion Counsel. I think the move was Chuck’s way of giving some-
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thing back, even though he had already given a great deal to the
American people. And it also seems to me that, Mr. Mueller, your
record of service to the community and to the country is one that
anyone would be proud of.

There is no doubt that you will need to muster all of your experi-
ence, training, and character to execute this new assignment. You
will step into the FBI, an organization of nearly 28,000 employees,
at a time of some disruption caused by several high-profile embar-
rassments, all of which I am sure will be mentioned during this
hearing, and maybe mentioned more than once.

Regardless of whether these incidents are isolated rather than
systemic, they will nevertheless prove challenging, if for no other
reason than the fact that they have garnered significant public at-
tention and have fueled significant public concern.

Of course, you will not be starting from scratch and you will not
be working alone. You will be the inheritor of the hard work of an-
other extraordinary public servant, Director Louis Freeh. Director
Freeh accomplished a great deal during his tenure to modernize
and restructure the FBI so it can handle the challenges of the fu-
ture. But as Senator Leahy has pointed out, even he was unable
to get it all done in the time that he was there. He did reinvigorate
the Bureau with the core values of obedience to the Constitution,
respect for all those it protects, compassion, fairness, and uncom-
promising integrity.

Another tremendous advantage you will have is the support of
the Bush administration and Attorney General Ashcroft in par-
ticular. Attorney General Ashcroft has already demonstrated his
genuine concern for and dedication to the FBI by taking dramatic
and important steps to remedy some of the perceived challenges
faced by the Bureau. The review headed by William Webster, the
former FBI Director himself, the management study to be con-
ducted by Arthur Andersen and the expansion of jurisdiction of the
Justice Department’s Inspector General all demonstrate that Gen-
eral Ashcroft is determined to uncover any opportunities to im-
prove the FBI and is determined to help you take the Bureau to
new heights of professionalism.

Now, I hope and expect that Congress will be another source of
support. Of course, Congress—and this committee in particular—
has an important oversight role that involves asking tough ques-
tions and demanding complete answers. The Congress should be
careful to act in ways that encourage positive change and avoid dis-
tracting the Bureau from its mission. One tool I want to give to the
new Director is the benefit of an independent review of the agency
by a blue-ribbon panel of outstanding outside experts from a vari-
ety of fields. So I have joined with Senator Schumer in sponsoring
the Schumer-Hatch FBI Review Commission Act of 2001, which
would establish a mechanism for a first-rate group of experts from
a variety of fields like management, technology, intelligence, and
others to do a thorough review of the FBI and make strategic rec-
ommendations for improvements. Such an independent group, with
no turf to protect or axes to grind, could really help bring the best
practices of the corporate and scientific worlds to bear on all of the
challenges currently being faced by the FBI.
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One frustration that you will undoubtably feel is that when the
FBI does its job well, we will never hear about it. The newspaper
headlines will never read, “Millions of Americans Slept Safely
Again Last Night.” The Washington Post will never publish a story
proclaiming that, “Another Day Passes Without Nuclear Terror in
any U.S. City.” Nevertheless, the main focus of the FBI is to pre-
vent crime by gathering intelligence, compiling evidence, and as-
sisting in prosecutions. Indeed, between October 1993 and October
1999, the FBI prevented more than 40 potential acts of terrorism,
including the planned detonation of two enormous propane gas
tanks near Sacramento, California, which would have resulted in
the deaths of at least 12,000 of our citizens. There are others that
had the equal potential to do tremendous damage.

I again applaud President Bush for his choice of you, Mr.
Mueller, to be FBI Director. You are a principled and dedicated
public servant with a proven record in law enforcement and man-
agement. You have a no-nonsense style which I think has served
you very well and has helped you to inspire others to do their best
work for the American people. Now, I have every confidence that
you will prove to be an excellent FBI Director, and I know that will
happen.

I want to thank the chairman for this hearing, and I urge the
committee and the full Senate to move forward with Mr. Mueller’s
confirmation with all deliberate speed, and I just want to thank
you for being willing to serve your country in this way, and I want
to thank your family, your wife in particular, the rest of your fam-
ily, because this is taking on an awful lot of responsibilities, and
sometimes it means many, many days and nights away from home
and many, many hours away from home. So we appreciate you as
well, and, again, Mr. Chairman, thank you for allowing me to make
these comments.

[The prepared statement of Senator Hatch follows:]

STATEMENT OF ORRIN G. HATCH, A U.S. SENATOR FROM THE STATE OF UTAH, ON THE
NOMINATION OF ROBERT S. MUELLER, III To BE FBI DIRECTOR

One of the greatest pleasures of working on the Judiciary Committee is reviewing
a nominee for high office who not only has extraordinary qualifications but also is
a perfect fit for the job to which he or she has been nominated. Of course, this Com-
mittee reviews a lot of candidates who are qualified, competent and dedicated to
public service. But once in a while, a nominee comes along who exhibits an extra
measure of fitness for the job. We have such a nominee before the committee today
in Robert S. Mueller, III. It is hard to imagine anyone whose unquestioned experi-
ence, good character and reputation would so perfectly match with the requirements
of his new position.

I do not say this lightly. I consider the FBI to one of the most important agencies
of the government, and the post of FBI Director to be one of the most consequential
in the world. The FBI Director is trusted to command huge resources that touch
the lives of people around the globe. He is charged with protecting the most impor-
tant resource in America—our people—against criminal activity that is increasingly
sophisticated and resourceful. And the Director holds a term—ten years—that ex-
ceeds that of any elected Federal representative, and is 2 years longer than any
president can serve in office. The Director thus has great power and great insulation
from the popular will—a combination that requires this Committee to be especially
vigilant in its confirmation review. But after examining Bob Mueller&#146;s record,
meeting with him privately, and hearing from many people who know him, I am
extremely pleased that President Bush has chosen Bob Mueller for this position. I
have the utmost confidence that Mr. Mueller has the judgment, integrity and dedi-
cation to purpose that will make for an excellent FBI Director.
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MR. MUELLER’S BACKGROUND

Mr. Mueller is a decorated military hero who has spent most of his professional
career prosecuting criminals and earning a reputation for no-nonsense management.
As I recently reviewed his responses to the Committee questionnaire, I was particu-
larly struck by two items on his long list of professional accomplishments. The first
is his military record, a matter about which I was not previously aware. During the
Vietnam war, Mr. Mueller served as a rifle platoon commander and, eventually, as
an aide-de-camp to the Commanding General of the Third Marine Division. He was
awarded the Bronze Star, 2 Navy Commendation Medals, the Purple Heart, and the
Vietnamese Cross of Gallantry. And his military service did not end there. After the
war, Mr. Mueller served in the Marine Corps Reserve until 1980, achieving the rank
of Captain.

The second particularly notable item is that in 1995, after 2 years as the senior
partner in distinguished firm of Hale and Dorr, Mr. Mueller left to join the homicide
section of the U.S. Attorneys office in the District of Columbia. When I saw that,
I was reminded, a bit, of a man whom all of us admired a great deal (even though
some of us disagreed with his clients on certain issues): Charles Ruff, who died last
year. Chuck also left a prestigious firm—Covington and Burling—in the early 1990’s
to serve his community—in his case, as D.C. corporation counsel. I think the move
was Chuck’s way of giving something back, even though he had already given a
great deal to the American people. And it also seems to me that Mr. Mueller’s
record of service to community and to country is one that anyone would be very
proud of.

Mr. Mueller graduated from the University of Virginia law school in 1973, after
which he spent 3 years working on small litigation matters as an associate at Pills-
bury, Madison & Sutro in San Francisco. He left in 1976 to become an Assistant
U.S. Attorney in San Francisco, first in the civil division and later in the criminal
division. There he tried cases involving narcotics, money laundering, tax evasion,
bank robbery, and major fraud. He also spent 9 months prosecuting the Hells An-
gles motorcycle club. He rose in the ranks to become supervisor of the Special Pros-
ecutions Unit and then interim Chief of the Criminal Division.

In 1982, Mr. Mueller transferred to the U.S. Attorney’s office in Boston, Massa-
chusetts, as Chief of the Criminal Division. For the next 6 years, he prosecuted nar-
cotics, public corruption, and espionage cases, among others. And he served as First
Assistant U.S. Attorney, as the court-appointed U.S. Attorney, and then as Deputy
U.S. Attorney. In 1988 he joined the firm of Hill and Barlow as a litigation partner.
During his 10 months there, he practiced civil law including contract disputes and
some criminal defense.

Mr. Mueller became an Assistant to Attorney General Richard Thornburgh in
May 1989. His focus was advising the A.G. on criminal matters. He also served as
the liaison between the A.G.’s office and the FBI, the DEA, and other Federal agen-
cies.

President Bush nominated Mr. Mueller in September 1990 to be the Assistant At-
torney General for the Criminal Division. He served in that position until 1993,
handling the high-profile investigation of Pan Am 103, the prosecutions of Gotti and
Noriega, and the BCCI and BNL matters.

In 1993, he became a senior partner in the Washington office of the Boston firm
Hale and Dorr. As I mentioned earlier, he gave up that prestigious and lucrative
position in 1995 to join the homicide section of the District of Columbia’s U.S. Attor-
ney’s office. He tried a number of cases there, and became chief of the homicide unit
in 1996.

In August 1998, the Justice Department asked him to serve as the interim U.S.
Attorney for the Northern District of California, where he turned a troubled office
around and rebuilt it into one of the nation’s best. Under his leadership, the number
of criminal prosecutions nearly doubled in 2 years. He increased the office’s focus
on environmental crime and public corruption. And he showed himself to be a vi-
sionary leader in developing governmental responses to the burgeoning area of com-
puter crime. He was later nominated and confirmed as U.S. Attorney there, where
he supervises 100 attorneys. From January until May 2001, he served as the Acting
Deputy Attorney General.

By any measure, Mr. Mueller’s resume alone makes him an excellent candidate
to be FBI Director. But the icing on this cake is the reputation he has earned while
holding those jobs. Mr. Mueller has earned a reputation for, among other things,
a no-nonsense toughness when it comes to managing an office.



11

CURRENT FBI CHALLENGES

There is no doubt that Mr. Mueller will need to muster all of his experience,
training, and character to execute his new assignment. He will step into the FBI—
an organization of over 27,800 employees—at a time of some disruption caused by
several high-profile embarrassments, including the handling of the McVeigh docu-
ments, the belated discovery of the Hanssen spy case, and the troubled Wen Ho Lee
investigation. Regardless of whether these incidents are isolated rather than sys-
temic, they will nevertheless prove challenging—if for no other reason, because they
have garnered significant public attention and fueled concern.

DIRECTOR FREEH’S LEGACY AND ATTORNEY GENERAL ASHCROFT'S SUPPORT

Of course, Mr. Mueller will not be starting from scratch and will not be working
alone. He will be the inheritor of the hard work of another extraordinary public
servant, Director Louis Freeh. Director Freeh accomplished a great deal during his
tenure to modernize and restructure the FBI so it can handle the challenges of the
future. He reinvigorated the Bureau with the core values of obedience to the Con-
stitution, respect for all those it protects, compassion, fairness, and uncompromising
integrity. He also made specific reforms in the area of ethics. In 1996, Mr. Freeh
esta%ll}shed a new Office of Law Enforcement Ethics and enhanced ethics training
at the Bureau. In 1997, he established an enhanced and independent Office of Pro-
fessional Responsibility to investigate allegations of employee misconduct. And in
1998, he opened this issue to the public by beginning t?’ne ractice of releasing to
the news media annual reports on dli)sciplinary actions taken by the OPR.

Director Freeh’s legacy goes far beyond these specific actions. His tenure will be
noted for the successfuf] investigation and resolution of the World Trade Center
bombing in 1993, the Alfred P. Murrah Federal Building bombing in 1995, the so-
called Unibomber case, and the Embassy bombings in East Africa in 1998. Even
more profound—and largely ignored by the media and the public—are the preventa-
tive successes under Director Freeh’s watch. Between October 1993 and October
1999, the FBI prevented more than 40 potential acts of terrorism, including the
glanned detonation of two enormous propane gas tanks near Sacramento, Cali-
ornia, which could have resulted in over 12,000 deaths. Other notable projects of
Director Freeh’s in the area of national security include the creation of the National
Infrastructure Protection Center, the Strategic Information Operations Center, the
Counterterrorism Division, the Weapons of Mass Destruction Operations Unit, and
the National Domestic Preparedness Office.

The list of Director Freeh’s other accomplishments would go on and on. His suc-
cesses in several areas are too numerous to mention, including the areas of violent
crime, organized crime, drug trafficking, health care fraud, crimes against children,
and civil rights. He also significantly improved the Bureau’s training programs, re-
lationship with the CIA, and coordination with foreign governments. As you can tell,
I am a big fan of Director Freeh and the great work he did as FBI Director. And
I am confident that his legacies will in many ways enable Mr. Mueller to achieve
even greater things in the future.

Another tremendous advantage Mr. Mueller will have is the support of the Bush
Administration and of Attorney General Ashcroft in particular. Attorney General
Ashcroft has already demonstrated his genuine concern for, and dedication to, the
FBI by taking dramatic and important steps to remedy some of the perceived chal-
lenges I mentioned a minute ago. For example, Attorney General Ashcroft estab-
lished an independent review board headed by William Webster to examine the
FBI’s procedures, including security measures, in the wake of the Hanssen case. He
recently contracted with Arthur Anderson to conduct a management study of the
FBI. And he expanded the jurisdiction of the Justice Department’s Inspector Gen-
eral to include oversight over the FBI—an important step in ensuring the integrity
of the Bureau and its employees. These actions demonstrate that Attorney General
Ashcroft is determined to uncover any opportunities to improve the FBI and is de-
termined to assist Mr. Mueller in taking the Bureau to new heights.

FBI REVIEW COMMISSION ACT

I hope and expect that Congress will be another source of support for Mr. Mueller.
Of course, Congress—and this Committee in particular—has an important oversight
role that should and must involve asking tough questions and demanding complete
answers. But Congress should be careful to act in ways that encourage positive
change and avoid distracting the Bureau from its mission. One tool I want to give
to the new Director is the benefit of an independent review of the agency by outside
experts from a variety of fields. I have joined with Senator Schumer in sponsoring
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the Schumer-Hatch FBI Review Commission Act of 2001, which would establish a
mechanism for a first rate group of experts from a variety of fields like manage-
ment, technology, intelligence and others to do a thorough review of the FBI and
make strategic recommendations to the new Director for improvements. Such an
independent group, with no turf to protect or axes to grind, could really help bring
the Eest practices of the corporate and scientific worlds to bear on the challenges
currently facing the FBI.

know there will be a lot of suggestions for improvements to the FBI. Some are
underway, others are being developed. We in Congress are right to scrutinize the
plans for reform and to be vigilant in our oversight. We will not blindly accept
changes, but will question and test them to ensure they will address the problems
which exist. Through this process, and by working in collaboration with the Justice
Department and the new FPBI Director, I hope Congress will prove to be a construc-
tive part of a revitalization of the FBI.

Focus oN FUTURE SUCCESS

One of the reasons why the FBI's public image has been harmed by the recent
stories is that, when the FBI does its job well, we never hear about it. This is the
nature of law enforcement work in general, and of the FBI’s in particular. The
newspaper headlines will never read “Millions of Americans Slept Safely Again Last
Night.” The Washington Post will never publish a story proclaiming that “Another
Day Passes Without Nuclear Terror in any U.S. City.” Nevertheless, the main focus
of the FBI is to prevent crime by gathering intelligence, compiling evidence, and as-
sisting in prosecutions. It is my sincere hope and expectation that, during the next
few months and throughout Mr. Mueller’s term as Director, all of the various par-
ties with an interest in the FBI will maintain this focus on crime prevention and
will measure their words and actions against the goal of ensuring future success.

CONCLUSION

I applaud President Bush for his choice of Bob Mueller to be FBI Director. He
is a principled and dedicated public servant with a proven record in law enforce-
ment and management. His no-nonsense style has served him well and has helped
him inspire others to do their best work for the American people. I have every con-
fidence that he will prove to be an excellent FBI Director.

I thank the Chairman for this hearing, and I urge the Committee and the full
Senate to move forward with Mr. Mueller’s confirmation with all deliberate speed.

Chairman LeEAHY. What I intend to do is to give the Senators
here today an opportunity to give opening statements, and we will
go back and forth following the early bird rule.

Mr. Mueller, I hope as you hear these statements, comments
both good and bad, that you won’t change your mind. The Presi-
dent spent a lot of time on this nomination. Attorney General
Ashcroft has spent a lot of time. I happen to agree with both the
President and the Attorney General that they made a great choice,
so don’t change your mind no matter what we say here.

Senator Feingold?

STATEMENT OF HON. RUSSELL D. FEINGOLD, A U.S. SENATOR
FROM THE STATE OF WISCONSIN

Senator FEINGOLD. Thank you very much, Mr. Chairman. Thank
you. Welcome, Mr. Mueller, and congratulations on your nomina-
tion. I do applaud you, Mr. Chairman, for holding the hearing so
soon after the President sent Mr. Mueller’s nomination to the Sen-
ate. I rescheduled the meetings I had planned in Wisconsin this
morning and returned to Washington sooner than usual in order to
participate in the hearing. And that is because, of course, this nom-
ination should receive speedy consideration. Our Nation’s leading
law enforcement agency has no leader and is reeling from a series
of missteps and mismanagement. The FBI is in desperate need of
strong leadership.
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But from what I have learned so far, I believe Mr. Mueller may
well be the right person for the job.

I appreciated your taking the time to meet with me last week.
I was impressed by your sense of purpose and readiness for the job.
As I said during our meeting, I think this is an enormously chal-
lenging undertaking. But it is also really a great opportunity for
you to show this committee and, more importantly, our Nation
some real results.

You are arriving at the FBI at a very difficult time. The Bureau’s
setbacks and missteps in recent years form a now familiar and, un-
fortunately, fairly lengthy list: the missing McVeigh documents, the
Hanssen case, Los Alamos and the Wen Ho Lee case, the years-late
production of the tapes in the Birmingham bombing, problems in
the FBI lab, Richard Jewell and the Olympic bombing, charges of
racial bias in promotions at the FBI.

We know, of course, on the other hand, that the history of the
FBI includes some storied successes. Maybe the greatest triumph
of the FBI, as was suggested by the statement that Senator Hatch
just made, has been the terrorist attacks that never happened.
While the FBI over the years has had its lapses in respecting the
civil liberties of some Americans, and those episodes should con-
tinue to serve as a cautionary note for those who wish to give un-
fettered power to any law enforcement agency, perhaps the great-
est achievement of the Bureau has been that it has done so well
in solving crime and foiling conspiracies while operating in a Na-
tion that so respects individual liberty.

Moving beyond the specific missteps of recent years, I would em-
phasize the following more general concerns:

First, I am very troubled by what appears to be an agency with
no internal or external accountability. It strikes me that the man-
agement structure has to be reshaped so that the mistakes are dis-
covered earlier and corrected more quickly and directly.

Second, there are a number of areas where the FBI can improve
its level of professionalism. Coordination between State and Fed-
eral law enforcement should be strengthened and improved. There
should not be a competition for glory in high-profile investigations.
The goal is to stop crime and catch criminals, not to get headlines
or credit.

I firmly believe that for the most part, the FBI has been a model
law enforcement agency. But, obviously, the high-profile problems
that have come to light in recent years suggest even bigger prob-
lems that could possibly linger under the surface. These issues
have to be addressed—if for no other reason than to restore the
public’s trust and confidence in the Bureau. It is up to you not only
to find out what has happened in the past and take appropriate ac-
tion, but to learn from these mistakes and make sure they don’t
happen again.

You have impressed me as a person who has deep respect for the
Bureau and its history and for the dedicated professionals who
work there, but who is also willing to look at the Bureau with a
very critical eye and a willingness to shake things up, to demand
a high standard of integrity and fairness and professionalism in all
aspects of its work. I think you will find that the Senators on this
committee will support you and work with you to help the FBI
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overcome these recent black eyes and then resume its place in the
forefront of American law enforcement.

So I plan to ask you some questions later about how to meet
some of these challenges, but I certainly look forward to your testi-
mony. And thank you again, Mr. Chairman.

[The prepared statement of Senator Feingold follows:]

STATEMENT OF HON. RUSSELL D. FEINGOLD, A U.S. SENATOR FROM THE STATE OF
WISCONSIN ON THE NOMINATION OF ROBERT MUELLER TO BE THE FBI DIRECTOR

Thank you, Mr. Chairman. Welcome, Mr. Mueller, and congratulations on your
nomination.

Mr. Chairman, I applaud you for holding this hearing so soon after the President
sent Mr. Mueller’'s nomination to the Senate. I rescheduled the meetings I had
planned in Wisconsin this morning and returned to Washington sooner than usual
in order to participate in this hearing. This nomination should receive speedy con-
sideration because, as we all know, our nation’s leading law enforcement agency has
no leader and is reeling from a series of missteps and mismanagement. The FBI
is in desperate need of strong leadership.

From what I have learned so far, I believe Mr. Mueller may well be the right per-
son for the job.

Mr. Mueller, I appreciated your taking the time to meet with me last week. I was
impressed by your sense of purpose and readiness for this job. As I said during our
meeting, I think this is an enormously challenging undertaking. But I also believe
it is an enormous opportunity for you to show this Committee, and more impor-
tantly our nation, some real results.

You are arriving at the FBI at a very difficult time. The Bureau’s setbacks and
missteps in recent years form a now familiar and unfortunately fairly lengthy list:
the missing McVeigh documents, the Hanssen case, Los Alamos and the Wen Ho
Lee case, the years-late production of the tapes in the Birmingham bombing, prob-
lems in the FBI lab, Richard Jewell and the Olympic bombing, charges of racial bias
in promotions at the FBI.

We know of course that the history of the FBI includes some storied successes.
Maybe the greatest triumph of the FBI has been the terrorist attacks that never
happened. While the FBI over the years has had its lapses in respecting the civil
liberties of some Americans, and those episodes should continue to serve as a cau-
tionary note for those who wish to give unfettered power to any law enforcement
agency, perhaps the greatest achievement of the Bureau has been that it has done
so well in solving crime and foiling conspiracies while operating in a nation that so
respects individual liberty.

Moving beyond the specific missteps of recent years, I would emphasize the fol-
lowing more general concerns. First, I am very troubled by what appears to be an
agency with no internal or external accountability. It strikes me that the manage-
ment structure must be reshaped so that mistakes are discovered earlier, and cor-
rected more quickly and directly. Second, there are a number of areas where the
FBI can improve its level of professionalism. Coordination between state and Fed-
eral law enforcement should be improved and strengthened. There should not be a
competition for glory in high profile investigations. The goal is to stop crime and
catch criminals, not to get headlines or credit.

I firmly believe that for the most part, the FBI has been a model law enforcement
agency. But obviously, the high profile problems that have come to light in recent
years suggest even bigger problems that may linger under the surface. These issues
must be addressed—if for no other reason than to restore the public’s trust and con-
fidence in the Bureau. It is up to you not only to find out what has happened in
the past and take appropriate action but to learn from these mistakes and make
sure they don’t happen again.

You have impressed me as a person who has deep respect for the Bureau and its
history and for the dedicated professionals who work there, but who is also willing
to look at the Bureau with a very critical eye and a willingness to shake things up,
to demand a high standard of integrity and fairness and professionalism in all as-
pects of its work. I think you will find that Senators on this Committee will support
you and work with you to help the FBI overcome these recent black eyes and re-
sume its place in the forefront of American law enforcement.

So, I plan to ask you about how you plan to meet some of these challenges, and
I look forward to your testimony. Thank you again, Mr. Chairman.
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Chairman LEAHY. I thank you, Senator Feingold, and I thank
you for rearranging your schedule, as others have, to be here.

Normally I would go next to Senator Specter, but Senator Thur-
mond, who is the most senior member of not only the Senate but
of this committee, is here and we will follow our usual courtesy,
and I will defer to Senator Thurmond.

STATEMENT OF HON. STROM THURMOND, A U.S. SENATOR
FROM THE STATE OF SOUTH CAROLINA

Senator THURMOND. Mr. Chairman, I am pleased we are holding
this hearing today on the nomination of Bob Mueller to be FBI Di-
rector. The FBI is the premier law enforcement organization in the
world, and we should be proud of the work that its dedicated
agents do every day in the fight against crime.

However, the Bureau today faces some serious challenges. It
must address management problems and accounting flaws that re-
cently have received a great deal of public scrutiny. Moreover, the
culture of the FBI needs to be more open and cooperative.

I think that Mr. Mueller is an excellent choice to lead the Bureau
at this critical time. He is a career Federal prosecutor with exten-
sive experience in management. He has a proven record of success,
and I am confident that he will be a fine Director. I look forward
to his quick confirmation.

Chairman LEAHY. Thank you, Senator Thurmond.

Senator Specter?

STATEMENT OF HON. ARLEN SPECTER, A U.S. SENATOR FROM
THE STATE OF PENNSYLVANIA

Senator SPECTER. Thank you, Mr. Chairman.

Mr. Mueller, I join my colleagues in welcoming you here. The
FBI Director arguably may be the most powerful man in the
United States because the FBI Director has a statutory term of 10
years, which is 2 years longer than the maximum a President may
serve. And the FBI Director commands an enormous array of inves-
tigators and has really broad discretion, even in one instance where
the FBI Director declined to turn over national security informa-
tion to President Clinton because Director Freeh concluded that the
President himself was under a criminal investigation. That is a
standard and a sequence which I intend to question you about as
to whether the Director has that kind of extensive authority, and
I think it worth noting that in our long office meeting and my call
to you again last week, I have tried to alert you to the questions
which I intend to ask.

This hearing I think is really important as it will or could set the
standards for what is appropriate congressional oversight. When
we have had hearings involving Justices of the Supreme Court of
the United States, a decade later and more, the Justices have com-
mented about what happened at their confirmation hearing. It is
a little different because the Justices are appointed for life, but
these hearings do make an imprint. And it is an opportunity for
the Senators who have had some background and experience to tell
you what we think oversight means and, candidly, to get commit-
ments from you.
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I believe that Director Freeh did about as good a job as could be
done under the circumstances that he worked under. I analogize
Director Freeh to the Dutch boy at the dike, running around put-
ting his fingers in all the holes. But nobody could keep all the
water from coming through. And I believe that there is a culture
of concealment in the FBI, and I think they are concerned about
an institutional image. And I believe that is going to be very, very
difficult for anyone to deal with, even someone who has dem-
onstrated the tenacity which you have.

And you and I have gone over in some detail the lines of ques-
tioning that I intend to ask about how you would solve the problem
of the Waco documents for pyrotechnics used in April 1993 and not
disclosed on voluminous documents until August 1999, or how in
the McVeigh case subordinates in the FBI knew about documents
which were not turned over to McVeigh’s lawyers. Now, there is no
doubt that was a horrible crime and it merited the death penalty,
but that does not gainsay the obligation of the FBI and the pros-
ecution to turn over those documents.

Then there is the issue of oversight and the initiatives which you
will have to take. There was a dynamite memorandum in the FBI
file from December 1996, which recited a contact between top FBI
officials and top Department of Justice official, where the Depart-
ment of Justice official said that they had to go easy on the cam-
paign finance investigation, because the Attorney General’s job
might hang in the balance. That document was not disclosed until
a wide-ranging subpoena for the LaBella report by the sub-
committee, which I chaired, brought it to light. And I believe that
the FBI had an absolute mandatory duty to turn that over to the
Oversight Committee, and it was not done.

My yellow light is on, and I will conclude before the red light
goes on. But there were are quite a number of cases on specifics
that I intend to ask you about, and I do this in the context of hav-
ing great admiration for the FBI. I was trained by the FBI when
I was an investigator for the Office of Special Investigations many
years ago, and used FBI investigators in the prosecution of cases
in Philadelphia, notably the Teamsters prosecution, and I admire
the record that you bring here, having volunteered after being the
Assistant Attorney General in charge of the Criminal Division to
Just try cases. And when from time to time I am asked about my
favorite job, it is not Senator, not DA, but Assistant DA, a pros-
ecutor. You will not have that luxury much longer, Mr. Mueller. 1
think you will be confirmed based on all I know today, although no
commitments. But this hearing I think will be very important for
America to set standards of congressional oversight. Thank you.

Thank you, Mr. Chairman.

Chairman LEAHY. Thank you, Senator Specter. And I would note
that I will try to keep fairly well on schedule. We will keep the
hearing going long enough for everybody to have a chance to ask
whatever questions are necessary.

Senator Grassley.

STATEMENT OF HON. CHARLES E. GRASSLEY, A U.S. SENATOR
FROM THE STATE OF IOWA

Senator GRASSLEY. Thank you, Mr. Chairman.
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Congratulations, Mr. Mueller. As I told you in my office, I appre-
ciate very much the time you took to spend with me when you were
first appointed, and before I begin my statement, I want you to
know that I have read your statement that you are going to
present today, and I am pleased with many of the points that you
have made. I believe your comments are responsive to the letter
that I sent you last Friday. And I also want you to know that I
am not oblivious to the praise that you have received, and the very
good response that you have gotten from the press with your ap-
pointment, as well as the President for selecting you.

Mr. Chairman, Senator Hatch, thank you for holding today’s
hearing. The FBI is in desperate need of a director who will make
drastic changes to the Bureau’s management culture. This person
must be able to sweep out the culture of arrogance and replace it
with a culture dedicated to truth and honorable service to the
American people.

Three weeks ago you and I had a chance to meet and discuss this
culture, Mr. Mueller. The purpose of that meeting, as well as to-
day’s hearing, was to examine whether you have the qualifications
and determination necessary to address this and other problems
facing the Bureau. In the three short weeks since that meeting, the
FBI's culture of arrogance has continued to raise its ugly head.
These most recent FBI blunders are further eroding public con-
fidence at the FBI, whether or not it is up to the task the Nation
has called upon the Bureau to do.

Just a week after our meeting, the national papers were filled
with headlines that the FBI could not find their guns, the FBI has
lost or had stolen 440 firearms, 171 laptops. This, of course, is inex-
cusable. The Inspector General is currently conducting an inves-
tigation to determine the extent of the damages, but we do know
that one of those lost guns was used in the commission of a homi-
cide, and at least one of the laptops contained classified informa-
tion about two espionage cases. These losses reflect a need for fun-
damental reform.

How can the public have confidence in a law enforcement agency
that allows its weapons and secrets to fall into the hands of crimi-
nals and spies?

A day after that revelation, the public learned that the FBI
played favorites, because we had a hearing before this committee.
Four senior FBI agents testified that the Bureau has dual stand-
ards for disciplining employees. According to these men, Senior Ex-
ecutive Service employees are given slaps on the wrist for their in-
fractions, while the rank and file agents are often punished to the
letter of the law. And I thank you for responding to this in your
opening statement, as I have already read.

Retired Special Agent John Werner, who investigated the Ruby
Ridge cover-up, testified before this committee, that, quote, “in the
first investigation of Ruby Ridge, SES Inspectors sought to protect
certain fellow peers from administrative discipline by conducting a
sloppy and incomplete investigation. At the same time, they were
most willing to hang lower level employees out to try.” He further
testified that “this double standard has debilitated rank and file
employees’ morale and,. . .is one of the reasons quality agents are
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disinclined to enter the Career Development Program.” End of
quote.

How can the public have confidence in the FBI when honest,
hardworking agents might be discourages from taking part in man-
agement of the Bureau? How can the public have confidence that
the FBI will reform when a certain segment of the SES personnel
is motivated by self-interest and self-preservation?

Most recently, last Thursday, the public saw a good example of
how some SES employees abuse power. The Washington Times re-
ported that a group of FBI managers staged a conference entitled,
quote, “Integrity in Law Enforcement”, end of quote, that was
merely a sham and a cover, so that senior FBI manager could at-
tain improper reimbursements for traveling to a birthday party for
veteran agent Larry Potts. According to The Washington Times,
“more than 140 persons, including as many as 9 FBI executives
and special agents-in-charge of the bureau field offices, attended
that October 9th, 1997 party.”

The Washington Times further reported that “no one was dis-
ciplined other than to receive letters of censure.” How can public
have confidence in the FBI when senior agents are not punished
for this kind of behavior?

The most recent scandals are just more evidence of problems.
The FBI is suffering from management culture so arrogant, that ig-
noring the rules and covering up is the order of the day.

But not all the news is bad. In the weeks since our meeting, two
things have happened that have given us hope that the problems
at the FBI can be resolved. One of those is Attorney General
Ashcroft’s decision on the Inspector General, and the other one is
the initiation and clarification of actions that the new FBI Director
can take to initiate reform.

That is the end of my statement. I congratulate you, make note
of the fact that you have done very well in leading reform in the
U.S. Attorney’s Office in San Francisco, and if you are approved,
hopefully, that you will take decisive action at the FBI.

Since I did not get through my statement, I would like to have
the entire thing put in the record.

[The prepared statement of Senator Grassley follows:]

STATEMENT OF HON. CHARLES E. GRASSLEY, A U.S. SENATOR FROM THE STATE OF
IowA ON THE NOMINATION OF ROBERT MUELLER FOR DIRECTOR OF THE FEDERAL
BUREAU OF INVESTIGATION

Mr. Chairman, Senator Hatch, thank you for holding today’s hearing on the nomi-
nation of Robert Mueller to be Director of the FBI. The FBI is in desperate need
of a director who will make drastic changes to the Bureau’s management culture.
This person must be able to sweep out the culture of arrogance and replace it with
a culture dedicated to truth and honorable service to the American people.

Mr. Mueller, 3 weeks ago, you and I met in my office to discuss the culture at
the FBI. The purpose of that meeting, as well as today’s hearing, was to examine
whether you have the qualifications and determination necessary to address this
and other problems facing the Bureau. In the three short weeks since that meeting,
the FBI’s culture of arrogance has continued to raise its ugly head. These most re-
cent FBI blunders are further eroding the public’s confidence that the FBI is up to
the task their nation has called upon them to do.

Just a week after our meeting, the national papers were filled with headlines that
the FBI couldn’t find their guns. The FBI has lost or had stolen from them nearly
450 firearms and 184 laptop computers. This is inexcusable. The Inspector General
is currently conducting an investigation to determine the extent of the damages, but
we do know that one of the lost guns was used in the commission of a homicide
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and at least one of the laptops contained classified information about two espionage
cases. These losses reflect a need for fundamental reform.

How can the public have confidence in a law enforcement agency that allows its
weapons and secrets to fall into the hands of criminals and spies?

A day after that revelation, the public learned that the FBI plays favorites. In
a hearing before this Committee, four senior FBI agents testified that the Bureau
has a dual standard for the disciplining of employees. According to these men, Sen-
ior Executive Service (SES) employees are given slaps on the wrists for their infrac-
tions, while the rank and file agents are often punished to the letter of the law.

Retired Special Agent John Werner, who investigated the Ruby Ridge cover-up,
testified before this committee that “in the first investigation of Ruby Ridge, SES
Inspectors sought to protect certain fellow peers from administrative discipline by
conducting a sloppy and incomplete investigation. At the same time, they were most
willing to hang lower tier employees ‘out to dry’.” He further testified that “this dou-
ble standard has debilitated rank and file employees’ morale and, . . . is one of the
reasons quality agents are disinclined to enter the Career Development Program.”

How can the public have confidence in the FBI when the honest hard-working
agent is discouraged from taking part in the management of the Bureau? How can
the public have confidence that the FBI will reform, when a certain segment of the
SES personnel is motivated by self-interest and self-preservation?

Most recently, last Thursday, the public saw a good example of how some SES
employees abuse their power. The Washington Times reported that a group of FBI
managers staged a conference entitled “Integrity in Law Enforcement” that was
merely a sham and a cover, so that senior FBI managers could obtain improper re-
imbursements for traveling to a birthday party for veteran agent Larry Potts. Ac-
cording to The Washington Times, “more than 140 persons, including as many as
nine FBI executives and special agents-in-charge of bureau field offices, attended
the October 9, 1997, party.”

The Washington Times further reported that “no one was disciplined other than
to receive letters of censure.” This lack of discipline directly counters the letter of
the law. In 1994, Director Freeh issued a “Bright Line” memo dictating that voucher
fraud and the making of false statements would result in dismissal. Had the rank
and file done this, they would have been fired. It appears that some senior man-
agers believe they are above the law.

How can the public have confidence in the FBI, when its senior agents are not
punished for this kind of behavior?

These most recent scandals are just more evidence of the problems I outlined in
my letter to you, which I'm submitting for the record. The FBI is suffering from a
management culture so arrogant that ignoring the rules and covering up is the
order of the day.

But, not all the news is bad. In the weeks since our meeting, two things have hap-
pened that give us hope that the problems at the FBI can be resolved.

First, I am pleased Attorney General Ashcroft has given the Justice Department’s
Office of Inspector General the power to conduct independent oversight of the FBI.
This is a reform initiative I have long advocated. The Attorney General’s order di-
rects that major allegations of misconduct will no longer be handled by the FBI’s
Office of Professional Responsibility, but will instead by handled by the DOJ’s Office
of Inspector General. This is essential for reform.

Along these same lines, Senator Leahy and I will soon be offering a bill that will
make permanent what the Attorney General’s order accomplished regarding over-
sight of the Bureau and the reporting of misconduct by FBI employees. It would also
create a Deputy Inspector General, whose sole responsibility will be oversight of the
Bureau. This bill is critical to having reform at the FBIL.

Second, there has been some clarification about what actions the new FBI Direc-
tor can take to initiate reform. When we met in my office, I asked you how much
of a free hand you would have in cleaning up the FBI. You didn’t know the answer
then, but I've since received a response from a letter I wrote the Attorney General
asking for the answer. In that letter, the Assistant Attorney General for Legislative
Affairs outlined the extent to which, if you are confirmed, you will be able to insti-
tute department-wide reforms and make staffing changes, including changes at the
senior staff and management level.

Specifically, Assistant Attorney General Bryant writes that “the FBI Director’s
authority in this area is broader than most of his counterparts in other Department
components.” According to the letter, the new FBI Director can reassign SES mem-
bers within the first 120 days following the appointment of a non-career supervisor.
The ability to move bad apples is critical to reform.

Mr. Mueller, you have sterling credentials and a great deal of experience. I'm im-
pressed by the way you reformed the U.S. Attorney’s Office in San Francisco. A
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similar overhaul is needed at the FBI. The new director must be committed to fun-
damentally changing the Bureau’s management culture.

Chairman LEAHY. All statements are put in the record in their
entirety.

Senator Thurmond has another hearing to go to. He will be leav-
ing, and we go then to Senator Sessions.

STATEMENT OF HON. JEFF SESSIONS, A U.S. SENATOR FROM
THE STATE OF ALABAMA

Senator SESSIONS. Thank you, Mr. Chairman, and it is great to
see Mr. Mueller, nominated to take one of the most important posi-
tions in our country. It is a position that requires, in my view, seri-
ous experience, great integrity, and a proven record of accomplish-
ment. And you have all of those things, Bob.

When I was in the Department of Justice, I was there 15 years,
12 years as United States Attorney, Bob Mueller’s reputation was
known throughout the Department of Justice, and he was known
not for any political reason, but because he was recognized as a
professional’s professional, a man whose skill at doing the job as-
signed to him was second to none.

The Clinton administration recognized that when they kept him
in high positions of authority. He served as United States Attorney
twice, I believe, high positions within the Department of Justice.
He has personally prosecuted some of America’s most significant
criminal cases, and as such, he has had to work on a day-to-day
basis closely with the FBI, as a prosecutor has to do.

And in that position as a prosecutor, you are close to it but not
quite a part of it. I know from my conversations with you Bob, that
you know the great strengths of the Bureau, and you love this
agency greatly, but you also know it has some problems, and I
think you have had firsthand experience with those and can deal
with them. No doubt about it, your experience in the Department
of Justice and managing agencies will help you in dealing with the
budget. How to manage a widespread large agency is a challenge
for anyone. You need some experience from that perspective, and
you have that.

But most of all, Mr. Chairman, there is no doubt in my mind,
that there is no more professional prosecutor, no more professional
person in America with experience in the Department of Justice,
ready to handle the job of FBI Director than Bob Mueller.

Your Marine experience is going to be needed, and I know you
will be able to handle that job well.

The FBI does need improvement. They need some review. I sup-
port hearings that have looked into that. I have generally sup-
ported Senator Grassley’s very strong convictions that changes are
needed, and his view that there is a culture of arrogance too much
present within the top echelons of the FBI. And I believe that is
unfortunate, because by and large the agents, every day, doing
their work throughout this country, are some of the finest people
you will meet anywhere, any time. They love their country. They
love the honor of being an FBI agent, and they do a special job.

I remember trying a pretty big case, lasted about 5 weeks, and
had a young female agent, who had worked her heart out on it, and
she was being cross-examined. And the lawyer said, “Well, who all
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are special agents of the FBI? You call yourself a special agent.”
And she said, “Basically the agents of the FBI.” And he says, “All
of them?” She said, “Virtually all of them.” And then he said, “Well,
it’s not so special, is it?” And she replied, looking him dead in the
eye, “It is to me, sir.” And I think most agents believe that it is
a special calling and a great honor to carry that badge. And we
ought not to denigrate them in their work because errors have oc-
curred.

As I told Chairman Leahy earlier, we do need reform, we do need
good leadership. We do need your skills at this time, and we expect
that you will exercise your strong convictions to improve this agen-
cy. But it is important that we not damage one of the premiere law
enforcement agencies in the world, the premiere agency, in my
view. I think in some ways much of what was done with IRS was
good, but there were some things done in those hearings that prob-
ably went too far and damaged that agency, and I do not believe
that is necessary here. I believe we can maintain the kind of re-
form that is necessary without damaging the FBI.

They have a front-line challenge when it comes to public corrup-
tion in America, terrorism, bank fraud and embezzlement, huge
threats on the integrity of the Federal Government system that
come at us from frauds and cheats and embezzlers from every
angle. That is a core responsibility. So we need the agency
strengthened, not weakened, and I look forward to working with
you in that regard.

Thank you, Mr. Chairman.

Chairman LeaHY. Thank you. So far, Mr. Mueller, you have
heard more uniformity of thinking on this committee than you nor-
mally will. I will move now to Senator Kyl?

STATEMENT OF HON. JON KYL, A U.S. SENATOR FROM THE
STATE OF ARIZONA

Senator KYL. Thank you, Mr. Chairman. I think that is a testa-
ment to the President’s great good judgment in nominating Mr.
Mueller.

I am very glad that Senator Jeff Sessions got to precede me. You
could not have a more authentic and ringing endorsement than
from Senator Sessions, who more than anyone else on this com-
mittee, has been there, and knows the qualifications of Bob
Mueller. So I appreciate, Jeff, the comments that you made, and
%lthink that does reflect, as the chairman said, the view that we

ave.

Mr. Mueller, I read your statement, and on page 3—there has
been a lot of emphasis here about the positions of—or the difficul-
ties that the FBI has had, and I share the view. When you first
called me and told me of your nomination, I said, “Well, Louis had
his problems,” and he has had a great difficulty managing the
agency with all of the problems that people have noted.

But you also refer to the notable success stories of the agency.
And as the former chairman of, and now ranking member of, the
Terrorism and Technology Subcommittee, we are privy to a lot of
that. The public generally does not get to hear about the success
stories because it is all classified, we cannot talk about it. But
Louis Freeh testified each year before our subcommittee that each
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year there were about a dozen major terrorist incidents that were
thwarted by the good work of the FBI and other law enforcement
agencies. And we need to bear in mind that whatever we do, has
to be able to maintain that kind of quality work.

We just held a hearing in our subcommittee on the NIPC, the
National Information Infrastructure Protection Center, dealing
with cyber crime and terrorism, and we are hoping that some im-
provements there can be made, and we will be having to talk to
you more about that.

But my point is simply this: that because of the problems with
the FBI, we have got to regain the confidence of the American peo-
ple to support some things that the FBI needs to continue to fight
this war against terrorism and crime. The techniques of criminals
and terrorists are changing. They are using the computers now, the
information infrastructure, and we have got to be able to keep up
the pace here. And part of what you and I have talked about, and
Director Freeh have talked about, is the need to modernize both
the law and the FBI's capability of keeping track of these crimi-
nals. You have noted the need to upgrade the computer systems,
which are woefully inadequate now. The other side, the bad guys,
have better stuff than the FBI. That cannot be.

The same thing is true with the law. By using computers now,
messages can be transmitted a lot faster than the FBI can run
through each jurisdiction, getting various kinds of warrants that
may be needed to intercept the information, which is why the pre-
vious Director has asked for trap-and-trace authority, administra-
tive subpoena authority, and some other changes in the law just to
keep up with the evolving technology. We have not been able to get
those things because, among other things, the FBI has been under
enough of a cloud that people just have not felt comfortable cooper-
ating to that extent.

We need to do our job and give you those kind of resources, but
it will be a lot better, a lot easier, when the public has confidence
that the FBI has turned the situation around and can handle this
new authority, can handle this new authority with the proper re-
spects for the Constitution, the citizens and the law, that that kind
of rather far-reaching authority does give to the FBI.

You have been described as a no-nonsense kind of man. That is
exactly the kind of person we need in this position at this time, and
I am very much looking forward to working with you to restore the
credibility of the FBI. That is half of it. But to enable the FBI to
continue to do all the great things that it has also been doing, not
all of which always are in the public eye.

Thank you, Mr. Chairman.

Chairman LEAHY. Mr. Mueller, would you please stand and raise
your right hand. Do you swear or affirm that the testimony you
will give before this committee will be the truth, the whole truth
and nothing but the truth?

Mr. MUELLER. I do.

Chairman LEAHY. Mr. Mueller, you have heard the opening
statements of the members so far. You must know that in this com-
mittee, on both sides of the aisle—you have met with most of us,
not all of us—there is an enormous amount of respect for the FBI;
at the same time a great concern for some problems that have aris-
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en. I know so many FBI agents personally, many I worked with
when I was a prosecutor. At least one is a very close friend, boy-
hood friend of my son, whom your son-in-law apparently knew in
college. I have seen FBI agents who have put their lives on the line
for all of us. As has been mentioned by Senator Kyl, there are a
lot of things they have done that the public does not know about,
and frankly, we cannot let the public know about, because in the
areas of terrorism we have been successful, and we want to be suc-
cessful a second time, a third, and fourth, and fifth time. So we
want to preserve all of that, but we also want to remove some of
the problems that each one of us have mentioned to you.

I referred in my opening statement to testimony from four FBI
agents who testified at our last hearing. Mr. Mueller, I apologize
I began on that, I did not allow you to give your opening statement.
Obviously, obviously you should, and I do apologize. And you have
aﬁ much time as you want even if it comes out of my time after
that.

Mr. MUELLER. I was getting ready for the first question, Mr.
Chairman.

Chairman LEAHY. No, no, no. I mean this is not an antagonistic
committee, as you probably have gathered. I hate to take all the
suspense out of it for the press, but please go ahead with yours.

STATEMENT OF ROBERT S. MUELLER, III, OF CALIFORNIA,
NOMINEE TO BE DIRECTOR OF THE FEDERAL BUREAU OF
INVESTIGATION

Mr. MUELLER. Thank you. Thank you, Chairman Leahy, Senator
Hatch, members of the committee. Thank you for the extraordinary
courtesy and support that you have extended to me over the past
several weeks. I want to especially express my appreciation to you,
Mr. Chairman, for your willingness to schedule this hearing and
begin the formal consideration of my nomination.

I was deeply honored when President Bush decided to nominate
me for the position of Director of the Federal Bureau of Investiga-
tion. In my view, the FBI is the finest law enforcement agency in
the world. Its highly skilled and dedicated work force and its inves-
tigative tools and resources are unmatched in law enforcement. I
consider it the highest privilege to be asked to lead such an out-
standing organization.

Mr. Chairman, I have spent nearly my entire professional life in
law enforcement. I have either personally prosecuted or supervised
the prosecution of just about every type of Federal criminal offense,
including homicide, drug trafficking, organized crime, cyber crime,
major frauds, civil rights and environmental crime. I care deeply
about the rule of law. In a free society a central responsibility of
government, I believe, is to protect its citizens from criminal harm
within the framework of the Constitution. I have been fortunate in-
deed to have been able to spend much of my career in pursuit of
that goal, and this is why I’'m thankful to have the opportunity
today, if you choose to confirm me, to serve as Director of the Fed-
eral Bureau of Investigation.

As several senators have mentioned, one can hardly overstate the
significance of the FBI in the life of every American, from the pre-
vention of mass murder by international terrorists, to the pains-
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taking search for a missing child, the Bureau is on the front line
every day in the battle against terrorism and violent crime. Wheth-
er it is fraud in our health care system, foreign or economic espio-
nage, crimes against children on the Internet, public corruption,
civil rights violations, bank robbery, tracking down serial killers, or
simply conducting a background check on a prospective gun pur-
chaser, the FBI is vital to the preservation of our civil order and
our civil rights.

And while new technologies create new possibilities for the global
economy, they also present new opportunities for enterprising
criminals. Here, as well, the FBI is responsible for ensuring the se-
curity of our technological infrastructure and for bringing cyber
criminals to justice.

But it is more than just a mission of the FBI which has brought
it such distinction in its nearly 100-year existence. It is the people.
Throughout the Nation, thousands of young men and women dream
about serving in the FBI. This is a credit to the dedication, profes-
sionalism, and training of the men and women who are proud to
serve in the FBI and who often risk their lives on behalf of us all.

Every year the FBI conducts thousands of investigations encom-
passing nearly millions of contacts with other law enforcement
agencies, the courts, witnesses, and crime victims. The vast major-
ity of these endeavors result in successful prosecutions free of con-
stitutional error. As a Federal prosecutor who has tried many
cases, I have relied upon the FBI's investigative efforts on count-
less occasions.

Yet, despite all of the positive things that can be said about the
FBI, and have here today been said about the FBI, we all know
that the Bureau’s remarkable legacy of service and accomplishment
has been tarnished by some serious and highly publicized problems
in recent years. Waco, Ruby Ridge, the FBI lab, Wen Ho Lee, Rob-
ert Hanssen and the McVeigh documents—these familiar names
and events remind us all that the FBI is far from perfect and that
the next director faces significant management and administrative
challenges.

We must, and we will, confront these challenges squarely and
forthrightly. At the same time, we must acknowledge that these
problems do not tell the whole story of the FBI in recent years. The
FBI has had an astonishing success during the same period; suc-
cesses, including the investigations into the downing of Pan Am
103, and the World Trade Center, Oklahoma City, and African em-
bassy bombings. Of course, given the nature of the work it does,
many of the FBI's most notable successes are stories that never can
publicly be told.

Most importantly, we must not let the recent problems obscure
the fact that the men and women of the FBI have continued,
throughout this period of controversy, to do an outstanding job. The
day-to-day work of thousands of skilled agents and employees is re-
sponsible for countless successes that will never make the head-
lines. Their sacrifice for the cause of public safety, often at great
%)ersonal risk, must not be lost in the tumult of criticism and pub-
icity.

Nevertheless, it is critical to the continued success and improve-
ment of any organization to acknowledge and learn from its mis-
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takes, and the FBI is no different. The success of its law enforce-
ment mission lies in the preservation and protection of the public
trust. And it is clear that these highly publicized problems have,
indeed, shaken the public’s trust in the FBI. That shaken trust, in
turn, inevitably affects the morale of the men and women who
serve at the Bureau.

All institutions, even great ones like the FBI, make mistakes.
The measure of an institution is in how it responds to its mistakes.
I believe the FBI can, and must, do a better job of dealing with its
mistakes. If I have the honor of being confirmed by the Senate, I
will make it my highest priority to restore the public’s confidence
in the FBI, to re-earn the faith and trust of the American people.
The dedicated men and women of the FBI deserve nothing less,
and as director, I would tolerate nothing less.

I am encouraged that Attorney General Ashcroft has already
taken several significant steps to address these challenges:

First, the Department has retained the services of a major man-
agement consultant firm to undertake a comprehensive review of
the management structure and information systems of the FBI.

Second, the Attorney General has called upon former FBI and
CIA Director William Webster to conduct a review of the Bureau’s
security program to try to ensure that the lapses which allowed
former Special Agent Robert Hanssen to betray his country do not
happen again.

Third, the Department’s inspector general has been directed to
conduct an investigation of the Hanssen matter to determine how
his criminal activity was able to go undetected for such a long pe-
riod of time.

Fourth, the inspector general, in addition, is conducting a review
of the document production failures in the McVeigh case.

And, fifth, the inspector general’s jurisdiction has been expanded
to include oversight of the FBI.

I believe that these measures are an excellent start in a long-
term process of modernizing the management practices of the FBI
and, if confirmed, I look forward to receiving the recommendations
of these various reviews.

But as we examine the mistakes of the past, we must be resolved
to respond quickly and forthrightly to the mistakes of the future.
Three elements are critical to a proper response:

First, we must be willing to admit immediately that a mistake
has occurred. This includes providing timely information to the ap-
propriate committees of Congress. And for matters involving cases
and courts, immediately informing the court and defense counsel as
appropriate. Failure to admit one’s mistakes contributes to the per-
ception of institutional arrogance.

Second, those responsible for the mistake must be held account-
able. This does not mean punishing employees for simple errors in
doing their jobs. Nobody is perfect, and we want to encourage peo-
ple to come forward immediately when mistakes are made, but we
must hold people accountable, and we cannot tolerate efforts to
cover up problems or to blame others for them.

If confirmed, I will be committed to inculcating a culture which
understands that we all make mistakes and that we must be forth-
right and honest in admitting them and correcting them as quickly
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as possible. We must tell the truth and let the facts speak for
themselves. The truth is what we expect in our investigations of
others, and the truth is what we must demand of ourselves when
we come under scrutiny.

It is also very important that there be no double standards in ac-
countability. I know there have been allegations that senior FBI of-
ficials are sometimes treated more leniently than more junior em-
ployees. Any such double standard would be fundamentally unfair
and enormously destructive to employee morale. If anything, senior
FBI officials should be held to a higher standard than other em-
ployees, for, after all, they should serve as examples. I commit to
this committee, to the employees of the FBI, and to the American
people that there will be no such double standard should I become
director of the FBI.

And, third, every significant mistake must be examined to deter-
mine whether broader reform is necessary. We must learn from our
mistakes or we will be bound to repeat them.

Of course, Mr. Chairman, my goal would be to minimize mis-
takes through proper management. Let me, therefore, turn to some
additional management priorities that would guide me if con-
firmed. Underlying these priorities is my belief that the core asset
of the FBI is its employees. I am committed to providing the lead-
ership, and management, and energy necessary to enable these tal-
eri)tled and dedicated people to do their jobs as effectively as pos-
sible.

First and foremost of these management priorities is leadership.
It will be critical to recruit, encourage and select the highest qual-
ity leadership. In my experience in prior positions, and I am sure
it would be the same if confirmed as director of the FBI, is that
selecting the very best people will result in a management team
that reflects the diversity of our society.

Second, I will want to review carefully management structures
and systems. I am concerned about the span of control, the degree
of decentralization, and whether responsibilities are clearly de-
fined. Management structures and systems must help managers,
agents, and employees do their jobs, not hinder them.

Third, I believe there is a need to rebuild infrastructure, to up-
grade the information systems and to upgrade the systems and pro-
cedures to integrate modern technology. Every FBI manager, in-
deed, every agent needs to be computer literate, not a computer
programmer, but aware of what computers can and cannot do to
assist them with their jobs.

Fourth, the FBI needs to review continually its priorities and its
allocation of resources to make sure it is able to meet the chal-
lenges of tomorrow, as well as of today. Its investigative priorities
today are national security, particularly counterterrorism, orga-
nized and violent crime, civil rights enforcement, public corruption,
high-tech and cyber crime, and white collar crime, including health
care, fraud, and other complex frauds. We must anticipate the chal-
lenges the Bureau will be facing 10 and 20 years into the future
and prepare now to meet those challenges. This will require contin-
uous revision and restructuring of these investigative priorities.

And, fifth, the FBI must develop the respect and confidence of
those with whom it interacts, including other law enforcement
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agencies, both domestic, and international, and Congress. Most
agents with whom I have worked have pride in the FBI, but are
in no way arrogant. Nonetheless, any perception of Bureau arro-
gance must be dispelled. Close relationships are founded on mutual
trust and respect. We must understand and acknowledge that
State and local police departments are the backbone of law enforce-
ment in this country, and Federal law enforcement is privileged to
work side-by-side with them. We must understand and acknowl-
edge the need to work closely with and obtain the support of Con-
gress in order to appropriately perform our duties. With humility,
with humility, the FBI must earn the respect and confidence of
other law enforcement agencies, the Congress and, most impor-
tantly, the American people.

As I go about implementing changes to accomplish these objec-
tives, I welcome the thoughts of those currently at the Bureau, as
well as the results of the various reviews I mentioned above. I have
already benefited from considerable experience with the FBI, as
well as from detailed discussions with many people, including
members of this committee.

Finally, you should know that I understand the necessity to
move quickly on administrative and management issues. In prior
positions, I have made changes swiftly, as soon as I was confident
that I had the benefit of all views and was convinced that the pro-
posed changes would, indeed, improve the organization. I intend to
move quickly to make appropriate changes should I be confirmed.

Mr. Chairman, the President has honored me with this nomina-
tion. You and the members of this committee have added to that
honor by the courtesy and respect you have shown me in my meet-
ings with you. If confirmed, I look forward to working with this
committee to protect and preserve the rule of law. I cannot promise
perfection, but I can commit to you and to the dedicated men and
women of the FBI that I will do my very best to earn your faith
and your respect.

And to the American people whom we all serve, I will commit to
preserve the legacy of the FBI—now and in the future an institu-
tion deserving of the highest level of their confidence and their
trust.

Thank you, Mr. Chairman, for the opportunity to appear before
you and the committee today.

Thank you, sir.

[The prepared statement and biographical information of Mr.
Mueller follow.]

STATEMENT OF ROBERT S. MUELLER, 111

Chairman Leahy, Senator Hatch, Members of the Committee, thank you for the
extraordinary courtesy and support you have extended to me over the past several
weeks. I want to especially express my appreciation to you, Mr. Chairman, for your
willingness to schedule this hearing and begin the formal consideration of my nomi-
nation.

I was deeply honored when President Bush decided to nominate me for the posi-
tion of Director of the Federal Bureau of Investigation. In my view, the FBI is the
finest law enforcement agency in the world. Its highly skilled and dedicated work-
force and its investigative tools and resources are unmatched in law enforcement.
I consider it the highest privilege to be asked to lead such an outstanding organiza-
tion.

Mr. Chairman, I have spent nearly my entire professional life in law enforcement.
I have either personally prosecuted or have supervised the prosecution of just about
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every type of federal criminal offense, including homicide, drug trafficking, orga-
nized crime, cybercrime, major frauds, civil rights and environmental crime. I care
deeply about the rule of law. In a free society, a central responsibility of govern-
ment, I believe, is to protect its citizens from criminal harm within the framework
of the Constitution. I have been fortunate indeed to have been able to spend much
of my career in pursuit of that goal. And this is why I am thankful to be here today
and to have the opportunity, if you choose to confirm me, to serve as the FBI Direc-
tor.

One could hardly overstate the significance of the FBI in the life of every Amer-
ican. From the prevention of mass murder by international terrorists to the pain-
staking search for a missing child, the Bureau is on the front line every day in the
battle against terrorism and violent crime. Whether it is fraud in our health care
system, foreign or economic espionage, crimes against children on the Internet, pub-
lic corruption, civil rights violations, bank robbery, tracking down serial killers, or
simply conducting a background check on a prospective gun purchaser, the FBI is
vital to the preservation oﬂur civil order and our civil rights.

And while new technologies create new possibilities for the global economy, they
also present new opportunities for enterprising criminals. Here, as well, the FBI is
responsible for ensuring the security of our technological infrastructure and for
bringing cybercriminals to justice. But it is more than just the mission of the FBI
which has brought it such distinction in its nearly 100-year existence. It is also the
people. Throughout the nation, thousands of young men and women dream about
serving in the FBI. This is a credit to the dedication, professionalism and training
of the men and women who are proud to serve in the FBI and who often risk their
lives on behalf of us all.

Every year the FBI conducts thousands of investigations encompassing literally
millions of contacts with other law enforcement agencies, the courts, witnesses, and
crime victims. The vast majority of these endeavors result in successful prosecutions
free of constitutional error. As a federal prosecutor who has tried many cases, I have
relied upon the FBI’s investigative efforts on countless occasions.

Yet desgite all of the positive things that can be said about the FBI, we all know
that the Bureau’s remarkable legacy of service and accomplishment has been tar-
nished by some serious and highly publicized problems in recent years. Waco, Ruby
Ridge, the FBI lab, Wen Ho Lee, Robert Hanssen, and the McVeigh documents—
these familiar names and events remind us all that the FBI is far from perfect and
that the next Director faces significant management and administrative challenges.

We must—and we will—confront these challenges, squarely and forthrightly. At
the same time, we must acknowledge that these problems do not tell the whole story
of the FBI in recent years. The FBI has had astonishing successes during the same

eriod, including the investigations into the downing of Pan Am 103, and the World

rade Center, Oklahoma City, and African embassy bombings’s. Of course, given the
nature of the work it does, many of the FBI’s most notable successes are stories that
can never be publicly told, either because they are the prevention of crimes such
as terrorist attacks or involve sensitive intelligence sources and methods. Most im-
portantly, we must not let the recent problems obscure the fact that the men and
women of the FBI have continued throughout this period of controversy to do an
outstanding job. The day-to-day work of thousands of skilled agents and employees
is responsible for countless successes that will never make the headlines. Their sac-
rifice for the cause of public safety—often at great personal risk—must not be lost
in the tumult of criticism and publicity.

Nevertheless, it is critical to the continued success and improvement of any orga-
nization to acknowledge and learn from its mistakes. And tgxe FBI is no different.
The success of its law enforcement mission lies in the preservation and protection
of the public trust. And it is clear that these highly publicized problems have shak-
en the public’s trust in the FBI. That shaken trust, in turn, inevitably affects the
morale of the men and women who serve at the Bureau.

All institutions—even great ones like the FBI-—make mistakes. The measure of
an institution is in how it responds to its mistakes. I believe the FBI can—and
must—do a better job of dealing with mistakes. If I have the honor of being con-
firmed by the Senate I will make it my highest priority to restore the public’s con-
fidence in the FBI—to re-earn the faith and trust of the American people. The dedi-
cated men and women of the FBI deserve nothing less, and as Director I would tol-
erate nothing less.

I am encouraged that Attorney General Ashcroft has already taken several signifi-
cant steps to address these challenges. First, the Department has retained the serv-
ices of a major management consultant firm to undertake a comprehensive review
of the management structure and information systems of the FBI. Second, the Attor-
ney General has called upon former FBI and CIA Director William Webster to con-
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duct a review of the Bureau’s security program to try to ensure that the lapses
which allowed former Special Agent Robert Hanssen to betra{ his country do not
happen again. Third, the Department’s Inspector General has been directed to con-
duct an investigation of the Hanssen matter to determine how his criminal activity
was able to go undetected for so long. Fourth, the Inspector General, in addition,
is conducting a review of the document production failures in the McVeigh case. And
fifth, the Inspector General’s jurisdiction has been expanded to include oversight of
the FBIL I believe these measures are an excellent start in a long-term process of
modernizing the management practices of the FBI and if confirmed I look forward
to receiving the recommendations of these various reviews.

But as we examine the mistakes of the past, we must be resolved to respond
quickly and forthrightly to the mistakes of the future. Three elements are critical
to a proper response:

First, we must be willing to admit immediately that a mistake has occurred. This
includes providing timely information to the appropriate committees of Congress.
And, for matters involving cases in courts, imme(fiately informing the court and de-
fense counsel as appropriate. Failure to admit one’s mistakes contributes to the per-
ception of institutional arrogance.

Second, those responsible for the mistake must be held accountable. This does not
mean punishing employees for simple errors in doing their jobs. Nobody is perfect
and we want to encourage people to come forward immediately when mistakes are
made. But we must hold people accountable and we cannot tolerate efforts to cover
up problems or blame others for them.

If confirmed, I will be committed to inculcating a culture which understands that
we all make mistakes and that we must be forthright and honest in admitting them
and correcting them as quickly as possible. We must tell the truth and let the facts
speak for themselves. The truth is what we expect in our investigations of others,
and the truth is what we must demand of ourselves when we come under scrutiny.

It is also very important that there be no double standards in accountability. I
know there have been allegations that senior FBI officials are sometimes treated
more leniently than more junior employees. Any such double standard would be fun-
damentally unfair and enormously destructive of employee morale. If anything, sen-
ior FBI officials should be held to a higher standard than other employees, for after
all they should serve as examples. I commit to this Committee, to the employees
of the FBI, and to the American people that there will be no such double standard
if I am Director of the FBIL

And third, every significant mistake must be examined to determine whether
broader reform is necessary. We must learn from our mistakes or we will be bound
to repeat them.

Of course, Mr. Chairman, my goal would be to minimize mistakes through proper
management. Let me, therefore, turn to some additional management priorities that
would guide me if confirmed. Underlying these priorities is my belief that the core
asset of the FBI is its employees. I am committed to providing the leadership and
management and energy necessary to enable these talented and dedicated people to
do their jobs as effectively as possible.

First and foremost of these management priorities is leadership. It will be critical
to recruit, encourage and select the highest quality leadership. And my experience
in prior positions—and I am sure it would be the same if confirmed as Director of
the FBI—is that selecting the very best people will result in a management team
that reflects the diversity of our society.

Second, I will want to review carefully management structures and systems. I am
concerned about the span of control, the degree of decentralization, and whether re-
sponsibilities are clearly defined. Management structures and systems must help
the managers, agents and employees do their jobs, not hinder them.

Third, I believe there is a need to rebuild infrastructure: to upgrade the informa-
tion systems, and to upgrade the systems and procedures to integrate modern tech-
nology. Every FBI manager—indeed, every agent—needs to be computer literate;
not a computer programmer, but aware of what computers can, and cannot, do to
assist them with their jobs.

Fourth, the FBI needs to review continually its priorities and its allocation of re-
sources to make sure it is able to meet the challenges of tomorrow, as well as of
today. Its investigative priorities today are: national security, particularly
counterterrorism; organizedp and violent crime; civil rights enforcement; public cor-
ruption; high tech and cybercrime; white collar crime, including health care fraud
and other complex frauds. We must anticipate the challenges the FBI will be facing
ten and twenty years into the future, and prepare now to meet those challenges.
This will require continuous revision and restructuring of these investigative prior-
ities.

80-335 D-2
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And fifth, the FBI must develop the respect and confidence of those with whom
it interacts, including other law enforcement agencies, both domestic and inter-
national, and Congress. Most agents with whom I have worked have pride in the
FBI, but are in no way arrogant. Nonetheless, any perception of Bureau arrogance
must be dispelled. Close relationships are founded on mutual trust and respect. We
must understand and acknowledge that state and local police departments are the
backbone of law enforcement in this country, and federal law enforcement is privi-
leged to work side-by-side with them. We must understand and acknowledge the
need to work closely with and obtain the support of Congress in order to appro-
priately perform our duties. With humility the FBI must earn the respect and con-
fidence of other law enforcement agencies, the Congress, and, most importantly, the
American people.

As I go about implementing changes to accomplish these objectives, I welcome the
thoughts of those currently at the Bureau—as well as the results of the various re-
views I mentioned above. I have already benefitted from considerable experience
with the FBI, as well as detailed discussions with many people, including members
of this Committee.

Finally, you should know that I understand the necessity to move quickly on ad-
ministrative and management issues. In prior positions I have made changes swift-
ly, as soon as I was confident that I had the benefit of all views and was convinced
that the proposed changes would indeed improve the organization. I intend to move
quickly to make appropriate changes should I be confirmed.

Mr. Chairman, the President has honored me with this nomination. You and the
members of this Committee have added to that honor by your courtesy and respect
in my meetings with you. If confirmed, I look forward to working with this Com-
mittee to protect and preserve the rule of law. I cannot promise perfection, but I
can commit to you and to the dedicated men and women of the FBI that I will do
my very best to earn your faith and respect. And to the American people whom we
all serve, I will commit to preserve the legacy of the FBI—now and in the future
an institution deserving of the highest level of their confidence and trust.

Thank you Mr. Chairman for the opportunity to appear before you and the mem-
bers of the Committee today.
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SENATE QUESTIONNAIRE FOR _NON-JUDICIAL NOMINEES

I. BIOGRAPHICAL INFORMATION (PUBLIC)

Full pname (include any former names used).

Robert Swan Mueller, III

Address: List current place of residence and office
address (es) .

Residence: San Francisco, CA 94118

Office: United States Attorney's Office,
Northern District of California
450 Golden Gate Ave., Box 36055
San Francisco, CA 94102

Date an 1 irt
DOB: August 7, 1944
POB: New York, New York

Marital Status (include maiden name of wife, or husband's
name). List spouse's occupation, employer's name and
business addresses).

Wife: Ann Cabell Standish (maiden name)

Occupation: Teacher, most recently at St. Patrick's
School, Washington, D.C., from 1391 to 1998.

Education: List each college and law school you have
attended, including dates of attendance, degrees received,
and dates degrees were granted.

University of Virginia Law School, Charlottesville, VA;
1970-1973. Degree: Juris Doctor (granted 1973)

New York University Graduate School of Arts and Sciences,
New York, NY; 1966-1967. Degree: Masters in
International Relations (granted 1972)

Princeton University, Princeton, NJ; 1962-1966. Degree:
Bachelor of Arts and Sciences (granted 1966)
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Emplovyment Record: List (by year) all business or
professional corporations, companies, firms, or other
enterprises, partnerships, institutions and organizationms,
nonprofit or otherwise, including firms, with which you were
connected as an officer, director, partmer, proprietor, or
employee since graduation from college.

8/98 to date United States Attorney
Northern District of California
San Francisco, CA

1/01 to 5/01 on detail as Acting Deputy Attorney General
United States Department of Justice
Washington, DC

5/95 to 8/98 United States Attorney's Office
District of Columbia
Washington, DC

11/96 to 8/98 - Chief, Homicide Section

5/95 to 11/96 - Special Litigation Counsel,
Homicide Section

1/93 to 5/95 Senior Partner
Hale and Dorr
Washington, DC, and Boston, MA

5/89 to 1/93 United States Department of Justice
Washington, DC

9/90 to 1/93 - Assistant Attorney General for
: the Criminal Division

5/89 to 9/90 - Assistant to the Attorney
General for Criminal Matters

9/88 to 4/89 Litigation Partner
Hill & Barlow
Boston, Massachusetts

1982 to 8/88 Office of the United States Attorney
District of Massachusetts
Boston, Massachusetts

4/87 to 8/88 - Deputy United States Attorney

10/86 to 4/87 - United States Attorney (Court
appointed)
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1973 to 1976

Summer 1972

Summer 1971
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1985 to 10/86 - First Assistant United States
Attorney

1982 to 1985 - Chief, Criminal Division
Office of the United States Attorney

Northern District of California
San Francisco, CA

1981 to 1982 - Interim Chief, Criminal
Division

1980 to 1981 - Chief, Special Prosecutions
Unit

1977 to 1980 - Assistant United States
Attorney, Criminal Division

1976 to 1977 - Assistant United States
Attorney, Civil Division

Litigation Associate
Pillsbury, Madison & Sutro
San Francisco, CA

1976 - On leave for four months to the San
Francisco Public Defender's Office.

Summer Law Clerk
Pillsbury, Madison & Sutro
San Francisco, CA

Research Assgistant to Professor Mason
Willrich

University of Virginia Law School
Charlottesville, VA

Military Service: Have you had any military service? If
so, give particulars, including the dates, branch of
service, rank or rate, serial number and type of discharge

received.

4/75 to 6/80

1967 to 1970

United States Marine Corps Reserve
Rank: Captain

Serial Number: 0105600

Honorable Discharge

United States Marine Corps
Rank: First Lieutenant
Serial Number: 0105600
Honorable Discharge

3
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Assignments:

Marine Corps OCS, Basgic School, Army Ranger School and
Army Jump School (1967 - 1968).

Rifle Platoon Commander, and at end of tour
Aide-de-Camp to the Commanding General, Third
Marine Division, Vietnam (1968 - 1969).

Executive Officer/Guard Officer, Headquarters Marine
Corps (1969 - 1970).

Decorations: Bronze Star, 2 Navy Commendation Medals,
Purple Heart, Vietnamese Cross of Gallantry

Honors and Awards: List any scholarships, fellowships,
honorary degrees, and honorary society memberships that you
believe would be of interest to the Committee.

University of Virginia Law Review
American College of Trial Lawyers

Bar Associations: List all bar associations, legal or
judicial-related committees or conferences of which you are
or have been a member and give the titles and dates of any
offices which you have held in such groups.

American Bar Association
California Bar Association
Massachusetts Bar Association

District of Columbia Bar Association

Other Membersgshipg: List all organizations to which you
belong that are active in lobbying before public bodies.

Please list all other organirzations to which you belong.

Lobbying: I have belonged to the ABA, but am not currently
a member.

Other: I am a non-resident member of the Lowes Island Club,
Sterling, Virginia; The Country Club, Brookline,
Massachusetts; and The Olympic Club, San Francisco,
California.
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Court Admission: List all courts in which you have been
admitted to practice, with dates of admission and lapses if
any such memberships lapsed. Please explain the reason for
any lapse of membership. Give the same information for
administrative bodies which require special admission to
practice.

U.S. District Court for the District of Columbia (5/2/94)
United States Supreme Court (1991)
Commonwealth of Massachusetts (10/9/85)

U.S. District Court for the District of
Massachusetts (12/23/85)

First Circuit Court of Appeals (8/1/83)
State of California (6/18/74)

U.S. District Court for the Northern District of
California (6/18/74)

Ninth Circuit Court of Appeals (6/18/74)

Published Writings: List the titles, publishers, and dates
of books, articles, reports, or other published material you
have written or edited. Please supply one copy of all
published material not readily available to the Committee.
Also, please supply a copy of all speeches by you on issues
involving constitutional law or legal policy. If there were
press reports about the speech, and they are readily
available to you, please supply them.

None.

Health: What is the present state of your health? List the
date of your last physical examinatiom.

My last physical examination was in September 2000. My
health is generally excellent, however, please see the
attached letter from Dr. Peter R. Carroll of the University
of California at San Francisco.

Public Office: State (chronologically) any public offices
you have held, other than judicial offices, including the
terms of service and whether such positions were elected or
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appointed. State (chronologically) any unsuccessful
candidacies for elective office.

None, other than those reflected in paragraph 6 above.

Legal Career:

a. Describe chronologically your law practice and
experience after graduation from law school
including:

1.

2.
3.
b. 1.
2.
c. 1.

whether you served as clerk to a judge, and if so,
the name of the judge, the court, and the dates of
the period you were a clerk;

I never served as a clerk.

whether you practiced alone, and if so, the
addresses and dates;

I have never practiced alone.

the dates, names and addresses of law firms or
offices, companies or governmental agencies with
which you have been connected, and the nature of
your connection with each;

Please see gtatement below.

What has been the general character of your law
practice, dividing it into periods with dates if
its character has changed over the years?

Please see statement below.

Describe your typical former clients, and mention
the areas, if any, in which you have specialized.

Please see statement below.

Did you appear in court frequently, occasionally,
or not at all? If the frequency of your
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appearances in court varied, describe each such
variance, giving dates.

Please see statement below.

2. What percentage of these appearances was in:
(a) federal courts: 95%
(b) state courts of record: 5%
{(c) other courts.

3. What percentage of your litigation was:
(a) civil: 15%
(b) criminal: 85%

4. State the number of cases in courts of record you
tried to verdict or judgment (rather than
settled), indicating whether you were sole
counsel, chief counsel, or associate counsel.

Approximately 50. Please see statement below.

5. What percentage of these trials was:
(a) jury: 98%
(b) non-jury: 2%

From 1973 to 1976, I practiced as a litigation associate
with the San Francisco law firm of Pillsbury, Madison & Sutro,
225 Bush Street, San Francisco, CA. I worked under the
supervision of a partner on smaller litigation matters for
clients such as Standard 0Oil and Pacific Telephone. I also
represented timber companies on property tax matters before
various county boards of equalization. I often appeared in
both state and federal courts on civil motions. During this
time I was the trial attorney on several small cases in state
court, including one jury trial.

In 1976, while still an associate with Pillsbury, Madison
& Sutro, I spent four months on leave from the firm to the San
Francisco Public Defender's Office. I served as an Assistant
Public Defender, representing defendants in relatively minor
criminal cases. I had several criminal jury trials while at
the San Francisco Public Defender's Office.

In December 1976, I joined the United States Attorney's
Office for the Northern District of California, 450 Golden
Gate Avenue, San Francisco, CA, as an Assistant United States
Attorney in the Civil Division. I served in the Civil Division
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for one year, defending the United States as lead counsel in
a wide wvariety of matters, including tort cases and
administrative actions. While in the Civil Division I had
several non-jury trials.

In 1977, I transferred from the Civil Division to the
Criminal Division in the San Francisco United States
Attorney's Office. From 1977 until 1982, I prosecuted criminal
cases in federal district court in San Francisco. I tried
narcotics, money laundering, tax evasion, bank rcbbery, and
major fraud cases, among others. In 1979-1980, I served as
chief prosecutor in a nine month trial against members of the
Hells Angels motorcycle club (which ended in a hung jury on
the RICO charges). I am not certain how many jury trials I had
during this period, but believe I had approximately 20. During
this time I served first as the supervisor of the Special
Prosecutions Unit and then as the interim Chief of the
Criminal Division.

In April 1882, I transferred to the United States
Attorney's Office for the District of Massachusetts, One
Courthouse Way, U.S. Courthouse, Boston, MA, as the Chief of
the Criminal Division. From 1982 through 1988, I served as
the First Assistant United States Attorney, as the Court
appointed United States Attorney, and then as the Deputy
United States Attorney after the new United States Attorney
was nominated by the President. During this time I prosecuted
a number of federal criminal cases, including narcotics,
public corruption, and espionage cases. I appeared in federal
district court daily. Again I am not certain of the number of
jury trials I had during this period, but I averaged
approximately two to three jury trials per year. Some of the
more significant jury trials are listed in paragraph 16 below.

In August 1988, I left the United States Attorney's
Office in Boston and joined the law firm of Hill and Barlow,
One International Place, Boston, MA, as a litigation partner.
Between August 1988 and May 1989, when I left Hill and Barlow
to join the Justice Department, I represented a number of
clients in civil matters, principally contract disputes, and
other clients in criminal matters relating to grand jury
appearances or potential criminal charges. I appeared in both
federal and state courts regularly. During this time I had one
federal civil jury trial, which was settled during trial.

In May 1989, I became an Assistant to Attorney General
Richard Thornburgh at the Department of Justice, 10% &
Constitution Avenue, N.W., Washington, DC. My responsibilities

included reviewing memoranda, correspondence and other
documents relating to criminal matters. I undertook special
assignments for the Attorney General. I also served as

liaison between the Attorney General's Office and the FBRI, the

8
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DEA, and other federal agencies in matters touching on law
enforcement interests.

In September 1990, I was nominated by President Bush for
the position of Assistant Attorney General for the Criminal
Pivision. I was subsequently confirmed by the Senate and
served as Assistant Attorney General until January 1993. 1In
that position I was responsible for developing and enforcing
the federal criminal 1laws, supervising approximately 800
attorneys and support staff with a budget of $73 million (FY
1993), and overseeing significant federal investigations and
prosecutions. Among those investigations and prosecutions
were the Pan Am 103 investigation, the Gotti and Noreiga’
prosecutions, and the BCCI and BNL matters. During my tenure,
the Criminal Division developed policies on corporate
sentencing guidelines, strategies for health care and money
laundering prosecutions, and established the Computer Crimes
Section.

During my time at the Justice Department, I did not
appear in court, except for one Supreme Court argument.

From January 1993 until May 1995, I was a Senior Partner
in the Washington, DC office of the Boston law firm of Hale
and Dorr, 1455 Pennsylvania Avenue, N.W., Washington, DC. I
represented corporations and private individuals in civil
litigation, conducted internal investigations for corporate
clients, and represented individuals and corporations in
criminal investigations. During this period I appeared in
court regularly, but had no trials.

In May 1995, I joined the Homicide Section of the United
States Attorney's Office for the District of Columbia, 555 4"
Street, N.W., Washington, DC. In November 1996, I became
Chief of that wunit. While in the Homicide Section, I
supervised a number of homicide investigations, including the
vehicular manslaughter prosecution of Georgi Makharadze, the
First Secretary of the Republic of Georgia Embassy, and the
Starbucks murders. I also had nine homicide jury trials in
which I was the lead and, in most cases, the sole attorney
representing the government. All went to verdict.

In August 1998, I was asked by the Justice Department to
serve as the interim United States Attorney for the Northern
District of California, 450 Golden Gate Avenue, San Francisco,
CA, and in 1999 I was nominated for that position by President
Clinton. I was confirmed by the Senate on October 7, 1999.
I am currently serving in that position where I supervise
approximately 100 attorneys and a budget of $17 million. Since
joining this Office I have had no trials, although I handled,
with others, the prosecution of three individuals for the
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killing of two persons whom they believed were cooperating
with a federal narcotics investigation.

From January until May 2001, I served on detail during
the transition as the Actin% Deputy Attorney General at the
Department of Justice, 10" & Constitution Avenue, N.W.,
Washington, DC.

Litigation: Describe the ten most significant litigated
matters which you personally handled. Give the citatioms,

if the cases were reported, and the docket number and date
if unreported. Give a capsule summary of the substance of
each case. Identify the party or parties whom you
represented; describe in detail the nature of your
participation in the litigation and the final disposition of
the case. Also state as to each case:

(a) the date of representation;

(b) the name of the court and the name of the judge or
judges before whom the case was litigated; and

(c) the individual name, addresses, and telephone numbers
of co-coungsel and of principal counsel for each of the
other parties.

(1) United States v. Iouis A. Wilson, et al.

Prosecution of Louis Wilson, his brother Ralph Wilscn,
and another individual for the murder of a cooperating
witness on the eve of the federal trial in which the
witness was to testify. All three were convicted
(although the conviction of one was reversed on appeal
for lack of evidence).

Docket number: 96-0319 (NHJ)

Dates of representation: 4/96 to 6/97

Court: U.S.D.C., Washington, DC

Judge: Norma Holloway Johnson

10
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Leonard E. Birdsong, Esq.
Chavers & Birdsong, Chartered
1250 Eye Street, N.W.,

Suite 801

Washington, DC 20005
202-682-3000

Reita Pendry, Esq.

David A. Howard, Esq.

Assistant Federal Public Defenders
625 Indiana Avenue, N.W.

Suite 550

Washington, DC 20004

202-208-~7500

Richard Seligman, Esq.
Suite 910

601 Indiana Avenue, N.W,.
Washington, DC 20004
202-745~7800

United States v. Bogle
Federal Court homicide conviction of defendant who came
from Los Angeles to Washington to kill a person he
believed was responsible for the death of the defendant's
brother and while doing so, shot at and wounded a
responding Park Police officer.
Docket number: 95-0298-NHJ
Dates of representation: 6/95 to 4/96
Court: U.S.D.C., Washington, DC
Judge: Norma Holloway Johnson
Opposing Counsel:

Richard K. Gilbert, Esq.

307 G Street, N.W.

Washington, DC 20001
202-898-0857

11
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United States v. Aarop NMorris

D.C. Superior Court homicide prosecution of babysitter
for strangling and beating to death three-year-old girl
left in his care. Defendant convicted of manslaughter.

Docket number: F-1223-95

Dates of representation: 6/95 to 3/96
Court: D.C. Superior Court

Judge: Reggie Walton

Opposing Counsel:

Ms. Julia Leighton, Esqg.
Rudy Acree, Esq.

Public Defender Service
451 Indiana Avenue, N.W.
Washington, DC
202-626-8364

Dupree, e 1 . r t al

While a partner at Hill & Barlow, I represented Thomas
and Frederick Dupree in a series of lawsuits with their
former partner, Christopher Walker, arising from their
joint participation in a number of real estate
development projects in the Washington, DC, area. The
case went to trial on charges of breach of contract and
breach of fiduciary duties. I was lead trial counsel. The
case was settled in the middle of trial, with the Duprees
receiving a substantial monetary settlement.

Docket number: 87-3088-MA
Dates of representation: 9/88 to 4/89
Court: U.S.D.C., D. Massachusetts
Judge: A. David Mazzone
Opposing Counsel:

James S. Dittmar, Esqg.

Hutchins, Wheeler & Dittmar

101 Federal Street

Boston, MA 02110
617-951-6600

12
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United States v. Ouimby, et al. (1988).

I was the lead prosecutor in the tax fraud prosecution of
Laban and Eugenia Quimby, tax advisors who used complex
offshore structures to create false deductions and sham
loan transactions for their clients. Both were convicted
and sentenced to periods of incarceration.

Docket number: Cr. 87-321-F

Dates of representation: 10/87 to 5/88
Court: U.S.D.C., D. Massachusetts
Judge: Frank H. Freedman

Opposing Counsel:

Leonard H. Cohen, Esq.
Cain, Hibbard, Myers & Cook
66 West Street

Pittsfield, MA 01201
413-443-4771

Attorney for Laban Quimby

Edmund Lyons, Esg.

Edmund Lyons Law Firm

1526 Gilpin Avenue
Wilmington, DE 195806
302-777-5698

Attorney for Eugenia Quimby

United States v. Doherty, et al., 675 F. Supp. 712
(D. Mass. 1987), 867 F.2d 47 (1st Cir. 1989).

I was the lead prosecutor in the federal prosecution of
a number of police officers who participated in the theft
and sale of police entrance and promotional examinations.
The principals were convicted of racketeering offenses;
the others were convicted of various counts of
conspiracy, mail fraud, and perjury.

Docket numbers: U.S.D.C. -- 86-240-Y
1st Cir. -- 87-1681, 87-1740,
87-1683, 87-1685, 87-1687,
87-1688, 87-1682, 87-1739, and
87-1686

Dates of representation: 10/85 to 8/88

13
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Courts: U.S.D.C., D. Massachusetts
1st Circuit Court of Appeals
Judges: U.s.D.C. -- Young
1st Circuit -- Campbell, Bownes, Breyer

Principal Opposing Counsel:

Michael A. Collora, Esq.
Dwyer and Collora

600 Atlantic Avenue
Boston, MA 02110
617-371-1000

George F. Gormley, Bsqg.
655 Summer Street
Boston, MA 02210
617-478~2750

Thomas C. Troy, Esq.
Troy & Baccari

274 Main Street
Reading, MA 01867
781-944-3800

Richard M. Egbert, BEsq.
99 Summer Street, #1620
Boston, MA 02110
617-439-6020

United States v. Piccjandra and United States v.
Lucid, 788 F.2d 39 (1986).

I was the prosecutor in the federal prosecution of
Michael Picciandra, a narcotics trafficker, and Russell
Lucid, his attorney, who were convicted of conspiracy and
tax violations relating to the laundering of Picciandra's
drug proceeds. Both were convicted and sentenced to
periods of incarceration.

Docket numbers: U.S.D.C. -- 84-39-MA
lst Cir. -- 84-1707 (Picciandra);
84-1708 (Lucid)

Dates of representation: 4/84 to 3/86

Courts: U.S.D.C., D. Massachusetts
1st Circuit Court of Appeals

Judges: U.S.D.C. -- A. David Mazzone
1st Cir. -- Breyer, Aldrich, Rosenn

14
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Opposing Counsel:

Edward J. Lee, Esg.

Edward J. Lee Law Offices
65 Franklin Street

Boston, MA 02110
617-350-6882

Attorney for Russell Lucid

Steven A. Sussman, Esqg.
Kerllenevich Law Offices

6 Beacon Street, #400

Boston, MA 02108

617-557-990%

Attorney for Michael Picciandra

United States v. Zehe, 601 F. Supp. 196 (D. Mass.
1985) .

I and another Assistant United States Attorney prosecuted
Alfred Zehe, an East German scientist, for espionage
offenses relating to his efforts to obtain classified
information on the Navy's submarine detection capability.
Zehe pled guilty, was sentenced to a ‘term of
incarceration, and was thereafter returned to East
Germany in an exchange of intelligence operatives.

Docket number: 83-296-N
Dates of representation: 11/83 to 4/85
Court: U.S.D.C., D. Massachusetts
Judge: David S. Nelson
Co-Counsel :
Honorable Richard G. Stearns
United States District Judge
U.S. District Court
1 Courthouse Way, #7130

Boston, MA 02210
617-748-5283

15
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Opposing Counsel:

Honorable Nancy J. Gertner
United States District Judge
U.S. District Court

1 Courthouse Way, #2300
Boston, MA 02210
617-748-4119

(9) United States v. Mastroianni, et al., 749 F.2d 900
(1984) .

Investigation and prosecution of a cocaine distribution
organization operating on Martha's Vineyard and in
Springfield, MA. The minor defendants pled guilty. The
principal defendants were convicted of various narcotics
trafficking offenses after a five month trial, although
the two ringleaders were acquitted on the continuing
criminal enterprise charges.

Docket numbers: U.s.D.C. -- 82-231 (D. Mass.,
July 29, 1983); 82-231K (D.
Mass., Sept. 21, 1983)

lst Cir. -- 83-1910, 83-1913,
83-1925, 83-1966, 84-1027 to
84-1029

Dates of representation: 5/82 to 10/84

Courts: U.S.D.C., D. Massachusetts
lst Circuit Court of Appeals

Judges: U.S.D.C. -- Keeton
lst Cir. -- Coffin, Aldrich, Skelton

Principal Opposing Counsel:

Max D. Stern, Esq.

Stern, Shapiro, Weissberg & Garin
90 Canal Street

Boston, MA 02114-2022
617-742-5800

Attorney for Pioggia

Honorable Nancy J. Gertner
United States District Judge
U.S. District Court

1 Courthouse Way, #2300
Boston, MA 02210
617-748-4119

Attorney for Barkett

16
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Andrew H. Good, Esq.
Silverglate & Good

83 Atlantic Avenue, 3rd Floor
Boston, MA 02110

617-523-5933

Attorney for Mastroianni

Steven A. Sussman, Esq.
Kerllenevich Law Offices
6 Beacon Street, #400
Boston, MA 02108
617-557-9905

Attorney for Sagan

(10) United States v. Brandes, et al, (1980).

I led a team of four prosecutors in this nine month
retrial of several Hells Angels indicted for a variety of
racketeering offenses. The second jury was unable to

reach a verdict after approximately one month of
deliberations. The racketeering charges were thereafter
dismissed.

Docket number: 79-0226-SC/WHO

Dates of representation: 6/79 to 7/80
Court: U.S.D.C., N.D. California
Judge: William N. Orrick

Principal Opposing Counsel:

Honorable Richard A. Hodge
Alameda County Superior Court
Department 80

201 13" Street

Oakland, CA 94612
510-208-3926

Richard A. Hodge was lead counsel in this
multi-defendant case. He was attorney for James
Brandes, the lead defendant.

Legal Activities: Describe the most significant legal
activities you have pursued, including significant
litigation which did not progress to trial or legal matters
that did not involve litigation. Describe the nature of your
participation in this question; please omit any information
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protected by the attorney-client privilege (unless the
privilege has been waived).

Please see the attached list of gsignificant
investigations and prosecutions.

In addition, I have served as an advisor to the Special
War Crimes Prosecutor in Addis Ababa, Ethiopia.
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Ia OTHER SIGNIFICANT INVESTIGATIONS AND PROSECUTIONS

Office of the United States Attorney, Northern Disgtrict of
California (1998-2001)

1. United States v. Rausini, et al. (2000 - pleas)
Homicide  prosecution of three drug traffickers
responsible for killing two of their co-conspirators whom
they believed to be cooperating.

Office of the United States Attorney for the Disgtrict of

Columbia (1995-1998)

1. United States v. Alston, et al. (1996 - trial)

Homicide prosecution of three individuals for shooting to
death one person and injuring another in the course of a
drug robbery in a park. All three defendants convicted.

2. United States v. Smith, et al, (1996 - trial)

Homicide prosecution of three individuals for the
shooting to death of an individual who came to the
defenge of his retarded friend who was being harassed on
a playground. Two convicted; one acquitted.

3. United States v. Taylor, et al. (1996 - trial)

Homicide prosecution of three individuals for the
shooting to death of an individual during a home invasion
to steal money and drugs. Two principal defendants
convicted of murder; third defendant, charged with being
an accessory after the fact, acquitted.

Depar n Justice (1 -1

1. United States . tt, S05 U.S. 647 (1992)

Argued the government's position before the United States
Supreme Court in speedy trial case where the defendant
claimed unconstitutional post-accusation delay.
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D. Office of the United States A of
ac 1982-1
1. United States v. Nazzaro (1988 - trial)

Conviction of police captain for mail fraud and perjury
arising from his use of stolen civil service examinations
to obtain promotion.

United States v. Johnson (1986 - trial)

Prosecution of attorney for failure to file tax returns.
Defendant acquitted.

United States v. Levasseur, et al.

(1986 - investigation)

Coordination of fugitive investigation and subseguent
apprehension of Raymond Levasseur, Thomas Manning, and
their associates, a terrorist group responsible for the
murder of a New Jersey state trooper, and a series of
bank robberies and bombings.

Macheteros Investigation (1985)

Wire interception conducted as part of multi-district
investigation leading to indictment in Hartford, CT, of
leaders of the Macheteros, a Puerto Rican terrorist
organization.

United States v. Wilson (1985 - trial)

Specific items tax prosecution of accountant. Defendant
convicted. ‘

In Re Extradition of John Lincoln Tamboer (1985)

Extradition of narcotics trafficker to Colombia. First
extradition from U.S. to Colombia under new treaty.

United States v. Manzoli (1984 - Plea)

Net worth tax prosecution of massage parlor operator.

Financjal Investigations Task Force (1982)

Participation in the formation of task force to
investigate bank compliance with currency transaction
reporting requirements and to use Currency Transaction
Reports as investigative predicates.
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United States v. Hasbrouck (1982 - trial)

Prosecution for refusal to register with Selective
Service. Defendant convicted.

Office of the United States Attorney, Northern District of

California (1976-1982)

1.

United States v. Bosque (1982 - trial)

Conviction of Brinks guard for the $1.8 million robbery
of a Brinks truck.

United States v. Conley, et al. (1981 - trial)

Perjury convictions of two Santa Barbara financiers who
laundered proceeds from oil fraud through banks in
Anguilla, B.W.I., and Switzerland. One conviction
reversed on appeal.

In Re Extradition of Amos Dawe (1981)

Extradition of Amos Dawe to Hong Kong to face charges
that he masterminded multi-million dollar bank fraud
with complicity of the Moscow Norodny Bank.

United States v. Raymond Hackett, et al. (1980).

Prosecution of Raymond Hackett and a co-defendant for
conspiracy to import 58 pounds of cocaine from Bolivia.
Both were convicted and sentenced to substantial
periods of incarceration.

Financial Investigations Task Force (1980)

Formation of task force of agents from IRS, DEA, FBI,
and Customs to use current currency Transaction Reports
as investigative predicates.

United States v. Guerra, et al. (1979 - pleas)

RICO prosecution of cocaine distribution organization
following wire interception. Defendants pled guilty.

United States v. Bachrach, et al. (1979 - trial)

Prosecution of LSD manufacturing and distribution
organization. Defendant convicted.

United States v. Peterson (1979 - trial)

Specific items tax prosecution of Silicon Valley
entrepreneur. Defendant convicted.
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II. FINANCIAL DATA AND CONFLICT OF INTEREST (PUBLIC)

List sources, amounts and dates of all anticipated receipts
from deferred income arrangements, stock, options,
uncompleted contracts and other future benefits which you
expect to derive from previous business relationships,
professional services, firm memberships, former employers,
clients, or customers. Please describe the arrangements you
have made to be compensated in the future for any financial
or business interest.

While at Hale and Dorxr, I participated in a 401(k). This
has now been rolled over into an IRA. The assets in the
IRA are listed in the schedule included in the attached
Financial Statement. I also participate in the Federal
Thrift Savings Plan.

I do not anticipate receiving receipts or benefits from
previous business relationships.

Explain how you will resolve any potential conflict of
interest, including the procedure you will follow in
determining these areas of concern. Identify the categories
of litigation and financial arrangements that are likely to
present potential conflicts-of-interest during your initial
service in the position to which you have been nominated.

I will consult with the Ethics Office in the Department
of Justice regarding any potential conflict of interest
arising from my or my wife's financial holdings.

I do not believe any categories of litigation or

financial arrangements I had with my previous law firms
will present conflicts-of-interest.

Do you have any plans, commitments, or agreements to pursue
outside employment, with or without compensation, during
your service in the position to which you have been
nominated? If so, explain.

No.
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List sources and amounts of all income received during the
calendar year preceding your nomination and for the current
calendar year, including all salaries, fees, dividends,
intereast, gifts, rents, royalties, patents, honoraria, and
other items exceeding $500 or more. (If you prefer to do so,
copies of the Financial Disclosure Report, required by the
Ethics in Government Act of 1978, may be substituted here.)

See Financial Disclosure Report (SF-278) which will be
provided once it has been approved.

Please complete the attached financial net worth statement
in detail. (Add schedules as called for.)

The financial net worth statement is attached.

Have you ever held a position or played a role in a
political campaign? If so, please identify the particulars
of the campaign, including the candidate, dates of the
campaign, your title and responsibilities.

No.
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II1. GENERAL (PUBLIC)

An ethical consideration under Canon 2 of the American Bar
Association's code of Professional Responsibility calls for
"gvery lawyer, regardless of professional prominence or
professional workload, to find some time to participate in
serving the disadvantaged.” Describe what you have done to
fulfill these responsibilities, listing specific instances and
the amount of time devoted to each.

While with Hill & Barlow from September 1988 through
April 1989 I advised other associates in the firm on
their criminal pro bono matters.

In 1994, while in private practice with Hale and Dorr,
I briefly served as an advisor to the Special Prosecutor
for War Crimes in Addis Ababa, Ethiopia.

From 1988 to 1990 I served on the Vestry of Trinity
Church, Boston, Massachusetts.

Do you currently belong, or have you belonged, to any
organization which discriminates on the basis of race, sex, or
religion -- through either formal membership requirements or
the practical implementation of membership policies? If so,
list, with dates of membership. What have you done to try to
change these policies?

From 1974 to 1984, I was a member of the Olympic Club in
San Francisco, CA. The Olympic Club restricted full
membership privileges to males only. While a member of
the Olympic Club, I did not try to change its policies.
The Olympic Club no longer restricts membership
privileges. I rejoined the Olympic Club in 2000.

For most of the period 1982 to the present, I have been
a member of the Country Club in Brookline, MA. Until
1989, the Country Club restricted full membership
privileges to males. It no Jlonger has such a
restriction. The Club membership admissions procedures
now provide that, "[N]lo distinction, discrimination or
restriction is to be made on account of a candidate's
religion, national origin, race or sex." While a member
of the Country Club I supported the change in policy, but
took no active role in effecting that change.
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In 1998 my wife and I had a summer membership in the
Chevy Chase Club in Chevy Chase, MD. The by-laws read,
"The Club shall not practice or allow to be practiced any
form of discrimination in granting membership or guest
privileges based upon the race, color, creed, sex or
national origin of any person or persons.®
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University of California
San Francisco

UCsr

833 Parnssmm Averwse, US73
S Prancisco, GA 34143-0738
ok 4134781811

. 416/476-0049

Department of Urology
School of Medicine

June 20, 2001

Re: Robert Mueller

To Whom It May Concern:

Mr. Robert Mueller was seen and evaluated at the University of California, San
Francisco UCSF Comprehensive Cancer Center on Apsil 17, 2001 fox the first time.
Mi. Mueller had been diagnosed with very localized prostate cancer. This )
diagnosis was confirmed here at UCSF. On the basis of extensive imaging and
analysis of the prostate biopsy, Mr. Mueller has a localized, smail volume prostate
cancer. He is an excellent candidate for a variety of different treatment options and
has a very, very high likelihood of cure with any. Although he’s a candidate for
watchful waiting, treatment should be considered. I believe he will tolerate
treatment exceedingly well and have a high likelihood of cure as mentioned.

I do not believe his diagnosis or ita treatment will, in anyway, impact on his ability
to function and carxy on his responsibilities normally. Treatmeot can be delivered
in a very limited period of tire and early and full recovery is expected.

Please contact me should you require additional information.

Sincegely,

Peter R. Carroll, M.D.

Professor and Chair

Department of Urology

Ken and Donna Derr-Chevron Chair in Prostate Cancer

PRC:pc
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FINANCIAL STATEMENT
NET WORTH

Provide 2 complete, current financial net worth statement which itemizes in detail all assets (including ba;
sccounts, roal estate. securities, trusts, investments, and other financial holdings) all liabilities (including debt
mortgages, loans, and other financial obligations) of yourself, your spouse, and other immediate members
your hcusehold. s T

ASSETS UIABIUTIES
Cash on hand and in banks 12, 016’& Notes payable to banks——sacured
U.S. Govemment securities—edd Notes prysbie to banks~—unsecured
10,} 2221 00
scheduie Notas payabls to reiatives
Listed sacuritivs—edd schedule 699, 90 || Notes payable to others
t d securt] dd schadul A and bills due
Accounta and notes recaivadle: Unpaid income tax - _
Ove from fves and tni ds Other unpaid tax and Interest
Dua from others Real estate morigages payable—add-
Doubttut schedute orthern Trus 236,]556| G0
Real estate owned—add schedule £60.]000} 00 Q\lﬁ"b'ao ges and other Vens ’
Reat EATRAIGATER Evavie e eonion .
Aurtos and other personai property 1990,].900{ 00 of detis—itemire:
Cash value—life Insurance —
Other sssets—itemize;
TIAA (retirement-spouse).- 50,1.128) 00 .
Thrift Savings Plan 37.].89681.00
=] Totat Rabilities 236,556} 00
Net worth 1,532,1839
Total assats 1,769) 395100 Tota! Liabilities and et worth 1,769,1395{00
CONTINGENT UABILITIES . GENERAL INFORMATION
As sndorser, ker oc No Ars any assets pledged? (Add sched::
Oa lsases oc contracts No ule.) B No
Lagal Claims No Ank:c:s‘a defendant in any suits or Yo
Provision fer Fedess! inceme Tox No -
= Have you ever taken beniruptey? No
Othar special dadt No : P
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Robert S. Mueller, 11l

Schedule
U.S. Government Securities: Value
U.S. Treasury Notes $10,222
Listed Securities:
Abbott Laboratories $9,462
American International $7,848
Amgen $11,434
Anheuser-Busch $4,187
Automatic Data Processing $12,775
Chevron $37,310
Cintas $13,086
Cisco Systems $10,873
Colgate Palmolive $11,808
Elan $6,000
Ethan Allen Interiors $5,207
First Data $6,410
General Electric $126,603
Genuity $337
Gillette $4,373
Home Depot $11,340
Imation $465
IBM $167,418
Johnson & Johnson $10,082
Merck $13,957
Minnesota Mining $22,920
Molex $9,730
Northem California Muni $12,574
Paychex $10,761
Pershing Govt Account $19,463
Pfizer $22,028
Phoenix Growth Fund $43,659
Proctor & Gamble $6,500
SBC Communications $8,000
Schwab California Muni $3,919
Staples $6.629
Starbucks $9,212
State Street $4,989
Stryker $16,227
Sysco $16,560
Wal Mart $4,734
Walgreen $10,203

Total $699,083
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Chairman LEAHY. Thank you, Mr. Mueller. I appreciate very
much your statement. You seem to have anticipated many of the
questions that I, and others, might be asking. That also reflects
your candor in the lengthy meeting we had when we went over
these issues—and the meetings I know you have had with other
Senators. In the reports I have had, they have all been very candid.

So I take a great deal of comfort in your answers, not just what
you are saying here to the committee, but I would hope, beyond
this committee. I would hope the thousands, thousands of extraor-
dinarily talented and dedicated men and women in the FBI would
take a great deal of comfort in them too. Ultimately, their ability
to carry out their mission rests in your hands, and I think that you
have sent a signal, a very good one, and it should be one of great
comfort to them.

You said the President has honored you with this appointment.
That is absolutely right. He has. It is a grave responsibility on the
part of the President and one I think he has carried out very well.
He is also the chief magistrate of this country, and he has to put
a great deal of his own credibility on the line in appointing you.
And so you have a great duty not only to the President, but to all
Americans in carrying out that responsibility.

I referred in my opening statement to testimony from four FBI
agents who testified at a hearing last week. There is a widespread
perception in the FBI that there is a double standard applied in
meting out internal discipline. They spoke to something you have
already referred to in your statement. The members of the Senior
Executive Service typically receive lesser punishment than line
agents for the same offense. Obviously, that is bad for the morale
of the line agents. It would breed cynicism and mistrust.

Former Director Freeh attempted to deal with this problem last
August when he abolished a special disciplinary mechanism for
FBI senior managers. I believe Director Freeh did the right thing,
as he did in many other areas, but I don’t think that has com-
pletely solved the problem. Is this a problem that needs to be ad-
dressed by you, as director?

Mr. MUELLER. To the extent that there is any perception that
there is a double standard, yes, it definitely has to be addressed.
As you indicated, Mr. Chairman, I think former Director Freeh
began that process with assuring that there is no difference be-
tween the standards of discipline for senior management in the
FBI and employees of the FBI.

However, beyond that, I think it important that as one con-
templates leaders in the FBI, we appoint leaders in the FBI who
are held to a higher standard. And when the leadership of the FBI
fails or makes mistakes, the discipline should be just, fair, but ab-
solutely consistent with the discipline which would be meted out by
an individual of lesser rank.

Likewise, I believe that it is important to inculcate in the FBI
a standard whereby its leadership is held to not just the standard
of every agent, but to a higher standard, inasmuch as I pointed out
in my statement, I believe the leaders serve as examples for others
in the FBI.

Chairman LEAHY. What I worry about is if we do not, and if we
do not show willingness to correct mistakes or to acknowledge mis-
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takes. You just said in your statement not every—people are not
perfect. Obviously, mistakes get made, and usually you learn from
the mistakes, but if there are serious mistakes, sometimes the first
reaction can be, it is a human one, to hide the mistakes. But both
you and I have served in law enforcement, and we know that in
law enforcement, especially, if you hide your mistakes, usually
somebody innocent is hurt by it.

For example, the documents the committee reviewed about the
January 2001 decision on Ruby ridge revealed that some FBI
agents were disciplined in January 1995 by the then director, when
they should not have been. Senator Specter and I conducted pretty
extensive hearings on Ruby Ridge. But I look at this report of Jan-
uary, I see nothing has been done to correct the situation, despite
the personal embarrassment I am sure that discipline caused for
those FBI agents.

Another example, is that there have been reports of a CIA officer
who was initially suspected of espionage before they realized that
Hanssen was the real culprit. This agent was forced to go on leave
from his job at the CIA, caused great stress for himself and his
family. The treatment his family received was harsh. Among other
things—the members of the family were told this was a capital of-
fense. Now he has been cleared of all wrongdoing. He has been al-
lowed to return to his work at the CIA. His back-pay, full security
clearance restored. The FBI totally regrets this happened, but they
have not notified him or his family that he is no longer suspected
of any wrongdoing.

Can you take a look into some of these matters?

Mr. MUELLER. I certainly would, Mr. Chairman. I go back to time
as a prosecutor, and it was important, in my mind, to conduct in-
vestigations quickly and thoroughly, understanding that an inves-
tigation done by the FBI, often in consultation with the U.S. Attor-
ney’s Office, puts individuals under a microscope and can damage
reputations, can damage careers, and it is critically important to do
investigations quickly. And if the allegations prove not to be true,
to make certain that those who were under scrutiny are told of that
immediately and to the extent possible any appropriate response
given to that individual who has been exculpated from the allega-
tions.

Chairman LEAHY. Just an inquiry by the FBI can cause a lot of
people’s heartbeat to rise, even if they are not suspected of any-
thing. If they are told they are a suspect, and their family and
their friends are told they are a suspect, and then afterward it is
the case where they are not, we cannot treat it like the old Gilda
Radner line of “oh, never mind.” Somebody has got to do more than
that.

I recall when we had a terrible shootout along the New Hamp-
shire-Vermont border, coincidentally, on a weekend when Director
Freeh was visiting. A young man, one of the Federal agents on the
border was shot and grievously wounded. Several others were
killed. We went to the hospital, Director Freeh and I. Just the two
of us drove up to the hospital to visit this young man. What I didn’t
know was that the hospital was under an audit on Medicare ques-
tions by the U.S. Attorney’s Office at that time. We had several
people who thought they were about to be arrested immediately be-
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cause the two of us were walking down the halls. Director Freeh
was not aware of the investigation, nor was I, but I heard after-
ward that the Cardiac Unit of the hospital almost had an overload
that day.

[Laughter.]

Chairman LEAHY. So I am just suggesting that that is an inno-
cent-type thing, but if somebody is really a target, and it turns out
they are not the person, like a Richard Jewell and situations like
that, somebody has to clear that up. I am not suggesting we do not
continue with investigations—obviously not—but mistakes have to
be cleared up.

Now, last week when we had a hearing, and I talked to you
about this earlier, FBI headquarters issued a weekly report to the
field, a report on our committee’s July 18 hearing. It described the
testimony of two of the six FBI current or retired employees who
testified, and they put two of the testimonies on their website.
They said absolutely nothing about the testimony of those in the
FBI who testified about the existence of a double standard or dis-
cipline and retaliation within the FBI. It almost seems that FBI
headquarters thinks that if they ignore bad testimony, it is going
to go away. This bothered me, as there were some from head-
quarters who sat through the testimony of all six and knew that
was a mistake.

I would hope, I would hope that somehow, and I fully expect you
to be confirmed, but when you get down there, point out you are
going to improve the best of the best. But if some of us ask ques-
tions up here, do not ignore the questions, look for the answers.

I do not know if you want to refer to that at all.

Mr. MUELLER. Probably, Mr. Chairman, to say that I do think
that it is important that everybody in the Bureau look at both the
good and the bad in order to address it. It is not only me, as the
director of the FBI, should I be confirmed, but it is also senior
management and the FBI agents who come forward with those
items that need changing and to directly confront criticisms that
are made at whatever level of the FBI, and as I indicated in my
statement, address those criticisms. And where there are criticisms
that are valid, take such steps that are necessary to change that
which needs changing.

Chairman LEAHY. And will you give your commitment that if you
are ever pressured politically by the Republicans or Democrats to
affect an investigation, that you will resist that pressure with all
your might?

Mr. MUELLER. Absolutely.

Chairman LEAHY. Senator Hatch?

Senator HATCH. Thank you, Mr. Chairman.

Mr. MUELLER. May I just add, if I might?

Chairman LEAHY. Sure.

Mr. MUELLER. It is critically important for the FBI to investigate
crimes, allegations of crimes thoroughly, professionally, objectively,
and without interference politically or otherwise. And when it does
that, it then has the credibility of the American people. And so to
avoid political pressures it is absolutely critical for the FBI to do
its j(ib, as that job is expected to be performed by the American
people.

80-335 D-3
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Chairman LEAHY. I thank you for that. And I hope, I hope the
Senate will always stand here ready to protect you from both sides
of the aisle in that regard.

Senator Hatch?

Senator HATCH. Thank you, Mr. Chairman.

Mr. Mueller, the FBI rarely works alone in criminal investiga-
tions. In a significant number of its cases, the FBI operates in tan-
dem with a number of Federal, State and local law enforcement
agencies, and sometimes the other agencies’ involvement is due to
overlapping jurisdiction in some cases, but in some instances, the
other agencies come to the FBI for technical assistance or support.
Now, the specialized areas of computer crime and DNA testing im-
mediately come to mind, but I know there are many others.

Would you please explain to the committee your view of the role
the FBI should play in assisting other agencies, particularly the
State and local agencies in criminal investigations?

Mr. MUELLER. I, in the past, I have been fortunate to work with
the FBI and to see it work with other Federal organizations closely
and with State and locals. An example would be the Pan Am 103
investigation, which the FBI and the Scottish police worked dili-
gently over 3 years to bring the investigation of that disaster to the
point where there could be indictments. And when you are dealing
with foreign law enforcement agencies, it is sometimes exception-
ally difficult because they work under a difficult legal system.

I have had occasion to see in the District of Columbia here what
was called the Cold Case Squad, where you had homicide detec-
tives from the Metropolitan Police Department work closely with
the FBI to investigate homicides that could not be solved imme-
diately. I think every one of those—each of those instances, and
myriad others, where the FBI works closely with the State and
locals, you have an ability to combine the best of both agencies—
the technological wherewithal of the FBI, sometimes the street
smarts and other abilities of the State and local law enforcement
agencies, and that should be the goal of the FBI in performing its
law enforcement functions.

Senator HATCH. One of the areas of prosecution for which you
are particularly known is that of computer and intellectual prop-
erty crime. As U.S. attorney for the Northern District of California,
you created a section called the Computer Hacking and Intellectual
Property or CHIP.

Recently, Attorney General Ashcroft recognized your success in
the most sincere and flattering way possible, by announcing the
formation of nine additional CHIP units around the country. As
you know, a subset of this area, criminal copyright enforcement, is
of key importance to this committee. We have devoted considerable
ene11°gy over the past several years to Internet enforcement in par-
ticular.

In 1997, we enacted the No Electronic Theft or the NET Act,
combining criminal penalties for certain noncommercial Internet
parts. In 1998, we passed the Digital Millennium Copyright Act, or
the DMCA it is called, which helps combat trafficking in hacking
devices designed to defeat technological protections for copyrighted
material.
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We also enacted the Digital Theft Deterrence and Copyright
Damages Improvement Act to speed the implementation of the
NET Act and to improve online theft deterrence generally, and we
have even earmarked additional funding for DOJ, specifically for
the investigation and prosecution of cyber crime.

The committee’s work is starting to bear fruit in the form of
criminal prosecutions of Internet piracy. So far this year the num-
ber of NET Act prosecutions appears to be up, and we have just
rDeceéle seen the first criminal prosecutions brought under the

MCA.

Just this week, the DOJ announced a—the Department of Jus-
tice—announced a series of new prosecutions of Internet crimes. I
commended the Department of Justice for what I hope is a commit-
ment to cyber crime enforcement, and I hope this becomes a pri-
ority for the FBI as well.

Would you please outline for us, if you can, your plans, as FBI
director, on protecting the Nation’s computer infrastructure and in-
tellectual property.

Mr. MUELLER. If I may go back briefly to what I saw when I took
over as U.S. Attorney in San Francisco, we had Silicon Valley in
my district, and one of the great issues was how do you protect—
not protect, but how do you combat high-tech crime. And the first
thing I had to do was determine what do you mean by high-tech
crime, and I came to the conclusion that it should be broken down
in four ways: first of all, computer intrusions, denial of service at-
tacks; second, theft of intellectual property, economic espionage;
third, frauds on the Internet and distribution of child pornography
on the Internet; and, fourthly, the theft of high-tech components
such as computer chips, hard drives, and the like—all of which are
critical to the high-tech industry.

We put together a unit in San Francisco and in San Jose because
it was important to develop the expertise in the United States At-
torneys, the Assistant United States Attorneys who would be han-
dling these cases. It was important that we developed the relation-
ships between the FBI agents who had the expertise to do these
cases, the Assistant United States Attorneys who were doing these
cases, and the community. In addressing high-tech crime, it is criti-
cally important that we developed the relationships with those vic-
tims of high-tech crime in the high-tech industry. And, con-
sequently, we will support—should I be confirmed as the Director
of the FBI, the FBI will support not only the unit that was set up
in the Northern District of California, but also the other units to
be set up, announced by the Attorney General last week.

One other point I might make, and this goes to the issue of work-
ing closely with the State and local authorities. There are too few
investigators with the skills we need to address this. And one of
the developments that has been useful is what has been known—
or called a computer forensics lab, which was established in San
Diego with a number of contributing, participating agencies, both
Federal and local. And it is that type of combined enterprise that
we are going to have to adopt if we are to address this new wave
of separate technological crime in the future.

Senator HATCH. Thank you. Mr. Mueller, as you know, the 2002
Winter Olympics in Salt Lake City, they are going to be the largest
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planned public safety and law enforcement operation in our coun-
try in the foreseeable future. The law enforcement community, in-
cluding the FBI, has been working on the plans and preparations
for several years. And one of the unique and forward-thinking as-
pects of the plans is the invention of the Utah Olympic Public Safe-
ty Command, which for the first time has combined the Federal,
State, and local law enforcement and emergency management
agencies under one entity to ensure coordinated development and
execution of the Olympic public safety plans.

Now, I have studied the public safety issues and have received
the intelligence and securities briefings on them. In May of this
year, I held a Judiciary Committee field hearing in which 11 top
law enforcement and emergency management officials from the
Federal, State, and local levels discussed the importance of co-
operation among the various agencies in preparing for the Winter
Olympics in 2002.

Now, I feel very confident that the people who are working on
this project are taking their jobs seriously. They are focused and
I think on the right priorities. However, I am convinced that it
takes leadership from the very top of all organizations to ensure
successful execution, so I want to have your assurance that you
will treat the FBI’s role in the Olympics as one of the Bureau’s top
priorities, that you will support and encourage your agents’ efforts,
and that you will provide meaningful leadership to this important
national and international event.

Mr. MUELLER. I will, Senator. I would expect to be personally in-
volved in those preparations so that I can assure myself that the
Bureau would be doing everything it can do to contribute to the
joint effort.

Senator HaTrcH. OK. Now, we understand that the FBI is now re-
quiring polygraphs for managers handling national security mat-
ters. Are you willing to continue that approach?

Mr. MUELLER. Yes.

Senator HATCH. And would you be willing to take a polygraph
yourself if that were the case?

Mr. MUELLER. Yes, indeed, it is my belief you don’t—this may be
my training from the Marine Corps, but you don’t ask people to do
that which you’re unwilling to do yourself. I have already taken
that polygraph.

Senator HATCH. The only reason I ask that question is because
I knew you had, and I just think it is important for people to——

Chairman LEAHY. How did you do?

Senator HATCH. Yes, how did you do?

[Laughter.]

Mr. MUELLER. I'm sitting here. That’s all I can say.

11Senator HaTtcH. We just hope you had a good examiner, that is
all.

I understand that you took steps to address securities fraud, and
what role do you see the FBI playing in addressing securities fraud
in this country?

Mr. MUELLER. Again, when I went out to my district in San
Francisco, with Silicon Valley being a substantial component of the
responsibilities there, securities fraud was something that we felt
needed to be addressed. And, consequently, after having some feel
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for how the problem needed to be addressed, again, I set up a unit,
brought a very talented individual in from the Southern—actually,
the Eastern District of New York who had done these types of
cases, assigned agents to these cases, and developed a very close
relationship with the counterparts in the SEC, and thanks to the
work of that unit and those in it, there have been a number of sub-
stantial prosecutions that flow from it.

Securities fraud is often very difficult to investigate, hard to
prosecute, but the damage done to investors by securities fraud is
substantial. And the FBI should play a substantial role along with
the SEC in addressing it, and I would expect that the Bureau
would continue to accord manpower to address that particular pri-
ority.

Senator HATCH. Well, thank you so much. I think there is no
question I am going to support your nomination. I am very proud
of you, proud of your willingness to serve and to give even more
of an effort for your country. And I am proud of your family, as
well, for supporting you.

Chairman LEAHY. What Senator Hatch means is that he and I
will waive seeing the results of the polygraph test.

When you speak of the Marines, I swear I have heard from vir-
tually every Marine I know around the country about your nomina-
tion. And as Mr. Mueller knows, when he called me at my farm
house in Vermont the day that he had been announced by the
President, I was on the other line with my son, who is a former
Marine, who told me I better take that call. So you already had a
lobby effort going in our family.

Senator Feingold?

Senator FEINGOLD. Thank you, Mr. Chairman.

Mr. Mueller, the FBI has been accused of working too independ-
ently of prosecutors, particularly in deciding what evidence should
be transferred to prosecutors. In other words, the FBI sometimes
appears to be making its own decisions about whether evidence is
potentially relevant and whether a case should be pursued when
these are decisions that should be made by prosecutors. We have
seen this arise most recently in the Timothy McVeigh case where
we still do not fully know why all the documents were not turned
over in a timely manner after repeated requests from the FBI Di-
rector.

Unfortunately, we also know that this was not the only occasion,
the McVeigh situation, not the only time this ever happened. There
was the 1963 bombing of the 16th Street Baptist Church in Bir-
mingham, Alabama. In that case, it was not until very recently
that the FBI finally turned over all audiotapes and other evidence
to prosecutors who were seeking to prosecute the remaining de-
fendants in that cowardly, horrific bombing. It is believed that peo-
ple inside the FBI, as high as the Director himself, J. Edgar Hoo-
ver, blocked the distribution to prosecutors of critical information
that could have led to the prosecution of those responsible for this
heinous act.

Now, you are, of course, in a unique position, having been on the
other side of this equation, the Federal prosecution side. Mr.
Mueller, do you share this concern? And if so, what steps will you
take to facilitate better communications and working relationships
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between the FBI and Federal and State prosecutors to ensure that
justice is served?

Mr. MUELLER. I do, being a prosecutor, I do share the concern,
Senator. There is no prosecutor that wants to walk into a court-
room without knowing absolutely everything there is to know about
the case. And in the past, I have had occasions where this has been
an issue. The Pan Am 103 prosecution, the Noriega prosecutions,
are examples were there are issues involving national security in-
formation that may bear on a particular prosecution. But there
may be very valid reasons for keeping certain of the information
from the prosecutors that go into the court, although the prosecu-
tors would not want that to happen.

In those circumstances, we have had mechanisms to assure that
that information is scrubbed to make absolutely certain that there
is no Brady information, exculpatory information that should be
given to the defense. And there are mechanisms such as the Classi-
fied Information Procedure Act that enables us to keep certain of
that information classified. The issue comes up in cases like that.

More often, on a day-to-day basis, one of the problems that I do
think the FBI has is the inability to produce quickly documents,
and that I do believe is attributable in part to its antiquated filing
system.

FBI agents will tell you that when they go out and take notes
of an interview, they come back, pull off the notes from the sheet
of paper, fold it up, put it in what’s called a 1A envelope, and that
1A envelope is then put in an evidence locker along with 150 or
200 other 1A envelopes. When the prosecutor asks for everything
in that case, often the agent has to go, pull out that envelope, open
the envelope, pull out a piece of paper, take it to a copy machine,
copy it, and get it to the prosecutor—a disincentive to producing
that which should easily be produced.

My hope is, earlier rather than later, that the FBI could be some-
what paperless; in other words, notes, when an FBI agent comes
back with handwritten notes, which FBI agents will, they’re im-
aged into a data base, coded so that in the future anything, any
document, any picture, any report, any fingerprint report, for in-
stance, or fingerprints themselves, will be imaged into the data
base and be immediately accessible so that you do not have the
problem such as you saw with the prosecution of the McVeigh doc-
uments.

In that circumstance, the agents, FBI management, the prosecu-
tors, can all be assured that you have the foundation for production
of the documents.

Senator FEINGOLD. Thank you for that answer very much. I
would like to turn now to an issue we talked about when we met
last week, and that is the electronic recordings of interviews. I un-
derstand that currently FBI agents memorialize all interviews as
written reports or 302s and the field notes are then destroyed sys-
flematically. And I think you were getting into some of this area

ere.

Electronic recordings of interviews, audio or visual, however, can
be helpful to a jury in determining the credibility of the evidence,
particularly confessions. A recording allows the listener to hear in-
tonation and whether questions are asked in a suggestive or coer-
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cive fashion. This is a particularly growing concern as the FBI in-
creases its operations overseas. I understand that the FBI inter-
views non-English-speaking persons through translators, but me-
morializes the interviews simply by way of a written report in
English.

Are you willing to consider requiring FBI agents to record inter-
views electronically, which is a practice that would be consistent
with the practice of many law enforcement agencies around the
country?

Mr. MUELLER. The short answer, Senator, is yes. If I may ex-
plain, the Bureau had a longstanding policy, as I understand it, of
having no recordings of interviews. That policy was changed—I'm
not certain how recently—to allow recordings of interviews upon
the approval of the special agent-in-charge of the office. And, con-
sequently, my understanding is it’s not a hard and fast rule as it
was previously.

Having worked homicides in the District of Columbia, I have
seen the advantage of the use of recording of interviews. On the
other hand, day in and day out FBI agents interview thousands if
not hundreds of thousands of people. If they're doing background
investigations for people like me, for instance, they interview any
number of people, and it would be, I think, counterproductive to re-
quire recording and transcribing of all such interviews. But cer-
tainly the practice has been changed. We will continue to look at
it, particularly in an instance where it is important that a confes-
sion or critical evidence relating to a terrorist attack needs to be
deciphered accurately with no room for error.

Senator FEINGOLD. I look forward to continuing to discuss this as
time goes on, and now I would like to go to a different topic.

Some people believe that the FBI historically has had some dif-
ficulty distinguishing between people engaged in peaceful political
dissent and those individuals who for political purposes engage in
violent activity. For example, there are the Palmer raids, the
McCarthy era abuses, COINTELPRO, neutralization of civil rights,
anti-war, and other activists, investigation of activists opposed to
our Nation’s Central America policies, and now, according to some
people, the targeting of Arab Americans.

First, do you share this concern and how will you distinguish be-
tween political dissent activity and criminal activity when deter-
mining whether to initiate or continue investigations? And then I
would like you to also address what steps you will take as Director
to ensure that the Bureau does not infringe on fundamental First
Amendment rights and restricts itself, of course, to investigating
only criminal activity.

Mr. MUELLER. I do share the concern, Senator, and it has been
my practice as a prosecutor, when working closely with the FBI or
any other agencies, to focus on what predication there is for further
investigation. In my own view, the investigative process is a series
of steps that one must go through, always looking at each of the
steps as to whether or not you have got sufficient reason to go for-
ward to the next step. If there is an allegation and there are mini-
mal tasks, investigative tasks can be done to determine, prove or
disprove that allegation, they should be done before you issue a
grand jury subpoena. And, consequently, I would insist that when-
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ever we are undertaking an investigative enterprise, that there be
adequate predication for the steps we take to pursue that inves-
tigation.

One of the things I probably will be discussing at more length
while we are here, and that is the issue of span of control, and how
do you assure, as Director of the FBI, that such concern, oversight,
is being demonstrated at the local level. And as I mentioned in my
statement, I do have concern about span of control. In an organiza-
tion as large as the FBI, you have to have transparency of informa-
tion all the way to the top. And there has to be focus on what is
a priority, what is critical, so that those leaders at the top are
prioritizing information theyre getting. In order to do that in an
organization as large as the FBI, you have to have the computer
infrastructure. And that is one of the reasons that I will as soon
as possible push hard to get the infrastructure that enables the in-
formation, which is the lifeblood of the FBI, in a form where it can
be transparent to the managers at the local level and at the na-
tional level, so that you are able to look and assure and provide the
oversight necessary that predication is being looked at, dem-
onstrated, before a particular important investigation is going for-
ward or a class of investigations is going forward.

Senator FEINGOLD. Thank you very much and good luck.

Mr. MUELLER. Thank you.

Chairman LEAHY. Thank you.

Just to bring us up to date where we are, I have been informed
that a number of flights have been delayed this afternoon of Sen-
ators coming back to Washington. What we are going to do is go
to Senator Specter now for his round. I have discussed this with
the Senator from Alabama also. When he is finished, we will take
a short recess to allow everybody a chance to stretch, if nothing
else, and then we will come back and begin with Senator Sessions.

Senator Specter?

Senator SPECTER. Thank you, Mr. Chairman.

Mr. Mueller, when we met several weeks ago, I commented to
you about this memorandum from Director Freeh to Mr. Esposito
dated December 9, 1996, and a copy has been furnished to you.
And the critical paragraph is paragraph 4 which says as follows:
“I also advised the Attorney General”—this is a reference by Direc-
tor Freeh to a conversation he had with Attorney General Reno. “I
also advised the Attorney General of Lee Radick’s comment to you
that there was a lot of ‘pressure’ on him and PIS”—the Public In-
tegrity Section—“regarding this case hecause the ‘Attorney Gen-
eral’s job might hang in the balance’ (or words to that effect). I
stated that those comments would be enough for me to take him
and the Criminal Division off the case completely.”

This memorandum did not come to the attention of the Judiciary
Committee until a subpoena was served in April 2000 for the
LaBella report and any other documents in possession of the FBI
relating to the campaign finance investigation. When I saw this
memorandum, I asked Director Freeh why he did not turn it over
to the oversight committee, and he responded that he thought it
would seriously impair his relationship with the Attorney General.
He declined to testify, and my efforts to get a subpoena from this
committee were unsuccessful.
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When Attorney General Reno testified, she said that she didn’t
recollect any such conversation, but if such a conversation had oc-
curred, then she would have done something about it.

Now, mid-2000 investigation is hardly any way to pursue over-
sight on an event which happened in December 1996. Now, if such
a matter were to arise, assuming your confirmation as Director of
the FBI, would you sua sponte on your own make a disclosure to,
say, the chairman and ranking member of the Senate Judiciary
Committee or some other oversight body?

Mr. MUELLER. Well, I have had an opportunity to think about
this, what I consider to be a very difficult issue, Senator. And if
I might, let me just state that I understand, firmly believe in the
right and the power of Congress to engage in its oversight function.
It is not only a right, but it is a duty. And there are occasionally
concerns relating to law enforcement, relating to privacy interests,
that are some, as I say, concern to the Department of Justice and
would be to the FBI.

In responding to oversight, I would be guided by three principles.

First, I would always try to accommodate the requests of Con-
gress consistent with law enforcement, my law enforcement respon-
sibilities, accommodate in a variety of ways, whether it be through
summaries substitutions, redactions, or the like, and I've had some
experience in doing that when I was Assistant Attorney General in
charge of the Criminal Division.

Second, I believe that Congress is entitled to a straightforward
articulation of the reasons why a particular document could not be
given to the oversight committee in its entirety.

And, last, oversight—or I should put it another way, accommoda-
tion should never be sought to avoid embarrassment or for any
other reason other than a legitimate reason relating to a valid
basis for keeping an item confidential.

Senator SPECTER. With all due respect, Mr. Mueller, that doesn’t
answer my question. I consider this to be ground zero. If there isn’t
oversight by the Judiciary Committee on a matter of this sort, then
oversight is meaningless. If you limit oversight to the chairman
and the ranking member, that is a very limited amount of over-
sight. Maybe you can limit it just to the Senate. I wouldn’t pre-
sume to get involved in your duties to the House of Representa-
tives. But the chairman and the ranking member are of sufficient
credibility and reliability as the Director of the FBI or the Attorney
General or Mr. Esposito, to whom this memorandum was ad-
dressed. This document and these factors were in the hands of
quite a number of people in the FBI. And Senator Leahy and Sen-
ator Hatch, or whoever may hold those positions, are people of re-
sponsibility and trust.

Let me add to the mix another factor, but I intend to come back
to it, and I intend to press a flat answer. In February 1997, Direc-
tor Freeh told me that there was a request by the President
through the National Security Counselor—and I discussed this
matter with you, because these are weighty matters and I don’t
think we ought to propound the questions and expect an answer in
the course of a hearing, just something you haven’t had a chance
to think about. But as I said to you, FBI Director Freeh said that
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the information was not provided to the President because the
President was under a criminal investigation.

Now, I did not find out at that time what the quality of the evi-
dence was as to a criminal investigation, nor did I find out what
the national security information was. But had I known about this
memorandum, which identified a top Department of Justice official,
Mr. Lee Radick, saying that there was pressure on him regarding
this case because the Attorney General’s job might hang in the bal-
ance, or words to that effect, in combination with the two, that is
a matter which I would have pressed for disclosure.

Without returning to the first question, Mr. Mueller, do you
think that the Director of the FBI has the authority to withhold
national security information from the President, even if the Presi-
dent is under a criminal investigation? Considering the fact that
obviously as long as the President is in office, he is the President
and he is the Commander-in-Chief and we have a constitutional
process for changing that which we undertook 2 years ago, the
matter could be reported to the Speaker of the House of Represent-
atives for possible impeachment if it rises to the level to conceal
the information, not disclose it, then it comes to the Senate, there
are constitutional provisions. I think it takes a lot of fortitude, also
known as “guts,” to not show that information to the President.
And what’s your view on that? Is that a proper exercise of the au-
thority of the Director of the FBI?

Mr. MUELLER. Let me take the second question, and then I will
come back to, if I could, the issue

Senator SPECTER. OK. They are interrelated, so I wanted to——

Mr. MUELLER. Surely.

Senator SPECTER [continuing]. Get them both on the table at the
same time.

Mr. MUELLER. Again, I think these are exceptionally difficult
issues, amongst the most difficult issues that any Director has to
face. But with regard to the—it’s not necessarily a hypothetical be-
cause apparently they are the facts, but the factual scenario that
you painted of national security information not having been pro-
vided to the President and whether or not as a result of or as a
consequence of required oversight from the Congress, there should
have been some discussion of that with Congress.

The problem—well, let me go back and say there are cir-
cumstances where the FBI is required to do very difficult investiga-
tions of individuals within an administration. Often it is as a re-
sult—has been the result of appointment of an independent coun-
sel. In the future, it may well be as a result of the appointment
of a special counsel by the Attorney General. And there may be oc-
casions where information comes to the attention of the FBI that,
as Director, the decision or the view is that to disclose that infor-
mation to a target would hamper or undercut the investigation.
And I would expect that being a component of the Department of
Justice, that any decision as to whether or not that information
should be disclosed to the target would be made in conjunction
with the Attorney General. But the decision may well be that that
information should not be disclosed.

If it is national security information, on the other hand, that
bears upon the security of the United States, I think we have an
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obligation to assure that anything within those materials that
bears on the national security finds its place in the national secu-
rity structure.

Now, if there is a request from Congress for that information,
then, again, in consultation with the Department of Justice, we
would find a way to accommodate the concerns of Congress.

Senator SPECTER. But when you use a hypothetical of a request
from Congress, Congress can’t make a request when it doesn’t
know anything about it.

Mr. MUELLER. Well, what you're asking is whether I would sua
sponte discuss that with Congress, not discuss it with the Attorney
General, and I think it would depend on the circumstances.

Senator SPECTER. No, I think you should discuss it with the At-
torney General. But I believe, of course, the facts—well, you might
have a distinction there. It was a rocky road between the Director
of the FBI and the Attorney General. And this all turned upon the
appointment of independent counsel where the record is full of the
fact that Director Freeh wanted independent counsel and Attorney
General Reno resisted, a matter of long, contentious hearings right
here in this room.

Mr. Chairman, may I borrow a little time?

Chairman LEAHY. Go ahead.

Senator SPECTER. So maybe—well, we are backing up ques-
tions—would you not discuss it with the Attorney General?

Mr. MUELLER. No. Absolutely, I am a component of the Attorney
General, or not of the Attorney General, a component of the De-
partment of Justice, and as, I think, Senator—as Mr. Chairman
pointed out at the outset, the Attorney General’s the boss. Abso-
lutely I would discuss it with the Attorney General.

Senator SPECTER. You are a little more than that, as Director of
the FBI, Mr. Mueller. You have got a 10-year term, and you cannot
be removed except for cause. And in a context of this sort, it better
be a mighty good cause for somebody, the Attorney General or the
President to try to remove you. But the ultimate decision came
down to Director Freeh, as I understand the facts and I pursued
the facts. So the question is, two questions pending, Mr. Mueller
are—well, I will just ask one at a time under a questioner’s rule.
Would you, as FBI Director, exercise the authority to withhold in-
formation from the President on national security matters, because
the President was the subject of a criminal investigation?

Mr. MUELLER. There may be an occasion where it’s possible, yes.

Senator SPECTER. OK. You are the Director of the FBI when this
information comes to you about somebody in the Public Integrity
Section who is opposing the appointment of Independent Counsel.
He is the principal person fighting appointment of Independent
Counsel. The record is replete of that. Mr. Radick testified before
the subcommittee on Department of Justice oversight, that he did
not believe in the Independent Counsel Statute, was not going to
enforce it. And here he has a conversation with the top FBI official,
and the Director takes it up with the Attorney General, and re-
counts Radick’s statement about a lot of pressure on him, because
the Attorney General’s job might hang in the balance. Are you
going to inform the Judiciary Committee Oversight, at least the
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chairman, ranking member, at the time this memo was drafted,
correct?

Mr. MUELLER. I'm not certain what I would do in that cir-
cumstance, but I cannot tell you today that I absolutely would.
This relates to conversations between the FBI Director and the At-
torney General. And I also believe, in addition to the responsibility
of the FBI Director to act as a component of the Department of
Justice, there may well be some confidentiality concerns relating to
the conversations between the FBI Director and the Attorney Gen-
eral. And I would hope that as a result of a memorandum like
this—and I'm not certain it didn’t happen as a result of a memo-
randum like this, that some action would be taken. But if action
had been taken as a result of this memorandum, and as a result
of the conversations that Director Freeh had with the Attorney
General, I am not certain that it would be necessary or required
to, sua sponte, on my own, without consultation with the Depart-
ment of Justice or the Attorney General, to turn this memorandum
over to this committee, whether it be the chairman or the ranking
member.

Senator SPECTER. Well, Mr. Mueller, no action was taken. Lee
Radick’s statement is known. He continued to oppose the appoint-
ment of Independent Counsel. That matter was not brought to the
attention of the Judiciary Committee, and the Attorney General
was reappointed, and there was a very, very contentious matter
which lasted for years, right through the year 2000 in July, when
the subcommittee terminated its investigation. And I am only giv-
ing you my opinion, but I do not believe that that confidentiality
reason has any weight at all. It is not worth its salt. There is not
a confidentiality relationship between the FBI Director and the At-
torney General when it comes to a matter of this import, about
somebody easing off on an investigation, and that is what oversight
is all about. And very candidly, it is not good enough for me, if I
do not have your assurance, that this is the sort of a thing you will
disclose to the chairman and ranking member.

Chairman LEAHY. Did you want to add to that? Because I think
then we are going to take our recess.

I would note for the record, on this, as I recall, Mr. Radick said
he did not recall that conversation having taken place. I realize the
memo speaks is based on hearsay. But to ask a question about
what you might do in the future is perfectly legitimate. I do not
think the hearing here should be considered to establish exactly
what did happen.

But in any event, we will recess for 5 minutes.

Senator SPECTER. Mr. Chairman, before we recess, Mr. Radick
testified that he recalled pressure, and he recalled the Attorney
General’s job hanging in the balance. He did not recall the connec-
tion between the two. And Mr. Esposito and Mr. Radick sat side-
by-side at the witness table, both under oath

Chairman LEAHY. In fairness

Senator SPECTER [continuing]. And gave contradictory reports.

Chairman LEAHY. In fairness to Mr. Mueller, this is a hearing
on his confirmation, and not a hearing on what Mr. LaBella, Mr.
Radiﬁk& Ms. Reno or others might have recalled or might not have
recalled.
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In any event, we will stand in recess for 5 minutes.

[Recess from 3:06 p.m. to 3:21 p.m.]

Chairman LEAHY. What we will do now, as I said earlier, we will
go to Senator Sessions of Alabama, then we will go to Senator Ed-
wards of North Carolina, and if other members come, they will
have the opportunity to ask questions. Otherwise, we will go back
to Senator Hatch and myself.

And I appreciate Senator Sessions—has been here right from the
get-go on this—for his patience.

Senator SESSIONS. Thank you. This is a very important hearing.
We have got a very important nominee and nomination matter to
settle and talk about, and I think it is good we take some time, and
I thank you, Mr. Chairman, for doing that.

Mr. Mueller, with regard to Senator Specter’s questions, I was a
participant on the subcommittee with him and heard the testi-
mony, and I have been a line prosecuting United States Attorney.
My respect for the Attorney General is unbounded. I know you al-
ways, if you have a problem, want to talk to the Attorney General,
if it is a serious problem. But in this case the allegation was that
the Attorney General’s own hand-picked Chief of Public Integrity
told a high official in the FBI that the Attorney General had to go,
in effect, soft on this case because her job might be on the line. And
I do not know what the answer to that is, precisely what you
should do, but under those circumstances, I hope that you will keep
your options open, because you have a 10-year appointment. That
i1s for a reason, so that if something serious occurs, and there has
been a threat to the orderly operation of justice, that you would use
that independence for a good reason. And I do not know what the
answer would be, but I think you should keep your options open.

Mr. MUELLER. May [ respond to that, Senator?

Senator SESSIONS. Please.

Mr. MUELLER. I do not exclude the possibility that the cir-
cumstances would be such that I would feel it necessary to cir-
cumvent the ordinary course of proceedings by—which would be to
go to the Attorney General first before I made perhaps a disclosure
to Congress. But I am not precluding the possibility that given the
necessary independence of the Bureau in investigation, that there
might not come a time where one seeks an alternative where one
believes that political pressure is being brought to bear on the in-
vestigative process. That may be somewhere else in the Executive,
beyond the Attorney General. It may be Congress, but I would look
and explore every option if I believed that the FBI was being pres-
sured for political reasons. And if that were the situation as de-
scribed here, I would explore other alternatives or a variety of al-
ternatives in order to make certain that justice was done.

Senator SESSIONS. Well, we hope that we do not have that hap-
pen again, and I think you answered well.

Let me mention a couple of things that are important to me. Sen-
ator Feingold asked about the 16th Street church bombing case in
Birmingham, where tapes were not produced to Former Alabama
Attorney General Bill Baxley years ago, when he did the first pros-
ecution of the case. And something I have written the FBI about.
I would like to know how it was that decision occurred and why
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those tapes were only produced recently. And to date, the answers
we have gotten, I believe, are not satisfactory.

Will you look at that and give it a fresh look, and make sure that
we have the information we need? And one of the things that I
think Senator Grassley is raising in his use of the words “arro-
gance” and “defensiveness” is that sometimes you need to admit
your error if there was an error. And I think it would be healthy
to review that in a fresh way, and if an error was made, I would
like to see you say an error was made.

Would you do that?

Mr. MUELLER. Absolutely, Senator.

Senator SESSIONS. Another matter that has come to my attention
in recent months is that the FBI is building a new office in Bir-
mingham, or wants to do that. The city of Birmingham has a rede-
velopment project. They have a piece of property that they want
the FBI to build on for $800,000, but the FBI seems determined to
go to a higher-rent district with a $5.5 million real estate purchase.
I have questioned that. Will you look at that?

Mr. MUELLER. I will.

Senator SESSIONS. In fact, I will just, for my two cents worth,
add here that I think 4.5 or more million dollars is a lot of money.
I am not sure that all the millions being spent on high level secu-
rity for the FBI buildings is justified. I do not know why a terrorist
would want to bomb the FBI Building more than they would the
Mayor’s office in Birmingham, or the Senator’s home that can be
found in Alabama. So I just think we need to look at that. There
is a lot of money going into setbacks and underground garages and
all of this stuff, that to me, is hitting the taxpayers awfully hard.
You may be able to save a lot of money for a lot of the things you
need to be doing from the building budget if you will look at it.

Mr. MUELLER. I will.

Senator SESSIONS. Senator Feingold asked you about the coordi-
nation partnership between the United States Attorney and the
FBI agents in working a case toward prosecution. I believe that
cases go best when FBI and prosecutors work together handily.
There seems to be some view that the FBI does the investigation
and takes it fully complete to the U.S. Attorney. You have been the
prosecutor for a long time. What is your view of the proper role and
partnership between the investigative agents and the prosecutors?

Mr. MUELLER. As you mentioned, it’s partnership, and the best
cases are made with the FBI agents working closely with the As-
sistant United States Attorneys from the outset of the case, and it
did not use to be the case 10, 15, 20 years ago, but it’s much more
the case today. That’s exactly the way it should be done, and ideal-
ly, if it is a case that cuts across jurisdictional lines, you have the
FBI working with other Federal or local law enforcement officers
from the outset with the Assistant United States Attorney.

Senator SESSIONS. And with regard to your comments about the
fact that everybody makes errors in a case, I think that was a good
observation. Young FBI agents working their hearts out, are going
to make some errors in some cases that they work on. There was
this fear in years past that careers could be ruined if there were
ever an error made. And I remember my Chief Assistant United
States Attorney, and a great prosecutor, Ruddy Farb, would always
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tell the agent, “Son, if you've got a problem, you come to me, and
we'll tell the truth. And I’'m not going to let them do anything to
you over there.” Because there was a concern that if they made an
error, that somebody in the hierarchy would be too hard on them,
for an honest error. Do you think sometimes that is a factor in the
lack of willingness to come forward with and admit an error?

Mr. MUELLER. Yes. I do think that’s a factor, and the bedrock
principle ought to be to tell the truth.

Senator SESSIONS. The sooner the better.

Mr. MUELLER. Sooner the better.

Senator SESSIONS. As you said earlier. I started a task force deal-
ing with bankruptey fraud cases. Bankruptcy is a Federal Court
matter. The Senate is moving forward on bankruptcy legislation
now. Many people file false forms or they lie under oath, and they
cheat legitimate creditors and hide money for themselves that
should be going off to pay legitimate debts.

Will you look at making that a national priority? This is a Fed-
eral Court matter. The integrity of Federal Court is an FBI func-
tion of the highest order I think, and I think those cases should not
be treated as some sort of little commercial dispute. Many of them
are blatant fraud.

Mr. MUELLER. I—I will do so. I will tell you that in our district,
we've got a—a close relationship with the Bankruptcy Court
judges, and we take bankruptcy fraud seriously, and we try to do
a number of them at the same time, so that the word goes out that
you cannot lie, cheat or steal in Bankruptcy Court, for purposes of
deterrence.

Senator SESSIONS. Absolutely correct. And I appreciate you say-
ing that, and bankruptcy provides tremendous benefits for those
who file bankruptcy. We simply ask them to tell the truth and not
to cheat people by filing bankruptcy.

I know you have been involved over the years in public corrup-
tion, and you mentioned the rule of law. I am convinced that the
American justice and legal system is one of the great engines of our
progress, one of the great protectors of our liberty, that everybody
has an equal right to bid on a contract. The low bidder should get
it if they qualify. That people should not have to pay bribes or pay
off politicians to get work and that sort of thing.

As a practical matter, it is my observation that it is extremely
difficult for a state prosecutor or a state police officer to investigate
a judge, or the mayor, or the state senator, or whoever. Do you feel
that public corruption prosecution should be a high priority of the
FBI?

Mr. MUELLER. It is, and it should be, always. Regardless of tech-
nological advances and the like, the FBI’s role in addressing public
corruption, as well as civil rights, for instance, it’s critically impor-
tant and should always be a top priority.

Senator SESSIONS. Well, in my tenure as United States Attorney,
judges, mayors, county commissioners, all kinds of public officials
were investigated almost exclusively by the FBI and prosecuted by
our office. And I think there is a higher level of integrity today in
the Southern District of Alabama than there was before that start-
ed. It has been a good thing for that district.
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And one more question. You mentioned priorities. I remember
when, under President Reagan and under, really, the driving lead-
ership of Rudy Giuliani as Associate Attorney General, law enforce-
ment coordinating committees were set up in each United States
Attorney’s district, and each one of those met with the top law en-
forcement officials there, and they studied the law enforcement
problems in that district, and they made priorities for law enforce-
ment in those districts. Local priorities did not always agree with
the top priorities in Washington of the FBI. There was very little
if any La Cosa Nostra in the Southern District of Alabama. And
that was a top priority of the FBI.

Will you respect and give credit to FBI agents and supervisors
who participate in the priorities of their district, even if they do not
necessarily fit in with the top priorities in Washington?

Mr. MUELLER. I think that’s always a problem with U.S. Attor-
neys who are in a particular district. Mine, the Northern District
of California, is 3,000 miles away from the Department of Justice,
but the Department of Justice and Headquarters have certain pri-
orities. It’s important to meld the priorities of the Department with
the priorities of the particular district, both for the assistant—not
the assistant—but for the United States Attorneys, as well as for
the FBI.

And one of the things I would like to look at, should I be con-
firmed, is the setting of priorities and the allocation of manpower
to address those particular priorities. I understand they’re known
as stovepipes. And often—not often—but occasionally, the alloca-
tion of priorities and stovepiping of personnel can detract from the
effectiveness in law—of law enforcement in a particular district.
And consequently, one of the things I would like to look at is how
we can better incorporate the priorities in a particular district with
the national priorities of the FBI, understanding that that was a
problem as a United States Attorney.

Senator SESSIONS. It is a constant problem, as you know, and I
think maybe one of your top four priorities ought to be local prior-
ities, and something like that so that we do not have your agents
in the FBI not getting proper respect, credit and recognition for
cases just because they are not in the top national priority.

Thank you, Mr. Chairman.

Chairman LEAHY. Thank you, Senator Sessions, and again, I ap-
preciate you for standing by for the time to do that.

Senator Edwards.

Senator EDWARDS. Thank you very much. Good afternoon, Mr.
Mueller, and welcome. I am pleased to have you here today. I have
read an awful lot about you over the course of the last few weeks,
and have been very impressed with what I have seen.

As my colleagues have talked about, I do not think we would
ever want to understate the extraordinary achievements of the FBI
over its history. But there are very serious problems, some of which
I know have been discussed at length before I got here this after-
noon, the Robert Hanssen spy case, the failure to turn over docu-
ments in the Timothy McVeigh care, the problems with laptop com-
puters and weapons, cataloging those, keeping track of them. And
I think these are very, very serious problems for an agency that we
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consider the top law enforcement agency in the world. And I think
they are unacceptable. I hope you view them as unacceptable also.

But I have great faith, based on what I have seen and heard, in
your ability to go in and change the situation and help restore the
reputation, the integrity of the FBI.

I have something, a very specific area I want to ask you some
questions about today, which is the area of terrorism and
counterterrorism specifically, something I have great interest in.

I have become convinced that terrorism presents the most seri-
ous security threat to our country over the course of the next dec-
ade. And while we have done a lot of good work in this area, there
is still a lot of good work to be done to make sure our national se-
curity is protected against terrorism. And I have been actually, spe-
cifically, working on a set of proposals that address what I see as
the issues raised by terrorism and the appropriate responses.

There are three areas that I would like to talk to you about this
afternoon if I can. First is the issue of agency coordination. As I
know you are aware, there are a number of Federal agencies that
are involved in the issue of terrorism, but the FBI has a very im-
portant role in coordinating not only between the various Federal
agencies, but also with state agencies and local officials. And one
of the criticisms that has been raised by some in the administra-
tion, is the failure to effectively coordinate these efforts. I person-
ally think some of that criticism has probably been overstated, but
I think it is a serious question. I think the responsibility of the FBI
to coordinate these activities is very, very important. And I am
going to ask you to comment on that in just a moment if I can, but
let me just mention the other two areas.

The second area which I think is also very important to our na-
tional security is the area of computer security and the threat of
cyber terrorism. You know, one of the things that has happened
over time is we have become increasingly reliant on technology to
provide vital services in our community, you know, whether it is
wastewater treatment plants or provision of power, electricity,
emergency services. I mean there is a lot of good things that come
from the use of technology. But unfortunately, it also creates the
opportunity for a terrorist attack and a disabling, potentially, ter-
rorist attack. I mean, a terrorist attack could cutoff power, major
power supplies in some of the metropolitan areas of this country.

As I know you are aware, the NIPC, the National Infrastructure
Protection Center, is located at the FBI, within the
Counterterrorism Division, and it is its mission to detect, warn
against and investigate potential threats to our critical infrastruc-
tures. Some have complained that since it is physically located
there, although it is supposed to be an interagency operation, that
the FBI has dominated it. I would comment just in passing that
I think it is very important, as I discussed just a minute ago, in
terms of having coordination between the agencies. It is also very
important that that vital Center be well coordinated between the
various Federal agencies.

And the third area is border security. In my State of North Caro-
lina, along with a lot of other states, we face the unique challenge
of trying to protect our seaports against the possibility of terrorism.
And the FBI has a Joint Terrorism Task Force. They cooperate
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with Federal, state and local agencies. They work together to keep
borders and seaports safe. The role of these task forces, from what
I have seen, is actually fairly loosely defined, but I think it is very
important that we do everything in our power and that the FBI ful-
fill its critical responsibility in the area of protecting our borders
and protecting our seaports.

So those are the thing I am concerned about. We all know how
critical the FBI is to our counterterrorism activity. These three spe-
cific areas are things that I am interested in and concerned about,
but if you would, I would love to have your comments about them.

Mr. MUELLER. I share your belief that the major threat that we
have, and the threat that the Bureau needs to worry about most
is terrorism, certainly in the foreseeable future.

The first point, agency coordination, the improvements that have
been in the last 5, 6, 8 years in the relationship between the FBI
and CIA, I think is absolutely critically important in terms of ad-
dressing the threat of terrorism, because unlike many of the crimes
we face, it has a national as well as an international dimension.
And when you—the FBI generally has jurisdiction of the border ex-
cept in some unique circumstances where there’s a terrorist attack
and Americans are Kkilled, but after that it’s the CIA. And it’s criti-
cally important that the decisionmakers in the United States have
the benefit of the expertise of both agencies in a coordinated fash-
ion. And I think there have been tremendous improvements there,
and that is a foundation that I think we have to buildupon.

Likewise, the other agencies that have a role in counterterrorism
we have to develop on the local level as well as on perhaps the
state level and national level, the team concept of addressing ter-
rorism, because often the intelligence will be at the local level.
Some of the other intelligence will be at the state or the national
level. And it’s critically important that they be put together so that
we have a view of the puzzle.

And so I will be supportive of the FBI participating in the local
terrorist task forces. I think they have had tremendous successes.
The one in New York has had successes over a number of years,
and I think that’s the way to do it.

Let me speak for a second about the cyber crime threat or the
cyber threat to the United States. I have heard what you just al-
luded to, is that NIPC is perceived by some as not being as open
to all of the participants as it should be. In order for any joint in-
telligence or law enforcement enterprise to work, there has to be
a feeling of equality and total participation of each of the persons
that are a participant in that task force. And to the extent that
there is a perception that there is less than that in NIPC, then
that is something that I would want to address.

It may be attributable to the fact of the location at the FBI. It
may be attributable to the number of people. It may be attributable
to leadership, but there are things that one can do to convince all
of the participants that they are equal participants and have equal
benefit out of that enterprise. And I would hope to be able to ac-
complish that.

Senator EDWARDS. And the third area was border and seaport se-
curity.
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Mr. MUELLER. I had taken that in the context of the Joint Ter-
rorism Task Forces on the local level. Often the Joint Terrorism
Task Force has not only the FBI, but the local police, as well as
Customs, perhaps Coast Guard participating, and in fact, INS in
certain areas. And consequently, the FBI has to work with others,
others whose responsibilities may be more primarily based on as-
suring the security of our borders, such as the Immigration or the
Customs Service, or even the Coast Guard, where the FBI may
take a lesser role, but it’s still critically important for the FBI to
play a role in that context.

Senator EDWARDS. Well, let me tell you, it is very encouraging
to hear you say that you recognize what an extraordinary threat
it is to our national security, this threat of terrorism. And that, ob-
viously, the FBI plays a very, very important role in protecting our
national security in that regard. And the fact that you are focused
on it, and you consider it critical, I find very encouraging, and I
look forward to working with you. Thank you, Mr. Mueller.

Chairman LEAHY. Thank you, Senator Edwards.

And we have been joined by Senator Schumer, who will go next.
I understand Senator Schumer may have been welcoming a new
constituent to the city.

Senator SCHUMER. I was indeed, Mr. Chairman. It was a great—
it was a great moment. He has kept his touch, and they had 20
saxophonists on stage playing “Stand by Me.” It was a great time.

Chairman LEAHY. And he found a parking space? I always un-
derstood it was a difficult thing in New York City.

Senator SCHUMER. My wife is the traffic commissioner, so I will
try to put in a good word, appointed, I would remind my Repub-
lican colleagues, by Mayor Giuliani. Back when she was appointed
she said, “I would like to thank the Mayor for showing faith in me
and my abilities despite the baggage I carry.”

[Laughter.]

Senator SCHUMER. And I was truly baggage. Anyway, thank you,
Mr. Chairman, and I want to thank you for holding this hearing
and just for your general—I mean, I think our committee has had
a great start, not to denigrate the time that we had under our pre-
vious chairman, but it is off to a great start under your leadership.
We are really doing many, many things in many different areas,
and I think we all thank you for that.

I would like to thank Mr. Mueller for being here and for his time.

Mr. Chairman, I have made no secret about the sort of person
I think we need now at the FBI, and that is someone devoted to
both the rule of law and being an outstanding manager. If Richard
Jewell and Wen Ho Lee raised questions about the management of
investigations, the McVeigh documents and the Hanssen affair
raised questions about the management of internal information.
And now we even have questions about whether the Bureau can
manage its own guns and its computers.

The common thread here is management, which is why I believe
we need a person with administrative experience and the willing-
ness to take on sacred cows. I have great confidence that Bob
Mueller is that person. I believe that the FBI's employees are top
notch, as top notch as they have ever been, but an Agency that has
had to expand its field of endeavor very quickly, I heard as I
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walked in, my colleague, Senator Edwards talking about terrorism,
something the FBI did not really have as a major item of its agen-
da, counterterrorism, until the early 1990’s, and as it has grown
larger, it has not been managed as well as it might.

And so I applaud Mr. Mueller’s selection, somebody who knows
the Agency, who is a no-nonsense prosecutor, who seems to, in his
career, been apart from any political considerations. I think Mr.
Mueller is just what the doctor ordered. And I think, at the same
time, he will reinforce the strength of the personnel, and buck
them up, and keep them solid and keep them strong. And so I
think it is an excellent choice, and I applaud the President for
choosing Mr. Mueller.

But while I applaud the selection, I think it is only the beginning
of what we need to do to change the FBI, not the end. While Bob
takes the reigns and begins to grapple with the day-to-day reality
of running the Bureau. Senator Hatch and I, and I know my col-
league has talked about this a little bit, but we believe that the
FBI could also benefit from a more global and thoughtful review by
outside independent law enforcement experts. Bob will be in the
midst of the trees, and somebody else may have to be looking at
the forest, a view from the outside, a view from the top.

We have introduced the FBI Reform Commission Act, which will
set up a blue-ribbon commission to thoroughly examine all aspects
of the FBI's operation, structure, information management, over-
sight, training and culture. The commission will then recommend
systematic reforms for consideration by Congress and the Bureau.
Our proposal is beginning to gain cosponsors. It is obviously bipar-
tisan, sponsored by two people who care a lot about this agency,
and I hope that we can take it and other bills on the subject up
soon. This is not an examination of one particular mistake or a se-
ries of mistakes. It is, rather, a top-to-bottom overview of where the
FBI has been, what it ought to be, and where it ought to go.

In the meantime, Mr. Chairman, while we hopefully wait for that
type of commission if our law passes to'come up with its rec-
ommendations, turning over the keys to Bob Mueller is a great
start, as I mentioned. Anyone who has the support of both Senator
Boxer and Attorney General Ashcroft has to be doing something
right.

I have known Mr. Mueller for many years. When I chaired the
Crime Subcommittee in the House, Bob was head of the Criminal
Division in the DOJ. We worked well together on part of the BCCI
case and a variety of other matters. I admire his heroism as a deco-
rated Marine, his stellar career as a front-line prosecutor of every-
one from the Hell’s Angels to East German spies, but at this par-
ticular moment it is even more important that Mr. Mueller has sig-
nificant management experience, more than any of his prede-
cessors. He has run a variety of different offices, large and small,
in the Agency, oversaw the investigations and prosecutions of
Manuel Noriega, John Gotti, Pan Am Flight 103 and BCCI.

So I think he is a great choice, and to boot, I guess we can claim
you as a New Yorker. I do not know if you have spent more of your
years there than in any other State——

Mr. MUELLER. A couple of days, actually.

[Laughter.]
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Senator SCHUMER. A couple of days. But we will take credit——

Chairman LeaAHY. He is going to vote for you anyway, so do
not——

[Laughter.]

Senator SCHUMER. Mr. Mueller has been called shy, low key, and
someone who shuns the limelight, but at the same time tough as
nails and no nonsense. For an agency in desperate need of results,
not just headlines, that is exactly the right mix.

Let me conclude by restating my view as somebody who has sup-
ported the FBI throughout my career that the FBI may be a little
bit down, but certainly not out. We expect it to come roaring back.
It is an agency, as I said—I said it before, but I would repeat it—
it seems its parts are greater than its sum right now. The individ-
uals are just terrific. Somehow, when you put it all together, it
does not quite work as well in many areas as it might, but I am
confident, under Mr. Mueller’s leadership, it will be. It is still the
gold standard in law enforcement, and with only rare exceptions,
as I said, its 11,000 agents are as dedicated, trustworthy, and effec-
tive as ever. I believe the FBI will turn the corner.

With that, Mr. Chairman, I want to thank you for allowing those
of us who could not be here exactly on time to make opening state-
ments. I will ask a few questions, if I have a little time left. I take
it we are getting 10 minutes now.

Chairman LEAHY. Yes.

Senator SCHUMER. Great. Thanks.

As I have discussed in my opening statement, Senator Hatch and
I have introduced a bill that would set up this independent blue-
ribbon commission to take a top-to-bottom look at the FBI and ex-
amine global issues, like structure, information management, over-
sight, training, culture. We think this kind of broad view would be
helpful to you as you get started because you are going to have to
bear down on the day-to-day job of running the Bureau, while the
commission will have the luxury of focusing on the broader institu-
tional and cultural issues that may have given rise to recent prob-
lems.

This commission is intended as a friend of the Agency, not as an
adversary. What I would like you to do is comment on our bill and
tell us what you think a commission like this should focus on.

Mr. MUELLER. Senator, I must say at the outset that it is the ad-
ministration that determines whether there is support for a par-
ticular bill. I can also say at the outset that I have reached out,
and will continue to reach out, to—not just persons in the Bureau,
but persons who have been in the Bureau previously, but also per-
sons in large corporations, CEOs, who have run successful corpora-
tions to try to identify those management structures that worked
well and would work best at the FBI. I, also, am looking forward
to receiving the report of the consultant firm that is charged with
looking at the FBI from top to bottom.

All of that being said, however, I would welcome the insight from
any other individuals, assuming it is a combination of individuals
with experience in management and private industry, law enforce-
ment, and other walks of life to, again, look at the Bureau and give
me advice and other top management, advice as to how the Bureau
should be improved.
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Senator SCHUMER. Thank you. Thank you, Mr. Mueller, and
hopefully we will give you that type of commission, and that is the
kind of open-minded approach that I think we need.

Let me turn to another area, something that has recently hap-
pened in the Justice Department that has troubled me greatly. At-
torney General Ashcroft recently announced a major policy change
with regards to records of gun sales known as NICS, the NICS
audit logs, and these records are needed to investigate battle-apple
firearm dealers intent on putting guns in the hands of anyone who
will pay, including convicted felons, the mentally ill, people who
commit domestic violence.

The records are also essential. There is virtually no other way to
catch a straw buyer, somebody who pays someone else who doesn’t
have a record to go buy the guns for them. Until now, these records
were maintained for 6 months. The Attorney General decided they
should be destroyed almost immediately within 24 hours. A, there
appears to be no good reason for this change in policy. I do not
know anybody who has shown any abuse of the system.

And, second, when we came out with this report a couple of years
ago that 1 percent of the dealers put 50 percent of the guns used
in crimes into circulation, I thought it was a major breakthrough
because the people I had opposed on the gun control issue had al-
ways said enforcement should be No. 1. We do not need more laws,
we need enforcement. And here was something that almost vindi-
cated them. It did not say every gun dealer was bad. It did not say
most of them were bad. It said there were a small number of bad
apples, and if you went after them, you could prevent bad people
from getting guns and allow law-abiding citizens who wanted to
continue to have guns to have them, a policy that I have always
supported.

And now all of a sudden we are just destroying the ability to go
after those bad dealers. And the kind of grand compromise that I
was hopeful that this Justice Department, and this President, and
this Attorney General could put together seems to be going out the
window because there is a group of idealogues who are against all
records, even though we hold IRS records for a very long time, we
hold just about every other record for a very long time.

So I realize you have not been present for the discussions on this
policy shift, but several well-placed sources have informed me that
the FBI opposed the Attorney General’s decision to destroy these
records so quickly and that opposition was generated out of a sim-
ple concern that destroying NICS records will handcuff law enforce-
ment.

Are you aware, at all, in your stint as an adviser to the Attorney
General, about the FBI's position on this? I realize they would not
take an official position, but an informal position or informal posi-
tions that others in the Justice Department may have taken?

Mr. MUELLER. No, I am not aware. The positions have not been
part of the policy. I do have some concern I will tell you about one
thing that you have said, and that is that sources have told you
sort of outside the mainstream as to what somebody in the Bureau
thought. That bothers me, I will tell you, because—and I will tell
you some of the reasons why it bothers me.
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I do believe that there’s a difference between a policy debate and
the basic investigative work of the FBI. And the basic investigative
work of the FBI, in my mind, should be objective, it should be with-
out any political influence, and without—and in order to have
credibility, cannot be seen as favoring one side or the other.

Senator SCHUMER. Right.

Mr. MUELLER. On the policy side, I do believe that the President
and the Attorney General have the right to make policy. They can
ask the FBI for input into that policy, but I have some concern
about the FBI being made a political football in a policy dispute be-
cause I do think it may well undercut the credibility of the Bureau
when it comes to needing the credibility of the American people to
believe that the FBI investigates facts objectively and without any
political influence.

Senator SCHUMER. Yes. No, I certainly agree with you that there
is a great difference between the ability to investigate and the abil-
ity to make policy. But on a policy as important as this, this is not
just solely the responsibility of the executive branch, and that type
of information would be very useful to my colleagues here. We have
been trying, at least I have, and I think there are others who dis-
agree with me, to bridge this gap we have had on guns. This was
an important way to maybe do it.

And so the fact that the President made a decision, I respect
that, but I do think it is perfectly within the prerogatives of those
of us on this side of Pennsylvania Avenue to know all of the policy
recommendations, pro and con. This is not an issue of national se-
curity. It is a policy debate. If anything, the security of people may
end up on the other side. So I don’t have a problem with that.

We requested the documents, Senator Kennedy and I, another
member of the committee—I do not know if he has been here
today—from Department of Justice and FBI last week. Do you see
anything wrong with us being given those documents?

Mr. MUELLER. I am not familiar with the request or the docu-
ments, but I do believe that the Bureau should do everything pos-
sible to accommodate the requests of Congress. If there are docu-
ments that relate to the policy, that are generated by the FBI, then
I believe the Department of Justice and the FBI should do every-
thing possible to accommodate the request of Congress, consistent
with its law enforcement responsibilities.

Senator SCHUMER. Well, I hope we can work together on this.
issue, and I hope maybe that—you cannot publicly do that, but you
can quietly be a voice within the FBI and within the Justice De-
partment to prevent a decision like this from taking effect. If not,
we are going to try to legislatively deal with it.

I do want to ask your judgment, not on the specific issue, but
generally, as somebody who has had such a depth of experience,
which is one of the reasons many of us here are so fond of the
choice of you as director, does it not make sense that destroying
these records quickly could—I am not saying will—but could sub-
vert the FBI’s effort to keep guns out of the hands of criminals and
go after the bad dealers?

Mr. MUELLER. It could. I am not familiar with the debate or
what evidence there is, what study there has been of the impact
of the change, but, yes, it could.
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Senator SCHUMER. Thank you. I appreciate your candor there.
Let me go on to another subject, if my time has not yet expired.

An issue that is of great concern to me is those—I am pro-choice,
as you know. I passed a law in the House. It passed here in the
Senate called the FACE Act, which I did not regard as pro-choice
or pro-life. I regard it as pro-law. That people who believe they had
a message from God that was different than the message that oth-
ers of us have received should not take the law into their own
hands, blockade clinics, protest, yes; blockade, no, and of course not
threaten doctors, et cetera.

Can you commit, and I asked the same question of Attorney Gen-
eral Ashcroft, when we were examining his nomination, can you
commit to keeping the same level of intensity and funding of per-
sonnel when it comes to investigating the kinds of crimes of vio-
lence, threat of violence at these pro-choice clinics, these family
planning clinics as was maintained under your predecessor? I do
not even know what Director Freeh’s views were on choice, but I
know he was committed to doing this, and did.

Mr. MUELLER. Yes, I am committed to enforcing all of the laws
and allocating the manpower to do it in critical situations.

Senator SCHUMER. Thank you.

My time has expired. I thank the chairman for his generosity.

Chairman LEAHY. Thank you.

Mr. Mueller, so that people can plan, of course, we will stop if
questions stop, but otherwise we will recess at 5 o’clock because we
will have votes this afternoon. I know some Senators want to go
to the floor prior to the vote. Some of the FBI’s problems could be
part of management structure has become too unwieldy. I am try-
ing to think back when you gave your opening statement, you sort
of spoke about management being possibly out of control or spun
out of control I believe were your words.

We have the former New York police commissioner and then
Customs Commissioner Ray Kelly testify at our hearings that a re-
gional structure can make a large law enforcement organization
more manageable—they can be reporting to regions rather than ev-
erybody reporting to headquarters—and probably provide more ef-
fective oversight of field operations than simply having a periodic
multi-year review.

Well, and I do not expect you to tell us that if you are sworn in
next week how you are going to totally reorganize the FBI, but is
this something that would be considered?

Mr. MUELLER. Absolutely. I did read Commissioner Kelly’s testi-
mony with some interest, and I know he suggested that you have
a regional structure with a West Coast, I believe, Mid-America and
East Coast some form or regional structure. As I did indicate in my
opening statement, the span of control is a substantial issue.

I would look at that proposal with a view to whether it goes to-
ward affording appropriate span of control. But on the one hand,
I do not want to put in place yet another level of bureaucracy. So
I would look at it, consider it, and see whether that is what we
need to assure effective span of control.

One of the contributing factors to ability to manage is to have
the software and the information immediately accessible to you,
and I would hope to have the technological infrastructure be such
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that I would be able to review, as would the intermediate man-
agers, review the work on critical cases or critical classes of cases
by turning on your computer and using the mouse to click on a se-
ries of cases to see what has been done the last 3 days, what you
expect to be done in the next 30 days.

When you are talking about span of control, it is a combination
of putting in place, in my mind, a management structure, but also
having the tools that give you transparency all the way down to
the field level.

Chairman LEAHY. I think that probably the most notable case on
this, and this actually goes to everything from the level of control,
but also what the equipment and computers are for document re-
trieval. Of course, it would be the Timothy McVeigh case, some-
thing you and I have already discussed. But here is a case of a hor-
rendous crime, I would say one of the most serious crimes that I
can remember in my lifetime here in the United States. Anybody
watching that trial realizes there is no question of McVeigh’s guilt.
He ultimately confessed to having done this.

The FBI did a magnificent job of pulling together pieces of this,
that, and the other thing. It sort of made me think some of the re-
construction they did, something you are very familiar with, the
Pan Am 103, finding even the tiniest of things, and doing some-
thing that only an organization like the FBI could do.

But then we had this situation where the director of the FBI sent
a very clear order, and I believe followup orders, that all materials
were supposed to be turned over to the prosecution. Director Freeh
did the absolute right thing in doing that. Whether people liked the
discovery order or not, it had been agreed to and there we were.
But yet, just before the execution, it was found that this ordered
was not followed out, putting Attorney General Ashcroft in a very
difficult position. He had no question about Mr. McVeigh's guilt,
nor do I, but he had to hold off the execution for a month, and I
think justifiably, to restore credibility to the system.

Now, you were involved in that, and you and I have discussed
this involvement. The weekend press raised a question whether
you had responded quickly or not. I am certainly satisfied with the
response that you gave me in our meetings, but I just wonder if
you might want to go into that.

What were the problems that you saw in getting the order car-
ried out, No. 1; and, second, how did you determine the time line
of when to notify the Attorney General?

Mr. MUELLER. As to the contributing factors to that, I think
there are two: One is the lack of an infrastructure to have all docu-
ments coded and readily available to be produced with—in that
particular case. And there was a huge volume of documents spread
around any number of offices in this country and internationally,
and certainly if we had had the computer capability, it would have
been much easier to assure that we had all of the documents.

A second aspect of it, I believe, was accountability. And one of
the issues that I think I do see is overlapping areas of responsi-
bility in various areas of the FBI. And when you have overlapping
areas of responsibility, it is very difficult to have accountability.
And I believe, in that instance, we saw perhaps a failure of ac-
countability down to the lowest levels.
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And one of the issues that I do wish to address is to ascertain
where there are those overlapping areas of responsibility. It has
been my practice in the past to identify areas of responsibility, put
somebody in charge of that area of responsibility and hold that in-
dividual accountable for discharging that responsibility. And I want
to make certain that where that is done within the Bureau, there
is clear accountability.

Turning to the issue of the time line, upon hearing about the
issue, I heard about it I believe on a Wednesday afternoon. On that
Friday, the decision was made to put over the execution of Mr.
McVeigh. When I heard about it on a Wednesday afternoon, the
initial response, and I believe I talked to the prosecutor that night
or the following morning, the initial thrust of what I was concerned
about is to make certain that defense counsel were aware of this
immediately so that defense counsel could make its or their own in-
terpretation of whether these documents contained any Brady or
exculpatory information. It was the belief of the agents and the
prosecutors that there was no exculpatory information there, but I
did believe that it was important that the defense counsel have
adequate opportunity to see it and wanted to make certain that
they were given the opportunity. And as soon as any document was
retrieved thereafter, it was turned over to defense counsel.

I was not aware, I don’t believe, at the outset the extent of the
commitment to turn over documents until the following morning.
And I actually had brief discussions with Mr. Ashcroft’s staff on
Wednesday afternoon, I think it was, about it, but I did not have
an opportunity to fully brief the Attorney General until the fol-
lowing day, at which point I did have an opportunity to brief him
more expansively than the fact that I had mentioned previously to
his staff, that there was an issue. And, thereafter, the discussions
ensued as to what was the appropriate response we would take to
the fact that these documents had come to our attention.

Chairman LEAHY. My last question, and then I yield to Senator
Hatch: I remember as a young prosecutor going to a briefing by the
FBI. They had come to Vermont to brief a number of prosecutors
and others in law enforcement, and seeing this great chart, organi-
zational chart, they had, which had then-Director Hoover, and with
a line down to the President, and a line down to the Attorney Gen-
eral, and I guess to the rest of the Government. It was the first
time I heard the expression “SOG” or Seat of Government, which
was not Washington, but was wherever the FBI headquarters were
at that time.

I then recollect later on, when I was vice president of the Na-
tional District Attorneys’ Association, going with the president of
the NDAA and a former president to meet with Mr. Hoover, and
subsequently with Attorney General Mitchell that day, and seeing
a number of editorial cartoons in the director’s office, most of them
very critical of past Attorneys General, all praising Mr. Hoover,
and excoriating past Attorneys General and Presidents, with the
exception of Mr. Mitchell, who was currently Attorney General, but
probably would get his turn eventually.

It made a lasting impression. I will not go into other aspects of
that meeting, but it was obvious, of course, the FBI director and
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the Attorney General have not always had a close relationship, and
that has occurred even more recently.

How do you see your relationship with the Attorney General, not
only the current Attorney General, but as I think Senator Specter
and others have pointed out, you have a 10-year term, with subse-
quent Attorneys General?

Mr. MUELLER. This is the most difficult issue I think that a di-
rector of the FBI has to address, in that the FBI has its ultimate
responsibility to the American people to be independent, to pursue
its investigations without any favor to one political party or the
other or to any particular individual, no matter how powerful that
individual should be.

And on a day-to-day basis, on the other hand, I do believe that,
absent extraordinary circumstances, the director of the FBI, and
the FBI, is a component of the Attorney General—or not the Attor-
ney General—of the Department of Justice, reporting to the Attor-
ney General. And there should be a close relationship on, for in-
stance, policy matters, there should be a—there is a reporting
structure, and there is a requirement in almost every matter that
the Attorney General be apprised of that. And, again, I report, in
essence, to the Attorney General and then to the President.

There may be circumstances—there have been in history—where
it is important for the FBI and the Director of the FBI to put the
people above that reporting structure and the interests of the peo-
ple above that reporting structure. And I hope that I do not have
occasion to meet such a situation, but there is the possibility, per-
haps even the probability, that I will.

If there is an occasion where I believe that for reasons of political
influence or the influence of the powerful that the Bureau is asked
to do something that is inappropriate, wrong under the Constitu-
tion, that under those circumstances I have an obligation to find
a way to address that. It may be going elsewhere in the adminis-
tration. It may be going to Congress. It may be going to the Amer-
ican people. I don’t know what the exact answer is. But I hope I
do not have to face that situation because it will be the hardest de-
cision that I, should I be confirmed as Director, would have to
make.

Chairman LEAHY. Your answer may be a model answer for all
your successes. | appreciate the answer.

Senator Hatch?

Senator HATCH. Thank you, Mr. Chairman. I think I will reserve
my time and go to Senator Specter.

Chairman LEAHY. Senator Specter?

Senator SPECTER. Thank you, Mr. Chairman.

Mr. Mueller, there have been many, many requests made to the
FBI and a long litany of letters. Let me summarize them with just
one which I wrote to Director Freeh on November 30, 1999, when
I chaired the subcommittee on Department of Justice oversight. “I
am very much concerned about the repetitive problem that the FBI
fails to produce records that are then discovered at a much later
date. I know you will recall the incident in September 1997 when
the CIA advised the Governmental Affairs Committee of certain in-
formation in FBI files concerning foreign contributions which the
FBI had not disclosed. There was a hearing in the Intelligence
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Committee where a lot of chairs were broken over that. A Senator
had made a request for information from the FBI. The FBI had not
disclosed it. And then the CIA found in its files the information
which they had gotten from the FBI that the FBI didn’t know that
it had. I would like you to take a look at that specific instance.”

Then the letter goes on. By letter dated November 24, 1999, I
wrote asking for an explanation about the failure of the FBI to
turn over records pursuant to subpoenas in the Ruby Ridge hear-
ings. “With respect to Waco, there has been a series of belated dis-
closures. Last August, it was disclosed that incendiaries had been
fired at the compound contrary to Attorney General Janet Reno’s
previous testimony. Shortly thereafter, the FBI discovered exten-
sive documents in Quantico which had not been previously dis-
closed. A few days ago, the press reported another incident where
the FBI found documents long after they were supposed to have
been produced, some 4 days after the Department of Justice attor-
neys had advised a Federal judge in Waco that there were no such
records. The Department of Justice has recently advised that Attor-
ney General Reno’s testimony before the Judiciary Committee on
June 8th was incomplete because she did not have access to certain
FBI records. Similarly, Mr. Neil Gallagher has sought to correct his
testimony before the Governmental Affairs Committee on June 9,
1999, because he was not aware of certain FBI documents when he
testified. On the eve of our Judiciary Subcommittee hearing on
Wen Ho Lee on November 3, 1999, we were given important docu-
ments at the last minute, which had been in the FBI files since No-
vember 19, 1997, and December 10, 1999.”

I would ask unanimous consent that the full text of the letter be
put in the record.

Chairman LEAHY. Without objection.

Senator SPECTER. And the full text of the letter of January 3rd
to Director Freeh from me be put in the record.

Chairman LEAHY. Without objection.

Senator SPECTER. Along with the memo of December 9, 1996,
which I asked you about before, which had not been put in the
record.

Chairman LEAHY. Without objection.

Senator SPECTER. And the reasons given by the FBI consistently
are that there were pending investigations. The Wen Ho Lee mat-
ter, which is very elaborate, and that I will try to deal with tomor-
row, because it is so extensive, was not responded to by the FBI
for a whole series of reasons. Every time the matter looked as if
the FBI would respond, the FBI didn’t respond. There was a search
warrant executed in April 1999, and then the matter was held in
limbo until December 1999 when Wen Ho Lee was indicted, mana-
cled, placed in solitary confinement, and we still haven’t had an an-
swer as to what occurred which made such a radical change for the
man being at liberty and then being treated as a greater menace
than Public Enemy Number One.

Let me summarize the law which is set forth by the Congres-
sional Research Service, from April 7, 1995, and this is all obwi-
ously something that you have access to, but I just want to read
a couple of extracts, fairly long, but I think they are very, very im-
portant.
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Congressional Research Service: “A review of congressional inves-
tigations that have implicated DOJ or DOJ investigations over the
past 70 years from the Palmer raids in the Teapot Dome to Water-
gate, and through Iran-contra and Rocky Flats, demonstrates that
DOJ has been consistently obligated to submit to congressional
oversight regardless of whether litigation is pending so that Con-
gress is not delayed unduly in investigating misfeasance, malfea-
sance, or maladministration in DOJ or elsewhere.” And I am skip-
ping some.

“In the majority of instances reviewed, the testimony of subordi-
nate DOJ employees, such as line attorneys and FBI field agents,
was taken formally or informally, and included detailed testimony
about specific instances of the Department’s failure to prosecute al-
leged meritorious cases. In all instances, the investigating commit-
tees were provided with documents respecting open or closed cases
that includes prosecutorial memoranda, FBI investigative reports,
summaries of FBI interviews, memoranda and correspondence pre-
pared during the pendency of cases, confidential instructions out-
lining the procedures or guidelines to be followed for undercover
operations, and the surveillance and arrest of suspects and docu-
ments presented to grand juries not protected from disclosure by
Rule 6(e) of the Federal Rules of Criminal Procedure, among other
similar sensitive materials.”

My first question, Mr. Mueller, is: Do you agree with the Con-
gressional Research statement as to the applicable law on what
Congress and this committee would be entitled to obtain by way of
oversight?

1\;Ilr. MUELLER. It was an awfully long statement. The thrust of
it that——

Senator SPECTER. And I only read a small part.

Mr. MUELLER. I absolutely agree that Congress is entitled to
oversight of the ongoing responsibilities of the FBI and the Depart-
ment of Justice. You mentioned at the outset the problems that you
have had over a period of getting documents in ongoing investiga-
tions. And as I stated before and I'll state again, I think it is in-
cumbent upon the FBI and the Department of Justice to attempt
to accommodate every request from Congress swiftly and, where it
cannot accommodate or believes that there are confidential issues
that have to be raised, to bring to your attention and articulate
with some specificity, not just the fact that there’s ongoing inves-
tigation, not just the fact that there is an ongoing or an upcoming
trial, but with specificity why producing the documents would
interfere with either that trial or for some other reason or we be-
lieved covered by some issue of confidentiality.

And if I might add, Senator, when I was here before in the
Criminal Division, we had two cases where Congress was exer-
cising, justifiably so, its oversight responsibility, BCCI and BNL,
and we reached the accommodation or the accommodations speci-
fied or described in the excerpt which you read. And I would expect
that we would always have that ability to accomplish the accommo-
dation that is necessary for Congress to discharge its responsibil-
ities in oversight.

I might also add, with regard to your previous questions, the
ones that you had the last time, that I do not believe that it would
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be appropriate to withhold a memo on the basis that it would in
some way interfere with the relationship between me and anybody
else in the administration.

Senator SPECTER. Well, are you now saying, Mr. Mueller, that
you would, in fact, have turned over this memo of December 9,
1996, on your own to the Senate oversight committee?

Mr. MUELLER. I am not saying, Senator, that on my own I would
have turned that over. I certainly believe that it—that it could
have and perhaps should have been turned over with appropriate
redactions. But if the Senator is asking me if the information in
that memorandum was such that I, without going through the At-
torney General or talking to anybody else, should go to Congress,
I can’t say with definitiveness now at this time I would. I have said
that I can see that there might be occasions where I do not believe
that the independence of the Bureau is served by bringing to the
attention of the Attorney General some matter because of the pos-
sibility of political influence and that I would have to seek some
other recourse. And that recourse might well be coming to Con-
gress sua sponte or might well be going to elsewhere in the admin-
istration. But I cannot put myself, without all the facts, back into
the position of the decisionmaker at the time of the drafting of this
memorandum and say with you right now concretely that I would
have come to the committee without going through the Attorney
General or taking some other route.

Senator SPECTER. Well, when you say you would not do it on
your own, or the Latin expression, sua sponte, the committee, the
Judiciary Committee, couldn’t ask you about pressure on the De-
partment of Justice subordinates because the Attorney General’s
job might hang in the balance, which is the language in this memao.
This is something that would have to be disclosed by the FBI Di-
rector who knew about it. When you say that you would not decline
to do so because of an embarrassing relationship, you are coming
part way, but you are still not saying enough to make congres-
sional, Senate oversight worth a tinker’s dam.

If this committee, if those two men, the chairman and the rank-
ing member, can’t have access to this memorandum, I don’t think
Senate oversight is worth a tinker’s dam.

Mr. MUELLER. I am making a distinction, Senator, if I might, be-
tween a request from the Senate for that memorandum, in which
case I would believe that it quite probably should and would be
turned over, and at the time of this—and the distinction being—
and the situation where the information of this memorandum or
the information described in this memorandum is in the hands of
the head of the FBI Director. And the FBI Director, if that’s what
you're asking me, without going through the Department of Jus-
tice, without taking any other step, goes directly to the oversight
committee. I'm making that distinction. I'm saying in the case
where there has been a request for this memorandum, I would ex-
pect that the request of the committee to get this memorandum
would be accommodated.

Senator SPECTER. Well, Mr. Mueller, that doesn’t answer the
question at all.

Chairman LEAHY. I have a feeling the Senator will probably be
going back to this question.
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Senator SPECTER. Well, I hope not. Mr. Mueller brought it up. I
didn’t. Mr. Mueller chose to reopen the question. I didn’t. 'm on
a very different point, which I'll come back to tomorrow since the
red light is practically burned out over there.

Chairman LEAHY. Well, I hope the Senator knows I have tried
to give him as much leeway and will continue to.

Senator SPECTER. I am not unaware of that. I used to have the
gavel on Ruby Ridge and extended to Senator Leahy—as a matter
of fact, sat right here during the Ruby Ridge hearings.

Chairman LEAHY. Could I suggest this, that prior to the hearing
tomorrow, that maybe the nominee and the Senator from Pennsyl-
vania may want to chat to make sure that we are not talking at
cross-purposes. I think the Senator from Pennsylvania is asking a
perfectly valid and important question. I believe that the nominee,
though, is also in a situation where he is trying to give a very clear
idea of what would be his conduct and what would be his touch-
stone during tenure as head of the FBI.

I think this is very important because I don’t think there is any
question but that Mr. Mueller will be confirmed. But I also feel
that the Senator from Pennsylvania has asked a very valid ques-
tion, and I am wondering if maybe the two could make sure we are
both speaking on the same level and then get an answer.

Now, maybe it will be an acceptable answer, and maybe it will
not, but at least make sure we are both speaking on exactly the
same level. Would that be fair?

Senator SPECTER. Mr. Chairman, I would be glad to do that. This
is (ilot a matter which I am posing to Mr. Mueller for the first time
today.

Chairman LEAHY. I understand that.

Senator SPECTER. We talked about it, and then I called him up
last week to talk to him about it further, because I am not—to
have a meaningful answer, it has to be something that the Direc-
tor-designate is focused on.

Let me just say this, and we will pick it up privately, and per-
haps again on the record. When you say you would respond to a
request, again, if we don’t know about it, we can’t make a request.
This was turned up by the FBI in response to a broad-ranging sub-
poena on the LaBella memorandum, which is another item we
couldn’t get from the FBI, like pulling bicuspids. And when you say
you wouldn’t disclose it on your own without going through the
Justice Department, the Attorney General, I respect that. I think
you ought to go to the Attorney General, that you ought to say, At-
torney General Reno, this memo was in the file, and I think it
ought to go to the Judiciary Committee.

And fine, but if she says no, I think you have got the duty to
turn it over. You have got a 10-year term. You have got more
power than the Attorney General, and we found out earlier today,
you have got more power than the President.

Chairman LEAHY. Gentlemen, we understand—go ahead, and
this will be the last word.

Mr. MUELLER. I agree. I should go through the Attorney General
to try to get it disclosed. I agree with you on that, Senator.

Senator SPECTER. But if the Attorney General says no——

Chairman LEAHY. Now, gentlemen, if there’s further
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Senator SPECTER. If the Attorney General says no——

Chairman LEAHY. Gentlemen, if there’s further questions, I
would ask the two to make sure they are fully understanding what
each are asking, and I do know the Senator from Pennsylvania has
asked his question privately before. Let’s hold that for tomorrow
because this is too important an issue, and I think the Senator
from Pennsylvania has asked a very important question. It is too
important an issue to have any doubt in either person’s mind what
it 1s. And if the Senator would be willing to do that, I would appre-
ciate it.

Senator SPECTER. I will repeat my affirmative reply. I hate to re-
peat myself, but it is yes, again.

Chairman LEAHY. I appreciate that.

The Senator from New York, who will have the last word on this,
and then we will recess.

Senator SCHUMER. Thank you, Mr. Chairman. Just one question,
a general question.

It is generally regarded, maybe incorrectly—I don’t think so; I
hope so, but I don’t think so—that the FBI has some trouble, trou-
ble that it didn’t have 10 or 15 years ago, I guess, maybe even 5
years ago. And many of us who, as I said, have been friends of the
FBI scratch our heads and say, What is the trouble? What is the
cause of it, et cetera?

Would you just care, so we can understand your thought process,
what you think is—why have there been so many more, quote, mis-
takes, public mistakes than in the past? Why is that friends of the
FBI feel compelled to say we ought to look at it in a new way?
What do you think—just a general question, which you can take
where you like, what do you think has happened? Why isn’'t it—
why is there—I don’t want to prejudge the question, but is there
some trouble? And what do you think is causing it?

Mr. MUELLER. I do think there are things that need to be
changed. I basically believe that the FBI has outgrown its manage-
ment structure, that over the years there have been a number of
responsibilities that have been laid on the shoulders of the FBI,
and the response, quite understandably, is to put more special
agents on it. But at the same time, there has not been a similar
buildup of the support of not only the special agents but the man-
agement and the leadership within the FBI to support the addi-
tional manpower. And, consequently, there has been an erosion of
management oversight. There has been an erosion, I believe, of ac-
countability. There has been a—how do I want to say—an erosion
of clear responsibilities within—for accomplishing certain things
and in some large part that failure to keep the management struc-
ture or to have a management structure adopted to the new re-
sponsibilities of the FBI has contributed to the mistakes.

Senator SCHUMER. So you don’t disagree with the analysis that,
if not the top job, one of the top jobs is the management structure?

Mr. MUELLER. I don’t disagree with that at all.

Senator SCHUMER. And you believe that the personnel that they
are getting to apply, the newer, younger ones, are every bit as
qualified as the old-timers who have been there a long time?

Mr. MUELLER. Yes, they are superb. And, again, the agents and
most if not all of the managers I have had occasion to work with
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are dedicated, hard-working, respectful, and respected law enforce-
ment individuals.

Senator SCHUMER. Right. One more question. You know, it seems
to me that when the FBI takes a particular task, it still does a
great job. I mean, I am familiar with the terrorism one because I
had been calling for them to do more on it, and then the World
Trade Center, we had that terrible accident in my city, and they
did a great job. They had to shift resources. And you haven’t heard
of flubs in that area. In fact, you have heard of great successes, the
most recent when they found that fellow coming through, I think
it was, Vancouver over the American border, and they could have
saved thousands of lives or hundreds of lives by what they did.

So it seems when there is a focus, they still do every bit as excel-
lent a job as they always did. Are there some places that have lost
some parts of the FBI, where that focus from the top has been lost
or the mission is not clear or has become dissipated? Is that one
of the problems, too?

Mr. MUELLER. Well, I think you—in brief answer to your ques-
tion, I think one has to continually look at the priorities and map
out the manpower and where your manpower is within the organi-
zation and where it’s going to be 5 years down the road. But each
one of those successes—each one of those successes has taken and
drained resources from the FBI. The World Trade Center bombing,
the African embassy bombings, the McVeigh bombing—all of those
have taken resources and the FBI has thrown resources at those
particular incidents, as well as others, and done a superb job in in-
vestigating and supporting the prosecution of it.

What does not come and is not publicized is when youre taking
those resources, you are not filling in the back side. And what has
been sacrificed is the infrastructure, the support that is necessary
for the day in, day out FBI agent to do the job and perform its re-
sponsibilities.

Senator SCHUMER. That is a great answer. It is one that seems
consonant, at least from my outside view of what is happening.

Mr. Chairman, thank you.

Chairman LEAHY. Thank you. I thank all the Senators for their
cooperation, and I especially thank Mr. Mueller and his family.

We will stand in recess until 10 tomorrow morning.

[Whereupon, at 4:39 p.m., the committee was adjourned, to re-
convene at 10 a.m., Tuesday, July 31, 2001.]
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NOMINATION OF ROBERT S. MUELLER, III TO
BE DIRECTOR OF THE FEDERAL BUREAU
OF INVESTIGATION

TUESDAY, JULY 31, 2001

U.S. SENATE,
COMMITTEE ON THE JUDICIARY,
Washington, DC.

The Committee met, pursuant to notice, at 10:09 a.m., in room
SH-216, Hart Senate Office Building, Hon. Patrick J. Leahy,
Chairman of the Committee, presiding.

Present: Senators Leahy, Biden, Kohl, Feinstein, Durbin, Cant-
well, Hatch, Grassley, Specter, and DeWine.

OPENING STATEMENT OF HON. PATRICK J. LEAHY, A U.S.
SENATOR fROM THE STATE OF VERMONT

Chairman LEAHY. So we can reconvene, let me just say how we
will proceed. We will begin with the two Senators from California
who will give the formal introduction of Mr. Mueller. With their
airplane schedules yesterday and because I started somewhat ear-
lier than usual—because we are in what we hope is the last week
of the session before the August recess—they would have had to in-
terrupt the hearing to do it yesterday. We thought this would make
more sense.

I spoke with Senator Specter, and I know he has met with Mr.
Mueller and will have a series of questions. We are trying to orga-
nize the time for that. Senator DeWine is here. Senator Grassley
I believe is going to come right after the introductions, when we
will actually begin the questioning. Senator Hatch is, as so many
times happens, at a Finance hearing where there is a person from
Utah who is up for a confirmation and is to be introduced.

So having put some of that on the record to describe what is
going on, I am delighted to yield to Senator Feinstein, who is a val-
ued member of this committee. We will hear from her first.

Senator Feinstein, we are delighted to have you here, and I do
appreciate the information you and Senator Boxer have given me
in the discussions I have had with both of you about Mr. Mueller.
They have been extremely helpful.

Senator Feinstein?

PRESENTATION OF THE NOMINEE BY HON. DIANNE
FEINSTEIN, A U.S. SENATOR FROM THE STATE OF CALIFORNIA

Senator FEINSTEIN. Thanks very much, Mr. Chairman. I am very
honored to be here today to say a few words about Robert Mueller,
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the President’s choice to become the next Director of the Federal
Bureau of Investigation. I strongly believe he is the right man for
the job and the times.

The job of FBI Director is not an easy one under any cir-
cumstances. The Director oversees 11 divisions and 4 offices at FBI
headquarters, 56 field offices, 400 satellite offices, and more than
40 foreign liaison posts. The Director will oversee a budget of more
than $3.5 billion per year and will supervise more than 11,000 spe-
cial agents and 16,000 support personnel.

But the person who takes over the post of FBI Director this year
is going to face an even more daunting challenge. Overall crime
rates may have gone down, but criminals have never been so so-
phisticated or enterprising. New and ever-involving developments
in technology make it easier for criminals to evade and even mon-
itor law enforcement agents who are looking for them.

Terrorist cells, drug cartels, and other sophisticated criminal or-
ganizations are becoming better and better at learning the ways of
law enforcement and changing the way they do business to avoid
detection and capture.

To be successful, law enforcement too must be willing and able
to change in order to keep up and use cutting-edge technology.

The FBI's handling of several recent controversial cases puts
pressure on the new FBI Director to make some necessary changes
and to produce results. These include the missing McVeigh docu-
ments, the Hanssen spy case, the Ruby Ridge investigation, the
Wen Ho Lee investigation, and 440 missing firearms and 171 miss-
ing laptops. It is a job that I believe demand someone who can re-
main focused on the core mission of the Bureau, solving crimes and
catching criminals, while at the same time focus also on turning in-
ward and on fixing some of the problems we have seen within the
Bureau itself.

So I believe that Robert Mueller is the right man for this time.
I believe he has a very good organizational sense. I believe he will
be a hands-on manager, and I think we will see increasingly where
Washington, rather than the SAC, will take responsibility in major
incidents.

Mr. Mueller has spent most of his working life serving the people
of this country, first as a Marine and later as a Federal prosecutor.
He led the Criminal Division in the Department of Justice, and he
served as Acting Attorney General earlier this year.

I became familiar with his work during his time as United States
Attorney in my hometown of San Francisco. As a matter of fact, the
Mueller family lived directly across the street from me for a sub-
stantial period of time.

When Mr. Mueller arrived as U.S. Attorney in 1998, that office
had been criticized for a number of failings: not enough prosecu-
tions, internal misconduct, sloppy management, among other
things. In just 3 years, however, Robert Mueller nearly doubled the
number of criminal prosecutions. He increased the amount of
money collected in civil cases from just $7 million to $200 million.

So this is just one example of what people mean they say that
Robert Mueller is a man who can come in and whip an operation
into shape. No nonsense, no excuses. Just results.
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When he led the Criminal Division in Justice in the early 1990’s,
he oversaw the investigation into the Pan Am bombing, and he also
saw that that brought General Manuel Noriega out of Panama into
an American jail and mob boss John Gotti. These were both two
high-profile, complicated cases that demanded careful attention.

During his tenure at Justice, DOJ’s Criminal Division estab-
lished the Computer Crimes Section, early evidence that Mr.
Mueller understands the need to adapt in order to combat new
methods of crime. He has worked under both Democrats and Re-
publicans, and he has been praised by both.

I want to just quote U.S. District Court Judge Charles Breyer,
who said of Mr. Mueller, “He is a true professional. He is not guid-
ed by a particular ideology. He is guided by a sense of what the
law is and what is fair.” And most impressively, I think he is a
man who left a $400,000 job as a partner in a Boston law firm to
come back to Washington and prosecute murder cases, and he has
never looked back.

I think truly of all the fine talent in the United States, Bob
Mueller is the best at this particular point in time. I think we are
going to see a hands-on Director, filled with integrity, and I think
he is going to establish his credibility up here with our committee,
Mr. Chairman, and on the entire Hill.

Thank you very much.

Chairman LEAHY. Not prejudging anything, but reading between
the lines, I would say that you have at least one vote on this com-
mittee after hearing Senator Feinstein’s comments.

Senator Boxer?

PRESENTATION OF THE NOMINEE BY HON. BARBARA BOXER,
A U.S. SENATOR FROM THE STATE OF CALIFORNIA

Senator BoxtR. Thank you so much, Mr. Chairman, Senator
Hatch, and nice to see you, Senator Specter and Senator DeWine.
It is certainly a great pleasure to be here this morning. I will make
a brief comment. I will really concentrate on the way I came to
know Mr. Mueller and why I think, as Senator Feinstein says, he
is the right person at this time for this job.

Nearly 2 years ago, this committee considered Mr. Mueller’s
nomination to be U.S. Attorney for the Northern District of Cali-
fornia. I recommended him for this job to President Clinton, and
I want to tell you why. I don’t think it is—I mean, everyone knows
it is unusual for a United States Senator who is a Democrat to rec-
ommend someone with impeccable Republican credentials for such
a position, or vice versa, for a Republican Senator to choose a
Democratic nominee. But this is a nominee who is quality, and he
doesn’t have a political bone in his body that I can tell. He is here
to do a job, and that is so important, particularly at this particular
point in time.

As Senator Feinstein said, in 1998, when the position of U.S. At-
torney for the Northern District of California became vacant, mo-
rale at the office was at an all-time low. Cases were tremendously
backlogged. Its focus was scattered. And, most important, I think,
than all of this, the office had lost the public’s confidence. There
had been some terrible press reports of what was going on. It was
just a really, really bad time. And I give Janet Reno a lot of credit,
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then-Attorney General Janet Reno, for tapping Robert Mueller,
who was then the chief of the Homicide Division of the U.S. Attor-
ney’s Office here in the District, to fill that position on a temporary
basis. I thought it was a visionary choice of hers.

Right away, Mr. Mueller reached out to me, reached out to my
staff. He told us of his plans to reinvigorate morale in the office
and to restore the public’s trust. He made an immediate impact,
Senators. He began by requiring—and this is pretty bold. He began
by requiring everyone to submit their resignations, and no one was
rehired to their previous position. That should tell you, Mr. Chair-
man and Senator Hatch, not only of the severity of the problems
in the office, but of Mr. Mueller’s no-nonsense approach to his job.

Mr. Mueller proceeded to appoint an unprecedented number of
women to top management positions. He opened an office in the
Silicon Valley to ensure that the U.S. Attorney’s Office would ad-
dress one of their biggest problems in Northern California—high-
tech crimes. He committed resources to the previously neglected
problems of health care and securities fraud, as well as to environ-
mental crimes. And he did so without a lot of fanfare or press con-
ferences. He did it behind the scenes. But he did it so effectively,
Members, that the changes became very apparent.

The public couldn’t help but take notice of the increased effi-
ciency and effectiveness in the office, the heightened morale of
those who worked there. He began to restore the public trust and
confidence of law enforcement.

So, Mr. Chairman, 7 months later, I decided that Robert Mueller
was the best person to have that job of U.S. Attorney on a perma-
nent basis, and I asked President Clinton to nominate him for that
position. Again, politics played no role in my decision, nor did it
play any role in Robert Mueller’s performance.

I don’t believe that partisan politics should have any place in se-
lecting U.S. Attorneys, and I certainly don’t believe it should in the
selection of a Director of the FBI. In some respects, the problems
facing the U.S. Attorney’s Office for the Northern District 3 years
ago mirror those facing the FBI now. Clearly, the FBI is a much
grander scale. You can’t compare it exactly. But the similar types
of problems exist.

So I say, in closing, that this is why I think Robert Mueller is
the perfect candidate for this job. I wish him so much good luck.
This is not easy. This is so difficult. But I think it is a measure
of this particular individual that he is willing to step up to the
plate, and I feel very good inside that he is going to be very suc-
cessful.

Thank you for treating him with such respect, all of you, and for
welcoming him here to the Senate.

Chairman LEAHY. Thank you very much. I thank both Senators.
I know you both have other commitments. Senator Feinstein, of
course, as a member of the committee, is welcome to join us here.

Mr. Mueller, please take your earlier seat. The witness has al-
ready been sworn, and under our early bird rule, we will now go
to Senator DeWine.

Senator DEWINE. Mr. Chairman, thank you very much.

Mr. Mueller, you and I met the other day, and I appreciated the
opportunity to talk with you. Good to see you again.
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Mr. MUELLER. Good morning, Senator.

Senator DEWINE. I would like to talk a little bit about an issue
you and I talked about the other day, and that is the whole issue
of crime, technology, and how we make sure that gets down to the
local law enforcement agencies. I know that you established the
first computer crime unit in the Department of Justice a few years
ago, and I certainly applaud that initiative. Technology truly is the
key to fighting crime in this century, and it is so important that
we share information to enhance the ability of computer systems
to fight crime right down into each community in this country.

Our national systems for criminal histories, fingerprints, DNA,
ballistics are only as good as the information that goes into them,
only as good as the information that comes from our local commu-
nities and local law enforcement agencies.

Several years ago, I wrote the Crime Identification Technology
Act, and Chairman Leahy and Senator Hatch were very instru-
mental in getting that bill passed.

I wonder if I could just ask you about your commitment to mak-
ing sure that local law enforcement agencies, the people who ulti-
mately end up dealing with 90 to 95 percent of our crime problems
in this country, have the ability to access your data bases, have the
ability to get in and get out, have the ability to put in information,
and also have the ability to get that information out.

Mr. MUELLER. To the extent that the FBI's responsible for main-
taining data bases accessed by State and local law enforcement, I
will do everything I can to make that access swift and certain. My
own experience is that there is often a disconnect between those
who write the data bases and those who have to use the informa-
tion on those data bases. And, too often, the user is not taken into
account wen you construct a data base, operate a data base. You
have the engineers and the programmers who are putting together
the data base, but you have those sitting at their desks in a local
police department that have to use it. And with the advent of Win-
dows and user-friendly systems, there is no reason in this day and
age why access to that information shouldn’t be swift and certain,
particularly with the fact that we have sufficient backbone in terms
of networks to handle that traffic.

On the other side of the—apart from access to the data bases, it’s
also important, I believe, for the Bureau to work closely with the
State and locals in addressing computer crime, for instance, and
there are a number of ways we can do this. One way is to work
together to construct or put together a computer forensics labora-
tory, as has been done in San Diego, where you have State, local,
and a number of Federal experts all working together to analyze
hard drives that have been seized in searches and the like. And
that has a number of benefits.

But, second, it’s very important for us to exchange training, in
other words, for the FBI to perform its traditional role of assisting
in training State and locals, and for the FBI to learn from State
and locals. So there are a number of ways I think we have to work
together to address the technological improvements that we’re all
seeing.

Senator DEWINE. You and I talked the other day a little bit
about international parental kidnapping and my concern in regard
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to that. We have really seen in the last few years an upsurge in
the number of incidents of what we call parental kidnapping,
where one parent kidnaps a child and takes a child out of the coun-
try.

Many of the so-called left-behind parents have talked to me, and
they frankly feel they have not received sufficient assistance from
the State Department nor from the Department of Justice. And I
have talked to the Attorney General about this, but I would just
like to talk to you a minute about it and ask you whether or not
you believe that the FBI in the appropriate case will be able to put
some emphasis on this problem.

Mr. MUELLER. I've had some experience in my district with those
problems in which parents will come to the FBI or go to the local
district attorney and a warrant will be outstanding, and we used
unlawful flight to avoid prosecution warrants to attempt to remedy
the situation. We can do that.

The network of LEGATSs overseas are extremely helpful, I be-
lieve, and can be extremely helpful in gathering information as to
the whereabouts and the circumstances of the parent who ab-
sconded with the child.

On the other hand, we are constrained to operate within the
legal systems of the foreign countries, and the FBI can just do so
much. We do want to make the resources of the FBI and the exper-
tise of the FBI available, whether it be in the UFAP context or in
assisting in obtaining information as to the location or whereabouts
of those individuals.

Senator DEWINE. Yesterday, I know you talked about the FBI’s
own internal technology and the security for that, and I just won-
der how quickly you think you will be able to implement, fully im-
plement the technology update plan that the FBI has.

Mr. MUELLER. There’s a 3-year technology update plan called
Trilogy, and the good news about that is it’s laying the foundation,
whether it be the networks or the software, the hardware, the user
interfaces for bringing the FBI agent into the modern era, and I
will be pressing hard on that.

There are other areas which build on that, and, in particular, in
my own mind it is access to documents. It is the storage and easy
retrieval of documents, of imaging documents when they come in
immediately so that you have ultimately what is referred to in the
private sector as a paperless office. But you need the basic struc-
ture upon which to build these additional advances, and the good
news is that the FBI is moving ahead with the assistance of Bob
Dies, who came in from the FBI—or not the FBI, from IBM, to
modernize. The not-so-good news is that once we have that struc-
ture in place, there’s a lot more to do.

Senator DEWINE. You and I talked the other day about the whole
question of the FBI’s cooperation with other Federal agencies, but
also about the FBI's cooperation with local law enforcement agen-
cies.

How does the head of the FBI set the right tone, and have the
impact on the culture of the FBI to continue what I have seen has
been an improvement? I have seen a significant improvement over
the years in the FBI's working with local law enforcement. But
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there is always room for more improvement. I just wonder if you
could address how you intend to set that tone for the FBI.

Mr. MUELLER. I do think it’s improved tremendously over the
last few years. I think I've seen that myself.

I guess there are a number of ways that I have in the past and
I think would in the future do that. One is outreach. You sit down
with representatives, members of State and local, whether through
their organizations or where you travel, and hear their complaints
and address their complaints. Whenever you hear a complaint from
State and local that an FBI agent or a special agent-in-charge has
stolen an investigation, which you occasionally find, it has to be ad-
dressed. And the emphasis always has to be on cooperative efforts
and in understanding that we are but one of a number of law en-
forcement entities that are instrumental in addressing crime in
this country and that we have something to bring to the table, but
the other law enforcement agencies have as much, if more, to bring
to the table in any particular investigation.

And the last thing, I think, is the FBI can and should allow oth-
ers to trumpet its successes. There’s always, I guess, a tendency to
go out and say look how good we are and look how we did it. In
my own mind, the praise that makes the biggest difference is that
that comes from others with whom you've worked. And my hope
would be that we could operate on that principle.

Senator DEWINE. Good. Thank you very much.

Thank you, Mr. Chairman.

Chairman LEAHY. Senator Feinstein?

Senator FEINSTEIN. Thanks very much, Mr. Chairman.

I would like to followup on a question Senator Schumer asked
you yesterday regarding the Attorney General’s criminal back-
ground check records under the Brady Act being kept for only 24
hours, and yesterday Senator Schumer indicated that several
sources had told him that the FBI had disagreed with that deci-
sion. And your discussion centered around whether it is appro-
priate for internal disagreements to be aired before Congress.

Without getting into that discussion again, I would like to read
from an official FBI document published last month titled “Na-
tional Instant Background Check System Operations Report.” This
is November 30 through December 31, 1999. In that document, on
page 25, under “Recommendations,” we read, and I quote, “It is
clear that the ability of the National Instant Criminal Background
Check System to stop prohibited persons from acquiring firearms
would be improved, among other things, by longer retention of
records. The Advisory Policy Board concurs with the FBI to have
a 1-year retention of records.”

Despite this recommendation for a 1-year record retention, the
Department of Justice eventually bowed to outside pressure and
implemented a final rule reducing the record retention period to
just 90 days. This reduction to 90 days occurred on January 22,
2001. That is just 6 months ago. Yet now Attorney General
Ashcroft has announced that records will not be kept for 1 year, as
this official FBI document recommended, or even for the 90 days
established earlier this year. Instead, records will be kept for just
24 hours, a timeframe that you admitted yesterday might—and I
think certainly would—impede law enforcement’s ability to monitor
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the system and catch bad gun dealers that put most crime guns
onto the streets.

Let me ask this specific question: Given the time limits on the
background checks themselves, 3 business days under current law,
have already resulted in a failure to prevent thousands of sales to
felons, do you think it is appropriate to further jeopardize the sys-
tem by weakening the ability of law enforcement to audit the sys-
tem for problems?

Mr. MUELLER. Senator, I've got to say that I have not partici-
pated in the debate on the NICS system. I am generally familiar
with the NICS system, but have never had occasion to use it, im-
plement it myself, have not been briefed on it by the FBI, and am
unaware of any studies one way or the other as to the harm done
or not done by either lengthening or shortening the time period for
the maintenance of the records.

I'm aware of the statute that says that the records should be de-
stroyed, but I cannot say one way or the other what the effect of
any particular period would be on law enforcement, basically be-
cause I am ignorant of the underlying factual material and I have
not been part of the debate.

In answer to the question yesterday, I responded it could because
I cannot rule out any possibilities. But it is from a basis of igno-
rance that I respond.

Senator FEINSTEIN. Well, I think the point I want to make is that
those of us on this committee that are very dedicated to see to it
that law enforcement has the time it needs and are really affronted
by this change, we view it as unnecessary. There has been no dem-
onstrated in convenience to anyone that I know of. And if you
weigh the benefit of keeping a gun out of the hand of a felon, that
has to have a substantial benefit. So I am going to ask this ques-
tion again in writing to you, let a month go by, and then ask it
again, if I might.

The Intelligence Committees of the House and the Senate met
this morning with the Vice President, and one of the subjects that
came before the committee was the issue of cyber crime. And I
would like to ask this question: One problem with investigating
cyber crime is that an attack through the Internet will often pass
through multiple jurisdictions. For example, an attack may start at
a computer in San Francisco and then pass through computers in
Chicago, Houston, Miami, and Washington before ultimately inter-
fering with a computer in New York. Law enforcement seeking trap
and trace authority needs today to get court orders from each juris-
diction through which the attack passed. That is a very onerous
task.

Would you support efforts that would allow law enforcement to
get trap and trace authority in the cyber crime context in just one
court order?

Mr. MUELLER. I think that sounds like something that would be
exceptionally beneficial. I can tell you that the way the Justice De-
partment responds to those issues now is that we have in every
U.S. Attorney’s office individuals dedicated to handling cyber crime
cases. There’s an initiative that was announced last week to beef
that up in certain particular offices, but those individuals form a
network that is in constant contact with each other and expedites
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the obtaining of such orders. That is not as beneficial, however, as
having the ability to go into one court and having nationwide serv-
ice based on one particular court order.

So we do the best we can under the circumstances, but in that
area, as in probably a number of other areas, when it comes to ad-
dressing cyber crime, we will be looking to Congress to give us
some assistance.

Senator FEINSTEIN. Last May, the administration proposed a va-
riety of modest changes to consolidate our policies to combat ter-
rorism. Essentially, the President suggested transferring from the
FBI to FEMA the responsibility of working with local officials in
preparing for and responding to a catastrophic attack. The FBI
would remain in charge of investigating terrorist incidents and of
crisis management.

Do you know whether this proposed change has been imple-
merlllte(‘l? yet? If not, do you know when it will be? And do you agree
with it?

Mr. MUELLER. I understand that FEMA will be expanding to en-
compass some of the activity that previously had been undertaken
by the FBI. I am not familiar with the specifics, and I'm not certain
of the timing. But when I was here as acting deputy, the issue was
discussed there, and I'm familiar with the—the fact that FEMA
would be expanding its undertaking to provide training to state
and locals, and perhaps the FBI would be doing less than that.

I believe that when it comes to allocating responsibilities to ad-
dress a threat such as terrorism that one ought to look at the var-
lous responsibilities and make certain that they fit and are within
the appropriate agency.

The one concern I believe we had with regard to the FBI is that
we wanted to make absolutely certain that when it comes to a ter-
rorist attack and it comes to authority over the crime scene, that
there would be no question but that those who were responsible for
conducting the investigation would be in charge of the crime scene.
But with that assurance, I think the expansion by FEMA of the
training and other such responsibilities was appropriate.

Senator FEINSTEIN. Thank you. I would like to ask a quick ques-
tion, because California is a big copyright state, and the loss is
about 20 billion a year from copyright piracy. I am very pleased to
say that while you were U.S. Attorney for the Northern District,
you, of course, headed, and in many ways had been a leader in, an
effort to combat this sort of cyber piracy. As a matter of fact, your
office was one of the first to pursue enforcement of the criminal
provisions of the Digital Millennium Copyright Act, and you also
pioneered the establishment of a special Computer Hacking and In-
tellectual Property Unit to focus on cyber crime prosecutions, train-
ing and outreach. In fact, the Attorney General recently traveled
to Silicon Valley to announce the formation of 10 new CHIP units
in 9 cities, all of which was patterned after the program you estab-
lished in San Francisco.

Can you assure us that prosecuting cyber piracy will be a pri-
ority at the FBI? And would you care to comment on how you be-
lieve the FBI can be most effective in combatting criminal viola-
tions of our intellectual property laws and other forms of cyber
crime?
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Mr. MUELLER. Yes. I mean the answer is yes. I can assure you
that would be a priority at the Bureau. I am quick to say though
that we cannot take—cannot conceivably take every case that is
out there with regard to the pirating of software or a movie or a
videotape, and consequently, I do believe that the FBI has to
prioritize its cases so that it takes those cases where it obtains, as
a result of a prosecution, the greatest form of deterrence. Now, that
can be in a single case or it can be in a set of cases which are
smaller, but when prosecuted together, serve the goal of deterring
others for committing the same type of crime.

Senator FEINSTEIN. One last question on this subject. And I am
asking these because—I will be very candid with you—a number of
people in California have asked me to ask these questions. They
are real concerns. I want to ask specifically about the Digital Mil-
lennium Copyright Act and the No Electronic Theft Act, which pro-
vides safeguards against digital piracy and the theft of intellectual
property.

I certainly believe that proper and adequate enforcement of these
laws through both civil and criminal enforcement measures is im-
portant in maintaining an environment in which the widespread
distribution of legitimate high-value digital content can take place.

Now, I would like to ask do you agree that these two bills are
working? Do you see need for this committee to take action in this
area to provide any greater assurances, or do you feel that the FBI
needs any additional legislation to allow you to perform adequately
in this area?

Mr. MUELLER. Senator, I confess that I am not as intimately fa-
miliar with each of those bills as I should be. I know that we have
had cases on at least one of those. They are relatively recent, so
I'm not certain that we have a substantial track record on how ef-
fective they are and what is missing that we need down the road.
But I certainly would be looking at that, and to the extent that we
need either additional investigative tools or additional statutes to
address the problems or amendments to the statutes, then I would
be happy to provide them.

I will say that, particularly in Silicon Valley and in our district,
enforcement of those laws are critically important. And part of the
effective enforcement of those laws is to have dedicated Assistant
United States Attorneys and FBI agents who are knowledgeable of
the provisions and understand what evidence is necessary to have
a successful prosecution under those statutes. We have done that,
I think, with our approach in the Northern District of California,
and the expectation is, with expanding that program across the
country, other districts will have that same degree of expertise.

Senator FEINSTEIN. Perhaps you would be willing then, within a
reasonable period of time, like 6, 8 months, to take a good look at
both those bills and see what the national experience, law enforce-
ment experience is, and make some recommendations or some com-
ments to this committee.

Mr. MUELLER. Surely.

Senator FEINSTEIN. I would like to ask you to do that.

Mr. MUELLER. Yes, ma’am.

Senator FEINSTEIN. Thanks, Mr. Chairman.
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Thank you. I would note that it is very legitimate for the witness
to say that there are areas that either are outside his expertise or
he is developing expertise.

I think it is fair to say that if confirmed, Mr. Mueller will be
back before this committee on more than one occasion, and we will
have a chance to look at some of these issues. I would also note
that it would be my intention, with the backing, I believe, of the
ranking member and others, to periodically, not too often that it is
a burden on anybody, but periodically have some informal meetings
of members of the committee, both parties, with the Director. We
used to do that. I would like to get back to that, especially some-
times we will be discussing classified material and we can do it in
one of our secure rooms here. It can be an off-the-record discussion,
but will allow us to express our concerns and he to express his, in
probably more candor than could be done in some of these sessions,
especially on some of the areas of terrorism and cyber crime where
there are issues a lot of us would like to explore, but we would not
in an open session.

Senator Grassley is here. What I am doing is those senators who
did not have a chance to question yesterday on the first round,
today will have the full 10-minute round. Senator Grassley.

Senator GRASSLEY. Thank you. Good morning, Mr. Mueller. I
apologize because yesterday I had to leave for another meeting, and
I think you were very responsive to some of the questions that I
sent you in a letter last week, both in your opening statement, and
as a lot of my colleagues, who shared some of my same concerns,
asked you questions. So I will try not to be repetitive of questions
that were asked yesterday as best I could determine that through
my staff.

First, as you know, in my letter I raised the matter of cultural
problems at the FBI. In regard to this issue you have stated that
the FBI has failed to, quote, “provide adequate infrastructure to
meet the buildup in manpower and responsibilities,” end of quote.
I want to be sure if I understand clearly your point, because while
I would agree the Bureau has had problems managing its rapid
growth, when I talk about cultural arrogance at the FBI, I am not
talking about this as a resource issue. I am talking about attitude,
demeanor and approach to things. It is the kind of arrogance that
places image above substance, exemplified by the FBI's fondness
for holding press conferences in very high-profile cases before the
investigation is complete and all the facts are in, and it gives fuel,
I think, to the mistaken notion that those within the Bureau are
somehow above accountability and reproach.

This arrogance is a common thread that is woven into a majority
of the problems the FBI has experienced over several years, so with
that in mind, my question: do you believe there is a culture prob-
lem within the Bureau, and if so, how do you plan to approach it
as a way of correcting things?

Mr. MUELLER. I do think there is a problem. I attribute it to a
number of factors——

Senator GRASSLEY. Maybe not a cultural problem. Is that the in-
ference I should——

Mr. MUELLER. No, not necessarily. I have a hard time getting my
hands around what one means by culture. In other words, one asks
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a cultural problem. My question is, OK, what feeds that perception
of a cultural problem, because I need to know what feeds it in
order to be able to address it.

Senator GRASSLEY. OK, legitimate.

Mr. MUELLER. And certainly one of those areas is—and it’s not—
it’s a problem, it’s not—and it’s a problem that has to be addressed
and addressed, and that’s infrastructure. That does not necessarily
take care of the perception of the arrogance as you have pointed
out. And part of that, I think, is because the perception is there
because there has been at least the appearances of defensiveness,
a unwillingness to admit mistakes quickly, immediately, forth-
rightly, and once mistakes are admitted, to be absolutely truthful
in terms of what happened and how we’re going to rectify it.

And as I pointed out in my statement yesterday, I think it is ab-
solutely unacceptable to try to cover up and not disclose something
that needs to be disclosed, and more importantly, or as impor-
tantly, it’s unacceptable to try to shift blame to somebody else. And
to the extent that that has been the case in the past, it is some-
thing that I want to address and eliminate.

I know in your letter you talked about the cultural problem and
tying it into arrogance. And defensiveness I think can feed that. [
know in talking with state and local law enforcement over the
years, that there is perceived arrogance of the FBI. Some of it is
attributable to the perception that the FBI will come in and take
a case, elbow a state and local out of it, and then take the credit
for it, whether it be by press conferences or otherwise.

In the past I have had opportunities to work with state and local
and foreign law enforcement on a number of occasions, and the pos-
ture agents should take is that “We have something to bring to the
table; if it makes some sense to have us, an investigation that can
be done by the state and locals, we ought to be there to assist.” And
on the other hand, it is more—rather than us taking credit for it,
I would much prefer to have, at the conclusion of an investigation,
that the state and locals stand at the podium, do the press con-
ference, and thank the FBI. I am not a great one for press con-
ferences, and 1 think in the 3-years I've been U.S. Attorney I think
I've had two. And I think you do your job quietly, and if you do
it professionally and well, then others will give you credit for it. So
to the extent that there may be the perception of arrogance along
those lines, I would hope to dissipate that perception.

Other factors contributing I think to the perception that the FBI
is not always forthcoming is that there are areas where, I believe,
people need to have their responsibilities well defined and be held
accountable when they do not perform those responsibilities. There
are some areas that in the brief time I've had since being consid-
ered for this position, I've seen where there’s overlapping responsi-
bility, and where there are overlapping responsibilities it 1s too
easy to avoid accountability and to point fingers at others, and one
needs to address that and assure that you eliminate those overlaps
of responsibilities.

Those are just some responses. I could go on for a period of time,
but that’s

Senator GRASSLEY. Why do I not move on, because I want to still
keep on this theme or arrogance. In my letter I raise the issue of
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access to documents, and I know that it has been raised also by
Senator Specter. The FBI, I think, has a poor history of cooperation
in producing and providing access to documents. And I want to be
sure that I understand how you perceive this problem. Now, we can
debate classified documents. We can talk about the issues of pri-
vacy and confidentiality. But what I cannot conscience is the delib-
erate pattern of denying, delaying or simply not complying with le-
gitimate requests. Time and again the FBI has shown contempt for
any public or private entity that dares to question its motives and
performances. And now I am going to refer to, Senator Danforth
raised this issue with his alarming testimony on June the 20th,
where we learned that during the course of the investigation of FBI
actions at Waco, FBI personnel, quote, “were not cooperative,”
again quote, “were cavalier or resistant in turning over evidence,”
and again quote, “there was a lack of openness and candor, com-
plicated my investigation,” meaning Senator Danforth’s investiga-
tion.

This is, to me, an all-too-familiar pattern that I have witnessed
in regard to getting information as a senator, but in regard to the
problem of the McVeigh documents, you have stated, quote, “If only
the FBI had a computer capability, we would have been able to
produce the documents.” I fully support the FBI’s efforts to upgrade
information systems, but I have been around too long to buy into
the fact that the dog-ate-my-homework sort of excuse. Again, if you
think these problems are resource related, then I think you are
missing a big picture, and that is, for whatever reason, FBI man-
agers make deliberate decisions not to provide documents that are
requested of them. So I ask you, how will you change the Bureau’s
penchant for denying legitimate access to FBI documents and wit-
nesses?

Mr. MUELLER. I do not recall—I may well have, because I believe
it’s part of the problem, access to—a ready access to documents I
think is part of the problem. But I have not said that that’s all of
the problem. Accountability, responsiveness is a substantial part of
the problem. And my own way of handling matters like this is to
make persons accountable. If there is an undertaking such as the
Danforth undertaking or an investigation by a committee of Con-
gress, I would expect to have somebody responsible for assuring
that we are responsive on that particular issue, responsive in terms
of meeting the requests of—and accommodating the requests of the
committee, and where we are unable to, or believe that there is
some confidential interests that are implicated, to be able to state
honestly and directly to the committee what should be done to ac-
commodate the committee’s request.

In the past where I have had Assistant United States Attorneys,
who believe that it is important to only give to defense counsel that
which is appropriate under the rules, I have required of them that
they take the posture that you provide just about whatever you
have that will assist the defendant regardless of the rules, and to
be open. I would like to, and expect to, foster a change in the per-
ception so that you do have the feeling at the end of the day that
the FBI has been responsive. We may disagree occasionally on
what should be produced, but I have always found that it is—the
best practice is to sit down with defense counsel and hash out and
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then directly discuss that which is on the table, so you identify
your disagreements and there is no perception that someone is hid-
ing the ball.

Senator GRASSLEY. Mr. Chairman, was that a 10-minute period
of time?

Chairman LEAHY. Yes.

Senator GRASSLEY. Well, then I will have to submit the rest of
my questions for answer in writing.

I thank you, sir.

Chairman LEAHY. We will have other rounds if the Senators
would like, but I would also note that several senators are going
to have to submit written questions, because I am putting this on
a fast track. Should you be confirmed prior to the answer of those,
do I have your commitment that all of those questions will be an-
swered in full?

Mr. MUELLER. Yes, sir.

Chairman LEAHY. Thank you. Senator Cantwell.

Senator CANTWELL. Thank you, Mr. Chairman.

Mr. Mueller, thank you for already answering a variety of ques-
tions, both today and yesterday, related to technology and cyber
crime. I will try to be specific in my questions. Sorry, I was not
here yesterday for your statement, but I have a copy of that.

The glaring inconsistency within the FBI, in my mind, seems to
be that the internal information systems are not where they need
to be. We have all heard examples of that this morning and I am
sure yesterday as well. And yet the FBI has continued in its efforts
with Carnivore, which has been plagued with a variety of privacy
concerns. I see an inconsistency there. I do not know if you have
made statements yet about what kind of review of resources, and
allocation of resources, you intend for those two tasks, or if you
think that maybe some of the Carnivore resources should actually
be spent on improving your IT information system, particularly
given the concerns that so many privacy entities have about Carni-
vore?

Mr. MUELLER. I am sensitive to the concerns of relating to pri-
vacy as a citizen. But also having sat down and talked with a num-
ber of the privacy groups here, when I was assistant—when I was
Acting Deputy Attorney General, I am sensitive to the concerns
about what is called DCS 1000, previously known as Carnivore,
and other technological advances. There is, I think, a—there are
two separate paths though that we’re looking at. On the one hand
the investigative tools and the investigative expertise developed by
the FBI, and the new technologies I think is next to none. I think
they have made rapid advances. There are privacy concerns that
we have to address, but nonetheless, I do not think that the FBI
is behind in its ability to investigate attacks on computers, denial-
of-service attacks on computers and the like.

On the other hand, the technological infrastructure whereby the
ability to scan and put documents into a data base and have them
automatically retrievable, I think is behind what you would find in
a business, in a law firm, and that’s an area that we really need
to look at so that you pick up that side of the technology piece, so
that we can respond better to our responsibilities.



109

Likewise, the internal mechanisms and controls that could be
benefited by new technologies, whether it be e-mail or case track-
ing systems, have to be modernized so that we can have greater
control and understanding of the caseload that we have.

Senator CANTWELL. Did you say that you did not think that the
FBI was behind the curve in investigating cyber crime activities?

Mr. MUELLER. I think we are on the cutting edge. We need addi-
tional expertise. We need—we could always use additional agents,
we could always use additional technology. But I do believe the
FBI, at least in my district as I've seen it, does a very capable job,
given the tools, the limited tools it has—and we could always use
some more statutes—does a good job in investigating those crimes.

Senator CANTWELL. Well, we in the Northwest we have had a se-
ries of violent anti-technological terrorist activities. In fact, one was
associated with the University of Washington, an arson that took
place there. One of the special agents in charge of the FBI's Seattle
office, basically responded to the challenge of investigating the
crime by saying, “We don’t have an organizational structure to at-
tack, no finances, no memberships, no meetings.”

So part of the challenge is that so much of this is the organiza-
tion basically exists online. I think at least in that agent’s mind,
additional resources or new laws might be considered. I do not
know if you have a comment on that.

Mr. MUELLER. I think that is where the privacy rights of individ-
uals perhaps intersect with the desire and the requirements of ap-
propriate law enforcement. I am not familiar with the specific facts
of that case, and I am not familiar with the specific investigative
tools that that special agent is addressing in saying that we could
use more, and I am not certain whether what we seek is unavail-
able under the current statutes.

Senator CANTWELL. We would be happy to provide you informa-
tion that we have. We will submit a further question on that.

With regard to Carnivore, specifically, there has been so much
concern about how this issue has been approached by the FBI. I
do not know if you saw yesterday’s New York Times article about
the organized crime case and the concerns about privacy, but one
of the issues that has been raised is the new process in which the
FBI undertook the investigation in this case against Mr. Scarfo’s
business.

Basically, the FBI used a new key logger system that is calling
into question—I guess I would frame this in the perspective that
this is the second time we have seen the FBI in a court case on
the violation of privacy. In fact, Justice Scalia was quoted in the
article basically saying, “What limits are there upon this power of
technology to shrink the realm of guaranteed privacy?,” and that
the court has to confront this fundamental issue. So my question
is, is it your intention to make available the information about how
this key logger technology worked?

Mr. MUELLER. I am not familiar with that new technology, have
not had occasion to use it in our district. I read the same article
that the Senator read with interest because it was the first I had
ever heard of it. Until I know more about it, I really don’t think
I can commit one way or the other.
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I do believe when there are advances in technology that it is im-
portant to balance the privacy interests affected with the investiga-
tive take that you might get from that technology. I am not famil-
iar with the circumstances of this case, and I am not familiar with
the technology.

Senator CANTWELL. Well, given that there was a lot of concern
about the FBI's—what happens in searching for information using
the Carnivore system—is that so much information is gathered.
Now the FBI has switched to this key logger system, and the public
and the privacy advocates have concern about what system is being
used. When you say to somebody you are collective every keystroke
that was used this by individual, (and maybe people are not very
empathetic to Mr. Scarfo’s situation, but there might be somebody
down the road that they would be very empathetic) that every key-
stroke was being tracked.

Do you plan to review Carnivore when you take over as FBI Di-
rector?

Mr. MUELLER. I have already had meetings with privacy groups
on it. I have, and will continue to look at it and evaluate it and
hope to, down the road, that the technology overtakes the necessity
for using it. I would make the point, however, that——

Senator CANTWELL. Would you undertake a formal review of Car-
nivore?

Mr. MUELLER. There has already been a—I would look at the for-
mal reviews that have already been done to determine whether
there is a necessity of doing another formal review. My under-
standing is that the information that DCS-1000 is utilized for is
done generally, for the most part, and it may be as much as 75 or
80 percent of the time, if not 90 percent of the time, by the Internet
service provider itself, which has that technology. So that the DCS—
1000 is for that particular smaller ISP that does not have the tech-
nology and that every time that it is used, and it has been used
very seldom, I understand, it is used pursuant to court order.

So there are protections, I believe, and likewise with the logger
system. I am not certain that it was—I am not certain of the facts
of the case, but I am more comfortable and would—where there is
the court that is directing the use of it and supervising the use of
the new technology, and I'm not certain whether that was the case
pursuant to, say, a search warrant in the case that was reflected
in the papers yesterday.

Senator CANTWELL. Just as in wiretapping, I do not know that
it bothers the general public that the phone company has access to
the phone lines or that an Internet Service Provider has access to
that data. What they are very concerned about is that a law en-
forcement agency might have free access to that information and
that it being collected, in a way that might give them more infor-
mation or information about other individual that happen to have
communicated. So I hope that that review, whether formal or infor-
mal, is something, Mr. Chairman, that this committee continues to
be involved with the FBI Director on.

Mr. MUELLER. I am sorry, if I might, one last—I was passed a
note indicating that, and I was unaware of it, the DOJ is con-
ducting a review now which I certainly would look at once the De-
partment of Justice has completed its review.
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Senator CANTWELL. Thank you, Mr. Chairman.

Chairman LEAHY. I think Senator Cantwell raises a very good
question. In an era of encryption, we do not want some of these
new technologies to be the back-door clipper chip that we have al-
ready said we were opposed to. This committee was quite con-
cerned when Carnivore first came to our attention because we felt
that the FBI might be going well beyond what all of us understood
could be done under the law. We will look at how the FBI uses the
capabilities presented by new technologies.

But with some of the Fourth Amendment and other issues that
come up here, you should anticipate that there will be increased
oversight from the committee on these aspects and increased con-
cern, again, on both sides of the aisle. I appreciate your answers
here this morning.

Senator Kohl of Wisconsin?

Senator KOHL. Thank you, Mr. Chairman.

Good morning, Mr. Mueller. I believe that you are going to make
a fine Director of the FBI, and we all look forward to working with
you. I enjoyed meeting with you last week, and I came away im-
pressed by your command of the challenges facing the Bureau.

In addition, your career demonstrates an impressive commitment
to public service and to your country. As you know, the job ahead
of you is a daunting one. A lot of ink has been spilled cataloguing
all of the problems with the FBI. You are familiar with all of the
criticism and the theories about what has gone wrong and why, so
there is really no need today to repeat them, except to say that
many of us are very concerned that the public is losing faith in
Federal law enforcement because of these incidents.

But as you know, there is good news and bad news. The good
news is that within the FBI we still have the best crime-solving
agency in the world. When we discussed your plans for the FBI,
you commented that the core function of the Bureau has always
been, and remains, investigations. Despite the public problems, the
FBI’s ability to conduct important investigations is beyond ques-
tions, and you are right about that.

But the bad news is that the FBI has stumbled badly recently.
In a world where technology advances outpace law enforcement,
the FBI needs some forward thinking and planning. We hope that
you will give us some good concrete ideas about how we can help
the FBI stay one step ahead of emerging threats.

I would like to ask you just a couple of questions, Mr. Mueller.
You have been responsible for managing offices of only a few hun-
dred employees and a budget of about $17 million. In your new job,
however, you will be in charge of an agency with more than 27,000
employees and a budget of more than $3.5 billion. Now that is a
pretty good increase over what you have done before. You will be
dealing with a big bureaucracy and will not have the authority that
people like CEOs have in the private sector.

Given these constraints, do you think it is realistic, Mr. Mueller,
to expect big changes quickly?

Mr. MUELLER. It is, as a number of people have pointed out, a
substantial undertaking. There have been a number of people who
have asked why I want to do the job because they perceive it being
somewhat substantial.
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I do think that one can relatively quickly, over several weeks/
months, learn the institution and learn the people, learn what are
the larger problems, whether it be span of control, what are the
larger personnel problems and in a relatively short period of time.
And I don’t want to specify any particular period of time, but cer-
tainly within months start to make substantial changes.

As I am want to say, the most critical decisions I will make are
the decisions on people—who one puts into positions of leadership.
And those changes take some time to, No. 1, determine if there
needs to be change, and, No. 2, if you are going to change, who is
the best person to fit a particular slot, but that is not an extraor-
dinarily time-consuming undertaking.

On the other hand, changing the organizational structure, mak-
ing substantial changes to the span of control I think will take ad-
ditional time because I will want input. I will want input from the
management consultant firm that is looking at the Bureau. I would
want input from the various reviews that are being done. And I
am, as I mentioned to you, I want to go out and talk to a number
of people who have run organizations of this size or larger and in-
corporate their views on how you can best manage an organization
like the FBI, and I do think that will take a longer time than per-
haps making some personnel changes.

Senator KOHL. All right. There is the reality, as you know, and
also the perception. Sometimes the perception is just as serious, in
terms of the public out there throughout the country, as the reality.
In connection with that, I would like to ask you this question:

Public institutions like the FBI and the Congress seem to be held
in lower esteem and are open to more criticism today than at any
time in the past. Americans know more about public figures and
the Government than ever before. Maybe that is because 24-hour
news coverage and multiple full-time news stations turn every
problem, oftentimes, into a huge scandal.

I do not want to imply that the issues we have been reading
about concerning the FBI are not extremely serious, but I am will-
ing to guess that today’s FBI employees are every bit, if not more,
intelligent, qualified, and hardworking, in most cases, than has
ever been true before.

Mr. Mueller, it is hard to compare, but do you really think the
FBI is worse today than it has ever been or does the close media
scrutiny play a large part in the perception that the FBI is broken
and needs to be fixed?

Mr. MUELLER. I don’t believe the FBI is worse today than it has
ever been. The strength of the FBI is its people—the special
agents, the employees, the managers. And over the years that I
have been a prosecutor and worked together closely with members
of the FBI all I have seen is an enhancement in their expertise, in-
tegrity, willingness to do the job, and there have been a number
of successes that I have mentioned yesterday and would mention
again. One is Pan Am 103—an unbelievable undertaking by superb
FBI agents and could not have been done maybe 10 or 15 years ago
because these agents had not only the technology, I mean, the abil-
ity to pick a small piece of a timer and put it into the puzzle of
that prosecution was truly remarkable.
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And I have huge respect for, faith in the FBI agents with whom
I've worked and 99 percent of the FBI agents out there. I think it
is a wonderful institution. I think it has problems. I think a num-
ber of those problems are attributable to disparate factors and have
to be addressed, the principal one perhaps being that the FBI has
grown over the years, but its management structure has not grown
to support it. The FBI has grown over the years, but it support
structure has not grown to support it. The FBI agents have been—
there have been more FBI agents brought on to address particular
problems, but the technological infrastructure to assist them to do
th{eir job has not been forthcoming, and that is what we hope to
solve.

Senator KOHL. So do I hear you saying that you believe the FBI
is as effective and as dedicated as it has ever been before? There
are problems out there. Problems are magnified sometimes, but
there are problems out there, and they need the kind of leadership
that you hope to bring, not only in terms of your ability to organize,
and reorganize, and motivate, but might I also suggest that they
also need a leader who is properly, in the best sense of the word,
a cheerleader for the fine and outstanding organization that it is
and for the service that it renders to this country?

Mr. MUELLER. I wouldn’t be sitting here, Senator, seeking the job
if I didn’t think absolutely that.

Senator KOHL. Thank you. Mr. Mueller, you must be aware that
the Bureau requires that all agents’ guns be stored with a safety
lock when they are not in use. Yet a recent consumer study found
that 30 out of 32 safety locks that are available on the market
failed the most basic safety tests. For example, most of the locks
fell off the guns when they were dropped or were easily picked with
basic items around the home.

Do you know whether the locks used by the FBI pass these basic
safety standards and would you agree that the FBI’s locks, as well
as all of the locks that are available in the marketplace, should
pass these basic safety standards?

I do not know if you are familiar with what I am talking about,
but there is evidence out there, and it has been printed in the
newspaper, that 30 out of 32 of the basic safety locks that are being
sold do not pass safety standards. Are you familiar with that?

Mr. MUELLER. I am not familiar with this issue, but—I am not,
but I would be happy to answer whatever portions of the question
I can.

Senator KoHL. OK. Well, I guess I am asking you because there
is some difference out there in the marketplace. As a matter of fact,
I think even the President has been reluctant to take up the sug-
gestion that I am making, that all of the safety locks that we sell
out in the marketplace should pass basic safety standards. As sim-
p}lle as that sounds, and I would presume you would agree with
that.

Mr. MUELLER. I would have no reason to disagree with that
statement, Senator, but I must say that I am not familiar with the
issues relating to safety locks. I would hope that if the FBI, and
I don’t know whether the FBI uses safety locks, but if the FBI was
usinkg gafety locks, I would want the FBI to have safety locks that
worked.
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Senator KOHL. Yes, that is fine. I hope you do not get in trouble.

[Laughter.]

Mr. MUELLER. Unfortunately, given my ignorance, that is——

Senator KOHL. One last question. A particular concern in Wis-
consin that we discussed for a minute last week, I would like to
get just a public comment from you.

According to recent FBI statistics, Milwaukee has 50 less agents
than Charlotte, 23 less than Buffalo, and 20 less than Indianapolis,
which are cities with comparable or smaller populations than Mil-
waukee. As a result, the number of FBI-led arrests in Milwaukee
lags far behind even much smaller cities, despite the fact that Mil-
waukee has all of the same crime problems of other major cities.
And with our proximity to Chicago, in particular, we are subject to
their drugs and gang problems as well.

As you said to me in the office, I would like to hear you say it
here, if I might, will you pledge to work to reevaluate the FBI's al-
location of resources—I am not asking for a promise to move a cer-
tain number of agents by a certain time, but rather that you give
Wisconsin and Milwaukee a fair evaluation and provide us with the
resources as you determine we deserve them.

Mr. MUELLER. Yes, sir, I would absolutely do that. And I did, in
response to a question yesterday from Senator Sessions, discuss the
necessity for there being some flexibility on local priorities vis-a-vis
national priorities. And how that can be worked into the system of
allocation of priorities I am not, myself, personally familiar, but it
has been a concern of mine, as a United States attorney, and will
be a concern of mine should I be confirmed as Director of the FBI.

Senator KoHL. I thank you. And, Mr. Mueller, you are a very im-
pressive man. I thought that when we met. I have continued to feel
that way. I have watched the proceedings here yesterday and
today, and you will have all of the support from my office that you
could ask for.

Mr. MUELLER. Thank you, sir.

Senator KOHL. Mr. Chairman, thank you.

Chairman LEaHY. Thank you, Senator Kohl.

As far as the question of trigger locks are concerned, I have tried
out some of the commercial ones—I own a number of guns, as most
Vermonters do—but I tried out a number of them that do not work
worth a hoot. I agree with you. If you are using them, get some
that work. I would suggest people, if they are concerned, do what
I do in my home. We have a steel gun safe bolted to the floor, and
everything is kept there and locked up. It is also a recommendation
I would make, though we no longer have young children around,
to anybody who has young children.

You probably will not be required to carry a side arm in your
new position, but if you do, I would suggest the same thing. The
easiest thing to do is just have somewhere to lock them up at
home. In fact, in that regard, I would like to revisit the issue of
Attorney General Ashcroft’s proposed changes to the National Inci-
dent Criminal Background Check System because Senator Schu-
mer and Senator Feinstein raised issues on that.

It is my understanding that the Attorney General proposed these
changes to address the privacy interests of law-abiding firearm
purchasers, but he still wants to meet the law enforcement require-
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ments of the Department. My further understanding is the pro-
posed regulations on background check records would not impact
on the retention of records, where a person is denied approval
under the NICS system. For example, if the attempted purchaser
has a criminal record or is under age, then the record of that denial
would be kept indefinitely for law enforcement officers to inves-
tigate and prosecute as a violation of the Brady law.

In addition, the proposed regulations would create a new indi-
vidual audit log for Federal firearm licensees. It would allow the
FBI to share NICS information on individual gun dealers upon re-
quest of the ATF. The proposed regulations would not change the
existing NICS records retention requirements on firearm dealers.
In fact, ATF inspectors would use these records and be kept on lo-
cation at firearm dealers. They could trace and investigate crime
guns or guns used in a crime or review for fraud during their in-
spections and so on. They could still use the NICS transaction
number in all background checks.

Now, I agree with Attorney General Ashcroft that we should pro-
tect the privacy of law-abiding citizens. I am one, and a lot of other
people are. You fill out all of the forms if you buy a gun, but you
do not expect all that material, once they have checked on you and
find out you are law-abiding, you do not expect the papers to be
sitting around there farever. I believe we need to maintain an accu-
rate auditing system for background checks, and I think we can do
both and keep firearms out of the hands of criminals and children.

So maybe the thing I might ask, I would just ask you to work
with members of this committee and the Attorney General to en-
sure that the National Incident Criminal Background Check Sys-
tem maintains an accurate auditing system, but also that we pro-
tect the legitimate rights of gun owners. So I assume you are per-
fectly willing to work with us on that.

Mr. MUELLER. Absolutely.

Chairman LEAHY. Another area, though, that is more apt to have
longer-range consequences is on some of our new search and sei-
zure procedures. The Supreme Court recently had occasion, as you
know, to look at the issue of thermal imaging under the Fourth
Amendment, where—for those not familiar with it—you use devices
outside of somebody’s home, and basically what you are doing is
checking heat levels in the home. You can use it to determine when
somebody moves from room to room. In this particular case, as I
recall, it was checking to see whether they had lights on that might
be used to grow marijuana. But the main point was somebody sat
outside the home, looked inside the home, and the Supreme Court
felt that the procedures used in that case did not fulfill the Fourth
Amendment protections and that there was not adequate basis for
this search.

My guess is we are going to see more such issues because we
have new kinds of surveillance technologies. It is not like the old
days you had to look in a window or you had to get into the house.
Electronically, whether it is thermal imaging or whether it is other
types of surveillance, we are going to find things that perhaps you
or I would not even be able to anticipate today.

Now, as a former prosecutor, I understand the benefits of surveil-
lance. In my career, we used surveillance a lot to catch criminals.
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I am sure you have too. But we have also got to protect America’s
sense of privacy. You can wiretap telephones, but you have to fol-
low very specific procedures to do that.

I would ask you to look at the procedures in place for law-en-
forcement access, for example, to electronic information because
much of it is stored in the hands of third parties. I think this has
been touched on by some of the questions asked here by Senator
Cantwell and others. We live in an era where privacy becomes less
and less for a number of reasons. A lot of the privacy we give up
willingly, but I think we give up some of it surprisingly, and I
think Americans would be surprised to know how little privacy
they have in some areas. But I think we should work closely to-
gether on this because my guess is the courts will be looking at this
more and more, as they should, rightly should, to make sure that
we are protected in the electronic age.

So I would ask you to look at this issue, whether it is keystroke
surveillance, thermal imaging or how you deal with the prolifera-
tion of companies that hold our data. This is important because of
our wide use of the Internet.

Mr. MUELLER. I would be happy to look at that and work with
the committee on those significant issues. The use of the thermal
imaging system that was addressed by the Supreme Court is one
of those technological advances where ultimately law enforcement
needed guidance from the Supreme Court. It was not, if I recall
correctly, a unanimous decision.

Chairman LEAHY. That is right.

Mr. MUELLER. And it was a close issue. And there are going to
be those issues where there is a law-enforcement tool, there are
privacy interests implicated, and yet one doesn’t know where the
line is. We do have to look at each of those issues and be cognizant
of the privacy interests involved.

It has been my habit in the past to sit down and listen to and
get the input from a number of different people with different con-
cerns, whether it be privacy interests or defense counsel. And when
concerns are expressed and we can address those concerns, I would
like to be responsive to those concerns and do so without the neces-
sity of perhaps going to a court or a third party.

Certainly, I would be—look forward to sitting down and working
through some of these issues with the committee, as I would with
others who are interested in the development of that new tech-
nology.

Chairman LEAHY. And I am not suggesting, of course, by any
means that law enforcement become kind of Luddite. There are
going to be new technologies and they should be available, but also
within the constraints of what have been our search and seizure
law. I helped rewrite the wiretap laws. We came into a digital age,
and knowing that it is no longer the old age of the sheriff standing
on the roof of the pickup truck and pinning the allegator clips to
a telephone wire going through. It is a far more complex thing
today, and I think we worked out something that reflected the ap-
propriate balancing of interests, and we can do that.

We are not trying to stop, neither you nor I want to stop, new
technology, but we also do not want intrusive technology used with-
out the appropriate privacy safeguards in place.
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I see Senator Specter, and I assured him earlier that at 11:30 we
would turn back to him. Then, if there are not other Senators with
questions, after Senator Specter is finished, we will recess the
hearing.

Senator Specter?

Senator SPECTER. Well, thank you very much, Mr. Chairman.

Thank you for stopping by this morning, Mr. Mueller, so we
could talk about some of the issues which we discussed yesterday.
We spent, as you know, the better part of an hour, and I think we
are pretty close together, but let us talk for a few minutes on the
record.

Mr. MUELLER. Right.

Senator SPECTER. I had raised the issue of this memorandum,
dated December 9, 1996, where Director Freeh recounts a meeting
between a top FBI official, Mr. Esposito, and a top Department of
Justice official, Mr. Lee Radek. And the key part of the memo-
randum contained the language that Mr. Radek commented to Mr.
Esposito that there was a lot of “pressure” on him, Mr. Radek, and
the Public Integrity Section regarding the Democratic National
Campaign Finance investigation because “the Attorney General’s
job might hang in the balance,” or words to that effect.

And where we ended up yesterday was on the point as to the sta-
tus of congressional oversight, and we were talking about whether
the FBI Director should have turned it over to at least the chair-
man and ranking member of Judiciary. And he had said that the
Director ought to take it up first with the Attorney General, and
I would agree with that totally, but if the Attorney General then
disagreed about its being turned over to the Judiciary Committee,
it seemed to me that the FBI Director had a duty to do that. The
FBI Director is in a very unique position, having a 10-year statu-
tory term.

And this memorandum was written at a time when there was an
outstanding question as to whether Attorney General Reno would
have been reappointed by President Clinton to be Attorney General
for a second term. And had the Judiciary Committee and Congress
known about Mr. Radek’s position, it might have had a very pro-
found influence on the appointment of independent counsel—any
suggestion that there was a decision based, in part, on the Attor-
ney General’s status.

And I think when we talked this morning you concurred—you
will say it yourself in a moment—on separation of powers, that
Congress does have a right to know about a matter of this impor-
tance, after the Director has run up the chain of command to the
Attorney General, if there is not agreement to turn it over, that
there would be a duty by the Director to turn it over for Judiciary
Committee oversight.

Is that fairly accurate?

Mr. MUELLER. I think, Senator, I believe there may be occasions,
and it is hard on this with just fact specific. But there are occasions
where if I thought that an investigation was being interfered with,
hampered, for political reasons or other reasons, in an unwarranted
way, I think my obligation would be to speak closely to—talk to the
Attorney General about that, and ask the Attorney General to
turnover whatever was either responsive or important to the Con-
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gress to do its duty. And if it was a matter of substantial con-
sequence, and I was turned down by the FBI—not by the FBI—was
turned down by the Attorney General, I would have options on
hopefully where to go with that, but I would think I’d have an obli-
gation to inform the Senate of that, and produce those documents.

Senator SPECTER. Thank you for that response, Mr. Mueller, be-
cause I think this is one of those really extraordinary examples
where congressional oversight would have been extraordinarily im-
portant, and I am glad that we have come to a meeting of the
minds on that.

We then discussed this morning at some length the business
about having records turned over to the Judiciary Committee. And
I gave you a copy of a draft report on Wen Ho Lee that our sub-
committee had prepared, and 1 appreciated your reviewing that
very extensive document, running some 185 pages. And the Wen
Ho Lee case was a matter of, I think, compounding errors. There
was a request for a warrant under the Foreign Intelligence Surveil-
lance Act, where the FBI Director sent a top official to talk to the
Attorney General, and the Attorney General delegated it, and then
the FISA warrant was rejected, and there was not a followup either
by the Attorney General or the FBI Director, and we have since
legislated on the subject that when the FBI Director asks the At-
torney General a matter of that sort, there has to be a response
in writing by the Attorney General, and the FBI Director has a
statutory obligation to followup.

The Wen Ho Lee investigation then languished for about 14
months until November or December 1998, and at that time, with
the Cox Commission about ready to come out with a report, the
Secretary of Energy Richardson, then acted in a hasty manner, I
think precipitously, had a lie detector test given to Wen Ho Lee by
a private agency, a dispute as to what that showed, and then a fail-
ure of the FBI to move Wen Ho Lee away from access to confiden-
tial documents, and finally a search warrant in April 1999, and
then no activity against Wen Ho Lee until December when he was
arrested. And we still have not had a chronology as to exactly what
the FBI and the Department of Justice and the Department of En-
ergy did in that intervening time. It seems to me extraordinary
that he would be at liberty for all that time, April to December,
and then manacled and put in solitary confinement. And then we
could not get any records because the matter was under investiga-
tion, prosecution, continuing investigation, but principally prosecu-
tion, and then a guilty plea taken to only one count of a 59-count
indictment.

And that illustrated the necessity for oversight, and I had read
you the Congressional Research Report, and I want to go over that
with you for just a minute here. The part first where Congressional
Research says, quote, “demonstrates that the Department of Jus-
tice has been consistently obliged to submit to congressional over-
sight, regardless of whether litigation is pending, so that the Con-
gress is not delayed unduly in investigating misfeasance, malfea-
sance or maladministration in DOJ or elsewhere,” close quote, so
that even if there is a pending prosecution, congressional oversight
has standing and can get information, and we talked about the one
exception, which I concurred with you, if there is a executive privi-
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lege, not a matter of co-equal branches, that is a matter for the Ju-
diciary to conclude. But I wanted to get your record comment as
to the appropriateness of congressional oversight even if there is a
pending prosecution or a pending investigation.

Mr. MUELLER. I think I would say that yes, congressional over-
sight is appropriate, even if there is a pending prosecution or inves-
tigation. And I think it incumbent upon the executive to attempt
to accommodate the request of the oversight committee, absolutely.
And I think each situation has to be addressed. It may be a very
important one, it may be not so important. Each situation one has
to look to, and it is incumbent upon us to attempt to accommodate
the necessity of the oversight committee to have the information it
needs. And one of the factors may well be that there is an ongoing
prosecution or investigation, but we have an obligation to accom-
modate in what ways we can.

Senator SPECTER. The Congressional Research memorandum
then covered a point of significance when it stated, quote, “In all
instance, investigating committees were provided with documents
respecting open or closed cases that included prosecutorial memo-
randa, FBI investigative reports, summaries of FBI interviews
memoranda.” Again, I think we are of a same mind, that that is
an appropriate function for congressional oversight?

Mr. MUELLER. Well, I note that they comment about what has
been done in the past. I guess I am not certain about specifically
what the question is.

Senator SPECTER. Well, the question is, would you agree with the
Congressional Research conclusion that congressional oversight is
appropriate to be provided with documents respecting, quote, “open
or closed cases that included prosecutorial memoranda, FBI inves-
tigative reports, summaries of FBI interviews and memoranda.”

Mr. MUELLER. In appropriate cases, absolutely.

Senator SPECTER. Well

Mr. MUELLER. And I have had occasion myself to be in a position
of accommodating a committee of Congress, who asked for many of
those same things, and, yes, in appropriate cases. My concern is
making an overall generalization that in every case this should be
the way that we intersect in terms of responding to legitimate over-
sight of committees.

Senator SPECTER. Well, you used the word “appropriate” twice,
and I would agree with you that Congress has a responsibility to
proceed in a rational way with a purposeful request. The Con-
gress—and you and I talked about this this morning at some
length—I believe under the law has the last word. If a prosecution
is to be prejudiced, the law is, as I understand it, that Congress
has the last word. And if Congress has the responsibility for legis-
lation and you get involved in some complex matters, but if it is
pressed all the way, we talked about the possibility of a member
being under investigation, and there you might have to go to the
Speaker or the majority leader, the congressional oversight might
have to be redefined. But I just want to establish that you concur
that Congress does have the last word on congressional oversight,
absent executive privilege.

Mr. MUELLER. Well, it’s the assertion of executive privilege, yes.
And the ultimate arbiter, when there is a clash or disagreement be-
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tween the executive and the legislative, I believe the courts are the
final arbiters of that, and I think I mentioned the American Tel
and Tel case, in which it specifically describes the balance between
the two co-existent branches of—co-equal branches of government,
Congress and the executive, and encourages accommodation. And
I would hope that we would never get to the point where the—
where the senator or the committee would say, “We have the last
word.” I would hope to be able to accommodate you so that we
never reach the point that requires either the executive or the sen-
ate to go and seek the advice of a court.

Senator SPECTER. Well, I would hope we would too, and I think
we will be, but in the Wen Ho Lee case we had that extraordinary
circumstance, and we did not get the documents. And the case
went downhill all the way. And I think congressional oversight can
be of help, as you and I discussed today.

Let me turn to—would you like me to conclude, Mr. Chairman,
and come back for another round? I have just a few more minutes.
I know Senator Durbin is here.

Chairman LEAHY. I want to accommodate both because I think
we can finish this whole thing before the noon caucuses, and Sen-
ator Durbin, what is your schedule? I have also told the Senator
from Pennsylvania I would accommodate him as much as needed,
because I thought he had important questions.

Senator DURBIN. I promise to be very brief.

Chairman LEAHY. I wonder if the Senator from Pennsylvania
would mind doing this, yield to——

Senator SPECTER. I would be glad to.

Chairman LEAHY.—Senator Durbin for his questions, and then
go immediately back to you.

Senator SPECTER. I would be glad to, Mr. Chairman, certainly.

Senator DURBIN. Thank you very much, and Mr. Mueller, thank
you for coming, and submitting yourself to this humbling process.
And I am very impressed with your credentials, and I am certain
that I speak for the vast majority of senators, Democrat and Re-
publican. We feel that you are the right person for the job, and it
is a big job. We met in my office to talk about some aspects of it,
and in a very brief time, I was impressed by your candor and your
insight.

I would like to address an issue, which no one, as the head of
any agency, would readily invite questions on, but one I think is
inevitable. And that is this whole question of the Inspector Gen-
eral. There are some 57 Federal agencies with an Inspector Gen-
eral on board. This person is really a watchdog, I am sure a pain
in the neck for the directors and secretaries who are being subject
to their inspection, and yet I think an important part of the proc-
ess, because as I view it, each of these Inspectors General, tries to
take a detached view of the agency and its management, and then
come to Congress and make a report as to what they consider to
be shortcomings, whether it is something very serious or something
just at a managerial level. But it has created a counterbalance to
many of these departments and their people who are leading them.

I think, as I review this, that the Federal Bureau of Investigation
tried throughout its history to avoid political contact and political
involvement, the feeling being, under Mr. Hoover and some others,
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that as long as they were separate and apart and not subject to po-
litical influence, they would be far more professional in their con-
duct. As a consequence, a fortress mentality emerged at the FBI
that really separated them from the political process.

Several years ago my colleague from Pennsylvania, Senator Spec-
ter, raised this whole possibility of an Inspector General at the
FBI. It is a thing that I started looking into, and Senator Specter
was kind enough to co-sponsor legislation with me for the creation
of a separate Inspector General.

I might add that in the Treasury Department, the IRS has its
separate Inspector General, in addition to the IG for the Depart-
ment of the Treasury.

What is your thinking about, I mean, in terms of whether or not
the FBI should have a separate Inspector General or some other
approach that could give Congress the assurance that even with
the best of your management, that agency will be subject to the
same type of scrutiny that 57 other Federal agencies face?

Mr. MUELLER. The FBI has its own Office of Professional Re-
sponsibility for—and as I'm sure the Senator is aware, last week
or the week before, the Attorney General relaxed whatever remain-
ing restrictions there were on the IG’s—the DOJ IG’s ability to un-
dertake investigations of the FBI, and consequently, I see the In-
spector General from the Department of Justice working very close-
ly with the FBI Office of Professional Responsibility to allocate re-
sponsibilities.

If I were the Attorney General I might have some concern about
a separate Inspector General feeding the perception that the FBI
was a separate institution accountable only to itself. And I'm not
certain I my own mind whether or not what the accountability you
seek cannot be discharged by an Inspector General with appro-
priate personnel in the Department of Justice, as opposed to estab-
lishing another Inspector General in the FBI.

Senator DURBIN. Well, as much pride as I have in authorship, I
am trying to achieve a goal, and let me ask you if that goal might
be achieved by changing the relationship between the Inspector
General for the Department of Justice and the FBI as an agency,
because the current—I should not say the current—but historically,
that Inspector General appears to have been waved off, or at least
shunned, when it came to the kind of inspection that we would de-
mand in virtually every other agency. So I am asking you a pretty
tough thing here. You want to be the Director of the FBI and man-
age the agency, and I am asking you what steps will you take then
to assure me or other members of the committee and Congress,
that there will be a healthy relationship with an Inspector General
who is part and parcel of the management of the FBI?

Mr. MUELLER. Me, I can assure you that I believe that for in-
stance I should have weekly, if not weekly, every other week meet-
ings with the Inspector General to review the cases, in the same
way that the Attorney General meets with the Inspector General.
I think there ought to be a close relationship. I will say that I am
not certain that the FBI would say that the Inspector General has
been waved off in the past. The Inspector General in the Bureau
has done—not in the Bureau—but the Inspector General in the De-
partment of Justice has undertaken some wide-ranging and thor-
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ough investigations of the FBI. To the extent that the Inspector
General in the past was hampered by having to go to the Attorney
General and specifically requesting authority, that has been re-
moved.

So I do believe that if there is an instance of—which the Inspec-
tor General believes needs to be investigated in the FBI, there are
no longer any constraints on that Inspector General’s ability to do
that.

Senator DURBIN. I think there are two things that are playing
against your conclusion. The first is this historic feeling that the
FBI is a different agency, the FBI is not going to be subject to the
same level of scrutiny and inspection as other agencies of the gov-
ernment, and I hope you agree with me that that attitude has to
change.

Second, we have cut the resources for the Inspector General’s Of-
fice in the Department of Justice, as we have dramatically in-
creased the number of employees in that department. So as we
have given more and more responsibilities to the Department of
Justice, the Inspector General has not kept up with personnel to
be able to take assignments, whether it is with the FBI or other
agencies. So that is a funding issue that we need to address in
Congress, but I hope one you will be sensitive to.

I do not know what my time situation here is, but I want to just,
if I can, touch briefly on two other issues. And one I raise with vir-
tually everyone who comes before us in the field of law enforce-
ment. That is the issue of racial profiling. And I have been heart-
ened by the comments made by Attorney General Ashcroft, as well
as every other person that has come before us as part of his admin-
istration, that they are bound and determined to do something
about racial profiling. I think that is absolutely essential, and it
should not be partisan at all. This is something as a Nation that
we should make as our goal to end that sort of thing.

And yet, let me just draw, as I did with Congressman Hutch-
inson the other day, this one statistic, set of statistics to your at-
tention. It is, 12 percent of the American population are African-
American. The Director of Drug Control Policy, has said in the
past, General McCaffrey, that 13 percent of the drug users in
America are African-American. 12 percent population, 13 percent of
the drug users are African-American. And yet despite this, 35 per-
cent of those arrested for drug possession are African-American. 55
percent of those convicted for drug possession are African-Amer-
ican. And over 60 percent of those incarcerated are African-Amer-
ican. The statistics are equally compelling when it comes to those
of Hispanic descent in terms of incarceration all the way through
the process.

The reality is there is a racial disparity in our country’s criminal
justice system. Despite the fact that five times as many whites use
drugs as African-Americans, you could never tell it from the prison
population. This is something we all have a responsibility to be
sensitized to. Do you acknowledge this? And if so, what do you
hope to do about it?

Mr. MuteLLER. Well, I acknowledge that racial profiling is abhor-
rent to the Constitution, it is abhorrent in any way, shape or form.
And I would make certain that from the first day an FBI agent sets
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foot in the academy in Quantico that that refrain is repeated as
part of the training, and as one goes through the ranks, continuous
retraining, and focus on the fact that the FBI, in order to be the
preeminent law enforcement organization in the country if not in
the world, has to have a unblemished record with regard to ad-
dressing and strongly attacking any indication of racial profiling.

The FBI has the responsibility of enforcing the civil rights of this
country, and it cannot do so effectively, efficiently and with the
credibility of the American people, if it itself is not absolutely the
example of law enforcement in this area.

Senator DURBIN. Then let me ask you, as my last question, on
the promotion of diversity within the FBI, do you feel that the FBI
employment level now, in terms of minority employment, is reflec-
tive of America?

Mr. MUELLER. I am not that familiar with it, but let me just say
this. I believe that we have to make every effort to recruit from the
diverse areas of our society, and we ought to make every effort we
can to make certain that the FBI, through all the ranks, reflects
the diversity in our society.

Senator DURBIN. I give you these statistics, and let me say Con-
gress has—my office, all of us, have the same responsibility that
I am asking of you at the FBI, just so we can use it as a point of
reference if there are future hearings on how we are doing, what
progress we are making. In 1997 at the FBI, all minorities com-
bined accounted for 15.3 percent of all FBI special agents; 5.6 per-
cent African-Americans, 6.9 percent Hispanic, and 2.2 percent
Asian, the rest, 84.7, were white.

As of the 2000 census the numbers indicate that African-Ameri-
cans represent 13 percent of our Nation’s population, 5.6 percent
of the special agents at the FBI; Hispanic-Americans 13 percent of
the population, 6.9 percent of the agents at the FBI; and Asian-
Americans close to 4 percent, while 2.2 percent are agents at the
FBI. So clearly, when we are dealing with the issue of racial
profiling and promoting diversity, all of us, including the FBI, I
hope will be more sensitive to recruiting and training and retaining
minorities who can really help to give us that kind of balance. I
hope you would agree with that.

Mr. MUELLER. I agree with that.

Senator DURBIN. Thank you very much.

Thank you, Mr. Chairman.

Chairman LEAHY. Let Senator Specter, who yielded for Senator
Durbin, let him finish his questions, go to Senator Biden, if that
is all right.

Senator BIDEN. Go to me now, Mr. Chairman?

Chairman LEAHY. Well, Senator Specter has a few more minutes
to finish his questions, is my understanding. Am I correct?

Senator SPECTER. Mr. Chairman, I think I can finish them in an-
other 10-minute round.

Chairman LEAHY. Why don’t we—if Senator Biden has——

Senator BIDEN. No, I will just submit my questions. And I have
to leave. I will be happy to submit them.

Senator SPECTER. Well, let me yield to Senator Biden since he
has to leave.

Chairman LEAaHY. OK.
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Senator BIDEN. I would ask unanimous consent that my state-
ment be placed in the record, and I will just ask two very brief
questions and submit a copy.

Chairman LEAHY. And I would note also for the record, all state-
ments anybody wants to submit, the record will be kept open for
that and for further questions.

Senator BIDEN. One of the things that happens, as you know, Mr.
Mueller, is when things start going wrong, they all go wrong. And
although I think the FBI—I know the FBI has made some serious
mistakes, and you and I had a very long discussion in my office
about what I privately thought—presumptuous of me, but after
doing for 28 years, what I thought you were about to face as the
Director.

I think it should be stated, which is obvious and I am sure every-
body agrees, that the vast majority of the FBI agents, the over-
whelming majority of the FBI agents—overwhelming—are among
the most honorable women and men I have ever encountered in
public life. And up until very recently, it has been the standard to
which every other law enforcement agency in the world has pre-
pared. In the world. And so one of the reasons for my disappoint-
ment is I am such a big fan. I have in year before when I chaired
this committee, I don’t think it is an exaggeration to say one of the
reasons why the FBI’s budget is what it is, I will bet you that 50
percent of the reason occurred on my watch, opposed by Presidents
of the United States at the time.

So I think you are going to—anything that isn’t working right in
law enforcement, whether or not you are responsible for it, you are
going to be held responsible for it. I figure you have already figured
that out by now.

Mr. MUELLER. I understand that.

Senator BIDEN. But I hope we keep a balance here. There needs
to be, in my humble opinion, a greater balance and a little injection
of reality into the FBI right now, but the place from which you
come as U.S. Attorney dealing with the FBI and with local law en-
forcement I hope will equip you with some ballast here.

I have two points and questions that I want to ask. I have been
disturbed for years since I have in large part, to my discredit in
some cases, been responsible for most of the major drug legislation
that we have on the books, including one I have been trying to cor-
rect for over 17 years—that is not true—yes, about 17—about 13
years, that Senator Moynihan and I, neither of whom have ever
been accused of being insensitive to racial issues, both of which
have come from—in my case, from the civil rights side of the agen-
da. We're the guys that wrote the crack cocaine legislation because
we were told by all the medical experts at the time that this epi-
demic which, in the early 1980’s, Moynihan predicted was coming
from the Bahamas and no one would pay attention to it. The Cen-
ter for Disease Control wouldn’t focus on it. The agencies wouldn’t
focus on it. Nobody focused on it.

Prior to that, it used to be for every one woman that was ad-
dicted to drugs, there were four men. Crack cocaine became the
great equalizer, responsible for the spread of AIDS in a whole
range of ways because women were prostituted in order to continue
to have their daily hits, and sometimes 20, 24 hits a day.
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And so we passed this law putting the minimum mandatory for
crack cocaine. A white kid out in suburbia in a $400,000 home
doing a line of cocaine at night with his father or with his friends
or by himself, if caught, would not go to jail, but the 21-year-old
who got picked up for crack cocaine on the corner got 5 years. And
we have been trying to change that in the Sentencing Commission
for years. As a matter of fact, one of the people I recommended to
be the Chairman, a Scrantonian, an acquaintance and friend of the
Senator from Pennsylvania, wrote a report urging us to rectify this
at one time a 100-to—1 disparity that existed.

I would ask you to take a look at—even though you are not the
drug director and you are not DEA, but your voice will be listened
to as FBI Director—this racial disparity in the context of a couple
specific things, one of which is the degree to which crack cocaine
is responsible for the number of African-Americans and Hispanic
Americans, minorities in jail. It is a much easier hit. It is a much
easier hit for the police department. I am not criticizing them. You
know, they see it in the street. A transaction takes place in the
street. They arrest in the street, and mandatory sentencing, jail.

And the second thing I would ask you to take a look at, because
I am asking the DEA to take a look at it as well—and I will ask
Mr. Walters when he comes before us when I hold his hearing—
the chairman has asked me to hold his hearing—is the second
piece. Although there is a 13-percent usage rate among African-
Americans comprising 12 percent of the population and in many
cases up to 60 percent of the folks in jail, that on its face is a glar-
ing disparity. And I am sure not a small part of it relates to racial
disparity.

But one of the things that has been proffered—and I want to
know what the answer is. I don’t expect you to know it—is the de-
gree to which African-Americans arrested for a drug charge result-
ing in jail relates to trafficking as opposed to consuming. Are you
with me?

Mr. MUELLER. I am with you.

Senator BIDEN. Because a lot of the younger people used in this
business by white organizations—it doesn’t have to be a black orga-
nization—are African-American youth and African-American young
men.

I don’t know what the numbers are. All you got to do is go down
Aramingo Avenue in Philadelphia and find out where most of the
money is going. It is not going into the hands of black organized
crime units. It is going into the hands of other units, but you will
see an awful lot of African-Americans being used, in the literal
sense used. So I would like to know at some point and ask you to
think about in a coordinated effort with your counterpart at DEA
to take a look at that to see what this—because the most important
thing for us to do to get this whole question of racial profiling and
then in my view racial disparity across the board into focus is to
have the hard facts as best we can accomplish them.

So I would ask if you would be willing—I am not asking you to
be responsible for it, but I am asking you if you would be willing
to join with DEA and join with the national drug director to take
a look at that.

Mr. MUELLER. Yes, Senator, absolutely.
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Senator BIDEN. Now, the second and last question that I have for
you is that I am of the view—and, again, you know, sometimes
when you work very hard on something and you get it passed and
it takes years to do it, you very much as a legislator want to be
convinced it worked. You want to be convinced all your hard work
really meant something. Sometimes we are just dead wrong. At
least I am. Sometimes I work on a piece of legislation that I help
pass or am responsible primarily for getting the attention of my
colleagues and getting it passed, and it turns out not to be as effi-
cacious as I thought it was going to be. And I have tried in my ca-
reer to acknowledge what doesn’t work, whether it was the Vio-
lence Against Women Act, when we back and looked at it to see
what worked and what didn’t work, jettison what didn’t work and
add to what you needed to do.

And that takes me to the local COPS program, and my question
is: You having worked as a U.S. Attorney have worked with local
law enforcement. How critical do you believe to the FBI is genuine
cooperation and sufficient staffing and expertise at the local level
to you being able to carry out your charge as Director of the FBI?
In other words, how important are local cops?

Mr. MUELLER. The job cannot be done without a close working
relationship with local police officers. As I said in my statement,
local police officers are the backbone of law enforcement in this
country, State and local police officers. And to the extent that we
hope to have any successes—and if you look at the successes we
have had in terrorist cases or white-collar crime cases or violent
crime cases, more often than not the success will be a joint effort
of State and local working with the FBI, where the FBI has exper-
tise perhaps and some talents to bring to the table, but the knowl-
edge of the community, the knowledge of the streets, the interroga-
tion or the interviewing techniques of the State and locals are abso-
lutely critically important to the completion of the investigation
and the successful prosecution.

Senator BIDEN. Mr. Chairman, thank you very much. I would
like to end on a positive note here, from my perspective, anyway.
Having had oversight over the FBI or been part of the oversight
process for 26 years, there is one very good thing that has hap-
pened to the FBI, and it is better today than it ever was, and that
1s the coordination with local law enforcement. I would argue that
that one factor is one of the most significant factors in dealing with
the reduction of violent crime in America than anything else. So for
all the things you are not doing, I would argue that the Bureau has
done that pretty well.

And, I ask my colleagues, just check with your local police. It
used to be when you would say, “I am bringing in the FBI, Senator
Biden, I am going to get the FBI to come help you,” it was similar
to saying, you know, “I am from the Federal Government, I am
here to help.”

Today, I get asked. Today, they want it. Today, the relationship
seems, at least in my personal experience, to be working very well.
I hope you keep it up. I am sure you will.

I thank you, Mr. Chairman. I thank my friend from Pennsyl-
vania.
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Chairman LEAHY. I would note that this is not always what you
hear from local police, and it is, though, the goal to reach, and
there are some significant areas of improvement. Some of the
smaller law enforcement agencies will still want to be heard.

Senator Specter, you have been waiting patiently.

Senator SPECTER. Thank you, Mr. Chairman. I would like to as-
sociate myself with Senator Biden’s comments, especially the one
about crack cocaine, and acknowledge his leadership as chairman.
I would associate myself, I think, with all of his comments except
for the opening statement that he had only had two brief questions.

[Laughter.]

Senator BIDEN. The questions were brief. The statements were
long.

Senator SPECTER. But I am always glad to defer to Joe Biden.

Mr. Mueller, on the issue of what you are going to do, comput-
erization or whatever the techniques are to get the records pro-
duced, how will you tackle that specifically? And let me give you
just one illustration of what happened at Waco, April 1993, and it
wasn’t disclosed until August 1999 that there were records about
the pyrotechnics, the devices which were incendiary. The other as-
pect of that matter is that when Attorney General Reno and FBI
Director Freeh testified before a House committee, there was an
FBI agent present who knew there were pyrotechnics used and did
not correct the testimony of the Attorney General or the FBI Direc-
tor or tell them that they were incorrect when they said there were
no pyrotechnics. So it is a two-part question.

First, how do you deal with the mechanization of the FBI to be
sure that you will have those kinds of records available in a timely
way? This goes to McVeigh and many, many other lives.

Mr. MUELLER. Well, two things. Actually, the platform for mak-
ing records readily available, as most law firms would see now, is
the imaging of documents and coding of documents and easy re-
trieval from a data base. If, for instance, you had all the documents
relating to Waco in a data base that had been—where they had
been imaged, and once they had been scanned, even read it, you
could run a search on pyrotechnic and find every document in
which that word appears. And so if there is an issue, a question
about were pyrotechnics used, you don’t have to go through 10,000
documents, track down 4, 5, 10, 15, 50 FBI agents to determine
whether or not they were used.

Senator SPECTER. But suppose you don’t know the word or you
don’t have a reason to think pyrotechnics were used. It is just a
matter of having the relevant records available that happened in
Waco in April 1993.

Mr. MUELLER. Well, you can do any number of searches to pull
out that which is more specific. I mean, the computerization of
records today would be exceptionally helpful in responding, I think,
to the requests, specific requests of Congress.

Going to the point about not correcting the testimony, quite obvi-
ously, if there is some error on testimony, it should be corrected
immediately. If there was—as a result of a mistake, if I make a
mistake here, and somebody—I walk out in the hall and somebody
says, Now, Mr. Mueller, you told the Senate committee “x,” I think
if you look at this document it is “y,” then I have got an obligation
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as soon as possible to rectify that mistake and to explain to you
why it was made.

Senator SPECTER. Well, in the absence of correcting the mis-
take—and we covered this on Ruby Ridge—where matters are not
disclosed, what is your response going to be when somebody delib-
erately does not correct a mistake or deliberately does not disclose
important information as it appears in Ruby Ridge?

Mr. MUELLER. There are a range of sanctions, and I would take
action, absolutely. I mean, the bedrock principle for the Bureau has
to be candor and truthfulness, whether it be in response to over-
sight, whether it be in response to Assistant United States Attor-
neys, whether it be in response to defense counsel, with the struc-
ture itself.

Senator SPECTER. What kind of action?

Mr. MUELLER. It depends on the circumstance. I mean, anybody
that lies, absolutely anybody who lies deserves the strongest sanc-
tion, up to and including a dismissal from the FBI.

Senator SPECTER. Mr. Mueller, the Hanssen case is an illustra-
tion, along with Aldrich Ames, of very, very enormous damage
done. I chaired the Intelligence Committee at a time when Aldrich
Ames was detected. And the CIA Inspector General, Fred Hitts,
testified before the Intelligence Committee as follows: “Although we
found no reason to believe that the Directors of Central Intelligence
who served during the relevant period were aware of the specific
deficiencies described in the special assessment, I believe Directors
of Central Intelligence are obligated to ensure that they are knowl-
edgeable of significant developments related to crucial agency mis-
sions.”

Now, this has been interpreted, when he used the word “ensure,”
that there was absolute liability on the Directors. And there was
a very heated reply given by the former Directors—Director Gates,
Director Webster, and Director Woolsey—that it was unfair to hold
them responsible when they did not know about Ames or have rea-
son to know. And the thrust of Inspector General Hitts’ point was
that when you are dealing with national security, it is incumbent
upon the Director to take whatever action is necessary to find out,
and that when it was a matter of that magnitude, it is not suffi-
cient that he didn’t know or have reason to know that he has an
obligation to find out.

Now, that is a pretty tough standard, but do you think it is ap-
propriate?

Mr. MUELLER. I can’t speak to the circumstances of that ex-
change. What I can tell you, Senator, is that I believe anything
that happens or does not happen in the Bureau, should I be con-
firmed, is my responsibility. If I did not assure that there is suffi-
cient security for the computers, to assure that there is no addi-
tional Hanssen, then that is my responsibility. I need to learn the
institution from top to bottom because I am going to be responsible
for that which does happen and that which does not happen within
that institution.

Senator SPECTER. Well, responsibility and accountability are
words that you can articulate, but CIA Inspector General Hitts im-
posed a very tough obligation. I think it would be applicable both
to the FBI Director and the CIA Director, that when you are deal-
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ing with a Hanssen or you are dealing with an Ames, you have got
a duty to find out. And I don’t know quite how you discharge that
duty, but it is a very, very heavy burden, which I think someone
who is the Director of the FBI has.

Let me go on to two other very brief questions, Mr. Mueller. One
is—and I discussed this with you—that I hear complaints from
time to time, too frequently, about FBI agents asking someone who
has been arrested against whom the Federal Government has a
case if they have some information about some other person who
is a public figure, with the suggestion that the case against the in-
dividual under arrest will go easier if that individual is able to tar-
get and identify somebody who is well known.

This is not a situation where there is a question of a co-con-
spirator to implicate somebody else where there is a predicate to
believe is involved in a matter, but just somebody out of the blue,
the person under arrest against whom a case is built knows X, who
is a prominent person. Obviously that is a very, very bad tactic.

What can be done by the Director to preclude that sort of thing
being done?

Mr. MUELLER. I must say, Senator, in all the years I’'ve worked
with the FBI, I've never seen an occurrence of that. And if that—
I will tell you that I think there are precautions within the system
to assure that that is very, very—well, very, very rare circumstance
because if somebody is indicated, the conversations generally with
the cooperators come out in trial, as well they should. But that, a
general targeting, without predication, is anathema to the Bureau,
and to the extent that any incident such as that comes to the at-
tention of the Director, it should be dealt with firmly.

Senator SPECTER. My final question, Mr. Mueller, is about FBI
leaks, and I wrote to FBI Director Freeh on June 8th this year ask-
ing, saying, “I am interested to know whether you have initiated
any investigation on the leaks which have appeared in the press
concerning an alleged investigation of Senator Robert Torricelli,
and if so, what that investigation has disclosed.” And I have had
no response. I would like to have that made a part of the record,
Mr. Chairman.

Chairman LEAHY. It will be.

In fact, I should note that also Senator Feinstein and I along
with the Senator from Pennsylvania have asked similar questions,
and my recollection is we have not gotten an answer either.

Senator SPECTER. Well, I was told—and I wasn’t here for the en-
tire sessions, had other obligations—that the question about Sen-
ator Torricelli had not been asked. But what do you think about
that and what action can the FBI Director take to try to preclude
these leaks which are so prevalent?

Mr. MUELLER. Generally speaking—not being familiar with that,
the facts of that particular investigation, but generally speaking, 1
abhor leaks. They are detrimental to the mission of the FBI. They
are detrimental to most particularly the individual who is the sub-
ject of them. I think you set a standard of very harsh treatment
when an investigation is conducted and somebody is determined,
has been determined to have leaked.

I know that in the 3 years I have been U.S. Attorney in San
Francisco, I believe we developed a reputation as an office in work-
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ing closely with the FBI of not countenancing leaks in any way,
shape, or form on ongoing investigations and being scrupulously
careful to assure that any public statements that are made are
made at the appropriate time and with the appropriate information
as that is allowed under the regulations put out by the Department
of Justice. And I will do everything in my power to assure that
those regulations are abided by and that any breach of those regu-
lations is treated firmly.

Senator SPECTER. As I say, I don’t know what was done. All I
know about the Senator Torricelli matter is what I have read in
the papers myself. But I did not know whether the FBI has con-
ducted any inquiry. But, if confirmed, will you conduct an inquiry
on those leaks?

Mr. MUELLER. I will look at it to determine whether there is
predication. If predication for that, absolutely, I will conduct an in-
quiry.

Senator SPECTER. Thank you. Thank you very much, Mr.
Mueller, for being so forthcoming.

Mr. MUELLER. Thank you, sir.

Senator SPECTER. Thank you, Mr. Chairman.

Chairman LEAHY. I thank the Senator from Pennsylvania both
for rearranging his schedule yesterday and again today to come
back and wrap this up.

I will close with this. The question you asked on leaks is one that
bothers me. I look at cases like Wen Ho Lee, which Senator Specter
has talked about; Richard Jewell, who was announced to the pub-
lic—I mean, the public just assumed he had tried to blow up the
Olympics because the FBI leaks and stories that came out. Tom
Stewart, who was a decorated Navy flier and investment banker,
who won last year a $6 million settlement against the FBI because
the agency leaked false and damaging information against him.

Not only is this wrong, but the three of us know as prosecutors,
if you are doing it against the wrong person, it takes attention
away from who is the real person. Everybody is focusing on the
wrong person, and the real culprit might escape detection.

So I would ask you to move this into a real priority. They are
getting too much the idea that the “guilty accused,” as somebody
once said, but that is not the way our Constitution is. People’s
names and reputations can be ruined. You can imagine if you own
a small business and all of a sudden it is announced, well, the FBI
is looking at You. You know what that does. And the smaller the
area, the harder it is.

I will also put a number of questions in the record, primarily on
some management issues. Because I am putting them in the
record, I would not want you to think that they are not of signifi-
cance to me. They are on everything from how the IG works to how
people are disciplined. I would like you to look at them, and I
would like a response. Obviously we are not going to delay things
for such responses because I don’t want a quick and easy response.
I want you to have time to do it.

I will put this nomination on the agenda for our exec meeting on
Thursday of this week. I think you understand from what you have
heard from this committee how the committee will vote. But I hope
you also understand that, in doing that—and this is probably as di-
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verse a group of Senators as you are going to see here in the Sen-
ate—that we are putting a lot of faith in you and a lot of hope in
you as Americans and as U.S. Senators. We all share the same
goals for our country, and you are given one of the most crucial
places to fulfill those goals, because what we are saying is what
250 million other Americans would say. You have got to be our
chief law enforcement officer of the FBI. You have got to set the
standard for everybody else. I think you know how in small States
like mine law enforcement looks up to the FBI. I know in my years
as a prosecutor, some of the proudest things was when officers who
had to report to my office, would come and say, “I have been ac-
cepted at the FBI Academy, I am going to the training program.”
There wasn’t a single one of those officers afterward I didn’t go in
their office and see on the wall that plaque. Usually the plaque
from there along with pictures of their family, and actually the two
of them together says a lot.

So you understand that you have to give that image, the image
of the best and the most honest. And I think, frankly, you are going
to be helped in that by your own experience and your own back-
ground, which is extraordinary.

And if I might say on a personal note, I think you benefit by your
family, by your wife and your children and your grandchildren, be-
cause ultimately that is the bedrock all of us can go back to.

So, Mr. Mueller, I appreciate your being here. I wish you well.

Mr. MUELLER. Thank you for your courtesies, Mr. Chairman, and
I can’t leave without saying, yes, my wife and my family, I would
not be here without their support over the years and the reliance
upon them. So thank you, sir.

Chairman LEAHY. With that final word, we stand adjourned.

[Whereupon, at 12:25 p.m., the committee was adjourned.]

[Submissions for the record follow.]

SUBMISSIONS FOR THE RECORD

Statement of Hon. Joseph R. Biden, Jr., a U.S. Senator from the State of
Delaware

Today, the Committee considers the nomination of Robert S. Mueller III to be the
director of the Federal Bureau of Investigation. I have met with Mr. Mueller, I have
reviewed his record, and while I have several questions for the nominee I intend
to support his nomination.

At the outset, I would like to thank Chairman Leahy for moving so quickly on
President Bush’s nomination. I understand the Committee announced its intention
to hold confirmation hearings for Mr. Mueller the very day his nomination was offi-
c}ilallly received in the Senate. It has been the Judiciary Committee’s practice over
the last

28 years to address the nominations of FBI directors expeditiously. This is a tradi-
tion that reflects the importance of the post to which Bob Mueller has been named.

Today’s FBI is a $3.5 billion, 28,000-person operation—a sprawling agency span-
ning 56 field offices, 400 satellite offices, and more than 40 foreign liaison posts. The
FBI has 11,400 Special Agents and over 16,400 other employees.

We have entrusted the FBI with vast powers, powers designed to ensure that the
Bureau has the tools and the resources it needs to lead our Nation’s fight against
domestic terrorism, violent crime, organized crime, drugs, and other law enforce-
ment priorities. The twenty-first century FBI also must be ready to confront new
threats: cybercrimes, health care fraud, environmental crimes, and new terrorist
groups that have the potential to threaten Americans here at home as never before.

While the priorities of the FBI may have grown and changed, its mission and our
high expectations for it remain the same. The FBI must pursue tough, aggressive
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law enforcement, but it must also work within the confines of the Constitution’s
guarantee of individual liberties respecting both the spirit and the letter of the law.

Unfortunately, despite the historic drops in violent crime the country has bene-
fitted from over the past eight years, despite all of the counterintelligence successes
of the Bureau, despite the vast resources this Congress and the American people
have dedicated to the FBI’s success, today’s Bureau finds itself awash in a culture
of arrogance, and amongst a populace that increasingly does not trust its work. Few
Members of Congress have been as supportive of the FBI as have I, but that support
becionl}les increasingly difficult to defend as more and more management issues come
to light.

With that in mind, it is our job in the hearing today to ensure that the nominee
before us embodies the ideals we expect the FBI to uphold, and to ensure he is the
right man for the daunting task of restoring confidence in the Bureau’s operations.

As I have required of all nominees to the FBI Director post, I believe that the
Committee must inquire as to whether Mr. Mueller has:

First, the strong moral character and appropriate personal and professional
background required to be Director of the Nation’s chief law enforcement
agency;

Second, the qualities necessary to maintain the FBI’s independence from
partisan political influences;

Third, a healthy respect for the individual rights guaranteed by our Con-
stitution along with a commitment to ensuring the FBI always respects the
rule of law; and

Fourth, an ability to lead and inspire the FBI’s thousands of heroic agents
and employees to continue to make the Bureau the finest law enforcement
agency in the world.

During my 28 years in the Senate and my membership on this Committee, I have
come to recognize the position of FBI Director as one of the most difficult and sen-
sitive within the entire Federal government.

Those of us committed to aggressive law enforcement must insist on strict adher-
ence to high standards of conduct. We must insist on an FBI director who knows
how to lead, how to institute reforms when reform is necessary, how to give our citi-
zens faith that their liberties are being protected at the same time their laws are
being enforced so as to keep them secure.

Robert S. Mueller comes to the committee with a reputation for tough prosecution,
integrity, and dedication. He has been appointed to high law enforcement posts by
two different presidents in two different parties—a rare feat. The first President
Bush named him Assistant Attorney General for the Criminal Division; President
Clinton named him to be U.S. Attorney for the Northern District of California.
Through May of this year, Mr. Mueller served as Acting Deputy Attorney General.

Mr. Mueller, you are clearly qualified for this difficult task. I congratulate you on
your nomination, I welcome you and your family here today, and I look forward to
asking you specific questions about your goals and your vision for the FBI.

Statement of Hon. Mitch McConnell, a U.S. Senator from the State of
Kentucky

I would first like to congratulate Mr. Mueller on his nomination to be the Director
of the Federal Bureau of Investigation. Although highly-publicized problems at the
Bureau over the last few years have taken some of the luster off its reputation, the
FBI remains the world’s preeminent law enforcement organization. Its successes
over the years are both legion and legendary, and its agents and employees are
some of our finest public servants. I am very happy for him to have this opportunity,
and after carefully reviewing his background and experience, I am confident he will
make the most of it.

Now, his job, as he well knows, will not be an easy one. As I alluded to, Ameri-
cans have been troubled by the Bureau’s high-profile missteps and mistakes over
the last eight years or so. Indeed, even as Americans hoped the FBYI’s troubles were
behind it, it was reported on the day he and I recently met that hundreds of Bureau
firearms and lap top computers had been stolen or lost over the last several years.
The number and significance of these incidents illustrate systemic problems in the
Bureau’s operations.

But I believe that many of these problems can be solved by strong and effective
management from the top. The performance of Attorney General Ashcroft bears this
out. In his short tenure, he has proven to be an able manager, being both proactive
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and appropriately reactive, particularly with respect to the Bureau’s operations. For
example, he created the DOJ’s Strategic Management Council to provide leadership
on long-range planning, and he has directed the Council to comprehensively review
the FBI in order to improve its performance. Attorney General Ashcroft has also,
on his own initiative, wisely broadened the authority of the DOJ’s Office of Inspector
General to include investigations of Bureau personnel. While by no means a pan-
acea, this important change should go a long way to remedying some of the ills that
have plagued the Bureau for years.

Like the Attorney General, I believe Mr. Mueller will provide strong and effective
leadership. Mr. Mueller has both impressive management and law enforcement ex-
perience. He has been a career federal prosecutor for most of the last twenty-five
years, so he is well-schooled in avoiding the problems and pitfalls inherent in crimi-
nal investigations and prosecutions. But Mr. Mueller has also managed offices and
units of all sizes and complexities, from supervisor of a Special Prosecutions Unit
and chief of a homicide unit, to Chief of the Criminal Division with two U.S. Attor-
neys’ Offices, to U.S. Attorney, to Assistant Attorney General for the DOJ’s Criminal
Division. He even helped run the Department of Justice itself earlier this year as
Acting Deputy Attorney General during a critical period when General Ashcroft was
by himself, “home alone”, so to speak.

And to the extent the FBI’s institutional culture has been an impediment rather
than an asset, it is important to note that Mr. Mueller knows the Bureau well, both
from his long career as a federal prosecutor and from serving as liaison between
DOJ and the FBI, when he was an Assistant to Attorney General Richard
Thornburgh. But Mr. Mueller is not “of"the FBI, and therefore I believe institutional
loyalty will not blind him to making the hard decisions when he needs to.

In closing, Mr. Chairman, I hope the FBI's best days are ahead of it. I am opti-
mistic that Mr. Mueller and the Attorney General will work well together. Both are
committed to vigorously enforcing the law without regard to politics or partisanship.
And both recognize that a well run agency is instrumental to that end. I look for-
ward to hearing Mr. Mueller’s testimony and seeing him get quickly to work. Thank

you.
O
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