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PREFACE

This manual represents a comprehensive, up-to-date resource for prosecution of
intellectual property crimes. The present edition is athorough revision of the previous one,
issued in 1997. The edition addresses many legislative developments that have taken place since
the previous manual was published. It also provides substantial practical guidance for
prosecutors and in-depth coverage of experiences gained from the prosecution of high-
technology cases.

Since the 1997 edition, the mgor developments relating to codified law are as follows:

. A detailed analysis of the revised criminal copyright statutes, 17 U.S.C. § 506 and
18 U.S.C. § 2319, as amended by the No Electronic Theft Act of 1997

. A review of recently enacted protections used for systems of disseminating
intellectual property, such as cable and satellite systems, and the recently enacted
anti-circumvention crimes, 17 U.S.C. 88§ 1201-1202

. An analysis of the recently updated Guideline section, U.S. Sentencing
Commission, Guidelines Manual § 2B5.3(b)(1) (Nov. 1998 & Supp. 2000)

Thismanud also newly addresses certain prosecutorial practice areas as they relate to
intel lectua property cases, including:

. A discussion and framework for analyzing whether to prosecute an infringement
crime, including a detailed examination of whether to charge corporations

. An expanded discussion of other federal offenses to consider in intellectual
property cases, including mail and wire fraud, RICO, and money laundering

. A discussion of the victim’srole in intellectual property cases

. An analysis of restitution in intellectual property cases

Finally, this editi on refl ects significantly more experience in prosecuting high-technol ogy
intellectual property cases. This experienceis especially reflected by new or expanded sections
on the following specialized subjects:

. A discussion of the legal and practical issues surrounding defendants who traffic
in counterfeit goods that are comparable to legitimate goods, including a case
study of computer chip remarking



. An overview of legal, technicd and policy implications of copyright infringement
facilitated by the Internet

. A significantly expanded discussion of 18 U.S.C. § 2318, trafficking in
counterfeit labels, which has proven to be a valuable charge in copyright cases

. A discussion of the major lessons of the federal trade secret prosecutions that have
arisen over the past four years since enactment of the Economic Espionage Act,
18 U.S.C. 88 1831-1839

We hope that this edition of the manual will be auseful resource. We will make it, and
any future amendments or supplements available on our Web site, http://www.cybercrime.gov.
In order for usto stay abreast of the current developments in this rapidly evolving area of the law,
we would like to hear about prosecutions involving the criminal intellectual property statutes.
Prosecutors interested in advice beyond this manual or support on intellectual property cases are
welcome to contact us aswell. We would also be interested in any comments, corrections, or
contributions regarding this manual. We may be reached by phone at (202) 514-1026.

The primary author and editor of this manual is David Goldstone. He worked under the
supervision of Martha Stansell-Gamm, Chief; David Green, Principal Deputy Chief; and
Christopher Painter, Deputy Chief, of the Computer Crime and Intellectual Property Section.
Development of this manual has been a major undertaking of the Section as awhole, and
substantid contributions were made by the following Section attorneys and paralegds (in
alphabetical order): Kathleen Baker, Jessica Herrera, Cary Kadlecek, Stacey Levine, Jennifer
Martin, Joe Metcalfe, Michael O’ Leary, Richard Salgado, Michael Sussmann. Substantial
contributions were also made by attorneys and interns formerly with the Section including (in
alphabetical order): Christian Genetski, Susan Koeppen, Stevan Mitchell, Amanda Schreiber,
Michael Stoer, Susan Wilson, and Marc Zwillinger. Helpful feedback was provided by Scott
Christie, Stephen Heymann, and Fred Williams, Computer Telecommunications Coordinators at
United States Attorneys Offices. The manual owes a special debt to a previous edition, which
was written in 1997 by Stevan Mitchell and Peter Toren, with the assistance of David Green. A
precursor to that edition, a monograph on criminal copyright prosecutions, was published by the
General Litigation and Legal Advice Section in 1989.

Thistext is not intended to creae or confer any rights, privileges or benefits to
prospective or actual witnesses or defendants. It is also not intended to have the force of law or
of aUnited States Department of Justice directive. See United States v. Caceres, 440 U.S. 741
(2979).




Quick Reference Sheet of Felony Charges to Consider and Relevant Issues to Consider in Typical Intellectual Property Cases

Typical fact pattern

Possible felony charge(s) and
thumbnail summary of elements
(for full scope, see the M anual)

Key questions relating to essential elements

Other possible strategic issues

IP Manual
sections, forms
and contacts

“The Case of the Cache of
Counterfeit Clutches” -
Defendant manages an
inventory of counterfeit
brand-name purses and
watches that fills a
warehouse

18 U.S.C. § 2320

1. “Trafficked” in goods or
services

2. Trafficking was “intentional”
3. Used a“counterfeit mark” on
goods

4. Def. “knowingly used” the
counterfeit mark

- What degree of control did particular
individuals exercise over the goods in the
warehouse?

- How to show defendant’s knowledge that the
goods are marked with a counterfeit mark? Are
the goods being marked or boxed in the
warehouse?

- Are the goods marked with spurious marks
substantially similar to federally registered marks
for the same goods?

- Will the evidence (e.g.
business records) of the scale of
the enterprise’s operations be
sufficient to provide the basis
for an appropriate sentence? If
not, consider charging money
laundering or RICO

Ch. Il (Trademark
counterfeiting)

Sec. VII.A
(Sentencing
guidelines); Sec.
V1.B (Other
federal offenses)

Forms: App. B

Contact: IACC

“Web Site O'Music” -
Defendant operates a Web
site providing unlimited
access to albums of music
by popular artists for only
$10 per “subscriber”

18 U.S.C. §2319 & 17 U.S.C.

§ 506

1. A valid copyright

2. Defendant infringed of the
copyright (by reproduction or
distribution)

3. Willfulness

4. Defendant infringed > 9 copies
of copyrighted workswith a tota
retail value > $2,500 within a 180-
day period

- Who controlled the Web site? How can it be
tied to an individual person?

- For which of the songs are the copyrights
actually registered?

- Did the defendant have the mensyea to infringe

“willfully”?

- Reproduction and distribution are central to the
process

- How can the reproduction or distribution of
$2,500 of songs within the 6 month period
actually be shown?

- Are there records of quantities
downloaded from this Web site
in asix month period? If not,
consider process to determine
quantities, e.g., a2703(d) order
for past traffic or a pen/trap
order to for future traffic

- Internet atmospherics

Ch. 111 (Copyright
infringement)

Sec. I11.E
(Internet issues)

Forms: App. C

Contact: RIAA

“Buying the Beatles at the
Fleamarket” (Count option
#1) - Defendant operates a
fleamarket booth each
week where he sells pirated
audio tapes of popular
music

18 U.S.C. §2319 & 17 U.S.C.

§ 506

1. A valid copyright

2. Defendant infringed of the
copyright (by reproduction or
distribution)

3. Willfulness

4. Defendant infringed > 9 copies
of copyrighted workswith a tota
retail value > $2,500 within a 180-
day period

- Is the music copyrighted?

- Did the defendant have the mensrea to infringe
“willfully”?

- Reproduction is copying and creating the tapes,
whereas distribution is selling them

- How can the reproduction or distribution of
$2,500 of songs within the 6 month period
actually be shown?

- If defendant is just selling
them, he may be part of a
conspiracy including a large-
scale copying operation

- Or he might be able to provide
information regarding the source
of the pirated music

Ch. 111 (Copyright
infringement)

Forms: App. C

Contact: RIAA




Quick Reference Sheet of Felony Charges to Consider and Relevant Issues to Consider in Typical Intellectual Property Cases

Typical fact pattern

Possible felony charge(s) and
thumbnail summary of elements
(for full scope, see the M anual)

Key questions relating to essential elements

Other possible strategic issues

IP Manual
sections, forms
and contacts

“Buying the Beatles at the
Fleamarket” (Count option
#2) - Defendant operates a
fleamarket booth each
week where he sells pirated
audi o tapes of popular
music

18 U.S.C. § 2318

1. Trafficking in labels affixed or
designed to be affixed to a
phonorecord or other audiovisual
work

2. The labels/documentation were
counterfeit

3. The defendant acted
“knowingly”

4. The work is copyrighted

- Is the music labeled with a counterfeit label,
i.e., alabel that is not genuine?

- Did the defendant know the label was
counterfeit?

- Is the music copyrighted?

- Does the defendant aware that he is trafficking
in such goods?

- Note that the defendant is
“trafficking” in the goodsin the
defendant’s possession even if
not yet sold so long as the
defendant has control with intent
to transfer them to others

- If marked with a trademark,
consider 18 U.S.C. § 2320

Ch. IV
(Counterfeit
labeling)
Forms: App. D

Contact: RIAA

“Case of the candid car-part
counterfeiter”

Defendant is selling used
automobile partsin
counterfeit boxes (which he
orders from the printer to
look legitimate) after testing
them to automotive
mechanics shops and telling
that the parts are “not quite
brand new, but just as
good”

Defendant also sells excess
counterfeit boxes without
parts in them.

18 U.S.C. § 2320

1. “Trafficked” in goods

2. Trafficking was “intentional”
3. Used a“counterfeit mark” on
goods

4. Def. “knowingly used” the
counterfeit mark

- Defendant is clearly intentionally trafficking in
the automobile parts

- Are the counterfeit boxes indeed marked with a
counterfeit mark substantially similar to the
genuine auto part mark that could lead to
downstream consumer confusion? Were they
marked in away to clarify that they had been
used and repackaged and would not properly be
subject to customer support or warranty coverage
as that provided by the mark holder?

- Did the defendant compensate (or even notify)
the auto part mark holder?

- Did the defendant invite any third party to
investigate whether the quality control
procedures, if any, used were equivalent to those
used by the auto part mark holder?

- A counterfeiting case does not
require afraud on the immediate
purchaser, even where the goods
are comparable to legit. goods

- Under USSG § 2B5.3(B)(4),
the offense level may be
increased by 2 (up to 13 at a
minimum) if the offense
involved the conscious or
reckless risk of serious bodily
injury.

- Restitution may be significant
- The sale of the excess boxes
may not by itself violate 2320
but it is a great lead the b/c (1)
the customer may be violating
2320 and (2) the sale may
constitute aiding and abetting or
participation in a conspiracy.

Ch. Il (Trademark
counterfeiting)

Sec. I1.E
(Comparable
goods)

Sec. VII.B
(Restitution)

Forms: App. B

Contact: IACC




Quick Reference Sheet of Felony Charges to Consider and Relevant Issues to Consider in Typical Intellectual Property Cases

Typical fact pattern

Possible felony charge(s) and
thumbnail summary of elements
(for full scope, see the M anual)

Key questions relating to essential elements

Other possible strategic issues

IP Manual
sections, forms
and contacts

“Case of the souped-up
computer chips”

Defendant is buying

| egitimate trademarked
brand-name computer
chips, modifying them to
permit operation at a higher
speed than that for which
they are marked, remarking
them to reflect the faster
speed, and selling them in
counterfeit boxes
identifying them as
operating as remarked.

18 U.S.C. § 2320

1. “Trafficked” in goods

2. Trafficking was “intentional”
3. Used a“counterfeit mark” on
goods

4. Def. “knowingly used” the
counterfeit mark

- Defendant is clearly intentionally trafficking in
the computer chips

- Are the chips marked with the name-brand
mark, either that had been placed on it under the
supervision of the mark holder prior to being re-
marked or re-placed on there by the remarker.

- See other questions above under “case of the
candid car part counterfeiter”, e.g., regarding
counterfeit markings on the box, notification of
repackaging, customer support and warrantee
issues, notification and compensation of the mark
holder, and quality control comparison with that
done by the mark holder.

- A counterfeiting case does not
require afraud on the immediate
purchaser, even where the goods
are comparable to legit. goods

- Restitution may be significant
- Duplication of copyrighted
instruction manuals, if any,
packaged with the chips may be
aviolation of 18 U.S.C. § 2319
and 17 U.S.C. § 506.

- If there are identifiable,
deceived consumer victims,
consider charging wire or mail
fraud, 18 U.S.C. 8§ 1341, 1343

Ch. Il (Trademark
counterfeiting);
Sec. I1.E
(Comparable
goods);

Sec. 11.E.2
(Remarked
computer chips)

Sec. VII.B
(Restitution)

Forms: App. B

Contact: IACC

“Case of the Shrink-
wrapper deluxe” (Charging
option #1) Defendant’s
company purchases
counterfeit boxes for
software as well as
counterfeit manualsfrom a
printer, copies commercial
software onto CD-ROM s,
and then packages the CD-
ROM s and the manualsin
the packaging, and then sell
it at wholesale prices to
retail outlets.

18 U.S.C. § 2320

1. “Trafficked” in goods or
services

2. Trafficking was “intentional”
3. Used a“counterfeit mark” on
goods

4. Def. “knowingly used” the
counterfeit mark

- Was there a counterfeit trademark on the box or
the manual?

- Was the mark substantially similar to an
authentic mark?

- Is there evidence that the packages were
intended to be sold?

- Isthere evidence that the defendant exercised
control over the goods?

- Is there evidence that the defendant knew the
mark was counterfeit?

- Isthere a corporate defendant?
- If there are individual victims
who are defrauded, consider
mail or wire fraud, 18 U.S.C.

§ 1341, 1343

Ch. Il (Trademark
counterfeiting)

Sec. VI.A .4
(Charging
corporationsin IP
cases)

Forms: App. B

Contact: BSA,
SIHA




Quick Reference Sheet of Felony Charges to Consider and Relevant Issues to Consider in Typical Intellectual Property Cases

Typical fact pattern

Possible felony charge(s) and
thumbnail summary of elements
(for full scope, see the M anual)

Key questions relating to essential elements

Other possible strategic issues

IP Manual
sections, forms
and contacts

“Case of the Shrink-
wrapper deluxe” (Charging
option #2 - in addition to or
instead of charging options
#1& #3)

18 U.S.C. § 2319

1. A valid copyright

2. Defendant infringed of the
copyright (by reproduction or
distribution)

3. Willfulness

4. Defendant infringed > 9 copies
of copyrighted workswith a tota
retail value > $2,500 within a 180-
day period

- Is the software copyrighted?

- Did the defendant have the mens rea to infringe
“willfully”?

- Reproduction iscopying and creating the CD-
ROM s, whereas distribution is selling them

- How can the reproduction or distribution of
$2,500 of software within the 6 month period
actually be shown?

- Will the evidence (e.g.
business records) of the scale of
the enterprise’s operations be
sufficient to provide the basis
for an appropriate sentence? If
not, consider charging money
laundering or RICO

- Equipment used for copyright
infringement may be forfeited

Ch. I1l (Copyright
infringement)

Sec. VII
(Forfeiturein IP
cases)

Forms: App. C

Contact: BSA,
SIIA

“Case of the Shrink- 18 U.S.C. § 2318 - Is the software copyrighted? - Note that the manualscould be | Ch. IV
wrapper deluxe” (Charging 1. Trafficking in labels affixed or - Arethe labels (i.e., the boxes) counterfeit? the subject of another charge if (Counterfeit
option #3 - in addition to or | designed to be affixed to a - Is there evidence that the packages were they are copyrighted and they labeling)
instead of charging options computer program or computer intended to be sold? are counterfeit.
#1 & #2) software documentation - Isthere evidence that the defendant exercised Forms: App. D
2. The labels/documentation were control over the goods?
counterfeit - Is there evidence that the defendant knew the Contact: SIIA,
3. The defendant acted |abel was counterfeit? BSA
“knowingly”
4. The work is copyrighted
“Case of economic 18 U.S.C. § 1832 - Did the defendant obtain the information by - Evenif crimeisnot completed, | Ch. VIII (Trade

espionage engaged by an
ex-employee”

Defendant uses corporate
secrets of his former
employer (relating to design
of widgets) when working
at a competitor; former
employer sues defendant
and competitor and reports
case to federal law
enforcement

1. Misappropriation of information
2. Information is a trade secret

3. Def. knew it was a trade secret
4. Defendant intended that it
benefit a third party

5. Defendant knew the owner of
the trade secret would be injured

6. Trade secret related to a product
produced for or placed in interstate
or foreign commerce

misappropriating it from the former employer?

- Was the information really atrade secret? That
is, did the owner take “reasonable measures” to
keep it secret; and does it have “independent
economic value” from being kept secret?

- Are the widgets sold in interstate commerce?

attempts are criminalized under
18 U.S.C. § 1832(a)(4)

- Use confidentiality provisions
under 18 U.S.C. § 1835 to
protect the victim

- Be careful not to be drawn into
acommercial dispute

- Remember to get DOJ
approval before filing charges,
at least until October 11, 2001

Secret Theft)
Sec. VIII.B.2.c
(Trade Secret

definition)

Forms: App. E

Vi
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INTRODUCTION

Over the past two decades, systematic misappropriation of intellectual property has
become amajor concern to American businesses, artists, and authors. As the modern economy
grows increasingly reliant on intellectual property, the proliferation of computers and computer
networks has madetheillegal reproduction and distribution of protected materid much easier to
accomplish. Congress has enacted workable criminal laws prohibiting such misappropriation.

This manual beginsin Chapter | a page 10 with an overview of the legal protection of
intellectual property. It first provides general background on intellectual property and the legal
regimes employed to encourage its creation. It then explansthe criminal law’srole in
addressing intellectual property misappropriation with a special focus on the recent Intellectual
Property Rights Initiative.

The manual then discusses the criminal provisons that gpply to intellectual property
infringement. Among the most significant provisions are:

. Trademark counterfeiting, set out at 18 U.S.C. § 2320. Seeinfra Chapter Il at
page 15;

. Infringement of copyrighted works, criminalized by 17 U.S.C. § 506(a) and 18
U.S.C. § 2319. Seeinfra Chapter |11 at page 34;

. Counterfeit labeling at 18 U.S.C. § 2318. Seeinfra Chapter IV at page 66; and

. Theft of trade secrets, prohibited by 18 U.S.C. §8§ 1831 and 1832. Seeinfra
Chapter VIII at page 124.

Cutting-edge intellectual property issues, such as counterfeiting of comparable goods and
Internet piracy are also discussed in detail. See infra Section |1.E at page 27 (counterfeiting of
comparable goods); Section II1.E at page 56 (novel copyright infringement issues related to the
Internet). Thereis also a section on other federal laws that specificaly protect intellectual
property or theintegrity of the intellectual property rights system, such as protections for means
of disseminating intellectual property, such as cable and satellite systems, and anti-circumvention
devices. Seeinfra Chapter V at page 70.

Chapter V1 provides guidance on charging and other strategic issues in infringement
cases, including whether to charge an infringement case, other charges to consider (such aswire
and mail fraud, RICO, and money laundering), how to charge an infringement case, and therole
of avictim in putting a case together. Seeinfra Chapter VI at page 81. Chapter VI discusses the
consequences of intellectual property crime. Specifically, Chapter VIl provides an analysis of the
United States Sentencing Guidelines (“the Guidelines”), restitution, and forfeiture issuesin
intellectual property cases. Seeinfra Chapter V11 at page 108.

Finally, Chapter VIII discusses the prosecution of trade secret theft and analyzes the
Economic Espionage Act of 1996, 18 U.S.C. 88 1831-1839. Note that until October 11, 2001, all



prosecutions under this Act must first be approved by the Attorney General, the Deputy Attorney
General, or the Assistant Attorney General of the Criminal Division. See Chapter VIl at page
124.

This manual also provides resources in the appendicies. Attached as appendices to the
manual are alist of contact persons and organization (Appendix A at page 159), model
indictments and jury instructions for cases under 18 U.S.C. §8 1831-1832, 2318-2320
(Appendicies B-E at pages 165 to 184), and alisting of relevant state statutes (Appendix F at
page 189).

Prosecutors may find other resources to be helpful as well, including treatises, see, e.q.,
J. Thomas McCarthy, McCarthy on Trademarks and Unfair Competition (1995); Roger Milgrim,
Milgrim on Trade Secrets (1994); Melville B. Nimmer & David Nimmer, Nimmer on Copyright
(perm. ed. rev. vol. 1999). Law review articles may also be of assistance. See, e.q., Michagl
Coblenz, Intellectual Property Crimes, 9 Alb. L.J. Sci. & Tech. 235 (1999); Randy Gidseg et al.,
Intellectual Property Crimes, 36 Am. Crm. L. Rev. 835 (1999). Legidative history for
intellectual property statutes may be accessed on the Web site of the Computer Crime and
Intellectual Property Section, <http://www.cybercrime.gov>, or the Web site of the Library of
Congress, <http://thomas.|oc.gov>.

Thistext isintended to be helpful to prosecuting intellectual property crime. It is not
intended to create or confer any rights, privileges or benefits to prospective or actual witnesses or
defendants. It isalso not intended to have the force of law or of a United States Department of
Justice directive. See United States v. Caceres, 440 U.S. 741 (1979).




OVERVIEW OF INTELLECTUAL PROPERTY CRIMES

This overview is provided for ease of reference to readers of this manual. It providesthe
essential information about most of the intellectual property crimes discussed in this manual, as
well as an index into the manual to the section at which those crimes are discussed.

Trafficking in Counterfeit Goods or Services
18 U.S.C. § 2320; see Ch. II, p. 15

Elements
1 That the defendant “trafficked” or “attempted to traffic” in goods or services;
2. That the defendant’ s trafficking was “intentional”;
3. That the defendant used a “counterfet mark” on or in connection with goods or
services; and
4, That the defendant “knowingly used” the counterfeit mark.

Counterfeit mark:
“aspurious mark— (i) that is used in connection with trafficking in goods or
services; (ii) that isidentical with, or substantially indistinguishable from, a mark
registered for those goods or services on the principal register in the United States
Patent and Trademark Office and in use, whether or not the defendant knew such
mark was so registered; and (iii) the use of which islikely to cause confusion, to
cause mistake, or to deceive’

Defenses.
Overrun goods: Had authorization but exceeded it (i.e., authorized to make 10
copies but made 1,000)
Gray market goods:  Goods legitimately manufactured and sold overseas and then
imported into U.S. outside traditional digtribution channels

Statutory maximum penalties.
First offense: 10 years imprisonment and $2,000,000 fine (individual) or
$5,000,000 fine (corporation)

Guideline section: United States Sentencing Guideline § 2B5.3

Criminal Copyright Infringement
17 U.S.C. § 506(a) & 18 U.S.C. § 2319; see Ch. III, p. 34

Base felony elements (17 U.S.C. 8§ 506(a)(2) & 18 U.S.C. § 2319(c)(1)):
1 That a copyright exists,
2. That the defendant infringed the copyright (by reproduction or distribution of the
copyrighted work);




3. That the defendant acted “willfully”;

4, The defendant infringed at least 10 copies of copyrighted works with atotal retail
value of more than $2,500 within a 180-day period.

Enhancing element (17 U.S.C. § 506(a)(2), 18 U.S.C. § 2319(c)(1)):
. Done for purposes of commercial advantage or private financial gain

Misdemeanor elements:
Elements 1, 2 & 3 are the same as the base felony elements except that any
infringement of the copyright is covered, not just infringement by reproduction or
distribution.
4. The defendant infringed EITHER
(@ for purposes of commercial advantage or private financial gain (17
U.S.C. §506(a)(1) & 18 U.S.C. § 2319(c)(3)); OR
(b) by reproduction or distribution of works with atotal retail value of
more than $1,000 within a 180-day period (17 U.S.C. § 506(a)(2)
& 18 U.S.C. § 2319(c)(3)).

Defenses:

First Sde: The first purchaser and any subsequent purchaser of that specific copy of a
copyrighted work receive the right to sell, display or dispose of their copy.
If copyright owner A sells a copy of awork to B, B may sell that particular
copy without violating the law. B does not, however, receive the right to
reproduce and distribute additional copies made from that work.

Fair Use: Generally, the fair use doctrine excepts the otherwise infringing use of a
work whereit is used for purposes such as criticism, comment, news
reporting, teaching (including multiple copies for classroom use),
scholarship, or research.

Statutory maximum penalties. First offense Subsequent offense
Base felony 3 years, $250,000 6 years, $250,000
Felony with enhancing element 5 years, $250,000 10 years, $250,000
Misdemeanor 1 year, $100,000 1 year, $100,000

Guideline section: United States Sentencing Guideline § 2B5.3

Trafficking in Counterfeit Labels

18 U.S.C. § 2318; see Ch. IV, p. 66
Elements

1 That the defendant acted “knowingly”;
2. That the defendant trafficked in labels affixed or designed to be affixed to a

phonorecord, a computer program or other audiovisual work or computer software
documentation or packaging;



3. That the labels were counterfeit, i.e., an identifying label or container that appears
to be genuine but is not; and

4, Federal jurisdiction is appropriate because the work (or the computer software's
documentation or packaging) is federally copyrighted or for other reasons, i.e.,
interstate nexus (use or intent to use mail or facility of intersate commerce to

commit offense), or occurring within specid maritime or territorial jurisdiction of
u.s.

Statutory maximum penalties. 5 years' imprisonment and $250,000 fine

Guideline section: United States Sentencing Guideline 8§ 2B5.3
Bootleg Recordings Cases

Trafficking in Recordings of Live Musical Performances
18 U.S.C. § 2319A; see Sec. V.A.1, p. 70

Offense Whoever, without the consent of the performer or performers involved, knowingly
and for purposes of commercial advantage or private financial gain — (1) fixesthe
sounds or sounds and images of alive musical performance in a copy or
phonorecord, or reproduces copies or phonorecords of such a performance from
an unauthorized fixation; (2) transmits or otherwise communicates to the public
the sounds or sounds and images of alive musical performance; or (3) distributes
or offersto distribute, sdls or offersto sdl, rents or offersto rent, or trafficsin
any copy or phonorecord fixed as described in paragraph (1), regardless of
whether the fixations occurred in the United States

Statutory maximum penalties: 5 years imprisonment and $250,000 fine (first offense)

Guideline section: United States Sentencing Guideline 8§ 2B5.3

Television Signal De-Scrambler Cases

Federal Mail and Wire Fraud Statutes
18 U.S.C. §§ 1341, 1343; see Sec. V.B.1, p. 73

Prohibition on Devices to Intercept Communications
18 U.S.C. § 2512; see Sec. V.B.2, p. 73

Offense Any person who intentionally--
(a) sends through the mail, or sends or carries in interstate or foreign commerce,
any electronic, mechanical, or other device, knowing or having reason to know
that the design of such device rendersit primarily useful for the purpose of the



surreptitious interception of wire, oral, or electronic communications; or

(b) manufactures, assembles, possesses, or sells any electronic, mechanical, or
other device, knowing or having reason to know that the design of such device
rendersit primarily useful for the purpose of the surreptitious interception of wire,
oral, or electronic communications, and that such device or any component
thereof has been or will be sent through the mail or transported in interstate or
foreign commerce

Statutory maximum penalties. 5 years imprisonment and $250,000 fine

Guideline section: United States Sentencing Guideline 8 2H3.2

Unauthorized Reception of Cable Service
47 U.S.C. § 553; see Sec. V.B.3, p.74

Offense No person shall intercept or receive or assist in intercepting or receiving any
communications service offered over a cable system, unless specifically
authorized to do so by a cable operator or as may otherwise be specifically
authorized by law.

Enhancement: Done willfully and for purposes of commercial advantage or private financial gan

Statutory maximum base penalties: Six months” imprisonment and $1,000 fine

Enhanced penalties: 2 years' imprisonment and $50,000 fine (first offense)

Guideline section: United States Sentencing Guideline § 2B5.3

Unauthorized Publication or Use of Communications
47 U.S.C. § 605(e)(4); see Sec. V.B.4, p. 75

Offense Any person who manufactures, assembles, modifies, imports, exports, sells, or
distributes any electronic, mechanical, or other device or equipment, knowing or
having reason to know that the device or equipment is primarily of assistance in
the unauthorized decryption of saellite cable programming, or direct-to-home
satellite services

Statutory maximum penalties: 5 years' imprisonment and $500,000 fine

Guideline section: United States Sentencing Guideline 88 2B5.3, 2H3.1

Systems of Copyright Protection and Management



Protected by the anti-circumvention provisions of the Digital Millennium Copyright Act

17 U.S.C. §§ 1201(a)(1)-(2), (b), 1202(a)-(b); see Sec. V.C, p. 75

Criminal penalties are provided at 17 U.S.C. § 1704:

Offense

Any person who violates section 1201 or 1202 willfully and for purposes of
commercia advantage or private financial gain. Generally, section 1201 outlaws
circumvention of copyright protection sysems; subsection 1201(a)(1) prohibits
circumvention of technological measures to control access to copyrighted works,
subsections 1201(a)(2) and 1201(b) prohibit trafficking in technologies that are
primarily designed to circumvention of such technological measures or

technol ogical measures that protects a copyright owners' rights. Section 1202
protects the integrity of copyright management information, with subsection
1202(a) prohibiting provision or distribution of false copyright management
information and 1202(b) prohibiting removal or alteration of copyright
management information

Statutory maximum penalties 5 years' imprisonment and $500,000 fine (first offense)

Elements

Trade secret:

Secrecy.

Commercial Theft of Trade Secrets
18 U.S.C. § 1832; see Ch. VIII, p. 124

That the defendant stole, appropriated, copied, conveys, etc. without authorization
information from the owner;

Or the defendant receives, buys, possesses, etc. a trade secret knowing that it was
stolen, appropriated, obtained without authorization,

Or attempted or conspired to do the same;

That the defendant knew or had afirm belief that the information stolen was a
trade secret;

For a completed offense, that theinformation was in fact a trade secret;

That the defendant intended to convert the trade secret to the economic benefit of
anyone other than the owner;

That the defendant intended or knew the theft would injure the owner of the trade
secret; and

That the trade secret was related to or was included in a product that was produced
or placed in interstate or foreign commerce.

All forms and types of financial, business, scientific, technical, economic, or
engineering information, if (A) the owner thereof has taken reasonable measures
to keep such information secret; and (B) the information derives independent
economic value, actual or potential, from not being generally known to, and not
being readily ascertainable through proper means by, the public.

Courts required to take any action necessary to protect the confidentiality of the



trade secret during litigation

Pre-Indictment Approval Required:
Approva of Attorney General, Deputy Attorney General or Assistant Attorney
Generd of the Criminal Division required for prosecutions brought prior to
October 11, 2001; Computer Crime & Intelectual Property Section coordinates
requests for approval.

Statutory maximum penalties.
10 years’ imprisonment and $250,000 fine (individual); $5 million fine
(corporation)

Guideline section: United States Sentencing Guideline § 2B1.1

Foreign Economic Espionage
18 U.S.C. § 1831; see Ch. VIII, p. 124

Offense Whoever, intending or knowing that the offense will benefit any foreign
government, foreign instrumentality, or foreign agent, knowingly-- (1) steds, or
without authorization appropriates, takes, carries away, or conceals, or by fraud,
artifice, or deception obtains a trade secret; (2) without authorization copies,
duplicates, conveys, etc. atrade secret; (3) receives, buys, or possesses atrade
secret, knowing the same to have been stolen or appropriated, obtained, or
converted without authorization; (4) attempts to commit any offense described as
(2) through (3) or (5) conspiresto commit (and does an act to effect) any offense
described as (1) through (3)

Pre-Indictment Approval Required:
Approval of Attorney General, Deputy Attorney General or Assistant Attorney
Generd of the Criminal Division required for prosecutions brought prior to
October 11, 2001; Internal Security Section coordinates requests for approval.

Statutory maximum pendty:
15 years’ imprisonment and $500,000 fine (individual); $10 million fine
(corporation)

Guideline section: United States Sentencing Guideline § 2B1.1

Obtaining Information in Excess of Authorization by Means of a Protected Computer
18 U.S.C. § 1030(a)(2); see Sec. VIIL.D.1, p. 152

Offense: Whoever intentionally accesses a computer without authorization or exceeds
authorized access, and thereby obtains information—



(A) information contained in afinancial record of afinancial institution, or of a
card issuer as defined in section 1602(n) of title 15, or contained in afile of a
consumer reporting agency on a consumer, as such terms are defined in the Fair
Credit Reporting Act (15 U.S.C. § 1681 &t seq.);

(B) information from any department or agency of the United States; or

(C) information from any protected computer if the conduct involved an interstate
or foreign communication

Enhancement (18 U.S.C. § 1030(c)(2)(B)):

(i) the offense was committed for purposes of commercial advantage or private
financia gain;

(ii) the offense was committed in furtherance of any criminal or tortious act in
violation of the Constitution or laws of the United States or of any State; or
(iii) the value of the information obtained exceeds $5,000.

Statutory maximum pendty: 1 year imprisonment and $100,000 fine

Enhanced statutory maximum penalty: 5 years' imprisonment and $250,000 fine (first offense)

Guideline section: United States Sentencing Guideline § 2B1.1

Access of a Protected Computer with Intent to Defraud and Obtaining Something of Value

Offense

18 U.S.C. § 1030(a)(4); see Sec. VIILD.1, p. 152

Whoever knowingly and with intent to defraud, accesses a protected computer
without authorization, or exceeds authorized access, and by means of such
conduct furthers the intended fraud and obtains anything of value, unless the
object of the fraud and the thing obtained consists only of the use of the computer
and the value of such use is not more than $5,000 in any 1-year period

Statutory maximum penalties. Five years' imprisonment and $250,000 fine (first offense)

Guideline section: United States Sentencing Guideline 8 2F1.1 (six-month minimum)




I. THE LAW’S PROTECTION OF INTELLECTUAL PROPERTY — AN
OVERVIEW

Intellectual property, sometimes referred to as“IP,” is an increasingly important part of
the United States' economy. In 1996, the United States creative industries accounted for 3.65
percent of the gross domestic product, which is equivdent to $278.4 billion. S. Rep. No. 105-
190, at 10 (1998). Asthe nation continues to shift from an industrial economy to an information-
based economy, the assets of the country are increasingly based in intellectual property. The
United States already leads theworld in the creation and export of intdlectual property and | P-
related products. As one court observed, “[t]he future of the nation dependsin no small part on
the efficiency of industry, and the efficiency of industry dependsin no small part on the
protection of intellectual property.” Rockwell Graphic Sys., Inc. v. DEV Indus., Inc., 925 F.2d
174, 180 (7th Cir. 1991).

This chapter will provide an an overview of the legal protection of intellectual property.
It first provides general background on intellectual property and the legal regimes employed to
encourage its creation. It will explain how intellectual property may be misappropriated, and will
discuss the crimind law’ srole in addressing intellectual property misappropriation. Finaly, this
chapter will provide a brief summary of the recent Intdlectual Property Rights Initiative.

A. What Is “Intellectual Property” and What Are “Intellectual Property
Rights”?

Legal regimes have created enforceable rights in certain intangibles that have become
familiar asintellectual property, including copyrights, trademarks, patents, and trade secrets. For
example, the law of copyright provides federal legal protection for infringement of certain
exclusive rights, such as reproduction and distribution, of certain “original works of authorship,”
including computer software, literary works, musical works, and motion pictures. See17 U.S.C.
§102(a). Theinterest in ausing acommercdal identity or brand to identify a product or service
to consumers s protected federally by the law of trademark. The Lanham Act, 15 U.S.C. 8§ 1051-
1127, prohibits the unauthorized use of atrademark, which is defined as “any word, name,
symbol, or device’ used by a person “to identify and distinguish his or her goods, including a
unique product, from those manufactured or sold by others and to indicate the source of the
goods.” 15U.S.C. § 1127.

New inventions, another kind of intellectual property, are often protected by obtaining a
“patent,” which is available for “any new and useful process, machine, manufacture, or
composition of matter, or any new or useful improvement thereof.” 35 U.S.C. § 101. A patent
gives the patentee the right to exclude others from making, using, and selling devices that
embody the claimed invention. See35 U.S.C. § 271(a). Patents protect products and processes,
not pureideas. Thus, Albert Einstein could not have received a patent for his novel ideas on the
theory of rdativity, but methods for using this theory in a nuclear power plant are patentable.
Proposals for patenting genetic sequences or business methods are generdly thought to be
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pushing the limits of patent law.

Another way to use the law to protect anew inventionisto treat it as atrade secret. In
genera, atrade secret is any formula, pattern, device or compilation of information used in a
business to obtain an advantage over competitors who do not know or useit. Perhaps the most
famous trade secret is the formulafor manufacturing Coca-Cola. Coca-Cola was accorded trade
secret protection in 1920 because the recipe had been continuously maintained as a trade secret
since the company’ s founding in 1892, and it apparently exists to this day. See Coca-Cola
Bottling Co. v. Coca-Cola Co., 269 F. 796 (D. Del. 1920) (holding that Coca-Cola retained legal
title to its formula upon entering a bottling contract because it kept the formula secret).

Personally identifiable information is another kind of intangible property that is
increasingly becoming subject to control as aresult of new legal regimes. A few narrow
categories of information have been protected by federal law. See, e.q., Fair Credit Reporting
Act, 15 U.S.C. § 1681 (consumer credit information). With theincreased use of the Internet to
trade in information, the public has expressed keen interest in controlling persondly identifiable
information. Congress and federal agencies have responded to that concern with laws protecting
additional categories of information. See, e.g., Standards for Privacy of Individually Identifiable
Health Information, 64 Fed. Reg. 59,918 (1999) (to be codified at 45 C.F.R. pts. 160-164)
(individually identifiable health information); Children’s Online Privacy Protection Act of 1998,
15 U.S.C. 88 6501-6506 (personally identifiable information about children).

B. How Can Intellectual Property Be Misappropriated?

Intellectual property may be misappropriated in many ways. A copyrighted work may be
illegally infringed by making and selling an unauthorized copy, as with pirated computer
software. A trademark may be infringed by selling a good with a counterfeit mark. A person can
infringe a patent by manufacturing and selling a product that functions according to the patent’s
description. A trade secret may be misappropriated by removing it from the possession of its
owner and making use of it on behalf of a competitor.

Such misappropriation is not merely theoretical —it isflourishing. In fact, in 1996,
Congress found that counterfeiting of trademark and copyrighted merchandise “is a multibillion-
dollar drain on the United States economy” that “ deprives legitimate trademark and copyright
owners of substantial revenues and consumer goodwill” and “ poses hedth and safety threats to
United States consumers.” See Anticounterfeiting Consumer Protection Act of 1996, Pub. L. No.
104-153, § 2, 110 Stat. 1386 (1996). In one recent Congressiond report, it was noted that:

Industry groups estimate that counterfeiting and piracy of intellectud property —
especially computer software, compact discs, and movies — cost the affected copyright
holders more than $11 billion last year [i.e., 1996] (others believe the figureiscloser to
$20 billion). In some countries, software pirecy rates are as high as 90% of al sales. The
U.S. rateisfar lower (27%), but the dollar losses ($2.3 hillion) are the highest worldwide.

11



The effect of this volume of theft issubstantid: 130,000 lost U.S. jobs, $5.6 billion in
corregponding lost wages, $1 billion in lower tax revenue, and higher prices for honest
purchasers of copyrighted software.

H.R. Rep. No. 105-339, at 4 (1997). Moreover, a 1988 National Institute of Justice study of
trade secret theft in high technology industries found that 48 percent of 150 research and

devel opment companies surveyed had been the victims of trade secrets theft. LoisF. Mock &
Dennis Rosenbaum, A Study of Trade Secret Theft in High-Technology Industries (May 1988)
(unpublished manuscript on file with the National Institute of Justice). Accord S. Rep. No. 104-
359, at 8 (1996).

C. What Intellectual Property Misappropriation Constitutes a Crime?

Although civil remedies that may provide compensation to wronged intelectual property
rights holders are available, criminal sanctions are often warranted to ensure sufficient
punishment and deterrence of wrongful activity. Indeed, because violations of intellectual
property rights often involve no loss of tangible assets and, for infringement crimes, do not even
require any direct contact with the rights holder, the rights holder often does not know it isa
victim until adefendant’ s activities are specifically identified and investigated.

Congress has continually expanded and strengthened criminal laws for violations of
intellectual property rights specifically to ensure that those violations are not merely a cost of
doing business for defendants. Among the most signifi cant provisions are the following:

. The counterfeit trademark crimeis set out at 18 U.S.C. § 2320

. Criminal infringement of copyrighted worksis set out at 17 U.S.C. § 506(a) and
18 U.S.C. § 2319

. The counterfeit labeling provisionis set out at 18 U.S.C. § 2318

. Theft of trade secrets prohibited by 18 U.S.C. §8§ 1831 and 1832

Experience has proven that federal investigators and prosecutors can bring cases under these
provisions that result in punishment for the wrongdoer, as well as deterrence for intellectual
property crimes.

In addition, Congress is concerned about providing adequate protections for both foreign
and domestic owners of intellectual property. Indeed, the United States government has
committed, in anumber of international agreements, to protect intellectual property rights
holders, including foreign rights holders, from infringement in the United States. The United
States is amember of the World Intdlectual Property Organization (“WIPO”) and the World
Trade Organization (“WTQ”), both of which administer agreements that have established
international |P standards. The WTO'’s Agreement on Trade Related Aspects of Intellectual
Property Rights (“TRIPS”), Sept. 27, 1994, is the most comprehensive agreement to date, and the
first to include enforcement provisions.
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Some misuse of intellectual property has not been criminalized. For example,
infringement of a patent is not generally acriminal violation. Likewise, the laws protecting
personally identifiable information do not generally provide for criminal penalties except in the
most narrow of circumstances. See 18 U.S.C. § 2710 (wrongful disclosure of video tape rental or
sale records).

D. Enforcement of Intellectual Property Laws and the First Amendment

Enforcement of intellectud property laws in America can sometimes be at tension with
the constraints of the First Amendment. This strain has long been recognized both in copyright
and trademark law. See, e.q., Paul Goldstein, Copyright and the First Amendment, 70 Colum. L.
Rev. 983 (1970); Robert N. Kravitz, Trademarks, Speech, and the Gay Olympics Case, 69 B.U.
L. Rev. 131 (1989); Arlen W. Langvardt, Protected Marks and Protected Speech: Establishing
the First Amendment Boundaries in Trademark Parody Cases, 36 Vill. L. Rev. 1 (1991); Melville
B. Nimmer, Does Copyright Abridge the First Amendment Guarantees of Free Speech and
Press?, 17 UCLA L. Rev. 1180 (1970). New technologies such as the Internet provide fertile
ground for revisiting these conflicts. See, e.g., Christopher E. Gatewood, Click Here: Web
Links, Trademarks and the First Amendment, 5 Richmond J.L. & Tech. 12 (1999); John
Gladstone Mills 111, Entertainment on the Internet: First Amendment and Copyright Issues, 79 J.
Pat. & Trademark Off. Soc’'y 461 (1997).

Moreover, growth of intellectual property law is also subject to constitutional limit.
Indeed, as one scholar has observed, “[r]ecent expansions of intellectual property law have put
more strain on the uneasy truce between” intellectual property law and the First Amendment.
Mark A. Lemley, The Constitutionalization of Technology Law, 15 Berkeley Tech. L.J. 529,
530-31 (2000). Prosecutors should be aware of the potential constitutional limitations
(particularly First Amendment limitations) when charging cases under novel theories of
intellectual property law. Cf. Yochai Benkler, Congtitutional Bounds of Database Protection:
The Role of Judicial Review in the Creation and Definition of Private Rights in Information, 15
Berkeley Tech. L.J. 535 (2000).

E. The Intellectual Property Rights Initiative

On July 23, 1999, The Department of Justice, the Federal Bureau of Investigation, and the
U.S. Customs Service announced the establishment of alaw enforcement initiative aimed at
combating the growing challenge of piracy and counterfeiting of intellectual property, both
domestically and internationally. Domestically, United States Attorneys, the Federal Bureau of
Investigation, and the Customs Service agreed to increase their enforcement efforts nationwide,
with particular emphasisin seven target districts. Internationally, the initiative pledges support
from the Judtice Department, including the FBI, for existing efforts of the State Department,
Customs Service, and trade agencies with specialized expertise in intellectual property issues —
the U.S. Trade Representative, the Department of Commerce' s Patent & Trademark Office, and
the Copyright Office — to enhance their technical assistance capabilities and training priorities.
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Key components of the Intellectual Property Rights Initiative include:

. Increasing the priority of criminal 1P investigations and prosecutions nationwide,
beginning with the targeted districts;

. Increasing specialized training courses for investigators and prosecutors,

. Developing training programsfor state and locd officids;

. Seeking referrals from industry through a streamlined system;

. Utilizing procedures for forfeiture of infringing merchandise as an additional tool
to get illegal products off the streets;

. Continuing efforts to increase criminal penalties for infringement by amending the
Sentencing Guiddines;

. Highlighting U.S. trade prioritiesin international law enforcement anti-piracy
efforts, including the prioritization of key countriesfor U.S. training and technical
assistance.

The Intellectual Property Initiative was announced by Deputy Attorney General Eric H.
Holder, Jr., announced the initiative in San Jose, Cal., aong with FBI Assistant Director,
Criminal Investigative Division, Thomas J. Pickard; Sam Banks, Deputy Commissioner of the
U.S. Customs Service; United States Attorney Robert S. Mueller, 111 from the Northern District
of California; and United States Attorney Algjandro Mayorkas from the Central District of
Cdlifornia. For Deputy Attorney General Holder’ s remarks, see
<http://www.cybercrime.gov/dagipini.html>.
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I1. TRAFFICKING IN COUNTERFEIT GOODS OR SERVICES: 18 U.S.C. § 2320

Trademarks and service marks are part of the fabric of American society today.
Americans rely on the brands they represent when purchasing and using all manner of goods and
services. Thisreliance gives companies an incentive to maintain quality control over the goods
they produce and mark. In addition, companiesthat sell quality goods invest heavily in their
brand. For example, they pay top dollar to sponsor sporting events, sporting arenas, and have
celebrities endorse them.

Black’ s Law Dictionary defines“trademark” as “a digtinctive mark of authenticity,
through which the products of particular manufacturers or the vendible commodities of particular
merchants may be distinguished from those of others.” Black’s Law Dictionary 1493 (6th ed.
1990). The Lanham Act, which was enacted in 1946 as part of a comprehensive revision of civil
trademark law and the trademark registration process, defines “trademark” to include “any word,
name, symbol, or device, or any combination thereof — (1) used by a person, or (2) which a
person has a bonafide intention to use in commerce and applies to register on the principal
register established by [the Lanham Act], to identify and distinguish his or her goods, including a
unique product, from those manufactured or sold by others and to indicate the source of the
goods, even if that source is unknown.” 15 U.S.C. § 1127. Among the most widely recognized
trademarks are “Kodak” for photography equipment and the Nike “ swoosh” for sports apparel.
Service marks identify distinctive features of services, such as ahletic events or television shows,
rather than goods. See 15 U.S.C. § 1127. For simplicity, this manual usually refersto
trademarks and sales of goods rather than service marks and selling of services, although the
legal analysisisthe same.

Commercial trademarks are the currency of modern commerce. This chapter first
discusses the functions protected by trademark, then discusses the trademark counterfeiting
statute, elements of the crime, defenses to the crime, and penalties imposed by the statute.
Finally, this chapter discusses cases where the counterfeit goods are arguably of comparable
quality to the legitimate goods, and it provides a case study in a cutting edge context: trafficking
in remarked computer chips as a counterfeting crime. Forms providing sample indictments and
jury instructions for trademark counterfeiting, 18 U.S.C. 8 2320, are provided in Appendix B at
page 165. Prosecutors may find other resources to be helpful as well, including treatises, see,
€.4., J. Thomas McCarthy, McCarthy on Trademarks and Unfair Competition (1995). Law
review articles may aso be of assistance. See, e.q., Michael Coblenz, Intellectual Property
Crimes, 9 Alb. L.J. Sci. & Tech. 235 (1999); Randy Gidseg et al., Intellectual Property Crimes,
36 Am. Crm. L. Rev. 835 (1999); David J. Goldstone & Peter J. Toren, The Criminalization of
Trademark Counterfeiting, 31 Conn. L. Rev. 1 (1998).

A. Functions Protected by Trademark

One commentator has observed that courts recognize and protect four functions
performed by trademarks. These are: (1) identifying a particular seller’s goods and
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distinguishing them from goods sold by others; (2) signifying that all goods bearing the
trademark come from or are controlled by a single source; (3) signifying that all goods bearing
the trademark are of an equal level of qudity; and (4) serving as a primeinstrument in
advertisement and sale of the goods. 1 J. Thomas McCarthy, McCarthy on Trademarks and
Unfair Competition 8§ 3.01[2] (1995). A trademark is also an important “objective symbol of the
good will that a business has built up. Without the identification function performed by
trademarks, buyers would have no way of returning to buy products that they have used and
liked.” 1d."

Ownership of amark arises not through any single act of federal registration, but rather
through continued use. Under its power to regulate interstate commerce, Congress has
established a federal administrative process for registering trademarks. This process coexigts
with state common-law trademark rights. However, registration of a mark with the Patent and
Trademark Office offers many legal advantages, including — procedurally — access to the federal
courts under 15 U.S.C. § 1121, and — subgtantively — the possibility of recovery of lost profits,
damages, and costs, and the availability of treble damages and attorney fees. See 15 U.S.C.
§1117.

Most importantly for prosecutors, federal registrationis ajurisdictional prerequisite to
federal criminal prosecution and is an essential element in a prosecution for trademark
counterfeiting, since the government must show that the genuine mark was registered on the
principal register in the United States Patent and Trademark Office in order to establish the
existence of the “counterfeit” mark. See 18 U.S.C. § 2320(e)(1)(A)(ii). To register atrademark
on the principal register, the owner must establish (1) distinctiveness of the mark, and (2) use or
intent to use the mark in interstate or foreign commerce. See 15 U.S.C. § 1052.

Although trademark law has been primarily part of civil rather than criminal practice,
Congress had important reasons and ample precedent for criminalizing trademark counterfeiting
when it did soin 1984. Indeed, criminal trademark law dates back to at least 1541, when an
English satute prohibited obtaining another’ s property by means of a“false Token or counterfeit
Letter made in any other Man's Name.” 33 Hen. VI, c.1 (1541), cited in 2 William R. Lafave &
Austin W. Scott, Jr., Substantive Criminal Law 8 8.7, at 383 n.2 (1986). The criminalization of

! Prosecutors unfamiliar with trademark law may be more familiar with anti-counterfeiting

laws designed to protect traditional national currencies and national symbols. The purpose of
trademark law is similar to the purposes of these laws. See, e.q., 18 U.S.C. 88 471-474
(counterfeiting activities relating to obligations or securities of the United States), 478-481
(counterfeiting activities relating to foreign obligations or securities), 501 (counterfeiting postage
stamps), 506 (counterfeiting seals of departments or agencies), 706 (Red Cross emblem), 707 (4-
H club emblem), 708 (Swiss Confederation coat of arms), 709 (fase advertising or misuse of
names to indicate federal agency), 711-715 (national symbols, including seals of the United
States, Golden Eagle insignia, and Smokey Bear character or name), 1159 (misrepresentation of
Indian produced goods and products).
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trademark counterfeiting serves at least four important functions:

(1) Protecting the intellectual property assets of atrademark holder from theft or dilution.
A counterfeiter should be no more able to steal a company’s good name (and profit stream
associated with that name) than a company’ s profits. Trademark holders cannot protect their
intellectual property through the traditional security means — such as guards and audits — used to
protect their other assets. Also, by selling inferior products, the counterfeiter devaues a
trademark holder’ s good name even while profiting from it.

(2) Protecting consumers from fraud. Consumers are entitled to rely on trademarks when
making their purchasing decisions. Y et counterfeit goods can be of much lower qudity, and can
even present serious health or safety risks to consumers, as in the cases of counterfeit food
products, prescription drugs, or automotive parts. Trademark counterfeiting can be an especially
pernicious kind of fraud because counterfeit goods are often distributed widely through layers of
intermediaries. With dispersed victims and small losses per victim, alarge-scale counterfeiter
can often evade civil and criminal sanctions.

(3) Protecting safety in society for non-purchasng users. Sales of counterfeit products
often victimize not only the trademark holder and purchaser, but also non-purchasing users. For
example, arlines may purchase counterfeit airplane parts of which passengers may be victims,
hospitals may purchase counterfeit heart pumps of which patients may be victims, and parents
may purchase counterfeit infant formulathat harms their children. These examples and others
are provided in H.R. Rep. No. 104-556, at 3 (1996), reprinted in 1996 U.S.C.C.A.N. 1074, 1076,
and S. Rep. No. 98-526, at 4 (1984), reprinted in 1984 U.S.C.C.A.N. 3627, 3630.

(4) Enforcing market rules. Just as counterfeiting money and forgery are crimes that
undermine fundamental market rules, counterfating of trademarks weakens modern commercial
sysems.

B. The Trademark Counterfeiting Crime and Its Elements
The Trademark Counterfeiting Act, 18 U.S.C. 8 2320(a), provides that:

Whoever intentionally traffics or attempts to traffic in goods or services and
knowingly uses acounterfeit mark on or in connection with such goods or
services shall, if an individual, be fined not more than $2,000,000 or imprisoned
not more than 10 years, or both, and, if a person other than an individual, be fined
not more than $5,000,000.

In order to establish a criminal offense under 18 U.S.C. § 2320, courts have required the

government to prove four elements of which two (the second and fourth elements) are mensrea
elements
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Q) the defendant “trafficked” or attempted to traffic in goods or
Services,

(2 such trafficking, or the attempt to traffic, was “intentional”;

©)] the defendant used a* counterfeit mark” on or in connection with
such goods or services; and

(4)  thedefendant “knew” that the mark so used was counterfeit.

United Statesv. Giles, 213 F.3d 1247, 1249 (10th Cir. 2000) (reversing conviction for trafficking
in counterfeit patches because statute does not prohibit trafficking in counterfeit labds
unconnected to any goods); United States v. Sultan, 115 F.3d 321, 325 (5th Cir. 1997) (reversing
conviction for trafficking in counterfeit automobile parts because proof was insufficient that
defendant knew he was purchasing and selling counterfeit parts). Aiding and abetting or
conspiring to violate the statute can be prosecuted in conjunction with 18 U.S.C. 88 2 and 371.
See United States v. Yamin, 868 F.2d 130 (5th Cir.) (affirming conviction for conspiracy and
trafficking in counterfeit watches), cert. denied, 492 U.S. 924 (1989).

Three signifi cant absences are worth noting. First, even though there are two knowledge
elements under 18 U.S.C. § 2320, there is no requirement of “specificintent”: Congress did not
require proof of either an intent to defraud or an awareness that the defendant was violating a
specific statute. See United States v. Gantos, 817 F.2d 41, 42-43 (8th Cir.) (affirming conviction
on intent to traffic, rather than “specific intent” to violate a statute), cert. denied, 484 U.S. 860
(1987); United States v. Baker, 807 F.2d 427, 429-29 (5th Cir. 1986) (affirming conviction
because defendant need not have known his conduct was acrime). Second, thereisno
requirement of loss by any particular victim. For example, it is not necessary to demonstrate that
the product trafficked in is of lesser quality than the genuine product. Even if the consumer is
not defrauded, the counterfeiter is still trading off the name of another without authorization.
Third, the statute provides no minimum requirement of scale for the crime of trademark
counterfeiting. In contrast to the criminal copyright law, even small scale counterfeting
congtitutes afelony. Cf. 18 U.S.C. § 2319(b) (providing punishment for copyright infringement
asafelony only if at least ten copies with aretail value of more than $2,500 were reproduced or
distributed). Nevertheless, scale of infringement is relevant for sentencing in determining “loss”
for purposes of the Guidelines. Seeinfra Section VII.A at page 109 (discussing the sentencing
guidelines for infringement crimes).

Clarifying 18 U.S.C. § 2320 by using civil trademark law. In interpreting the scope of the
provisions of 18 U.S.C. § 2320, it can be helpful to consider sster provisions under the civil
trademark law, which was codified in 1946 as the Lanham Act, 15 U.S.C. 88 1051-1127, and has
been the subject of numerous reported cases. This body of law can be particularly of usein
interpreting provisions with similarities or definitions. Indeed, Lanham Act itself is defined in 18
U.S.C. § 2320(e)(3). The defensesto 18 U.S.C. § 2320 specifically incorporate the Lanham Act
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defenses. See 18 U.S.C. § 2320(c). Thelegidlative history refers repeatedly to the Lanham Act’s
body of caselaw as the background against which Congress intended the criminal prohibition to
beinterpreted. See, e.q., 130 Cong. Rec. 31,675 (1984) (“no conduct will be criminalized by this
act that does not constitute trademark infringement under the Lanham Act”) (Joint Statement on
Trademark Counterfeiting Act).

The courts have taken the cue from Congressto adapt civil Lanham Act principlesto
criminal cases. For example, in United States v. Petrosian, the Ninth Circuit, in the absence of
criminal precedent, affirmed the defendant’ s conviction by relying exclusively on two civil cases
brought under the Lanham Act. 126 F.3d 1232 (9th Cir. 1997), cert. denied, 522 U.S. 1138
(1998). The court explained its resort to civil case law by noting that the “definition of the term
‘counterfeit mark’ in the Lanham Act is nearly identical to the definition in 18 U.S.C. § 2320,
suggesting that Congress intended to criminalize all of the conduct for which an individual may
be civilly liable.” 1d. at 1234. See also United Statesv. Torkington, 812 F.2d 1347, 1352 (11th
Cir. 1987) (applying a standard drawn from the Lanham Act because “Congress . . . manifested
itsintent that 18 U.S.C. 8§ 2320(d)(1)(A)(iii) be given the same interpretation asis given the
identical languagein 17 U.S.C. § 1114(1) of the Lanham Act”) (citing H.R. Rep. No. 98-997, at
8, 12 (1984); 130 Cong. Rec. 31,675 (1984) (Joint Statement on Trademark Counterfeiting Act)).
Nevertheless courts have not refrained from noting differences between the criminal and civil
trademark statutes even while applying Lanham Act standardsto criminal cases. See United
States v. Hon, 904 F.2d 803, 806-07 (2d Cir. 1990) (enumerating differences between 18 U.S.C.
§ 2320 liability and Lanham Act liability but applying the standard from the Lanham Act), cert.
denied, 498 U.S. 1069 (1991); United States v. Torkington, 812 F.2d 1347, 1350 (11th Cir. 1987)
(noting that 18 U.S.C. § 2320 is “narrower in scope” than the Lanham Act).

1. “Trafficked” in goods or services

Thefirg element, to “traffic” in goods or services, is defined broadly in 18 U.S.C.
§ 2320(e)(2) to mean “transport, transfer, or otherwise dispose of, to another, as consideration for
anything of value, or make or obtain control of with intent so to transport, transfer or dispose of.”
This definition is broad enough to cover all aspects of commercial activity from initia
manufacture to sale to ultimate purchasers. The thing “of value” received as consideration need
not be afinancial payment. See United Statesv. Koehler, 24 F.3d 867, 870-71 (6th Cir. 1994)
(affirming conviction based on acceptance of air conditioner compressorsin lieu of financial
payment), cert. denied, 513 U.S. 1077 (1995). However, the knowing “purchase” of goods
bearing counterfeit marks for personal use was not intended to be covered by 18 U.S.C. § 2320.
See Joint Statement on Trademark Counterfeiting Legislation, 130 Cong. Rec. 31,675 (1984)
(hereinafter “ Joint Statement”).

2. Trafficking was “intentional”

Thefirst of two mens rea elementsis that the defendant's trafficking was “intentiona”;
that is, that he or she acted deliberately or “on purpose.” See, e.q., Baker, 807 F.2d at 428-30
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(affirming conviction for trafficking on the basis of intent to traffic rather than knowledge of
crime); see also United Statesv. Hon, 904 F.2d 803, 806 (2d Cir.) (affirming conviction for
trafficking and attempting to traffic in counterfeit wristwatches), cert. denied, 498 U.S. 1069
(1991); Joint Statement, 130 Cong. Rec. 31,674 (1984). As noted above, however, the statute
does not require a specific intent to violate the statute. See supra Section |1.B at page 17.

3. The defendant used a “counterfeit mark” on or in connection with
goods or services

The third element of the crime of trademark counterfeiting is that the defendant used a
“counterfeit mark” on or in connection with goods or services. The statute requires some nexus
between the “mark” and the “goods or services’ sufficient to describe the connection asa*“ use.”
Thisrequirement is essentially duplicated within the definition of the term “ counterfeit mark”
and is discussed below. Theterm “counterfeit mark” isaterm of art, and isdefined by 18 U.S.C.
§ 2320(e)(1)(A)? as follows:

(A)  aspurious mark—
() that is used in connection with trafficking in goods or services;

(i)  thatisidentical with, or substantially indistinguishable from, a mark
registered for those goods or services on the principal register in the
United States Patent and Trademark Office and in use, whether or not the
defendant knew such mark was so registered; and

(iii)  theuse of which islikely to cause confusion, to cause mistake, or to
deceive.

Although by itsterms 18 U.S.C. § 2320 seems to require that the “mark” be counterfeit
(rather than, for example, requiring that the goods be counterfeit), the courts have not been
unduly concerned with this technicality where the trademark holder is deprived of the ability to
control the quality of products bearing its name and where consumer confusion is likely, so long
asthe other formalities have been met. For example, the defendant in United States v. Petrosian
purchased “genuine Coca-Cola bottles,” filled them with a cola-like carbonated beverage that
was not Coca-Cola, and told purchasers that the beverage was Coca-Cola. 126 F.3d 1232 (9th
Cir. 1997), cert. denied, 522 U.S. 1138 (1998). The Ninth Circuit rejected the defendant's
contention that the use of the Coca-Cola mark could not be counterfeit because it was a
“genuine” mark, and observed that “[w]hen a genuine trademark is affixed to acounterfeit
product, it becomes a spurious mark. . . The Coca-Cola mark became spurious when [defendant]
affixed it to the counterfeit cola because the mark fasely indicated that Coca-Cola was the source

2 18 U.S.C. § 2320(e)(1)(B) incorporates into the definition trademarks protected by the
Olympic Charter Act.
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of the beverage in the bottles and fasely identified the beverage in the bottles as Coca-Cola.” Id.
at 1234. Theimportance of amark holder being able to control the quality of goods associated
with its mark is discussed further below with regard to cases of “comparable” goods. See

infra Section |1.E at page 27.

The statute itself requires that the “use” of the counterfeit mark be “likely to cause
confusion, to cause mistake, or to deceive.” 18 U.S.C. 8 2320(e)(1)(A)(iii). Ininterpreting this
provision, courts have held that “[t]he jury need not find actual confusion.” United Statesv.
Yamin, 868 F.2d 130, 133 (5th Cir.) (affirming conviction for conspiracy and traffickingin
counterfeit watches), cert. denied, 492 U.S. 924 (1989). Instead, they consistently have
employed an objective standard. “ The statute expressly requires only likelihood of confusion.”
Id. Accord United Statesv. Hon, 904 F.2d 803, 806-08 (2d Cir.) (approving jury consideration
of likelihood of confusion in addition to actual confusion), cert. denied, 498 U.S. 1069 (1991);
United States v. Torkington, 812 F.2d 1347, 1350-52 (11th Cir. 1987) (holding that confusion of
direct purchasers is unnecessary, if the purchasing public is likely to be confused). Because
subsequent purchasers or recipients of the goods may be duped and because of the need to protect
the trademark owner’s investment in the quality of the mark and its product’ s reputation, it is not
adefense that the original buyer was told that the goods were counterfeit, or that the buyer was
actually not confused for other reasons, e.q., because of the comparatively low price of the fake
goods. See Hon, 904 F.2d at 806-08; Torkington, 812 F.2d at 1350-52; United States v. Gantos,
817 F.2d 41, 43 (8th Cir.) (rejecting defendant’ s argument that revelation to purchaser that goods
were counterfeit exonerates him), cert. denied, 484 U.S. 860 (1987). The trier of fact may decide
whether the possibility of confusion islikely either through a side-by-side comparison of
products, through expert testimony, or both. Y amin, 868 F.2d at 133; United States v. DeFreitas,
92 F. Supp.2d 272, 278 (S.D.N.Y. 2000) (noting that “the jury was free to compare the tags and
the marks on the genuine and on the counterfeit Beanie Babies”).

The“likdihood of confusion” standard is taken from the Lanham Act, 15 U.S.C.
§ 1114(1). According to the legidlative history, this phraseology was chosen to ensure that “no
conduct [would] be criminalized. . .that does not constitute trademark infringement under the
Lanham Act.” 130 Cong. Rec. 31,675 (1984). Thus, in reviewing the sufficiency of the evidence
for purposes of deciding amotion to digmiss an indictment, courts have employed the same
factors used in civil proceedings to analyze whether there is alikelihood of confusion between
two marks. See Torkington, 812 F.2d at 1352. These factors have included: (1) the type of
trademark; (2) the similarity of design; (3) the similarity of product; (4) the identity of retailers
and purchasers; (5) the similarity of advertising media used; (6) the defendant’ s intent; and (7)
any actual confusion. Id. at 1354. See United Statesv. McEvoy, 820 F.2d 1170, 1172 (11th Cir.
1987); see also Polaroid Corp. v. Polarad Elecs.. Corp., 287 F.2d 492, 495 (2d Cir.) (enumerating
so-called Polaroid factors: “the strength of [plaintiff’ s| mark, the degree of similarity between the
two marks, the proximity of the products, the likelihood that the prior owner will bridge the gap,
actual confusion, and the reciprocal of defendant's good faith in adopting its own mark, the
quality of defendant's product, and the sophistication of the buyers”), cert. denied, 368 U.S. 820
(1961).
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The registration and the “in use” reguirements are not usually contested although they are
important technical requirements. The statute requires that genuine mark is “registered” on the
“principal register” inthe United States Patent and Trademark Office. 18 U.S.C.

8§ 2320(e)(1)(A)(ii). Federa registrationisajurisdictional prerequisite to federd criminal
prosecution and is an essential element in a prosecution for trademark counterfeiting. See United
States v. DeFreitas, 92 F. Supp.2d 272, 278 (S.D.N.Y . 2000) (finding testimony of mark holder
for Beanie Babies along with samples of genuine, marked Beanie Babies and the mark holder’s
catalog to be sufficient evidence to permit ajury to conclude tha the mark was registered).?
Often a prosecutor may prove this element simply by offering a certified copy of the registration,
which can be obtained from the U.S. Patent and Trademark Office. See Appendix A at page 159
(intellectual property contact lists).

The registration of atrademark by the Federal Patent and Trademark Office establishes a
statutory presumption of ownership of the trademark and the validity of the registration. 15
U.S.C. 8 1057(b) (“A certificate of registration of a mark upon the principal register . . . shall be
primafacie evidence of the validity of the registered mark . . . of the registrant’s ownership of the
mark, and of the registrant’ s exclusive right to use the registered mark in commerce or in
connection with the goods or services specified in the certificate . . . .”). Indeed, experience with
prosecutions brought under the statute is that the genuine mark is treated as *incontestible”
because it has been registered on the principal register for more than five consecutive years. See
15 U.S.C. § 1065 (setting out conditions for “incontestability”). Such well-established marks
probably provide the most appealing marks for counterfeiters to misappropriate. Although the
government must prove the mark was so registered, the statute explicitly states that the
government need not prove the defendant’ s awareness of that registration. See 18 U.S.C.

8§ 2320(e)(1)(A)(ii).

Another requirement is that the genuine mark be*“in use.” 18 U.S.C. § 2320(e)(1)(A)(ii).
No further definition is provided in the statute, the case law, or the legidative history. Although
this requirement is not normally in dispute, some guidance might be drawn from the Lanham Act
registration prerequisite that the mark be “usgd] in commerce,” which is defined broadly as “the
bona fide use of a mark in the ordinary course of trade, and not made merely to reserve aright in
amark.” 15U.S.C. 8§ 1127. See ConAgra, Inc. v. George A. Hormel & Co., 990 F.2d 368, 371-
72 (8th Cir. 1993) (affirming district’s finding that Hormel’ s trademark application was not
based on a“ sham use”).

The legidative history provides some commentary on other parts of the statute’s
definition of “counterfeit mark.” Where the statute requiresthe mark to be “spurious,” 18 U.S.C.
§ 2320(e)(1)(A), the legidative history states that “ spurious’ means “not genuine or authentic.”
130 Cong. Rec. 31,675 (1984). Where the statute requires that the counterfeit mark be “identical

% Toregister atrademark on the principal register, the owner must establish (1)
distinctiveness of the mark, and (2) use or intent to use the mark in interstate or foreign
commerce. See 15 U.S.C. § 1052
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with, or substantially indistinguishable from” a genuine trademark, 18 U.S.C.

§ 2320(e)(1)(A)(ii), the legidative higory states that the phrase * substantially indistinguishable
from” isintended to prevent a counterfeiter from escaping liability by modifying a protected
trademark in trivial ways. Conversely, it also serves to exclude the arguable case of trademark
infringement that is merely “reminiscent of” protected trademarks. 130 Cong. Rec. 31,675-76
(1984). Incidentally, this standard is the same as that applied in civil actions under the Lanham
Act. See 15 U.S.C. § 1127 (defining “ counterfeit” as a spurious mark which is “identical with, or
substantially indistinguishable from, a registered mark”).

Finally, the statute restricts the “goods or services’ with which the mark is“used” to be
“those goods or services’ for which the genuine mark isregistered. 18 U.S.C.
§ 2320(e)(1)(A)(i)-(ii). Thisrestriction isan important distinction from civil trademark
infringement under the Lanham Act. Asthe legidlative history notes, “a plaintiff with a Federal
registration for. . .[amark] on typewriters might have a Lanham Act remedy against a defendant
who used that mark to identify typing paper, even though the plaintiff had not registered that
mark for use in connection with typing paper. Under [8 2320], however, the use of the mark . . .
on typing paper would not count as the use of a‘counterfeit mark.”” 130 Cong. Rec. 31,676
(1984). One other consequence of thisrestriction is that knowing trafficking in unattached
counterfeit marks would not by itself fulfill the requirements of the statute. United Statesv.
Giles, 213 F.3d 1247, 1253 (10th Cir. 2000) (reversing conviction for trafficking in counterfeit
patches because statute does not prohibit trafficking in counterfeit labels unconnected to any
goods). Nevertheless, it could expose a defendant to liability as an aider and abetter in trademark
counterfeiting. 1d. at 1251 n.6. By contrast, trafficking in counterfeit labels for copyrighted
works can be subject to criminal penalties under 18 U.S.C. § 2318 even if the labes are not
attached to awork. Seeinfra Section 1V.A.2 at page 67.

4. The defendant “knowingly used” the counterfeit mark

The fourth element of the crime of trademark counterfeiting is that the defendant
“knowingly” used the counterfeit mark on or in connection with the trafficked goods or services.
The requisite showing of knowledge, or willful blindness, may be made through direct or
circumstantial evidence. The Seventh Circuit, in an opinion by Judge Easterbrook, noted that the
defendant “knew that the marks were on the bottles, caps and boxes,” and found this knowl edge
to be sufficient to uphold a conviction. United Statesv. Sung, 51 F.3d 92, 93 (7th Cir. 1995)
(holding that the vendor is on duty to inquire into the status of amark). Typical circumstantial
evidence includes, but is not limited to, evidence of a defendant's purchase or sale of the goods,
manipulation of the goods, the method of delivery, packaging conventions, or an unusualy low
price. Indeed, the profitsand circumstantia evidence regarding knowledge are usually so
overwhelming that this element is not often contested. See, e.g., United States v. McEvoy, 820
F.2d 1170, 1173 (11th Cir.) (“It istelling that the trial record reveals that appellants were very
much aware that their actionsin selling the watches violated the law.”), cert. denied, 484 U.S.
902 (1987). On the other hand, the Fifth Circuit has held that the government failed to satisfy the
“knowingly” requirement where the accused trafficker in counterfeit goods did not affix the mark
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himself and where the government had not shown he knew that the mark was in fact being
affixed to it by the counterfeiter. United States v. Sultan, 115 F.3d 321, 325-30 (5th Cir. 1997)
(reversing conviction for trafficking in counterfeit automobile parts).

The legidlative history clarifies that the drafters intended that the government should
prove that the defendant had “an awareness or afirm belief to that effect.” 130 Cong. Rec.
31,674 (1984) (referring to an awareness or belief to the effect that the mark was counterfeit).
Thismens reais notably different from (and less burdensome to prove than) an “intentiond”
mental state, asis required by the second element of the crime. For example, the legislative
history states that “if the prosecution proves that the defendant was ‘willfully blind’ to the
counterfeit nature of the mark, it will have met its burden of showing ‘knowledge.”” 130 Cong.
Rec. 31,674 (1984) (citing United States v. Jewd |, 532 F.2d 697 (9th Cir.), cert. denied, 426 U.S.
951 (1976)). On the other hand, the Congressiona sponsors believed that “a manufacturer who
believes in good faith that he or she has a prior right to use a particular mark, or that a mark does
not infringe aregistered mark, could not be said to ‘know’ that the mark is counterfeit.” 130
Cong. Rec. 31,674 (1984).*

There are anumber of aspects of knowledge that do not have to be shown by the
government. First, the government does not have to show that the defendant knew that a mark
was registered for those goods or services on the principal register, because the statute itself
states that the definition of counterfeit mark applies “whether or not the defendant knew such
mark was so registered.” 18 U.S.C. 8§ 2320(e)(1)(A)(ii). See Sung, 51 F.3d a& 94. Second, just
as the government need not show actual confusion, it is not required to prove an intent to
mislead. See United Statesv. Brooks, 111 F.3d 365, 372 (4th Cir. 1997) (rejecting defense that
defendants did not use counterfeit marks “for the purpose of deception or to cause confusion or
mistake”). Finally, lack of knowledge of the criminality of the conduct is not an element of the
offense. As previously discussed, the crime does not require a specific intent to violate the
Statute.

C. Defenses to the Crime of Trademark Counterfeiting

Overrun and “grey market” goods. The statute expressly excludes from the definition of
“counterfeit mark” any mark used in connection with items (commonly termed “ overrun goods”)
that are:

goods or services of which the manufacturer or producer was, at the time of the
manufacture or production in question authorized to use the mark or designation

4 Care must be exercised when offering the so-called “ conscious avoidance” or “ostrich”
instruction first set forth in United States v. Jewd|, 532 F.2d 697 (9th Cir.) (en banc), cert.
denied, 426 U.S. 951 (1976). There are significant differences throughout the circuits regarding
the appropriateness of such an instruction and the precise language to be used. Prosecutors
should consult local circuit opinion on this matter prior to proceeding with a Jewell instruction.

24



for the type of goods or services so manufactured or produced, by the holder of
the right to use such mark or designation.

18 U.S.C. § 2320(e)(1).

The legidative history makes clear that “ overrun goods’ is an affirmative defense, and
that “the burden will be on the defendant to prove that the goods or servicesin question fall
within the overrun exclusion, under both the criminal and civil provisions.” 130 Cong. Rec.
31,676 (1984). The First Circuit rejected a defendant’ s vagueness challenge to the overrun
exclusion, and held instead, based on the plain language of the statute, that Congress intended the
exception to be limited to those goods or services for which authorization existed “during the
entire period of production or manufacture.” United Statesv. Bohai Trading Co., 45 F.3d 577,
579-81 (1st Cir. 1995) (affirming conviction for trafficking in counterfeit goods and importing
goods by means of false or fraudulent practices).

The legidlative history provides an example: If alicensee was authorized to make
500,000 umbrellas bearing atrademark owner’s mark and the licensee manufactured without
authorization an additional 500,000 umbrellas bearing that mark during the course of the license,
“the contractual and other civil remedies already existing make it inappropriate to crimindize
such practices.” 130 Cong. Rec. 31,676 (1984) (citation omitted). On the other hand, the
legidative history dso explainsthat the exclusion cannot be claimed where a licensee produces a
type of good other than the one for which he or sheislicensed. For example, “if alicenseeis
authorized to produce ‘ Zephyr’' trench coats, but without permission manufactures ‘ Zephyr’
wallets, the overrun exception would not apply.” 130 Cong. Rec. 31,677 (1984).

Also excluded from the definition of counterfeit mark are so-cdled “ parallel imports’ or
“gray market” goods, which are trademarked goods |egitimately manufactured and sold overseas,
and then imported into the United States outside of the trademark owner's traditional distribution
channels. The mark placed on the gray market goods is not considered counterfeit under the
statute because it was placed there with the consent of the trademark owner, and the goods were
not subsequently modified or remarked. Congress carefully considered “gray market” goods, and
intended that they fdl outside of the statute. 130 Cong. Rec. 31,676 (1984); S. Rep. No. 98-526,
at 11 (1984), reprinted in 1984 U.S.C.C.A.N. 3627, 3637.

Lanham Act defenses. 18 U.S.C. 8 2320(c) explicitly incorporates all the civil Lanham
Act defenses into the criminal cases: “All defenses, affirmative defenses, and limitations on
remedies that would be applicable in an action under the Lanham Act [for trademark
infringement] shdl be applicable in a prosecution under this section.” In considering this
provision, the legidlative history notes that “ only those defenses, affirmative defenses, and
limitations on relief that are relevant under the circumstances will be applicable. . .” 130 Cong.
Rec. 31,675 (1984). The legidative history confirms Congress' intent that “any affirmative
defense under the Lanham Act will remain an affirmative defense under thisAct.” 1d.
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Lanham Act defenses in cases involving so-called “incontestible marks,” which are the
most commonly counterfeited and thus provide the basis for most criminal prosecutions, are
primarily set out at 15 U.S.C. 8 1115(b). These nine defenses are enumerated as follows: (1)
fraud by the mark owner in obtaining the registration; (2) abandonment of the mark by its owner;
(3) misrepresentation or unclean hands with respect to use of the mark; (4) fair use; (5) innocent
prior use without registration; (6) innocent prior use with registration; (7) use of atrademark in
violation of the antitrust laws; (8) use of afunctional mark; and (9) equitable defenses, such as
laches, estoppel, and acquiescence. Other Lanham Act defenses or limitations prominently
mentioned in the legislative history are those limitations on actions against printers and
newspapersin 15 U.S.C. § 1114(2). See 130 Cong. Rec. 31,675 (1984). For an extensive
discussion of each of these defenses, see David J. Goldstone & Peter J. Toren, The
Criminalization of Trademark Counterfeiting, 31 Conn. L. Rev. 1, 43-65 (1998).

Where such defenses are raised, case law under the Lanham Act, 15 U.S.C. 88 1051-
1127, may prove instructive, dthough they can not be applied mechanically to a criminal case.
For example, an “unclean hands defense’ may be used to deny relief to an “unclean” plaintiff
mark holder inacivil case. 15 U.S.C. § 1115(b)(3). However, the wrongful activity of a
purportedly “unclean” mark holder may be less relevant to a criminal case, wherethe mark
holder isnot actually aparty. Inacrimina case, prosecutors act in the interest of the public, not
just the victim mark holder. Permitting the defendant to automatically avail itself of this Lanham
Act defense may not vindicate the public interest.

Generd defenses. Many general defensesto 18 U.S.C. § 2320 arise outside the statute,
such as the running of the statute of limitations, the absence of proper venue, or the absence of
proper jurisdiction. These defenses are available in every criminal case and their application
needs no further elaboration here. However, the statute of limitations defense for violations of
18 U.S.C. § 2320 merits additional discussion because of alaw journal article suggesting that the
statute of limitationsfor a 18 U.S.C. § 2320 violation should not be the usual five-year period as
for aimost al non-capital federal crimesunder 18 U.S.C. § 3282, see, e.q., United Statesv.
Milstein, No. CR 96-899 (RJD), 2000 WL 516784, at *3 (E.D.N.Y. March 3, 2000) (recognizing
appropriateness of five-year statute of limitations), but should be based on the applicable period
for civil trademark infringement in whichever state the federal court sits. See Ronald J. Nessim,
Criminal (and Civil) Trademark Infringement: What Statute of Limitations Applies?, 76 J. Pat.
& Trademark Off. Soc’'y 933 (1994). Nessim's theory would encourage forum shopping in
trademark cases and make statute of limitations analysis much less predictable. It has been raised
by defense counsel in a number of litigated cases, but has not been adopted by any court of which
we are aware. Because no special limitations period is “expressly provided for by law” in 18
U.S.C. § 2320, the five-year limitations period set out in 18 U.S.C. 8 3282 is the proper one to
use. See David J. Goldstone & Peter J. Toren, The Criminalization of Trademark Counterfeiting,
31 Conn. L. Rev. 1, 65-70 (1998) (arguing that federal courts should follow 18 U.S.C. § 3282 in
cases arising under 18 U.S.C. § 2320).

D. Statutory Penalty for Trafficking in Counterfeit Goods or Services
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The maximum penalty for violating 18 U.S.C. § 2320 is imprisonment for 10 yearsand a
fine of $2,000,000 for afirst-time violator. 18 U.S.C. § 2320(a). A subsequent conviction
carries a prison term of up to 20 years, a $5,000,000 fine, or both. 1d. For afirst-time corporate
defendant, the maximum fine is $5,000,000; recidivist corporations may be fined up to
$15,000,000. 1d. The defendant is sentenced under U.S. Sentencing Commission, Guidelines
Manual 8§ 2B5.3 (Nov. 1998 & Supp. 2000) (hereinafter U.S.S.G.). For detailed discussion of
consequences of a conviction under 18 U.S.C. § 2320, see Chapter V11 at page 108.

E. Counterfeit Goods That Are Comparable To Legitimate Goods

Cases involving trafficking in marked goods that are comparabl e to legitimate goods can
seem to raise dightly different issues than so-called “ordinary” counterfeit goods cases. The
majority of counterfeit goods cases involve counterfeit marks placed on goods that are
substantially different from and usually of markedly lower qudity than legitimate goods. Ina
garden-variety counterfeiting case, a counterfeiter might place on low-quality watches a
counterfeit mark that is legitimately placed on watches that sell for over $1,000. By contrast, in a
comparable goods case, the defendant might place the mark on similar-quality watches — perhaps
on watches made by the same third-party manufacturer asis ordinarily used by the mark holder.
These “comparable goods’ cases are discussed below, with special attention given to computer
chip (“CPU”) remarking cases.

1. Background on comparable goods cases generally

A comparable goods case is one where the counterfeit mark is placed on goods where the
goods themselves are arguably of equivalent quality to legitimate goods. For example, a
defendant who is charged with trademark counterfeiting for selling pirated computer software in
counterfeit packaging may claim that the software he sold was an exact duplicate of the original
software. Therefore, he might claim, his use of the mark was justified, or at least should be
excused.

These cases have arisen in many contexts, ranging from baby food to pharmaceuticals to
physical goods to computer chips. See, e.q., United States v. Milstein, No. CR 96-899 (RJD),
2000 WL 516784, at *3 (E.D.N.Y. March 3, 2000) (pharmaceuticals). Seedso, e.q., United
States Attorney’ s Office, Northern District of Texas, Federal Jury Convicts Four Individuals on
Charges of Trademark Counterfeit, Conspiracy for Resdling Infant Formula, July 18, 2000
<http://www.cybercrime.gov/babyfood.htm>; United States Attorney’ s Office, Eastern District of
New York, New York Electronic Crimes Task Force Arrests Two Individuals on Charges of
Trafficking in Counterfeit Computer Chips and Software, June 22, 2000
<http://www.cybercrime.gov/platinum.htm>; Department of Justice, Violation of 1.B.M.
Trademark Resultsin $3.3 Million Fine and Restitution for Chicago-area Company, November
19, 1998 <http://www.cybercrime.gov/desktop.htm>.

Defendants typically purchase loose goods at alow price— either government surplus,
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goods that turn out to have been stolen, unmarked goods from an original equipment
manufacturer (“OEM™) or simply goods of only slightly lower quality — and then mark them or
box them for sale at full price. Indeed, the practice by a mark holder of using OEMsto
manufacture goods to be marked by the mark holder may permit a defendant to claim that his
counterfeit goods were identical to the mark holder’ s because all goods made by a particul ar
OEM are of the same quality, although this claim may not be based in fact and should be
investigated.

Defendants in these cases may claim at the time of criminal litigation that because the
goods are purportedly of equivalent quality to the legitimate goods (or better), they should not be
held criminally responsible for their actions. These claims should be considered, along with the
following issues:

D Whether the defendant used a mark (or packaging) that was substantially similar
to the legitimate mark (or packaging), and, if so, the basis of that use;

2 Whether the defendant compensated the mark holder for (or notified the mark
holder of) the defendant’ s use of its mark;

(©)) Whether the defendant marked the goods to indicate to downstream consumers
that the goods were not in fact subject to the actua oversight and supervision and
would not properly be subject to customer support or warranty coverage as that
provided by the mark holder;

4 Whether the defendant invited any third party to investigate whether the quality
control procedures, if any, used were equivalent to those used by the mark holder;
and

(5) Whether the defendant provided for equivalent customer support or warranty
coverage as that provided by the mark holder, and how downstream consumers
were notified of any such support.

A defendant’ s claims that comparable goods are exempted from the statute would be
well-founded for cases of overrun and “grey market” goods. Overrun goods are goods “ of which
the manufacturer or producer was, at the time of the manufacture. . . . in question authorized to
usethe mark . . . for the type of goods. . . so manufactured . . . by the holder of the right to use
such mark or designation.” 18 U.S.C. § 2320(e)(1). Thus, if the defendant can show that the
OEM was authorized at the time of manufacture to use the mark for the type of good at issue,
then his trafficking in goods marked by the OEM may be excluded from criminal liability.
Similarly, the defendant may not be criminally liable for sdling “gray market goods’ —
trademarked goods legitimately manufactured and sold oversees and then imported into the
United States outside of the trademark owner’ s distribution channels. See supra Section 11.C at

page 24.
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On the other hand, if the goods do not fall into these exceptions, it may be appropriate to
charge trademark counterfeiting. The defendant’s claim at trial that the goods are comparable to
(or even equivalent to) the legitimate goods would probably not be relevant unless he had
identified himself, and not the mark holder, as the true source of and the quality control agent of
the marked goods. By using the counterfeit mark without authorization and without any
reference to his own role as the actual judge of quality, the defendant has falsely identified the
good as authorized by the mark holder and has reaped the profits that are properly due to the
mark holder. See United Statesv. Petrosian, 126 F.3d 1232, 1234 (9th Cir. 1997) (“When a
genuine trademark is affixed to a counterfeit product, it becomes a spurious mark. ... The
Coca-Cola mark became spurious when [defendant] affixed it to the counterfeit cola because the
mark fasely indicated that CocaCola was the source of the beverage in the bottles and falsely
identified the beverage in the bottles as Coca-Cola.”), cert. denied, 522 U.S. 1138 (1998).
Moreover, if it can be shown that individual consumers are defrauded or deceived by the sale of
counterfeit goods, a prosecutor may also charge wire fraud or mail fraud. 18 U.S.C. 88 1341,
1343. Seeinfra Section VI.B.1 at page 73 (discussing charging wire and mail fraud in
infringement cases). The issues of charging a comparable goods case will be exemplified below
by acase study of remarked computer chips.

2. A case of comparable goods: Remarked computer chips

Remarked computer chips are representative comparable goods. Because remarking of
computer chips can be done in high volume and can provide high margins, they provide an
attractive source of revenue. This section will provide market and technical background on
computer chip remarking, and then provide alegal analysis of viability of a trademark
counterfeiting charge. Such charges have been filed in some districts. See, e.g., United States
Attorney’ s Office, Eastern District of New Y ork, New Y ork Electronic Crimes Task Force
Arrests Two Individuals on Charges of Trafficking in Counterfeit Computer Chips and Software,
June 22, 2000 <http://www.cybercrime.gov/platinum.htm>. While the legal analysis provided
here focuses on remarked computer chips, the legal analysis may also be helpful for other
comparable goods cases.

a. Market and technical background on computer chip
remarking

It iswidely recognized that a computer chip can be operated at a higher standard (e.q.,
higher speed) than that for which the manufacturer has rated it, just as an extension cord can
carry more current than the level at which it has been rated, or an elevator can carry more weight
than the amount for which it has been authorized. Manufacturers often deliberately rate their
products at alower operating level to ensure quality control. Some individuals have recognized
this practice and taken advantage of it by using the computer chips, or by selling them for use, at
the higher speed. Usually, the marks on the chips indicating the manufacturer’ s suggested speed
are removed; and the chips are remarked as capable of performing at the higher speed.
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Prosecutors and investigators reviewing remarking cases are faced with the question of
whether these practices constitute trademark counterfeiting. This question seems difficult
because the original manufacturer’ s trademark may not have been modified. It ispossible that
the changes to the chip are to the speed designation and to the wiring without change to the mark.

Chip remarking most commonly takes place with regard to the computer chips known as
centra processing units (“CPUS"). Intel Corporation is the leading manufacturer of CPUs for use
in personal computers, including the “Pentium” line of chips. A CPU isthe “brain” of the
computer; it isthe part of the computer that performs the cal culations and operates on the data
that is fed into the computer. A chip’s speed is measured in “megahertz” or “MHz.” For
example, a400 MHz chip is faster than a300 MHz chip. The speed of the chip, the
manufacturer’s trademark, and other identifying information are typically etched into the casing
of each computer chip.

Faster CPUs command significantly higher pricesin the market place than slower CPUs.
For example, in May 2000, alegitimate Intel Pentium II1 550 MHz CPU could be purchased
through legitimate channels for $326, a 650 MHz CPU for $507, and a733 MHz CPU for $708.
Thus, a person could net a 55% profit by remarking a 550 MHz CPU to 650 MHz, or a 40%
profit by remarking a 650 MHz CPU to 733 MHz, aslong as the chips will perform at the
increased speed.

Running a CPU faster than its rated speed can undermineitsreliability. A CPU pushed
beyond its rating may appear to function properly in many circumstances, but nevertheless fail at
some point where a CPU within its rating would not. Typically, the remarking aso involves
physically atering or hot-wiring the chip so that it will actually function at the faster speed. The
process of modifying the CPU may also damage it, either through physical modification of the
device or through electro-static discharges into the CPU. Legitimate CPU manufacturers usualy
take significant quality control stepsto safeguard their products from such damage.

b. Charging trademark counterfeiting for trafficking in
remarked computer chips

A prosecutor may consider charging trademark counterfeiting for trafficking in remarked
computer chips (either manufacturing or reselling them). In response, a defendant may claim that
these sales of comparable goods do not constitute trademark counterfeiting, particularly for chips
where the speed was remarked, and the trademark itself was unmodified. The defendant may
argue that the trademark on the chip was authorized by the mark holder prior to the remarking.
Under the case law discussed below, the argument is likely to fail because the use of the
trademark in connection with aremarked chip would be considered “counterfeit” within the
terms of the statute if there was alack of quality control by the mark holder when the
modifications were made to the chips. (Asnoted above, if it can be shown that individual
consumers are defrauded or deceived by the sale of counterfeit goods, a prosecutor may also
charge wire fraud or mail fraud. 18 U.S.C. 88 1341, 1343. Seeinfra Section V1.B.1 at page 73
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(discussing charging wire and mail fraud in infringement cases). )

Few crimina cases have addressed how to determine when a mark placed under
circumstances authorized by the mark holder can become a “counterfeit mark.” The question is
likely to turn on whether the mark can be characterized as a“ spurious mark,” one that is “ not
genuine or authentic.” 18 U.S.C. § 2320(e)(1)(A); 130 Cong. Rec. 31,675 (1984).

A recent Ninth Circuit case mentioned previously, United Statesv. Petrosian, 126 F.3d
1232 (9th Cir. 1997), cert. denied, 522 U.S. 1138 (1998), provides the most guidance thus far on
the scope of “spurious’ in acriminal case. The defendant purchased “genuine Coca-Cola
bottles,” filled them with a cola-like carbonated beverage that was not Coca-Cola, and told
purchasers that the beverage was Coca-Cola. On appeal, the defendant objected to ajury
instruction that “counterfeit mark” could include a genuine trademark affixed to packaging
containing products not made by, but sold as products of the owner of the registered trademark.

The Ninth Circuit rejected the defendant’ s contention that the use of the Coca-Cola mark
could not be counterfeit because it was a“genuine” mark. Instead, the court defined a spurious
mark as “onethat isfalse or inauthentic.” 1d. at 1234. The court noted that “[w]hen a genuine
trademark is affixed to a counterfelt product, it becomes a spurious mark. . . The Coca-Cola
mark became spurious when [defendant] affixed it to the counterfeit cola because the mark
falsely indicated that Coca-Cola was the source of the beverage in the bottles and falsely
identified the beverage in the bottles as Coca-Cola.” Id. The Ninth Circuit’ sfunctional analysis
thus revolved around the way the mark “falsely indicated” or “falsely identified” the source of a
product, without articulating a specific definition for “spurious.” Similarly, by selling remarked
computer chips with the registered trademark intact, defendants falsely indicate that the remarked
chips will perform in accord with manufacturers quality control standards for chips at that speed.

In interpreting the scope of “counterfeit mark” for purposes of criminal liability, it may be
helpful to consider case law under the civil provisions of the Lanham Act. See Section |1.B at
page 17 (discussing applicability of Lanham Act case law to interpretation of trademark
counterfeiting statute). One civil case deserves special attention. InIntd Corp. v. Terabyte Int'l,
Inc., 6 F.3d 614 (9th Cir. 1993), the Ninth Circuit affirmed the district court’s holding that a
distributor of remarked chips was liable under the Lanham Act for trademark infringement. The
remarking process involved opening the packages and physically removing or covering the model
number that was etched on the chip. 1d. at 616. The defendants were distributors of chips
remarked by another party. 1d. The court rejected the defendant’ s argument that “confusion as to
capability” isirrdevant when thereis no confusion as to the source of the product, and
recognized that the Lanham Act also protects the right to control the quality of one’s goods. 1d.
at 619. Moreover, the court noted that the remarking activity might be “so basic that it would be
amisnomer to call the article by itsoriginal name.” 1d. (citation omitted). Instead of comparing
the remarked chipsto the original ones (where the defendant could argue tha only the labd is
different), the Ninth Circuit found that “the modified math coprocessors were counterfeit copies
of the faster and more expensive models.” 1d. at 620. Therefore, the defendant’s “ conduct was
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blatant trademark infringement and was prohibited by the Lanham Act.” 1d. at 623.

In itsdecision, the Ninth Circuit cites a“quality control” theory and focuses primarily
upon the extent of consumer confusion. According to the court, the remarker introduced a defect
and took steps so that the customer would not discover the inferior nature of the product. “Intel
marked the chip with its namein connection only with the less demanding speed of six
megahertz. When the chip genuinely from Intel was marked with a speed designation Intdl
would not have given it, the chip became a counterfeit . . ..” 1d. at 620.

Many courts have recognized that atrademark holder is entitled to maintain at least some
degree of control over the continued qudity of its trademarked goods, and have been willing to
hold defendants liable when the trademarked product is re-manufactured or re-packaged, even
though the product might otherwise be considered “genuine.” See Champion Spark Plug Co. v.
Sanders, 331 U.S. 125 (1947) (affirming injunction against the re-manufacturer of trademarked
spark plugs, unless he made sufficient disclosure concerning the re-manufactureto alay
customer confusion as to the nature of the mark owner’s authorization); Westinghouse Electric
Corp. v. General Circuit Breaker & Elec. Supply, Inc., 106 F.3d 894, 899 (9th Cir.) (upholding
finding of trademark liability where defendant used Westinghouse mark in connection with
reconditioned Westinghouse circuit breakers), cert. denied, 522 U.S. 857 (1997); Shell Oil Co. v.
Commercial Petroleum, Inc., 928 F.2d 104, 107 (4th Cir. 1991) (affirming district court’ s finding
that oil was not “genuine” without Shell’ s enforcement of its own quality controls); EI Greco
L eather Products Co. v. Shoe World, Inc., 806 F.2d 392, 395-96 (2d Cir. 1986) (holding that the
sale of plaintiff’s trademarked shoes without the requisite inspection was actionable, since the
inspection was a form of qudity control and the right to control quality is“[o]ne of the most
valuable and important protections afforded by the Lanham Act”), cert. denied, 484 U.S. 817
(1987). See generally Justin D. Swindells, Repackaging Origind Trademarked Goods:
Trademark Exhaustion or Consumer Confusion?, 7 Fed. Circuit B.J. 391 (1997) (arguing that
repackaged, unaltered products can deceive consumers and inflict non-trivial harm on the
producer’'s goodwill). Meaningful disclosure may mitigate trademark liability and defendants
may rely upon disclaimers to negate their own culpability, although disclaimers can also be used
by prosecutors to show adefendant’ s awareness of the law and willful violation of it. Seeinfra
Section |11.E.3 at page 59 (discussing disclaimers).

Although the majority of circuits have found trademark infringement when thereis aloss
of quality control, “*qudity control’ is not a talisman the mere utterance of which entitles the
trademark owner to judgment.” Iberia Food Corp. v. Romeo, 150 F.3d 298, 304 (3d Cir. 1998)
(reversing finding of trademark infringement because goods were genuine despite absence of
mark holder’s quality controls). For example, in some circuits, the court focuses its analysis on
the degree of quality control aparticular mark owner can expect. This anayss focuses primarily
on the mark holder’ s efforts in maintaining quality control. Id. (“[T]he test is whether the quality
control procedures established by the trademark owner are likely to result in differences between
the products such that consumer confusion regarding the sponsorship of the products could injure
the trademark owner’s goodwill.”). See also Warner-L ambert Co. v. Northside Dev. Corp., 86
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F.3d 3, 6-7 (2d Cir. 1996) (holding that, in order to prove that defendant infringed on plaintiff’s
trademark by selling trademarked cough drops past their “freshness date,” plantiff must first
show that it had a quality control system in place that was not followed by defendant).

The government usually will be able to demonstrate that the trademark holder has
extensive quality control procedures related to the speed markings on its chips. The government
will often be able to argue it was those quality control procedures that, inter alia, caused the chips
to be marked at alower speed in thefirst place. Because the quality control procedures that the
end user expects are not followed when chips are remarked without the permission of the mark
holder, the government should be able to show that trafficking in remarked chipsis wrongful
conduct as well as a counterfeiting crime.
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III. CRIMINAL COPYRIGHT INFRINGEMENT: 17 U.S.C. § 506 & 18 U.S.C. § 2319

Willful copyright infringement is criminalized by 17 U.S.C. § 506(a) in concert with 18
U.S.C. § 2319 for economically motivated infringement or large-scde infringement (even if not
committed for commercial gain). Felony penalties attach to violations involving reproduction or
distribution of at least ten copies valued at more than $2,500. See 18 U.S.C. § 2319(b)(1). This
chapter provides a primer on copyright law, an analysis of the elements of copyright
infringement, areview of the defenses to the crime, and a summary of the statutory pendties
arising from convictions. Finally, this chapter explores some of the novel copyright infringement
issues related to the Internet. Forms providing sample indictments and jury instructions for
criminal copyright infringement are provided in Appendix C at page 169. Prosecutors may find
other resources to be helpful aswell, including treatises, e.g., Melville B. Nimmer & David
Nimmer, Nimmer on Copyright Ch. 15 (perm. ed. rev. vol. 1999) (criminal actions), or law
review articles. See, e.g., Michael Coblenz, Intellectual Property Crimes, 9 Alb. L.J. Sci. &
Tech. 235 (1999); Randy Gidseg et al., Intellectual Property Crimes, 36 Am. Crm. L. Rev. 835
(1999).

In applying these provisions to particular cases, it is helpful to look not only to criminal
precedent but also civil precedent. Indeed, courts have noted the “ general principle in copyright
law of looking to civil authority for guidance in criminal cases.” United Statesv. Wise, 550 F.2d
1180, 1188 n.14 (9th Cir. 1977) (affirming in part and reversing in part conviction for
unauthorized sale of copyrighted motion pictures), cert. denied, 434 U.S. 929 (1977), and
rehearing denied, 434 U.S. 977 (1977). See also, e.q., United States v. Manzer, 69 F.3d 222, 227
(8th Cir. 1995) (applying the “willfulness’ standard used in civil suits); United Statesv. Cross,
816 F.2d 297, 303 (7th Cir. 1987) (inclusion of civil definitions of copyright infringement in jury
instruction on criminal copyright infringement was proper becauseit is necessary to resort to the
civil law of copyright in order to understand the meaning of criminal copyright infringement);
Kellyv. L.L. Cool J, 145 F.R.D. 32, 39 (S.D.N.Y. 1992) (conduct that does not support a civil
action for infringement cannot constitute crimina conduct), aff’d, 23 F.3d 398 (2d Cir. 1994),
cert. denied, 513 U.S. 950 (1994). Prosecutors should be cautioned not to rely unduly upon civil
precedent, particularly in areas of sharp differencesin the law between civil copyright
infringement and criminal copyright infringement; for example, civil infringement can be found
with strict liability, whereas a criminal infringement conviction requires a showing of a“willful”
intent by the defendant.

A. A Primer on Copyright Law

Copyright law is a complex areaof law based on simple principles. A short overview is
provided here for those with a passing need to become familiar with this area of law. The central
precept of copyright law is:

For a limited time, an original work in fixed form may not be copied (or otherwise

infringed) without permission.




Copyright law is intended to protect the creators of original expressive works. Copyright
law protects the original expression of an idea or concept in tangible form (be it anovel, asong, a
carpet design, or computer source code), but does not extend to protection of the idea or concept
itself. Thus, copyright law protects interests distinct from those protected by the patent laws,
which provide exclusive rights to inventors of new methods or processes, and the trademark
laws, which protect the exclusive use of certain names and slogans in connection with certan
goods or services.

A rich body of law has developed to give greater content to this edict, supported by an
administrative scheme established and refined by Congress. For federal prosecutors, however,
the critical aspects of copyright law can be distilled to afew basic questions: What is the legal
basis for creating a“property right” in original intellectual property, such as a book, amovie, or
computer software? What are the major developmentsin federal copyright protection? How
does intellectua property become protected by copyright law? Doesit need to be registered?
How long does that protection last? What counts as “infringement” of a copy? |sinfringement
really acrime, and, if so, why? What if the infringer was not making any money? These
guestionswill be answered in brief below. A more detaled summary of copyright law is
available from many sources and treatises. See, e.9., Melville B. Nimmer & David Nimmer,
Nimmer on Copyright (perm. ed. rev. vol. 1999).

What is the legal basis for creating a “property right” in original intellectual
property, such as a book, a movie, or computer software? Since 1790, Congress has enacted
numerous statutes devel oping and fine-tuning the copyright law, which is now codified primarily
in Title 17 of the United States Code. The Constitution grants Congress both general authority to
regulae interstate commerce, U.S. Const. at. |, 8 8, cl. 3, and specific authority “[t]o Promote
the Progress of Science and Useful Arts, by securing for Limited Times to Authors and Inventors
the exclusive Right to their respective Writings and Discoveries.” U.S. Const. art. |, 8 8, cl. 8.
“Asthe text of the Constitution makes plain, it is Congress that has been assigned the task of
defining the scope of the limited monopoly that should be granted to authors. . .in order to give
the public appropriate access to their work product.” Sony Corp. v. Universal City Studios, Inc.,
464 U.S. 417, 429 (1984) (holding that sale of V CRs does not constitute contributory
infringement of television program copyrights because VCRs are capable of substantial non-
infringing uses). Thus, “the protection given to copyrights is wholly statutory,” id. at 431
(citation omitted), and the remediesfor copyright infringement remain confined to “only those
prescribed by Congress.” Thompson v. Hubbard, 131 U.S. 123, 151 (1889) (citations omitted)
(holding that, pursuant to statute, copyright infringements are not actionable unless notice of
copyright is provided with both date and name of the person taking it out).

What are the major developments in federal copyright protection? Since 1790,
Congress has enacted and repeatedly amended copyright laws, with atrend of continudly
increased coverage and increased remedies. Beginning in 1909, Congress also imposed criminal
penalties for certain types of copyright infringement. See Act of March 4, 1909, ch. 28, 35 Stat.
1082. See, e.q., United States v. Backer, 134 F.2d 533 (2d Cir. 1943) (affirming conviction for
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willful infringement for profit of copyrighted figurines).

The mgjor revision in 1976 was a watershed moment in copyright law; it revolutionized
copyright law by establishing federal pre-emption over state law. See 17 U.S.C. § 301. Other
significant recent legidative devdopmentsinclude: (1) the Computer Software Copyright Act of
1980, Pub. L. No. 96-517, § 10, 94 Stat. 3015 (1980) (codified at 17 U.S.C. 88 101, 117), which
clarified that computer software is entitled to copyright protection; (2) expansion of criminal
penalties for certain works in 1982 and for al worksin 1992; see 17 U.S.C. 8§ 506 and 18 U.S.C.
§ 2319; (3) the creation of an exclusive right pertaining to digital audio transmission of sound
recordings by the Digital Performance Right in Sound Recordings Act of 1995, Pub. L. No. 104-
39, 109 Stat. 336 (1995); (4) the criminalization of large-scale copying even in the absence of
economic motivation by the No Electronic Theft (NET) Act, Pub. L. No. 105-147, 111 Stat. 2678
(1997); (5) the 1998 extension of the term of copyrights; see Sonny Bono Copyright Term
Extension Act, Pub. L. No. 105-298, 112 Stat. 2827 (1998); and (6) the Digital Millennium
Copyright Act, Pub. L. No. 105-304, 112 Stat. 2860 (1998) (codified at 17 U.S.C. 88 1201-
1205).

How does intellectual property become protected by copyright law? Does it need to
have been registered with the Copyright Office? Congress has provided copyright protection
to all “original works of authorship fixed in any tangible medium of expression, now known or
later devel oped, from which they can be perceived, reproduced, or otherwise communicated,
either directly or with the aid of a machine or device.” 17 U.S.C. § 102(a) (emphasis added).
This definition has two components, originality and fixation, which set the outer limits of federal
copyright protection. While copyright protection exists from the time of the creation of awork,
see 17 U.S.C. 88 101-102(a), civil infringement actions may be brought only with respect to
those works that have been registered with the Register of Copyrights. 17 U.S.C. 88 411, 412.
Similarly, criminal prosecutions should be sought only after the infringed works have been
registered.

How long does copyright protection last? The term of copyright protection for works
created in 1978 or later islife of the author plus seventy years. See 17 U.S.C. § 302(a). Pre-
1978 works are protected for ninety-five years from the date of creation. See 17 U.S.C. § 304.
Corporate copyrights are treated similarly. See 17 U.S.C. § 304.

What constitutes “infringement” of a copyrighted work? Generdly, infringement is
the violation of one of five exclusive rights granted to a copyright owner by federal law. Thefive
exclusiverightsare: (1) reproduction, (2) distribution, (3) public display, or (4) public
performance of the copyrighted work, as well as (5) preparation of derivative works based upon
the original copyrighted work. See 17 U.S.C. § 106(1)-(5). “An unlicensed use of the copyright
isnot an infringement unless it conflicts with one of the[se] specific exclusive rights conferred by
the copyright statute.” Sony Corp. v. Universal City Studios, Inc., 464 U.S. 417, 447 (1984)
(citation omitted) (holding that sale of VCRs does not constitute contributory infringement of
tel evision program copyrights because VCRs are cagpabl e of substantial non-infringing uses). In
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addition to these five exclusive rights applicable to all copyrighted works, the Digital
Performance Right in Sound Recordings Act of 1995, Pub. L. No. 104-39, 109 Stat. 336 (1995),
codified at 17 U.S.C. 8 106(6), established a sixth exclusive right pertaining to digita audio
transmission of sound recordings. Seealso 17 U.S.C. § 101 (defining “sound recording” to
exclude audiovisual works); 17 U.S.C. 8§ 114(j)(3) (excluding transmission of audiovisual works
from the definition of “digital audio transmission”); 17 U.S.C. § 114(d)-(j) (limitations including
exemptions for certain broadcast transmissions, subscription transmissions, and licensed
transmissions).

What makes copyright infringement a crime? Is it a felony? Copyright infringement
isacrimewhereit is donewillfully and either: (1) for commercia advantage or private financial
gain, 17 U.S.C. 8§ 506(a)(1); or (2) by reproduction or distribution on alarge scale (i.e., copying
works with atotal retail value of over $1,000), 17 U.S.C. §506(a)(2). Felony punishment is
provided only for reproduction or distribution of at least 10 copies during any 180 days of
copyrighted works worth more than $2,500. 18 U.S.C. § 2319(b)-(c). The reason that copyright
infringement is a crime isto punish and deter the misappropriation of intellectud property that an
author — who may have no means to prevent copying — invested time, energy and money to
create.

Is copyright infringement a crime under 17 U.S.C. § 506(a) and 18 U.S.C. § 2319 if
the infringer is not making any money? Yes, if the infringement is reproduction or
distribution done willfully on alarge scale. Although punishment can be more harsh if the
infringer has pecuniary motives, willful infringement by reproduction or distribution of at least
10 copies during any 180 days of copyrighted worksworth more than $2,500 is afe ony,
punishable by up to three years in prison and a fine, even if not done for commercial gain. See
18 U.S.C. § 2319(c). Even if theinfringer is not profiting from his or her actions, he or sheis
facilitating the theft of intellectual property from its creator. Because intellectud property can be
disseminated so cheaply in digital format over computer media (like the Internet), the criminal
law can play an important role protecting the rights of copyright owners.

What other criminal laws protect copyrighted material besides 17 U.S.C. § 506(a)
and 18 U.S.C. § 2319? A number of other federal laws specifically protect copyrighted works.
18 U.S.C. § 2318 prohibits the counterfeit labeling of copyrighted works. Further, in 1994,
Congress created 18 U.S.C. § 2319A, which expressly covers the unauthorized “fixation” of and
trafficking in recordings and musical videos of live musical performances. Pub. L. No. 103-465,
TitleV, §513(a), 108 Stat. 4974 (1994). Systems of copyright management are protected by 17
U.S.C. 81201 and 8§ 1202. 17 U.S.C. § 506 also provides lesser criminal sanctions for conduct
which does not constitute copyright infringement but which nonetheless undermines the integrity
of the copyright system, such as for false representations in copyright applications. See 17
U.S.C. § 506(c)-(e).

A significant number of other federd statutes are important in copyright cases. For
example, most large-scale copyright cases involve the unauthorized use of atrademark in
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violation of 18 U.S.C. § 2320; for instance, infringing copies of movies will typically be sold
with packaging bearing the trademark of the rightful owner of distributor. In addition, other
criminal laws, from the familiar such as mail and wire fraud, 18 U.S.C. §8 1341, 1343, to the
obscure, such as unauthorized reception of cable service, 47 U.S.C. § 553, or the unauthorized
use of communications, 47 U.S.C. § 605, can be applicable as well.

B. The Elements of Copyright Infringement (Felony and Misdemeanor)

There are four essential elements to a charge of felony copyright infringement. In order
to obtain afelony conviction under 17 U.S.C. § 506(a) and 18 U.S.C. § 2319, the government
must demonstrate that:

(1) A copyright exists, seeinfra Section 111.B.1 at page 39;
2 It was infringed by the defendant by reproduction or distribution of the
copyrighted work, see infra Section I11.B.2 at page 40;

(©)) The defendant acted willfully, see infra Section 111.B.3 at page 43; and

4 The defendant infringed at least 10 copies of one or more copyrighted works with
atotal retail value of more than $2,500 within a 180-day period. Seeinfra Section
[11.B.4 at page 46.

See 17 U.S.C. §506(a)(2); 18 U.S.C. § 2319(a), (c)(1). The maximum punishment for thiscrime
is 3 years imprisonment and $250,000. Seeinfra Section |11.D at page 55.

Another element, if proven, enhances the maximum penalty: That the defendant acted
“for purposes of commercial advantage or private financial gain.” If it isproven, the statutory
maximum prison sentence can riseto 5 years. See 17 U.S.C. § 506(a)(1); 18 U.S.C. § 2319(a),
(b)(1). SeeasoinfraSection 111.B.5 at page 47 (discussing commercia purposes element).
Moreover, acommercial motivation case will usually have better jury appeal than a case without
commercia motivation. Indeed, if commercial motivation is not alleged, defendants may be
more inclined to raise the afirmative defense of far use, codified & 17 U.S.C. § 107, sincefair
use defenses are more plausible when defendants do not profit financially by their acts of
infringement. For adiscussion of “fair use” seeinfra Section 111.C.3 at page 53.

Misdemeanor copyright infringement is another option for prosecutors. It can be a useful
charge in cases where scale of the crime is difficult to prove with specificity, such asavideo
store engaging in copying of video tapes without records showing when those copies were made,
or how many of those copies were made. See infra Section I11.B.6 at page 49.

Prosecutors should also be aware of an important defense that is sometimes treated as an
element of the crime. A minority of courts also require that the government prove the absence of
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a“first sale.” Some casesrefer to this as a“fifth element.” Seeinfra Section I11.C.2 at page 50.

The statutes governing criminal copyright infringement were substantially amended in
1997. No Electronic Theft Act (NET) Act, Pub. L. No. 105-147, 111 Stat. 2678 (1997). These
amendments modified the requisite elements for the crime. Notably, the proof of commercial or
financial motivation is no longer required for afdony conviction. Consequently, criminal
copyright infringement cases pre-dating the NET Act are of limited utility for setting out the
elements of the crime. See, e.q., United States v. Manzer, 69 F.3d 222, 227 (8th Cir. 1995)
(infringement of computer program used in satellite descrambler modules); United States v. Hux,
940 F.2d 314, 319 (8th Cir. 1991) (affirming, in relevant part, copyright infringement conviction
for manufacture of modified satellite descrambler devices), overruled on other grounds by United
Statesv. Davis, 978 F.2d 415 (8th Cir. 1992); United States v. Wise, 550 F.2d 1180 (9th Cir.)
(affirming in part and reversing in part conviction for unauthorized sale of copyrighted motion
pictures), cert. denied 434 U.S. 929 (1977), and rehearing denied, 434 U.S. 977 (1977).
Nevertheless, since the substance of many of the specific elements were unchanged, the cases
pre-dating the NET Act are of usein interpreting the current elements.

1. Existence of a copyright

Theinitid element of a criminal prosecution under 17 U.S.C. 8 506(a) is that the victim
has a copyright. The copyright istypically established by production of acertificate of
registration from the Register of Copyrights. While copyright protection exists from the time of
the creation of awork, see 17 U.S.C. 88 101-102(a), infringement actions may be brought only
with respect to those worksthat have been registered with the Register of Copyrights. 17 U.S.C.
88411, 412. Since this requirement is recognized as a mere formality, “once such aregistration
has occurred, a subsequent infringement action could be for infringing acts that occurred either
after, or prior to the registration.” Melville B. Nimmer & David Nimmer, Nimmer on Copyright
8§ 7.16[B][1][al, at 7-153 (perm. ed. rev. vol. 1999) (citing Pittway Corp. v. Reliable Alarms Mfaq.
Corp., 164 U.S.P.Q. 379, 380 (E.D.N.Y. 1969) (“Delay in obtaining the copyright certificate does
not affect the validity of a copyright, so long as the work has been published with a proper
copyright notice.”)® and Primcot Fabricsv. Kleinfab Corp., 368 F. Supp. 482, 484 (S.D.N.Y.
1974) (rejecting contention that “failure to register the copyright until after the defendant began
his own publication” isfatal)). Accord Washingtonian Pub. Co. v. Pearson, 306 U.S. 30, 39
(1939) (“Petitioner’ s claim of copyright came to fruition immediately upon publication. Without
further notice it was good against all the world. Its value depended upon the possibility of
enforcement. The use of theword ‘until’ in section twelve [now Section 411] rather than
‘unless’ indicates that mere delay in making deposit of copies was not enough to cause forfeiture
of the right theretofore distinctly granted.”).

> Since March 1, 1989, copyright “noticeis no longer required a publication, and absence
of noticewill no longer consign awork to the public domain.” Melville B. Nimmer & David
Nimmer, Nimmer on Copyright § 7.02[C][3], a 7-17 (perm. ed. rev. vol. 1999).
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Criminal prosecutions should be sought only after the infringed works have been
registered, although technicd irregularities in the registration process will not invalidate an
otherwise proper registration. United States v. Backer, 134 F.2d 533, 535-36 (2d Cir. 1943). But
compare United Statesv. Gdlo, 599 F. Supp. 241, 245 n.1 (W.D.N.Y. 1984) (“Of course, there
can be no infringement or illegal distribution until agame [work] is protected by a copyright. In
the case of PENGO [one of the works at issue,] the government must prove enough instances of
distribution occurring after its November 2, 1982, registration date to fulfill the statutory
requirements. Evidence asto activities involving PENGO before the registration date could
perhaps be relevant to other matters, but not to show copyright infringement or wrongful
distribution of PENGO.”) with Melville B. Nimmer & David Nimmer, Nimmer on Copyright
8 15.01[A][2], at 15-4 & n. 24 (perm. ed. rev. vol. 1999) (characterizing Gallo as “ erroneously
assuming that registration is a condition precedent to obtaining copyright rather than to bringing
an infringement action™).

By law, a certificate of registration “made before or within five years after the first
publication of the work shall constitute prima facie evidence of the validity of the copyright.” 17
U.S.C. §410(c). SeealsoUnited Statesv. Taxe, 540 F.2d 961, 966 (9th Cir.) (certificate of
registration provided prima facie proof of date of fixation), cert. denied, 429 U.S. 1040 (1976).
Where a copyright registration certificate is produced, the burden shifts to the defendant to
present evidence that the copyright is not genuine, not valid, or fraudulently obtained. See, e.q.,
Autoskill, Inc. v. National Educ. Support Sys., Inc., 994 F.2d 1476, 1487 (10th Cir. 1993)
(affirming grant of prdiminary injunction for infringement of copyright in software and finding
that “[b]y introducing the registration certificate in which it identified itself as the author, then,
Autoskill presented prima facie evidence that it was the owner of the copyright”). If the
defendant contedts the copyright, the prosecutor may present evidence showing that a copyright is
genuine, properly obtained, and valid.

If more than five years el apse between the first publication of awork and its registration,
the court has discretion to determine the evidentiary weight given to the registration certificate in
deciding validity of copyright. See, e.9., Religious Tech. Ctr. v. Netcom On-Line
Communication Servs., Inc., 923 F. Supp. 1231, 1241 (N.D. Cal. 1995) (“Whenregistration is
made more than five years after first publication, the evidentiary weight of the certificate of
registration is within the court’ s discretion.”); Koontz v. Jaffarian, 617 F. Supp. 1108, 1111-12
(E.D. Va. 1985) (original manual registration is prima facie evidence of valid copyright, but
because revised versions of same manual were not registered within five years, court has
discretion to decide evidentiary weight of registration for revised versions), aff’d 787 F.2d 906
(4th Cir. 1986).

2. Infringement of the copyright (by reproduction or distribution of the
copyrighted work)

Once the copyright is established, the government must then prove that the defendant
“infringed” that copyright. See 17 U.S.C. 8 506(a). Although the term “infringement” is not
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defined per sein the copyright statute, 17 U.S.C. § 501(a) providesthat: “[alnyone who violates
any of the exclusive rights of the copyright owner as provided by [17 U.S.C. 8§ 106-121] . .. is
an infringer of the copyright.” Thus, the concept of infringement can be defined by reference to
the exclugve rights conferred on a copyright owner by 17 U.S.C. § 106. Those exclusiverights
include, most importantly, the right to reproduce and distribute copies of the work, 17 U.S.C.

8 106(1)-(3), along with the right to prepare derivative works, 17 U.S.C. § 106(2), or to display
or perform the work publicly, 17 U.S.C. § 106(4)-(6).

Felony copyright infringement is applicable only where the defendant violates the two
most important rights of reproduction and distribution. See 18 U.S.C. § 2319(b)(1) (providing a
felony penalty only when the offenses consists of “reproduction or distribution”); see also 18
U.S.C. 8§ 2319(c)(1) (same). In cases alleging felony violations, proof of infringement typically
involves evidence that the defendant copied one or more copyrighted works or sold unauthorized
copies of one or more works. There is no requirement that the defendant have “ stolen” the
original work. Infringement may be found when the defendant bought alegal copy from which
he or she has madetheillegal copies.

Traditional copyright infringement by reproduction is done by making direct copies onto
physical media—one a atime. For example, a person may hook together video-cassette
recorders and copy a videotape from one VCR to others. More sophisticated infringers might
duplicate CD-ROMs with complex machines. These classic means of direct reproductions
without authorization represent the clearest cases of copyright infringement. The Internet
facilitates infringement — particularly reproduction and distribution — in a variety of novel
ways. See generally Section I11.E at page 56 (discussing Internet-based copyright infringement).

Statutory exceptions. A few statutory exceptions deserve brief note. For example, under
17 U.S.C. 8§ 109(b)(4), the unauthorized rental, lease, or lending of a phonorecord or software,
while subject to civil sanctions, is not a criminal offense under 17 U.S.C. § 506. Moreover, for
computer software, 17 U.S.C. 8§ 117 specifically permits software copying under two narrow
exceptions - the “archival” exception and the “essential step” exception. The “archival”
exception permits alawful owner to make one backup software copy against the risk of
destruction of the original by disk failure, system crash, or other mechanical or electricd failure.
See17U.S.C. 8§117(a)(2). The“essential step” exception permits a person who lawfully owns
one copy of the software to load the program into a computer for use, thus creating a second
copy, without infringing the copyright. See 17 U.S.C. 8§ 117(a)(1); see, e.q., Micro-Sparc, Inc., V.
Amtype Corp. , 592 F. Supp. 33 (D. Mass. 1984) (purchasers of programs sold in printed form do
not infringe copyright by typing code into computer in order to use the programs); Summit
Techs., Inc. v. High-Line Med. Instruments Co., 922 F. Supp. 299 (C.D. Cal. 1996) (owners of
opthamological laser system did not infringe copyright by turning on system to useit, causing
copy of manufacturer's data table to be loaded into system RAM). Cf. MAI Sys. Corp. v. Peak
Computer, Inc., 991 F.2d 511 (9th Cir. 1993) (loading of copyrighted software into RAM by
service company constitutes reproduction), cert. dismissed, 510 U.S. 1033 (1994).
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Proof of Infringement. Infringement by reproduction can be clearly established by direct
evidence of copying. However, since the actual infringement of the copyrighted work is not
often provable in reproduction cases, circumstantial evidence may be used to prove that (1) the
defendant had access to the copyrighted work and (2) that defendant’s work is substantially
similar to the copyrighted material. Kepner-Tregoe, Inc. v. L eadership Software, Inc., 12 F.3d
527,532 (5th Cir.) (*Asdirect evidence of copying is uncommon, plantiffs generally
demonstrate copyright infringement indirectly or inferentially by proving that (1) defendants had
access to the copyrighted works, and (2) there is a substantial similarity between infringed and
infringing works.”), cert. denied, 513 U.S. 820 (1994); see also Computer Associates Int’l, Inc. v.
Altal, Inc., 982 F.2d 693, 701 (2d Cir. 1992) (affirming holding that compatibility components of
computer programs were not substantially similar) (subsequent history omitted); Kamar Int’l, Inc.
V. Russ Berrie & Co., 657 F.2d 1059, 1062 (9th Cir. 1981) (discussing similarity standard with
regard to copyright of design of stuffed animals). If the copyrighted work and the defendant’s
work are strikingly smilar, the first d ement of access may be assumed without proof, especially
when the copyrighted work iswidely available. See, e.q., Playboy Enters. v. Frena, 839 F. Supp.
1552, 1556 (M.D. Fla. 1993) (proof of access not necessary when defendant made “ essentially
exact” copies of copyrighted photos which appeared in nationally circulated magazine).

It is unnecessary to demonstrate that an allegedly infringing article isidentical to the
origina work in all respects. See United Statesv. O’ Reilly, 794 F.2d 613, 615 (11th Cir. 1986)
(affirming conviction for infringement of copyright in video games). Instead, infringement may
be shown by simply demonstrating a “ substantial similarity” between the original work and the
suspect copy. See, e.q., McCulloch v. Albert E. Price, Inc., 823 F.2d 316, 318-19 (9th Cir. 1987)
(holding that all dements, including noncopyrightable elements, should be considered asawhole
in assessng infringement of a copyrighted plate). A copy has been held to be“ substantially
similar” to an original work where “the [copy] is so similar to the [original] work that an ordinary
reasonable person would conclude that the defendant unlawfully appropriated the [copyright
owner’ ] protectible expression by taking material of substance and value.” Atari, Inc. v. North
American Philips Consumer Elec. Corp., 672 F.2d 607, 614 (7th Cir.) (citation omitted)
(reversing denia of preliminary injunction for infringement of copyright in video game), cert.
denied, 459 U.S. 880 (1982). This standard focuses on the similarities between the two works,
rather than on differences that may exist between them. Thus, “[i]t is enough that substantial
parts [of a copyrighted work] were lifted; no plagiarist can excuse the wrong by showing how
much of hiswork he did not pirate.” O’ Reilly, 794 F.2d at 615 (quoting Sheldon v. Metro-
Goldwyn Pictures Corp., 81 F.2d 49, 56 (2d Cir.) (L. Hand, J.), cert. denied, 298 U.S. 669
(1936)). But infringement requires more than evidence of adherence to the general ideas
expressed, because ideas in and of themselves cannot be copyrighted. See 17 U.S.C. § 102(b)
(“In no case does copyright protection. . .extend to any idea, procedure, process, system, method
of operation, concept, principle, or discovery.”); Hoehling v. Universal City Studios, Inc., 618
F.2d 972, 977 (2d Cir.) (affirming summary judgment for defendants on ground that historica
interpretation is not copyrightable), cert. denied, 449 U.S. 841 (1980).

In practice, substantial similarity is generally demonstrated through a side-by-side
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comparison of the suspect copy with an authentic original. In several instances, defendants have
argued that the government must compare these allegedly infringing copies against the originals
maintained on file a the Register of Copyrights in order to satisfy its burden of proof on this
issue. See O'Rellly, 794 F.2d 613, 615 (11th Cir. 1986); United States v. Shabazz, 724 F.2d
1536, 1539 (11th Cir. 1984) (affirming conviction for criminal infringement of copyright in tape
recordings). While some courts have agreed “that it is ‘ better practice’ for the Government to
compare the counterfeit material with the duplicate registered with the Copyright Office,”
O'Reilly, 794 F.2d at 615, no court has accepted this defense argument. Thus, any authentic
duplicate of the original may be used for the purpose of making this comparison.

3. The defendant acted “willfully”

To establish criminal intent, the government must provethat the defendant willfully
infringed the copyright. See 17 U.S.C. § 506(a). Congress amended 17 U.S.C. § 506(a) in the
No Electronic Theft (NET) Act, Pub. L. No. 105-147, 111 Stat. 2678 (1997), to stete that
“evidence of reproduction or distribution of a copyrighted work, by itself, shall not be sufficient
to establish willful infringement.” 17 U.S.C. 8 506(a)(2). The statute was amended to require
more than general intent and to ensure that, for instance, “an educator who in good faith believes
that he or sheisengagingin afair use of copyrighted material could not be prosecuted under the
bill.” 143 Cong. Rec. S12689 (daily ed. Nov. 13, 1997). Despite this helpful clarification, the
legislation provides no definition of “willful infringement,” reaffirming the Supreme Court’s
observation that “willful . . . isaword of many meanings, its construction often being influenced
by its context.” Spiesv. United States, 317 U.S. 492, 497 (1943).

The omission by Congress of an affirmative definition illustrates the sharply differing
views held by members of Congress on the meaning of “willful.” On the one hand, Senator
Hatch, the Chairman of the Senate Judiciary Committee, suggested that “*willful’ ought to mean
the intent to violate aknown legal duty.” 143 Cong. Rec. S12689 (1997) (daily ed. Nov. 13,
1997) (citing Cheek v. United States, 498 U.S. 192 (1991)). In the House, on the other hand,
Representatives Goodlatte and Coble, who introduced and sponsored the bill, emphaszed that:

The Government should not be required to prove that the defendant was familiar
with the criminal copyright statute or violated it intentiondly. Particularly in
cases of clear infringement, the willfulness standard should be satisfied if thereis
adequate proof that the defendant acted with reckless disregard of the rights of the
copyright holder. 1n such circumstances, a proclaimed ignorance of the law
should not allow the infringer to escape conviction.

143 Cong. Rec. H9884, H9886 (daily ed. Nov. 4, 1997).
Courts addressing this issue have not standardized any formulaic definition of the term

“willful” as applied to copyright infringement prosecutions. For example, the Seventh Circuit, in
United States v. Cross, 816 F.2d 297 (7th Cir. 1987), approved without comment the jury
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instruction that awillful act isan act committed “voluntarily, with knowledge that it was
prohibited by law, and with the purpose of violating the law, and not by mistake, accident or in
good faith.” Id. at 300. The Cross court affirmed the infringement conviction because there was
ample evidence on the record that the defendant *“knowingly and voluntarily violated the
copyright laws.” Id. at 300-01. In acasedecided prior to Cross, the Seventh Circuit likewise
concluded on the facts presented that because the defendant “chose to persist in conduct which he
knew had ‘a high likelihood of being held by a court of competent jurisdiction to be a violation
of acriminal statute,”” the government had met its burden of proving willfulness. United States
v. Heilman, 614 F.2d 1133, 1138 (7th Cir.) (quoting trial court), cert. denied, 447 U.S. 922
(1980). InUnited Statesv. Moran, 757 F. Supp. 1046, 1049 (D. Neb. 1991), the district court
concluded that willful infringement means a*“*‘voluntary intentional violation of a known legal
duty’” (quoting Cheek v. United States, 498 U.S. 192, 200 (1991)).° One academic has lamented
the “uncertainty” of the willfulness standard in criminal copyright infringement cases. Lydia
Pallas Loren, Digitization, Commodification, Criminalization: The Evolution of Criminal
Copyright Infringement and The Importance of the Willfulness Requirement, 77 Wash. U. L.Q.
835, 879 (1999).

The Tenth Circuit has held that where the government presented “ enough” evidence on
the issue of willfulness and intent, it had no additional “duty to anticipate the defendants’
evidence” where the defendant attempted “to present evidence sufficiently convincing to the jury
to blunt the thrust of the government’s proof.” United States v. Sherman, 576 F.2d 292, 297
(20th Cir.), cert. denied, 439 U.S. 913 (1978). In that case, despite the defendant’ s claim of good
faith reliance on a contract asserting that the supplied tapes were “ sound-a-like” simulations of
original artists, the circuit court concluded that the jury either disbelieved the genuineness of the
contract or believed that the defendants were not innocent of knowledge that the tapes provided
were copies from the original artists' records, i.e., the jury may have beieved that the defendants
knew that the provided tapes were themselves pirated. 1d.

Despite the diverse language courts have used to formally define willfulnessin the
context of copyright infringement, experience teaches that certain types of evidence have been
found particularly relevant finding the defendant’ s intent:

. Evidence that the defendant had legal notice conduct similar to his was
infringement. See United States v. Hellman, 614 F.2d 1133, 1138 (7th Cir.)
(affirming conviction of defendant aware that Department of Justice was
prosecuting individuals engaged in conduct similar to his own and that conduct

®  The Supreme Court in Cheek recognized the generd principle that “ignorance of the law
or amistake of law is no defense to criminal prosecution.” Cheek, 498 U.S. at 199. However,
the Court concluded that given the complexity of the federal criminal tax statutes, agood fath
misunderstanding of the legal dutiesimposed by the tax laws negated a finding of willfulness.
This reasoning has been applied in other contexts aswell. See, e.q., Ratzlaf v. United States, 510
U.S. 135 (1994) (failure to report cash transactions in excess of $10,000).
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had been ruled illegal by four circuit courts and three state courts), cert. denied,
447 U.S. 922 (1980).

Evidence that the defendant had in the past manufactured and distributed pirated
tapes. See United States v. Whetzel, 589 F.2d 707, 712 (D.C. Cir. 1978) (holding
prior acts of manufacturing and distributing pirated tapes probative of defendant’s
state of mind).

Evidence that defendant had actual notice that his own conduct wasillegal. See
United Statesv. Cross, 816 F.2d 297, 300-01 (7th Cir. 1987) (affirming
conviction where defendant continued to sell pirated videotapes after FBI agents
informed him that sale and rental of unauthorized tapeswas illegd).

Evidence that the defendant acknowledged his or her conduct was improper. See
United States v. Manzer, 69 F.3d 222, 227-28 (8th Cir. 1995) (upholding
conviction where defendant in awritten interview published in newsl etter
admitted that selling or giving away copyrighted computer chipswasillegal and
where software program and plastic module containing software bore notice of
copyright); United Statesv. Drebin, 557 F.2d 1316, 1324 (9th Cir. 1977)
(affirming conviction where defendant warned customers of FBI investigation and
recommended that customers be “really careful”), cert. denied, 436 U.S. 904
(1978); United States v. Hux, 940 F.2d 314, 319 (8th Cir. 1991) (upholding
conviction where defendant admitted in FBI interview that he knew modifying
copyrighted descrambler chips was infringement), overruled on other grounds by
United Statesv. Davis, 978 F.2d 415 (8th Cir. 1992); United States v. Taxe, 540
F.2d 961, 968-69 (9th Cir. 1976) (affirming that prosecutor properly argued to
jury that defendant was guilty of willful infringement by soliciting attorney tolie
about legality of tapes), cert. denied, 429 U.S. 1040 (1977).

Other factors may be relevant to finding an absence of “willfulness’:

Evidence that the defendant had a good-faith belief that the conduct was lawful
coupled with rational attempts to comply with the copyright law as supposedly
understood by the defendant. Compare United Statesv. Moran, 757 F. Supp.
1046, 1051-53 (D. Neb. 1991) (finding police officer not guilty who operated a
“mom-and-pop” video rental business and made single copies of lawfully
purchased videos and rented the copied tapes only (for purposes of preventing
vandalism of original tapes), and whose activities were “ conducted in such as way
as to not maximize profits, which one assumes would have been his purposeif he
had acted willfully”), with United States v. Sherman, 576 F.2d 292, 297 (10th
Cir.) (affirming conviction where evidence did not support assertion of good-faith
belief that tapes manufactured and sold were “sound-alikes’ and therefore not
protected by the copyright statute), cert. denied, 439 U.S. 913 (1978).
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If willfulnessis difficult to show on the facts of a particular case, the prosecutor should
seriously consider charging another crime, such as 18 U.S.C. § 2318, which prohibits trafficking
in counterfeit labels affixed or designed to be affixed to copyrighted works; such labels are
present in many copyright cases, and, for intent, prosecutors need prove only that the label
trafficking was done “knowingly.” Seeinfra Section IV.A at page 67.

4. The defendant infringed at least 10 copies of one or more copyrighted
works with a total retail value of more than $2,500 within a 180-day
period

For the fourth element, 18 U.S.C. § 2319 provides afelony penalty when the infringement
consists of the “reproduction or distribution, including by electronic means, during any 180-day
period, of at least 10 copies or phonorecords, of 1 or more copyrighted works, which have atotal
retail vaue of more than $2,500.” 18 U.S.C. § 2319(b)(1); see also 18 U.S.C. § 2319(c)(1)
(alternative felony provision). Some of these technical requirements may be difficult to prove on
the facts of a particular case. For example, if a search reveasthat the defendant was operating a
video rental store where all the videos were pirated but no business records were kept, it may be
difficult to prove that the defendant himself reproduced the pirated videos, or distributed them, or
that he did so within a particular 180-day period. If faced with such a case, the government may
consider charging misdemeanor copyright infringement, which reduces the number of copiesto 1
and the retail value threshold to $1,000. Seeinfra Section I11.B.6 at page 49 (discussing
misdemeanor copyright infringement). Alternatively, if the pirated video tapes had counterfeit
labels, prosecutors could consider charging 18 U.S.C. § 2318, which provides felony punishment
for the counterfeit labeling of copyrighted works without requiring proof of any particular
minimum number of copies made in a particular time period. See supra Chapter |V at page 66.

A third option would be to charge the defendant with violating 18 U.S.C. § 2320, if the pirated
videotapes were marked with counterfeit marks. See supra Chapter |1 at page 15.

A brief discussion follows regarding the meaning of some of these technical
requirements. (1) the definition of copies; (2) the reason for minimum of 10 copies; (3) the
purpose of “one or more copyrighted work” language; (4) the definition of “retail value’ in this
context; and (5) the $2,500 minimum. For a discussion of the units of prosecution to charge, see
infra Section VI1.C at page 101.

Definition of copies. “Copies’ are defined as. “material objects, other than
phonorecords, in which awork is fixed by any method now known or later developed, and from
which thework can be perceived, reproduced, or otherwise communicated, either directly or with
the aid of amachine or device.” 17 U.S.C. 8§ 101. The statute notes specifically that the term
“includes the material object, other than a phonorecord, in which the work isfirst fixed.” Id.

Reason for minimum of 10 copies. Requiring a minimum of 10 copieswas intended to
exclude from felony prosecution “children making copies for friends as well as other incidental

46



copying of copyrighted works having arelatively low retail value.” H.R. Rep. No. 102-997, at 6
(1992), reprinted in 1992 U.S.C.C.A.N. 3569, 3574.

Purpose of “one or more copyrighted work” language. The drafting Committee explained
that the reason for the phrase “ of one or more copyrighted works’ was that it “intended to permit
aggregation of different works of authorship to meet the required number of copies and retail
value.” 1d. The Committee gave an example of a defendant's reproduction of 5 copies of a
copyrighted word processing computer program having aretail value of $1,300 and the
reproduction of 5 copies of a copyrighted spreadsheet computer program aso having aretail
value of $1,300. The Committee specifically noted that this aggregation “would satisfy the
requirement of reproducing 10 copies having aretail value of at least $2,500, if done within a
180-day period.” Id.

Definition of “retail valug’ in this context. The drafting Committee left the term “retail
value” “deliberately undefined, since in most casesit will represent the price at which the work is
sold through normal retail channels.” Id.

The Committee acknowledged, however, that copyrighted works can be infringed before
aretail value has been egablished — as is the case with software “ beta-test” versions. (Betatest
copies of software are those still under development that have not yet been sold to the public.
They are circulated to selected users for testing and evaluation. At the time they are circulated,
however, the copyright holder may not have established the eventual retail price.) The
Committee left it to the courts, in such cases, to look to the “suggested retail price, the wholesale
price, the replacement cost of the item, or financia injury caused to the copyright owner.” Id. at
7; 1992 U.S.C.C.A.N. at 3575. Inany case, theterm “retail value” in this provision was intended
to refer to the retail value of the infringed item, i.e., the genuine item that was infringed.

$2,500 minimum. In order to charge afelony violation of the criminal copyright statute,
the government must also prove that the infringing copies have atotal retail value of more than
$2,500. Thereis one minor snare on the $2,500 threshold of which prosecutors should be aware:
In cases where a profit motive is shown, the trigger for felony penaltiesis a combined retail value
of “more than” $2,500, 18 U.S.C. § 2319(b)(1), whereas without showing a profit motive, the
threshold is a combined retail value of “$2,500 or more.” 18 U.S.C. § 2319(c)(1). For afelony
charge, prosecutors should be careful simply to charge a value greater than $2,500.

5. Enhancing element: Purposes of commercial advantage or private
financial gain

Another element can provide an enhancement to the maximum punishment: That the
defendant acted “for purposes of commercid advantage or private financid gain.” 17 U.S.C.
§506(a)(1). Prior to the 1997 amendments, this element was required to prove any federal
copyright crime. Cf. United Statesv. LaMacchia, 871 F. Supp. 535, 539-40 (D. Mass. 1994)
(dismissing wire fraud charges brought against defendant who engaged in large-scale non-
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commercia copying by means of the Internet). These amendments reflect Congressional
recognition that the Internet provides a growing means for large-scal e electronic piracy that has a
substantial market impact, even where the infringer does not have a profit motive. See H.R. Rep.
No. 105-339, at 4 (1997). Software copying and distribution on the Internet are inexpensive and
easy, thus reducing infringers’ economic need for a financial return when making and
distributing copies. Willful infringers may be driven by a variety of non-profit motives,
including arejection of the copyright laws, anti-corporate sentiments, or a desireto gain respect
in the Internet community. These willful large-scale infringers may be driven by afinancial
motivation that may be difficult to articulate or prove to ajury.

While this eement is now not required for afelony conviction, it is often worth
considering in charging acase. If itis proven, the statutory maximum prison sentence can rise to
5 years, rather than 3 years. See 17 U.S.C. 8 506(a)(1); 18 U.S.C. § 2319(a), (b)(1). This
element is also an aternative fourth element under a misdemeanor copyright charge. Seeinfra
Section 111.B.6 at page 49 (discussing misdemeanor copyright infringement). Moreover, a
commercia motivation case will usually have better jury appeal than a case without commercial
motivation. Indeed, if commercid motivation is not alleged, defendants may be more inclined to
raise the affirmative defense of fair use, codified at 17 U.S.C. 8 107, since fair use defenses are
more plausible when defendants do not profit financially by their acts of infringement. For a
discussion of “fair use,” seeinfra Section I11.C.3 at page 53.

Where the government must prove that the defendant willfully infringed “for purposes of
commercia advantage or private financial gain,” the emphasis should be placed on “purposes,”
for it isirrelevant whether any profit was in fact realized. See United Statesv. Taxe, 380 F.
Supp. 1010, 1018 (C.D. Cal. 1974) (“‘Profit’ includes the sale or exchange of the infringing work
for something of value in the hope of some pecuniary gain. Itisirrelevant whether the hope of
gain was realized or not.”), aff'd in part and vacated in part, 540 F.2d 961 (9th Cir. 1976), cert.
denied, 429 U.S. 1040 (1977). All that isrequired is that the defendant engage in the infringing
conduct with the hope or expectation of profit. In some cases, courts have found the requisite
commercial or financia purpose to beimplicit in the conduct of the parties. See United Statesv.
Cross, 816 F.2d 297, 301 (7th Cir. 1987) (“[W]e find that the presence of these seventeen
second-generation videocassettes on [subject's] business premises may rationaly give rise to the
inference that they were maintained for commercial advantage or private financial gain.”).
Accord United States v. Shabazz, 724 F.2d 1536, 1540 (11th Cir. 1984) (“not necessary that [the
defendant] actual ly made a profit”) (citing United States v. Wise, 550 F.2d 1180, 1195 (9th Cir.),
cert. denied, 434 U.S. 929 (1977)); United Statesv. Moore, 604 F.2d 1228, 1235 (9th Cir. 1979)
(“[1tisirrelevant whether there was an exchange for value so long as there existed the hope of
some pecuniary gain.”) (citing Taxe).

Because the statute plainly requires a“purpose” of commercial advantage or financial
gain, many different methods of showing a profit motive can be relevant in copyright cases.
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Evidence of discrete monetary transactions, whether selling infringing works separately or
bundled with computer hardware, provides the best evidence of financial gain. Other evidence
could include a showing that the infringers used illicit software “libraries’ as a major incentive to
atract individuals to abulletin board or Web site, if theindividuals arerequired to pay a
subscription fee or if advertising spaceis sold. In addition, reproduction of unauthorized copies
of awork for use within a single company is clearly an infringement for financial gan and
commercia advantage. Although the infringer may not expect to receive money or other items
of value for the infringing copies, the purpose of the infringement is to save money by not
purchasing additional authorized copies or licenses; the savings constitutes afinancial gain for
the infringer that allowsthe infringer to gain acommercid advantage over competitors who use
only licensed copies of copyrighted work.

Bartering represents another type of financially motivated transaction within the terms of
the statute. In “bartering” schemes, people trade infringing copies of awork for other items,
including computer time or infringing copies of other works, as either a one-for-one exchange or
through the use of credit or “points’ systems. “Fnancid gain” is defined to include the “receipt,
or expectation of receipt, of anything of value, including the receipt of other copyrighted works”
17 U.S.C. § 101 (emphasis added). Under this definition, it is clear that if the infringer receives
or expects to receive anything of value, including copies of other works, he or she hasinfringed
for financial gain. This definition was specifically added with the passage of the NET Act to
address cases involving bartering. See No Electronic Theft Act (NET) Act, Pub. L. No. 105-147,
111 Stat. 2678 (1997). See 143 Cong. Rec. S12689 (1997) (daily ed. Nov. 13, 1997) (statement
of Sen. Hatch); 143 Cong. Rec. H9885 (daily ed. Nov. 4, 1997) (statement of Rep. Goodlatte).

6. Misdemeanor copyright infringement

Misdemeanor copyright infringement can be a useful charge in cases where scale of the
crimeisdifficult to prove with specificity, such as avideo store engaging in copying of video
tapes without records showing how many copies were made or when those copies were made.
Misdemeanor copyright infringement, for which the maximum penalty is one year in prison and a
fine of $100,000, has amost the same first three elements as felony copyright infringement. One
difference is that felony copyright infringement is committed, as noted above, only where the
infringement is by reproduction or distribution. See supra Section I1.B.2 at page 40 (discussing
infringement requirements for felony copyright crime). For the last element, either the
government must prove either a smaller scope and quantity of infringement (only one copy with
only aretail value of $1,000), see 17 U.S.C. § 506(a)(2); 18 U.S.C. § 2319(a), (¢)(3), or, no
quantity at all if the government proves that the defendant acted “for purposes of commercial
advantage or private financial gain.” See 17 U.S.C. 8§ 506(a)(1); 18 U.S.C. § 2319(a), (b)(3).

Thus, while many of the dements for misdemeanor copyright infringement are
substantively similar to the elements for fdony copyright infringement, the government’ s burden
for proving scope or scale can be somewhat lessened. The substance of the el ements themselves
can be analyzed by reference to the analogous fe ony element.
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In short, in order to obtain a misdemeanor conviction under 17 U.S.C. § 506(a) and 18
U.S.C. § 2319, the government must demonstrate that:

Q) acopyright exists, see supra Section I11.B.1 at page 39;

2 it wasinfringed by the defendant, see supra Section I11.B.2 at page 40;
(©)) the defendant acted willfully, see supra Section I11.B.3 at page 43; and
4 the infringement was done EITHER

(@ for purposes of commercia advantage or private financial gain, see supra
Section 111.B.5 at page 47; OR

(b) by reproduction or distribution of one or more copyrighted works with a
total retail value of more than $1,000 within a 180-day period, see supra
Section I11.B.4 at page 46.

C. Defenses to Criminal Copyright Infringement
1. Statute of limitations: S years

The criminal copyright statute has a five-year statute of limitations, making it consistent
with most other criminal statutes. 17 U.S.C. § 507 now provides that “no criminal proceeding
shall be maintained under the provisions of thistitle unlessit is commenced within 5 years after
the cause of action arose.” Until passage of the NET Act in 1997, copyright violations had been
subject to athree-year statute of limitations.

2. The “first sale” doctrine in criminal cases

The“first sale” doctrine limits the copyright owner’s “exclusive rights’ to authorize or
distribute copies of a copyrighted work to the public under 17 U.S.C. § 106(3). It providesthat a
sale of a“lawfully made” copy terminates the copyright holder's authority to interfere with or
control subsequent sales or distributions of that particular copy. See 17 U.S.C. § 109(a). See
United Statesv. Moore, 604 F.2d 1228, 1232 (9th Cir. 1979) (“[W]here a copyright owner parts
with title to a particular copy of his copyrighted work, he divests himself of hisexclusiveright to
vend that particular copy.”). In short, through thefirst sale doctrine, the first purchaser and any
subsequent purchaser of that specific copy of a copyrighted work receive the right to sell, display
or dispose of their copy. If copyright owner A sells a copy of awork to B, B may sell that
particular copy without violating the law. B does not, however, receive the right to reproduce
and distribute additional copies made from that work. Thus, if B makes any unauthorized copies
of that work, he or she violates the law.
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Criminal defendants sometimes contend that they believed that the works they were
selling had been the subject of alegitimate first sale. Copyright convictions have been
overturned because of inadequacies in the government’ s proof on thisissue. See, e.q., United
States v. Goss, 803 F.2d 638 (11th Cir. 1986) (reversing conviction because government failed to
prove that copies were illegally made or not owned by the defendant); United States v. Atherton,
561 F.2d 747 (9th Cir. 1977) (reversing conviction because transfer of motion picture filmsto a
salvage company constituted afirst sale). For this reason, federd prosecutors should be aware of
the first sale doctrine when considering whether to bring a criminal copyright case.

Since the first sale doctrine never protects a defendant who makes unauthorized
reproductions of a copyrighted work, the first sale doctrine can only be a successful defense to an
allegation of copyright infringement by distribution. In such instances, a defendant may argue
that he or she merdy re-distributed an otherwise authorized and legally made copy of a
copyrighted work.

Moreover, the first sale doctrine may beinvoked by adefendant only if he or she has been
involved in the distribution of authorized copies. If copies are unauthorized, thefirst sale
doctrine does not apply. See United States v. Drum, 733 F.2d 1503, 1507 (11th Cir.) (“Thus,
where the source of copies is unlawful, the doctrineis not implicated.”) (citing United Statesv.
Moore, 604 F.2d 1228, 1232 (9th Cir. 1979) (“A pirated tape that is reproduced from the origina
recording without authorization is plainly not the subject of afirst sale.”)), cert. denied, 469 U.S.
1061 (1984); see also United Statesv. Powdl, 701 F.2d 70, 72 (8th Cir. 1983) (“ Courts have
applied the first sale doctrine only where the possibility existed that the person possessing the
copyrighted work obtained it lawfully in the first place.”). Therefore, if B knows that the copies
he or she possesses are unauthorized, B cannot defend against an infringement claim by arguing
that other, unrelated copies were the subject of afirst sale. For instance, in acaseinvolving
computer software programs, it may be sufficient to show that a particular program was not
licensed to the individual who possessed it. Many software companies keep records of
authorized licensees for just this purpose. Incidentally, it is an academic point that when a
person distributes alegally acquired copy, if he or she keeps an additional copy, even a“backup”
copy, this unauthorized copy can be an infringing reproduction. See supra Section I11.B.2 at page
41 (discussing scope of “archival” exception codified at 17 U.S.C. § 117(a)(2)).

Further, the privileges created by the first sale principle do not “extend to any person who
has acquired possession of the copy or phonorecord from the copyright owner, by rental, |ease,
loan, or otherwise, without acquiring ownership of it.” 17 U.S.C. 8 109(d). Most computer
software is distributed through the use of licensing agreements. Under this distribution system,
the copyright holder remains the “owner” of all distributed copies. For this reason, alleged
infringers should not be able to establish that any copies of these works have been the subject of
afirst sale. Thus, if A, the copyright owner, ssmply loans a copy of awork to B, B obtains no
ownership interest in the work and is unable to assert first sale as a defense to an infringement
action. Thisisan important limitation, as the distribution systems for some artistic works, most
notably motion pictures and computer software, rely on licensing agreements, leases, or other
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devicesto transfer possession of copies of acopyrighted work. Under these distribution systems,
the copyright holder remains the “owner” of all distributed copies.

Although courts agree that the first sale principle appliesto criminal prosecutions, they do
not agree on the burden of proof. Several cases sugges that in criminal copyright prosecutions,
the United States must prove that copyrighted work was not the subject of afirst sdle. See, e.q,
United States v. Sachs, 801 F.2d 839, 842 (6th Cir. 1986) (government satisfied burden of
disproving first sale with respect to videotape copies of motion pictures); United Statesv.

Powell, 701 F.2d 70, 72 (8th Cir. 1983) (government need not allege knowledge of absence of
first sale in indictment); United States v. Wise, 550 F.2d 1180, 1191-92 (9th Cir.) (government
failed to carry its burden of showing that there was no first sale under agreements | oaning a
motion picture to actors for personal use), cert. denied, 434 U.S. 929, and rehearing denied, 434
U.S. 977 (1977); United States v. Atherton, 561 F.2d 747, 749 (9th Cir. 1977) (reversing
conviction on all but one count because of deficiency in government’s proof that motion picture
prints were not subject to first sale); United States v. Drebin, 557 F.2d 1316, 1326 (9th Cir.
1977) (government met burden of proving that motion pictures at issue were not subject to first
sale), cert. denied, 436 U.S. 904, and rehearing denied, 438 U.S. 908 (1978). Other cases,
however, hold that the issue of afirst saleis an affirmative defense that must be raised by the
defendant. See, e.q., United States v. Larracuente, 952 F.2d 672, 673-74 (2d Cir. 1992) (holding
that, asin acivil case, the government need only prove ownership of avalid copyright and
unauthorized copying); United States v. Goss, 803 F.2d 638, 643-44 (11th Cir. 1986) (burden
shifts to government after defendant shows that copies were legally made and that he or she owns
them).’

Evidence of reproduction of unauthorized copiesis the best and easiest way of meeting
the government's burden under the “first sale” doctrine, whether it presentsitself as an element or
as an affirmative defense. In casesinvolving violation of distribution rights, two types of
circumstantia proof typically demonstrate the absence of afirst sale. First, when a defendant's

actions indicate that copies have been obtained illegitimately, ajury may infer that no valid first
sale has occurred. See United States v. Moore, 604 F.2d 1228, 1232 (9th Cir. 1979) (government
may establish absence of first sale by circumstantial evidence, as well as by tracing distribution);
United States v. Whetzel, 589 F.2d 707, 711-12 (D.C. Cir. 1978) (circumstances surrounding
tape sale connoted illicit origins). Factors which indicate that copies were obtaned illicitly

" Thelegidative history of the copyright statute supports the view that the first sale doctrine
was intended as an affirmative defense to copyright infringement:

It isthe intent of the Committee, therefore, that in an action to determine whether
adefendant is entitled to the privilege established by section 109(a) and (b), the
burden of proving whether a particular copy was made or acquired should rest on
the defendant.

H.R. Rep. No. 94-1476, at 81 (1976), reprinted in 1976 U.S.C.C.A.N. 5659, 5695.
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include: sale of copies at a price far b ow legitimate market value; distribution of copies of
inferior quality; copieswith identical serial numbers; and presence of false information on the
copies, such as afalse address for the manufacturer. See United Statesv. Drum, 733 F.2d 1503,
1507 (11th Cir.) (rebuttal of first sale defense included direct and circumstantial evidence
concerning fictitious labels, low prices, and clandestine sale), cert. denied, 469 U.S. 1061 (1984);
Whetzel, 589 F.2d at 712 (sale of copies of tapes from the back of avan in a parking lot).

Second, the nature of the distribution system employed by the copyright holder may
negate the possibility of afirst sale. For instance, the absence of afirst sale has been established
by showing that the works in question were distributed exclusively through loans and leases.
Since the first sale defense is premised on a sale and the transfer of title, evidence that the
copyright holder sold no copies of the work effectively negates this claim. Compare United
States v. Drebin, 557 F.2d 1316 (9th Cir. 1977) (government proved the absence of first sde
through evidence that the copyrighted movies had never been sold or transferred; licenses
transferring limited rights for distribution and exhibition of the films for alimited time were not
“sales’ for purposes of the first sale doctrine), cert. denied, 436 U.S. 904, and rehearing denied,
438 U.S. 908 (1978), with United States v. Atherton, 561 F.2d 747 (9th Cir. 1977) (government
failed to prove the absence of first sale of anumber of films because, although the copyright
owner never “sold” copies, it permitted ABC Television Network to permanently retain copies,
these transfers fell within the definition of first sale, and ABC Tdevision could have been the
source of the movie copies sold by defendant). See also United States v. Sachs, 801 F.2d 839
(6th Cir. 1986) (evidence that defendant duplicated and sold videotaped copies of movies when
the films were either not sold or sold in adifferent form satisfied government's burden under the
first sale doctrine).

Some defendants have argued that the government must account for the distribution of all
copies of awork in order to carry its burden on this question. Thiswould require, in effect, that
the government trace the distribution of every lawful copy of a copyrighted work, an
unreasonabl e burden particularly because pirated works tend to be among the most frequently
purchased and widely distributed. This argument has been consistently rejected by the courts.
See, e.q., United Statesv. Moore, 604 F.2d 1228, 1232 (9th Cir. 1979) (“[T]he Government can
prove the absence of afirg sale by showing that the [copy] in question was unauthorized, and it
can establish this proof . . . by circumstantial evidence from which ajury could conclude beyond
areasonabl e doubt that the recording was never authorized and therefore never the subject of a
first sale.”); see also Sachs, 801 F.2d at 843 (“ The other recognized method of satisfying [the
first sale] doctrine is for the government to. . .show that the copiesin question haveillegitimate
origins.”); Drum, 733 F.2d at 1507 (“ The government may prove the absence of afirst sale by
direct evidence of the source of the pirated recordings or by circumstantial evidence that the
recording was never authorized.”) (citations omitted); Whetzel, 589 F.2d at 711 ("It was not
required to disprove every conceivable scenario in which appellant would be innocent of
infringement.”).

3. The “fair use” doctrine in criminal cases
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The equitable “fair use” doctrine, codified at 17 U.S.C. 8§ 107, limits the exclusive rights
of acopyright owner. Generally speaking, the fair use doctrine excepts the otherwise infringing
use of awork whereit is used for purposes such as criticism, comment, news reporting, teaching
(including multiple copies for classroom use), scholarship, or research. Serious questions of fair
use often arise in civil copyright infringement cases. The statute provides four factors that
should, at a minimum, be considered when determining whether auseisafair use: (1) the
purpose and character of a use, including whether such use is of anoncommercid nature; (2) the
nature of the work; (3) the amount and substantiality of the portion used in relation to the
copyrighted work as awhole; and (4) the effect of the use upon the potential market for the
copyrighted work.

In acriminal infringement action under 17 U.S.C. 8 506(a)(1), the fair use doctrine
should not, as a practical matter, impose any significant burden on the government. The
prosecution is already required by 17 U.S.C. 8§ 506(a)(1) to demonstrate willful infringement for
purposes of commercial advantage or private financial gain. Proof of these elements, if
sufficient, would virtually preclude any defense of non-infringing far use in a prosecution under
17 U.S.C. §506(a)(1). Thefair use defense may be implicated, however, in prosecutions under
the recently added 17 U.S.C. 8§ 506(a)(2), which criminalizes large-scal e infringement even
where the infringer does not act for purposes of commercial advantage or private financia gain.
See Sony Corp. of Am. v. Universal City Studios, Inc., 464 U.S. 417, 451 (1984) (“[A]lthough
every commercial use of copyrighted material is presumptively . . . unfair[,] . . . noncommercial
uses are a different matter.”).

Thefirst factor in afair use inquiry is the purpose and character of theuse. See 17 U.S.C.
§107(1). Commercial uses are presumptively unfair, whereas for noncommercid, nonprofit
activity, “[t]he contrary presumption is appropriate.” Sony, 464 U.S. at 449. Nevertheless, “the
mere fact that ause is educational and not for profit does not insulate it from afinding of
infringement, any more than the commercial character of a use bars afinding of fairness.”
Campbell v. Acuff-Rose Music, Inc., 510 U.S. 569, 584 (1994). Ancther consideration is
whether the useis “transformative,” i.e., it adds something new. “Although such transformative
useis not absolutely necessary for afinding of fair use, the goal of copyright, to promote science
and the arts, is generally furthered by the creation of transformative works.” 1d. at 579 (citation
omitted). If awork istransformative, other factors which would weigh against afinding of fair
use, such as the commercial nature of the use, bear lessweight. Seeid.

The second factor for consideraion is the nature of the copyrighted work. See 17 U.S.C.
8107(2). “Thisfactor callsfor recognition that some works are closer to the core of intended
copyright protection than others.” Acuff-Rose, 510 U.S. at 586. For example, “[t]he law
generally recognizes a greater need to disseminate factual works than works of fiction or
fantasy.” Harper & Row, Publishers, Inc. v. Nation Enters., 471 U.S. 539, 563 (1985). Fair use
ismore difficult to establish in the case of these “core” fictional works. See Acuff-Rose, 510
U.S. at 586.




The third factor is the amount and substantiality of the use in relation to the copyrighted
work asawhole. See 17 U.S.C. § 107(3). If the portion of the copyrighted materid used is
substantial or even especially important, a defense of fair useislesslikely to succeed. See
Harper & Row, 471 U.S. at 564-66.

Finally, courts consider the effect on the potential market for the copyrighted work or on
itsactual value. See 17 U.S.C. § 107(4). “[T]o negate fair use one need only show that if the
challenged use * should become widespread, it would adversely affect the potential market for the
copyrighted work.” Thisinquiry must take account not only of harm to the original but also of
harm to the market for derivative works.” Harper & Row, 471 U.S. at 568 (citation omitted).
The Supreme Court has emphasized the importance of this last factor in cases of noncommercial
use. Sony, 464 U.S. at 451 (“A challenge to anoncommercial use of a copyrighted work requires
proof either that the particular use is harmful, or that if it should become widespread, it would
adversely affect the potential market for the copyrighted work.”).

Because § 506(a)(2) prosecutions typically involve piracy of commercialy popular
works, the last two factors should prove most useful to overcoming afar use defense. In such
cases, the works are generally copied in their entirety, and the wide availability of the free,
pirated copies (which suffer no degradation in quality in digital form) can have a drastic effect on
the potential market for legitimate works. A strong showing on these factors will help overcome
the presumption that noncommercial useisfair.

D. Statutory Penalty for Criminal Copyright Infringement

The penalties available for criminal infringement are codified at 18 U.S.C. § 2319. For
the misdemeanor violations, a defendant may be sentenced to up to one-year imprisonment and
fined up to $100,000. See 18 U.S.C. 88 2319(b)(3), 3571(b)(5). For afelony violation, where
the infringement consists of the reproduction or distribution during a 180-day period of no fewer
than ten copies or phonorecords which have atotal retail value of more than $2,500, the
maximum penalty can be three or five years imprisonment, depending on what purpose can be
proven. If the government proves that the defendant acted for purposes of commercia advantage
or private financial gain, and obtains a conviction under 17 U.S.C. § 506(a)(1), the maximum
sentence for afirst time offender isimprisonment for up to 5 years and a fine of up to $250,000.
See 18 U.S.C. 88 2319(b)(1), 3571(b)(3). Those with a prior copyright infringement conviction
are subject to up to 10-years' imprisonment. See 18 U.S.C. § 2319(b)(2). If afinancial
motivation is not proven in afdony case, and the conviction is obtained under 17 U.S.C.

8 506(a)(2), the defendant can beimprisoned for up to 3 years— six years for the repeat offender
—and fined up to $250,000. See 18 U.S.C. 88 2319(c), 3571(b)(3).

The defendant is sentenced under U.S. Sentencing Commission, Guidelines Manual
§ 2B5.3 (Nov. 1998 & Supp. 2000). For detailed discussion of consequences of a conviction
under 18 U.S.C. § 2319, seeinfra Chapter VII at page 108.
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E. Novel Copyright Infringement Issues Related to the Internet

Many of the Internet’ s characteristics have contributed to explosive growth in copyright
infringement. These characteristics include its success as a communicati ons medium, the large
number of people worldwide who use it, and the ease with which materials may be made
available for copying. Media products produced today, including software and music, are often
inadigital format, which permits production of copies equal in quality to the original. The
digital nature of today’ s media products dso makes them much easier to distribute in large scale
to alarge audience over the Internet. The ability to duplicate and distribute with near perfect
quality has increased not only the amount of copying that occurs online, but the incidence of
infringement. In fact, some Web sites are dedicated, either entirely or in part, to providing
widespread accessto copyrighted materials. These sites commonly known as “warez”
(pronounced “wayrz,” or “wayrss’) sites, make large quantities of commercia software available
illegally — via download — to the general public.

In addition to specific Stes that are exclusvely dedicated to promoting infringement,
specific technologies have also devel oped to facilitate copying viathe Internet. These
technological advances, in the form of software and services that make the use of software easier,
will provide prosecutors with novel challenges prosecuting online intdlectual property
violations. The tension between copyright laws and online copying technologies is of increasing
interest to the public and software programmers, some of whom may be anxious to exploit it.
See, e.q., John Markoff, Cyberspace Programmers Confront Copyright Laws, N.Y. Times, May
10, 2000, at A1. While each passing month seemsto bring new and more advanced technologies
to the fore, afew examples will be discussed briefly below. Onefact is clear, however: the
Internet and related devel opments in technology have altered and will continue to profoundly
alter the ease with which people may engage in infringing activities.

A few issues sometimes arise in particular Internet cases: (1) infringement without profit
motive; (2) unusual proof issues for quantity, loss, and identity; (3) disclaimers; (4) sympathetic
defendants including juveniles, and (5) novel means of infringement, including facilitation, MP3,
and file sharing technologies. Each of these subjectsis discussed briefly below.

1. Large scale infringement without profit motive

Infringement without profit motive is far more common in cases of Internet-based
copyright infringement than it isin the physicd world. Until recently, the prosecution was
required to prove that copyright i nfringement was done willfully and for commercial advantage
or private financial gain. Now the law provides for prosecution in the absence of these monetary
considerations. Specifically, the current statute, as codified at 17 U.S.C. § 506(a)(2), dlows for
prosecution in cases involving large scdeillegal reproduction or distribution of copyrighted
works where the infringers act willfully, but without a discernible profit motive. Congress
specifically made this change as part of the No Electronic Theft (NET) Act of 1997, Pub. L. No.
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105-147, 111 Stat. 2678.°

In August 1999, the first person was convicted for illegally posting computer software
programs, musical recordings, and digitally-recorded movies on his Web site, and alowing the
general public to download and copy these products free of charge. The Oregon defendant
pleaded guilty to afelony. See Ashbel S. Green, Net Piracy Law Gets First Conviction: UO
Student, Portland Oregonian, Aug. 21, 1999, at A1l; United States Attorney’s Office, District of
Oregon, First Criminal Copyright Conviction Under the“No Electronic Theft” (NET) Act for
Unlawful Distribution of Software on the Internet, August 20, 1999
<http://www.cybercrime.gov/netconv.htm>. Subsequently, another person was convicted of
misdemeanor copyright infringement in federal court in the District of Columbiain December
1999. SeeBill Miller, Giveaways Costly for Web Pirate, Wash. Post, Dec. 23, 1999, at B1;
Department of Justice, Virginia Man Pleads Guilty To Charges Filed Under the “No_Electronic
Theft” (NET) Act for Unlawful Distribution of Software on the Internet, Dec. 22, 1999
<http://www.cybercrime.gov/thornton.htm>. In September 2000, a Phoenix man was charged
with four counts of misdemeanor copyright infringement in the Northern District of California
for reproduction and distribution of the film “Star Wars Episode I: The Phantom Menace.” Scott
Craven, “Phantom Menace” Case May Test Laws, Ariz. Republic, Sept. 22, 2000, at B1; United
States Attorney’ s Office, Northern District of California, For Immediate Release, September 20,

8  This statutory amendment was enacted in response to United States v. LaMacchia, 871
F. Supp. 535 (D. Mass. 1994), in which a Massachusetts district court held that electronic piracy
of copyrighted works, which could not be prosecuted under then-existing copyright infringement
laws if the defendant did not realize a commercial advantage or financial gain, could not be
charged asawire fraud. The defendant had set up an Internet-based dectronic bulletin board, to
which he encouraged correspondents to upload popular software applications and computer
games, which he transferred to a second encrypted address where they could be downloaded by
other users with access to the password. “Although [the defendant] was at pains to impress the
need for circumspection on the part of his subscribers, the worldwide traffic generated by the
offer of free software attracted the notice of university and federal authorities.” 1d. at 536.

The defendant was charged with conspiring with “persons unknown” to violate 18 U.S.C.
81343, thewire fraud statute. According to the indictment, LaM acchia devised a scheme to
defraud that had as its object the facilitation “on an international scae” of the “illegal copying
and distribution of copyrighted software” without payment of licensing fees and roydties to
software manufacturers and vendors. The indictment alleged that LaMacchia' s scheme caused
losses of more than one million dollars to software copyright holders. 1d. at 536-37. The district
court explicitly recognized the wrongfulness of the defendant’ s conduct, but it dismissed the
indictment because it concluded that Congress had “finely calibrated” the reach of criminal
liability in the Copyright Act and held that “ copyright prosecutions should be limited to Section
506 of the Act, and other incidental statutes that explicitly refer to copyright and copyrighted
works.” 1d. at 545. For amore extended discussion of charging mail or wirefraud in
infringement cases, seeinfra Section V1.B.1 at page 73.
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2000 <http://www.cybercrime.gov/spatafore htm>. Praosecutors should not hesitate to utilize this
avenue of enforcement. In many cases the damage to the victim may be enormous although the
infringer is not profiting financially. In fact, because the copyrighted materials are provided
without charge to the entire Internet-using public, there may be enormous potential lossto the
rights holder.

2. Proof issues: quantity, loss, and identity

Internet cases also raise unusua evidentiary and proof issues. One substantia challenge
for Internet cases isto accurately determine the identity and quantity of the infringing items
(pirated copyrighted works) that were distributed. While it may be relatively easy to determine
the identity of the pirated works made available on a site, it can be a challenge to determine the
identity and quantity of the works actually downloaded or distributed, unless the entity hosting
the Web site keeps specific logs. For example, in order to initiate afdony copyright prosecution
under 18 U.S.C. § 2319, the government must establish that at least 10 illegal copies were made
during a 180-day period, with atotal value exceeding $2,500.

Establishing the quantity of specific copied works isimportant to accurately establish a
loss figure for sentencing aswell. The Sentencing Guidelines now take into account some of
these difficulties. For example, effective May 1, 2000, a sentencing enhancement is applicable if
the defendant uploads a copyrighted work to an Internet site with the intent to allow othersto
download or otherwise access the infringing item. See U.S. Sentencing Commission, Guidelines
Manual 8 2B5.3(b)(2) (Nov. 1998 & Supp. 2000). Seeinfra Section VII.A at page 109, for more
detailed discussion of the relevant sentencing guidelines, including a discussion of determining
proper valuation.

While each investigation may employ different techniques, law enforcement agencies
should utilize all available resourcesin identifying victimsand determining loss. In certain
circumstances, assistance might be sought from the private sector. Certain private industry
business associations, such as the Business Software Alliance, the Interactive Digital Software
Assaociation, the Motion Picture Association of America, the Recording Industry Association of
America, and the Software Information Industry Association, have provided significant
assistance in previous invegtigations. See Appendix A for alist of industry contacts.

Internet cases also involve caculating loss for purposes of restitution. Internet piracy will
likely result in substantial losses to multiple victims. Since the offenders may have operated
without a discernible profit motive, however, there may be few assets available to comply with a
restitution order. Pursuant to 18 U.S.C. 8 3663A, however, restitution is mandatory. The
challenge will be to craft a reasonable means of providing restitution over thelongest possible
period of supervised release or probation. For additional discussion of restitution in intellectual
property cases, see infra Section V11.B at page 115.

Assuming an investigation establishes that a particular Web site is a significant source of
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copyright infringement, effective prosecution will also require that the government link the
defendant to that Web dte. Although each Web ste will have adoman name, and arguably a
corresponding domain name registration, it is possible and perhaps probable that much of that
information will be falsified in order to shield the criminal’s identity. Care must be taken to meet
the burden of showing that the defendant isin fact responsible for the infringement taking place.
With regard to an Internet infringement case, thiswill likely require a showing that the defendant
maintained some form of knowing control over the content and maintenance of the subject Web
site.

3. Disclaimers

Internet sites offering copies of infringing materials frequently provide so-cdled
“disclaimers’ in an attempt to immunize their operators from criminal liability by establishing a
good faith defense. Although such disclaimers could conceivably be evidence of the operator’s
good faith, in many cases they can actually be helpful evidence of the defendant’s awareness of
the law, and thus be used to establishing willfulness. For example, in United States v. Gardner,
860 F.2d 1391, 1396 (7th Cir. 1988), cert. denied, 490 U.S. 1023 (1989), the Seventh Circuit
regjected the defendants assertions that his disclaimer shifted responsibility to the purchaser and
concluded that “such statements establish that he was well aware that his actions were unlawful.”
See United States v. Knox, 32 F.3d 733, 753 (3d Cir. 1994) (regjecting defendant’ s argument that
disclaimersin brochure stating that child pornography videos werelegal disproves the mens rea
element and concluding that “[i]f anything, the need to profess legality should have alerted Knox
to the films' dubious legality”), cert. denied, 513 U.S. 1109 (1995); see dlso Rice v. Pdladin
Enters., Inc., 128 F.3d 233, 254 (4th Cir. 1997) (observing that a jury could readily find the “For
academic study only!” disclaimer in promotional sales catalogue for Hit Man book “to be
transparent sarcasm designed to intrigue and entice”), cert. denied, 523 U.S. 1074 (1998);
ON/TV of Chicago v. Julien, 763 F.2d 839, 844 (7th Cir. 1985) (“*Whatever the attempted legd
effect of the defendant’ s disclaimer, the ultimate trier of fact could easily find that it was a
transparent attempt to deny the patent illegdity of the defendant’ s acts. . . .”); Time Warner
Entertainment/Advance-Newhouse Partnership v. Worldwide Elecs., L.C., 50 F. Supp. 2d 1288,
1296-97 (S.D. Fla. 1999) (“[C]ourts have found that a pirate decoder seller’s use of such
disclaimers reflects their awareness of theillegality of their business.” (citing cases)); cf. Direct
Salesv. United States, 319 U.S. 703, 712-13 (1943) (holding that jury may infer intent to assst a
criminal operation based upon a drug distributor’ s marketing strategy).

4. Sympathetic defendants, including juveniles

In online infringement cases, the defendant may be young (e.q., college-age), have no
criminal record, or otherwise be sympathetic to ajury. In such cases, the government should be
able to provide a basis for a determination that the defendant was in fact acting egregiously and
was not merely engaged in technical violations of the law. While the means of overcoming this
hurdle will vary from case to case, some factors to show that the defendant was acting
egregiously include establishing: (1) a significant amount of infringement; (2) the infringing
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activity occurred repeatedly over alengthy period of time; (3) the defendant was so involved in
the infringement as to lead unavoidably to the conclusion that his or her actions were willful; (4)
the defendant in some way profited from the conduct; (5) communications reflecting malice or
other criminal intent; and (6) if applicable, some of the copyrighted works belonged to smaller
companies, whose profitability may be jeopardized by the defendant’ s conduct.

If the defendant is ajuvenile, options for federal prosecutors are limited. The federal
government may proceed against juvenilesin federd court for acts of juvenile delinquency other
than a crime of violence or a crime involving a controlled substance only if the Attorney General
—or hisor her designee for these purposes — certifies that the applicable juvenile or state court
has declined prosecution of the juvenile, or the state does not have available programs and
services adequate for the needs of juveniles. See 18 U.S.C. § 5032. Prosecutors confronted with
juvenile defendants are encouraged to review the U.S. Attorneys Manud § 9-8.00. They should
also consult any experts on juvenile prosecutions in their office. Transferring a person from
juvenile status to adult status requires consultation with the Terrorism and Violent Crime Section
of the Criminal Division, which can be reached by calling (202) 514-0849. Prosecutors may
want to consult with attorneys from that section even if they do not seek atransfer. In
appropriate circumstances, prosecutors should consider fully the option of federal prosecution.
Otherwise, prosecutors should consider referring a case involving ajuvenile to state authorities.
See infra Section VI.A.2 at page 86 for additional discussion of state prosecution issues.

5. Challenges of emerging technology: Novel means of infringement,
including facilitation, MP3, and file sharing technologies

Increasingly advanced software enables crimindsto violate intellectual property rights
more quickly, more frequently, and with better quality than in the past. Prosecutors may consider
investigating some of the individuals who develop, utilize, and distribute these technologies. In
so doing, it is essential that prosecutors understand the underlying technologiesin order to
appropriately differentiate lawful from unlawful conduct and to address potentially novel
challenges that these technologies may present. Because the legal treatment of certain advanced
reproduction technol ogies may be unsettled, consultation with the Computer Crime and
Intelectual Property Section isstrongly encouraged when evaluating these cases.

Novel means of infringement generally. The Internet facilitates infringement —
particularly reproduction and distribution — in a variety of novel ways. Unauthorized copies of
works may be published or posted on Web sites, or made available through other technological
means. For example, they may be uploaded (“ posted”) to the Usenet, a group of separate bulletin
boards allowing users to carry on discussions by posting questions, comments, files, and
information on various topics. It is possibleto copy the work to numerous Usenet bulletin
boards at once (“cross-posting”). Other technological means of distributing works are sites
designed merely to transfer files by means of the file transfer protocol (“FTP sites’) or chat
rooms for those interested in copying files, most commonly occurring on chat rooms run under
the Internet Relay Chat (“IRC”) protocol.

60



Making unauthorized copies of works available to the public for reproduction and
distribution can be infringement even if it is done through a cutting edge medium such as an
Internet Web site. See, e.g., Michaelsv. Internet Entertainment Group, Inc., 5 F. Supp. 2d 823,
834 (C.D. Cal. 1998) (publishing copyrighted videotape on Internet Web site constitutes
infringement of plaintiff's right to distribute work). To show distribution, it is not necessary to
prove that others actually copied or used the work, only that the defendant knowingly made it
available to the public. See Hotaling v. Church of Jesus Christ of Latter-Day Saints, 118 F.3d
199, 203 (4th Cir. 1997) (distribution occurs when al steps necessary to make awork avalable
to the public have been completed, regardless of whether persons actually used the work).

In criminal cases, of course, copyright liability against service providers for transmitting
infringing materialsis limited by the government’ s burden of proving that the infringement was
done “willfully.” Seeinfra Section 111.B.3 at page 43 (discussing “wilfullness’ requirement
under criminal copyright infringement). Even in civil cases, courts have examined whether a
bulletin board service or Internet Service Provider can be liable for infringement — whether under
theories of direct or contributory infringement or, alternatively, vicarious liability —if it merdy
provides the means to store or transmit files that other parties upload and subsequently
download. See, e.q., Playboy Enters., Inc. v. Chuckleberry Publishing, Inc., 939 F. Supp. 1032,
1040, 1044-45 (S.D.N.Y. 1996) (requiring to bulletin board system based in Italy that contained
infringing images to shut down or to refrain from accepting subscriptions from customers living
in the United States); Religious Tech. Ctr. v. Netcom On-Line Communication Servs., Inc., 907
F. Supp. 1361 (N.D. Cal. 1995) (granting defendant’s motion for summary judgment as to direct
and vicarious copyright infringement but not as to contributory copyright infringement for
provision of access to Usenet newsgroup system and Internet access server that facilitated
dissemination of infringing works over the Internet where the plaintiff’s raised a genuine issue of
fact regarding whether the defendant had adequate knowledge after receiving a notice letter from
plaintiffs). Inthese and similar cases, courts have attempted to differentiate between passive and
active providers. Passive providers generally facilitate transfers without human intervention and
without looking at the content of files which userstransfer. Active providers have taken some
affirmative action, such as attempting to control content of user uploads, and are therefore
considered more responsible for infringement than passive providers.

Moreover, any assessment of service provider liability should also be considered in light
of Congress' reaction to the issue — the enactment of the Online Copyright Infringement Liability
Limitation Act, Pub. L. No. 105-304, 112 Stat. 2877 (1998), which significantly circumscribes
the conditions under which online service providers might incur liability. See17 U.S.C. § 512.
This section provides limitation for infringement in four different scenarios:

- Transmissions: Automatically transmitted communications (such as electronic
mail messages) that are not modified or edited by the service provider and that are
not maintained any longer than reasonably necessary, 17 U.S.C. §512(a);

- Caching: System caching of materials requested by users (such as popular Web
pages) on behdf of subsequent users as long as the service provider complies with
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industry standard data protocols, 17 U.S.C. § 512(b);

- Storage: Information residing on systems at the direction of users (suchasa
hosted Web site) as long as the service provider does not have knowledge of the
infringement or financial benefit directly attributable to the infringing activity and
where the service provider, upon notification, removes the infringing materials, 17
U.S.C. §512(c); and

- Linking: Information location tools (such as a hypertext link) referring or linking
users to an online location containing infringing materia or infringing activity as
long as the service provider does not have knowledge of the infringement or
financia benefit directly attributable to the infringing activity and where the
service provider, upon notification, removesthe infringing materias or the access
to them, 17 U.S.C. § 512(d);

Section 512 also provides a process by which copyright holders may notify service providers of
allegedly infringing activities and service providers have certain duties to respond and by which
injunctive or other relief may be sought. See 17 U.S.C. § 512(g)-(j). See also A& M Records,
Inc. v. Napster, Inc., No. C99-05183 MHP, 2000 WL 573136, at *10 (N.D. Cal. May 12, 2000)
(holding that Internet-based file sharing service does not meet requirements of “safe harbor”
under 17 U.S.C. § 512(a)).

It iscommon that certain forms of intellectual property, such as computer software, are
sold pursuant to alicense that governs the use, including reproduction and distribution, of the
intellectual property itself. Copyright law expressly provides that the exclusive rights of
ownership may betransferred in whole or in part by conveyance. 17 U.S.C. § 201(d). Wherea
valid license is provided, activities such as reproduction and distribution within the scope of that
license are not infringing.

Facilitation. One aspect of potential copyright infringement on the Internet is acting as a
facilitator for copying. Because of the seemingly seamless nature of the Internet, afacilitator of
infringement who actively encourages it can cause much more infringement than the party that
provides the unprotected work for copying. Facilitation can be exemplified by “linking,” or
“deep linking.” A link is areference on one web page to a different web page. Often, the link
takes the viewer directly to the other web page when the viewer clicks on the link. In terms of
copyright infringement, the primary concern for prosecutors will be links to sites conducting
illegal activity, particularly sites that alow copying of copyrighted materials (“warez sites”).

One question for prosecutors will be how to address an individua who, while not
illegdly offering the software on his or her Ste, establishes adirect link to a“warez site’ that is
offering illegal software. While atarget who illegally offers copyrighted software on a“warez
site” isengaging in infringement, criminality isless clear if the copyrighted software ison
another site to which the target simply links.

In these instances, the facts surrounding the activity will be critical. For example, isthe
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target’s “warez site” effectively encouraging the infringement? Is there independent evidence, in
addition to or aside from the “warez site,” which suggests intent to infringe? |s there evidence of
someillicit relationship between the target or the target’ s “warez site” and the site containing the
copyrighted work to be downloaded? Further, what if the target links not to the beginning of the
secondary site, but further or deeper into the site, directly to the downloadable software? Thisis
known as “deep linking,” when the link bypasses initial portions of a Web site and takes the user
to a specific place within the targeted Web site. Prosecutors should consider the relative
culpability of an individual who links a user directly to a copyrighted work and one who links the
user to asite that offerstheillegal software, possibly in addition to other legal information or
Services.

These questions illustrate the prosecutorial challenges posed by infringers’ skillful use of
links. The activity may be more analogous to the theories of contributory, or —if the requisite
level of control exists— vicarious infringement (developed civilly), than direct infringement.
Accordingly, given the appropriate facts and circumstances, prosecutors may wish to pursue
prosecution, if at all, under an aiding and abetting theory rather than as simple infringement.

Online service providers may have potentia civil liability as facilitators as well. Courts
have found that service providers have infringed by reproduction if the provider knowingly
copied protected works without authorization. See, e.q., Playboy Enters., Inc. v. Webbworld,
Inc., 991 F. Supp. 543 (N.D. Tex. 1997) (defendant infringed by copying images from other
Internet locations, creating smaller “thumbnail” versions of the images, and charging afee to
view these thumbnail images via the defendant’ s Web site), aff’d, 168 F.3d 486 (5th Cir. 1999);
Religious Tech. Ctr v. Netcom On-Line Communication Servs., Inc., 907 F. Supp. 1361 (N.D.
Cal. 1995) (finding possible liability for contributory copyright infringement for provision of
access to Usenet newsgroup system and Internet access server that facilitated dissemination of
infringing works over the Internet depending on defendant’ s knowledge).

In order to address online service provider liability and to remove it under certain
circumstances, in 1998, the Online Copyright Infringement Liability Limitation Act was signed
into law. Asoutlined above, it limits, in anumber of online contexts, liability of service
providers. Pub. L. No. 105-304, 112 Stat. 2877 (codified at 17 U.S.C. § 512). Prosecutors
should be cognizant of this provision when the conduct of an online service provider is at issue.
For facilitation issues, prosecutors should give specia attention to 17 U.S.C. § 512(d) which
limits the circumstances under which a service provider may be liablefor infringement because it
utilizes technologies or tools to link users to copyrighted works.

MP3 — Audio Compress on Technology. One well known technology which has
enhanced the public’ s ability to copy music is a compression technology known as“MP3.” MPS3,
short for MPEG-1 Audio Layer 3, uses aformat originally designed for video to compress audio
filesat aratio of 12:1. MP3 technology takes audio signals from the original recording and
compresses them into a smaller, more easily transferable format without sacrificing the quality of
the sound. Because MP3 preserves the high quality of the sound recording, and isincreasingly
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popular anong the public, portable MP3 players are being marketed for personal use. While
many people utilize MP3 technology lawfully, individuals can aso use this technology to sell or
distribute a high volume of illegally obtained sound recordings with relative ease. See, e.q.,
Recording Indus. Ass'n of Am. v. Diamond Multimedia Sys., Inc., 180 F.3d 1072, 1073 (Sth Cir.
1999) (describing advent of MP3 digital technology and ramifications for copyright in holding
that hand-held audio device that receives, stores, and plays MP3 audio files, but does not record
them directly from digital music recordings, does not violate prohibitions of the Audio Home
Recording Act). Moreover, applications have devel oped utilizing technologies such as MP3 to
provide greater access to audio files on the Internet. One online service, which made MP3 files
of copyrighted audio recordings available via the Internet, was sued for copyright infringement.
In granting the plaintiff’s motion for partial summary judgment, the court found that the
defendant’ s conduct did not constitute “fair use.” See UMG Recordings, Inc. v. MP3.COM, Inc.,
92 F. Supp. 2d 349, 351-52 (S.D.N.Y. 2000) (finding liability for copying music recordings to be
provided to people who own a copy where retransmission of recordings was not transformative,
recordings were used in their entirety, and activity usurped market opportunity from copyright
holders).

File sharing technologies. Increasingly, software-based technologies have been
developed to facilitate the sharing of fileswith ease. For example, Napster is a well-known
online service which allows individuds to access and share files, such as MP3 files, belonging to
other people viathe Internet. See <http://www.napster.com>. Essentidly, Napster creates a
community of userswith files— the size of the community depends upon who issigned on at a
giventime. Thefilesare not located on the Ngpster server, but rather on the computers of the
individual users. Napster provides software to link these users together. Amid allegations of
contributory and vicarious copyright infringement, Napster has been sued civilly by the recording
industry. See A& M Records, Inc. v. Napster, Inc., No. C99-05183 MHP, 2000 WL 1182467, at
*10 (N.D. Cal. August 10, 2000) (granting plaintiff’s motion for preliminary injunction
prohi biti ng defendant from “engaging in or facilitating others in copying, downloading,
uploading, transmitting, or distributing plaintiff’s copyrighted musical compositions and sound
recordings protected either by federal or state law”), stayed by A& M Records, Inc. v. Napster,
Inc. No. 00-16401, 2000 WL 1055915 (9th Cir. 2000); A& M Records, Inc. v. Napster, Inc., No.
C99-05183 MHP, 2000 WL 573136, at *10 (N.D. Ca. May 12, 2000) (denying defendant’s
motion for summary judgment and concluding that Napster does not meet the safe harbor
requirements of 17 U.S.C. § 512(a)).

Other technological means can providefor file sharing aswell. While Napster allows
user searches for MP3 files to go through a central server, another application, Gnutella, directly
links individual computers utilizing the software. This direct linking software allows one to
reach hundreds of Gnutella users very quickly. See, e.q., Lee Gomes, Gnutella, New Music-
Sharing Software, Rattles the CD Industry, Wall St. J., May 4, 2000, at B10 (reporting that on
one evening there were over 1.5 million MP3 music recordings, computer programs, and other
multimedia offerings available for free via Gnutella software). Gnutella and other analogous
programs continue to evolve and improve as programmers deve op the software and are generally
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available for free viathe Internet.

Critics argue that these types of services and software compromise intellectual property
rights and result in widespread infringement, be it directly or as a contributor. Supporters argue
that the services may be used constructively to share many kinds of materials that are not
copyrighted or are shared with the consent of the copyright holder. Moreover, supporters argue
that creators of file sharing programs such as Napster and Gnutella do not control or have no
control over how the public utilizes them. For example, Napster, in its terms and conditions
page, assertsthat it is the users of Napster, and not Napster itself, that are responsible for
compliance with the law — including copyright laws. While critics challenge the sufficiency of
such efforts to minimize liability, prosecutors must be aware of the often difficult questions
raised by these types of programs.

Keeping pace with changing technology. The examples highlighted here represent but a
few of the many new software applications and services that greatly improve the public’s ability
to locate and copy protected materials online. There seems little question that over time, these
technologies will not only improve, but will be surpassed by more efficient, faster, perhaps more
discreet applications that further enhance the ability to copy online. Some of these applications
may be designed to operate at the margin of what is proper under the copyright law, or just
beyond it. A key question in these deveoping criminal cases under these circumstancesis
evidence of willfulness. Asthese examplesillustrate, however, prosecutors will need to think
critically about emerging technologies, and how they operate and are used, in order to keep pace
with onlineinfringers.
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IV.  TRAFFICKING IN COUNTERFEIT LABELS: 18 U.S.C. § 2318

Creative works can be protected by criminal statutes aside from the Copyright Act. The
most important of these isthe felony provision at 18 U.S.C. § 2318, which Congress amended on
July 2, 1996 as part of the Anticounterfeiting Consumer Protection Act of 1996. Pub. L. No.
104-153, 110 Stat. 1386 (1996). This Act enhances the integrity of the copyright system by
specifically prohibiting trafficking in counterfeit labels designed to be affixed to phonorecords,
copies of computer programs, motion pictures and audiovisual works, aswell as traffickingin
counterfeit documentation or packaging for computer programs. Not surprisingly, the statute
relies heavily upon copyright law. For example, for purposes of 18 U.S.C. § 2318, the terms
“copy,” “phonorecord,” “computer program,” “motion picture,” and “audiovisua work” havethe
meanings given those terms by the copyright statute at 17 U.S.C. 8 101. See 18 U.S.C.

§ 2318(b)(3). Forms providing sample indictments and jury instructions for trafficking in
counterfeit labels, 18 U.S.C. 8 2318, are provided in Appendix D at page 177.

18 U.S.C. § 2318 is not a pure copyright statute, and the scope of the protections under
the statute is different from the protections afforded by the Copyright Act. The predecessor to
the current § 2318, for example, clearly encompassed trafficking in counterfeit labels on both
copyrighted and uncopyrighted works. See United States v. Sam Goody, Inc., 506 F. Supp. 380,
386 (E.D.N.Y. 1981) (denying defendants’ motions to dismiss charges of trafficking in
unauthorized sound recordings). The current law continues that broad coverage, permitting a
case to be proven even without evidence of copyright so long as, for example, the mail or a
facility of interstate or foreign commerce is used in the commission of the offense.

Many copyright infringement crimes make use of counterfeit labels. And, in some cases,
it can be easier for the government to prove the counterfeit labeling count than the copyright
infringement count. For example, the counterfet labeling crime does not require proof of
infringement, i.e., actual copying or distribution; it is enough to show that the defendant was
“trafficking.” In addition, a counterfeit |abeling case requires proof of only a“knowing” mental
state, rather than a“willful” mental state. Since both crimes use the same Guidelines sections, a
18 U.S.C. § 2318 charge is an important addition to, and in some cases, aternativeto, a
copyright infringement charge. Prosecutors also should consider the applicability of acriminal
trademark counterfeiting statute, as labds intended to be affixed to counterfeit works often carry
counterfeit reproductions of federadly registered trademarks. See, e.q., United States v. Akram,
165 F.3d 452 (6th Cir. 1999) (affirming conviction under 18 U.S.C. § 2318 for trafficking in
counterfeit videotapes); United States v. Bao, 189 F.3d 860 (9th Cir. 1999) (upholding
conviction under 18 U.S.C. 8§ 2318 for trafficking in counterfeit computer documentation). Itis
also appropriate to charge 18 U.S.C. § 2318 with the other intellectual property crimes. See, e.q.,
United States v. Hernandez, 952 F.2d 1110 (9th Cir.) (affirming conviction under 18 U.S.C.

88§ 2318-2320 for counterfeit audio cassettes and audio cassette labels), cert. denied, 506 U.S.
920 (1991); United States v. Cohen, 946 F.2d 430 (6th Cir. 1991) (affirming conviction under 18
U.S.C. 88 2318-2319 for duplicating and distributing copyrighted movies).
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A. Elements of Trafficking in Counterfeit Labels

To obtain a conviction under 18 U.S.C. § 2318, the government must prove four
elements

Q) The defendant acted “knowingly”;

(2 The defendant trafficked in labels or computer software documentation affixed or
designed to be affixed to a phonorecord, a computer program or other audiovisual
work;

3 The labels or documentation were counterfet; and

4 Federal jurisdiction is appropriate because the work is copyrighted or for other
reasons.

These elements are reviewed in turn beow.
1. The defendant acted “knowingly”

Thefirst element of the crimeis that the defendant “knowingly” trafficked in the
counterfeit labels or other items. Thus, 18 U.S.C. § 2318 isagenera intent crime. Thisisan
easier standard to meet than the “willfully” standard required for criminal copyright
infringement. Cf. infra Section 111.B.3 at page 43 (discussing the “willful” standard in criminal
copyright infringement cases). Indeed, in 1982, Congress modified the mens rea element of the
crime by “diminat[ing] the requirement of fraudulent intent.” S. Rep. No. 97-274, at 8 (1981),
reprinted in 1982 U.S.C.C.A.N. 127, 134.

2. The defendant trafficked in labels affixed or designed to be affixed to
a phonorecord, a computer program or other audiovisual work or
computer software documentation or packaging

The second element is that the defendant was trafficking in labels affixed or designed to
be affixed to any of four categories of works. phonorecords, motion pictures, other audiovisual
works, or computer software. For computer software, the government may show —as an
aternative to labels — that the defendant was trafficking in documentation or packaging. Prior to
its amendment, it was unclear whether 18 U.S.C. § 2318 encompassed counterfeit labels affixed
to computer software, since computer software has been classified asa*literary work” under
copyright law. Whelan Assoc., Inc. v. Jaslow Dental Library, Inc., 797 F.2d 1222, 1234 (3d Cir.
1986), cert. denied, 479 U.S. 1031 (1987). Since the statute has been amended, it explicitly
applies to computer software. See, e.q., United States v. Bao, 189 F.3d 860 (9th Cir. 1999)
(upholding conviction under 18 U.S.C. § 2318 for trafficking in counterfeit computer
documentation).

“Traffic” is defined by the statute to mean “to transport, transfer or otherwise dispose of,
to another, as consideration for anything of vaue or to make or obtain control of with intent to so
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transport, transfer or dispose of.” 18 U.S.C. § 2318(b)(2). It is not necessary to provethat the
defendant actually transferred particular labelsif it can be proven that the defendant made the
labels or obtained |abels with the intent to transfer them. Thus, labels seized during the search of
an ongoing counterfeiting operation (whether or not they are affixed to the works) can be used to
prove the offense. On the other hand, this definition of “traffic” would exclude those who
knowingly acquire counterfeit articles solely for personal use. S. Rep. No. 97-274, at 9 (1981),
reprinted in 1982 U.S.C.C.A.N. 127, 135.

If the itemsinvolved are counterfeit labels, the government must prove that the
counterfeit |abels were “affixed or designed to be affixed to” a“phonorecord . . . computer
program . . . or other audiovisual work.” 18 U.S.C. § 2318(a). Asthe prohibitionsof 18 U.S.C.
§ 2318 include counterfeit labels “ designed to be affixed” to one of these four enumerated
categories of works, it is not necessary that the label actually be attached to awork. S. Rep. No.
97-274, at 9 (1981), reprinted in 1982 U.S.C.C.A.N. 127, 135 (explaining that statutory
amendment was intended to close “loophole” whereby some counterfeiters had shipped only
unattached labels). It isnot necessary under the statute to prove this part of the element if the
items involved are counterfeit documentation or packaging for computer programs.

3. The labels were counterfeit

The third element is that the labels (or packaging or documentation, in the case of
computer software) were “counterfeit.” A definition for counterfeit label is provided by the
statute: an “identifying labe or container that appears to be genuine but isnot.” 18 U.S.C.

§ 2318(b)(1). The requirement that these |abels be counterfeit distinguishes this offense from the
“bootlegging” or “pirating” of recordings or tapes. Counterfeit records or tapes are works that
are made to appear legitimate. Bootleg or pirated records and tapes need not have a pretense of
legitimacy. Under 18 U.S.C. § 2318, only trafficking in counterfeit itemsis prohibited. See
United States v. Shultz, 482 F.2d 1179, 1180 (6th Cir. 1973) (distinguishing counterfeit from
bootleg tapes). The legidlative history of 18 U.S.C. § 2318 clarifies, however, that this section
can be gpplied when “ counterfeiters have simulated ‘ genuine’ labels that have not previously
existed,” insofar as these simulated labels share the same basic criminal purpose as any
counterfeit product — to defraud the consumer, the manufacturer and society by trading off the
apparent authenticity of the product. S. Rep. No. 97-274, at 9 (1981), reprinted in 1982
U.S.C.C.A.N. 127, 135. If these cases involving simulated |abels raise complex questions of
trademark law, prosecutors may find it helpful to consult with the Computer Crime and
Intellectual Property Section.

4. Federal jurisdiction is appropriate because the work is copyrighted or
for other reasons

Thefinal element requires one of avariety of “circumstances’ to establish clear federd
jurisdiction:
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- afedera copyright for the work to which the label is affixed (or, for acomputer
program, if the documentation or packaging itself is federally copyrighted);

- use or intent to use the mails or facilities of interstate or foreign commerce in the
commission of the offense; or

- occurrence of the offensein a special maritime or territorial jurisdiction of the
United States.

See 18 U.S.C. § 2318(c)(1)-(4). This provision was intended to expand the reach of the statute
beyond the “interstate and foreign commerce” jurisdictional base of the predecessor statute. The
copyright basis was specifically intended to facilitate pendent jurisdiction based upon related
claims under the federal copyright law. S. Rep. No. 97-274, at 9-10 (1981), reprinted in 1982
U.S.C.C.A.N. 127, 135-36. The legidative history also explains that the statute could be applied
to cases involving documentation, packaging or labels if they were affixed or designed to be
affixed to “copies of copyrighted computer programs.” H.R. Rep. No. 104-556, at 7 (1996),
reprinted in 1996 U.S.C.C.A.N. 1074, 1080.

B. Statutory Penalty for Trafficking in Counterfeit Labels

The maximum penalty for aviolation of 18 U.S.C. § 2318 isimprisonment for five years,
a $250,000 fine, or both. See 18 U.S.C. § 2318(a). The defendant is sentenced under U.S.
Sentencing Commission, Guidelines Manual 8§ 2B5.3 (Nov. 1998 & Supp. 2000). For adetailed
discussion of the consequences of a conviction under 18 U.S.C. 8§ 2318, seeinfra Chapter VI at
page 108.
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V. OTHER FEDERAL CRIMINAL LAWS PROTECTING INTELLECTUAL
PROPERTY

In addition to the intellectual property crimes described above, other federal criminal law
is used to protect intellectual property. First, there are other intellectual property infringement
crimes. Second, has been used to protect the integrity of the intellectual property system. For
example, intellectual property is disseminated by cable and satellite systems. Therefore,
punishment of those who traffic in devices to intercept cable or satellite signals protects the
integrity of the intellectual property system. A summary of the relevant criminal law is provided
below. Third, Congress has created statutory prohibitions on circumventing copyright protection
systems and providing false copyright management information. These too are described below.
Finally, the section reviews the provisions protecting the formalities of the copyright and patent
sysems.

A. Other Crimes That Protect Against Intellectual Property Infringement

In addition to the major intellectual property infringement crimes described above,
Congress has enacted a few other criminal provisions that can sometimes be used against
intellectual property infringement. One of these, trafficking in recordings of live musical
performances, is practically an adjunct to criminal copyright infringements. Other provisions,
such as prohibitions on trafficking in misbranded food, drugs or clothing, are more closely
identified with consumer protection and also provide protection againg infringement.

1. Trafficking in Recordings of Live Musical Performances: 18 U.S.C.
§ 2319A

In 1994, as part of the Uruguay Round Agreements Act, Congress enacted 18 U.S.C.
8 2319A to expressly prohibit the unauthorized trafficking in recordings of live musica
performances. Pub. L. No. 103-465, 108 Stat. 4974 (1994). Specifically, 18 U.S.C. § 2319A(a)
subjectsto crimina sanctions

[w]hoever, without the consent of the performer or performers involved, knowingly and
for purposes of commercial advantage or private financial gain - (1) fixes the sounds or
sounds and images of alive musical performance in a copy or phonorecord, or reproduces
copies or phonorecords of such a performance from an unauthorized fixation; (2)
transmits or otherwise communicates to the public the sounds or sounds and images of a
live musical performance; or (3) distributes or offersto distribute, sdls or offersto sell,
rents or offersto rent, or trafficsin any copy or phonorecord fixed as described in
paragraph (1), regardless of whether the fixations occurred in the United States.

This statute is primarily intended for use against the burgeoning trade in “ bootlegged”

musical recordings. Such cases might otherwise be prosecuted as criminal infringement of the
copyrights in the underlying musicd compositions. In passing the Act, Congress evinced its
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clear intent that unauthorized trafficking in bootlegged recordings and musical compostions,
when done for the purposes of commercia advantage or private financial gain, should be treated
as a serious offense. The statute has been upheld pursuant to Congress' Commerce Clause
authority against a recent constitutional challenge under United Statesv. Lopez, 514 U.S. 549,
558-59 (1995). See United States v. Moghadam, 175 F.3d 1269, 1274-1277 (11th Cir. 1999)
(“Thelink between bootleg compact discs and interstate commerce and commerce with foreign
nationsis self-evident.”), cert. denied, 120 S. Ct. 1529 (2000).

The statute contains three subsections, each of which protects a different right of the
performing artist. Paragraph (a)(1) prohibitsfixing the “sounds’ or “images’ of alive musica
performance. “A work is‘fixed’ in atangible medium of expression when its embodiment in a
copy or phonorecord, by or under the authority of the author, is sufficiently permanent or stable
to permit it to be perceived, reproduced, or otherwise communicated for a period of more than
transitory duration. A work consisting of sounds, images, or both, that are being transmitted, is
‘fixed" for the purposes of thistitleif afixation of the work is being made simultaneously with
itstransmission.” See 17 U.S.C. § 101. But see Moghadam, 175 F.3d at 1274 (declining to
decide whether a live performance isfixed at the time of performance).

Paragraph (8)(2) prohibits transmitting the “sounds” or “images’ of alive musicd
performance to the public. This subsection was intended to apply to unauthorized transmission
of bootleg performances through radio or television, and not to the unauthorized reproduction of
previously recorded but unreleased performances, i.e., studio out-takes. The latter should be
considered for prosecution as criminal copyright infringement, 17 U.S.C. 8 506(a) and 18 U.S.C.
82319 or, if labeled, trafficking in counterfeit labels, 18 U.S.C. 8 2318. See supra Chapter 111 at
page 34 (criminal copyright infringement); Chapter IV at page 66 (trafficking in counterfeit
labels).

Paragraph (a)(3) prohibits distributing to the public or trafficking in any fixed recording
of alive musical performance. Under each subsection, the government must also prove that the
defendant acted: (1) without authorization from the performer involved; (2) knowingly; and (3)
for purposes of commercial advantage or private financial gain. As noted above, under the
definition of financial gain, that includes “receipt, or expectation of receipt, of anything of
value,” 17 U.S.C. 8 101, barter schemes where aperson fixes, transmits, or distributes a bootleg
performance in return for receiving, or hoping to receive, access to fixations or transmissions of
other bootlegs would clearly beillegal. For example, a concertgoer who makes bootleg tapes of
an artist’s performance, planning to trade them for bootleg tapes of other performances by that
artist, has acted for financial gain since he or she expectsto receive vauable items (i.e., other
bootleg tapes) in trade. For adetailed discussion of the commercia motivation element under 17
U.S.C. § 506 and 18 U.S.C. § 2319, see supra Section 111.B.5 at page 47.

The maximum penaltiesfor afirst-time violation of 18 U.S.C. § 2319A isfiveyears

imprisonment and a $250,000 fine. Defendants who have previously been convicted under this
statute may be sentenced to a maximum of ten years' imprisonment and a $250,000 fine. See 18
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U.S.C. § 2319A(a). In addition, the statute provides for mandatory forfeiture and destruction of
al infringing items upon a defendant’ s conviction. See 18 U.S.C. § 2319A(b). Copiesfixed
outside the United States and imported into the United States are al so subject to seizure and
forfeiture. See 18 U.S.C. 8 2319A(c). Further, aviolation of 8 2319A, like 88 2318, 2319, and
2320, is now specifically listed in 18 U.S.C. § 1961(1)(B) as a“racketeering activity” and is
subject to the RICO provisions of the Organized Crime Control Act of 1970, Pub. L. No. 91-452,
84 Stat. 922 (1970). Anticounterfeiting Consumer Protection Act, Pub. L. No. 104-153, 110
Stat. 1386 (1996). For sentencing for aviolation of 18 U.S.C. § 2319A, a court would use the
U.S.S.G. § 2B5.3. Seeinfra Section VII.A at page 109 (discussing application of U.S.S.G.

§ 2B5.3).

2. Consumer protection crimes related to misbranded consumer items

Congress has enacted certain prohibitions, such as prohibitions on trafficking in
misbranded food, drugs or clothing, that are more closely identified with consumer protection
and that also provide protection against infringement. For example, the Food, Drug and
Cosmetics Act, which is codified at Title 21, provides for crimina penalties (misdemeanor and
felony) for the introduction into interstate commerce of any misbranded or adulterated food,
drug, device, or cosmetic. See 21 U.S.C. 88 331(a) (prohibitions on misbranding), 333 (criminal
penalties). The statute provides definitions for these terms. See 21 U.S.C. § 343 (misbranded
food); 21 U.S.C. 8 352 (misbranded drugs and devices); 21 U.S.C. § 362 (misbranded
cosmetics). Seealso 21 U.S.C. § 841(a)(2) (prohibiting distribution of counterfeit controlled
substances). (These arein addition to the prohibitions on wire and mail fraud at 18 U.S.C.

88 1341-1343 that are familiar to federal prosecutors. Seeinfra Section V1.B.1 at page 73.)

Likewise, the Federal Trade Commission Act, codified at Title 15, prohibits introducing
into commerce mislabeled wool, fur and textile fiber products. See 15 U.S.C. § 68a (prohibiting
commercia dealing in misbranded wool products); 15 U.S.C. § 69a (prohibiting commercial
dealing in misbranded fur products); 15 U.S.C. § 70a (prohibiting commercial dealing in
misbranded textile fiber products). It also provides for misdemeanor penalties for violations of
these prohibitions. See 15 U.S.C. 88 68h, 69i, 70i.

Those seeking additional information on enforcing criminal provisions designed to
protect consumers should contact the Justice Department’ s Office of Consumer Litigation at
(202) 616-0219.

Congress has also provided civil remedies for violations of its prohibitions on misbranded
goods and has established agencies, such as the Federal Trade Commission and the Food and
Drug Administration to enforce those laws. Cases appropriate for civil enforcement may be
referred to the enforcing agency. The Federal Trade Commission’s Marketing Practices Section,
which is part of the Consumer Protection Bureau, may be reached at (202) 326-3779. The
Federal Trade Commission has a Web site at www.ftc.gov and genera information telephone
number at (202) 326-2222. The Food and Drug Administration has a Web site at www.fda.gov
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and may be reached by telephone at 1-888-INFO-FDA (1-888-463-6322).

B. Systems of Disseminating Intellectual Property, Such as Cable Systems and
Satellite Systems

Certain businesses, such as cable television and satellite broadcasting firms, serve an
important role in developing systems for the dissemination of intellectual property. Five federal
statutes are often used, along with a host of state statutes, to protect these systems from
traffickers who sell devices that facilitate interception of the signal carrying the protected
intellectual property. Thefivestatutesare: 18 U.S.C. 8 1341; 18 U.S.C. § 1343; 18 U.S.C.

§ 2512; 47 U.S.C. 8 553; and 47 U.S.C. § 605. Each of thesewill be discussed inturn. Simple
interception is also criminalized by 18 U.S.C. § 2511 and 47 U.S.C. 88 553 and 605, and will not
be discussed here at length.

1. Mail and wire fraud, 18 U.S.C. §§ 1341, 1343

Prosecutors have employed the federal mail and wire fraud statutes, 18 U.S.C. 88 1341,
1343, to combat the assembly and distribution of devices designed to intercept encrypted cable or
satellite television signals. See, e.g., United Statesv. Manzer, 69 F.3d 222, 226-28 (8th Cir.
1995) (sale of illegal descrambling devices that permitted the unauthorized decryption of
premium channel satellite broadcasts violatesfederd fraud satutes); United States v. Coyle, 943
F.2d 424, 427 (4th Cir. 1991) (sale of cable television descramblers deemed a scheme to defraud
“because it wronged the cable companiesin their ‘ property rights by dishonest methods or
schemes,”” quoting United Statesv. McNally, 483 U.S. 350, 358 (1987)); United Statesv.
Norris, 833 F. Supp. 1392, 1394-96 (N.D. Ind. 1993) (modified converter boxes used to intercept
cable transmissions violate the wire fraud statute), aff’ d on other grounds, United Statesv.
Norris, 34 F.3d 530 (7th Cir. 1994). Because prosecuting intellectual property cases under the
wire or mail fraud provisions can raise complex issues for intellectual property crimes, if
considering such a charge, see the discusson of themail and wire fraud statutes infra Section
VI1.B.1 at page 94.

2. Devices for surreptitiously intercepting wire, oral or electronic
communications, 18 U.S.C. § 2512

18 U.S.C. § 2512(1)(a) prohibits an individual from sending through the mail or carrying
in interstate or foreign commerce:

any electronic, mechanical, or other device, knowing or having reason to know that the
design of such device rendersit primarily useful for the purpose of the surreptitious
interception of wire, ord, or electronic communications.

18 U.S.C. § 2512(1)(b) prohibits the manufacture, assembly, possession or sale of:
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any electronic, mechanical, or other device, knowing or having reason to know that the
design of such device rendersit primarily useful for the purpose of the surreptitious
interception of wire, oral, or electronic communications

with knowledge or reason to know that such device has entered or will enter the stream of
commerce. The advertisement of such devicesis prohibited by 18 U.S.C. § 2512(1)(c).
Violation of this section may result in afine or imprisonment for not more than five years, or
both. See 18 U.S.C. § 2512(1).

Most commonly, 18 U.S.C. § 2512 is used to prosecute those individuds who possess,
assemble, or sell unauthorized satellite television descramblers that enable viewers to receive
premium channel broadcasts without paying a subscription fee. See, e.q., United Statesv.
Harrell, 983 F.2d 36 (5th Cir. 1993) (affirming conviction for illegal modification and sale of
Video-Cipher 1l systems); United Statesv. Lande, 968 F.2d 907 (9th Cir. 1992) (affirming
conviction for illegal descrambler units modified to enable satellite dish ownersto view
subscription service for free), cert. denied, 507 U.S. 926 (1993); United Statesv. Shriver, 989
F.2d 898 (7th Cir. 1992) (reversing dismissal of action for attempted modification and sale of
television descramblers); United States v. Splawn, 982 F.2d 414 (10th Cir. 1992) (affirming
conviction for assembly and sale of modified satellite television descramblers), cert. denied, 508
U.S. 919 (1993).

3. Unauthorized reception of cable service, 47 U.S.C. § 553

In addition to 18 U.S.C. § 2512, Congress has prohibited the unauthorized interception of
cable communications with the passage of the Cable Communications Policy Act of 1984, Pub.
L. No. 98-549, 98 Stat. 2779 (1984) (codified a scattered sections of Titles 15, 18, 46, 47, and 50
U.S.C):

No person shall intercept or receive or assist in intercepting or receiving any
communications service offered over a cable system, unless specifically authorized to do
so by a cable operator or as may otherwise be specifically authorized by law.

47 U.S.C. §553(a)(1). A willful violation of this section may result in afine of $1,000 or aterm
of imprisonment of not more than six months, or both. See 47 U.S.C. § 553(b)(1). See United
States v. Gardner, 860 F.2d 1391, 1394 (7th Cir. 1988) (affirming conviction against challenges
to supposed vagueness of the statute, jury instructions on intent, and sufficiency of the evidence
asto intent), cert. denied, 490 U.S. 1023 (1989). Those who willfully violate subsection (a)(1)
“for purposes of commercia advantage or private financial gain” are subject to a possible term of
imprisonment of two years, the penalty increasing to five years for any subsequent offense. See
47 U.S.C. 8§ 553(b)(2). The unauthorized assembly and sale of cable television converter
“descramblers’ is prohibited under 8 553(a)(1). See, e.q., United Satesv. Coyle, 943 F.2d 424,
426 (4th Cir. 1991) (affirming district court’ s finding that defendant assisted “in intercepting or
receiving” cable transmissions without authorization).
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4. Unauthorized publication or use of communications, 47 U.S.C. § 605

In addition, 47 U.S.C. 8 605 providesfelony protection for encrypted satdlite cable
programming and direct-to-home satellite services. A felony prosecution may beinitiated under
47 U.S.C. 8 605(€)(4) under the following circumstances:

Any person who manufactures, assembles, modifies, imports, exports, sells, or distributes
any electronic, mechanical, or other device or equipment, knowing or having reason to
know that the device or equipment is primarily of assistance in the unauthorized
decryption of saellite cable programming, or direct-to-home satdlite services, oris
intended for any other activity prohibited by subsection (a) of this section, shall be fined
not more than $500,000 for each violation, or imprisoned for not more than 5 years for
each violation, or both.

Courts have consistently held that scrambled satellite transmissions fall within the reach
of this section, as well as the misdemeanor provision of 47 U.S.C. § 605(a):

No person not being authorized by the sender shall intercept any radio communication
and divulge or publish the existence, contents, substance, purport, effect, or meaning of
such intercepted communication to any person.

See, e.q., United Statesv. One Macom Video Cipher 11, 985 F.2d 258, 260 (6th Cir. 1993)
(statute prohibits the “unauthorized interception of traditional radio communications and
communications transmitted by means of new technologies, including satellite
communications’); United Statesv. Shriver, 989 F.2d 898, 900 (7th Cir. 1992) (unauthorized
interception of scrambled television programming covered by 47 U.S.C. § 605(a)); Kingvision
Pay Per View, Ltd. v. Williams, 1 F. Supp. 2d 1481, 1484 (S.D. Ga. 1998) (term “radio” includes
satellite transmissions); Cablevision Sys. N.Y. City Corp. v. Lokshin, 980 F. Supp. 107, 112
(E.D.N.Y. 1997) (over-the-air pay television signals covered); Entertainment & Sports
Programming Network, Inc. v. Edinburg Community Hotel, Inc., 735 F. Supp. 1334, 1338 (S.D.
Tex. 1986) (holding satellite transmissons to be protected communications under 47 U.S.C.

8 605(a)).

Lessclear isthe applicability of § 605 to punish the unauthorized interception of cable
signals. Compare United Statesv. Norris, 88 F.3d 462 (7th Cir. 1996) (holding 47 U.S.C. § 605
inapplicable to theft of cable-borne signds) with International Cablevision, Inc. v. Sykes, 75 F.3d
123 (2d Cir. 1996) (cable signal theft governed by both 47 U.S.C. § 605 and 47 U.S.C. § 553),
cert. denied, 519 U.S. 929 (1996) and Cablevision Sys. N.Y. City Corp. v. Lokshin, 980 F. Supp.
107, 112 (E.D.N.Y. 1997) (holding 47 U.S.C. § 605 applicable to cable-borne signals).

C. Systems of Copyright Management

In 1998, Congress created statutory prohibitions against circumventing copyright
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protection systems and providing fal se copyright management information by enacting the
Digital Millennium Copyright Act, Pub. L. No. 105-304, 112 Stat. 2860 (1998) (codified at 17
U.S.C. 88 1201-1205). See also S. Rep. No. 105-190 (1998); H.R. Rep. No. 105-551 (1998);
H.R. Rep. No. 105-796 (1998). In addition to the statute's provision of civil remedies, any
violations of 18 U.S.C. § 1201 or 18 U.S.C. § 1202, may be prosecuted criminally as afelony
with a maximum penalty of five yearsin prison if those violations are committed “willfully” and
“for purposes of commercial advantage or private financial gain.” 17 U.S.C. 8 1204(a). Since
this prohibition is ratively new, complex, and subject to numerous interrelated exceptions,
prosecutors should proceed cautiously before bringing a case under either of these provisions.
Moreover, since the prohibitions may place some restrictions on the ability of individuads to
engage in speech-oriented activities, prosecutors should give particular consideration to any
potential First Amendment concerns they might face, particularly as applied in a particular case.
Ci. Universal City Studios, Inc. v. Reimerdes, 82 F. Supp.2d 211 (S.D.N.Y. 2000) (enjoining
defendants from further dissemination of software used to decrypt protective code on DVD
recordings despite potential First Amendment issues and holding the expressive aspect of the
software to be minimal as compared with the need to protect the copyrighted work).
Consultation with the Computer Crime and Intellectual Property Section is advised in exploring
the issues presented by these cases.

1. Protecting copyright protection systems, 17 U.S.C. § 1201

Subject to alitany of exceptions, 17 U.S.C. § 1201 addresses circumvention of
technological measures intended to protect copyrighted works.® Specifically, 17 U.S.C.
§ 1201(a)(1)(A) places a blanket prohibition on “circumvent[ing] atechnological measure that
effectively controls access to awork protected under” copyright law. Congress delayed
implementation of this provision until October 28, 2000, to give the Librarian of Congress the
opportunity to define aclass of works deemed to fall outside the prohibition, a definition that is
to be revisited every three years. Moreover, Congress provided numerous statutory exceptions,
which cover awide range of areasincluding: exempting libraries, law enforcement and
intelligence activities; reverse engineering; encryption research; preventing access of minors to
Internet material; accessing personally identifying information; and security testing. See 17
88 1201(d)-(j). Therefore prosecutors should review all of the possible exceptions as well as the
determinations of the Librarian of Congress before bringing a case.

In addition to prohibiting simple acts of circumvention, Congress also prohibited the
trafficking in circumvention technology. For instance, Congress prohibited trafficking in product
or technology that is primarily produced (or haslimited alternative commercial uses) or is
marketed either to circumvent “atechnological measure that effectively controlsaccess’ to

®  To“circumvent atechnological measure” meansto “descramble a scrambled work, . . .
decrypt an encrypted work, or otherwise . . . avoid, bypass, remove, deactivate, or impair a
technological measure, without the authority of the copyright owner.” 17 U.S.C.
§1201(a)(3)(A).
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copyrighted works, 17 U.S.C. 8§ 1201(a)(2). Civil litigation has already been brought under this
provision. Universal City Studios, Inc. v. Reimerdes, No. 00 Civ. 0277 LAK, 2000 WL 1160678
(S.D.N.Y. August 17, 2000) (finding violation of statute for posting program on the Internet to
circumvent technology for encrypting copyrighted worksin DV D format and ordering injunctive
and declaratory relief). In addition, Congress prohibited trafficking in a product or technology
that is primarily produced to circumvent “ protection afforded by a technological measure” that
“effectively protects’ the rights of a copyright owner, 17 U.S.C. § 1201(b)(1). These provisions
are subject to all of the myriad exceptions mentioned above, except for the delay of
implementation and the exemption of specific works relating to determinations of the Librarian
of Congress.

Similar to the other prohibitions on trafficking in circumvention technologies, Congress
established prohibitions on trafficking in certain analog video equipment and products that do not
comply with “automatic gain control copy control technology” or “colorstripe copy control
technology.” 17 U.S.C. 8 1201(k)(1). Those technologies are not to be used to prevent or limit
consumer copying, except in specific circumstances. 17 U.S.C. § 1201(k)(2). Many of the
operative terms utilized in 1201(k) have been defined in 1201(k)(4)(E) as having, “the meanings
that are commonly understood in the consumer electronics and motion picture industries’ as of
1998.

2. Protecting copyright management systems, 17 U.S.C. § 1202

17 U.S.C. 8 1202 provides specia protection for the integrity of “copyright management
information.” “Copyright management information” is defined as any of eight specific kinds of
information conveyed in connection with copies of awork, such as thetitle of the work, the name
of the author, and the terms and conditions for the use of the work. 17 U.S.C. §1202(c). Firgt, it
is unlawful to knowingly and with a deceptive intent provide, distribute, or import false copyright
management information. 17 U.S.C. § 1202(a). Further, it isunlawful to intentionally remove or
alter copyright management information without proper authority, or to distribute or import
either works or copyright management information knowing that the copyright management
information has been altered or removed without authority, or to do so knowing or having
reasonable grounds to know, that doing so will lead to infringement of a protected work. See 17
U.S.C. § 1202(b). 17 U.S.C. § 1202 also contains specific exemptions for law enforcement,
intelligence and other government activities. 17 U.S.C. 8 1201(e). The statute also provides
certain limitations on liability for certain broadcast stations and cable systems. 1d.

D. The Formalities of the Copyright and Patent Systems
In addition to the prohibitions against willful infringement, the copyright and patent laws
also provide for sanctions againg fraudulent misuse of the intelectual property system. These

provisions contain relatively minor sanctions but indicate the importance of the integrity of the
formal system of intellectud property.
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1. Protection of copyright notices, 17 U.S.C. § 506(c)-(d)

Although it is no longer a prerequisiteto receiving protection, there are advantagesto
placing copyright notices on copies of copyrighted works. The purpose of 17 U.S.C. 8§ 506(c)
and (d) isto protect the integrity of these copyright notices. 17 § 506(c) providesthat:

Any person who, with fraudulent intent, places on any article a notice of copyright
or words of the same purport that such person knows to be false, or who, with
fraudulent intent, publicly distributes or imports for public distribution any article
bearing such notice or words that such person knows to be false, shall be fined not
more than $2,500.

Thus, 17 U.S.C. 8§ 506(c) prohibits three distinct acts: (1) placing a false notice of
copyright on an article; (2) publicly distributing articles which bear afalse copyright notice; and
(3) importing for public distribution articles which bear afdse copyright notice. Any one of
these acts, if committed “with fraudulent intent,” violates 17 U.S.C. 8 506(c). In appropriate
cases, other fraud laws, such as18 U.S.C. 88 1341 and 1343, may also apply.

Additiond protection of copyright noticesis provided by § 506(d) which provides that:

Any person who, with fraudulent intent, removes or alters any notice of copyright
appearing on a copy of a copyrighted work shall be fined not more than $2,500.

Each offense isan infraction, imposing a maximum fine of $2,500. Unlike 17 U.S.C.
8 506(a), which givesriseto civil aswell as criminal liability, these sections proscribe conduct
which is not civilly actionable. See Donald Frederick Evans & Assoc., Inc. v. Continental
Homes, Inc., 785 F.2d 897, 912-13 (11th Cir. 1986) (no private right of action exists to enforce
17 U.S.C. § 506(c)).

2. False representations in copyright applications, 17 U.S.C. § 506(e)

As part of the copyright process, individuals who wish to claim statutory remedies for
infringement of awork must file an application for copyright registration with the Register of
Copyrights. These applications must identify the copyright claimant, explain how the claimant
obtained the work, and identify and describe the work. See 17 U.S.C. § 409(1)-(11). The
purpose of 17 U.S.C. 8§ 506(e) is to protect against false copyright applications. The section
provides that:

Any person who knowingly makes a false representation of a materid fact in the
application for copyright registration provided for by 17 U.S.C. § 409, or in any
written statement filed in connection with the application, shall be fined not more
than $2,500.
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The government must provethat the defendant (1) knowingly made; (2) afalse
representation; (3) of amaterial fact; (4) in acopyright application or any written statement filed
in connection with an application. In appropriate cases, other crimind laws, such as 18 U.S.C.
§ 1001, could also apply. Thisoffense is an infraction, imposing a maximum fine of $2,500.

3. Forgery of letters patent, 18 U.S.C. § 497

Although infrequently the subject of prosecution, 18 U.S.C. § 497 prohibits forging
letters patent aswell as knowingly passing off counterfeit | etters patent:

Whoever falsely makes, forges, counterfeits, or alters any letters patent granted or
purporting to have been granted by the President of the United States; or Whoever
passes, utters, or publishes, or attempts to pass, utter, or publish as genuine, any
such letters patent, knowing the same to be forged, counterfeited or falsely altered
— Shall be fined under this title or imprisoned not more than ten years, or both.

4. False marking of patent, 35 U.S.C. § 292

In order to protect patent holders and the public, Congressenacted 35 U.S.C. §292. This
code provision creates afinancial punishment for three distinct types of improper marking: (1)
representing that an article is patented when the patent isin fact held by another; (2) marking as
patented an article that is not patented; and (3) falsely claiming that a patent application has been
made or is pending.

Thefirst part of 32 U.S.C. § 292(a) protects patent holders. It prohibits an individual
without the consent of the patentee from marking or using in advertising:

the words “patent,” “patentee,” or thelike, with the intent of counterfeiting or imitating
the mark of the patentee, or of deceiving the public and inducing them to believe that the
thing was made, offered for sale, sold, or imported into the United States by or with the
consent of the patentee.

The second and third paragraphs of 32 U.S.C. 8 292(a) protect the public from false or
misleading patent claims. Thus, an individual may not mark or use in advertising the word
“patent” when the articleisin fact unpatented. Nor isit lawful to mark or use in advertising the
words “ patent applied for” or “patent pending” when no application has been made or is not
pending. 35 U.S.C. §292(a). All three paragraphs of 32 U.S.C. § 292(a) require intent to
deceive or counterfeit. Accidentd or unintentional mismarking is not aviolation of this code
provision.

A violation of § 292 carries afine of not more than $500 for every offense. The code
permits enforcement through private infringement actions:
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Any person may sue for the penalty, in which event one-half shall go the person suing and
the other to the use of the United States.

35 U.S.C. § 292(b).
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VI. CHARGING AND OTHER STRATEGY CONSIDERATIONS FOR
INFRINGEMENT CASES

This chapter provides guidance on strategic considerations when evaluating intell ectual
property infringement cases. Fird it discusses whether to charge an infringement case at all,
including an extended discussion on whether to charge a corporation. It then provides analysis of
other chargesto consider, such as wire and mail fraud, RICO, and money laundering. Finally, it
provides practical advice on how to charge an infringement case, and the role of avictim in
putting such a case together.

A. Whether to Prosecute an Intellectual Property Crime

Generdly, federd prosecutors should take into account the same considerationsin
determining whether to charge an intellectual property crime asthey would with respect to all
federal crimes. See, e.q., U.S. Attorneys Manud 8 9-27.220. Thus, the prosecutors should
evaluate all the considerations normally associated with the sound exercise of prosecutorial
discretion: the sufficiency of the evidence, thelikelihood of success at trid, the probable
deterrent effect, rehabilitative potential, and other consequence of conviction, in addition to the
adequacy of non-criminal approaches. In exercising this discretion, U.S. Attorneys Manud
8 9-27.220 notes three situations in which the prosecutor may properly decline to take action
despite having admissible evidence sufficient to obtain and sustain a conviction for afederal
crime: when no substantial federal interest would be served by prosecution; when the personis
subject to effective prosecution in another jurisdiction; or when there exists an adequate
non-criminal alternativeto prosecution. Whileindividud U.S. Attorney’ s Offices may evaluate
these factors with different standards, each of these grounds is discussed below with particular
attention paid to intdlectual property crimes.

1. The federal interest in intellectual property crimes

In determining the substantiaity of thefederd interest that would be served by a
prosecution, the attorney for the government should weigh all relevant considerations, including:
(1) current federal law enforcement priorities; (2) the nature and seriousness of the offense; (3)
the deterrent effect of prosecution; (4) the person’s culpability in connection with the offense; (5)
the person’ s history with respect to criminal activity; (6) the person’swillingness to cooperatein
the invegtigation or prosecution of others; and (7) the probable sentence or other consequences if
the person is convicted. See U.S. Attorneys Manud § 9-27.230. The last factor (the
consequences of a conviction for an intellectud property crime, including the probable sentence)
is addressed at length elsewhere in this manual. Seeinfra Chapter V11 at page 108 (discussing
consequences of conviction for intellectual property crimes). The other factors will be discussed
below with specific attention to intellectual property crimes.

In recent years, Congress has taken an especially strong interest in intellectual property
crimes as well asintellectual property law generally. As discussed elsewhere in this manud,
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Congress has enacted stiffer pendties for intellectual property crimes and has made many
intellectual property crimes a predicate offense under the money laundering and RICO statutes.
Moreover, Congress took the unprecedented step of singling out intellectual property crimes for
detailed accounting in the Attorney General’s Annual Accountability Report. In enacting the
Anticounterfeiting Consumer Protection Act of 1996, Pub. L. No. 104-153, 110 Stat. 1386,
Congress required the Attorney General to include in the annual report, on a district-by-district
basis, the following four criteria: (1) the number of open investigations. (2) the number of cases
referred by the United States Customs Service; (3) the number of cases referred by other agencies
or sources; and (4) the number and outcome, including settlements, sentences, recoveries, and
pendlties, of all prosecutions brought under sections 2318, 2319, 2319A, and 2320 of Title 18."°

a. Federal law enforcement priorities

The importance of intellectual property to the national economy, and the scale of
intellectual property theft, led the Department of Justice to designate intellectual property crime
asa“priority” for federal law enforcement. Asthe U.S. Attorneys Manud recognizes, “from
time to time the Department establishes national investigative and prosecutorial priorities. These
priorities are designed to focus Federal law enforcement efforts on those matters within the
Federal jurisdiction that are most deserving of Federal attention and are most likely to be handled
effectively at the Federal level.” U.S. Attorneys Manud 9-27.230(B)(1) (comment).

Intellectual property crimes were formally designated a “priority” by Deputy Attorney
General Eric Holder on July 23, 1999. Deputy Attorney General Eric Holder, Remarks & Press
Conference Announcing the Intellectual Property Rights Initiative (Jul. 23, 1999)
<http://www.cybercrime.gov/dagipini.html>. In announcing the Intellectual Property Rights
Initiative, Deputy Attorney General Holder stated that the Department of Justice, the Federal
Bureau of Investigation and the United States Cusoms Service had concluded that they must
make investigating and prosecuting intellectual property crime “amajor law enforcement
priority.” In making the announcement, he noted that

[a] s the world moves from the Industrid Age to the Information Age, the United States
economy isincreasingly dependent on the production and distribution of intellectual
property. Currently, the U.S. leads the world in the creation and export of intellectual
property and I P-related products.

10 Thefederal interest inintellectual property is no recent or transitory development. It has
been recognized since the ratification of the Constitution. See U.S. Const. art. |, § 8, cl. 8.
Longtime Congressional interest in providing a sound federal basis for intellectual property law
is further demonstrated by two comprehensive bodies of statutes: the Copyright Act of 1976
(codified as amended at Title 17); and the Lanham Act (codified as amended at 15 U.S.C.

88 1051-1127). In fact, the Copyright Act in 1976 established federal preemption over state law
because of the importance of auniform federal copyright law. See 17 U.S.C. § 301.
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Deputy Attorney General Holder also observed that “[a]t the same time that our information
economy is soaring, so isintellectual property theft.” Sinceintellectual property theft
undermines the federally established copyright and trademark systems, it is especially appropriae
that invegtigation and prosecution of these crimes be afedera law enforcement priority.

b. The nature and seriousness of the offense

Intelectual property crimes, like other crimes, vary in their nature and seriousness; it is
therefore essential to consider each case on itsown facts. Limited federal resources should not
be diverted to prosecute inconsequential cases or cases in which the violation is only technicd.
Prosecutors may consider any number of factors to determine the seriousness of an intellectual
property crime, including:

1 Whether the counterfeit goods or services present potential health or safety issues
(e.q., counterfeit medications or airplane parts);

2. The scope of the infringing or counterfeiting activities (e.q., whether the subject
infringes or traffics in multiple items or the infringes upon multiple industries or
victims), as well as the volume of infringing items manufactured or distributed;

3. The scale of the infringing or counterfeiting activities (e.g., the amount of
illegitimate revenue and any identifiable illegitimate profit arising from the
infringing or counterfeiting activities based upon the retail value of the infringed

item);
4. The number of participants and the involvement of any organized criminal group;
5. The scale of the victim’sloss or potential loss, including the value of the infringed

item, the size of the market for the infringed intellectual property that is being
undermined (e.g., a best-selling software package or a famous trademark), and the
impact of the infringement on that market;

6. Whether the victim or victims took reasonable measures that could have been
taken to protect against the crime; and

7. Whether the purchasers of the infringing items were victims of afraudulent
scheme, or whether there is a reasonable likelihood of consumer mistake as a
result of the subject’s actions.

c. The deterrent effect of prosecution

Deterrence of criminal conduct is one of the primary goals of the criminal law.
Experience demonstrates that many infringers will not be deterred by civil liability, which can be
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treated as a cost of doing business. For example, even when a permanent injunction or consent
decreeisin force, they do not necessarily deter some defendants. Some defendants may respond
to such civil remedies by changing the item upon which they are infringing, such as
counterfeiting shirts bearing marks of Major League Baseball teams after being the subject of an
injunction obtained by the National Football League. Others close shop only to quickly reopen
under a different corporate identity. Criminal prosecution can better deter aviolator from
repeating his or her crime.

Criminal prosecution of intellectual property crimesis also important for general
deterrence. Many individuals may commit intellectual property crimes not only because they can
be relatively easy to commit (such as copying music) but also because the subjects believe they
will not be prosecuted. Criminal prosecution plays an important role in establishing public
expectations of right and wrong. Even rdatively small scale violations, if permitted to take place
openly and notoriously, can lead other people to believe that such conduct istolerated in
American society. While some cases of counterfeiting or piracy may not result in provable direct
loss to the holder of the intellectual property right, the widespread commission of intellectual
property crimes with impunity can be devastating to the value of such rights. The importance of
general deterrenceis easily understood with regard to counterfeiting of United States currency:
even though some counterfeit bills can be “ passed” without any harm to the monetary system of
the United States, widespread commission of counterfeiting would be devastating to the value of
the dollar. Today’s brands have currency only to the extent that anticounterfeiting laws are
enforced.

Vigorous prosecutions can change the counterfeiter’ s calculus. If individuas believe that
counterfeiters will be investigated and prosecuted, they will be deterred. Industry groups
representing victims of intellectual property crimes are acutely aware of their need for law
enforcement protection for intellectual property. These victims will vigorously publicize
successful prosecutions. The resulting public awareness of effective prosecutions can have a
substantid deterrence effect.

d. The individual’s culpability in connection with the offense

Intelectual property crimes are often committed by multiple individualsworking in
concert, such as a company that traffics in counterfeit goods or pirated software. Seeinfra
Section VI.A.4 at page 91 (discussing special considerations for cases involving corporations).
The individuals in such an organization are not necessarily equally culpable. For example, a
prosecutor may reasonably conclude that some course other than prosecution would be
appropriate for arelatively minor participant. In considering the relative culpability of specific
individuals within a group of people who commit intellectual property crimesin concert, a
number of non-exclusive factors have proven helpful, including: (1) whether the person had
oversight responsibility for others; (2) whether the person specifically directed others to commit
the offense; (3) whether the person profited from the offense, as with an owner of a company or
as with a salesperson receiving commissions; (4) whether the person was specifically aware of
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the wrongful nature of the activity, as evidenced by the receipt of a warning such as a*cease and
desist” letter or by a statement to collaborators admitting wrongful ness, but nonethe ess
continued to engage in the activity; and (5) whether the person took affirmative steps, such as
creating misleading records, to deter investigation, and thereby facilitate commission of the
offense. Other factors may aso be rdevant in particular cases.

e. The individual’s history with respect to criminal activity

The subject’ s history with respect to criminal activity will of course be extremely fact
dependent. Experience with intellectual property crime cases teaches that defendants often have
ahistory of engaging in a pattern of fraudulent conduct not necessarily limited to intellectual
property crimes. It should not be assumed that commission of an intellectual property crimeisan
exception to an otherwise law-abiding life. Therefore, it is appropriate to consider whether there
Is areasonable basis to believe that the person has engaged in previous intellectual property
violations. A prosecutor, an investigator or a victim may be aware of any permanent injunction
or consent decree in any civil case against the defendant.

f. The individual’s willingness to cooperate in the investigation or
prosecution of others

A defendant’ s willingness to cooperate will depend on theindividual. Nevertheless, itis
important to recognize that in intellectual property cases, defendants often have a substantial
capacity for cooperation, if they arein fact willing. Since intellectual property crimes often
require special materids, equipment, or information, and can involve multiple participants,
defendants often can provide substantial assistance. This cooperation can take at least three
forms. Most commonly, a defendant might cooperate in the investigation or prosecution of
others directly involved in the same criminal scheme.

Second, a defendant might also provide valuable cooperation concerning the source or
destination of counterfeit goods or pirated works. For example, if adefendant isinvestigated for
selling counterfeit watches on aretall basis, he could provide information as to the wholesaler of
those counterfeit watches; the wholesaler in turn could provide information regarding the
manufacturer, or about other retailers.

Third, a defendant might also provide information concerning the trafficking of
counterfeit packaging materiads in which counterfeit goods may be sold. Thisinformation is easy
to overlook since the price of the packaging may berelatively low in comparison to the price of
the goods, particularly for high-technology items. However, such information can be invaluable.
For example, a defendant accused of trafficking 2,000 counterfeit computer chips for $200 each
for atotal of $400,000 may aso have sold 10,000 counterfeit boxes for that same kind of chip at
three dollars each for atotal of $30,000. Though the $30,000 in box sales may seem like a amall
part of a $400,000 case, it can provide an important lead concerning the purchaser of the
counterfeit boxes. Since the boxes serve no other purpose than to facilitate the trafficking in
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counterfeit goods, areasonable inference is that the box purchaser may aso be trafficking in the
counterfeit chips. Therefore, what was a simple $30,000 worth of boxes could lead to $2 million
worth of counterfeit chips.

2. Whether the person is subject to prosecution in another jurisdiction

The second situation noted by the U.S. Attorneys’ Manud § 9-27.220 in which the
prosecutor may properly decline to take action despite having sufficient admissible evidenceis
when the person is subject to effective prosecution in another jurisdiction. In intellectual
property cases, as in other cases, “[a]lthough there may be instances in which a Federal
prosecutor may wish to consider deferring to prosecution in another Federal district, in most
instances the choice will probably be between Federal prosecution and prosecution by state or
local authorities.” U.S. Attorneys Manud 8§ 9-27.240 (comment). In determining whether
prosecution should be declined because the person is subject to effective prosecution in another
jurisdiction, prosecutors should weigh all relevant considerations, including: (1) the strength of
the other jurisdiction’ sinterest in prosecution; (2) the other jurisdiction’s ability and willingness
to prosecute effectively; and (3) the probable sentence or other consequences if the personis
convicted in the other jurisdiction. U.S. Attorneys’ Manud § 9-27.240. See United Statesv.
Coffee, 113 F. Supp.2d 751 (E.D. Pa. 2000) (granting defendants' motion to transfer venue on
the basis of the convenience of the parties and witnesses and the interests of justice where the
impecunious defendants’ home and the alleged criminal operations and were in Dayton, Ohio and
only five of 57 proposed government witnesses were in Philadel phia, where an undercover
operation had purchased counterfeit airplane parts).

Intellectual property cases represent a rare species where a prosecutor arguably may not
be able to defer to a prosecution in the location of the primary victim. For example, aindividual
in one state may traffic in counterfeit sports wear bearing the counterfeited mark of a sports team
located in a second state, and he might do so without ever physically entering that second state.
Because of the defendant’ s congtitutional and statutory right to be tried in the state and district in
which their crime was “committed,” U.S. Const. art. 111 8 2 cl. 3; U.S. Const. amend. 6; 18
U.S.C. § 3237, aprosecutor based in that second Sate — the home state of the victim — arguably
may not have proper venue over the counterfeiter unless it can show that the “locus delecti” of
the counterfeiting took place in the second state, adetermination that must be made “from the
nature of the crime alleged and the location of the act or acts constituting it.” United Statesv.
Rodriguez-Moreno, 526 U.S. 275, 280 (1999).

Although this subject has not been vigoroudly litigated in the criminal infringement
context, ordinarily that analysis turns on the locations of the actions of the defendant, rather than
the district where the harm isfelt. For example, in United States v. DeFreitas, 92 F. Supp.2d
272, 276-77 (S.D.N.Y. 2000), the district court found New Y ork venue proper in a case under 18
U.S.C. § 2320 where the counterfeit Beanie Babies were shipped from Chinato Canada, trucked
to New Y ork and then to New Jersey because “ the very nature of the offense of ‘trafficking’
contemplates a continuing offense, one which begins with obtaining control over the counterfeit
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goods, continues with the transport, and ends with the transfer or disposal of such goods.” Cf.
United States v. Muench, 153 F.3d 1298, 1303 (1998) (finding venue for failure to pay child
support to be proper in Florida, where victim child lived, even though Texas was where the
defendant lived and where his child support checks were due); United Statesv. Reed, 773 F.2d
477, 483 (2d Cir. 1985) (consdering factors such as the site of the criminal acts, the elements
and nature of the crime, the locus of its effects, and the suitability fo the various districts for
accurate factfinding and concluding that perjury in one district in a proceeding ancillary to a
proceeding in another district may be prosecuted in either). See generally Donna A. Balaguer,
Venue, 30 Am. Crim. L. Rev. 1259 (1993).

Thus, inintellectual property cases, it is common that the federal prosecutor will be called
upon to vindicate therights of avictim intellectual property holder based in another district,
another state, or even another country. Prosecutors should therefore be cognizant that the
defendant may not be subject to prosecution in the victim'’ s district, state or nation. Federal
prosecutors should also recognize that locd or state authorities may not have agreat interestin
punishing violations of the rights of out-of-state victim intellectual property holders. By contrast,
ensuring uniform and reliable national enforcement of the intellectual property lawsisan
important goal of federd law enforcement.

This god takes on added significance for federal prosecutors when the victimis based in
aforeign country because of the importance of intellectual property in modern international
trade. With consistent enforcement of intellectual property rights, Americawill continue to set
an example of vigorous intellectual property rights enforcement and continue to be perceived as
hospitable to foreign firms that would register their intellectual property and engage in business
here.

Evenif the local or state authorities express a strong interest in prosecution, they may not
have an ability or awillingness to prosecute the case effectively. Intellectual property cases may
not be a priority for some state or local authorities. They may have limited resources to devote to
intel lectual property cases. For example, a particular office may not have space to store the large
inventory seized from the warehouse of a counterfeiter.

Locd and state authorities may also believe that since many intellectual property rights
are conferred by the federal government, they do not have the ability to prosecute any intellectud
property crimes. In most cases, thisbelief is erroneous. There is no general federal preemption
of intellectual property crimes. In fact, the vast majority of states have criminal intellectual
property rights statutes. The one provision for federal intellectual property preemption isfor
copyright infringement, 17 U.S.C. 8§ 301, and even this preemption permits prosecution for other
kinds of crime.

For example, over half of the states have enacted criminal trademark infringement

statutes, which are unfair trade or “ passing off” statutes. A listing of these statutesis provided in
Appendix D. These crimes are not preempted by federal law. Courts have recognized that the
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Lanham Act, 15 U.S.C. 88 1051-1127, which regulates federal trademark law, “does not preempt
states’ ability to recognize and protect trademark rights.” Keebler Co. v. Rovira Biscuit Corp.,
624 F.2d 366, 372 n.3 (1st Cir. 1980) (holding that defendant was not liable in civil trademark
infringement case involving soda biscuits). The Act sets a“ protective floor only and does not
interfere with state laws which provide additional trademark protection.” Storer Cable
Communications v. City of Montgomery, 806 F. Supp. 1518, 1540 (M.D. Ala. 1992) (holding
that Lanham Act did not preempt ordinance prohibiting certain anticompetitive practicesin cable
television case).

The Lanham Act would preempt only those rare state laws that directly conflict with its
provisions or purposes by permitting an erosion of trademark rights. Mariniello v. Shell Qil Co.,
511 F.2d 853, 858 (3d Cir. 1975) (holding that the Lanham Act did not preempt state law
protecting franchisee’ s gasoline dealer franchise case). See State v. Frampton, 737 P.2d 183
(Utah 1987) (holding that Lanham Act does not preempt criminal simulation statute; the purpose
of the statute was to protect consumers); Barnett v. Maryland State Bd. of Dental Exam’rs, 444
A.2d 1013 (Md. App.1982) (holding that dentist’ s registration of term “polydontics’ as service
mark did not preempt State Board of Dental Examiners from acting to ban his use of
advertisements containing “polydontics’ on the basis that the adverti sements were misleading or
deceptive). See also Warner Bros. v. American Broad. Cos., 720 F.2d 231, 247 (2d Cir. 1983)
(holding plaintiff’s reliance on state unfair competition law to alege atort of “passing off” not an
assertion of rights equivalent to those protected by copyright in civil infringement case involving
superhero parody).

A vast majority of states (over 40) have also have enacted “truth in labeling” laws or “true
name and address” statutes. In states that have enacted these laws, it isillegal to manufacture,
sell, distribute, or possess avariety of items and commodities, with intent to sdl, re-sdl,
distribute, or rent, that do not bear the name and address of the manufacturer. These statutes
cover arange of items — from sound recordings and audiovisual works to petroleum products and
foodstuffs. See Appendix D. In many sates, these laws are misdemeanors for first-time
offenders. These state laws are listed by state in Appendix D.

Courts generally have determined that these “true name and address’ statutes are not
preempted by federal copyright law. See, e.q., Anderson v. Nidorf, 26 F.3d 100, 102 (9th Cir.
1994) (holding California’s anti-piracy statute not preempted by federal copyright lawsinillegal
sound recording case); State v. Awawdeh, 864 P.2d 965, 968 (Wash. App. 1994) (holding
Washington's statute not preempted by federal copyright law inillegal sound recording case);
People v. Borridlo, 588 N.Y.S.2d 991, 996 (App. Div. 1992) (holding that New York’s statute
not preempted by Copyright Revision Act inillegal video recording case).

Federal copyright law does provide that as of 1978, “all legal or equitable rights that are
equivalent to any of the exclusive rights within the general scope of copyright . . . and come
within the subject matter of copyright . . . are governed exclusively by [Title 17]. Thereafter, no
person is entitled to any such right or equivalent right in any such work under the common law or
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the statutes of any state” 17 U.S.C. 8§ 301(a). See, e.g., Kodadek v. MTV Networks, Inc., 152
F.3d 1209, 1212-13 (9th Cir. 1998) (holding state law unfair competition claim for releasing
cartoon and merchandise derived from drawings without authorization to be preempted where
complaint expressly based unfair competition claim on rights granted by the Copyright Act);
Kregos v. Associated Press, 3 F.3d 656, 666 (2d Cir. 1993) (holding state law unfair competition
and misappropriation claims preempted when based solely on the copying of protected
expression in forms).

A substantial majority of states have enacted state piracy or unauthorized duplication
statutes. Over 45 such statutes are listed in appendix F at page 189. Nevertheless, courts have
regularly determined that state law claims relying on misappropriation claims are preempted.
See, e.q., State v. Perry, 697 N.E.2d 624 (Ohio 1998) (holding that federal copyright law
preempted prosecution in case involving defendant’ s use of computer software on his bulletin
board); Del Madera Propertiesv. Rhodes & Gardner, Inc., 820 F.2d 973, 977 (9th Cir. 1987)
(holding that copyright related claims of plaintiff were preempted by federa copyright law in
civil infringement case involving subdivision developers).

Legidative history suggests a Congressional intent that “ misappropriation” is not
necessarily synonymous with copyright infringement, and that a misappropriation claim would
not be preempted. See H.R. Rep. No. 94-1476, reprinted in 1976 U.S.C.C.A.N. 5659 (1976).
Courts have recognized this legidlative history and have afforded it some limited weight. See,
e.0., National Basketball Assoc. v. Motorola, Inc., 105 F.3d 841, 850 (2d Cir. 1997) (discussing
the legidlative history at length and holding that a narrow “hot-news’ misappropriation claim
would survive preemption for actions concerning maerial within the realm of copyright).

Despite preemption, many states have other statutes that may be used to address cases
involving violations of intellectual property rights. Courts review arguments that actions are
preempted to determine whether the rights for which protection are sought may be “equivadent”
to those protected by copyright law, often turning to the “extra element” test, i.e., permitting the
state law claim to survive preemption if the “extraelement” is“required instead of or in addition
to the acts of reproduction, performance, distribution or display.” National Basketball AsSn v.
Motorola, Inc., 105 F.3d 841, 850 (2d Cir. 1997); Kregos, 3 F.3d a 666. For example, Sate
authorities may use fraud statutes in cases involving intellectual property because of the extra
element of deception that need not be proven in copyright cases. See, e.g., National Basketball
Ass'n, 105 F.3d at 852 n.6 (observing that state law claims involving breach of fiduciary duties
or trade secret claims to not generally be preempted); Allied Artists Pictures Corp. v. Rhodes,
496 F. Supp. 408, 447 (S.D. Ohio 1980), aff’d in pertinent part, 697 F.2d 656 (6th Cir. 1982)
(determining in dicta that regulation of market practices, including fraudulent licensing, to be
qualitatively different from copyright).

3. The adequacy of a non-criminal alternative in an intellectual property
case
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Prosecutors may consider the adequacy of non-criminal alternatives when addressing an
intel lectua property case. Some civil remedies, including ex parte seizure of a defendant’s
infringing products and punitive damages, may be available for certain violations of copyright
and trademark rights. 15 U.S.C. § 1116(d) (trademark remedies); 17 U.S.C. 88 502-505
(copyright remedies). Also, for importers of trademark-infringing merchandise, the Customs
Service may assess civil penalties not greater than the value that the merchandise would have
were it genuine, according to the manufacturer’s suggested retail price for first offenders, and not
greater than twice that value for repeat offenders. These civil fines may beimposed inthe U.S.
Custom Service s discretion, in addition to any other civil or criminal penalty or other remedy
authorized by law. 19 U.S.C. 8 1526(f). The availability and adequacy of these remedies should
be carefully considered when evaluating an intellectual property case.

Y et civil remedies may be futile under various circumstances. For example, intellectual
property crimes are unusual because they generally are committed without the victim’s
knowledge, even after the fact. The victim usually has no direct relationship with the infringer —
before, during, or after the commission of thecrime. If avictimisunaware of aviolation by a
particular defendant, civil remedies generally will be unavailing. Furthermore, without criminal
sanction, infringers or counterfeiters might treat the rare case of thevictim'’s civil enforcement of
itsrights as a cost of doing business.

Another important factor to consider when contemplating civil remediesis that infringers
may be judgment-proof. In most cases, the infringer traffics in counterfeit items worth far less
than the authentic ones. By the time law enforcement identifies the unlawful activity, the value
of the infringing items that the defendant has distributed often far exceeds the funds to which the
defendant has access. This phenomenon is particularly common in software infringement cases,
since an infringer can reproduce large numbers of high quality copies with only minimal
investment. In Internet and computer bulletin board cases, ardatively modest expenditurein a
personal computer and a modem can result in the reproduction and distribution of hundreds or
even thousands of exact duplications of copyrighted works. In such instances, acriminal
sanction may be the only meaningful deterrent.

There are anumber of other circumstances where existing civil remedies may simply be
an insufficient deterrent. For example, there may be cases where there have been prior
unsuccessful efforts by a victim to enforce intellectual property rights against the defendant or
the existence of circumstances preventing such efforts. Criminal charges may also be necessary
if counterfeiting continues despite the entry of a permanent injunction or consent decree in a civil
case. Asthese scenariosillustrate, there are numerous situations where civil remedies may not
deter the infringement, particularly where the defendant regards civil penalties as a cost of doing
business. Another option to keep in mind in civil cases where thereisa*repeat infringer” is that
the existence of acivil order may provide abasis for a petition to the court for contempt.

Finally, civil remedies may not fully capture the wrongfulness of the defendant’ s criminal
conduct. Counterfeiting or infringement of intellectual property threatens the very integrity of
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the federal intellectual property system, just as counterfeiting of currency jeopardizes the
currency system. A meaningful threat of criminal prosecution is necessary to safeguard the
public’s confidence in intellectuad property.

4. Special considerations in deciding whether to charge corporations

Corporations are often vehicles for the commission of intellectual property crimes.
Trafficking any items, including infringing items, requires the reliable performance of many
functions, such as: purchasing, accounting, inventory management, quality control, sales and
returns. The performance of these functions on alarge scale can be substantially facilitated by
the organization and know-how of a business entity. A business may be especially suited to
trafficking in counterfeit items if it already participates in the market for legitimate ones. For
example, abusiness that sells legitimate goods may also sell counterfeit goods at alower price.
The organizationd nature of such infringing schemes may make a RICO charge worth
considering. See Section VI.B.2 at page 98 (discussing the option of charging RICO in
intellectual property cases).

While every case should be evaluated on its own facts, intellectual property crimes
committed by or on behalf of corporations exhibit certain typicd features. These features are
worth analysis against general considerations, such asthe Department’s guidance on Federal
Prosecution of Corporations (June 16, 1999) (“ Corporate Guidance’). That guidance states that
to hold the corporation liable for the illegal acts of its agents, “the government must establish that
the corporate agent’ s actions (i) were within the scope of his duties and (ii) were intended, &
least in part, to benefit the corporation.” Corporate Guidance § 1.B. The guidance also notes that
“[i]n al cases involving wrongdoing by corporate agents, prosecutors should consider the
corporation, as well asthe responsible individuals, as potential criminal targets.” Corporate
Guidance § |.B.

The guidance identifies eight factors for prosecutors to bear in mind while considering the
proper treatment of a corporate target. Corporate Guidance 8 I1.A. These factors should be
considered in intellectual property cases as they are in other cases with a corporate target. Some
of the factors, such astimey and voluntary disclosure of wrongdoing and willingness to
cooperate, as well as specific remedial actions taken by the corporation, are particularly fact
dependent. Of the other factors, afew deserve particular attention in intellectual property cases,
such as: pervas veness of wrongdoing within the corporation; the corporation’ s past history;
restitution and remediation; collateral consequences; and non-criminal alternatives. These are
discussed individually below.

Pervasiveness of wrongdoing within the corporation. The Department’ s guidance
recognizes that “[c]harging a corporation for even minor misconduct may be appropriate where
the wrongdoing was pervasive and was undertaken by alarge number of employees, or by dl the
employeesin aparticular role within the corporation, e.g., the salesmen or procurement officers,
or was condoned by upper management.” Corporate Guidance 8 IV.A. In some cases where an
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intellectual property crime is committed by individual s through a corporation, the involvement
can be pervasive throughout the corporation and condoned by management. For example, the
sales people sell some of the company’ s goods at a discount to the rest of the market; the quaity
control team ensures that the infringing item will “pass’; the inventory manager keeps the
infringing item separate from legitimate ones; and the purchaser must seek out, obtain and
earmark the infringing goods obtained at a discount. It would be difficult for a“rogue’ salesman
to sell counterfeit items without the cooperation of the purchaser in obtaining them and the
inventory manager in making their availability for sale known to him. If the counterfeit or
pirated item is created in-house, then involvement is even greater: the purchaser must obtain raw
materials but not the finished product; the warehouse people must assemble the item; the
accountant must keep track of the adjustment to the company’ s inventory; and others may even
be called upon from time to time to help in the warehouse. All of this participation usually takes
place with the awareness and at the direction of management, as would almost berequired for so
pervasive a scheme.

The corporation’s past history. Asthe Department’ s guidance notes, a corporation “is
expected to learn from its mistakes.” Corporate Guidance 8 V.B. Of course prosecution may be
appropriate if the corporation has not responded gppropriately to previous non-criminal guidance,
warnings, sanctions, or crimina charges. Inintellectual property cases, guidance or warnings
may often bein the form of a*“ cease and desist” letter sent by the victim, possibly followed by
initiation of civil suit. Inaddition, it is often the case that an infringing corporation becomes
aware of contemporaneous sanctions against asimilarly situated firm, such as asupplier or a
competitor. Corporations may be expected to learn from the mistakes of others with whom they
associate. Prosecution may be appropriate if acorporation became aware of actions against
associates and yet continued to engage in the conduct at the root of the enterprise. On the other
hand, declination may bejustified if a corporation became aware of actions against associates
and took remedial actions, such asimplementing a corporate compliance program, improving an
existing one, disciplining or terminating wrongdoers or management, paying restitution, or
cooperating with relevant government agencies.

Restitution and remediation. In prior intellectual property cases, corporate defendants
have pad substantial fines and redtitution. These sanctions not only deter and punish
wrongdoers, they also aid in making the victim whole. A corporation may be more likely to be
able to pay substantial amounts than an individual. Of course, as the Department’ s guidance
notes, “neither a corporation nor an individual may avoid prosecution merely by paying a sum of
money.” Corporate Guidance § VIII.A.

Collateral consequences. While the Department’ s guidance notes that prosecutors may
consider collateral consequences of acorporate criminal conviction, it aso recognizes that
unknowing peopl e, such as officers, directors sharehol ders and employees, might be affected by a
corporate conviction. Corporate Guidance 8§ IX.B. Inintellectua property casesinvolving
corporations committing infringement crimes, the illicit conduct can be pervasive throughout the
corporate entity. Where these entities are closely held, few unknowing innocent people would
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suffer substantial consequences. The Department’ s guidance also draws attention to non-penal
sanctions that may arise, such as debarment from eligibility from certain government programs
including government contract eligibility. Corporate Guidance § IX.B.

For example, there have been notorious cases of the government purchasing infringing
items, such as airplane parts or computer chipsto control satellite or military equipment, from
government contractors. Under a“low bid’ system, the government may be particularly
susceptible to purchasing infringing goods. In cases such as these, the potential for debarment as
a consequence of prosecution should be seriously considered.

Non-criminal alternatives. As discussed, prosecutors may consider the non-criminal
alternatives to prosecution when addressing an intellectual property case. See supra Section
V1.A.3 at page 89 (discussing non-criminal alternatives inintellectual property cases). This
inquiry is equally important when the defendant is a corporation. Asthe Department’ s guidance
recognizes, prosecutors may consider whether non-criminal alternatives adequately deter, punish
and rehabilitate a corporation that has engaged in wrongful conduct. The Department’ s guidance
suggests that prosecutors may also evd uate the “regul atory authority’ s ability and willingness to
take effective enforcement action.” Corporate Guidance 8 X.B. For the closely held
corporaions that are typically engaged in the commission of intellectual property crimes, thereis
no willing or able regulatory authority, such as the Securities and Exchange Commission, to
provides oversight. Therefore, the only aternative to criminal enforcement in these cases may be
acivil suit brought by the victim. This alternative is subject to many of the same concerns when
dealing with a corporate target as described above for a naturd target. See supra Section VI.A.3
at page 89 (discussing non-criminal alternativesin intellectual property cases).

B. Other Federal Offenses to Consider in Relation to Intellectual Property
Infringement Cases

In addition to the intellectual property statutes discussed above, there are other criminal
statutes prosecutors may charge in developing intellectud property cases. Of these, prosecutors
should be particularly aware of the various wire and mail fraud, money laundering, and RICO
statutes which are discussed below.

Prosecutors may, for the usual strategic reasons, wish to bring accessory charges, such as
aiding and abetting, 18 U.S.C. 8 2; or conspiracy, 18 U.S.C. 8 371. See, e.q., United Statesv.
Sachs, 801 F.2d 839 (6th Cir. 1986) (affirming conviction for aiding and abetting, and conspiring
toinfringe, in motion picture copyright infringement case). Of course, ajury’ sinability to reach
averdict on an andillary charge, such as an accompanying conspiracy count, does not necessarily
affect afinding of guilt on the substantive count or counts. See United Statesv. Stede, 785 F.2d
743, 750 (9th Cir. 1986) (affirming conviction for copyright infringement despite dismissal of
conspiracy to infringe charges).

Some crimes that are technical violations of the copyright or counterfeiting provisions
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may be core violations of other provisions. For example, the computer hacker who exceeds
authorization in a computer system and copies sensitive data for financial gain may be more
appropriately charged under 18 U.S.C. § 1030(a)(2), whereas a person who copies trade secret
information may be subject to punishment under the Economic Espionage Act, 18 U.S.C.

88 1831, 1832. For further discussion of prosecution of trade secrets, see infra Chapter VIII at
page 124.

Infringing articles are often manufactured overseas and then shipped into the United
States for distribution. Commercial importation of unauthorized copies of copyrighted works
constitutes copyright infringement. See 17 U.S.C. 88 501(a), 602. If significant customs duties
were avoided by counterfeiting the goods, prosecutors may consider aso charging the defendant
with entering goods into the United States by false statements, 18 U.S.C. § 542; or with
smuggling goods, 18 U.S.C. § 545.

Absent exceptiond circumstances, prosecutors consdering intellectual property crimes —
especially copyright crimes — should not charge interstate transportation of stolen property, 18
U.S.C. § 2314. In 1985, the Supreme Court reversed aconviction for the interstate transportation
of copyrighted Elvis Presley records, holding that it was not Congress's intention that section
2314 function as a criminalization of copyright infringement. See Dowling v. United States, 473
U.S. 207 (1985). The Court reasoned that an infringer of a copyright neither assumed physical
control over the copyright, nor wholly deprived the owner of its use. The statute “seems clearly to
contemplate a physical identity between the items unlawfully obtained and those eventually
transported, and hence [requires| some prior physical taking of the subject goods.” Dowling, 473
U.S. at 216. The same reasoning could apply to infringement of a trademark, which requires
neither physical control nor deprivation to the owner. Moreover, trademark, like copyright is
protected by an extensive body of federal law. Therefore, prosecutors should generally reserve
charging 8 2314 for theft of physica property and avoid usng it for theft of intell ectua property.

1. Mail fraud and wire fraud, 18 U.S.C. §§ 1341, 1343

In many intellectual property cases, prosecutors should consider charging mail or wire
fraud in addition to, or in lieu of, an intellectual property crime. Federal prosecutors, of course,
need no introduction to the wire or mail fraud statutes. See, e.g., Peter J. Henning, Maybe it
Should Just Be Called Federal Fraud: The Changing Nature of the Mail Fraud Statute, 36 B.C. L.
Rev. 435 (1995); Jed S. Rakoff, The Federal Mail Fraud Statute (Part 1), 18 Duq. L. Rev. 771
(1980).

Intellectual property cases are not removed from the reach of wire or mail fraud statutes
merely because the property at issueisintangible. In 1987, the Supreme Court issued two
separate opinions defining the scope of mail and wire fraud statutes in cases involving the theft
of intangible property. In United Statesv. McNally, 483 U.S. 350 (1987), the Court rejected the
view that the mail fraud statute then in effect reached schemes that denied the public the loyal
services of government officials. Relying on the legidlative history of these statutes, the Court
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interpreted 18 U.S.C. 8§ 1341 as“limited in scope to the protection of property rights.” 1d. at 360.
(In response to the McNally decision, Congress enacted 18 U.S.C. § 1346 broadening the
definition of a*“scheme or artifice to defraud” to include “a scheme or artifice to deprive another
of the intangible right of honest services.”)

Read broadly, McNally might be construed to preclude all prosecutions for schemes to
defraud individuals of intangible property like copyrights. Nevertheless, in Carpenter v. United
States, 484 U.S. 19 (1987), the Court made clear that a scheme to defraud the owner of another
type of intangible property — confidential information —was covered by the mail and wire fraud
statutes. Distinguishing McNally, the Court stated that confidential business information had
“long been recognized as property.” 1d. at 26. According to the Court, thisintangible interest
had received greater legal recognition as property than had the right to honest and faithful
services by public employees, aright which the Court characterized as “an interest too ethereal in
itself to fall within the protection of the mail fraud statute.” Id. Since intellectua property has
been no less recognized as property, than as confidential business information, it should be
equally protected under the wire and mail fraud statutes. See generally Pamela Samuel son,
Information as Property: Do Ruckelhaus and Carpenter Signal A Changing Direction in
Intellectual Property Law?, 38 Cath. U. L. Rev. 365 (1989).

a. Possible advantages of charging wire or mail fraud

Charging wireor mail fraud in an intellectual property case may have several strategic
advantages for federal prosecutors. Prosecutors may be more comfortable with the familiar
statute. Moreover, juries may believe that fraud is less exotic and more inherently wrongful than
an intellectual property crime. Thisis particularly true where the facts involve deception or
defrauding of consumers by counterfeit merchandise, such as counterfeit automobile parts.
Prosecutors should also consider the sentencing advantages, if any, of charging wire or mall
fraud, although many of these comparative advantages have been eliminated with the May 1,
2000 of the Sentencing Guidelines. Seeinfra Section VII.A at page 109.

b. Possible disadvantages of charging wire or mail fraud

Prosecutors should be wary, however, of the possible snares in charging wire or mail
fraud either in addition to or in lieu of an intellectual property crime. A wire and mail fraud
charge generaly requires proof of a scheme to defraud, and an intent to defraud. An
infringement charge would require neither.

Need for a scheme to defraud. One interesting question is whether the government may
even charge fraud for pure infringement in the absence of evidence of any misrepresentation or
scheme to defraud. In one copyright case, a charge of wire fraud was dismissed where no
misrepresentation was alleged. See United States v. LaMacchia, 871 F. Supp. 535 (D. Mass.
1994). Thejudge in LaMacchiareasoned that the bundle of rights conferred by copyright is
unique and carefully defined, precluding prosecution under the general wire fraud statute, at least
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when there is no fraudulent conduct on the part of the defendant. 1d. at 544-45. The court in
LaMacchiarelied heavily on the Supreme Court’s decision in Dowling v. United States, 473 U.S.
207 (1985). In Dowling, the Court overturned the defendant’ s conviction for interstate
transportation of stolen property under 18 U.S.C. § 2314 because it found Congress' actions to be
preemptive. See Dowling, 473 U.S. at 207. Compare 4 Nimmer on Copyright, 8 15.05[A] at 15-
34 (1999) (“Dowling’ slesson isthat Congress has finely calibrated the reach of criminal
copyright liability, and therefore, absent clear indication of Congressional intent, the criminal
laws of the United States do not reach copyright-related conduct.”) with Aaron D. Hoag, Note,
Defrauding The Wire Fraud Statute: United Statesv. LaMacchia, 9 Harv. J.L. & Tech. 509, 514
(1995) (criticizing the opinion as “an exercise in misdirection and obfuscation”).™

To provemail or wire fraud in any jurisdiction the government must establish a scheme to
defraud. While the code provides no direct guidance as to what constitutes a “ scheme or artifice
to defraud,” decisionsinterpreting these statutes frequently emphasize false or misleading
statements made by the defendant to the victim. See McNally v. United States, 483 U.S. 350,
358 (1987) (“[T]he words ‘to defraud” commonly refer ‘to wrongdoing one in his property rights
by dishonest methods or schemes,” and ‘usually signify the deprivation of something of value by
trick, deceit, chicane or overreaching.’”) (citation omitted); United Statesv. Morris, 80 F.3d
1151, 1160 (7th Cir. 1996) (noting that statute “encompasses fraudulent schemes premised on
false statements or factua misrepresentations”); United Statesv. Brien, 617 F.2d 299, 307 (1st
Cir. 1980) (describing a*“plan to deceive persons as to the substantial identity of the things they
are to receive in exchange”) (citation omitted). Courts have upheld fraud convictions even when
the victim of the fraud had no direct contact with the perpetrator of thefraud, broadly
characterizing the nature of the fraudulent conduct to fit within the language of the federal fraud
statutes. See United States v. Christopher, 142 F.3d 46, 54 (1st Cir. 1998) (holding that even
though injury fdl on third party, fraudulent representations to insurance regulators constituted
violation of the wire fraud statute since “[n]othing in the mail and wire fraud statutes requires

1 The LaMacchia opinion may have significant limits. Theindictment in

LaMacchiadid not charge the defendant with making any misrepresentations whatsoever. When
there is some evidence of misrepresentation or fraud, the fact that the goods at issue were
intellectual property should not bar amail or wire fraud prosecution; Dowling does not provide
contrary authority. See Cooper v. United States, 639 F. Supp. 176, 180 (M.D. Fla. 1986)
(rejecting contention that Dowling precluded any mail and wire fraud prosecutions of copyright
infringers who had distributed pirated eight-track and cassette tapes and were charged with
“fraudulently represent[ing] to the public and to others that certain sound recordings ‘were
produced by the manufacturers identified on the labels of said products when, in fact, the
products were not legitimately or lawfully reproduced”); United States v. Wang, 898 F. Supp.
758, 760-61 (D. Colo. 1995) (holding that defendant’ s unauthorized transmission by wire of
copyrighted computer files could be prosecuted under the wirefraud statute and rejecting the
claim that Dowling limits the reach of the mail and wire fraud); see also Dowling v. United
States, 473 U.S. 207, 209 n.I (1985) (declining to consider sua sponte the fact that the defendant
did not challenge his conviction under the mail and wire fraud statutes).
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that the party deprived of money or property be the same party who is actually deceived”); United
States v. Manzer, 69 F.3d 222, 226 (8th Cir. 1995) (holding that saleto athird party of illegal
cable television descrambling devices that permitted the unauthorized decryption of premium
channd satellite broadcasts violated federal fraud statutes); United States v. Coyle, 943 F.2d 424,
427 (4th Cir. 1991) (holding a sale of cable television descramblers to be a scheme to defraud
“because it wronged the cable companiesin their ‘ property rights by dishonest methods or
schemes;”” quoting McNally, 483 U.S. at 358). Nevertheless, in the absence of strong evidence
of misrepresentation, a prosecutor may prefer not to proceed with awire or mail fraud charge if
an infringement crime may be charged.

By contragt, fraud on the purchaser is not an e ement in any of the intelectual property
crimes. Courts have not accepted claims by defendants that the infringement offenses with
which they were charged had not been compl eted because no purchaser was defrauded. See, e.q.,
United States v. Gantos, 817 F.2d 41, 43 (8th Cir. 1987) (upholding trademark counterfeiting
conviction where the defendant told the buyer that the goods were counterfeit).

Need for a specific intent to defraud. Defendants in intellectual property cases have tried
to excuse their actions by stating that they did not intend to defraud the recipients of the
infringing materials. Proof of specific intent to defraud is required for mail and wire fraud, but
not for the infringement crimes. Where the evidence to show a specific intent to defraud is not
overwhelming, a prosecutor might consider charging the case as an infringement and using the
limited evidence of the defendant’ s fraud as part of the context for the case.

Many cases recognize that mail and wire fraud prosecutions require proof of a specific
intent to defraud. United States v. Beech-Nut Nutrition Corp., 871 F.2d 1181, 1195-96 (2d Cir.
1989) (citing cases) (affirming conviction for offenses semming from a conspiracy to sell
misbranded and adulterated apple juice in interstate commerce while observing that “afinding of
conscious avoidance could not alone provide the basis for finding purpose or for finding intent as
awhole”). See also United States v. Gabriel, 125 F.3d 89, 98 (2d Cir. 1997). Although some
cases note that reckless disregard of the truth is sufficient to prove “specificintent” in the context
of mail and wire fraud, the conduct in question manifested a clear specific intent to defraud. See,
e.q., United Statesv. Coyle, 63 F.3d 1239, 1243 (3d Cir. 1995) (hedth carefraud); United States
v. Reddeck, 22 F.3d 1504, 1507 (10th Cir. 1994) (fraudulent correspondence university scheme);
United Statesv. Gay, 967 F.2d 322, 326 (9th Cir. 1992) (fraudulent direct marketing scheme);
United States v. Simon, 839 F.2d 1461, 1470 (11th Cir. 1988) (fraudulent oil and gas lease
scheme).

The “good heart” excuse has not been accepted by the courts in intellectual property cases
because none of the intellectual property crimes discussed above, 18 U.S.C. 88 2318-2320,
requires a specific intent to defraud. For example, trademark counterfeiting under 18 U.S.C.

§ 2320 requires only general intent, i.e., that the defendant knowingly trafficked in a counterfeit
mark. One court specifically rejected a*“good heart” defense that the counterfeit marks were
used so that the end user could reorder authentic parts and use authentic repair manuals. See
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United States v. Brooks, 111 F.3d 365, 372 (4th Cir. 1997) (affirming conviction of defendants
for fraud, trafficking in counterfeit goods, and other charges in connection with sales of electrical
componentsto the U.S. Navy). See also United Statesv. Gantos, 817 F.2d 41, 43 (8th Cir. 1987)
(affirming trademark counterfeiting conviction where the defendant told the buyer that the goods
were counterfeit). Even the “willful” mens rearequired to prove criminal copyright infringement
does not require the government to show a specific intent to defraud. See supra Section 111.B.3 at
page 43 (discussing willfulness element needed for copyright infringement prosecution).

2. RICO, 18 U.S.C. §§ 1961-1968

Prosecutors in certain intellectual property cases may consider bringing charges under the
Racketeer Influenced and Corrupt Organizations (RICO) provisions found at 18 U.S.C. 88 1961-
1968. Counterfeit labeling, 18 U.S.C. § 2318; criminal copyright infringement, 18 U.S.C.

8 2319; trafficking in recordings of live musica performances, 18 U.S.C. § 2319A; and
trademark counterfeiting, 18 U.S.C. § 2320 are dl predicates for aracketeering charge under 18
U.S.C. §1961(1)(B). Recognizing the frequency with which intellectud property crimes are
committed by organizations, Congress specifically added the four above-noted intellectual
property crimes as predicate acts when enacting the Anticounterfeiting Consumer Protection Act
of 1996. Pub. L. No. 104-153 § 3, 110 Sta. 1386 (1996). Thelegidlative history highlights
testimony from Leonard Walton, Deputy Assistant Commissioner of Investigations for the
United States Customs Service, comparing the pattern of criminal activity and organizational
structure associated with counterfeiting to that of drug trafficking. He then went on to explain
that the RICO provisions of the law were “essential to allow law enforcement agents to take
down the entire criminal organization rather than merely react to each crime the organization
commits.” H.R. Rep. No. 104-556, at 304 (1996), reprinted in 1996 U.S.C.C.A.N. 1074, 1075.
Cf. Tomsv. Pizzo, 4 F. Supp.2d 178, 184 (W.D.N.Y. 1998) (noting that 8§ 2318, 2319, and 2320
are predicates for RICO).

Many large-scale infringement casesinvolve aregular pattern of coordinated activity by a
highly structured organization, such as a corporation. See supra Section VI.A.4 at page 91
(discussing charging corporations in intellectual property cases). Thus, infringement cases may
make good candidates for bringing a RICO charge. Of course, a RICO charge can add
complexity to a case, and requires prior approval from the Organized Crime and Racketeering
Section of the Criminal Division. U.S. Attorneys Manud 88 9-110.101, 9-110.320. TheU.S.
Attorney’s Manud provides that a RICO charge should be added only if it would serve a specific
consideration for acase. U.S. Attorneys Manua 8 9-110.310 (enumerating considerations). Of
the enumerated considerations, two are typically of special interest in infringement cases: (1) a
RICO prosecution would provide the basis for an appropriate sentence in away that prosecution
only on the underlying intellectual property charges would not; and (2) use of RICO would
provide a reasonabl e expectation of forfeiture which is proportionate to the underlying criminal
conduct.

For sentencing purposes, a RICO charge provides a minimum base offenselevel of 19.
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See U.S. Sentencing Guidelines Manual 8 2E1.1. Thisfloor could provide an appropriae
minimum sentence that would recogni ze the wrongf ulness of, and the need to deter, such large
scale criminal activity even if the entire scope or scale of theinfringing activity cannot be proven.
Such afloor may dso help address the many difficult valuation issues that arise in sentencing
infringement crimes, even with the recent amendments to the sentencing guidelines. Seeinfra
Section VII.A at page 109 (discussing sentencing for infringement crimes). Intellectual property
crimes can take place without the victim rights holder ever becoming aware. Therefore, it can be
difficult, once the crimeis discovered, and investigated, to determine precisely how long it has
been ongoing. In most cases, the scope of the crime is determined by the defendant’ s records or
the defendant’ s admissions, which can be remarkably incomplete. This concern is exacerbated
by the ease with which large-scale intellectual property crimes can be committed. For example, a
Web site that offers downloads of copyrighted software can provide thousands of copiesif it can
provide one. Though less dramatically, trademark crimes can be committed on alarge scale
constrained only by the supply of the “knockoff” goods and the difficulty of generating the
counterfeit mark.

A structured organization that engages in intellectual property infringement asa
profitable and repeated practice may be a highly capital-intensive business with substantial
proceeds. Such proceedswould be ripe for forfeiture, except that, as discussed separately,
forfeiture provisions provided for in a pure intellectual property case are more limited than the
general forfeiture provisions. Seeinfra Section V1I.C at page 120 (discussing forfeiture for
infringement crimes). Unlike intellectual property crimes, RICO has broad forfeiture provisions.
See 18 U.S.C. §1964. In someintellectual property cases, a RICO charge may thereby provide a
reasonabl e expectation of forfeiture proportionate to the underlying infringing conduct.

Prosecutors with questions concerning RICO practice should contact the RICO expert in
their office or the Criminal Division’s Organized Crime and Racketeering Section at (202) 514-
3595. Asnoted above, a RICO charge can add complexity to a case, and requires prior approvd
from the Organized Crime and Racketeering Section of the Crimind Division. If the chargeis
well-grounded and clearly explained, this approval requirement should not be an undue burden to
Prosecutors.

3. Money laundering, 18 U.S.C. §§ 1956, 1957

Prosecutors may consider bringing additional charges under the money laundering
statutes found at 18 U.S.C. 88 1956, 1957. The penaltiesfor aviolation of these statutes can be
greater than for an intellectual property violation alone. The sentencing guidelines for money
laundering start at a base offense level of 17, 20, or 23; all of these are substantially greater than
those for an intellectual property violation. U.S. Sentencing Guidelines Manual 88 2S1.1, 2S1.2.
A money laundering charge also provides a basis for criminal forfeiture of property involved in
the money laundering offense, an option not ordinarily availablein simple intellectual property
cases. See 18 U.S.C. §982(a)(1).
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Criminal copyright infringement, 18 U.S.C. § 2319 and trademark counterfeiting, 18
U.S.C. § 2320 (but not counterfeit labeling, 18 U.S.C. § 2318) are specified unlawful activities
that may be used as predicates for money laundering charges. See 18 U.S.C. § 1956(b)(7)(D).
For example, in one recent case, the defendant had mass-produced counterfeit audio cassette
recordings of releases by performers of popular music. Along with co-conspirators, he infringed
the copyrights of the performers and used the proceeds from sales to expand operations. He
pleaded guilty to conspiracy, copyright infringement, trafficking in counterfeit labels, and money
laundering. United Statesv. Khdil, No. CR. A. 95-577-01, 1999 WL 455698 (E.D. Penn. June
30, 1999).

Defendantsin intellectual property cases commonly violate the money laundering laws.
They might violate 18 U.S.C. 8§ 1956(a)(1) by engaging in financial transactions involving
proceeds of their specified unlawful activity with the intent to promote the carrying on of further
specified unlawful activity. For example, an individual who trafficsin counterfeit goods may
deposit the proceeds of his salesinto a bank account and then use the proceeds to purchase more
counterfeit goods for the purpose of trafficking. In addition, adefendant might violate 18 U.S.C.
§ 1957 by knowingly engaging in a monetary transaction in property of avaue greater than
$10,000 derived from a criminal offense that is a specified unlawful activity, such as the sale of
counterfeit goods. Since these scenarios, which constitute technical money laundering
violations, are so typical, it may be difficult to decide whether a particular case is appropriate for
charging money laundering, particularly if the defendant is also trafficking in legitimate goods.
While each case must be decided upon its own facts, certain factors have proven helpful for
prosecutors in intellectual property cases considering a money laundering charge: (1) the gross
amount derived from a specified unlawful activity; (2) whether the total monetary value is more
than de minimis (3) whether more than 50 percent of the funds contained in, or related to, a
commingled bank account are proceeds of the specified unlawful activity and are used to
promote the carrying on of further specified unlawful activities; (4) whether covert accounts,
such as off-shore bank accounts, were used to conceal the activity; and (5) whether financial
records were designed to conceal the use of the proceeds, such as using two sets of financial
books.

Prosecutors should be aware that in so-called “recei pt-and-deposit” cases, i.e., any case in
which the conduct to be charged as money laundering consists of the deposit of proceeds of
specified unlawful activity into adomedtic financial institution account that is clearly identifiable
as belonging to the person or persons (induding the business entity outwardly involved in the
criminal conduct) who committed the specified unlawful activity, no indictment or complaint
may be filed without prior consultation with the Asset Forfeiture and Money Laundering Section.
See U.S. Attorneys’ Manud 8 9-105.330(4). For adetailed discussion of the elements of money
laundering and for Department of Justice policy, see U.S. Attorneys Manud § 9-105.000 and
Money Laundering Section, U. S. Department of Justice Money Laundering Federal Prosecution
Manual (June 1994). Prosecutors with questions concerning money laundering practice should
contact the money laundering expert in their office or the Criminal Division’s Asset Forfeiture
and Money Laundering Section at (202) 514-1263.
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C. How To Charge a Copyright or Trademark Crime
1. Units of prosecution

Because a defendant often traffics in numerous labels of copyrighted works, infringes
numerous copyrighted works or counterfeits numerous trademarks, it is not always easy to draft
an indictment that accurately reflects a defendant’ s actions. The United States Department of
Justice Criminal Resource Manual advisesthat “all U.S. Attorneys should charge in indictments
and informations as few separate counts as are reasonably necessary to prosecute fully and
successfully and to provide for afair sentence on conviction.” U.S. Attorneys Manud
§9-215.00 (“Criminal Resource Manual”) (recommending charging no more than fifteen
counts).

The charging determination is subject to therule of reason, and generally the best
approach isto organize charges around specific courses of conduct in order to keep the case as
straightforward as possible for the jury. Prosecutors may consider charging counts by the mark
or copyright infringed, by the identity of the copyright holder or mark holder, or by the date upon
which the infringing goods were manufactured, distributed, or seized. Indictments charging
counterfeiting and piracy schemes can be unified through a conspiracy count under 18 U.S.C.
§371.

In cases where the defendant infringed only one type of the same copyrighted work or
trademark, the defendant should be charged with a single count. This amounts to counting the
number of illegal copies made or distributed by the defendant in the requisite period if any and
charging them as a single count in the indictment. Although no court has addressed thisissuein
the copyright context, it should not be held duplicitous to charge a single count of copyright
infringement that alleges infringement by both “reproduction” and “distribution” because the
offenseis“infring[ing] a copyright,” 17 U.S.C. § 506(a) and “reproduction” and “distribution”
are alternate means of infringing a copyright because they are defined by the statutory scheme as
alternative ways to violate the copyright holder’ s exclusive rights. See17 U.S.C. § 501(a)
(defining infringement as violation of an exclusive right provided by 17 U.S.C. 88 106-118); see
also 17 U.S.C. 8 106(1) (exclusive right of reproduction); 17 U.S.C. 8§ 106(3) (exclusive right of
distribution). See generaly, e.q., United Statesv. Cornillie, 92 F.3d 1108, 1109 (11th Cir. 1996)
(count of indictment charging defendant with multiple means of intimidation not duplicitous
because statute recited each means of committing offense). Although charging infringement by
reproduction and distribution under some circumstances does permit greater penalties than other
means of infringement, see 17 U.S.C. § 506(a)(2); 18 U.S.C. 88§ 2319(b)(1), (c)(1), and thusit
may be duplicitous to charge them in the same count with other forms of infringement, it should
not be held duplicitous to charge those two means of infringement togther. See, e.g., United
States v. Hixon, 987 F.2d 1261, 1265 (6th Cir. 1993); United States v. Burton, 871 F.2d 1566,
1573 (11th Cir. 1989); United States v. Uco Qil Co., 546 F.2d 833, 838 (9th Cir. 1976), cert.
denied, 430 U.S. 966 (1977).
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Indeed, the criminal statutes permit multiple copyrighted works to be charged in asingle
copyright infringement count or multiple trademarks to be charged in a single counterfeiting
count. For example, the criminal copyright statute does not require that dl the copyrights
infringed be in the same class or even be hdd by the same copyright owner; a defendant may still
be convicted of afelony for reproducing or distributing a total of ten copies of potentidly
different copyrighted works, so long as they are of the required value and the copies were made
within the specified time frame. See 17 U.S.C. § 506(a)(2), 18 U.S.C. § 2319(c)(2). Asthe
legidative history specificdly notes:

the phrase “ of one or more copyrighted works’ is intended to permit aggregation
of different works of authorship to meet the required number of copies and retail
value. For example, a defendant's reproduction of 5 copies of a copyrighted word
processing computer program having aretail value of $1,300 and the reproduction
of 5 copies of acopyrighted soreadsheet computer program aso having aretail
value of $1,300 would satisfy the requirement of reproducing 10 copies having a
retail value of $2,500, if done within a 180-day period.

H.R. Rep. No. 997, 102 Cong. 2d Sess., at 6 (1992), reprinted in 1992 U.S.C.C.A.N. 3569, 3574
(1992).

The indictment may also contain separate counts for each separate copyrighted work or
each separate genuine mark. For example, in United Statesv. Song, 934 F.2d 105 (7th Cir.
1991), acase involving counterfeit watches and handbags, the court uphel d the defendant's
conviction on five separate counts “ because she was trafficking in goods bearing five different
counterfeit marks.” Id. at 109. The court based its determination on the plain language of 18
U.S.C. § 2320 which covers someone who “‘intentionally traffics or attempts to traffic in goods
or services and knowingly uses a counterfeit mark’ on such goods or services.” 1d. at 108
(emphasisin original). When a defendant meets the fdony minimum by reproducing one class of
copyrighted materids (e.g., 10 copies of a copyrighted word processing program having a retail
value of $2,600), and d o reproduces 10 copies of another computer program copyrighted by a
different author and worth more than $2,500, he or she may be charged with two felony counts.

The plain text of the trademark statute demonstrates that it is designed to provide
protection for every genuine mark. Likewise, the Copyright Act makes clear that the statute
seeks to protect each individual’s copyrighted work. See 17 U.S.C.A. § 506. Therefore,
charging a defendant with separate counts for violating each of the different copyrights or
trademarks can fulfill one of the important purposes of the statute. Further, since reproducing a
compilation constitutes multiple violations of the Copyright Act, and since one of the goals of the
Act isto protect theindividud’s copyrighted work, it is proper to charge separate infringing acts
against each individual victim as separate offenses. Thus, for example, where multiple copies of
separate copyrighted works are contained on a single videocassette tape or CD-ROM disk, the
statute would permit multiple charges.
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2. Multiple intellectual property crimes committed by the same act

A defendant’ s acts may criminally violate multiple intellectual property rights. An
awareness of the multiple intellectual property crimes that can be charged for the same act can
help a prosecutor identify charges more likely to be proven in a particular case or identify
additiona charges that better capture the breadth of wrongful activities by the defendant.

In cases of copyright infringement arising under 18 U.S.C. § 2319, prosecutors commonly
bring counterfeit labeling or trademark counterfeiting charges in addition to, or in lieu of, the
pure copyright charge. For example, manufacturers or vendors of infringing items may illegaly
attempt to reproduce the labels and packaging for genuine copyrighted works. These counterfeit
labels will usually support charges under the counterfeit labeling statute, 18 U.S.C. § 2318. The
packaging usually carries counterfeit trademarks, which will usually support charges under the
trademark counterfeiting statute, 18 U.S.C. 8 2320. Indeed, since the offenses of counterfeit
labeling and trademark counterfeiting have simpler elements and a lower mens rea than criminal
copyright infringement, it may be preferable to charge them and not charge 18 U.S.C. § 2319 at
all.

Infringers often reproduce the instruction manuals offered by the legitimate manufacturer,
in addition to distributing the infringing goods or works. These instruction manuals are costly to
design and produce and many leading manufacturers have a practice of copyrighting them as
well. If theinstruction manual is copyrighted, reproducing its text can give rise to an another
charge of copyright infringement, as well as an additional charge under 18 U.S.C. § 2320 if the
infringing copy bears aregistered trademark. While the value of the infringed manua may be
small compared to the value of the counterfeit items, a separate charge can make clear the
defendant’ s wholesale disregard for, and infringement of, the victim’ sintellectual property rights.

Sometimes, the act of copying digitized intellectual property may automaticdly giverise
to two separate intellectual property crimes. One important example is with copies of music
performances. The infringement of a sound recording generally involves not one, but two
separate acts of copyright infringement upon two different copyrighted works. Thefirst
infringement is for the musical work, i.e., the notes and lyrics. The other infringement is for the
separately copyrighted public performance of the work. Each type of infringement may be
charged in a separate count.

A similar dual intellectual property crime may arise with respect to computer software,
since computer software often employs a trademarked name, icon, or graphics. For example, a
defendant who posts a pirated copy of computer software on an Internet bulletin board under a
trademarked name may have committed trademark counterfeiting in addition to copyright
infringement. In onelitigated civil case, the court granted plaintiff’s motion for summary
judgment where the defendant operated a bulletin board that facilitated the distribution of
plaintiff’s computer games via the Internet. When the downloaded game was played, the game
began with a screen showing plaintiff’s federally registered trademark. The court rejected
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defendant's claim that plaintiff's trademark was being used merely “as afile identifier” and that
such use does not violate the Lanham Act. The court stated that the use of plaintiff’s trademark
“creates a likelihood of consumer confusion as to whether Sega endorsed or sponsored the games
appearing on or downloaded from MAPHIA [defendant’s BBS].” SegaEnters. Ltd. v. MAPHIA,
948 F. Supp. 923, 939 (N.D. Cal. 1996). The court concluded that the defendant’s “ use of Sega's
trademark on virtually identical Sega game programs constitutes counterfeiting.” 1d. The same
logic could be applied under the criminal law.

Charging both copyright and trademark violations arising from the same act or acts does
not violate the Double Jeopardy Clause of the Fifth Amendment of the Constitution since “each
offense contains an element not contained in the other.” United States v. Dixon, 509 U.S. 688,
696 (1993) (citing Blockburger v. United States, 284 U.S. 299, 304 (1932)). Accordingly,
inconsistent verdicts from atrial involving charges of copyright infringement and trademark
counterfeiting should not jeopardize a successful conviction. See United States v. Sheng, 26
F.3d 135, 1994 WL 198626 (9th Cir. 1994) (unpublished op.) (rejecting claim of inconsistent
verdicts where defendant was acquitted on the criminal copyright infringement count and
convicted for trafficking in counterfeit goods).

D. The Victim’s Role in an Intellectual Property Case

Congress has passed numerous statutes guaranteeing victims' rights during the
investigation, prosecution and sentencing stages of al criminal prosecutions. See, e.q., 18 U.S.C.
§ 1512 (tampering with awitness, victim or an informant). In compliance with these statutes and
Department of Justice guiddines, prosecutors must always be mindful of the rights of victims,
including but not limited to notification about services and case events, active consultation with
government attorneys, the return of property and restitution, and protecting victims' right to
privacy without infringing on the constitutional rights of defendants. See generally Attorney
General Guidelines for Victim and Witness Assistance (January 31, 2000); United States
Attorney’s Manud 8 3-7.300 to 3-7.340; Markus Dubber, The Victim in American Pend Law: A
Systematic Overview, 3 Buff. Crim. L. Rev. 3 (1999).

Victims of intellectual property crimes are entitled to no less consideration. Indeed, as
with other white-collar crimes, victims often are intimately involved in the investigation and
prosecution of intellectual property crimes:

It isin the public interest that victims and others expend their time, efforts, and resources
to aid public prosecutors. Many so-called white collar crimes are complicaed
transactions. Knowledgeable people are needed to detect and explain them. It would not
serve the public interest to have arule that inhibited close cooperation between
prosecutors and victims.

Commonwedth v. Ellis 708 N.E.2d 644, 651 (Mass. 1999) (holding statutorily prescribed
funding scheme under which insurance companies underwrote the costs of investigations and
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prosecutions conducted by state insurance fraud bureau to be permissible). Frequently, corporate
victimsin intellectual property cases independently investigate suspected infringers, and provide
thisinformation to prosecutors. See International Bus. Machs. Corp. v. Brown, 857 F. Supp.
1384, 1389 (C.D. Cal. 1994) (regjecting defendant’s allegation that IBM’ s cooperation with law
enforcement was improper and observing that “this court sees no reason why those victims who
have the resources and willingness to pursue their own investigation and enforce their own rights
should be precluded either from doing so or from sharing the fruits of their efforts with law
enforcement agencies’).

Such cooperation is not only desirable but often of critical importance. Indeed, in many
intellectual property cases, the victim rights holder is a necessary witness to testify with regard to
the legitimate, infringed upon item. For example, an author might be needed to authenticate a
copyrighted work as his or her creation.

Moreover, recognizing the complex issues of sentencing in copyright and trademark
cases, Congress has made specid provisions to invite the involvement of victimized rights
holders. In any case, a pre-sentence report must contain verified information containing an
assessment of the impact on any individual against whom the offense has been committed. Fed.
R. Crim. P. 32(b)(4)(D). Thaose injured by copyright infringement or trademark infringement,
including producers and sellers of legitimate works, intellectual property holders, and their legal
representatives, are guaranteed by statute the right to submit a victim impact statement
identifying the extent and scope of their injury and loss prior to sentencing. See18 U.S.C.

88 2319(d), 2319A(d), 2320(d). Like Congress, prosecutors should recognize the benefits of
inviting victims to participate in intellectual property cases.

Prosecutors should, however, be mindful of the risks of such intimate association. In
every case, government attorneys must make independent, discretionary decisions during all
stages of a criminal case and should exercise care that victim involvement does not complicate
the case or, in extreme situations, jeopardize the prosecution itself. Obviously, aprosecutor with
personal private interestsin the case may run afoul of ethicslaws and regulations. See, e.q., 18
U.S.C. § 208 (forbidding participation in a matter in which government officer or employee has a
financia interest).

In intellectual property investigations and prosecutions, government attorneys should be
cognizant of possible undue victim involvement and its ramifications. Such involvement could
create an appearance of impropriety for the law enforcement institution as well asfor the
individual cases. One case of undue victim involvement in an intellectual property case resulted
inadismissal of charges against the defendant. In Californiav. Eubanks, 927 P.2d 310 (Cal.
1997), the California Supreme Court concluded that arrangements linking the prosecutor to a
private party who had a personal interest in the outcome of the case created an actual conflict of
interest and found no abuse of discretion in the trial court’s dismissal of all charges against the
defendants. Id. at 323. Inthat case, a corporation had contributed approximately $13,000 toward
the costs of adistrict attorney’ s investigation of individuals suspected of stealing trade secrets.

105



The California Supreme Court discussed at length the importance of the independence and
impartiality of the local prosecuting authority a all stages of the criminal prosecution:

The importance, to the public as well as to the individual s suspected or accused of crimes,
that these discretionary functions be exercised “with the highest degree of integrity and
impartiality, and with the appearance thereof” cannot be easily overstated. . .. The nature
of the impartiality required of the public prosecutor follows from the prosecutor’ srole as
representative of the People as a body, rather than as individuals.

Id. at 315 (citation omitted). Although private financing of intellectual property casesisunlikely
in federal cases, excessive reliance on information provided by industry investigators may raise
similar concernsand in some situationslimit the ability of the prosecutor to objectively evaluate
the strengths and weaknesses of acase. Naturally, close victim consultation is essential when
information or expertise is uniquely in the possession of the victim. For example, law
enforcement appropriately may involve the victim of an IP crime to distinguish legitimate goods
from counterfeits or to identify proprietary information. However, to minimize any appearance
of impropriety, prosecutors should be wary of accepting offers of in-kind assistance of goods or
services that could easily be obtained el sewhere, such as provision of simple storage facilities.
While there is greater concern when the victim offers such assistance, offers from third parties
must also be evaluated carefully and be consistent with the Department policies of acceptance of
gifts.

The Department of Justice has established generd policy regarding gifts to the
Department. Department of Justice order 2400.2 (September 2, 1997). This policy provides that
the authority to accept gifts including gifts of services on behaf of the Department or its
components has been delegated exclusively to the Assistant Attorney General for Administration
and that solicitation of gifts must be approved in advance by the Attorney General or by the
Deputy Attorney General. For additional information, contact the Facilities and Administrative
Services Staff of the Justice Management Division at (202) 616-2995.

The perceived taint before a court or afinder of fact, that a private party controls the
prosecution can have ramifications throughout acriminal proceeding, not just for adecision on a
motion to dismiss. It may affect the jury’ s willingness to assign guilt and the court’ s sentencing.
Courts and the finders of fact can recognize when victims of intellectual property crimes may
have a significant financial interest at stakein the prosecution. For example, victims may seek
civil redress soon after the conclusion of the criminal case and use the criminal conviction as res
judicata While there is nothing untoward about the civil case succeeding the criminal case, a
prosecutor should be aware, when meeting with victims and when evaluating all aspects of a
case, of the potential for perceived impropriety. Sharing evidence and close consultation can be
appropriate, but steps should be taken to avoid giving the defense any avenue at trial to suggest
that the case against the defendant was motivated by the desires of thevictim alone. Ultimate
decisions concerning investigation strategy, evidence gathering, charging, plea negotiations, trial
tactics and sentencing recommendations should all remain as free of thistaint as possible. Just as
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it would beill-advised to have the victim of a street crime present when such critical decisions
are made, so too should victims of copyright or trademark cases be excluded from such
discussions where possible.
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VII. CONSEQUENCES OF CONVICTION FOR INTELLECTUAL PROPERTY
INFRINGEMENT CRIMES

This chapter discusses the consequences of intellectud property crime. The various
copyright and trademark crimes have assorted maximum penalties provided by statute.

Statutory maximum pendties are as follows: A defendant convicted of counterfeit
labeling, 18 U.S.C. § 2318; financially motivated copyright infringement of sufficient scale, 18
U.S.C. 8§ 2319; or trafficking in recordings of live musicd performances, 18 U.S.C. § 2319A,
faces a maximum imprisonment of up to five years. A defendant convicted of trademark
counterfeiting, 18 U.S.C. § 2320, faces up to ten yearsin prison. Generally, the maximum fine
for afdony for an individual is$250,000 and for an organization is $500,000, except that in
infringement cases, where the offense results in pecurinary gain or loss, a court may award up to
the greater of twice the gross gain or the grossloss. 18 U.S.C. § 3571. For trademark
counterfeiting, however, the maximum fine is increased to $2,000,000 for an individual or
$5,000,000 for an organization. 18 U.S.C. § 2320(a).

Other rules lay out the practical consequences of a conviction. Usually the prison
sentence and the fine imposed are determined primarily by application of by the Sentencing
Guidelines. Restitution is another important consequence of a conviction. In addition, forfeiture
can be an attractive option in cases involving defendants with significant assets. The
consequences of a conviction for copyright and trademark crimes are discussed below.

One interesting feature of sentencing for infringement crimesisthat 18 U.S.C.
88 2319(d), 2319A(d) and 2320(d) specifically permit the victims of copyright or trademark
infringement, including producers and sdlers of legitimate works and holders of intellectual
property rights in the infringed work, to submit victim impact Satements at sentencing. These
statements may describe the extent of the injury and loss suffered, including estimated economic
impact resulting from the infringement. They clearly identify the intellectual property right
holder as a victim of crime and they can provide a means to supplement the usual requirement
that the pre-sentence report contain verified information containing an assessment of the impact
on any individual against whom an offense has been committed. Fed. R. Crim. P. 32(b)(4)(D).
Of course, economic impact arguments may be weakened or even backfire if the victimis unable
to show persuasive evidence that the infringing product actually affected sales or marketing. See,
e.q., Twentieth Century Fox Film Corp. v. Suarez Corp. Indus., No. 98 Civ. 1711 (WK), 1998
WL 126065 (S.D.N.Y. Mar. 19, 1998) (holding that the defendant’ s sales of amovie-related
infringing necklace for $19, stemming from advertisements arranged prior to suit which could
not be canceled, did not damage the movie maker’ s reputation or affect ticket sales of the movie
“Titanic,” the movie company’s licensing of a copyrighted $195 necklace, or the movie
company’ s plan to auction a $3.5 million version of necklacefor charity and observing that “[w]e
cannot believe that any person intent on going to Tiffany’ s to buy a $200 necklace for aloved
one would be deterred by the knowledge that a person of Iesser means could go to Woolworth’'s
... and get a cheaper one’).
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A. Sentencing Guidelines

Sentencing for violations of 17 U.S.C. 8§ 506(a), and 18 U.S.C. 88§ 2319, 2319A & 2320 is
generally governed under the Sentencing Guidelines by § 2B5.3. See United States Sentencing
Commission, Guidelines Manual § 2B5.3 (Nov. 1998 & Supp. May 2000) (hereinafter U.S.S.G.).
In 1997, Congress directed the Sentencing Commission to “ensure that the applicable guideline
rangefor a defendant convicted of a crime against intellectual property” would be* sufficiently
stringent to deter such a crime and to adequately reflect” consideration of “the retail value and
guantity of the items with respect to which the crime against intellectual property was
committed.” See No Electronic Theft (NET) Act of 1997, Pub. L. No. 105-147, § 2(g), Dec. 16,
1997. Asaresult, the Sentencing Commission on May 1, 2000, issued an amended version of
U.S.S.G. § 2B5.3. Thisrevised guideline section is discussed here in detal. The previous
guideline is discussed below, at Section VII.A.7 at page 112.

The amended guideline became effective on May 1, 2000. Among other changes, the
new Guideline increases the base offense level from 6t0 8. U.S.S.G. § 2B5.3(a). It aso, in
many cases, provides for stiffer penalties by specifically providing for the use of the retail value
of the infringed (legitimate) item, instead of theretail value of the infringed-upon (counterfeit or
pirated) item, to calculate loss. The specific offense characteristics are set out in Guidelines
§ 2B5.3(b) asfollows:

(1) If the infringement amount exceeded $2,000, increase by the number of leves
from the table in 8 2F1.1 (Fraud and Deceit) corresponding to that amount.

(2 If the offense involved the manufacture, importation, or uploading of infringing
items, increase by 2 levels. If the resulting offense level isless than level 12,
increaseto level 12.

3 If the offense was not committed for commercial advantage or private financial
gain, decrease by 2 levels, but not less than level 8.

4) If the offenseinvolved (A) the conscious or reckless risk of seriousbodily injury;
or (B) possession of a dangerous weapon (induding afirearm) in connection with
the offense, increase by 2 levels. If the resulting offense level islessthan level 13,
increase to level 13.

1. Applying the “infringement amount” against the table in § 2F1.1

The firg specific offense characterigtic provides that if the “infringement amount”
exceeds $2,000, the sentencing court is to increase the offense level by the number of levels
prescribed in the table in section 2F1.1 for the corresponding amount. U.S.S.G. § 2B5.3(b)(1).
Application note 2 explains how to determine the “infringement amount.” If a court finds any of
5 circumstances present, it is to calculate the “infringement amount” as the retail value of the
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infringed (legitimate) item multiplied by the number of infringing items. U.S.S.G. § 2B5.3
applic. n.2(A). If none of these circumstances apply, the court should calculate “infringement
amount” as theretail value of theinfringing (counterfeit or pirated) item multiplied by the
number of infringing items. U.S.S.G. § 2B5.3 gpplic. n.2(B). (If the circumstances apply to only
some of the infringing items, the court may combine partial calculations. U.S.S.G. § 2B5.3
applic. n.2(D)). Thisdistinction is significant because the true value of the infringed item is
usually substantially less than the value of the infringing item although in many casesit can be
shown that the retail value of the infringing item can approximate the retail value of the infringed
item. Either way, the “retail value’ is defined for these purposes as “the retail price of that item
inthe market inwhichitissold.” U.S.S.G. § 2B5.3 applic. n.2(C).

a. The five circumstances where the “infringement amount” is
based upon the retail value of the infringed (legitimate) item

As noted above, the Guidelines provide five circumstances where the “infringement
amount” is based upon the retail value of the infringed (legitimate) item. In those cases, the retail
value itself will generally be straightforward to establish by presenting evidence of the regular
retail price of the item through legitimate, mainstream outlets.

The following are the five circumstances where the retail value of the infringed
(legitimate) item multiplied by the number of infringing itemsisto be used:

(1) Theinfringing item (1) is, or appears to a reasonably informed purchaser to be,
identical or substantially equivalent to the infringed item; or (I1) isadigital or
electronic reproduction of the infringed item.

(i)  Theretail price of theinfringing item is not less than 75% of the retail price of the
infringed item.

(iii)  Theretal value of theinfringing item is difficult or impossible to determine
without unduly complicating or prolonging the sentencing proceeding.

(iv)  Theoffenseinvolvestheillegal interception of a satellite cable transmission in
violation of 18 U.S.C. § 2511.

(v) Theretail value of the infringed item provides amore accurate assessment of the
pecuniary harm to the copyright or trademark holder owner than does the retail
value of the infringing item.

Note that in the first subcategory of the first of the five circumstances, the test for non-
digital and non-eectronic reproductionsis whether the infringing item appears to “areasonably
informed purchaser” to be close to an equivdent to the infringed item. U.S.S.G. § 2B5.3 applic.
n.2(A)(i)(1). The class of those who are “reasonably informed purchasers’ may beasmaller
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class, comprising purchasers with more knowledge than “reasonable persons.” However, if the
infringing item is adigital or electronic reproduction of the infringed item (or if any one or more
of the other factors apply) then the sentence is increased by reference to the value of the infringed
item, regardless of how the infringing item appears to a reasonably informed purchaser.

Inacaseinvolvingillegal interception of a satellite cable transmission in violation of
18 U.S.C. § 2511, the “retail value of theinfringed item” is the pricethe user of the transmission
would have to paid to lawfully receivethat transmission, and the “infringed item” is the satellite
transmission rather than the intercepting device. U.S.S.G. § 2B5.3 applic. n.2(A)(i)(I11).

b. Circumstances where the “infringement amount” is based
upon the retail value of the infringing (counterfeit or pirated)
item

Where one of the 5 circumstances described above is not applicable, the “infringement
amount” will be based upon the retail value of the infringing (counterfeit or pirated) item. As
noted above, the “retail vadue” is defined as*“the retail price of that item in the market in which it
issold.” U.S.S.G. § 2B5.3 applic. n.2(C). Determining an accurate retail value of an infringing
item may prove difficult, asit did under the previous version of the Guidelines section. In such
cases, prosecutors may find it helpful to consider case law established under the prior Guiddines
section, which had used the “the retail value of the infringing items” standard in all cases. See
infra Section VII.A.7 at page 112.

2. Uploading infringing items increases the level by 2

The second specific offense characteristic provides a 2-point enhancement (or an
enhancement to level 12 if the offense level would be less than 12) for offenses involving the
“manufacture, importation, or uploading of infringing items.” U.S.S.G. § 2B5.3(b)(2). Theterm
“uploading” means that the offender made the “infringing item available on the Internet or a
smilar electronic bulletin board with the intent to enabl e others to downl oad or otherwi se copy,
or have access to, the infringingitem.” U.S.S.G. § 2B5.3 gpplic. n.1. The application note
explains that this provision applies only to uploading with the intent to enable other persons to
download or otherwise copy the infringing item. For example, it would apply to anillegal upload
to apublicly accessible Internet site, but not to installation of software on the defendant’ s home
computer. U.S.S.G. § 2B5.3 applic. n.3.

In its supplement accompanying the 2000 amendment, the Commission indicated that
uploading counterfeit or pirated items can be particularly damaging to the legitimate owners
because, by uploading items to the Internet, the offender is placing these items the stream of
commerce, thereby enabling others to infringe the intellectual property. For example, the
enhancement will apply where the offender uploads pirated copies of video games or musical
recordings to a Web site, thereby making the works instantly available for downloading by
anyone with an Internet connection. The Commission estimated that the uploading enhancement
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would have been applicable in two-thirds of the casesit reviewed as having been sentenced under
the guideline.

3. Offense not committed for profit reduces the level by 2

The third specific offense characteristic providesfor a2 level reduction if the offense was
not committed for commercial advantage or private financial gain. Nevertheless, this adjustment
would not apply to reduce the offense level lessthan 8. U.S.S.G. § 2B5.3(b)(3).

4. Offense involving risk of serious bodily injury or possession of a
dangerous weapon increases the level by 2

The fourth specific offense characteristic provides for a2 level enhancement or an
offense level of 13, which ever is greater, if the offense involved conscious or reckless risk of
serious bodily injury or possession of a dangerous weapon. U.S.S.G. § 2B5.3(b)(4). Inits
supplement accompanying the 2000 amendment, the Commission indicated that this was
motivated by testimony indicating that the risk of serious bodily injury may occur in some cases
involving counterfeit consumer products. It therefore provided for an enhancement consistent
with an identical enhancement in the fraud guideline. See U.S.S.G. 8§ 2F1.1(b)(6).

5. Decrypting or circumventing security measures

The application note provides areminder that where the offender takes steps to
circumvent encryption or other security measures in order to gain initial access to the infringed
item, the sentencing court should make an upward adjustment of 2 levels under U.S.S.G.
§3B1.3. U.S.S.G. §2B5.3 goplic. n.4. In its supplement accompanying the 2000 amendment,
the Commission observed that persons who use such aspecial skill to facilitate or commit a
crime generally are viewed as more culpable.

6. Upward adjustments for other factors, including substantial harm to
reputation or the furtherance of an organized criminal enterprise

The revised guideline also provides that if the offense level determined under the
Guidelines “substantially understates the seriousness of the offense,” an upward departure may
bewarranted. U.S.S.G. § 2B5.3 applic. n.5. The Commission provides two examples of factors
that the court may takeinto account when considering an upward departure. Thefirstisif the
reputation of the trademark or copyright owner was substantially harmed by the offensein away
that is not accounted for in the monetary calculaion. The second isif the offense wasin
connection with or in furtherance of a national or international organized criminal enterprise,
which the Commission had been told in its public comment, sometimes takes place.

7. Guideline for offenses committed before May 1, 2000
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The previous version of U.S.S.G. § 2B5.3 of the Sentencing Guidelines is applicable to
offenses committed before May 1, 2000. See United States Sentencing Commission, Guidelines
Manual 8 2B5.3 (Nov. 1998) (hereinafter U.S.S.G. (1998)). This section set the base offense
level at 6. It further directed that “[i]f the retail value of the infringing items exceeded $2000,”
the sentencing court must increase the offense level by the corresponding number of levels from
the fraud tablein U.S.S.G. 8§ 2F1.1. See U.S.S.G. § 2B5.3(b)(1) (1998). Unlike the revised
guideline, the background commentary to the superseded U.S.S.G. § 2B5.3 (1998) specifically
stated that “the enhancement is based on the retail value of the infringingitems.” Thus, in their
previous guise the Guidelines anticipated that, in intellectual property cases, the sentencing court
would not engage in a generalized determination of the victims' “loss,” or even, as an dternative,
a determination of the defendant’s “gain.” Indeed, the background commentary to the
superseded version of U.S.S.G. § 2B5.3 (1998) itself anticipated that a traditional computation of
“loss’ is not the designated measurement, stating tha the value of the infringing items*“will
generally exceed the loss or gain due to the offense.” Moreover, courts uniformly rejected the
argument that, once the retail value exceeded $2000, the offense level increase should have been
based on the “loss’ amount since theterm “loss,” and not the term “retail value,” isused in
U.S.S.G. § 2F1.1 to calculate the increase. Rather, courts relied on the clearly stated intent of the
background commentary to the superseded version of U.S.S.G. § 2B5.3 (1998) that the
enhancement itsdf is based on the retail value of the counterfet items, and the fect that U.S.S.G.
8 1B1.5 expressly instructs that when one guideline cross-references a particular table in another
offense guideline, then only that table is referenced. See United States v. Cho, 136 F.3d 982,
983-84 (5th Cir. 1998) (affirming district court’s sentencing calculation concerning defendant’s
guilty pleafor trafficking in counterfeit handbags); cf. United Statesv. Bao, 189 F.3d 860, 866-
67 (9th Cir. 1999) (affirming defendant’ s conviction for conspiracy to traffic in, and trafficking
in, counterfeit computer documentation while vacating sentence and remanding for
resentencing).

The Sentencing Guidelines are clear that the referencein U.S.S.G. § 2B5.3 (1998) to the
table contained in U.S.S.G. § 2F1.1 gpplies only to the actual table and not to the entire offense
guideline. AsU.S.S.G. § 1B1.5(b)(2) provides, “[a]n instruction to use a particular subsection or
table from another offense guideine refersto the particular subsection or table referenced, and
not to the entire offense guideline.” U.S.S.G. 8 1B1.5(b)(2). Therefore, it would not be
appropriate to apply additional enhancements based upon the commentary to U.S.S.G. § 2F1.1,
notwithstanding the fact that several would seem to arise often in the context of intellectual
property violations. See, e.q., U.S.S.G. § 2F1.1(b)(2)(A) (discussing cases where defendant’s
role involved morethan minima planning); U.S.S.G. § 2F1.1(b)(4)(B) (discussing cases where
defendant’ s offense involved a violation of an existing judicial or administrative order).

The “retail value of the infringing items” yardstick is often difficult to measurein
practice. Measuring theretail vadue of |egitimate items distributed through conventiona retail
channelsisrelatively easy — the retail value generally is measured by what buyersin the
legitimate market place are willing to pay for theitem, i.e., the price. With respect to counterfeit
items, however, the retail value was not always obvious. For example, suppose a counterfeiter

113



pirates movie videotapes that are essentially indistinguishable in quality and appearance from
legitimate tapes. The counterfeiter then sdls the bootlegs through two channels. First, he
approaches a small video store, represents himself as a legitimate movie distributor, and sells the
bootlegs for the same price the store owner would have paid for the videos in the legitimate
market place. The counterfeiter aso sells copies of the same bootlegged movies on the street for
half that price. What istheretail value of the counterfeit itemsin such a scenario? Should the
value of the infringing items be measured by their price to unsuspecting purchasersin the
legitimate market place, or their price on the black market, or both?

Finally, with the growth of the Internet, unauthorized copies of software and music are
commonly available free-of-charge over the Internet. 1n such circumstances, it makeslittle sense
to calculate the retail value of the infringing item based on its price — $0 — on the black market.
In short, prior to May 1, 2000, the Guidelines did not provide any guidanceto courts on how to
calculate the “retail value of the infringing items” in the many and varied situations where there
was no obvious way to determine a meaningful retail vaue for the infringing items.

In 1991, the Second Circuit decided United Statesv. Larracuente, 952 F.2d 672 (2d Cir.
1991), the leading case on assessing the retail value of infringing goods where they are
sufficiently similar in quality to the genuine items sold to innocent customers through legitimate
retail channels. In Larracuente, the defendant, the owner and operator of a videotape rental store,
was convicted of criminal copyright infringement for the unauthorized reproduction of movie
videotapes. During thetrial, awitness for the defense testified that bootleg tapes generally sold
for between $10 and $15 on the black market. However, in calculating the total “retail value of
the infringing items” for sentencing purposes, the trial court applied the retail price of the
legitimate tapes, which was $73, in part because the tapes were of sufficient quality to permit
thelir distribution in the legitimate market. 1d. at 674. On appeal, the Second Circuit held that
the sentencing court was correct in basing its guideline calculations on the normal retail price, as
opposed to the lower bootleg price that would be “paid by those who presumably are aware that
the copies they are buying are not legitimate.” 1d. at 674. The court reasoned that “[w]here, as
here, unauthorized copies are prepared with sufficient quality to permit their distribution through
normal retail outlets, the vaue of theinfringing itemsis their normal retail priceto ultimate
consumers who purchase from such outlets.” Id. The court also noted in dicta, however, that it
would befacing a different question if the infringing itemswere “ of obvioudy inferior quaity”
and were “for that reason distributed to consumers who pay far less than the retail price for
authentic items.” Larracuente, 952 F.2d at 675.

A number of other courts similarly recognized the relevance of the price of the genuine
item when determining the retail value of the infringing items where that value is otherwise not
easily determined. See, e.g., United Statesv. Bao, 189 F.3d 860, 866-67 (9th Cir. 1999) (stating
that the retail value of the genuine merchandise isrelevant and can serve asaceiling in
determining the retail value of theinfringing items); United Statesv. Cho, 136 F.3d 982, 985 (5th
Cir. 1998) (citing United States v. Kim, 963 F.2d 65 (5th Cir. 1992) for the proposition that it is
not clear error for the district court to rely on the retail value of the genuine items in assessing the
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retail value of the counterfeit items, particularly given testimony asto the difficulty of calculating
theretall price of counterfeit items); United States v. Kim, 963 F.2d 65, 69 (5th Cir. 1992)
(holding that because the defendant offered no evidence regarding the retail value of the
counterfeit items, the evidence offered by the government as to the retail value of the genuine
merchandise was relevant for setting aretail value for the counterfeit items)*?; United Statesv.
DeFreitas, No. 98 CR. 1004 (RWS), 2000 WL 763850, at *2 (S.D.N.Y. June 13, 2000) (citing
United States v. Bao with approval). Indeed, in Bao, Kim, and DeFreitas, the courts relied
ultimately on the legitimate retail price of theinfringed good, or a comparable item sold through
normal retail channels, when determining the appropriate sentencing enhancement under the
guidelines, notwithstanding their express recognition that, pursuant to the plain language of the
guideline, the phrase “retail value of the infringing items” refers to the retail value of the
counterfeit merchandise. See Bao, 189 F.3d at 867; Kim, 963 F.2d at 67-68; DeFreitas, 2000
WL 763850, at * 2.

B. Restitution

Restitution is an important consequence of intellectual property enforcement and can play
asubstantial rolein making the victim whole. Becauseintellectual property can be (and usudly
is) infringed without the knowledge of the victim rights-holder, prosecutors may overlook
restitution when planning the disposition of acase. It isnot uncommon for intangible property to
be recognized as property by the federal courts. See, e.g., United States v. Carpenter, 484 U.S.
19, 26 (1987) (holding confidential information, another type of intangible property, to be
protected by mail and wire fraud statutes and stating that it has “long been recognized as
property”). Restitution has been awarded for infringement crimesin many cases. See, e.q.,
United States v. Cho, 136 F.3d 982, 983 (5th Cir. 1998) (mentioning restitution in trademark
counterfeiting case); United Statesv. Manzer, 69 F.3d 222, 229-30 (8th Cir. 1995) (upholding
restitution award of $2.7 million for in a case of mail and wire fraud and copyright infringement
in connection with sale of modification and cloning packages for unauthorized decryption of
premium channel saellite broadcasts); United Statesv. Sung, 51 F.3d 92, 96 (7th Cir. 1995)
(mentioning restitution in trademark counterfeiting case); United States v. Bohai, 45 F.3d 577,
579 (1st Cir. 1995) (same; amount of $100,000); United Statesv. Hicks, 46 F.3d 1128, No. 92-
5429, 1195 WL 20791, at * 3 (4th Cir. Jan. 20, 1995) (unpublished op.) (upholding restitution
award in satellite decryption and copyright case); United Statesv. Trevino, 956 F.2d 276, No.
CR-90-0022-CBM-1, 1992 WL 39028, at *2 (9th Cir. Feb. 28, 1992) (upholding restitution
award of $1,233,830 as the cost of replacement power for nuclear generating station shut down
upon discovery that circuit breakers were counterfeit). In fact, since infringement crimes are

2 The court in Kim analyzed the previous U.S.S.G. § 2B5.4 (Criminal Infringement of
Trademark) and not U.S.S.G. § 2B5.3 (1998). Nevertheless, after Kim was decided, the previous
8 2B5.4 was deleted in its entirety and consolidated with § 2B5.3. See U.S. Sentencing
Guidelines Manual, Appendix C, Amendments 481 and 482 (effective November 1, 1993).

Since the language in the former U.S.S.G. § 2B5.4 was identical to the present § 2B5.3 and was
consolidated into U.S.S.G. § 2B5.3 (1998), Kim remains good authority for that provision.
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offenses “aganst property,” and because identifiable victims, such as the victim rights-holders,
have suffered a*“ pecuniary loss,” restitution is mandatory under federal law. See 18 U.S.C.

8§ 3663A(C)(1)(A)(ii); United States Sentencing Guidelines Manual § 5E1.1. Where, asin
intellectual property cases, infringement crimes are committed for financial gain, defendants
often have an ability to pay substantia restitution promptly.

Because infringement is at the heart of every intellectual property crime, the holder of the
copyright or trademark isavictim — an entity directly and proximately harmed. See 18 U.S.C.
8 3663A(a)(2) (defining “victim” as a person directly and proximately harmed as aresult of a
commission of an offense). Prosecutors should also consider al victims that suffered aloss —
from the holder of the intellectual property to the direct purchaser and the ultimate consumer of
the infringing good — but only those losses arising from the conduct underlying the offense of
conviction. See, e.g., United States. v. Cobbs, 967 F.2d 1555 (11th Cir. 1992) (vacating
restitution order based on loss arising from use of unauthorized credit cards where conviction
was for possession of credit cards). Prosecutors often seek restitution for the victim rights-holder
only because other potential victims, such as consumers, may constitute an impracticably large or
difficult to identify class, or may raise complex issues of fact that would unduly burden the
sentencing process. See 18 U.S.C. 8§ 3663A(c)(3). Where practicable, al identifiable victims
should be identified for restitution, even if they are not located. See United States v. Berardini,
112 F.3d 606, 609-12 (2d Cir. 1997) (upholding award of restitution for fraud to identified but
unlocated victims).

In contrast to the calculation of loss under the sentencing guidelines, restitution is
awarded for actual, not intended loss. “Unlike the Guidelines, which permit the court to consider
actual or intended loss for the purposes of determining the sentencing level, 18 U.S.C. 8 3663A
requires an award of restitution to be based on the amount of loss actually caused by the
defendant’s offense.” United Statesv. Brierton, 165 F.3d 1133, 1139 (7th Cir. 1999) (vacating
restitution order and citing U.S.S.G. § 2F1.1 in bank fraud case). See also United States v.
Messner, 107 F.3d 1448, 1455 (10th Cir. 1997) (vacating restitution order and instructing trial
court to base the amount of restitution solely on actual losses in bankruptcy fraud case). See,
e.q., United Statesv. Palomba, 182 F.3d 1121, 1122 n.2 (9th Cir. 1999) (noting the difference
between restitution and sentencing loss as the difference between actual loss and intended lossin
surety fraud case); United States v. Germosen, 139 F.3d 120, 130 (2d Cir. 1998) (contrasting
Application Note 7 to § 2F1.1 of Guidelineswith 18 U.S.C. § 3663(a)(1)(A) in wire fraud case).
But cf. United States v. Manzer, 69 F.3d 222, 230 (8th Cir. 1995) (upholding restitution award of
$2.7 million for in a case of mail and wire fraud and copyright infringement because “a
conviction for mail or wire fraud can support a conviction for a broad scheme regardless of
whether the defendant is convicted for each fraudulent act within that scheme” and looking to
“the scope of the indictment to determine whether it details a broad scheme encompassing
transactions ‘ beyond those alleged in the counts of conviction’” (citing cases)).

Federal law permits the court to require the defendant to pay an amount equal to the value
of the property damaged, lost, or destroyed, 18 U.S.C. § 3663(b)(1)(B)(i); and to order restitution
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to each victim “in the full amount of each victim’slosses.” 18 U.S.C. § 3664(f)(1)(A).

However, it is sometimes not immediately apparent how to fully value the“loss” to the victim
rights-holder in an intellectual property case. This difficulty may arise because, in the absence of
alegal regime, intellectual property has characteristics of a public good, such as being “non-
excludable.” See, e.g., William M. Landes & Richard A. Posner, An Economic Analysis of
Copyright Law, 18 J. Legal Stud. 325, 326 (1989) (“A distinguishing characteristic of intellectual
property isits ‘public good’ aspect.”). Therefore, adefendant might even claim that his
infringement of the victim’'sintellectual property caused no actual “loss’ to the victim because
even after infringement the victim was still free to use the intellectual property itself. This
argument is without merit because it is the right to control the intellectual property (as
distinguished from a particular copy of the intellectual property) that the defendant has
unilaterally divested from the victim.

Prosecutors may find it especially helpful inintellectual property cases to seek
information from the victim. Such consultation would supplement the notice of sentencing that
prosecutors should provide to victims. 42 U.S.C. § 10607(c)(3)(G); Attorney General Guidelines
for Victim and Witness Assistance Art. IV.B.2.a(1)(e), at 31 (January 31, 2000). As noted
above, victims of intellectual property crimes have aformal means of providing victim impact
statements as provided by 18 U.S.C. 88 2319(d), 2319A(d), 2320(d) as a supplement to the
provisions of the pre-sentence report that includes averified assessment of victim impact in
every case. Fed. R. Crim. P. 32(b)(4)(D). Relevant trade associations can also provide helpful
guidance. For alist of trade association contacts, see Appendix A.

With a dearth of case law addressing restitution calculations in intellectual property cases,
the Computer Crime and Intellectual Property Section provides a variety of theories below that
may be useful computing “loss’ for restitution purposesin particular cases. In their efforts to
calculate thevictims “loss” in intellectual property cases, prosecutors should ensure that the
calculation of “loss” is not too complex. See 18 U.S.C. § 3663A(c)(3)(B). Prosecutors should
also be careful to distinguish valid losses from consequential damages which may not be covered
by the restitution provisions. Compare United Statesv. Trevino, 956 F.2d 276, No. CR-90-0022-
CBM-1, 1992 WL 39028, at *2 (9th Cir. Feb. 28, 1992) (upholding restitution award of
$1,233,830 as the cost of replacement power and not “revenue loss’) with United Statesv.
Mikolajczyk, 137 F.3d 237, 245-46 (5th Cir. 1998) (distinguishing valid restitution of attorney’s
feesfor defendant’ s frivolous lawsuits as adirect and mandatory result of the defendant’ s offense
from attorney’s feesin avoluntary action to recover property or damages), cert. denied, 119
S. Ct. 250 (1998).

Inventory measure. Restitution may be awarded based on infringing itemsin the
defendant’ s possession at the time of theinvestigation, aswell asinfringing items previoudy sold
or distributed. The amount of infringing items actually in the defendant’ s possession is often
much smaller than the amount that had previously been distributed. Nevertheless, substantial
inventory-based restitution may be awarded. For example, the “loss’ to the victim could be that
the defendant manufactured or purchased an infringing item rather obtaining a legitimate item.
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Additionally, if the government can show that the defendant had aregular practice of selling
infringing products, but has limited evidence available on the size of the past sales, it could base
arestitution anays son the defendant’ sinventory.

Key factors. In establishing aformulafor restitution in intellectual property cases, there
are three significant factors to consider: (1) the quality of the infringing items; (2) the price at
which they were sold, and (3) how the items were distributed. In many cases, the first two
factors are sufficient to establish aloss figure.

High-quality infringement at market prices. For example, if the defendant sellsinfringing
items of a quality indistinguishable from the legitimate items and at about the same price (the
retail priceif the defendant is aretailer; the wholesale price if the defendant is awholesder), then
areasonabl e inference may be made that the defendant’ s sales represent “lost sales’ to the victim.
A reasonable esimate of the amount of money the victim would have received from those “lost
sales’ can be computed from the number of infringing items multiplied by the victim’s loss per
item. Thevictim’'sloss per item may be measured, as gppropriae for the case, by the wholesale
price, the retail price, or the profit per item. For example, in casesinvolving large inventories of
pirated motion pictures, courts may use the wholesal e price of the infringed-upon movie. Or in
cases of unauthorized decryption of premium channel satellite broadcasts, courts may credit
analytical estimates of revenue loss by victims based on revenue records and client lists. See
United States v. Manzer, 69 F.3d 222, 229-30 (8th Cir. 1995) (upholding restitution award in
descrambler case of $2.7 million as “ conservaive” where HBO provided analytical loss figure of
over $6.8 million). See also United Statesv. Hicks, 46 F.3d 1128, No. 92-5429, 1195 WL
20791, at *1 (4th Cir. Jan. 20, 1995) (unpublished op.) (capping total amount of fine and
restitution to total cost of one-year subscription to infringed premium cable channels).

Proxy valuations may be helpful aswell. For example, because the defendant usually
sellsthe infringing items at no more than the price charged by the victim, the defendant’s gain
may sometimes be used as asimple alternative way to calculate a figure no greater than the
victim’'sloss. United Statesv. Hicks, 46 F.3d 1128, No. 92-5429, 1195 WL 20791, at *2 (4th
Cir. Jan. 20, 1995) (unpublished op.) (upholding restitution award based on defendant’s feeto
modify cable descrambling devices where not presented with information to establish with
certainty the lost revenue for the service providers represented by unauthorized access to 15
channels). And, in conjunction other evidence, a court might find it useful to consider statutory
damages that would be awarded in acivil case. See United States v. Manzer, 69 F.3d 222, 229-
30 (8th Cir. 1995) (upholding restitution award in descrambler case of $2.7 million for 270
cloning devices based on minimum statutory damages of $10,000 per device where victim
provided loss figure of over $6.8 million). Statutory damages are provided for violations of a
variety of intellectual property rights. See 15 U.S.C. § 1117(c) (statutory damages of $500-
$100,000 (up to $1 million if infringement was willful) per counterfeit mark per type of goods or
services); 17 U.S.C. § 504(c) (statutory damages of $750-$30,000 (up to $150,000 if
infringement was willful) per infringed work); 47 U.S.C. 8 605(e)(3)(C)(i)(ll) ) (statutory
damages of $10,000-$100,000 per violation). See also Roger D. Blair & Thomas F. Cotter, An
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Economic Analysis of Damages Rulesin Intellectua Property Law, 39 Wm. & Mary L. Rev.
1585, 1651-72 (1998) (discussing economic theory of statutory damages in copyright law).

L ow-quality infringement at market prices. If the defendant sellsinfringing items of a
substantially lower quality than legitimate items at about the same price (the retail price if the
defendant is aretailer; the wholesale price if the defendant is awholesaler), then areasonable
inference may be made that the defendant’ s sales represent “lost sales’ to the victim rights holder
and afraud on the victim consumers, both of which are harms anticipated by the intellectual
property laws. The defendant may be liable for both of these harms. The“lost sales’ value can
be measured by the calculation described above. If the victim consumers can be identified, the
court may also order that restitution be paid to them in the amount of the purchase price.

High-quality infringement at low prices. In some cases, the infringing items are of a
quality indistinguishable from the legitimate items and are sold at a significant discount. In such
cases, athird factor is worth considering: how theinfringing items were distributed. For
example, if the defendant sold the items in quantities to resdlers who foreseeably would resell
them at about the same price as legitimate items, the resellers effectively “launder” theitems. In
this context, the result of the defendant’s wrongful conduct would be “lost sales’ for the victim.
Therefore, the victim’s “loss” for restitution purposes should also be measured by the number of
infringing items multiplied by the victim’s loss per item.

Perfect infringement for free. The most extreme example of high-quality intellectual
property infringed at a steep discount involves copyrighted digital works, such as music or
movies, available for free download viathe Internet. In these cases, the infringing work is of
identical quality to the infringed-upon item, and is provided directly to the end-user. The
availahility of free perfect copies of a particular work can underminethe victim’s ability to
maintain commercial operations. However, if the consumers paid alow price, if any, to the
defendant, it may be difficult to argue that all of the copies represent possible lost sales to the
victim. Nevertheless, the harm caused by the defendant may be so manifest by the circumstances
of the case so as to permit the court to credit the victim with substantial |ost revenue. See United
Statesv. Manzer, 69 F.3d 222, 229-31 (8th Cir. 1995) (upholding restitution of $2.7 million for
sale of 270 modification and cloning packages for unauthorized decryption of premium channel
satellite broadcasts). Moreover, prosecutors may introduce additional evidence concerning the
effect that the availability of the high-quality infringing works had on the market for the victim’'s
product. This measure has been upheld in civil copyright infringement cases. See Brooktree
Corp. v. Advanced Micro Devices, Inc., 977 F.2d 1555, 1579 (Fed. Cir. 1992) (upholding “actud
damages” calculation based upon evidence that plaintiff had been forced to lower its pricesas a
result of defendant’s infringing ectivities).

Low guality infringement at low prices. If the defendant istrafficking in itemsthat are far
removed from the infringed item in both quality and price, then a“lost sales’ rationale may be
difficult for the prosecutor to sustain for purposes of restitution. For example, if the defendant
had been selling counterfeit name-brand watches from a suitcase on a city sidewalk for $20,
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rather than the $1,000 price of authentic watches in stores, it would be hard to argue that the
counterfeit sales represent significant lost opportunities to sell authentic watches to those
purchasers. Identifying the victim’'s losses in such cases may require a more elaborate factual
foundation. For example, the prosecution could provide expert testimony regarding the value of
the intellectual property at issue, such as the trademark, and whether that va ue has been reduced
by the defendant’ s piracy or counterfeiting activities.

C. Forfeiture

The genera civil forfeiture provisions are found in 18 U.S.C. § 981. Asaresult of the
recent amendment to 18 U.S.C. § 981(a)(1)(C) by the Civil Asset Forfeiture Reform Act of 2000
(“CAFRA”), any property may beforfeited that is proceeds of aviolation of avariety of offenses,
including any offense specified as unlawful activity under the money laundering provisions. This
list, set out at 18 U.S.C. § 1956(c)(7), includes the following intellectual property crimes:
copyright infringement, 18 U.S.C. § 2319; and trademark counterfeiting, 18 U.S.C. § 2320.

The general criminal forfeiture provisions are found in 18 U.S.C. § 982. Another result
of CAFRA isthat it created generd criminal forfeiture authority where general civil forfeiture
authority exists. “If aforfeiture of property is authorized in connection with aviolation of an Act
of Congress, and any person is charged in an indictment or information with such violation but
no specific statutory provision is made for criminal forfeiture upon conviction, the Government
may include the forfeiture in the indictment or information in accordance with” appropriate
procedures. 28 U.S.C. § 2461(c). Taken together with the civil forfeiture provisions described
above, this section authorizes criminal forfeiture of proceeds of violations of 18 U.S.C. 88 2319-
2320.

In intellectual property cases, prosecutors often also have the option of invoking
specialized civil and criminal forfeiture provisions that relate to the infringing items or the
equipment used to create them. The nuances of these provisions are discussed below.

In light of the special procedures and practices in the forfeiture area, prosecutors with
questions should contact the forfeiture expert in their office or the Criminal Division’s Asset
Forfeiture and Money Laundering Section at (202) 514-1263.

1. Civil forfeiture provisions specific to intellectual property cases

Title 17 providesfor civil forfeiture remediesin cases of copyright infringement. The
government may institute acivil forfeiture action under 17 U.S.C. 8§ 509(a) against the property
that has been manufactured or used in violation of the copyright laws. This section provides for
forfeiture of three classes of property: (1) the infringing copies, or copies intended for infringing
use; (2) the plates, masters or other means used for reproducing the infringing copies; and (3) the
devices for manufacturing, reproducing, or assembling the infringing copies. See United States
V. One Sharp Photocopier, Model SF-7750, 771 F. Supp. 980, 983 (D. Minn. 1991) (holding that
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the government was entitled to forfeiture of copier used to produce infringing copies of a
software instruction manual). Seealso 17 U.S.C. 8§ 509(b) (incorporating administrative
forfeiture provisions of 19 U.S.C. and the provisions relating to in rem Admiralty actions). Other
civil forfeiture authority isprovided in 18 U.S.C. § 2318(e) for cases of counterfeit labeling.

Civil forfeiture is specifically available for many infringing imported items, depending
upon the circumstances. For example, the Customs Service may seize, forfeit, and destroy
imported copyright-infringing products administratively under 17 U.S.C. § 603(c). Seizure and
forfeiture is also authorized for imported works that violate the law against unauthorized
trafficking in recordings of live musical performances. See 18 U.S.C. § 2319A(c). The
Customs Service may also seize, forfeit, and destroy imported trademark-infringing products
administratively under 19 U.S.C. § 1526(€).

Aside from the importation context, there is no specialized civil forfeiture authority for
trademark cases. Thereis, however, one trademark provision that resembles a civil forfeiture
provision. It providesthat “[u]pon a determination by a preponderance of the evidence that any
articles in the possession of a defendant in a prosecution under this section bear counterfeit
marks, the United States may obtain an order for the destruction of such articles.” 18 U.S.C.

§ 2320(b). However, thisisnot atypical forfeiture provision since, inter alia, it does not give a
court the discretion to permit the United States to dispose of the assets as it sees fit. Moreover, it
applies only when a criminal case has been brought, i.e., it appliesto articlesin the defendant’s
possession “in a prosecution under” 18 U.S.C. § 2320. Therefore, it is doubtful that a civil
forfeiture action could be brought against the of fending res independent of an ancillary
prosecution.

It is helpful for prosecutors to recognize that trademark owners have an ex parte seizure
remedy available under the Lanham Act, 15 U.S.C. 88 1051-1127, for infringing products and
manufacturing equipment. Prosecutors should be aware of these civil seizure provisions since
they may need to participate in the civil proceedings to preserve evidence that may be relevant to
an ongoing or developing criminal case, to contest the issuance of an order, to preserve an
ongoing investigation, or to invite the trademark owner to initiate a parallel civil case to take
advantage of the ability to seize, forfeit, and destroy equipment used to manufacture the
counterfeit trademark goods. Trademark owners may dso petition the court for seizure ordersin
the context of acivil action that is brought against an infringer under 15 U.S.C. § 1114.
Authority for such an ex parte seizure order is provided at 15 U.S.C. 8 1116(d)(1)(A). The
Lanham Act requires that trademark owners seeking such an order give reasonable notice to the
United States Attorney for the judicia district in which the order is sought; it specifically notes
that the United States Attorney “may participate in the proceedings arising under such application
if such proceedings may affect evidence of an offense against the United States.” 15 U.S.C.
§1116(d)(2). It further states that “[t]he court may deny such application if the court determines
that the public interest in a potentia prosecution so requires.” 1d. In addition, the statute
requires that seizure of the infringing goods be made by afederal, state, or local law enforcement
officer. See15U.S.C. § 1116(d)(9).
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2. Criminal forfeiture provisions specific to intellectual property cases

The availability of such sanctions as criminal forfeiture and destruction of a defendant’s
copyright-infringing merchandise and related equipment varies depending on the crime charged.
Certain criminal forfeiture provisions relae to specific intelectual property violations:
counterfeit labeling, copyright infringement, trafficking in recordings of live musical
performances, and trademark counterfeiting. Of this group, only one provision — that concerning
copyright infringement — provides for forfeiture of the equipment used to commit the crime, in
addition to forfeiture of the infringing items themselves.

Criminal forfeiture can be an important cons deration when investigating and charging a
case, not just after conviction. For example, to ensure fulfilling particularity requirements, a
seizure warrant may contain a specific reference to infringing items (whether or not property of a
target) as subject to seizure and forfeture pursuant to the relevant statutory authority. At the
time of an indictment, if the defendant has in his possession a significant amount of infringing
items or equipment used to commit copyright infringement, prosecutors should consider a
forfeiture count in the indictment, as well as a seizure warrant. Prosecutors with questions
concerning forfeiture practice and procedure should contact the forfeiture expert in their office or
the Criminal Division’s Asset Forfeiture and Money Laundering Section at (202) 514-1263.

18 U.S.C. § 2318, which prohibits trafficking in counterfeit labels, contains a mandatory
forfeiture provision. Section 2318(d) requires the court to order, as part of any judgment of
conviction, “the forfeiture and destruction or other disposition of all counterfet labels and all
articles to which counterfeit labels have been affixed or which were intended to have had such
labels affixed.” 18 U.S.C. § 2318. Although this does not incorporate criminal forfeiture
procedures from 21 U.S.C. § 853, nonetheless this provision is operative only upon conviction.
There is no provision in the statute for equipment used in the offense. In most cases the
counterfeit |abels should be destroyed as well as those items to which they have been affixed,
unless the items can be modified to remove the counterfeit label and any other infringing indicia.
One creative option would be to then donate the goods to a charity, presumably modified in such
away so that they will not be resold.

The criminal forfeiture provision for criminal copyright infringement requires a court,
upon entering a judgment of conviction, to “order the forfeiture and destruction or other
disposition of all infringing copies or phonorecords and dl implements, devices, or equipment
used in the manufacture of such infringing copies or phonorecords.” 17 U.S.C. 8 506(b). This
provision is slightly broader than the provision for trafficking in counterfeit labe's, and includes
the equipment used in the offense. If the items can bring some value at auction and are unlikely
to further damage the copyright holder, prosecutors should argue that no purpose is served by the
court ordered destruction of non-infringing items, such as equipment.

A similar forfeiture provision is available for trafficking in unauthorized recordings of
live musical performances. See 18 U.S.C. § 2319A(b). One significant differenceis that
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forfeiture of equipment used to reproduce infringing copiesis left to the discretion of the court
“taking into account the nature, scope, and proportionality of the use of the equipment in the
offense.” 18 U.S.C. § 2319A(Db).

The trademark statute provides that “[u] pon a determination by a preponderance of the
evidence that any articles in the possession of a defendant in a prosecution under this section bear
counterfeit marks, the United States may obtain an order for the destruction of such articles.” 18
U.S.C. § 2320(b). Thisisnot atypical forfeture provision since, inter alia, it does not grant a
court the discretion to allow the United States to alienate these assets to third parties. Though it
may seem unusual, Congress deliberately declined to include any conviction requirement under
this section. Itsrational was that “[e]ven if the defendant is ultimately acquitted of the criminal
charge, thereis no valid public policy reason to allow the defendant to retain materials that are in
fact counterfeit.” 130 Cong. Rec. 31, 674 (1984) (joint statement at H12077). Seeaso S. Rep.
No. 98-526 at 3627 (1984).
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VIII. THEFT OF COMMERCIAL TRADE SECRETS
A. Introduction

Until 1996 there was no federal statute that explicitly criminalized the theft of
commercial trade secrets. Cf. 18 U.S.C. 8 1905 (providing, inter alia, misdemeanor sanctions for
the unauthorized disclosure of government information, including trade secrets, by a government
employee). Federa courts, however, under limited circumstances, did uphold convictions for the
interstate transportation of stolen trade secrets or proprietary economic information under 18
U.S.C. 8§ 2314, or for the disclosure of information in violation of a confidential or fiduciary
relationship under 18 U.S.C. § 1341 or 1343.

Because federal prosecutors sometimes had trouble “shoe-horning” the theft of trade
secrets into the above statutes and because of the increased recognition of the increasingly
important role that intellectual property plays in thewel-being of the American economy,
Congress enacted the Economic Espionage Act of 1996, effective October 11, 1996. See Pub. L.
No. 104-294, 110 Stat. 3489. In general, it criminalizes the theft of trade secrets.

In considering cases under this new statute, prosecutors may find other resources to be
helpful as well, including treatises or law review aticles. See, e.q., Roger Milgrim, Milgrim on
Trade Secrets (1994); Michael Coblenz, Intellectual Property Crimes, 9 Alb. L.J. Sci. & Tech.
235 (1999); Randy Gidseg et al., Intellectual Property Crimes, 36 Am. Crm. L. Rev. 835 (1999);
James H.A. Pooley, Mark A. Lemley, & Peter J. Toren, Understanding the Economic Espionage
Act of 1996, 5 Tex. Int. Prop. L.J. 177 (Winter 1997). Forms providing a sample indictment and
jury instructions for theft of trade secrets, 18 U.S.C. § 1832, are provided in Appendix E at page
184.

B. The Economic Espionage Act of 1996, 18 U.S.C. §§ 1831-1839
1. Overview of the statute
The Economic Espionage Act of 1996 (“EEA™) contains two separate provisions that
criminalize the theft or misgppropriaion of trade secrets. Thefirst provision, codified at
18 U.S.C. 8§ 1831(a), is directed towards foreign economic espionage and requires that the theft
of the trade secret be doneto benefit a foreign government, instrumentality, or agent. It states:

(@) In generd. - Whoever, intending or knowing that the offense will benefit any foreign
government, foreign instrumentaity, or foreign agent, knowingly -

(1) steals, or without authorization appropriates, takes, carries away, or
conceds, or by fraud, artifice, or deception obtains atrade secret;

(2) without authorization copies, duplicates, sketches, draws, photographs,
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downloads, uploads, alters, destroys, photocopies, replicates, transmits,
delivers, sends, mails, communicates, or conveys a trade secret;

(3) receives, buys, or possesses a trade secret, knowing the same to have
been stolen or appropriated, obtained, or converted without authorization;

(4) attempts to commit any offense described in any of paragraphs (1)
through (3); or

(5) congpires with one or more other persons to commit any offense
described in any of paragraphs (1) through (3), and one or more of such
person do any act to effect the object of the conspiracy,

shall, except as provided in subsection (b), be fined not more than $500,000 or
imprisoned not more than 15 years, or both.

In contrast, the second provision, 18 U.S.C. § 1832, makes crimina the commercial theft
of trade secrets, carried out for purely economic or commercial advantage:

(d) Whoever, with intent to convert a trade secret, that isrelated to or included in a
product that is produced for or placed in interstate or foreign commerce, to the economic
benefit of anyone other than the owner thereof, and intending or knowing that the offense
will injure any owner of that trade secret, knowingly -

(1) steals, or without authorization appropriates, takes, carries away, or
conceals, or by fraud, artifice, or deception obtains such information;

(2) without authorization copies, duplicates, sketches, draws, photographs,
downloads, uploads, alters, destroys, photocopies, replicates, transmits,
delivers, sends, mails, communicates, or conveys such information;

(3) receives, buys, or possesses such information, knowing the same to
have been stolen or appropriated, obtained, or converted without
authorization;

(4) attempts to commit any offense described in paragraphs (1) through
(3); or

(5) congpires with one or more other persons to commit any offense
described in paragraphs (1) through (3), and one or more of such persons
do any act to effect the object of the conspiracy,

shall, except as provided in subsection (b), be fined under this title or imprisoned not
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more than 10 years, or both.

Reflecting the more serious nature of foreign government-sponsored economic espionage,
an individual convicted of violating 18 U.S.C. § 1831 can be imprisoned for up to 15 years and
fined $500,000 or both, whereas a defendant convicted for theft of trade secrets under 18 U.S.C.
§ 1832 can be imprisoned for up to 10 years and fined $250,000 or both. See 18 U.S.C.

88 1831(a)(4), 1832(a)(5). Organizations found guilty under the EEA can be fined can be fined
up to $10 million for violating § 1831 or $5 million for violating 18 U.S.C. § 1832.

There are anumber of important features to the EEA, including a provision for the
criminal forfeiture of any property or proceeds derived from aviolation of the statute. See 18
U.S.C. §1834. The EEA aso permits the Attorney General to institute civil enforcement actions
and obtain appropriate injunctive relief for violations. See 18 U.S.C. § 1836. Furthermore,
because of the recognized difficulty of maintaining the secrecy of atrade secret during litigation,
the EEA requires that courts take such actions as hecessary to preserve the confidentiality of the
trade secret. See 18 U.S.C. § 1835. Asdiscussed in a separate section below, the
implementation of this particular provision of the EEA has already caused considerable
controversy in the pretrial stages of EEA cases.

The EEA also covers attempts and conspiracies to violate the EEA; conduct occurring
outside the United States, where the offender is a citizen or permanent resident alien of the
United States; and acts in furtherance of the offense that were committed in the United States.
See 18 U.S.C. §1837. Findly, until October 11, 2001, all prosecutions brought under the EEA
must first be approved by the Attorney General, the Deputy Attorney General, or the Assistant
Attorney Generd of the Criminal Division. Pursuant to this requirement, the Computer Crime
and Intellectual Property Section of the Criminal Division of the Department of Justice has been
designaed to coordinate requests for approval for 18 U.S.C. § 1832 cases. The Internal Security
Section coordinates requests for approval for 18 U.S.C. § 1831 cases. Seeinfra Section
VI1I11.B.11 at page 147 (discussing Department of Justice oversight).

2. Elements common to 18 U.S.C. §§ 1831, 1832

The EEA contains two separate sections that criminalize the theft of trade secrets. Under
either section, to obtain conviction for a completed offense, the government must prove beyond a
reasonabl e doubt that: (1) the defendant stole, or without authorization of the owner, obtained,
destroyed or conveyed information; (2) the defendant knew or believed that this information was
atrade secret; and (3) the information was in fact atrade secret. In addition to these dements, to
establish aviolation under 18 U.S.C. § 1831, the government must aso prove that the defendant
knew the offense would benefit or was intended to benefit aforeign government, foreign
instrumentality, or foreign agent.

If the government cannot establish that the defendant acted with the intent to benefit a
foreign entity, the government can establish a violation of 18 U.S.C. § 1832 if it can establish, in
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addition to the first three elements described above, that: (4) the defendant intended to convert
the trade secret to the economic benefit of anyone other than the owner; (5) the defendant knew
or intended that the owner of the trade secret would be injured; and (6) the trade secret was
related to or was included in a product that was produced or placed in interstate or foreign
commerce.

As noted, both sections also explicitly criminalize attempts and conspiracies to take trade
secrets. See 18 U.S.C. 88 1831(a)(4)-(5), 1832(a)(4)-(5). Additionally, both sections criminalize
the knowing receipt, purchase, destruction or possession of a stolen trade secret. See 18 U.S.C.
88 1831(a)(3), 1832(a)(3). An andysis of each of the elements of completed offenses are
discussed in detail below. The applicable legal analysis for attempts and conspiraciesis set forth
in the next section.

a. Misappropriation

Theinitial element of acriminal prosecution under either § 1831 or § 1832 isthat the
defendant obtained, destroyed or conveyed information without the authorization of the owner.
The type of acts which are prohibited are broadly defined and include traditional instances of
theft, i.e., where the object of the crimeis physically removed from the owner’ s possession. See
18 U.S.C. 88 1831(a)(1), 1832(a)(2). However, lesstraditional methods of misappropriation and
destruction are also included within the terms of the EEA. Under 18 U.S.C. 88 1831(a)(2),
1832(a)(2), the prohibited acts include copying, duplicating, sketching, drawing, photographing,
downl oading, upl oading, altering, destroying, photocopying, replicating, transmitting, delivering,
sending, mailing, communicating, or conveying. With many of these methods the original
property may not necessarily leave the custody or control of the owner, but the unauthorized
duplication or misappropriation may reduce or destroy the value of the owner’s property. It was
the intent of Congress “to ensure that the misappropriation of intangible information is prohibited
in the same way tha the theft of physical items are protected.” S. Rep. No. 359, 104th Cong., 2d
Sess. 16 (1996).

The crux of the misappropriation element of the statute is that the government must prove
that the defendant acted “without authorization” from the owner. According to the legidlative
history, “authorization is the permission, approval, consent or sanction of the owner” to obtain,
destroy or convey the trade secret. 142 Cong. Rec. S12202, S12212 (daily ed. Oct. 2, 1996).
Thus, for example, where an employee has authorization from his employer to possess atrade
secret during the regular course of employment, he can still violate the EEA if he “conveys” it to
acompetitor without his employer’s permission.

b. Knowledge
The firs mens rea element that the government must prove in an EEA caseisthat the

defendant’ s misappropriation was done “knowingly.” Generally, under criminal statutes
covering the theft of tangible property, the government must prove that the defendant knew that
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the object he stole was property that he had no lawful right to convert for his personal use. Thus,
in an EEA context, the government must show generally that the defendant knew or had a firm
belief that the information he or she was taking was a trade secret. Obviously, however, whether
information constitutes a “trade secret” isalegal determination requiring a consideration of the
factors set forth in 18 U.S.C. § 1839(3). Prosecutions under this statute would be nearly
impossible if the government were required to show in every casethat the defendant had
performed a detailed analysis of whether the stolen information constituted a trade secret under
the multi-part definition set forth in 18 U.S.C. § 1839. Requiring this level of knowledge on the
part of a defendant would be squarely at odds with Congress' s observation that the knowl edge
requirement should not be a Sgnificant obstacle to appropriate prosecutions:

This requirement should not prove to be a great barrier to legitimate and warranted
prosecutions. Most companies go to considerable pains to protect their trade secrets.
Documents are marked proprietary; security measures put in place; and employees often
sign confidentidity agreements to ensure that the theft of intangible information is
prohibited in the same way that the theft of physicd items are protected.

142 Cong. Rec. S12202, S12213 (daily ed. Oct. 2, 1996). Based on this legidative explanation,
proving that a defendant was aware of proprietary markings, security measures and
confidentiality agreements should be sufficient to establish the knowledge element of the statute.
More generally, the knowledge element of this statute is satisfied if the government can prove
that the defendant knew or had afirm belief tha the information to be taken had the attributes of
atrade secret as described in 18 U.S.C. § 1839 — that is, the defendant believed that the
information was valuable to its owner because it was not generally known to the public and that
its owner had taken measuresto protect it. See 142 Cong. Rec. at S12213 (daily ed. Oct. 2,
1996) (“For a person to be prosecuted, the person must know or have a firm belief that the
information he or sheistaking is proprietary.”). It isnot necessary that the defendant himself
have drawn the conclusion that the information was a trade secret. On the other hand, a person
who takes a trade secret because of ignorance, mistake or accident, or who actually bdieves that
the information is not proprietary after taking reasonable steps to warrant such belief, cannot be
prosecuted under the EEA

C. Trade secret status

The definition of the term “trade secret” under the EEA isvery broad. Asdefined at 18
U.S.C. § 1839, it includes, generally, all types of information, however stored or maintained,
which the owner has taken reasonable measures to keep secret and which has independent
economic value:

(3) the term “trade secret” means all forms and types of financial, business, scientific,
technical, economic, or engineering information, including patterns, plans, compilations,
program devices, formulas, designs, prototypes, methods, techniques, processes,
procedures, programs, or codes, whether tangible or intangible, and whether or how
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stored, compiled, or memoridized phys cally, electronically, graphicaly,
photographically, or in writing if—

(A) the owner thereof has taken reasonable measures to keep such information
secret; and

(B) the information derives independent economic vaue, actual or potential, from
not being generally known to, and not being readily ascertainable through proper
means by, the public.

This definition is broader than other definitions of “trade secret,” including notably the definition
of “trade secret” in the Uniform Trade Secrets Act™ in a number of respects, but prior case law
should be instructive in illuminating the EEA’ s definition of atrade secret. AstheFirst Circuit
recently noted, “ Section 1832(a) was not designed to punish competition, even when such
competition relies on the know-how of former employees of adirect competitor. It was,
however, designed to prevent those employees (and their future employers) from taking
advantage of confidential information gained, discovered, copied, or taken while employed
elsewhere.” United Statesv. Martin, No. 00-1039, 2000 WL 1376377, at *6 (1st Cir. Sept. 28,
2000) (affirming conviction for conspiracy to steal trade secrets).

Novelty. Unlike patents, which must be both novel and a step beyond “prior art,” trade
secrets must be only “minimally novel.” See Kewanee Qil Co. v. Bicron Corp., 416 U.S. 470,
476 (1974) (reinstating permanent injunction under Ohio trade secret law against rival chemicd
company); Buffets, Inc. v. Klinke, 73 F.3d 965, 968 (9th Cir. 1996) (affirming inapplicability of
trade secret statute in case involving restaurant chain’s recipes and manuals); Arco Indus. Corp.
v. Chemcast Corp., 633 F.2d 435, 442 (6th Cir. 1980) (holding that certain method of
manufacturing grommets was not protectable under Michigan trade secret law).

In other words, a trade secret must contain some element that is not known and sets it
apart from what is generally known. According to the legidative history of the EEA, “[w]hile we
do not strictly impose a novelty or inventiveness requirement in order for materid to be

13 Section 1(4) of the Uniform Trade Secrets Act provides

(4) “Trade secret” means information, including a formula pattern, compilation,
program, device, method technique, or process that

(i) derivesindependent economic value, actual or potential, from not being
generally known to, and not being readily ascertainable by proper means by, other persons
who can obtain economic value from its disclosure or use, and

(i) isthe subject of efforts that are reasonable under the circumstances to
maintain its secrecy.
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considered atrade secret, looking at the novelty or uniqueness of a piece of information or
knowledge should inform courts in determining whether something is a matter of genera
knowledge, skill or experience.” 142 Cong. Rec. S12201, S12212 (daily ed. Oct. 2, 1996).

Secrecy. The key attribute of information constituting a trade secret under 18 U.S.C.
8§ 1839isthat it is not generally known to, or reasonably ascertainable by proper means by, the
public. Whether the information was secret before it was obtained by the defendant is a question
of fact. The government often has the difficult burden of proving a negative, i.e., that the
information was not generally available to the public. In thisregard, prosecutors should make
sure that the information has not been publicly disclosed through, for example, technical journals
or other publications. In addition, the prosecutor should determine whether the information was
obvious to the victim’s competitors in the industry. Sometimes information that a company
regards asits proprietary “crown jewels’ is well-known in the industry and, therefore, not
protected. On the other hand, if atrained scientist is able to glean information from publications
that would lead him to deduce a particular formula only after many hours of |aboratory testing
and analysis, the publication of such articles would not necessarily vitiate trade secret protection,
since the scientist’s work would not qualify as “reasonably ascertainable by the public.”

Furthermore, every part of the information need not be completely confidential to qualify
for protection as atrade secret. A trade secret can include a combination of elementsthat arein
the public domain, if the trade secret constituted a unique, “effective, successful and vauable
integration of the public domain elements.” Buffets, Inc. v. Klinke, 73 F.3d 965, 968 (9th Cir.
1996) (affirming inapplicability of trade secret statute in case involving restaurant chain’ s recipes
and manuds); Metallurgical Indus., Inc. v. Fourtek, Inc., 790 F.2d 1195, 1202 (5th Cir. 1986)
(concerning trade secrets involving zinc recovery furnaces and tungsten reclamation process);
Rivendell Forest Prods. Ltd. v. Georgia-Pacific Corp., 28 F.3d 1042, 1046 (10th Cir. 1994)
(concerning lumber industry trade secrets); see also Lawfinders Assoc., Inc. v. Legd Research
Ctr., Inc., 65 F. Supp.2d 414, 423 (N.D. Texas 1999) (concerning legal research trade secrets);
Apollo Techs. v. Centrosphere Indus., 805 F. Supp. 1157, 1197 (D.N.J. 1992) (concerning trade
secrets involving pollution control chemicals and related materids).

Reasonable Measures. Trade secrets are also fundamentally different from other forms of
property in that the owner of atrade secret must take reasonable measures under the
circumstances to keep the information confidential. See 18 U.S.C. § 1839(3)(A). This
requirement is generally not imposed upon owners of other types of property. For example, a
defendant can be convicted for stealing abike even if the victim failed to protect it by leaving it
unlocked on hisfront porch. Nevertheless, this requirement was imposed to insure that a person
cannot obtain a monopoly on ideas that are in the public domain.

The extent of the security measures taken by the owner of the trade secret need not be
absolute, but must be reasonable under the circumstances, depending on the facts of the specific
case. See, e.qg., Pioneer Hi-Bred Int'l v. Holden Found. Seeds, 35 F.3d 1226, 1236 (8th Cir.
1994) (describing steps taken by plaintiff to safeguard genetic messages of its genetically
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engineered corn); Gates Rubber Co. v. Bando Chemical Indus., Ltd., 9 F.3d 823, 848-49 (10th
Cir. 1993) (describing steps taken by plaintiff to protect industrial belt replacement program
software); K-2 Ski Co. v. Head Ski Co., 506 F.2d 471, 473 (9th Cir. 1974) (describing steps
taken by plaintiff to protect trade secrets relating to the design and manufacture of high
performance skis). “Reasonable efforts’ can include advising employees of the existence of a
trade secret, limiting access to the information to a“need to know basis,” requiring employees to
sign confidentiality agreements, MAI Sys. Corp. v. Peak Computer, 991 F.2d 511, 521 (9th Cir.
1993) (describing measures taken by computer sysem manufacturer to safeguard its trade secrets
from computer servicing company), and keeping secret documents under lock and key. 1 Roger
Milgrim, Milgrim on Trade Secrets 8 1.04 at 1-126 (1994). See also Reingold v. Swiftships,
Inc., 126 F.3d 645, 650 (5th Cir. 1997) (holding that evidence probative of secrecy includes
precautions taken by the claimant to preserve secrecy, the willingness of licensees to pay for
disclosure of the secret, unsuccessful attempts by the defendant or others to duplicate the
information by proper means, and resort by a defendant to improper means of acquisition).

Each trade secret owner must assess the value of the protected materid and therisk of its
theft when devising reasonable security measures. Under this principle, prosecutors must be able
to establish that the security measures used by the victim to protect the trade secret were
reasonably commensurate with the value of the trade secret. For example, prosecutors should
determine the extent of the security used to protect the trade secret, including physical security
and computer security, as well as the company’ s policies on sharing information with third-
parties, including sub-contractors and licensed vendors. If investigation reveals, for example,
that any low-level employee in avery large company could gain access to theinformation, it
might not qualify as atrade secret.

Courts have held that information may remain atrade secret even if the owner discloses
the information to its licensees, vendors, or third parties for limited purposes. See, e.q.,
Rockwell Graphic Sys., Inc. v. DEV Indus., Inc., 925 F.2d 174 (7th Cir. 1991) (holding that fact
issue whether manufacturer took reasonable precautions to protect its trade secretsin its piece
part drawings used to manufacture replacement parts precluded summary judgement). The
owner of the trade secret must, however, take reasonabl e security measures when it discloses the
information, such as requiring non-disclosure agreements from all recipients of the information.
Further, atrade secret can lose its protected statusiif it is disclosed, for example, either through
legal filings (such as by the issuance of a patent),'* or through accidental or intentional disclosure

4 A process or device that is patented can not be atrade secret after the patent has been
issued. Upon publication of the patent, the processis publically available for all to see, but the
owner enjoys patent protection against another company’ s use of the technology. In many
circumstances, however, subsequent refinements and enhancements of the technol ogy described
in the patent may qualify as trade secrets so long as they are not reasonably ascertainable from
the published patent itself. See United Statesv. Hsu, 185 F.R.D. 192 (E.D. Penn. 1999) (“[A]
patent application’s disclosure of ‘best mode’ does not require disclosure of later or more
specific refinements of the art.”). Finally, during the period when a patent has been submitted,
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by an employee at conferences, at trade shows, or in writings. See, e.q., Apollo Techs. v.
Centrosphere Indus., 805 F. Supp. 1157, 1198 (D.N.J. 1992) (concerning trade secrets involving
pollution control chemicals and related materials) . Courts have differed as to whether
information can lose its status as a trade secret through an anonymous posting on the Internet,
even for avery limited time. Compare Religious Tech. Ctr. v. Netcom On-Line Communication
Servs. Inc., 923 F. Supp. 1231 (N.D. Cal. 1995) (holding that trade secret status was lost when
information was anonymously posted to the Internet), with DVD Copy Control Ass'n, Inc. v.
McL aughlin, 2000 WL 48512 at * 3 (Cal.Superior, Jan 16, 2000) (refusing to deem trade secret
status destroyed merdy by the posting of the trade secret to the Internet because “to hold
otherwise would do nothing less than encourage misappropriators of trade secrets to post the
fruits of their wrongdoing on the Internet as quickly as possible and as widely as possible thereby
destroying a trade secret forever”).

Disclosures made to the government or to other law enforcement agencies as part of an
investigation or prosecution of an EEA case, however, should have no effect on the trade secret
status of the materials. Thistype of disclosureis essential for the investigation and prosecution
of illegal activity and is expressly contemplated by the Economic Espionage Act, as severd
sections of the EEA make clear. First, 18 U.S.C. § 1835 specifically authorizes the court to
“enter such orders and take such other action as may be necessary and appropriate to preserve the
confidentiality of trade secrets consistent with the requirements of the Federal Rules of Criminal
and Civil Procedure. . . and other applicable lavs.” 18 U.S.C. § 1835. In fact, under this
provision, the government has the right to seek an interlocutory apped of any court order
directing the “ disclosure of any trade secret.” 1d. This section isaimed at protecting the victim’'s
trade secret information during the course of acriminal prosecution. Such protection would be
unnecessary unless it was contemplated that victims would first provide the government with the
trade secrets for use in the criminal investigation and prosecution. In addition to the protection
afforded to trade secret owners by the EEA itself, there are additional restrictions on the
disclosure of trade secret information acquired by the Department of Justice for law enforcement
purposes without the consent of the trade secret owner or the express written authorization of
Senior Officials at the Department of Justice. See, e.q., 28 C.F.R. § 16.21. Asaresult, trade
secret owners who disclose information to law enforcement representatives should not be
deemed to have waived trade secret protection. See United Statesv. Pin Yen Yang, 1999 U.S.
Dist. LEXIS 7130 (N.D. Ohio, March 18, 1999) (holding that victim’s disclosure of trade secret
information to government for use in a sting operation under oral assurances that the information
would not be used or disclosed for any purpose unrelated to the case did not vitiate trade secret
status).

Such reporting to law enforcement is also specifically encouraged by 18 U.S.C. § 1833,
which confirms that “[the EEA] does not prohibit . . . the reporting of a suspected violation of
law to any governmental entity of the United States.. . . if such entity has lawful authority with

the information contained in the patent application may qualify as a trade secret so long as the
application itself has not been published by the patent office.
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respect to that violation.” The inclusion of this section, together with 18 U.S.C. § 1835,
demonstrates that Congress intended to ensure that someone who becomes aware of an EEA
violation has no disincentive to report criminal activity to law enforcement. If disclosuresto law
enforcement, whether by the owner of atrade secret or athird-party, diminated trade secret
protection, Congressional intent would be frustrated.”> Therefore, it is unnecessary for federal
prosecutors or law enforcement agents to sign protective orders with victims before accepting
trade secret information.

Independent economic vaue. Finaly, the trade secret must derive “independent
economic value. . . from not being generally knownto . . . the public.” 18 U.S.C. § 1839(3)(B).
Since the EEA does not require that the government prove a specific jurisdictiona amount,
proving this element should not be difficult.

As discussed below in the section on valuation, the value of the trade secret need not be
established with precision and can be determined through a variety of different methods,
including: (1) the amount similar trade secret information sold for on the legitimate open market,
if available; (2) areasonable roydty ca culation based on what a willing buyer would pay a
willing seller for the technology in an arms-length transaction; (3) the amount of research and
development costs expended by the trade secret owner; and, (4) as alast resort, the thieves
market price that the defendant actually received or paid in exchange for the technology.

Customer lists. Not all information that a company deems to be proprietary will satisfy
thiselement. For example, under the similar definition of trade secrets found in the Uniform
Trade Secrets Act, courts generally have found that customer lists should be considered trade
secrets only where the customers are not known in the particular industry, the customers can be
discovered only by extraordinary efforts, and where the customer list has been devel oped through
asubstantial expenditure of time and money, providing its owner with independent economic
value because the information is not known to the general public. See Electro Optical Indus.,

Inc. v. White, 76 Cal. App.4th 653, 685 (1999) (“[W]here many firms are potential customers for
aproduct but only afew actually purchase it, their identities have economic value to all suppliers
of the product because compiling alist of actual customers requires an investment of time and
money”); Leo Silfen, Inc. v. Cream, 278 N.E.2d 636, 639-41 (N.Y. 1972) (listing factors).
Conversdy, where the identities of the customers are readily ascertainable outside the list
owner’s business, and the compilation of the list was merely the result of general marketing
efforts, courts have been less inclined to afford the lists trade secret status. See Standard Register
Co. v. Cleaver, 30 F. Supp.2d 1084, 1095 (N.D.Ind. 1998) (holding that list was not a trade secret
where owner’ s competitors knew customer base, knew other competitors quoting the work, and

1> See United Statesv. Hsu, 185 F.R.D. 192, 199 (E.D. Pa. 1999) (momentary disclosure of
trade secret information by government to defendant as part of sting does not waive trade secret
protection because “to hold that dangling such bait waives trade secret protection would
effectively undermine the Economic Espionage Act at least to the extent that the Government
tries, as here, to prevent an irrevocable loss of American technology before it happens’).
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were generaly familiar with the customers' needs); Nalco Chem. Co. v. Hydro Techs., Inc., 984
F.2d 801, 804 (7th Cir. 1993) (holding that customer lists were not a trade secret where base of
potential customers was neither fixed nor small).

If aprosecutor is contemplating charging acustomer list case under the Economic
Espionage Act, heor sheis advised to contact the Computer Crime and Intellectual Property
Section for further consultation and guidance.

3. Additional 18 U.S.C. § 1831 element: intent to benefit a foreign
government, foreign instrumentality, or foreign agent

The second mens rea requirement of a 18 U.S.C. § 1831 violation is that the defendant
intended or knew that the offense would “benefit” a“foreign government, foreign
ingrumentdity, or foreign agent.” The term “foreign instrumentality” means: “any agency,
bureau, component, institution, association, or any legal, commercial, or business organization,
firm, or entity that is substantially owned, controlled, sponsored, commanded, managed, or
dominated by aforeign government.” 18 U.S.C. 8 1839(1). Theterm “foreign agent” means:
“any officer, employee, proxy, servant, delegate, or representative of aforeign government.” 18
U.S.C. §1839(2). Thus, the government must show that the defendant knew or had a firm belief
that misappropriation would benefit aforeign entity. When this “entity” isnot, per se a
government entity (e.g., abusiness), there must be evidence of foreign government sponsorship
or “coordinated intelligence activity.” 142 Cong. Rec. S12201, S12212 (daily ed. Oct. 2, 1996).

The legidative history of the EEA indicates that “ benefit” is to be interpreted broadly and
is not limited to an economic benefit, but includes a“ reputational, strategic, or tactical benefit.”
H.R. Rep. No. 788, 104th Cong., 2d Sess. (1996).

The requirement that the benefit accrueto aforeign government, instrumentality or agent
should be very carefully analyzed by government prosecutors. In order to establish that the
defendant intended to benefit a“foreign instrumentality” the government must show that the
entity was “substantialy owned, controlled, sponsored, commanded, managed or dominated by a
foreign government.” 18 U.S.C. § 1839(1). The EEA does not define “ subgstantially,” but its use
suggests that the prosecution does not have to prove complete ownership, control, sponsorship,
command, management or domination. The legidlative history states:

substantial in this context, means material or significant, not technical or tenuous. We do
not mean for the test of substantial control to be mechanistic or mathematical. The
simple fact that the magjority of the stock of a company is owned by a foreign government
will not suffice under this definition, nor for that matter will the fact that aforeign
government only owns 10 percent of a company exempt it from scrutiny. Rather the
pertinent inquiry is whether the activities of the company are, from a practical and
substantive standpoint, foreign government directed.
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142 Cong. Rec. S12201, S12212 (daily ed. Oct. 2, 1996).

Thus, 8§ 1831 does not apply where aforeign corporation misappropriates the trade secret
and there is no evidence of sponsorship or “coordinated intelligence activity” by aforeign
government. Id. at S12213. In such an instance, however, the foreign corporation could still be
properly charged under 18 U.S.C. § 1832. Through October 1, 2000, there have not been any
cases brought under 18 U.S.C. § 1831. For questions relating to charges under § 1831, contact
the Internal Security Section at the Criminal Division at (202) 514-1187.

4. Additional 18 U.S.C. § 1832 elements
a. Economic benefit to a third party

Under 18 U.S.C. § 1832, the government must prove that the act of misappropriating the
trade secret was intended for the economic benefit of a person other than the rightful owner
(which can be the defendant, a competitor of the victim, or some other person or entity). This
differsfrom 18 U.S.C. § 1831 where foreign government activity isrequired, and the benefits
may be non-economic. Therefore, a person who misappropriates a trade secret but who does not
intend for anyone to gain economically from the theft cannot be prosecuted under 18 U.S.C.
§1832.

b. Intent to injure the owner of the trade secret

Beyond demonstrating that the defendant both knew the information taken was
proprietary and intended that the misappropriation economically benefit someone other than the
rightful owner, the government in an 18 U.S.C. § 1832 case must also prove athird mensrea
element: that the defendant intended to “injure” the owner of the trade secret. According to the
legidative history of the EEA, this provision “does not require the government to prove madice or
evil intent, but merely that the actor knew or was aware to a practical certainty that his conduct
would cause some disadvantage to the rightful owner.” H.R. Rep. No. 788, 104th Cong., 2d
Sess. 1996.

By definition, in order for atrade secret to have value, it must confer acommercial
advantage to the owner. Once the information is disclosed to another for the recipient’ s benefit,
the trade secret loses its value. Accordingly, in many cases, establishing this element may not
require additional evidence beyond that required to establish that the defendant acted for the
economic benefit of someone other than the owner. For example, when atrusted employee of a
computer chip manufacturer steals a prototype chip and conveysit to a known direct competitor
of the owner, the disclosure of the information to the competitor may be sufficient circumstantial
evidence to establish the requisite intent. See, e.g., United States v. Martin, No. 00-1039, 2000
WL 1376377, at *7 (1st Cir. Sept. 28, 2000) (holding that evidence sufficiently established intent
to injure when recipient of information had contemplated opening a competing lab and had asked
insider to plan to compete with victim’ s testing methods). In other circumstances, however,
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intent to injure may become more significant. For example, if abank employee steals a customer
list (assuming that the list would otherwise qudify as a trade secret) from a bank in order to
solicit the bank’ s mortgage customers to attend a personal empowerment seminar sponsored by
the bank employeg, it is not self-evident that the employee intended to injure the bank, even
though he was acting for his own economic benefit.

c. Product produced for or placed in interstate or foreign
commerce

This element requires the government to prove that the trade secret was “related to or
included in a product that is produced for or placed in interstate or foreign commerce.” 18
U.S.C. § 1832. Thiselement encompasses two issues: that the trade secret berelaed to a
product, and that the product was produced for or placed in interstate or foreign commerce. The
requirement that there be a nexus to interstate or foreign commerce gppears merely designed to
justify federd jurisdiction and can be satisfied in most cases. For example, where the trade secret
isrelated to a product actually being manufactured and sold, this dement would be easily
established by evidence of interstate sales. Where a product is still in the development phase but
is being developed to be sold in interstate commerce, the victim’ s intent to distribute the product
in the future can be adequately demonstrated either by direct witness testimony or by
documentary evidence describing the intended goal s of the project.

It is possible that a defendant might argue that products still in the research and
development stage are not yet being “produced for interstate commerce” because such items are
not yet being “produced” for sale. Thisargument should not be persuasive. If this argument
were to prevail, much of the protection of the EEA would belost, since atrade secret is often
most valuable during the development phase. Once the product embodying the trade secret is
released to the public, the value of the trade secret is often lost because the product can be
examined and the trade secret obtained or deduced.

The implied distinction between products and services contained in this element can bea
difficult one to maintain. Although thereisno discussion of the “product” requirement in the
legidative history, the use of the term “product” appears to exclude pure services, such as
technical skills and know-how not embodied in a saleable, transportable good. Distinguishing
between a*“ pure service” and a*“ product,” however, is not an easy task. An example of a“pure
service” might be the services of an individual chiropractor who has devel oped a secret technique
for manipulating a patient’ s spine to reduce or diminate back pain. If thereis no evidence that
the chiropractor is developing or has deveoped a medical product utilizing this secret, but merely
usesit in private practice, the theft of this technique by someone who has worked with the
doctor, or even by someone who has broken into the doctor’ s office and pilfered files does not
appear to violate the terms of the statute. On the other hand, many “services’ are packaged and
sold across state lines much like products. For example, the product of a cdlular telephone
company may be a package consisting of 600 minutes of air-time per month, caller ID, voice
mail, paging and messaging units, all of which is accompanied by a“free” telephone. If a
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cellular telephone company devel ops a trade secret rd ating to the technical operation of its
cellular network, the fact that the essence of what the company provides is telephone service
should not necessarily preclude a prosecution under the EEA.

The most reasonable explanation of the origin of the product requirement is derived from
passages of legidative history indicating that the statute is not designed to apply “to innocent
innovators or to individuals who seek to capitalize on their lawvfully devel oped knowledge skill
or abilities.” Asthe House-Senate Conference report states

A prosecution under this statute must establish a particular piece of information that a
person has stolen or misappropriated. It is not enough to say that aperson has

accumul ated experience and knowledge during the course of his or her employ. Nor can a
person be prosecuted on the basis of an assertion that he or she was merely exposed to a
trade secret while employed. A prosecution that attemptsto tie skill and experienceto a
particular trade secret should not succeed unless it can show that the particular material
was stolen or misappropriated. Thus, the government cannot prosecute an individual for
taking advantage of the general knowledge and skills or experience that he or she obtains
or comes by during histenure with a company.

142 Cong. Rec. S12201-03, S12213 (daily ed. Oct. 2, 1996). While the product requirement is
not explicitly mentioned in the text, the passage provides support for the notion that skill, as
opposed to a particular proprietary piece of information, should not form the basis of a
prosecution. Accordingly, while the product requirement should not be interpreted to requirea
tangible item, theft of information relating to services that are based entirely on persond skills
are likely to be excluded under this statute.

5. Attempts and conspiracies

As noted, the statute al so prohibits attempts and conspiracies to misappropriate trade
secrets. The nature of the elements required to prove these inchoate offenses was the subject of
the only appellate decision thus far under the EEA. In United Statesv. Hsu, 155 F.3d 189 (3d
Cir. 1998), the defendants were charged with attempting and conspiring to steal the techniques
for manufacturing Taxol, an anti-cancer drug, from Bristol Meyers-Squibb. The Third Circuit
heard an interlocutory appeal from adistrict court order compelling the government to discloseto
the defendants the very trade secrets that were the subject of the EEA charges, based on the
district court’s opinion that the defendants were entitled to have the opportunity to demonstrate
that the materials were not trade secrets. In vacating the district court’s order, the Third Circuit
held that for cases involving charges of attempt or conspiracy under the EEA, the government
does not have to prove the existence of an actual trade secret, but, rather, that the defendants
believed that theinformation they were seeking were trade secrets.

As discussed above, this holding should not require the government to show that the
defendants consulted alawyer who drew the legal condusion that the documents were trade
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secrets. Rather, it should be sufficient to show that the defendant knew or firmly believed that
the information was valuable to its owner because it was not generally known to the public and
also that the owner had taken measures to protect it.

In so holding, the court reasoned that an attempt charge under the EEA requires proof of
the same elements used in other modern attempt statutes, including the Model Penal Code.
Therefore, adefendant is guilty of attempting to misappropriate trade secretsiif, “acting with the
kind of culpability otherwise required for commission of the crime, he . . . purposely does or
omits to do anything that, under the circumstances as he believes them to be, isan act or
omission constituting a substantial step in a course of conduct planned to culminate in his
commission of the crime.” Model Penal Code 8 5.01(1)(c) (1985). In short, the defendant must
(1) have the intent needed to commit a crime defined by the EEA, and (2) perform an act
amounting to a*“substantial step” toward the commission of that crime. Hsu, 155 F.3d at 202.

Based on these elements, the court explained that the government need not prove the
existence of an actual trade secret, since “a defendant’ s cul pability for a charge of atempt
depends only on ‘the circumstances as he believes them to be,” not asthey really are.” 1d. at 203.
Thus, the government can satisfy its burden under 18 U.S.C. § 1832(a)(4) by proving beyond a
reasonabl e doubt that the defendants sought to acquire information that they believed to be a
trade secret, regardless of whether the information actually qualified as such.

The Third Circuit also rejected the defendants’ contention that disclosure of the trade
secrets was required by a potential legal impossibility defense to charges of attempt and
conspiracy under the EEA. The court first recognized that the Third Circuit was the only circuit
court in the United States that still recognized acommon law defense of legal impossibility to
attempt charges. Although the Third Circuit had established the defense s validity for certain
attempt crimesin United Statesv. Berrigan, 482 F.2d 171, 190 (3d Cir. 1973), it subsequently
limited Berrigan’ s reach by recognizing several exceptions to the rule where the crimind statute
at issue evidenced Congress’ intent to foreclose an impossibility defense. See, e.q., United States
v. Everett, 700 F.2d 900, 908 (3d Cir. 1983) (holding that legal impossibility was no defense to
the charge of attempted distribution of a controlled substance).

The court summarily rgected the viability of alegal impossibility defense to the
conspiracy charge, holding that because it is the conspiratorial agreement itself, and not the
underlying substantive acts, that forms the basis for conspiracy charges, the impossibility of
achieving the goal of a conspiracy isirrdevant to the crimeitself. See Hsu, 155 F.3d at 203,
(citing United States v. Wallach, 935 F.2d 445, 470 (2d Cir.1991)); United Statesv. LaBudda,
882 F.2d 244, 248 (7th Cir. 1989); United Statesv. Petit, 841 F.2d 1546, 1550 (11th Cir. 1988);
United States v. Everett, 692 F.2d 596, 599 (9th Cir. 1982).

The court examined the EEA’ slegidlative history and concluded that, like the drug statute
at issuein Everett, Congress did not intend to permit a defense of impossibility to an “attempt”
crime under the EEA: “the great weight of the EEA’s legidlative history evinces an intent to
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create a comprehensive solution to economic espionage, and we find it highly unlikely that
Congress would have wanted the courts to thwart that solution by permitting defendants to assert
the common law defense of legal impossibility.” Hsu, 155 F.3d at 202.

The court also found it significant that the EEA was drafted in 1996, more than
twenty-five years after the National Commission on Reform of the Federal Criminal Laws had
concluded that the abolition of legal impossibility was already “the overwhelming modern
position.” 1d. Lastly, the court noted that if legal impossibility were a defense to the attempted
theft of trade secrets, the government would be forced to use actual trade secrets during
undercover operations. The court then noted that this requirement would “have the bizarre effect
of forcing the government to disclose trade secrets to the very persons suspected of trying to steal
them, thus gutting enforcement efforts under the EEA.” Id. Therefore, based on the legislative
intent, and given the practical import of acontrary finding, the court held that legal impossibility
is not a defense to a charge of attempted misappropriation of trade secretsin violation of 18
U.S.C. §1832(a)(4).

Since the Third Circuit decision in the Hsu case, the only district court to consider the
question of the required elements for attempt and conspiracy charges has followed Hsu' s holding.
See United Statesv. Pin Yen Yang, 1999 U.S. Dist. LEXIS 7130 (N.D. Ohio, Mar. 18 1999)
(“[N]either conspiracy nor attempt to violate the EEA requires proof that the information sought
to be obtained was actually atrade secret. The government need only demonstrate that the
Defendants believed that the information they attempted to acquire was a trade secret.”).

6. Potential defenses
a. Parallel development

The owner of atrade secret, unlike the holder of a patent, does not have an absolute
monopoly on the information or data that comprises the trade secret. Other companies and
individuals have the right to discover the el ements of atrade secret through their own research
and hard work. Thus, there is no misappropriation if a defendant demonstrates that he
independently devel oped information that constitutes another’ s “trade secret.”

b. Reverse engineering

Similarly, a person can legally discover the elements of atrade secret by “reverse
engineering”: the practice of taking something apart to determine how it was made or
manufactured. See, e.q., Kewanee Oil Co., 416 U.S. at 476 (stating that the law does not protect
the owner of atrade secret from “discovery by fair and honest means, such as independent
invention, accidental disclosure, or by so-called reverse engineering”). The EEA does not
expressly address when reverse engineering is avalid defense; however, the legislative history
suggests that “the important thing is to focus on whether the accused has committed one of the
prohibited acts of this statute rather than whether he or she has reverse engineered. If someone
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has lawfully gained accessto a trade secret and can replicate it without violating copyright,
patent, or thislaw, then that form of ‘reverse engineering’ should be fine.” 142 Cong. Rec.
$12201, S12212 (daily ed. Oct. 2, 1996)."°

The merefact that a particular secret could have been reverse engineered after atime-
consuming and expensive laboratory process does not provide a defense for someone who sought
to avoid that time and effort by stealing the secret, unless the information was so apparent as to
be deemed “readily ascertainable,” and thus not a trade secret. See Alcatel USA, Inc. v. DGI
Techs., Inc., 166 F.3d 772, 784 (5th Cir. 1999) (holding that acompetitor could not assert reverse
engineering defense where it first unlawfully made a copy of the software, and then used the copy
to reverse engineer); Pioneer Hi-Bred Int’| v. Holden Found. Seeds, Inc., 35 F.3d 1226, 1236 (8th
Cir. 1994) (stating that fact that one*could” have obtained a trade secret lawfully is not a defense
If one does not actually use proper means to acquire the information); Telerate Sys., Inc. v. Caro,
689 F. Supp. 221, 232 (S.D.N.Y. 1988) (“[T]he proper focus of inquiry is not whether an alleged
trade secret can be deduced by reverse engineering but rather, whether improper means are
required to accessit.”).

To avoid a successful claim by the defendant that he discovered the trade secret by
reverse engineering, prosecutors must establish the means by which the defendant
misappropriated the trade secret. |f the prosecution demonstrates that the defendant unlawfully
obtained access to the trade secret, it would refute a defendant’ s claim that he learned of the trade
secret through reverse engineering.

c. General knowledge

As noted, the EEA does not apply to individuds who seek to capitalize on thar lawfully
developed knowledge, skill, or abilities. Employees, for example, who change employers or start
their own companies cannot be prosecuted based on an assertion that they were exposed to a
trade secret while employed, unless the government can establish that they stole or
misappropriated a particular trade secret. The legidative history makes clear that “[t]he
government can not prosecute an individual for taking advantage of the general knowledge and
skills or experience that he or she obtains or comes by during his tenure with a company.
Allowing such prosecutions to go forward and allowing the risk of such charges to be brought
would unduly endanger legitimate and desirable economic behavior.” 142 Cong. Rec. S12201,
12213 (dally ed., Oct. 2, 1996). This does not mean, however, that employees who leave their
employers to start their own companies can never be prosecuted under the EEA. In cases where
employees sted or without authorization appropriate a trade secret from their employer, they may
be prosecuted under 18 U.S.C. § 1832, assuming, of course, that the other elements can also be

6 By contragt, the prohibition on circumvention of copyright protection sysems, 17 U.S.C.
§ 1201(a), does have an explicit albeit [imited exception for reverse engineering. See 17 U.S.C.
8 1201(f). See also supra Section V.C.1 at page 76 (discussing protections for copyright
protection systems).
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satisfied. Clear evidence of theft or copying is helpful in all casesto overcome the potential
problem of prosecuting the defendant’s “mental recollections’ and a defense that “great minds
think alike.” However, where the actions of a departing former employee are unclear and
evidence of theft has not been discovered, it may be advisable to allow the company to pursueits
civil remedies and make a subsequent referral, if additional evidence of theft is devel oped.

d. The First Amendment

In most instances, if the government can establish that the defendant intended for the
mi sappropriation to benefit a third party economically, the defendant should not be able to daim
successfully that the First Amendment of the Constitution protected the disclosure of the trade
secret. In other words, if the defendant’ s motivation was pecuniary, the defendant cannot very
well argue that he disclosed the secret as apublic service or to educate the public. Further, courts
also have rejected a First Amendment defense if the speech itself isthe very vehicle of the crime.
See, e.q., United Statesv. Morrison, 844 F.2d 1057, 1068 (4th Cir.) (rejecting defendant’s First
Amendment defense, upholding a conviction for aviolation of 18 U.S.C. 8§ 641 for steding secret
government documents, and noting that, “[w]e do not think that the First Amendment offers
asylum . . . just because the transmittal was to a representative of the press’), cert. denied, 488
U.S. 908 (1988); United States v. Rowlee, 899 F.2d 1275 (2d Cir.) (rgecting assertion of First
Amendment protection in tax evasion conspiracy case), cert. denied, 498 U.S. 828 (1990).
Additionally, in United Statesv. Riggs, 743 F. Supp. 556, 560-61 (N.D. I11. 1990), the court
rejected defendant’ s assertion that the First Amendment provides a defense to a charge under 18
U.S.C. § 2314 for theinterstate transportation of stolen computer files:

In short, the court finds no support for [defendant’ s] argument that the criminal
activitieswith which heis charged . . . are protected by the First Amendment.
Interpreting the Firs Amendment as shidding [defendant] from criminal liability
would open agaping hole in crimina law; individuals could violate criminal laws
with impunity ssmply by engaging in criminal activities which involve speech-
related activity. The First Amendment does not countenance that kind of end run
around criminal law.

Since aclaim of First Amendment protection isirrelevant to the defendant’sillegal
activities, the government should consider seeking an in limine order precluding the introduction
of such evidence in appropriate cases.

e. Advice of counsel or claim of right

The EEA isviolated only where someone acts knowingly without authorization. Under
certain circumstances, however, two individuals or companies may have alegitimate dispute over
ownership rightsin atrade secret. Thistype of disputeis likely to arise where the two potential
owners previously worked together to devel op the disputed technology and where the contractual
arrangements governing each party’ s respective ownership interests are unclear or entirely
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absent. In these circumstances, unilateral action with regard to the trade secret by one of the
owners may precipitate an EEA criminal referrd. Such cases are rarely appropriate for criminal
prosecution, especially where the party taking unilateral action has obtained advice of counsel.
Notwithstanding the passage of the EEA, many disputes regarding ownership of intellectual
property, including trade secrets, continue to be best resolved in a civil forum.

f. Statutory challenges

Several of the defendants in the first twenty cases brought under the EEA have attempted
to challenge the statute, alleging, among other claims, that various provisions are vague or
otherwise uncondtitutional. Thusfar, all such challenges have beenrgjected. Of these
challenges, however, only United Statesv. Hsu, 40 F. Supp.2d 623 (E.D. Pa. 1999) (achallenge
leveled after the remand from the Third Circuit) resulted in a published opinion.

In Hsu, the defendant moved to dismiss charges of conspiracy to steal and attempted theft
of trade secrets, asserting that the EEA is unconstitutionally vaguein two respects: (1) it failsto
define the term “related to or included in” a product that is produced for or placed in interstate or
foreign commerce and (2) the definition of “trade secret” in 18 U.S.C. § 1839(3) offends due
process with its vagueness because it does not define either “reasonable measures’ to keep the
information secret, or what is meant by information not being “generally known” or “readily
ascertainable” to the public. See 18 U.S.C. § 1839(3).

In denying the motion, the court noted that the void for vagueness doctrine does not mean
that a statute is unconstitutionally vague where “ Congress might, without difficulty, have chosen
‘clearer and more precise language’ equdly capable of achieving the end which it sought.” Hsu,
40 F. Supp.2d at 626. The court also held that since the First Amendment was not implicated,
Hsu’' s void for vagueness challenge could only succeed if the statute were vague as applied to his
conduct and not based on some hypothetical case. Id. The court summarily rejected Hsu's dlaim
that free expression issues were implicated because the Bristol-Meyers Squibb employee who
aided the Government “sting” operation by posing as a corrupt employee has aright to freely
express himself and exchange information with the defendant, or with anyone else he thinksis a
potentid employer. The court noted first that Hsu lacked standing to raise the employee’ s First
Amendment rights daim, and that even if Hsu had standing, the employee had knowingly
participated in a Government sting operation, not in ajob interview with a potential employer.
Therefore, no First Amendment interests were implicated.

The court then rejected Hsu' s argument that the term “related to or included in a product
that is produced for or placed in interstate or foreagn commerce” is unacceptably vague. The
court found that prior First Amendment decisions disapproving of the term “related” had no
bearing on the use of “related to or included in” in the EEA, which the court found “readily
understandable to one of ordinary intelligence, particularly where, as here, the defendant was
well versed in the nature of the technology at issue.” 1d.
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The court also concluded that the EEA’ s definition of “trade secret” was not
unconstitutionally vague as applied to Hsu. Asto the prong of the definition mandating that the
owner take “reasonable measures’ to keep the information secret, the court dismissed the
argument that the mere use of the word “reasonable” or “unreasonable’ renders a statute vague.
1d.*” The court observed that the defendant was told on several occasions that the Taxol
technology in question was proprietary to Bristol-Meyers Squibb, could not be acquired viaa
license or joint venture, and could only be obtained through an allegedly corrupt employee. Hsu
thus knew that Bristol-Meyers Squibb had taken many steps to keep its technology secret, and
therefore could not contend that the “ reasonable measures’ was vague as applied to him in this
case.

Finally, the court concluded that the aspect of the trade secret definition requiring that the
information not be “generally known to” or “readily ascertainable by” the public did not render
the EEA void for vagueness. Notably, the court found the EEA’ s use of the terms problematic
because “what is ‘ generally known’ and ‘readily ascertainable’ about ideas, concepts, and
technology is constantly evolving in the modern age.” 1d. at 630. Nonetheless, the court
reasoned that evidence of Hsu's e-mals, telephone calls, and conversations showed a pattern
whereby Hsu believed that the information he was seeking could not be acquired through legal or
public means. Therefore, the court concluded that the definition of trade secret as applied to Hsu
was not unconstitutionally vague.

7. Criminal forfeiture

The EEA aso provides that the court imposing sentencing shal order the forfeiture of any
proceeds or property derived from violations of the EEA, and may order the forfeiture of any
property used to commit or to facilitate the commission of the crime. The statutory language of
the first subsection is mandatory and leaves the judge no discretion. See 18 U.S.C. § 1834(a)(1).
With regard to the latter provision, however, the court may in its discretion take into
consideration “the nature, scope, and proportionality of the use of the property in the offense.”

18 U.S.C. §1834(a)(2). Theintent of that limitation is to insure that the amount and character of
the forfeited property is proportionate to the harm caused by the defendant’ s conduct.

In the early cases prosecuted under the EEA, discretionary forfeiture has been sought for
computer systems owned by the defendant and used to store and transfer trade secrets belonging
to the victim. As a procedural matter, indictments alleging aviolation of either 18 U.S.C. 8§ 1831
or § 1832 should contain, where appropriate, aforfeiture paragraph. For additional discussion of
forfeiture in intellectual property infringement cases, see supra Section V1I1.C at page 120.

7 The court further recognized that this aspect of the definition is taken, “with only minor
modifications,” from the definition used in the Uniform Trade Secret Act (UTSA), which has
been adopted in forty states and the District of Columbia, and the language of which has
withstood a vagueness attack.
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8. Civil proceedings

While the EEA does not provide for civil forfeiture proceedings, it does authorize the
government to file acivil action seeking injunctive relief. See 18 U.S.C. 8 1836(a). Prosecutors
should consider seeking injunctiverelief to prevent further disclosure of the trade secret while
conducting a criminal investigation or in cases in which adefendant’ s conduct does not warrant
criminal prosecution. Prosecutors should also consider using this portion of the statute, in
combination with consent decrees, to enjoin any third-party recipients of the trade secret from
distributing or making use of the trade secret materials.

9. Confidentiality and the use of protective orders

Victims of trade secret thefts are often faced with adilemma when deciding whether to
report the matter to law enforcement authorities. Generally, victims do not want the thief to go
unpunished but are concerned that if they report the matter, the trade secret will be disclosed
during discovery or during the criminal trial. In drafting the EEA, Congress recognized thisissue
and, to encourage reporting, sought to preserve the confidentiality of trade secrets, if possible,
throughout the prosecution. The EEA provides that the court “shdl enter such orders and take
such action as may be necessary and appropriate to preserve the confidentiality of trade secrets,
consistent with the requirements of the Federal Rules of Criminal and Civil Procedure, the
Federal Rules of Evidence, and dl other gpplicable laws.” 18 U.S.C. § 1835. This section dso
provides for interlocutory appeals from a decision or a court order authorizing the disclosure of
any trade secret. 1d. Therefore, prosecutors are strongly encouraged to seek the entry of orders
that will preserve the status of the information as a trade secret and prevent its unnecessary and
harmful disclosure.

A variety of steps may be taken to protect the confidentiality of information. Among the
solutions employed in the first cases brought under the EEA were: protective orders during
discovery, redacted documents, sealed exhibits, and the use of courtroom video monitors to
display documents to the court and jury but not the public.

On at |east one other occasion, a courtroom has been seal ed during the sentencing phase
of the proceeding to avoid disclosure of proprietary business information relating to the damages
caused by the theft of trade secrets.® Prosecutors should be aware of the procedures in the

8 Note that courts can limit the disclosure of information to the public even during the trid
without necessarily violating the defendant’ s right to a public trial under the Sixth Amendment.
While the right to apublic criminal trid was incorporated into the Constitution by the Sixth
Amendment, the right is not absolute and may be limited in certain circumstances. See
Richmond News Papers, Inc. v. Virginia, 448 U.S. 555, 599-600 (1980) (Stewart, J. concurring);
see also Gannett v. Depasquale, 443 U.S. 368, 422-33 (1979) (Marshall, J., concurring in part
and dissenting in part) (tracing the history of the right to a public trial and citing cases where that
right has been limited); State ex rel. La Crosse Tribune v. Circuit Court, 340 N.W.2d 460, 466-
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federd regulations and Department of Justice guidelines requiring approvad of the Deputy
Attorney General before requesting that a courtroom be sealed. See 28 C.F.R. §50.9; U.S.
Attorneys Manud 8§ 9-5.150. Whenever authorization to close ajudicial proceeding is being
sought pursuant to 28 C.F.R. 8 50.9 in a case or matter under the supervision of the Criminal
Division, the Policy and Statutory Enforcement Unit, Office of Enforcement Operations should
be contacted. In cases or matters under the supervision of other divisions of the Department of
Justice, the appropriate division should be contacted. The Office of Enforcement Operations
may be contacted at (202) 514-3684.

Prosecutors should continue to seek to use these procedures and other measures to limit
the potential for disclosures of trade secrets throughout the criminal proceeding in the most
appropriate manner.

Protective orders have been utilized in several EEA cases and their use was expressly
sanctioned by the Third Circuit in the Hsu decision described above. The disputein Hsu
centered around the government’ s motion for a protective order pursuant to 18 U.S.C. § 1835 and
Fed. R. Crim. P. 16(d)(1) that would have permitted the government to disclose to the defendants
only redacted versions of the documents used in the EEA sting operation and the defendants
opposing request for unredacted copies of the same documents. The proposal advanced by the
defendants required the government to provide the trade secret information to the defendants,
their attorneys and their experts under a protective order that restricted the use of the documents
to the criminal litigation and would have required the return or destruction of the documents at
the end of the case. The district court’s decision to adopt the defendants’ version of the order
precipitated the interlocutory appeal of the United States. See United States v. Hsu, 982 F. Supp.
1022 (E.D. Pa. 1997).

On apped, the Third Circuit determined that 18 U.S.C. 8§ 1835 of the EEA clearly
demonstrates Congress' intent to protect the confidentiality of trade secrets to the fullest extent
possible under the law. Hsu, 155 F.3d at 196. While recognizing that such protection does not
abrogate existing constitutional and statutory protections for criminal defendants, the court held
that the government’ s proposed order did not violate the defendants' constitutional rights under
the facts of the case because “a defendant’ s culpability for a charge of attempt depends only on
‘the circumstances as he believes them to be,” not asthey redly are,” and the actual trade secret
documentswereirrd evant to that inquiry.’* Asto the defendants’ claim that the trade secrets

67 (Wis. 1983) (citing State ex rel. Ampco Metal, Inc. v. O'Neil, 78 N.W.2d 921 (Wis. 1956))
(both discussing inherent power of a court to limit the public nature of trials).

19 Because the indictment did not charge a completed theft, the Third Circuit refrained
from addressing the district court’s conclusion that in a case charging a completed offense, actual
trade secrets mugt be disclosed to defendants. The Third Circuit characterized this question as a
“complex issue,” noting that the definition of trade secret expressed in the EEA “raiseg[s] an issue
as to whether the information or formulaitself isin fact material to the existence of thetrade
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were also material to the preparation of other defenses, including entrapment and outrageous
government conduct, the court was openly skeptical “of the materiality, let aone relevance, of
the redacted information to theseissues.” 1d. at 204. However, because these arguments had
been raised for the first time on appeal, the court remanded these issues to the district court. 1d.

On remand, the district court rejected the defendants’ arguments that they were entitled to
received unredacted trade secret documents under Fed. R. Crim. P. 16(a)(1)(C), and found that
the unredacted documents were not relevant to the defenses of entrapment and outrageous
government conduct. Just as the government need not use actual controlled substances during a
drug “sting” operation for adrug defendant to allege that he was induced by the Government and
was not predisposed to commit the crime, whether the trade secrets used by the government in an
EEA “sting” operation were real or “dummy” secrets has no effect on an entrapment defense. Id.
at 198 n.19. The court similarly rgected the defendants’ arguments based on the defenses of
document integrity and the chain of custody, concluding that these defenses can aso be resolved
without the objects at issue. 1d. at 199. The court also rejected the defendants’ argument that the
government and Bristol-Meyers waived the confidentiality of the trade secrets when they showed
the documents voluntarily during the sting operation. 1d.

Finally, after an in camerareview by a court-appointed technical advisor who had taken
an oath of confidentiality, the court rejected the defendants’ argument that if shown the
documents in their unredacted form, they could prove that the information contained in the
documents was in the public domain. Based on the technical advisor’s analysis, the court
concluded that the largest category of redactions, consisting of “specific examples of
experimental conditions,” satisfied the statutory definition of atrade secret contained in 18
U.S.C. §1839(3).%° After reviewing this category of redactions in camera, and consulting with
the expert, the court held that the redactions were properly made to avoid disclosure of trade
secret information within the meaning of the Economic Espionage Act. 1d. at 200.

Taken together, the Third Circuit’s opinion in Hsu and the district court’ s opinion on
remand suggest that courts will recognize and respect the Congressional directive to take
appropriate measures to preserve the confidentiality of trade secrets throughout the criminal
process.

10. Extraterritoriality

secret.” 1d. at n.15. Thus, the issue of the government’s disclosure obligations in a completed
offense case has not yet been resolved.

2 The expert also identified a second category of redactions that in his view were less

strictly tied to the practice of the art and did not meet the statutory definition of a trade secret
because they did not derive any independent economic benefit or value. Therefore, the court
ordered that these portions be disclosed to defendants.
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In order to rebut the general presumption against the extraterritoriality of U.S. criminal
laws, Congress made it clear that the EEA is meant to apply to specified conduct occurring
outside the United States. To ensure that there is sufficient nexusto U.S. interests, the EEA
applies to conduct occurring outside the United States if: (1) the offender is a citizen or
permanent resident alien of the United States, or an organization organized under the laws of the
United States or a State or palitical subdivision thereof; or (2) an act in furtherance of the offense
was committed in the United States. See 18 U.S.C. § 1837.

11. Department of Justice oversight

Prior to the passage of the EEA, the Attorney General assured Congress in writing that for
aperiod of five years, the Department of Justice would require that all prosecutions brought
under the EEA must first be approved by the Attorney General, the Deputy Attorney General, or
the Assistant Attorney General of the Criminal Division. This requirement has since been
codified at 28 C.F.R. 8§ 0.64-5 and is interpreted to apply to the filing of complants, indictments
and civil proceedings, but not to search warrant applications or other investigative measures.
Pursuant to this requirement, the Computer Crime and Intellectud Property Section of the
Criminal Division of the Department of Justice has been designated to coordinate requests for
approval for 18 U.S.C. § 1832 cases. The Internal Security Section coordinates requests for
approvd for 18 U.S.C. § 1831 cases.

C. Sentencing and Restitution

Because the sentence in an EEA case will be largely driven by the value of the
misappropriated property, a sentencing under the EEA can be complex, involving the testimony
of both fact and expert witnesses.

1. Offense level

The applicable guidelinefor violations of 18 U.S.C.88 1831 and 1832 isU.S.S.G.
8§ 2B1.1, which specifies a base offenselevel of four. That base offense levd isincreased two
pointsif the defendant knew or intended the of fense to benefit aforeign government, foreign
instrumentality, or foreign agent. See U.S. Sentencing Guidelines Manual § 2B1.1(b)(7) (1999).
It will often be the case that the offense will aso have involved more than minimal planning,
mandating another two point increase.

If adefendant is convicted of solely on conspiracy or attempt violations, U.S.S.G.
§ 2X1.1 instructs courts to decrease the base offense level three levels “unless the defendant
completed all the acts the defendant believed necessary for successful completion of the
substantive offense or the circumstances demonstrate that the defendant was about to complete
all such acts but for apprehension or interruption by some similar event beyond the defendant’s
control.” U.S. Sentencing Guidelines Manual 8 2X1.1(b)(1) (1999). In most attempt cases
resulting from undercover operations, the three point reduction will not apply.
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2. Loss

Under U.S.S.G. 8§ 2B1.1(b)(1), the court shall increase the offense level according to the
specific amount of the “loss” inflicted by the theft. Under U.S.S.G. § 2B1.1, “loss’ is defined as
“fair market value of the property taken, damaged, or destroyed. Fair market value isthe
appropriate inquiry because the “value of the property taken . . . isan indicator of both the harm
to the victim and the gain to the defendant.” U.S. Sentencing Guidelines Manual § 2B1.1, cmt.
(1999). Where the market value is difficult to ascertain or inadequate to measure harm to the
victim, the court may measure loss in some other way, such as reasonabl e replacement cost to the
victim.” U.S. Sentencing Guidelines Manual 8§ 2B1.1, app. n.2 (1999). U.S.S.G. §2B1.1ds0
instructs that “loss need not be determined with precision. The court need only make a
reasonabl e estimate of the loss given the avallable information.” U.S. Sentencing Guidelines
Manual § 2B1.1, app. n.3 (1999).

The only existing case law concerning the proper measure of loss in trade secret cases has
arisen from civil cases decided pursuant to the Uniform Trade Secret Act. Despite the large
number of such cases, it remainstrue that “the general law as to the proper measure of damages
in atrade secret caseis far from uniform.” Telex Corp. v. Int’| Bus. Machs. Corp., 510 F.2d 894,
930 (10th Cir. 1975) (concerning allegations of unfair competition and misappropriation of trade
secrets and confidential information relating to electronic data processing systems). Instead of
offering well-settled rules, these decisions demonstrate that courts tend to exercise broad latitude
in measuring damages. Even Section 3 of the Uniform Trade Secrets Act offers several
alternative methods that can be employed in such cases:

Damages can include both the actual 1oss caused by misappropriation and the unjust
enrichment caused by misappropriation that is not taken into account in computing actual
loss. Inlieu of damages measured by any other methods, the damages caused by
misappropriation may be measured by imposition of liability for a reasonable royalty for a
misappropriator’ s unauthorized disclosure or use of atrade secret.

Uniform Trade Secret Act § 3.

In determining damages under the UTSA, courts vary between determining the market
value of the trade secret based on the loss inflicted on the victim or the gain accrued by the
defendant, depending on which appears to be either the more reliable or the greater measure
given the particular circumstances of the theft. See University Computing Co. v. Lykes-

Y oungstown Corp., 504 F.2d 518 (5th Cir. 1974) (involving computer company’ s suit for breach
of joint venture agreement, misappropriation of plaintiff’s computer system, and violation of a
noncompetition agreement); Vermont Microsystems, Inc. v. Autodesk Inc., 138 F.3d 449, 452
(2d Cir. 1998) (“[T]he amount of damages recoverable in any action for misappropriation of
trade secrets may be measured either by the plaintiff’s losses or by the profits unjustly received
by the defendant.”).
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In circumstances where the value of the trade secret to the plaintiff has not been
completely destroyed (as often will be the case in the majority of Economic Espionage Act
prosecutions) courts determining damages for theft of trade secrets under the Uniform Trade
Secret Act have most often focused on the gain to the defendant as the proper measure of market
value. In such circumstances, focusing soldy on the loss suffered by the defendant would
understate the magnitude of the harm suffered and inadequately punish the wrongdoer. If lossto
the victim were the only gppropriate measure of damages, someone caught red-handed steding
trade secrets could not be punished if the information had not yet been used to the owner’s
detriment. See University Computing, 504 F.2d at 536 (holding that damages for
misappropriation of trade secrets are measured by the vaue of the secret to the defendant “where
the trade secret has not been destroyed and where the plaintiff is unable to prove specific
injury”); Salisbury Med. Labs., Inc. v. Merieux Labs., Inc., 908 F.2d 706, 714 (11th Cir. 1990)
(ruling that under Georgia's UTSA, damages for misappropriation of trade secrets should be
based on the defendant’ s gain).

In criminal cases where the defendant may not have yet used the misappropriated trade
secret, the gain to the defendant should be measured by the value of the information that the
defendant received. Thisis consistent with the general approach of the Sentencing Guidelines,
which state that “loss’ is based on the value of the stolen property even where the stolen property
isrecovered immediately. See U.S. Sentencing Guidelines Manual. § 2B1.1, app. n.2 (1999).
Thisis also consistent with the approach set out in U.S.S.G. § 2X1.1, which indicatesthat “[i]n
an attempted theft, the value of the items that the defendant attempted to sted would be
considered.” Id. 8 2X1.1, app. n.2 (1999). Seealsoid. 8 2F1.1, app. n.7 (“Consistent with the
provisions of 8 2X1.1 (Attempt, Solicitation, or Conspiracy), if an intended loss that the
defendant was attempting to inflict can be determined, this figure will be used if it is greater than
the actual 10ss.”).

One method commonly used to determine the market value of stolen trade secret
information isto calculate the amount the thief would have had to pay in license or roydty fees
had he legitimately licensed the stolen technology. This measure of damages is known as the
“reasonable royalty approach.” Another method isto value the information at what it would have
cost the defendants to have devel oped the information independently, which is usually
determined based on the victim’s historical research and devel opment costs. This method,
known as the “replacement cost” method is endorsed by an application noteto U.S.S.G. § 2B1.1
in circumstances where the market value is otherwise difficult to ascertain. See U.S. Sentencing
Guidelines Manual § 2B1.1 applic. n.2.

Of these two approaches, in circumstances where the defendant has not yet realized a
sufficient profit from the information he stole so as to provide a ready indication of market value,
a“reasonable royalty” or “forced licensing” measure of damages should be applied. See Vitor
Corp. of Am. v. Hall Chem. Co., 292 F.2d 678, 683 (6th Cir. 1961) (“If actual value can be
ascertained by a reasonabl e apportionment of profits and damages, that course should be pursued.
But if this cannot be accomplished, the nature of its invention, its utility, and advantages and
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extent of use involved are elements to be considered in determining a reasonable roydty.”); see
also Vermont Microsystems, Inc., 138 F.3d at 450 (holding that a reasonable royalty should be
the measure of damages and that “reasonable royalty is a common form of award in both trade
secrets and patent cases’); Uniform Trade Secret Act § 3(a) (“[I]n lieu of damages measured by
any other methods, the damages caused by misappropriation may be measured by imposition of
liability for areasonable roydty for a misappropriator’ s unauthorized disclosure or use of atrade
secret.”). Other federd casesin which the “reasonable royalty” approach was used include:
Molex, Inc. v. Nolen, 759 F.2d 474 (5th Cir. 1985); University Computing Co. v. Lykes-

Y oungstown Corp., 504 F.2d 518 (5th Cir. 1974); Carter Prods., Inc. v. Colgate-Palmolive Co.,
214 F. Supp. 383 (D. Md. 1963).

In Vitor Corp., the Sixth Circuit explained why the reasonabl e royalty measure of
damages most closely determines the value of misappropriated information in cases involving an
absence of actud lost profits or sales:

To adopt areasonable royalty as a measure of damagesisto adopt and interpret as well as
may be the fiction that a license was to be granted at the time of the infringement and then
to determine what the license price should have been. In effect, the Court assumes the
existence ab initio of and declares the equitable terms of a supposition license and does
this nunc pro tunc. It creates and gpplies retrospectively a compulsory license. The
primary inquiry is what the parties would have agreed upon if both were reasonably trying
to reach an agreement. Pecuniary loss in any event can be determined by reasonable
approximation. The actual vaue of what has been appropriated is always the ultimate in
appraisement. If actud value can be ascertained by a reasonable apportionment of profits
and damages, that course should be pursued. But if this cannot be accomplished, the
nature of the invention, its utility, and advantages and extent of use involved are elements
to be considered in determining a reasonable royalty.

Vitor Corp. of Americav. Hall Chem. Co., 292 F.2d 678, 682-83 (6th Cir. 1961) (citing Egry
Reqgister Co. v. Standard Register Co., 23 F.2d 438 (6th Cir. 1928)).

Because civil trade secret cases generally require the plaintiff to prove the defendant’ s use
of the stolen trade secrets, the “reasonable royalty” measure may be easier to apply because the
nature of the defendant’ s use of the technology has already occurred. In cases where the
defendant has not yet manifested his intention to use the stolen technology and there is no readily
ascertainable reference for determining a reasonable royalty, this approach may prove more
difficult and may unduly prolong or complicate the sentencing process. In such circumstances, it
may be preferable to use the “replacement cost” measure. A victim’s research and development
costs have been used to measure replacement cost in appropriate circumstancesin civil trade
secret cases. For example, in University Computing, the court noted that using the plaintiff’s
research and development costs alone were appropriate in cases “where the trade secret was used
by the defendant in alimited number of situations, where the plaintiff was not in direct
competition with the defendant, where the development of the secret did not require substantial

150



improvements in existing trade practices, and where the defendant’ s use of the trade secret had
ceased.” 1d. at 538. Other courts have also adopted this approach to establish the proper measure
of “loss’ in trade secret cases. See Salsbury Labs. Inc. v. Merieux Labs. Inc., 908 F.2d at 714
(holding that research and development costs for misappropriated vaccine were proper measure
of damages). This same approach was adopted in a criminal mail fraud case in United States v.
Wilson, 900 F.2d 1350, 1356 (9th Cir. 1990):

Asthe district court recognized, the figures [the defendant] advocates are relevant in a
market for industrial espionage, but not necessarily in an open market: “In my view
stolen information dways commands |ess than legitimate information so | think in terms
of market value is has got to be many times higher.” Yet the district court was faced with
avirtually nonexistent open market. The evidence presented by both Wilson and the
Government illustrated the uniqueness of the information and the limited application such
information would have, even to one of the few companies who could make any use of it.
It was not clearly erroneous for this district court to find that market value was difficult to
ascertain in these circumstances. Moreover, we give due deference to the court’s decision
to measure [the victim' ] loss according to the company’ s devel opment costs and find
that the court’ s computation under a devel opment cost analysis also was not clearly
€rroneovus.

Because the “ replacement cost” measure is specifically cited in the Sentencing
Guidelines, using the victim’ s research and devel opment costs should be acceptable in cases
where a“reasonable royalty” cdculation isimpossible or impracticable. In both EEA cases thus
far that have involved contested sentencing hearings on the issue of 10oss, the courts have used
some variation of the victim’s research and devel opment costs to measure the value of the
information taken by the defendants.

3. Restitution

The Mandatory Victims Restitution Act of 1996 (“MVRA™), codified at 18 U.S.C.
§ 3663A, requires that restitution be made in all sentencing proceedings for convictions of,
among others, any “ offense against property, including any offense committed by fraud and
deceit,” and “in which an identifiable victim or victims has suffered a physical injury or
pecuniary loss.” See 18 U.S.C. § 3663A(c)(1) (A)(ii) and (B). For cases specifically involving
“damage to or loss or destruction of property of avictim of the offense, the MV RA requires that
the defendant return the property to its owner. If return of the property is*“impossible,
impracticable, or inadequate,” the MV RA requires the defendant to pay an amount equal to the
greater of the value of the property on the date of its damage destruction or loss, or its value at
the time of sentencing, less the value of any part of the property that isreturned. See 18 U.S.C.
§ 3663A(b)(1). Becausethe physical return of stolen trade secrets will be inadequate in most
circumstances to compensate a victim for its damages due to the theft and disclosure of such
information, restitution in the amount of the value of the stolen trade secrets will often be
required. Under the MV RA, such restitution must be ordered “to each victim in the full amount

151



of the victim’slosses as determined by the court and without consideration of the economic
circumstances of the defendant.” 18 U.S.C. § 3664(f)(1)(A).

Although the Economic Espionage Act had not yet been passed at the time that 18 U.S.C.
8 3663A was enacted, the theft of trade secrets should fall under the description of offenses
contained in 8 3663A. Thelegidative history of the provision indicates that mandatory
restitution is intended to apply to “violent crimes, property and fraud crimes under title 18,
product tampering, and certain drug crimes.” S. Rep. No. 104-179 (1995) (emphasis added).
The sentencing guidelines specifically describe theft as “ one of the most basic forms of property
offenses.” Accordingly, the theft of trade secrets should be a qualifying offense against property
for purposes of the mandatory restitution statute. As noted, the mandatory restitution statute aso
applies for any offense where “an identifiable victim has suffered a physical injury or a pecuniary
loss.” 18 U.S.C. § 3663A(c)(1)(B). Thus, to the extent a court has aready calculated the loss or
injury actually suffered by avictim of trade secret theft in determining the Offense Leve under
U.S.S.G. § 2B1.1, the same amount could be used for restitution under the MVRA. For
additional discussion of restitution in intellectual property infringement cases, see supra Section
VII.B at page 115.

D. Other Possible Charges

Theft of trade secrets and other proprietary information may violate a number of federal
criminal statutesin addition to or instead of 18 U.S.C. 88 1831-1832. Statutes commonly worth
considering are: unlawfully accessing a protected computer to obtain information, 18 U.S.C.

§ 1030(a)(2); wire or mail fraud including the disclosure of information in violation of a
confidential or fiduciary relationship, 18 U.S.C. 88 1341, 1343, 1346; and the misappropriation
and interstate transportation of property or goods, 18 U.S.C. 88 2314-2315. Prosecutors should
consider these other statutes as well asthe EEA, 18 U.S.C. 88 1831-1832. Charging both a
violation of the Economic Espionage Act and another statute such as Interstate Transportation of
Stolen Property or Wire Fraud arising from the same act or acts does not violate the Double
Jeopardy Clause of the Fifth Amendment of the Constitution since “each offense contains an
element not contained in the other.” United States v. Dixon, 509 U.S. 688, 690 (1993) (citing
Blockburger v. United States, 284 U.S. 299, 304 (1932)).

If prosecutors decide not to pursue a case federally, they should consider referring the
case to state authorities for prosecution. Many states have laws that specifically address the theft
of information, and even if a state does not have such alaw, a defendant may often be
successfully prosecuted under a more general theft statute.

1. Obtaining information or committing fraud by means of a protected
computer, 18 U.S.C. § 1030

In many cases of misappropriated proprietary information, the defendant acquired
information by unauthorized access to a computer. In such cases, prosecutors should consider
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charging the defendant with aviolation of 18 U.S.C. 8 1030(a)(2)(A)-(C). Paragraph (A) is
violated if the information is afinancial record; paragraph (B) if the information was from any
federal department or agency; and paragraph (C) if the information came from any “protected
computer,” as defined at section 1030(e)(2), and if the conduct involved an interstate or foreign
communication. A protected computer isacomputer used in interstate or foreign commerce or
communication, or one used by afinancial institution or the United States government
exclusively (or in part, if the offense affects that use). 18 U.S.C. § 1030(€)(2).

“Information” as used in this subsection is to be broadly construed and includes
information stored in intangible form. Moreover, the phrase* obtaining information” includes
merely reading it — there is no requirement that the information be printed out, copied or
transported. Thisisimportant because, in an electronic environment, information can be “stolen”
without transportation, and the original usualy remains intact.

Violating 18 U.S.C. 8 1030(a)(2) is a misdemeanor if the government does not prove any
aggravating factors. 18 U.S.C. § 1030(c)(2)(A). This section does not require tha the
information obtained be confidentid or secret in nature. Violaing 18 U.S.C. 8 1030(a)(2) isa
felony if the government can prove that the offense was committed for financial, commercid,
tortious or criminal purposes, or if the information can be valued at greater than $5,000. See 18
U.S.C. §1030(c)(2)(B).

Prosecutors may dso consider section 1030(a)(4), which isintended to provide
punishment for those who misuse computers in schemes to defraud victims of property. This
felony proscribes an individual from, knowingly and with intent to defraud, accessing a protected
computer without authorization, or exceeding authorized access, and by means of such conduct
furthering the intended fraud and obtaining anything of value, unless the object of the fraud and
the thing obtained is computer time worth less than $5,000.

2. Mail and wire fraud, 18 U.S.C. §§ 1341, 1343, 1346

The mail and wire fraud statutes can also be used to prosecute misappropriation of
proprietary information. For amore detailed discussion of 18 U.S.C. 88 1341 and 1343, readers
may refer to Chapter 43 of the U.S. Attorney’s Manual and may contact the Fraud Section of the
Criminal Division at (202) 514-7023 for further information and guidance. See aso supra
Section VI1.B.1 at page 94 (discussing advantages and disadvantages of charging mail and wire
fraud in infringement cases).

The federal wire and mail fraud statutes proscribe the use of the mails or of interstate or
foreign wire transmission, in furtherance of any scheme to defraud, or any scheme for obtaining
“property” by false pretenses or representations. Appellate courts have upheld convictions under
these statutes for the theft of trade secrets even where no violation of 18 U.S.C. § 2314 was
found. See, e.q., Abbott v. United States, 239 F.2d 310 (5th Cir. 1956) (upholding defendant’s
conviction for use of mailsto defraud in caseinvolvingillicit procurement of copies of oil
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company’ s geophysical maps). The broader scope results from the use of the word “property” in
the mail and wire fraud statutes as compared to the far narrower phrase “ goods, wares and
merchandise’ used in § 2314. Courts have held that “property” includesintangibl e property,
such as proprietary information.”* By contrast, at least one appellate court has held that
intangible property does not qualify as goods, wares or merchandise for § 2314. See United
States v. Brown, 925 F.2d 1301 (10th Cir. 1991); see also Section VI11.D.4 at page 155
(discussing Brown in analysis of applicability of interdate transportation of stolen property
charge to trade secret theft). Thus, these statutes provide a basis for prosecution when mails or
wires are used in a misappropriation scheme. The mail and wire fraud statutes have been
identically construed with respect to the issues discussed here. See, e.q., United Statesv. Von
Barta, 635 F.2d 999, 1005 n.11 (2d Cir.) (reversing lower court’s ruling and holding among other
things that defendant’ s conduct in a securities scheme subjected him to prosecution for mail and
wire fraud), cert. denied, 450 U.S. 998 (1981).

For example, in United Statesv. Seidlitz, 589 F.2d 152 (4th Cir.), cert. denied, 441 U.S.
922 (1979), the defendant used his knowledge of his former employer’ s computer system to enter
the computer system and download computer data. The appellate court upheld the trid court’s
determination that the stolen data qualified as property within the meaning of the wire fraud
statute. The court held that the datawas a trade secret, even though smilar information wasin
the public domain, because defendant’ s former employer had “invested substantid sums’ to
modify the system for its own needs. Further, the information had competitive value, and the
employer took steps to prevent persons other than clients and employees from using the system.
Id. at 160. Accordingly, there was sufficient evidence from which ajury could conclude that
information stored in the computer system was “ property” asused in 18 U.S.C. § 1343.

Prosecutors also should consider the applicability of the restored “intangible rights
theory” found in 18 U.S.C. 8§ 1346 for charging a defendant with fraudulent misappropriation of
trade secret under 88 1341 or 1343. Section 1346 was enacted in the wake of McNally v. United
States, 483 U.S. 350 (1987), where the Supreme Court held that the mail fraud statute did not
include schemes to defraud citizens of their intangible right to honest government, but was
limited to protecting “property” rights. Inacase under 18 U.S.C. § 1346, the defendant is
charged not with fraudulently obtaining proprietary information, but rather with breaching the
fiduciary duty of loyalty he owes to his employer by misappropriating the proprietary

2 See, e.q., Carpenter v. United States, 484 U.S. 19 (1987). The defendant in Carpenter
wrote the “Heard on the Street” column for The Wall Street Journal. Although these columns
contained no insider information, they had the potential to affect the stock prices of companies
discussed in the column because of the “quality and integrity” of the information. The defendant
was charged with passing advance information on the columns to two co-conspirators who
executed pre-publication trades and earned profits of $690,000. The Supreme Court held that the
defendant had violated the wire fraud statute because the rightful owner of the information
contained in the columns had been deprived of itsright to the exclusive use of the information.
484 U.S. at 26.
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information. Under this theory, the government must prove that the defendant took steps to
actively conceal the misappropriation. The United States is not, however, required to provethat
the defendant realized any financid gain from the theft or attempted theft.

[lludtrative of thistheory is United Statesv. Kdly, 507 F. Supp. 495 (E.D. Pa. 1981), in
which the two defendants were charged with mail fraud for unauthorized use of their company’s
computer time and storage facilities for the development of a private business venture. The jury
found that the defendants defrauded Univac of their loyal and faithful services as employees, and
used the mailsin furtherance of their scheme. The court denied the defendants’ post-trial
motions arguing that their convictions should be overturned because the government faled to
prove that the goal of the fraudulent scheme was to obtain money or some tangible property right
from Univac. The court noted that a private employee may be convicted for mail fraud for
failure to render honest and faithful services to his employer if he devises a scheme to deceive,
mislead, or conceal material information. The evidence that the defendants violated company
policy by extensively using their employer’ s computer fecilities for their own gain, in
combination with the steps they took to conceal their use from their employer, was sufficient to
sustain the conviction.

3. Disclosing government trade secrets, 18 U.S.C. § 1905

Section 1905 statute provides for misdemeanor penalties for government empl oyees who,
inter alia, “divulge” or “disclose” government trade secrets. In the only reported decision
involving the disclosure of confidential government information, the court in United States v.
Wallington, 889 F.2d 573 (5th Cir. 1989), upheld the defendant’ s conviction for running
background checks on several people who afriend of the defendant suspected of drug dealing.

4 Interstate transportation or receipt of stolen property, 18 U.S.C.
§§ 2314, 2315

The Interstate Transportation of Stolen Property Act (“ITSP’), 18 U.S.C. § 2314 imposes
criminal liability on:

Whoever transports, transmits, or transfersin interstate or foreign commerce any
goods, wares, merchandise, securities or money, of the vaue of $5,000 or more,
knowing the same to have been stolen, converted or taken by fraud.

See U.S. Attorney’ s Manud. 88 9-61.260 - 9.61.261(A-D). 18 U.S.C. § 2315 addresses
receiving stolen property, making it a crime to “receive, possess, conceal, store, barter, sell, or
dispose” such property. In dl other respects 18 U.S.C. 88 2314 and 2315 are substantively
identicd.

In a proprietary information case, a prosecutor should prove the first element, the
transportation in interstate commerce, in the same manner as with any other stolen goods, wares
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or other merchandise casg, i.e., by establishing that vauable proprietary information was
transported across state lines.

The statute does not define the terms goods, wares or merchandise and courts are divided
on under what circumstances intangible property such as trade secrets constitutes “ goods, wares
or merchandise.” In one case, the court dismissed the indictment for transporting the source code
of acomputer program from Georgiato New Mexico. United Statesv. Brown, 925 F.2d 1301
(10th Cir. 1991). The government admitted it could not prove either that the defendant copied
the source code onto the company’ s diskettes or that the defendant had in his possession any
tangible property belonging to the company. 1d. at 1303. The Brown court held that “[p]urely
intellectual property,” such as the source code appropriated by the defendant, is not covered by
18 U.S.C. § 2314: “It can be represented physically, such as through writing on a page, but the
underlying, intellectual property itself, remainsintangible” and thus “cannot constitute goods,
wares, merchandise which have been stolen, converted or taken within the meaning of § 2314 or
2315.” 925 F.2d at 1307-08. In reaching its decision the court relied upon United Statesv.
Dowling, 473 U.S. 207 (1985). See also supra Section VI.B at page 93 (discussing application of
Dowling to charging 18 U.S.C. § 2314 for intellectual property crimes).

The Brown court did distinguish a situation in which the defendant illegally appropriates
atangible item containing an intangible component, such as a chemical formulawritten on a
stolen piece of paper. The court suggested that such an appropriation would violate 18 U.S.C.

§ 2314, even where the value of the paper itself isinggnificant and the overdl value isalmost
wholly derived from the intangible component. 925 F.2d at 1307-08 n.14 (citing United Statesv.
Stegora, 849 F.2d 291, 292 (8th Cir. 1988)).

The court in United States v. Bottone, 365 F.2d 389 (2d Cir.), cert. denied, 385 U.S. 974
(1966), which pre-dates Dowling, reached the opposite result. The defendants in Bottone
removed papers describing manufacturing processes from their place of employment and made
copies outside the office. They returned the originals and then transported the copies in intergate
commerce. In upholding defendants convictions under 18 U.S.C. § 2314, Judge Friendly stated:

when the physicd form of the stolen goods is secondary in every respect to the
matter recorded in them, the transformation of the information in the stolen papers
into atangible object never possessed by the original owner should be deemed
immaterid. It would offend common sense to hold that these defendants fall
outside the statute ssmply because, in efforts to avoid detection, their confederates
were & pains to restore the original papersto [their employer] and transport only
copies or notes, although an oversight would have brought them within it.

365 F.2d at 394. Similarly, in United Statesv. Riggs, 739 F. Supp. 414, 420 (N.D. Ill. 1990), the
court rgected the defendant’ s “disingenuous’ argument that he merely transferred electronic
impulses (albeit impul ses containing computerized text files belonging to Bell South) across state
lines. “This court sees no reason to hold differently simply because [defendant] stored the
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information inside computers instead of printing it out on paper. In either case, the information
isin atransferrable, accessible, even salable form.” |Id. at 421.%

Despite Brown, where the defendant has transported the intellectual property within a
stolen tangible medium — for example, company paper or computer diskettes — courts have
uniformly found that section 2314 or section 2315 applies. See United Statesv. Lyons, 992 F.2d
1029, 1033 (10th Cir. 1993) (“The fact that the [defendant] stole the software in conjunction with
the theft of tangible hardware distinguishes this case from Brown. Brown recognizes that the
theft of intangible intellectual property in conjunction with the theft of tangible property falls
within theambit of § 2314.”); United Statesv. L ester, 282 F.2d 750 (3d Cir.) (originals and
copies of geophysical maps made by defendants on the victim’s own copying equipment with the
victim’s supplies are covered under § 2314), cert. denied, 364 U.S. 937 (1961); United States v.
Seagraves, 265 F.2d 876 (3d Cir. 1959) (same facts as Lester); United States v. Greenwald, 479
F.2d 320 (6th Cir.) (original documents containing trade secrets about fire retardation processes),
cert. denied 414 U.S. 854 (1973); Hancock v. Decker, 379 F.2d 552 (5th Cir. 1967) (state
conviction for theft of 59 copies of a computer program was supported by similar federal court
rulings under § 2314, citing Seagraves).

22 Thereare aso at least two other decisions that, in general, support the position that
transporting intangible property in interstate commerce violates 18 U.S.C. § 2314. However,
both these cases involve the interstate transportation of illegal copies of copyrighted works and
their continuing viability is suspect in light of the Supreme Court’s decision in United Statesv.
Dowling, which specificadly held that 18 U.S.C. § 2314 does not reach the interstate
transportation of unauthorized copies of copyrighted works. See United Statesv. Belmont, 715
F.2d 459 (9th Cir.) (holding that transporting in interstate commerce illegal “off the air”
videotape copies of motion pictures protected by copyright violated 18 U.S.C. § 2314), cert.
denied, 465 U.S. 1022 (1984); United States v. Gottesman, 724 F.2d 1517 (2d Cir. 1984)
(holding among other things that intangible idea protected by copyright is effectively made
tangible by its embodiment upon videotapes and thereby covered by the National Stolen Property
Act) .
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CONCLUSION

Intellectual property is an increasingly important part of the United States economy.
Although misappropriation of intellectual property is on the rise, Congress has continualy
expanded and strengthened criminal laws for violations of intellectud property rights. The
current statutory scheme provides a workable means for law enforcement to investigate and
prosecute intell ectua property crimes. Among the most significant provisions are the following:

. The trademark counterfeiting crimeis set out at 18 U.S.C. § 2320

. The infringement crime provisions at 17 U.S.C. § 506(a) and 18 U.S.C. § 2319
. The counterfeit labeling provision at 18 U.S.C. § 2318

. Theft of trade secretsis prohibited by 18 U.S.C. §8§ 1831 & 1832

Experience has proven that federal investigators and prosecutors can bring cases under these
provisions that result in punishment for the wrongdoer as well as deterrence for intellectual
property crimes.

This manual isintended be a useful resource to law enforcement in investigating and
prosecuting intellectual property crimes. In order for usto stay abreast of the current
developmentsin this rapidly evolving area of the law, we would like to hear about prosecutions
involving the criminal intellectual property statutes. Please dso contact us with any comments,
corrections or contributions regarding this manud or for legal advice or litigation assigance. We
can be reached for such contact at (202) 514-1026.
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APPENDIX A: Intellectual Property Contact List

1. Federal Law Enforcement Contacts
Organization Address Comments
Computer Crime 1301 New York Avenue NW Guidance and support on
and Intellectual Suite 600 prosecuting intellectual property
Property Section Washington, DC 20530 cases, resources and materials
(CCIPS); Criminal | tel: 202-514-1026 used for prosecuting intellectual
Division, U.S. fax: 202-514-6113 property cases; activein
Department of http://www.cybercrime.gov development of intellectual
Justice http://www.usdoj.gov property enforcement policy;
support and oversight of the
federal prosecution of intellectual
property crimes and the
Intelectual Property Rights
Initiative
Until October 11, 2001,
coordination of approvalson
prosecutions under 18 U.S.C.
§ 1832 of the Economic Espionage
Act
Intellectual Intdlectual Property Rights Joint center to coordinate
Property Rights Coordination Center enforcement of intellectual
Coordination 1300 Pennsylvania Avenue NW property rights by the U.S.
Center, U.S. Room 3.5A Customs Service and the FBI

Customs Service &
Federal Bureau of
Investigation (FBI)
(Joint center)

Washington, DC 20229
tel: 202-927-0810
fax: 202-927-4093
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Organization

Address

Comments

Financia Crimes
Section, Federd
Bureau of
Investigation (FBI),
U.S. Department of
Justice

Participant in
Intellectual
Property Rights
Coordination
Center (see above)

J. Edgar Hoover FBI Building
Financia Crimes Section

935 Pennsylvania Avenue NW
Washington, DC 20535
http://www.fbi.gov

tel: 202-324-6334

fax: 202-324-6248

email: ipr.fcs@fbi.gov

Support and oversight of the FBI's
intellectual property rights
enforcement program

U.S. Customs
Service U.S.
Department of the
Treasury

Various groups:

1. Intellectua
Property Rights
Program

2. Intellectual
Property Rights
Branch, Office of
Regulations and
Rulings

3. CyberSmuggling
Center

Participant in
Intellectual
Property Rights
Coordination
Center (see above)

Intelectual Property Rights
Program

1300 Pennsylvania Avenue NW
Room 7.3A

Washington, DC 20229

tel: 202-927-3944

fax: 202-927-1202
http://www.customs.treas.gov

Support and oversight of the U.S.
Customs Service intellectual
property rights enforcement
program

Intellectual Property Rights
Branch

Office of Regulations and Rulings
U.S. Customs Service
Washington, DC 20229

tel: 202-927-2330

fax: 202-927-1876

Guidance on quegtions relating to
importation of infringing
intellectual property

CyberSmuggling Center
Cyber Crimes Unit

1320 Random Hills Road
Suite 400

Fairfax, VA 22030

tel: 703-293-8005

fax: 703-293-9127

Center to focus Customs resources
on Internet crimes, including
intellectual property rights
violations (including music and
software)
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Organization Address Comments
Fraud Group, U.S. Postal Inspection Service Support and oversight of Postal
Postal Inspection Fraud Group Inspection Service's mail fraud

Service, U.S. Postal
Service

475 L’Enfant Plaza SW
Washington, DC 20260-2169
tel: 202-268-5430

fax: 202-268-4563
http://www.framed.usps.com/
postalinspectors/

enforcement nationwide, including
Investigation of intellectual
property crimes committed by use
of the mals.

Office of Criminal

Office of Criminal Investigations

Support and oversight of FDA’s

Investigations, 7500 Standish Place enforcement of violations of laws
Food and Drug Suite 250N related to mislabeed foods, drugs,
Administration Rockville, MD 20855 and cosmetics

tel: 301-294-4030

fax: 301-594-1971

http://www.fda.gov/ora/
National Fraud National Fraud Center / Internet Provides reporting of fraud over

Center, Internet
Fraud Complaint
Center, FBI &
National White
Collar Crime
Center (Joint
center)

Fraud Complaint Center
http://www.ifccfbi.gov

the Internet; alerts authorities of
suspected crimind or civil
violations; offers law enforcement
and regulatory agencies a central
repository for complaints related
to Internet fraud
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2. Trademark Organization Contacts

Organization Address Comments
United States Genera Information Services Information on obtaining certified
Patent and Division copies of trademark registration
Trademark Office | U.S. Patent and Trademark Office
(USPTO) Crystal Plaza 3

Room 2C02

Arlington, VA 20231
tel: 800-786-9199
fax: 703-308-7048

To obtain a copy of atrademark
registration:

Office of Public Records
Crystd Gateway 4

Suite 300

1213 Jefferson Davis Highway
Arlington, VA 22202

tel: 800-972-6382

fax: 703-305-8759
http://www.uspto.gov

Internationd Anti-
Counterfeiting

1725 K Street NW
Suite 1101

Association representing
industries affected by

Coalition Washington, DC 20036 counterfeiting
(IACC) tel: 202-223-6667

fax: 202-223-6668

http://www.iacc.org
International 1133 Avenue of the Americas Association representing
Trademark New York, NY 10036 trademark ownersin all industries
Association tel: 212-768-9887
(INTA) fax: 212-768-7796

http://www.inta.org
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3. Copyright Organization Contacts

Organization

Address

Comments

Library of Congress

Copyright Office

Certifications & Documents

LM 402
Washington, DC 20559
tel: 202-707-6787

http://www.loc.gov/copyright

Information on obtaining certified
copies of copyright registrations

American Film
Marketing
Association
(AFMA)

10850 Wilshire Boulevard
9th Floor

Los Angeles, CA 90024
tel: 310-446-1000

fax: 310-446-1600
http://www.afma.com

Association representing the
independent motion picture and
television industry

Association of
American
Publishers (AAP)

50 F Street NW
Washington, DC 20001
tel: 202-347-3375

fax: 202-347-3690
http://www.publishers.org

Association representing
publishers of reference works,
scientific medicd, technical,
professional, and scholarly books
and journals; and classroom
instructional and testing materials
in print and electronic formats

Business Software
Alliance (BSA)

1150 18th Street NW
Suite 700

Washington, DC 20036
tel: 202-872-5500

fax: 202-872-5501
http://www.bsa.org

Association representing major
software and e-commerce
developers

Interactive Digital
Software
Association
(IDSA)

1211 Connecticut Avenue NW

Suite 600

Washington, DC 20036
tel: 202-223-2400

fax: 202-223-2401
http://www.idsa.com

Association representing
companies that publish video and
computer games for video
consoles, personal computers and
the Internet
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Organization Address Comments
International 1747 Pennsylvania Avenue NW Coalition of seven U.S.
Intellectual Suite 825 associations working to improve

Property Alliance
(11PA)

Washington, DC 20006
tel: 202-833-4198

fax: 202-872-0546
http://www.iipa.com

international copyright protection
and enforcement

International
Intellectual
Property Institute
(1))

201 Massachusetts Avenue NE
Suite C-3

Washington, DC 20002

tel: 202-544-6610

fax: 202-478-1955
http://www.iipi.org

Organization dedicated to
improving intellectual property
systems around the world

Intellectual
Property Owners
Association
(IPO)

1255 23rd Street NW
Suite 200

Washington, DC 20037
tel: 202-466-2396

fax: 202-466-2893
http://www.ipo.org

Associ ation representing owners
of intellectual property

Motion Picture
Association of
America(MPAA)

15503 Ventura Boulevard
Encino, CA 91436

tel: 818-995-6600

fax: 818-382-1785
http://www.mpaa.org

Association representing the film
and entertainment industry

Recording Industry | 1330 Connecticut Avenue NW Association representing the
Association of Suite 300 United States recording industry
America (RIAA) Washington, DC 20036

tel: 202-775-0101

fax: 202-775-7253

http://www.riaa.org
Software and 1730 M Street NW Association representing software
Information Suite 700 and information industry
Industry Washington, DC 20036
Association tel: 202-452-1600
(SIIA) fax: 202-223-8756

http://www.siia.net
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APPENDIX B: Sample Indictment and Jury Instructions for Trademark Counterfeiting,
18 U.S.C. § 2320

1. Sample Indictment for Trademark Counterfeiting

TRAFFICKING IN COUNTERFEIT GOODS OR SERVICES
18 U.S.C. §2320

On or about the day of , 2000, in the District of

, the defendant , did intentiondly traffic in goods or services,

pecificaly [describe items or services], knowingly using on or in connection with such goods or

services a counterfeit mark, to wit aspurious mark identical to or substantidly indistinguishable

from [describe mark], which mark isin use and is registered for those goods or services on the

principa regiger of the United States Patent and Trademark Office, the use of which counterfeit
mark islikely to cause confusion, to cause mistake, and to deceive, in violation of Title 18

United States Code, Section 2320(a).
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2. Sample Jury Instructions for Trademark Counterfeiting

TRAFFICKING IN COUNTERFEIT GOODS OR SERVICES
18 U.S.C. §2320

Elements of the offense:

The defendant ischarged in Count ___ of the indictment with trafficking in counterfeit
goods or servicesin violation of Section 2320(a) of Title 18 of the United States Code. In order
for the defendant to be found guilty of this crime, the Government must prove each of the
following elements beyond a reasonable doubt:

1 That the defendant trafficked or attempted to traffic in goods or services,
specifically [describe items or services);

2. That such trafficking, or attempt to traffic, was intentional;

3. That the defendant used a counterfeit mark on or in connection with goods or
services, and

4. That the defendant knew the mark so used was counterfeit.

Sources: 18 U.S.C. § 2320(a)

First element — trafficked in goods or services:

The first element is that the defendant trafficked or attempted to traffic in goods or
Services.

The term “traffic” means to transport, transfer or otherwise dispose of, to another, as
consideration for anything of value, or to make or obtain control of with intent to so trangport,
transfer or dispose of.

Sources: 18 U.S.C. 88 2320(a) and (d)(2)

Second dement — intentiond:

The second element of the offense charged is that the trafficking or atempt to traffic was
intentiond.

Anactis“intentiond” if done deliberately or on purpose. The Government, however, is
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not required to prove that the defendant intended to violate the law, only that the defendant acted
deliberately or on purpose.

Sources. 18 U.S.C. § 2320(a)
United States v. Gantos, 817 F.2d 41, 42-43 (8th Cir.), cert. denied, 484 U.S. 860
(1987)
United States v. Baker, 807 F.2d 427, 428-30 (5th Cir. 1986)

Third element — use of counterfeit mark:

The third element is that the defendant used a counterfeit mark on or in connection with
the goods or services.

A “counterfeit mark” isamark that is spurious, or not genuine or authentic. Itisidentical
with, or substantially indistinguishable from, a mark in use and registered for those same goods
or services on the principal register in the United States Patent and Trademark Office. Findly, a
counterfeit mark is a mark the use of which islikely to cause confusion, to cause mistake, or to
deceive.

A certificate of registration from the United States Patent and Trademark Office is prima
facie evidence of the validity of the registered mark, of the ownership of the mark, and of the
owner’s exclusive right to use the registered mark. That is, such a certificate is sufficient proof
of the existence of avalid registered mark unless outweighed by other evidence in the case. The
Government is not required to prove that the defendant knew the mark was so registered.

In determining whether there exists a likelihood of confusion, you may consider various
factors, including the type of trademark, the similarity of the design, the similarity of the product,
the identity of the retailers and purchasers, the similarity of the advertising media used, the
defendant’ s intent, and any actual confusion. None of these factors, however, is essential to a
finding of likely confusion.

The statute does not require a showing that the direct purchasers would be confused,
mistaken or deceived. It issufficient that thereisalikelihood of confusion, mistake, or
deception as to any member of the buying public, even a person who seesthe product after its
purchase. Therefore, it isnot a defense that the defendant told the immediate purchaser that the
item was not genuine. The test is whether an average consumer examining the product would be
deceived into believing that the product was made by the genuine trademark owner.

Sources: 18 U.S.C. §2320(a)
15 U.S.C. § 1057(b)
United States v. Hon, 904 F.2d 803, 806 (2nd Cir. 1990), cert. denied, 498 U.S.
1069 (1991)
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United Statesv. Yamin, 868 F.2d 130, 133 (5th Cir.), cert. denied, 492 U.S. 924
(1989)

United States v. Gantos, 817 F.2d 41, 42-43 (8th Cir.), cert. denied, 484 U.S. 860
(1987)

United Statesv. Torkington, 812 F.2d 1347, 1352 (11th Cir. 1987)

Fourth e ement — knowledge:

The fourth and final element is that the defendant knew the mark so used was counterfeit.
This means that the defendant was aware or had a firm belief of the counterfeit nature of the
mark. This element may be satisfied through circumstantial evidence, such as the method of
purchasing of the goods, the manner of delivery, packaging conventions, and an unusually low
price.

[If you find beyond a reasonable doubt that the defendant deliberately closed his or her
eyes to what would otherwise have been obvious and acted with a conscious purpose to avoid
learning the truth that the mark was counterfeit, then you may conclude that the defendant knew
the mark used was counterfeit. However, guilty knowledge may not be established by
demonstrating that the defendant was merely negligent, foolish or mistaken. In addition, if you
find that the defendant actually believed that the mark was genuine, he may not be convicted.

It isentirely up to you whether you find that the defendant deliberately closed his or her eyes and
any inference to be drawn from the evidence on this issue.]®

Sources: 18 U.S.C. § 2320(a)
1L. Sand, et. al., Modern Federal Jury Instructions 3A-1, 3A-2
United Statesv. Stewart, 185 F.2d 112, 126 (3rd Cir. 1999)
United States v. Sung, 51 F.2d 92, 94 (7th Cir. 1995)
Joint Statement on Trademark Counterfeiting Legislation, 130 Cong. Rec.
H.121076, H.12076-77

2 Care must be exercised when offering the so-called “ conscious avoidance” or “ostrich”
instruction in brackets above, first set forth in United Statesv. Jewell, 532 F.2d 697 (9th Cir.) (en
banc), cert. denied, 426 U.S. 951 (1976). There are significant differences throughout the circuits
regarding the appropriateness of such an instruction and the precise language to be used.
Attorneys are well advised to consult local circuit opinion on this matter prior to proceeding with
a Jewell instruction.
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APPENDIX C: Sample Indictments and Jury Instructions for Criminal Copyright
Infringement, 17 U.S.C. § 506(a) & 18 U.S.C. § 2319

1. Sample Indictment for Felony Copyright Infringement

CRIMINAL INFRINGEMENT OF A COPYRIGHT — FELONY
17 U.S.C. §506(a), 18 U.S.C. § 2319

On or about the day of , 2000 [or arange of dates during a 180-day

period], in the District of , the defendant , did

willfully { and for the purpose of commercial advantage or private financial gain} infringe the

copyright of a copyrighted work, to wit [describe work, e.g., X Corporation Computer Program],

by reproducing and distributing during a 180-day period ten (10) or more copies of the
copyrighted work which have aretail value of $2,500 or more,® in violation of Title 17 United
States Code, Section 506(a)(2) {506(a)(1)} and Title 18 United States Code, Section 2319(c)(1)

{2319(b)(1)} 2

A minority of circuits require that the Government affirmatively prove the absence of a

“first sale” where the infringement is committed by distribution. See Section 111.C.2 at page 50
(discussing the ‘first sale’ doctrine in criminal cases). In those circuits, it may be necessary to
include language alleging the absence of a“first sal€’ in the indictment.

% Inafelony copyright infringement case, there is a greater maximum penalty of 5 years

(rather than 3 years) if the Government proves at trial that the infringement was for the purposes
of commercial advantage or private financial gain. 18 U.S.C. 88 2319(b)(1) and (c)(1). The
additional requirement of proving the defendant acted for the purpose of commercia advantage
or private financia gain is distinguished throughout this sample with fancy brackets ({....}).
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2. Sample Jury Instructions for Felony Copyright Infringement

CRIMINAL INFRINGEMENT OF A COPYRIGHT — FELONY
17 U.S.C. § 506(a), 18 U.S.C. § 2319

Elements of the offense — felony copyright infringement:

The defendant is charged in Count ___ of the indictment with the criminal infringement of
acopyright in violation of Section 506(a)(2) {506(a)(1)} of Title 17 and Section 2319(c)(1)
{2319(b)(1)} of Title 18 of the United States Code. In order for the defendant to be found guilty
of this crime, the Government must prove each of the following € ements beyond a reasonable
doubt:

1 That a copyright exists for [describe work, e.g., X Corporation Computer
Program];

2. That the defendants infringed the copyright in this software by reproducing or
distributing copies of the copyrighted work;

3. That the defendant, in infringing the copyright, acted willfully; and

4, That the defendant reproduced or distributed during a 180-day period at least ten
(10) copies of the software which have atotal retail value of $2,500 or more.®

{5.  That the act of infringement was for the purpose of commercial advantage or
private financial gain.}*

Sources: 17 U.S.C. 8106
17 U.S.C. § 506(a)(2) {506(a)(1)}
18 U.S.C. § 2319(c)(1) { 2319(b)(1)}

% A minority of circuits require that the Government affirmatively prove the absence of a

“first sale” where the infringement is committed by distribution. See Section 111.C.2 at page 50
(discussing the ‘first sale’ doctrine in criminal cases). In those circuits, it would be necessary to
instruct the jury as to that additional dement.

2 In afelony copyright infringement case, there is a greater maximum penalty of 5 years

(rather than 3 years) if the Government proves at trial that the infringement was for the purposes
of commercial advantage or private financial gain. 18 U.S.C. 88 2319(b)(1) and (c)(1). The
additional requirement of proving the defendant acted for the purpose of commercia advantage
or private financia gain is distinguished throughout this sample with fancy brackets ({....}).
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First element — copyright exists.

The first element of this offenseis that a copyright exists for [describe work].

A person who holds a copyright is entitled to a certificate of registration from the
Copyright Office. This certificate is primafade evidence of the validity of the copyright,
meaning such evidence is sufficient to establish thereis avalid copyright for the software unless
outweighed by other evidence in the case.

Sources: 17 U.S.C. 8§ 506
17 U.S.C. §410(c)
United Statesv. Taxe, 540 F.2d 961, 966 (9th Cir. 1976), cert. denied, 429 U.S.
1040 (1977)
Autoskill v. National Educ. Support Sys., Inc., 994 F.2d 1476, 1487 (10th Cir.
1993)

Second dement — infringement:

The second element of the offenseis that the defendant infringed the copyright in this
software by reproducing or distributing one or more copies of the software.

A “computer program” is a set of statements or instructions to be used directly or
indirectly in a computer in order to bring about a certain result.

A “copy” of acomputer program is amaterial object in which acomputer programis
fixed by any method from which the computer program can be perceived, reproduced, or
otherwise communicated, either directly or with the aid of a machine or device. The term
includes the material object in which the work isfirst fixed.

An infringement of a copyright occurs whenever someone who is not the copyright owner
and who has no authorization from the owner does an act that is the exclusive right of the
copyright owner. Among the exclusive rights given to the owner of avalid copyright is the right
to reproduce and the right to distribute the copyrighted work. In this case, the Government
alleges that the defendant infringed the copyright by reproducing or distributing copies of the
protected software.

The Government need not demonstrate that the alleged copies are identical to the original
work in al respects. Infringement may be shown by demonstrating a*“ substantial similarity”
between the original work and a copy. A copy is substantially similar to the original work if you
find that an ordinary reasonable person would conclude the defendant unlawfully appropriated
the copyright owner’s work by taking material of substance and value.
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Y ou are further instructed that the Government may prove infringement through direct or
circumstantial evidence.

Source: 17 U.S.C. 88 101, 106(1) and (3)
18 U.S.C. §2319(e)
Kepner-Tregoe, Inc., v. L eadership Software, Inc., 12 F.3d 527, 532 (5th Cir.),
cert. denied, 513 U.S. 820 (1994)
McCulloch v. Albert E. Price, Inc., 823 F.2d 316, 318-19 (9th Cir. 1987)
United Statesv. Cross, 816 F.2d 297, 303 (7th Cir. 1987)
United Statesv. O’ Reilly, 794 F.2d 613, 615 (11th Cir. 1986)
Atari, Inc. v. North American Philips Consumer Elec. Corp., 672 F.2d 607, 614
(7th Cir.), cert. denied, 459 U.S. 880 (1982)
Playboy Enterprisesv. Frena, 839 F. Supp. 1552, 1556 (M.D. Fla. 1993)

Third element — willful intent:

The third element is that the defendant acted willfully when he or she infringed the
copyright.

To act “willfully” means to act with knowledge that one s conduct is unlawful and with
the intent to do something thelaw forbids, that isto say with the purpose to disobey or to
disregard the law.

Whether the defendant acted willfully may be proven by the defendant’ s conduct and by
all of the facts and circumstances surrounding the case. The Government may prove
infringement through direct or circumstantial evidence.

Conduct is not “willful” if due to negligence, inadvertence, or mistake. Moreover, mere
evidence of reproduction or distribution of acopyrighted work, by itself, shall not be sufficient to
establish willful infringement.?®

Sources: 17 U.S.C. 8506(a)
United States v. Cross, 816 F.2d 297, 300-1 (7th Cir. 1987)
1L. Sand, et. a., Modern Federal Jury Instructions 3A-3

8 Circuits differ whether to include a general instruction defining the term “willfully,” with
some rejecting a separate instruction because of the difficulty in formulating a single instruction
that accurately encompasses the different meanings of thisterm. See 1A O’'Malley & d., Federal
Jury Practice and Instructions § 17.05 (5th ed. 2000). To the extent a general instruction defining
“willfully” is recommended or approved, prosecutors should rely upon the appropriate pattern
jury instruction approved in their circuit.
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Fourth element — ten (10) copies with value of $2,500 or more within a 180-day period:

The fourth element of the offense isthat the defendant reproduced or distributed at |east
ten (10) copies of the software with atotal retail value of $2,500 or more within a 180-day
period.

Sources. 17 U.S.C. §506(a)(2)
18 U.S.C. § 2319(c)(1)

Optional enhancement:

{ Fifth element — purpose of commercial advantage or private financial gain:

The fifth element is that the act of infringement was for the purpose of commercial
advantage or private financial gain. The Government, however, need not prove that the
defendant actudly received a profit from theinfringement. The Government need only establish
that the defendant acted with the hope or expectation of some commercid advantage or private
financial gain.}*

Sources: 17 U.S.C. 8 506(a)(1)
18 U.S.C. § 2319(b)(1)
United States v. Cross, 816 F.2d 297, 300-1 (7th Cir. 1987)
United States v. Shabazz, 724 F.2d 1536, 1540 (11th Cir. 1984)}

2  |nafelony copyright infringement case, there is a greater maximum penalty of 5 years
(rather than 3 years) if the Government proves at trial that the infringement was for the purposes
of commercial advantage or private financial gain. 18 U.S.C. 88 2319(b)(1) and (c)(1). The
additional requirement of proving the defendant acted for the purpose of commercial advantage
or private financial gain is distinguished throughout this sample with fancy brackets ({...}).
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3. Sample Indictments for Misdemeanor Copyright Infringement

Note: Felony infringement requires proof that the defendant reproduced or distributed at
least ten copies of the software with atota retail value of $2,500 or more within a 180-day
period. In contrast, a misdemeanor offense may be established either by showing: (1) willful
interference with any of the exclusive rightsin copyrighted works for the purpose of commercial
advantage or private financia gain; or (2) willful reproducing or distributing copyright works
with atotal retail value of at least $1,000 of the infringed items. 18 U.S.C. § 2319(b)(3), (c)(3).
Both misdemeanor alternatives are provided here:

CRIMINAL INFRINGEMENT OF A COPYRIGHT — MISDEMEANOR
17 U.S.C. §506(a), 18 U.S.C. § 2319

Misdemeanor copyright infringement — commercial advantage or private financial gain:

On or about the day of , 2000, in the District of ,

the defendant , did willfully and for the purpose of commercial advantage or

private financial gain infringe the copyright of acopyrighted work, to wit [describe work, e.9., X

Corporation Computer Program], by [describe nature of infringement], in violation of Title 17

United States Code, Section 506(a)(1) and Title 18 United States Code, Section 2319(b)(3).

Misdemeanor copyright infringement — total retail value of more than $1,000:

On or about the day of , 2000, in the District of ,

the defendant , did willfully infringe the copyright of acopyrighted work, to

wit [describe work, e.q., X Corporation Computer Programy], by reproducing and distributing

within a 180-day period one or more copies of the copyrighted work which have atotal retail
value of more than $1,000, in violation of Title 17 United States Code, Section 506(a)(2) and

Title 18 United States Code, Section 2319(c)(3).
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4. Sample Jury Instructions for Misdemeanor Copyright Infringement

Note: Felony infringement requires proof that the defendant reproduced or distributed at
least ten copies of the software with atotal retail value of $2,500 or more within a 180-day
period. In contrast, a misdemeanor offense may be established either by showing: (1) willful
interference with any of the exclusive rights in copyrighted works for the purpose of commercial
advantage or private financia gain; or (2) willful reproducing or distributing copyright works
with atotal retail value of at least $1,000 of the infringed items. 18 U.S.C. 88 2319(b)(3) and
(c)(3). Both misdemeanor alternatives are provided here with bracketed instructions to be given
in cases of reproduction and distribution with atotal retail value of $1,000 or more.

CRIMINAL INFRINGEMENT OF A COPYRIGHT — MISDEMEANOR
17 U.S.C. §506(a), 18 U.S.C. § 2319

Elements of the offense — misdemeanor copyright infringement:

The defendant is charged in Count ___ of the indictment with the criminal infringement of
acopyright in violation of Section 506(a)(1) [or 506(a)(2)] of Title 17 and Section 2319(b)(3) [or
2319(c)(3)] of Title 18 of the United States Code. In order for the defendant to be found guilty of
this crime, the Government must prove each of the following elements beyond a reasonable
doubt:

1. That a copyright exists for [describe work, e.g., X Corporation Computer
Program];

2. That the defendants infringed the copyright of thiswork by [describe nature of
infringement] [or, if not for purposes of commercial advantage or private financial
gain, “That the defendants infringed the copyright in this software by reproducing
or digributing copies of the copyrighted work”];

3. That the defendant, in infringing the copyright, acted willfully; and

4, That the act of infringement was for the purpose of commercial advantage or
private financial gain [or “ That the defendant reproduced or distributed within a
180-day period one or more copies of the copyrighted work with atotal retail
value of more than $1,000"].

Sources. 17 U.S.C. 8§ 506(a)(1) [506(a)(2)]
18 U.S.C. § 2319(b)(3) [2319(c)(3)]

Note: For jury instructions relating to the substance of these elements, see analogous
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instructions from the felony copyright infringement instructions above.
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APPENDIX D: Sample Indictment and Jury Instructions for Trafficking in Counterfeit
Labels, 18 U.S.C. § 2318

1. Sample Indictments for Trafficking in Counterfeit Labels and Computer
Program Documentation

Note: Federal law prohibits the trafficking in counterfeit labels affixed or designed to be
affixed to certain copyrighted works, including a phonorecord, a copy of acomputer program, a
motion picture or other audiovisual work. 18 U.S.C. § 2318(g). Inaddition, the statute prohibits
trafficking in counterfeit copyrighted documentation or packaging for a computer program. 1d.
Both alternatives are provided here*

TRAFFICKING IN COUNTERFEIT LABELS
OR COMPUTER PROGRAM DOCUMENTATION
18 U.S.C. § 2318

Trafficking in counterfeit labds:

On or about the day of , 2000, in the District of

, the defendant , did knowingly traffic in counterfeit labels affixed

or designed to be affixed to [specify one of the following — a phonorecord, a copy of a computer

program or documentation or packaging for a computer program, or a copy of a motion picture or

other audiovisual work], to wit [describe item], a copyrighted work [or another circumstance

establishing federal jurisdiction as set forth in 18 U.S.C. § 2318(c)], in violation of Title 18
United States Code, Sections 2318(a) and (¢)(3) [or another subsection of § 2318(c) if not relying

on copyright to establish federd jurisdiction].

% Federal jurisdiction is established most commonly by the copyright but the copyright is
not necessary. Federal jurisdiction is provided by any of four circumstances. (1) the offenseis
committed within the special maritime and territorial jurisdiction of the United Statesor within
the specia aircraft jurisdiction of the United States; (2) the mail or afacility of interstate or
foreign commerce is used or intended to be used in the commission of the offense; (3) the
counterfeit label is affixed to or encloses or is designed to be affixed to or enclose, a copy of a
copyrighted computer program, motion picture or other audiovisual work, or a phonorecord of a
copyrighted sound recording; or (4) the counterfeited documentation or packaging for a computer
program isitself copyrighted. 18 U.S.C. § 2318(c)(1)-(4).
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Trafficking in counterfeit documentation or packaging for a computer program:

On or about the day of , 2000, in the District of

, the defendant , did knowingly traffic in counterfeit copyrighted

[or another circumstance establishing federal jurisdiction as set forth in 18 U.S.C. § 2318(c)]

documentation or packaging for a computer program, to wit [describe documentation/packaging

and computer program], in violation of Title 18 United States Code, Sections 2318(a) and (¢)(4)

[or another subsection of § 2318(c) if not relying on copyright to establish federal jurisdiction].
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2. Sample Jury Instructions for Trafficking in Counterfeit Labels

TRAFFICKING IN COUNTERFEIT LABELS
18U.S.C. §2318

Elements of the Offense — trafficking in counterfeit |abels:

The defendant ischarged in Count ____ of theindictment with knowingly trafficking in
counterfeit labels affixed or designed to be affixed to [specify one of the following —a
phonorecord, a copy of a computer program or documentation or packaging for a computer
program, or a copy of a motion picture or other audiovisual work], in violation of Section
2318(a) of Title 18 of the United States Code. In order for the defendant to be found guilty of
this crime, the Government must prove each of the following elements beyond a reasonable
doubt:

1. That the defendant acted knowingly;

2. That the defendant trafficked in counterfeit |abels affixed or designed to be
affixed to [specify one of the following — a phonorecord, a copy of a computer
program or documentation or packaging for a computer program, or a copy of a
motion picture or other audiovisual work], namely [describe item];

3. That the labels were counterfeit; and

4, That a copyright exists for [describe item] [or another circumstance establishing
federal jurisdiction as set forth in 18 U.S.C. § 2318(c)].

Source: 18 U.S.C. 88 2318(a) and (c)

First el ement (trafficking in counterfeit labels) — knowledge:

Thefirst dement the Government must proveisthat the defendant acted knowingly.
A person acts “knowingly” if he or she acts intentionally and voluntarily, and not because of
ignorance, mistake, accident, or carelessness. Whether the defendant acted knowingly may be
proven by the defendant’ s conduct and by all of the facts and circumstances surrounding the
case®

[In determining whether the defendant acted knowingly, you may consider whether the
defendant deliberately closed his or her eyes to what would otherwise have been obvious to him.

3 Prosecutors should rely upon the gppropriate pattern jury instructionsin their circuit to
define “knowingly.”
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If you find beyond a reasonable doubt that the defendant acted with a conscious purpose to avoid
learning the truth that the |abels were counterfeit, then this element may be satisfied. However,
guilty knowledge may not be established by demonstrating that the defendant was merdy
negligent, foolish or mistaken.

If you find that the defendant was aware of ahigh probability that the labds were
counterfeit and that the defendant acted with deliberate disregard of the facts, you may find that
the defendant acted knowingly. However, if you find that the defendant actually believed that the
labels were not counterfeit, he may not be convicted.

It isentirely up to you whether you find that the defendant deliberately closed his or her
eyes and any inference to be drawn from the evidence on this issue.]*

Sources. 18 U.S.C. § 2318(a)
1L. Sand, et. a., Modern Federal Jury Instructions 3A-1, 3A-2

Second element (trafficking in counterfeit 1abels) — trafficking in labels affixed or designed to be
affixed to copies of a computer program:

The second element of the offense is that the defendant trafficked in labels affixed or
designed to be affixed to copies of acomputer program.

The term “traffic” means to transport, transfer or otherwise dispose of, to another, as
consideration for anything of value, or to make or obtain control of with intent to so transport,
transfer or dispose of.

A “computer program” is a set of statements or instructions to be used directly or
indirectly in a computer in order to bring about a certain result.

A “copy” of acomputer program is a material object in which acomputer program is
fixed by any method from which the computer program can be perceived, reproduced, or
otherwise communicated, either directly or with the aid of a machine or device. The term
includes the material object in which the work isfirst fixed.

The Government mugt prove that the |abels were affixed or were designed to be affixed to

% Care must be exercised when offering the so-called “ conscious avoidance” or “ostrich”
instruction in brackets above, first set forth in United Statesv. Jewell, 532 F.2d 697 (9th Cir.) (en
banc), cert. denied, 426 U.S. 951 (1976). There are significant differences throughout the circuits
regarding the appropriateness of such an instruction and the precise language to be used.
Attorneys are well advised to consult local circuit opinion on this matter prior to proceeding with
a Jewell instruction.
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acopy of a copyrighted computer program. The Government has proven this ement if it
establishes that the labels were affixed or designed to be so affixed, even if they had not yet been
attached to the items in question.

Sources: 17U.S.C. 8101
18 U.S.C. 88 2318(a), (b)(2) and (b)(3)

Third element (trafficking in counterfeit |abels) — labels were counterfeit:

The third element is that the labels that were counterfeit.

A “counterfeit label” isan identifying labd or container that appears to be genuine, but is
not.

Source: 18 U.S.C. § 2318(b)(1)

Fourth Element (trafficking in counterfeit |abels) — work is copyrighted or another circumstance
establishing federal jurisdiction pursuant to 18 U.S.C. § 2318(c):

[As noted above, federal jurisdiction is established in one of four circumstances.
Described hereisthe situation of counterfeit labels affixed to a copyrighted work. 18 U.S.C.
§ 2318(c)(3).]

The fourth and final element of this offense is that a copyright exists for [describe item].

A person who holds a copyright is entitled to a certificate of registration from the
Copyright Office. This certificate is primafacie evidence of the validity of the copyright,
meaning such evidence is sufficient to establish thereis avalid copyright for the software unless
outweighed by other evidence in the case.

Sources: 18 U.S.C. § 2318(c)(3)
17 U.S.C. § 410(c)
United States v. Taxe, 540 F.2d 961, 966 (9th Cir. 1976), cert. denied, 429 U.S.
1040 (1977)
Autoskill v. National Educ. Support Sys., Inc., 994 F.2d 1476, 1487 (10th Cir.
1993)
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3. Sample Jury Instructions for Trafficking in Counterfeit Documentation for a
Computer Program

TRAFFICKING IN COUNTERFEIT DOCUMENTATION
FOR A COMPUTER PROGRAM
18U.S.C. §2318

Elements of the Offense — trafficking in counterfeit documentation:

The defendant ischarged in Count ____ of theindictment with knowingly trafficking in
counterfeit documentation or packaging for a computer program, in violation of Section 2318(a)
of Title 18 of the United States Code. In order for the defendant to be found guilty of this crime,
the Government mugt prove each of the following elements beyond a reasonable doubt:

1. That the defendant acted knowingly;

2. That the defendant trafficked in documentation or packaging for a computer
program, namely [ describe documentation/programming and computer programy;

3. That the documentation or packaging were counterfeit; and

4. That a copyright exists for [describe documentation/packaging] [or another
circumstance establishing federd jurisdiction as set forth in 18 U.S.C. § 2318(c)].

Source: 18 U.S.C. 88 2318(a) and (c)

First element (trafficking in counterfeit documentation) — knowledge:

[ See analogous instructions from the counterfeit label trafficking example above.]

Second element (trafficking in counterfeit documentation) — trafficking in documentation or
packagi ng:

The second e ement of the offense is that the defendant trafficked in documentation or
packaging for a computer program.

Theterm “traffic” means to transport, transfer or otherwise dispose of, to another, as
consideration for anything of value, or to make or obtain control of with intent to so transport,
transfer or dispose of.

A “computer program” is a set of statements or instructions to be used directly or

182



indirectly in a computer in order to bring about a certain result.

Sources: 17U.S.C. 8101
18 U.S.C. 88 2318(a), (b)(2) and (b)(3)

Third element (trafficking in counterfeit documentation) — documentation or packaging were
counterfeit:

The third element is that the documentation or packaging that were counterfeit.

Counterfeit packaging or documentation is packaging or documentation that appears to be
genuine, but is not.

Source: 18 U.S.C. § 2318(b)(1)

Fourth Element (trafficking in counterfeit packaging) — documentation/packaging is copyrighted
or another circumstance establishing federal jurisdiction pursuant to 18 U.S.C. § 2318(c):

[As noted above, federal jurisdiction is established in one of four circumstances.
Described hereis the situation of counterfeit documentation or packaging that is itself
copyrighted. 18 U.S.C. § 2318(c)(4).]

The fourth and final element of this offense is that the counterfeited documentation or
packaging for a computer program is copyrighted.

A person who holds a copyright is entitled to a certificate of registration from the
Copyright Office. This certificateis primafacie evidence of the validity of the copyright,
meaning such evidence is sufficient to establish thereis avalid copyright for the software unless
outweighed by other evidence in the case.

Sources: 18 U.S.C. § 2318(c)(4)
17 U.S.C. § 410(c)
United States v. Taxe, 540 F.2d 961, 966 (9th Cir. 1976), cert. denied, 429 U.S.
1040 (1977)
Autoskill v. National Educ. Support Sys., Inc., 994 F.2d 1476, 1487 (10th Cir.
1993)
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APPENDIX E: Sample Indictment and Jury Instructions for the Theft of Trade Secrets, 18
U.S.C. § 1832

1. Sample Indictment for the Theft of Trade Secrets

THEFT OF TRADE SECRETS
18 U.S.C. § 1832
On or about the day of , 2000, in the District of
, the defendant , did knowingly steal and appropriate without

authorization a trade secret, specificaly [describe item or information misappropriated], related

to or included in a product that is produced for or placed in interstate or foreign commerce,
intending that the theft would economically benefit someone other than the owner thereof, and
intending or knowing that the offense would injure the owner of the trade secret, in violation of

Title 18, United States Code, Section 1831(b)(1).*

33

Theft of trade secrets includes not only misappropriation but also the duplication,
transmission, destruction, receipt, purchase or possession of trade secrets, as well as conspiracy
or attempt to commit any of the above. 18 U.S.C. § 1832(b)(1)-(5). Thissample addresses only
the misappropriation of trade secrets as set forth in § 1832(b)(1).
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2. Sample Jury Instructions for the Theft of Trade Secrets

THEFT OF TRADE SECRETS
18U.S.C. §1832

Elements of the offense:

The defendant ischarged in Count ____ of theindictment with theft of trade secrets, in
violation of Section 1832(b) of Title 18 of the United States Code. In order for the defendant to
be found guilty of this crime, the Government must prove each of the following dements beyond
areasonabl e doubt:

1 That the defendant stole or appropriated without authorization from the owner
[describe the item or information misappropriated];

2. That the defendant knew or had a firm belief that the [item/information] was a
trade secret;

3. That the [item/information] was in fact a trade secret;*

4. That the defendant intended to convert the trade secret to the economic benefit of
anyone other than the owner;

5. That the defendant intended or knew the theft would injure the owner of the trade
secret; and

6. That the trade secret was related to or was included in a product that was produced
for or placed in interstate or foreign commerce.

Source: 18 U.S.C. § 1832

First e ement — theft or misappropriation:

The first element of the offense is misappropriation. The Government must prove that
the defendant stole or without authorization from the owner appropriated, took, carried away, or
concealed, or by fraud, artifice, or deception obtained the [item/information]. To act without
authorization is to act without the permission, approval, consent or sanction of the owner.

% When the chargeis attempt or conspiracy, the Government need not prove the existence
of atrade secret. United States v. Hsu, 155 F.3d 189, 198 (3d Cir. 1998) (crimes of attempt and
conspiracy “do not require proof of the existence of an actual trade secret, but, rather, proof only
of on€’ s attempt or conspiracy with intent to steal atrade secret”).
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The term “owner” means the person or entity in whom or in which rightful legal or
equitabletitle to, or license in, the trade secret is reposed.

Source: 18 U.S.C. 88 1832(b)(1), 1839(4)

Second e ement — knowledge:

The second element of the offense is whether the defendant knew or had afirm belief that
the information taken was a trade secret. Whether the defendant was aware or had afirm belief
that the information was a trade secret may be proven by the defendant’ s conduct and by all of
the facts and circumstances surrounding the case, including but not limited to evidence of
proprietary markings, security measures and confidentiality agreements. It isentirely up to you
what inferences, if any, are to be drawn from the evidence on thisissue.

However, if you find that the defendant actually believed that the information was not a
trade secret, or if you conclude the defendant obtained the information because of ignorance,
mistake or accident, then the defendant may not be convicted of this offense.

Sources: 18 U.S.C. §1832(a)
142 Cong. Rec. S12202, S12213 (daily ed. Oct. 2, 1996)

Third element — existence of atrade secret:

The third element is that the [item/information] was in fact atrade secret. You are
instructed that a“trade secret” means all forms and types of financial, business, scientific,
technical, economic, or engineering information, including patterns, plans, compilations,
program devices, formulas, designs, prototypes, methods, techniques, processes, procedures,
programs, or codes, whether tangible or intangible, and whether or how stored, compiled, or
memorialized physically, electronically, graphically, photographically, or in writing.

The Government must establish that the owner of the information took reasonable
measures to keep such information secret. These security measures need not be absolute, but
reasonable under the circumstances.

In addition, the Government must prove that the information was not generally known to
the public, or could not be reasonably ascertained through proper means by the public. However,
not every part of the information must be confidential to constitute atrade secret. A trade secret
can include a combination of elementsthat are in the public domain if the trade secret constituted
aunique, effective, successful and valuable integration of public domain elements.

Finally, the Government must establish that the information derives independent
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economic value, whether actual or potential, from not being generally known to the public.
However, the Government is not required to prove with precision the value of the trade secret,
only that there is some independent value to the information on its status as a trade secret. Y ou
may consider the open market value of the [item/information], devel opment, research and
production costs, and the “black market” price the [item/information] would fetch.

Sources: 18 U.S.C. §1839(3)
Reingold v. Swiftships, Inc., 126 F.3d 645, 650 (5th Cir. 1997)
Buffets, Inc. v. Klinke, 73 F.3d 965, 968 (9th Cir. 1996)
Pioneer Hi-Bred Int’| v. Holden Found. Seeds, 35 F.3d 1226, 1235 (8th Cir. 1994)
Rivendell Forest Prods., Ltd. v. Georgia-Pacific Corp., 28 F.3d 1042, 1046 (10th
Cir. 1994)
Gates Rubber Co. v. Bando Chem. Indus., Ltd., 9 F.3d 823, 828-49 (10th Cir.
1993)
United States v. Stegora, 849 F.2d 291, 292 (8th Cir. 1988)

Fourth d ement — economic benefit:

The fourth element of the offenseis that the defendant intended to convert the trade secret
to the economic benefit of anyone other than the owner. The Government need not prove that the
defendant himself profited by the theft. Rather, the Government has the burden of proving that
the defendant intended that a person or business other than the rightful owner of the trade secret
benefitted economically from the misappropriation.

Source: 18 U.S.C. §1832(a)

Fifth element — injury to the owner:

The fifth element is that the defendant intended or knew the theft would injure the owner
of the trade secret. The Government is not required to prove malice or evil intent, but that the
defendant knew or was aware to a practicd certainty that his conduct would cause some
disadvantage to the rightful owner.

Source: 18 U.S.C. §1832(a)
H.R. Rep. No. 788, 104th Cong., 2d Sess. 1996.

Sixth element — interstate or foreign commerce:

The sixth and final element is that the trade secret was related to or included in a product
that was produced for or placed in interstate or foreign commerce. If you find that the trade
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secret was part of a product, in any stage of production, including research, development and
manufacture, and was produced for or placed in interstate or foreign commerce, you may
conclude that the Government has proven this d ement.

Source: 18 U.S.C. §1832(a)
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APPENDIX F: Relevant State Statutes

=

10.
11.
12.
13.
14.
15.
16.
17.
18.

19.
20.

21.

22.
23.

24,

1. State Criminal Trademark Infringement Statutes

Alabama Ala. Code § 13A-8-10.4 (1994) (Felony)

Alaska No statute; forgery statute includes Alaska Stat. § 11.46.510
(Michie 1998) (Misdemeanor)

Arizona Ariz. Rev. Stat. Ann. 88 44-1453, -1456 (West 1994 & Supp.
1999) (Felony and Misdemeanor, depends on violation)

Arkansas No statute.

Cdlifornia Cal. Penal Code 8 350 (West 1999 & Supp. 2000) (Felony and
Misdemeanor, depends on quantity)

Colorado Colo. Rev. Stat. Ann. 8 7-73-108 (West 1999) (Misdemeanor)

Connecticut Conn. Gen. Stat. §53-347a(1999) (Felony)

Delaware No statute; forgery statute includes Del. Code Ann. tit. 11, 8 861

District of Columbia

Florida
Georgia
Hawaii
Idaho
Ilinois
Indiana
lowa
Kansas

Kentucky

Louisiana
Maine

Maryland

M assachusetts
Michigan

Minnesota

(1995 & Supp. 1998) (Felony and Misdemeanor, depends on type)
D.C. Code Ann. 88 22-751 to - 752, -1402 (1981 & Supp. 1991)
(Felony and Misdemeanor, depends on quantity)

Fla. Stat. Ann. 88 831.03, .05 (West 1994 & Supp. 2000) (Felony
and Misdemeanor, depends on value)

Ga. Code Ann. 8§ 10-1-454 (Harrison 1998) (Fel ony)

Haw. Rev. Stat. Ann. § 708-875 (Michie 1999) (Felony)

No statute; forgery statute includes Idaho Code 88 18-3601, -3604
(1997) (Felony)

765 I1l. Comp. Stat Ann. 1040/1-1040/2 (West 1993 & Supp.
1999) (Felony and Misdemeanor, depends on violation)

No statute; forgery statutes include Ind. Code Ann. 88 35-43-5-1 to
-2 (Michie 1998) (Feony)

No statute; counterfeit statute includes lowa Code Ann. § 714.8
(West 1993 & Supp. 2000) (Misdemeanor)

No statute; forgery statutes include Kan. Stat. Ann. 88 21-3110, -
3710 (1995) (Felony)

No statute; forgery statutesinclude Ky. Rev. Stat. Ann.

88 516.040, .070 (Michie 1999) (Misdemeanor)

La Rev. Stat. Ann. § 14:229 (West 1986) (Felony)

No statute; forgery statutes include Me. Rev. Stat. Ann. tit. 17-
A,88 703-705 (West 1983 & Supp. 1999) (Felony)

Md. Ann. Code art. 27, 8 48A (1996) (Felony and Misdemeanor,
depends on value)

Mass. Gen. Laws Ann. ch. 266, § 147 (West 1999) (Felony)

Mich. Comp. Laws Ann. 88 750.263-.264 (West 1999 & Supp.
1999) (Felony and Misdemeanor, depends on violation)

Minn. Stat. Ann. § 609.895 (West Supp. 2000) (Felony)
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25.
26.

27.

28.

29.

30.

31
32.

33.

34.

35.

36.
37.

38.
39.

40.

41.

49,
50.

Mississippi
Missouri

Montana
Nebraska

Nevada

New Hampshire

New Jersey
New Mexico

New Y ork
North Carolina
North Dakota

Ohio
Oklahoma

Oregon
Pennsylvania

Rhode Island
South Carolina

South Dakota
Tennessee
Texas

Utah
Vermont
Virginia

Washington

West Virginia
Wisconsin

Miss. Code Ann. 88 97-21-53t0-57 (1999) (Felony)

No statute; forgery and counterfeit statutes include Mo. Ann. Stat.
88 570.090-.105 (West 1999 & Supp. 2000) (Fe ony)

No statute; forgery statute includes Mont. Code Ann. 8§ 45-6-325
(1999) (Felony and Misdemeanor, depends on value)

No statute; forgery statute includes Neb. Rev. Stat. § 28-603
(1995) (Felony and Misdemeanor, depends on value)

Nev. Rev. Stat. Ann. 88 205.205-.210 (Michie 1997 & Supp.
1999); Nev. Rev. Stat. Ann. 8§ 600.450 (Michie 1999)
(Misdemeanor)

No statute; forgery statute includes N.H. Rev. Stat. Ann. 8 638.1
(1996) (Misdemeanor)

1999 N.J. Sess. Law. Serv. 313 (West) (Feony)

No statute; forgery statute includes N.M. Stat. Ann. § 30-16-10
(Michie 1994 & Supp. 1999) (Feony)

N.Y. Penal Law 88 165.70-.74 (McKinney 1999 & Supp. 1999-
2000) (Felony and Misdemeanor, depends on situation)

N.C. Gen. Stat. 88 80-11to -11.1 (1999) (Felony and
Misdemeanor, depends on value)

No statute; forgery statutesinclude N.D. Cent. Code 88 12.1-24-
01, -04 (1997) (Felony)

Ohio Rev. Code Ann. § 2913.34 (Anderson 1996) (Felony)
Okla. Stat. Ann. tit. 21, 88 1990.1-.2 (West Supp. 2000) (Felony
and Misdemeanor, depends on violation)

1999 Or. Laws 722. (Felony)

18 Pa. Cons. Stat. Ann. 8 4119 (West Supp. 1999) (Felony and
Misdemeanor, depends on quantity)

R.I. Gen. Laws § 11-17-13 (Supp. 1999) (Felony and
Misdemeanor, depends on value)

S.C. Code Ann. 8§ 39-15-1190 (Law Co-op. Supp. 1997)
(Misdemeanor)

S.D. Codified Laws 88 37-6-1 to -3 (Michie 1994) (Misdemeanor)
Tenn. Code Ann. § 47-25-513 (1995) (Misdemeanor)

Tex. Penal Code Ann. § 32.23 (West Supp. 2000) (Felony and
Misdemeanor, depends on value)

Utah Code Ann. 88 76-10-1001 to -1007 (1999) (Misdemeanor)
Vt. Stat. Ann. tit. 9, 8 2530 (1993) (Misdemeanor)

Va. Code Ann. § 59.1-92.12 (Michie 1998) (Felony, 1% offense
Misdemeanor)

Wa. Rev. Code Ann. 88 9.16.005, .030-.035, .041 (West 1998 &
Supp. 2000) (Felony and Misdemeanor, depends on violation)
W. Va Code § 47-2-12 (1999) (Misdemeanor)

Wis. Stat. Ann. 88 132.02, .19, .20 (West 1989 & Supp. 1999)
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(Misdemeanor)

51.  Wyoming No statute; forgery statutes include Wyo. Stat. Ann. 88 6-3-601 to -
603 (Michie 1999) (Felony and Misdemeanor, depends on
violation)

52.  Puerto Rico P.R. Laws Ann. tit. 33, 8§ 1311-1316 (1983 &

Supp)(Misdemeanor)
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A -

No o

© o

10.
11.
12.
13.
14.
15.

16.
17.

18.

19.

20.
21.

22.
23.

24,
25.
26.

27.
28.
29.

2. State Statutes Mandating Disclosure of Manufacturer’s True Name and

Address

Alabama
Alaska
Arizona

Arkansas
Cdifornia
Colorado

Connecticut

Delaware

District of Columbia

Florida
Georgia
Hawaii
|daho
[llinois
Indiana

lowa
Kansas

Kentucky
Louisiana

Maine
Maryland

M assachusetts
Michigan

Minnesota
Mississippi
M issouri
Montana

Nebraska
Nevada

Ala Code 8 13A-8-83 (199%4) (Felony)

Alaska Stat. § 45.50.900(8)(2) (Michie 1998) (Misdemeanor)
Ariz. Rev. Stat. Ann. 8§ 13-3705(A)(3)-(4) (West 1989 & Supp.
1998) (Felony and Misdemeanor, depends on quantity)

Ark. Code Ann. 8 5-37-510(c) (Michie 1997) (Felony and
Misdemeanor, depends on quantity)

Cal. Penal Code § 653w (West 1999) (Felony)

Colo. Rev. Stat. Ann. 8 18-4-604 (West 1999) (Misdemeanor)
Conn. Gen. Stat. Ann. 8§ 53-142c, -142f (West 1997)
(Misdemeanor)

Del. Code Ann. tit. 11, § 922 (1995) (Misdemeanor)

D.C. Code Ann. § 22-3814.1 (1996) (Felony and Misdemeanor,
depends on quantity)

Fa Stat. Ann. § 540.11(3)(a)(3) (West 1997) (Felony)

Ga. Code Ann. § 16-8-60(b) (Harrison 1998) (Felony)

No statute

Idaho Code § 18-7603(3) (1997) (Misdemeanor)

720 IIl. Comp. Stat. Ann. 5/16-8 (West 1993) (Fe ony)

Ind. Code Ann. 88 24-4-10-1 to -5 (Michie 1996); Ind. Code Ann.
§ 35-43-5-4 (11) (Michie 1998) (Fel ony)

lowaCode Ann. § 714.15(2) (West 1993) (Felony)

Kan. Stat. Ann. § 21-3750 (1996) (Felony and Misdemeanor,
depends on quantity)

Ky. Rev. Stat. Ann. § 434.445(4) (Michie 1985 & Supp. 1998)
(Felony)

La Rev. Stat. Ann. 88 14:223.6-.7 (West 1998 & Supp. 1999)
(Felony and Misdemeanor, depends on quantity)

No statute

Md. Ann. Code art. 27, 8 467A(b) (1996) (Felony, Misdemeanor
1% offense)

Mass. Gen. Laws Ann. ch. 266, §143C (West 1992) (Feony)
Mich. Comp. Laws Ann. 88 752.1052(1)(d), 752.1053 (Felony and
Misdemeanor, depends on quantity)

Minn. Stat. Ann. § 325E.18 (West 1995) (Felony)

Miss. Code Ann. § 97-23-89 (1999) (Fd ony)

Mo. Ann. Stat. 88 570.240-.241 (West 1999) (Felony,
Misdemeanor 1% offense)

Mont. Code Ann. 8§ 30-13-144 (1997) (Misdemeanor)

Neb. Rev. Stat. Ann. § 28-1324 (Michie 1995) (Misdemeanor)
Nev. Rev. Stat. Ann. § 205.217(2) (Michie 1997) (Fe ony)
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30.
31
32.

33.
34.
35.
36.
37.

38.
39.

40.
41.

42.
43.

45.

46.
47.

48.
49,
50.

51
52.

New Hampshire

New Jersey
New Mexico

New Y ork

North Carolina
North Dakota
Ohio

Oklahoma

Oregon
Pennsylvania

Rhode Island
South Carolina

South Dakota
Tennessee

Texas
Utah

Vermont
Virginia

Washington
West Virginia
Wisconsin

Wyoming
Puerto Rico

N.H. Rev. Stat. Ann. 8§ 352-A:3 (1995) (Violation)

N.J Stat. Ann. § 2C:21-21(c)(4) (West 1995) (Felony)

N.M. Stat. Ann. § 30-16B-4 (Michie 1994) (Felony and
Misdemeanor, depends on quantity)

N.Y. Pena Law 88 275.35-.40 (McKinney 1999) (Felony and
Misdemeanor, depend on violation)

N.C. Gen. Stat. § 14-435 (1993) (Felony)

N.D. Cent. Code § 47-21.1-03 (1978) (Misdemeanor)

Ohio Rev. Code Ann. 88 1333.52(B), 1333.99(F) (Anderson 1993
& Supp. 1998) (Misdemeanor)

Okla. Stat. Ann. tit. 21, 88 1979-1980 (West Supp. 1997) (Felony
and Misdemeanor, depends on quantity)

Or. Rev. Stat. §164.868 (1990 & Supp. 1998) (Feony)

18 Pa. Cons. Stat. Ann. 8 4116(e) (West 1983 & Supp. 1998)
(Felony, 1st offense Misdemeanor)

R.I. Gen. Laws § 6-13.1-15(b) (1992) (Felony)

S.C. Code Ann. 88 16-11-930 to -940 (Law Co-op. 1985 & Supp.
1997) (Felony and Misdemeanor, depends on violation)

S.D. Codified Laws § 43-43A-3 (Michie 1997) (Felony)

Tenn. Code Ann. 88 39-14-115(a)(1), 39-14-139(a) (1997) (Felony
and Misdemeanor, depends on value)

Tex. Bus. & Com. Code Ann. 8 35.94 (West Supp. 1998) (Felony
and Misdemeanor, depends on violation)

Utah Code Ann. § 13-10-8 (1996) (Felony and Misdemeanor,
depends on quantity)

No Statute

Va Code Ann. §59.1-41.3 to .4 (Michie 1998) (Felony and
Misdemeanor, depends on quantity)

Wa. Rev. Code Ann. § 19.25.040 (West 1999) (Felony)

W. Va. Code § 61-3-50(a) (1997) (Felony)

Wis. Stat. Ann. § 943.209 (West Supp. 2000) (Felony and
Misdemeanor, depends on quantity)

No statute

P.R. Laws Ann. tit. 33, 8 2170(c) (Supp. 1995-1996) (Fe ony)
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»

20.
21.

22.
23.

24,
25.
26.

27.
28.
29.
30.

31
32.

3. State Anti-bootlegging Statutes

Alabama
Alaska
Arizona

Arkansas

Cdifornia
Colorado
Connecticut
Delaware
DC
Florida
Georgia
Hawaii
|daho
[llinois
Indiana
lowa
Kansas
Kentucky

Louisiana

Maine
Maryland

M assachusetts
Michigan

Minnesota
Mississippi
Missouri
Montana

Nebraska
Nevada

New Hampshire

New Jersey
New Mexico

Ala Code 8 13A-8-81(a)(2) (1994) (Felony)

No statute

Ariz. Rev. Stat. Ann. 8§ 13-3705(A)(5) (West 1989 & Supp. 1998)
(Felony)

Ark. Code Ann. 8 5-37-510(b) (Michie 1997) (Fdony and
Misdemeanor, depends on quantity)

Cal. Penal Code 88 653s, 653u (West 1999) (Fe ony)

No statute

No statute

No statute

D.C. Code Ann. § 22-3814(b) (1996) (Misdemeanor)

Fla Stat. Ann. § 540.11(2)(a)(3), (3)(a)(2) (Wes 1997) (Felony)
No statute

No statute

No statute

720 111. Comp. Stat. Ann. 5/16-7(a)(4) (West 1993) (Feony)
Ind. Code Ann. 8 35-43-4-1(b)(8)(B) (Michie 1998) (Felony)
No statute

Kan. Stat. Ann. 88 21-3748(a), 21-3749 (West 1996) (Felony)
Ky. Rev. Stat. Ann. § 434.445(2) (Michie 1985 & Supp. 1998)
(Felony)

La Rev. Stat. Ann. 8§ 14:223.5 (West 1998) (Felony and
Misdemeanor, depends on quantity)

No statute

Md. Ann. Code art. 27, § 467A(a)(2)-(3) (1996) (Felony, 1%
offense Misdemeanor)

Mass. Gen. Laws Ann. ch. 266, 8143B (West 1992) (Felony)
Mich. Comp. Laws Ann. § 752.1052(1)(a) (West Supp. 1999)
(Felony and Misdemeanor, depends on quantity)

No statute

Miss. Code Ann. § 97-23-87(2)(b) (1999) (Fe ony)

Mo. Ann. Stat. 88§ 570.226-230 (West 1999) (Felony, 1% offense
Misdemeanor)

Mont. Code Ann. 88 30-13-142(2), 30-13-143(2) (1997) (Felony)
No statute

No statute

N.H. Rev. Stat. Ann. 8 352-A:2(1)(b)(Felony),

(1N (b)(Misdemeanor)(1995 & Supp. 1998).

N.J. Stat. Ann. § 2C:21-21(c)(3) (West 1995) (Felony)

N.M. Stat. Ann. § 30-16B-5 (Michie 1998) (Felony and
Misdemeanor, depends on amount)
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33.

35.

36.
37.

38.
39.

40.
41.

42.
43.

45.
46.
47.

49.

50.

ol
52.

New Y ork
North Carolina
North Dakota

Ohio
Oklahoma

Oregon
Pennsylvania

Rhode Island
South Carolina

South Dakota
Tennessee

Texas

Utah
Vermont
Virginia

Washington
West Virginia
Wisconsin

Wyoming
Puerto Rico

N.Y. Pena Law 88 275.15-.20 (McKinney 1999) (Felony and
Misdemeanor, depends on violation)

N.C. Gen. Stat. § 14-433(a)(3)-(4) (1993) (Felony and
Misdemeanor, depends on quantity)

N.D. Cent. Code § 47-21.1-02(2)(fel ony)-(4)(misdemeanor) (1978)
(Felony)

No statute

Okla. Stat. Ann. tit. 21, § 1978 (West Supp. 1997) (Felony and
Misdemeanor, depends on quantity)

Or. Rev. Stat. §164.869 (1990 & Supp. 1998) (Felony)

18 Pa. Cons. Stat. Ann. § 4116(d.1) (West 1983 & Supp. 1998)
(Felony)

R.I. Gen. Laws § 6-13.1-15(a)(2)-(3) (1992) (Felony)

S.C. Code Ann. § 16-11-915 (Law Co-op. 1985 & Supp. 1997)
(Felony and Misdemeanor, depends on violation)

No statute

Tenn. Code Ann. § 39-14-139(c) (1997) (Fdony and
Misdemeanor, depends on value)

Tex. Bus. & Com. Code Ann. § 35.93 (West Supp. 1998) (Felony
and Misdemeanor, depends on violation)

No statute

No statute

Va Code Ann. § 59.1-41.2 (Michie 1998) (Felony and
Misdemeanor, depends on quantity)

Wa. Rev. Code Ann. § 19.25.030 (1999) (Felony)

W. Va Code 8§ 61-3-50(a) (1997) (Felony)

Wis. Stat. Ann. 8 943.208 (West Supp. 2000) (Felony and
Misdemeanor, depends on quantity)

Wyo. Stat. Ann. 8 40-13-202(a)(ii) (Michie 1999) (Felony)

P.R. Lavs Ann. tit. 33, 88 2168-2171 (Supp. 1995-1996) (Felony)
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1. Alabama

2. Alaska

3. Arizona

4. Arkansas

5. Cdlifornia

6. Colorado

7. Connecticut
8. Delaware

0. DC

10. Florida

11. Georgia

12. Hawalii

13. Idaho

14. Ilinois

15. Indiana

16. lowa

17. Kansas

18. Kentucky
19. Louisiana
20. Maine

21. Maryland
22. M assachusetts
23.  Michigan
24. Minnesota
25. Mississippi
26. Missouri

27. Montana

28. Nebraska
29. Nevada

30. New Hampshire
31 New Jersey
32. New Mexico
depends on quantity)

4. State Piracy or Unauthorized Duplication Statutes

Ala Code 88 13A-8-81 to -82 (1994) (Felony)

Alaska Stat. § 45.50.900(a) (Michie 1998) (Misdemeanor)

Ariz. Rev. Stat. Ann. 8 13-3705(A) (West 1989 & Supp. 1998)
(Felony)

Ark. Code Ann. 8 5-37-510(b) (Michie 1997) (Felony)

Cal. Penal Code § 653h (West 1999) (Felony)

Colo. Rev. Stat. Ann. §8 18-4-602 to -603 (West 1999) (Felony)

Conn. Gen. Stat. Ann. 88 53-142b (Misdemeanor) , -142f (Fel ony)
(West 1997).

Del. Code Ann. tit. 11, 8§ 920-921 (1995) (Fd ony)

D.C. Code Ann. § 22-3814 (1996) (Misdemeanor)

Fla Stat. Ann. 8 540.11(2)(a)(1)-(2) (West 1997) (Felony)

Ga. Code Ann. § 16-8-60(a) (Harrison 1998) (Fd ony)

Haw. Rev. Stat. Ann. 88 482C-1 to -2 (Michie 1998) (Misdemeanor)
Idaho Code 8§ 18-7603(1)-(2) (1997) (Felony)

720111. Comp. Stat. Ann. 5/16-7(a)(1)-(2), -8(a) (West 1993) (Felony)
No statute; theft and forgery statutes include Ind. Code Ann. 88 35-43-4-
2,35-43-5-2(4) (Michie 1998) (Felony)

lowaCode Ann. § 714.15(1) (West 1993) (Felony)

Kan. Stat. Ann. 88 21-3748 to -3749 (1996) (Felony)

Ky. Rev. Stat. Ann. 8§ 434.445(1), (3) (Michie 1985 & Supp. 1998)
(Felony)

La Rev. Stat. Ann. 8§ 14:223 (West 1998 & Supp. 1999) (Felony)

Me. Rev. Stat. Ann. tit.10, 8 1261(1)-(2) (West 1997) (Fine)

Md. Ann. Code art. 27, § 467A(a) (1996). (Felony, 1% offense
Misdemeanor)

Mass. Gen. Laws Ann. ch. 266, § 143A (West 1992) (Felony)

Mich. Comp. Laws Ann. § 752.1052(b)-(c) (West Supp. 1999) (Felony
and Misdemeanor, depends on quantity)

Minn. Stat. Ann. 8 325E.17 (West 1995) (Felony)

Miss. Code Ann. 8 97-23-87(2)(a), (3)(a)(i), (3)(a)(iii) (1999) (Felony)
Mo. Ann. Stat. 88§ 570.225-.230, -.255 (West 1999) (Felony, 1% offense
Misdemeanor)

Mont. Code Ann. 88 30-13-142(1), (3), -143(1), (3) (1997) (Felony)
Neb. Rev. Stat. Ann. 88 28-1323 (Michie 1995) (Misdemeanor)

Nev. Rev. Stat. Ann. 8 205.217(1) (Michie 1997) (Felony)

N.H. Rev. Stat. Ann. 8§ 352-A:2(1)(a)(Felony), (I11)(a) (Misdemeanor) (1995
& Supp. 1998)

N.J. Stat. Ann. 8 2C:21-21(c)(1)-(2), (d) (West 1995) (Felony)

N.M. Stat. Ann. § 30-16B-3(A) (Michie 1994) (Feony and Misdemeanor,
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33.

35.

36.

37.

38.
39.

40.
41.

42.
45.
46.
47.

48.
49.

50.

51.
92.

New Y ork
North Carolina

North Dakota
Ohio

Oklahoma

Oregon
Pennsylvania

Rhode |sland
South Carolina

South Dakota
Tennessee
Texas

Utah
Vermont
Virginia

Washington
West Virginia

Wisconsin

Wyoming
Puerto Rico

N.Y. Penal Law 88 275.05-.10, 275.25-.30 (McKinney 1999) (Felony)
N.C. Gen. Stat. 88 14-433(a), -434 (1993) (Felony and Misdemeanor,
depends on quantity)

N.D. Cent. Code § 47-21.1-02(1) (Felony), (3) (1978) (Misdemeanor).
Ohio Rev. Code Ann. 8 1333.52(A) (Misdemeanor) (Anderson 1993 &
Supp. 1998); Ohio Rev. Code Ann. § 2913.32(A)(2) (Anderson 1996)
(Felony)

Okla. Stat. Ann. tit. 21, 88 1976(A), 1977(A) (West Supp. 1997) (Felony
and Misdemeanor, depends on quantity)

Or. Rev. Stat. 8 164.865 (1990 & Supp. 1998) (Misdemeanor)

18 Pa. Cons. Stat. Ann. 8 4116(b), (d) (West 1983 & Supp. 1998) (1st
offense Misdemeanor, Fel ony)

R.I. Gen. Laws § 6-13.1-15(a)(1), (3) (1992) (Felony)

S.C. Code Ann. § 16-11-910(A) (Law Co-op. 1985 & Supp. 1997)
(Felony)

S.D. Codified Laws 8§ 43-43A-2 (Michie 1997) (Felony)

Tenn. Code Ann. § 39-14-115(8)(2) (1997) (Felony)

Tex. Bus & Com. Code Ann. 8§ 35.92(a) (West Supp. 1999) (Felony)
Utah Code Ann. § 13-10-4 (1996) (Misdemeanor)

No Statute

Va. Code Ann. § 59.1-41.3 (Michie 1998) (Felony and Misdemeanor,
depends on quantity)

Wa. Rev. Code Ann. § 19.25.020 (West 1999) (Felony)

W. Va Code § 61-3-50(a), (d) (1997) (Fdony and Misdemeanor, depends
on quantity)

Wis. Stat. Ann. 8 943.207 (West Supp. 2000) (Felony and Misdemeanor,
depends on quantity)

Wyo. Stat. Ann. 88 40-13-202(g)(i), -204 to -205 (Michie 1999) (Felony)
P.R. Laws Ann. tit. 33, 88 2168-2171 (Supp. 1995-1996) (Felony)
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