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TOP SECRET 

lOih 1~~ 1955~ 

Cow No •••• -~- •••• 

TO Tffii: UKUS.A. AGREEMKNT 

(TIIIIID EDITION) 

Please a<id the follo·.ving liote ai'ter -paragraph 16 of tbe 
· L~troduction to the UKUSA A?pendices (dated 1st June 1951): 

1'0n lst ldBy 1955 USCIE and ~IB agreed that a. general 
revision o£ the .A:~pendices 'Vo.A required. 'I'hey furtner 
ag!"eed that. as a l"irzt stciJ tO\':B....rC such revision USCIB 
.,..auld furnish LSIB, for cowment, detailed proposals v.:1ich 
are being lll'epared by USCJ3. P~ndir.g agreement by both 
partie~ on a general revision of the .A:ppendices, the 
Directon;, NSII. a.'ld GCHQ will: 

(a) detennine ,jointly uny changes ·,<11icb ~ be 
requi:reC. in Appendices C, D, E, F, K, L,. and 
ll. and 

(b) implement. any sue~ c!'la!lgOS w'nicb they agn~ to be 
necessary. 

Although this interim auL.orization enables the 
Directors, riSA a.r.d GCHQ, to change or interpret S"f>eCified 
A~Cpendices by !JlU~.l agreement, it does r.ot require USCIB 
or ISIB to appr-JYe such chP...nge:; o).· interpreh.tions 
?roviiled theP.c- a.n: <:titoin tlt" spirit and int~;:nt of curren'.;; 
UKUSA policy. •c 

~/.I 
~\··· 

Secretary, 
Sigint Board. 

eclassitied and approved for release by NSA on 04-08-2010 pursuant to E .0. 12958, as 
mended. ST5683LI 

TOP SECR.E'l 
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lOth October, 1956. 

-Director, (Copies to:·· 

UIDJSA Agreement 

Attached are copies of the UKIJSA ..:\..greement and its policy appendices 
as now informally agreed be h..een the representatives of NSA and GCHQ. Ns.A. 
'rt.ill now :reconsider these papers and will then submit th8m to usci:B 'for the 
latter- to propose formally to LSIB. , _ 

2. The factors affecting the need for a reappraisal of the ll.gi'eeioont at, this 
time are;-

(a) 

(b) 

',1, 

the setting up and development of NSA and the defi.n:l.ng of the 
reapons.ibilities of Director, N'S.A; this has led to a simi.lar 
relationship between Director, NSA and USCIB ~ existed between 

-Director, GCHQ and LSIBj 

the passage of time which has made out of date much o£ the .dete.:U 
o •• , ~ORO 

contained in the .Agreement. 

1/1 ;. 3· Tl).e work in prepar1.ng these papers has been done on tha ba.s:i:s: of 

(a) maldng a separation as between the techn:i'cal and the policy 
material contained in the basic t..g:reem:mt and the appendices, and 

(b) so :rodraf'ting the basic Agreement and the policy appendices that · -. 
they contain all the matter which is the prov.ince of the two 
Boards leaving all technical matters for mutual agreement ·between 
the Directors of GCEQ and NSA. 

4. The following are the salient points a:ffeot:i..ng the papers as now revl.sed:-

A. The Agreement 

(a) It was agreed that it would be preferable to amend tba old 
fl.greement rather than -to negotiate a new Agreement. The 
changes made have been kept to _tha mjnjnmm practi.oabl,e. 

(b) The mocl.ernisation of the first paragraph of the Agrea:;_11:mt 
oommi ts the US and the UK as a whole and not c:nl3' the 
.-organisations repre8ented on the two Boards. 

(c) Paragraph 3 is new and has been :l.nserted to daf'ine the 
status of' the policy appendices as integral parts of the 
basic Agreement. 

B • J\ppendi.x ii .• 

(a) '~-

The new appendix ,/..'l.. conta.i.ns considerably fewer- d.efini tiona 
since only such d.efini. t:ion.s a.a are quired far the 

tion 
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interpretation of the t,_greement and its policy append..i.aes 
have been included. Such other de:f'inition.s as may be required 

- for the interpretation of the technical work:i.ng documents to be 
agreed between Directors, NSJ... and GCHQ will form an integral 1f"'_ 

part of each such docu.Jent. '\ 

(b) The clefi.ni. ti.on of SIG INT refers to both COMINT and ELINT, but 
GCHQ has agre.ed to the NSl~ preference not to make the definition 
of ELllfr _a separate heading. 

C • J.peendix B. 

Comparatively mi.nor changes have been agreed at this stage to meet 
NSA' s wish to avoid raising any controversial issue affecting 
categorisation which is now under detailed review in USCIB. 

The ne•• l~ppendix C co-rers v•hat is appropriate to the ·Boards of the 
old appendices D, E and F and most of the old Introduction to the 
appendi.ce s • 

E. f.ppendix I • 

The new Appendix I has "teen so drafted as to make clear the distinction 
between the Senior Liaison Officers in both countries '"7ho are appoin'ted 
by and accred.i ted to the two Boards and other liaison personnel and 
COMINT specialists appo:inted by ~ Directors, NSA and GCHQ to meat thBir 
own requirements. (There is a possibility that SUSLO may at a later 
-stage not report to Director, NSA). 

F. Appendix: H. 

The new J~ppend.ix H has been so drafted that the .detailed content of' the 
annexures to the old appendix become specifically the responsibility of 
the Directors , NS..t\.. and GCHQ • . 

G. .i;.pee·ndix N. 

The mw paragraph 3 of' this l.ppendix has been so drafted that it Il1E\V 
correctly re:fl.ect both the rather wider responsibilities of Director; 
NSA and also the co-ordinating :f\mction of Director, GCElQ in this context. 

H. Appendix Q •. 

The new L .. ppendix Q is now a statement of the general principles of war-1 
ti.m9 co-operation and the detailed planning based.. in the pre-19.54- oon~ .. -
o:f global war which was contained in the old appendix has all been ami tted, 
including that far the CCE. It was agreed that when present p1 enning 
activity reaches the point where mutual discussions may be. fruitful, pl..anB 
correspondin.g to the post-1954- concept shou.M be set up, but as NSJ\)'GCHQ 
documents. 

/5. 
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. 
5. NS.A/OOIQ agreement of the new technical v.orld.ng documents. 

(a.) On the question of how, in future, to record the. teclmica1 
agree.m:mta between the D:i.rectors, NSJ.. and GCHQ it ws.s agr:eed 
that no attempt s."l.ould be made to cner-formalise and 1hat the 
present direct exchanges of' si.g:n.als ani letters should continue. 
Nevertheless, some series of· documents would be adv:isable, 
with the devolution of responsi.bili. ty far blocks within the 
series to corresponding parts of NSA £U1d GCHQ. Typical blocks 
would be:-

Research crypt 
T/A data. 
Division of cover 
.Reporting policy 

(H) 

~~land K) 

(b) 1-..spects of the old appendices D, E, F, 0, H and the whole of 
appendices K, L and M vdll all have to be consi<Jered for 
inclusion in this series of technical doct.n:rents. At some 
stage in the of.ficial exchanges between the Boards it will 
need to be recorded t."lat tr.cse remain in force until agreed 
otherwise by the two Directors. 

z 
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U4K. - U.S. COMMUNICATIONS nf.IEILIGRNCE 

.AGREEMENT ( UJ<IJS.A AGTIEEMENT) 

Parties to the Agreement 

The. following agreement is !IlBde between the United States Communications 

Intelligence Board- (USCIB) (fonnerly know.1. as STANCIB, representing the U.S.) 

and the London Signal Intelligence Board (LSIB_) (re:pre-senti.ng the U.K.). 

2. Scope of Ag:reement 

The_ -ag.'!:'8eroont governs the re~ations of the above-mentioned parties in 

communice.ti.ona i.ntell:igenoe (herei.no.fter_ referred _ to as CCJfiNT) matters onJy. 

However the exchange of such collateral. material as is applicable for technical 

purposes and _is not prejudicial to national interests will be effected between 

the National Cotrimunica.tion Intelligence Agencies of both cotm.tries. 

3. Appendices to the Agreement 

Certain terms ~d in the Agreement are defined in Appendix A. Additional 

docur:Dents are appended for the purpose of cl.ari~ the agreement, sta:ting the 

principles of COMINT ~ecurity, and otherwise gu:i.di.ng or governing the collabor­

ation between the two countries · in COMINT matters. The appendices are described 

more tully in ah introduction to the appendices (attached hereto) • 

4. Extent of the Agreem·3nt - Products 

(a) The parties agree to the exchange of the pr-oducts of the following 

operations-relating to foreign communications:-

(1) Collection of traffic. 

· (2) Acq\rl.ai tion ·of communications documents and eqm:pn~nt. 

( 3) Traffic o.ne.lysis. 

(4).. Cryptanalysis. 

( 5) . Decryption and · translation. 

( 6) Acquisition of information ragerdi.n.g communications 

organizations, procedures, practices and. eq':rl-pn:ent. 

/(b) 
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(b) Such e:rchange will be unrestricted on all ~rk undertaken except 

when specif'ically exclliled t.rom the agreement at the reqoo_st of ei th(' , 

party and. with the agreement of the other. It is the. intentiOn of eaCh 

party to li.mi t such exceptions to the absolute roinimum and _ tq exercise 

no restrictions other than those reported and m.utua.l..ly agreed upon. 

5. _Extent of the Agreement - · Methods and Techniques 

(a.) The parties agree to ·the exchange qf information regarqing methods 

and techniques involved in the operations outlined in paragraph 4(a). 

(b) Such exchange will be unrestricted on all 'wVork undertaken except that 

upon notification of the other party information may be withheld by 

either party when its special interests so requi.re. Such not:Lfioation 

will include a description of the information being withheld, _ 

sufficient in the opinion of the withholding party, to convey its 

significance. It is the intention of each party to limit suob 

exceptions to the absolute minimum. 

6. Third Parties 'to the Agreement 

Both parties will :regard this agreement as precludi..ng action With third. 

parties on any subject appertaining to OOMINT except in a.ocordan.oe wi. th the 

following underatandings-

(a) It will be contrary to this Agreel:il.ent to reveal its existence to 

any third party unless oth~se agreed by the two parties. 

(b) Except as J..rid down in .Appendix P, each party will seek the agreement 

of the other to actions with third parties, and will take no such action c 
tmtil its advisabi.li ty is agreed upon. 

(c) The agreement· of the other having been obtained, it will be le,ft 'io 

the party concerned to carry out the agreed action in the most 

appropriate way, without obligation to disclose precisely the channels 

through which action is taken. 
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(d) Each party will ensure that the results of' any of its actions with 

third parties are made available to the other. 

CODllDOnwee:.th Cmmtries other trum the U.K. 

(a) Vlhile Commonwealth Cormtries other than- the U.K. are not part:ies 

to this agreement, they will not be regerd.ed llS third parties. 

(b) LSIB will ~ep USCIB informed of any arrangements or proposea 

arrangements with other Commonwealth COMINT Authorities. 

(c) USCIB will make no arrangements in the sphere of CClMJNT with arry 

CODlTJlOnwealth COMINT Authorities other than Canadian, except through, 

or with the prior approval of', LSIB. 

(a) .As regards Canada, USCIB will complete· no arrangeroonts with any 

COMD'IT Authority therein, without fust obtaining the views ·of LSIB. 

(e) It will be conditional on any Commomve al th Authorities with whi::in. 

collaboration takes place that they abid.e by the te.I'1II.S of paragraphs 

6, 9 and 10 of this a.g:reement and by the arrangements laid ·down in 

paragr-aph 8. 

8. Arrangements between LSIB and U.S. Authorities and USCIB and U.K. Authorities 

(a) LSIB vr.Ul make no. arrangements in the sphere of' COMINT with any U.S. 

authority except through, or with prior approval of', USCIB. 

(b) USCIB will make no arrangements in the sphere of CCMINT with any 

l!·K· authority except _through, or :with prior approval of, LSIB. 

9• DdBsemination and Securi~ 

- Classified cx:MlNT information and materials will be ·diasem:i.na.ted. and safe-

guarded in accord.nnce with principles drawn up ana kept· tm.der review by USCIB 

and LSIB in collaboration. These principles shaJ.J. be the b&ai..s :for aJ..l regu-

lations on this subject issued by or und.er the ro1thority of USCIB or LSIB and 

other appropriate authorities o:f the Govermnents of the two parties. Within the 

terms of these regulations dissemination by either party wiJ.l be macle to U.S. 



TO &E HANDLED IN ACCOI\D.A.NCf. WITH lkSlG 

recipients only as approved by USCIB; to Commonwealth re-cipients other than 

Canadien, only_ as approved by LSIB; to Canadian recipients ~ as approved l~ 

. either USCIB or I.SIB; and to third party recipients onzy as joint]¥ approved by 

USCIB and LSIB as provided in Appendix P. 

10. Dissemination and Seouri t;y - Commercial 

USCIB and LSIB w:i.ll ensure that without prior notification and consent 

of the other party in each instance no dissend.nation of information derived 

from COMINT sources is made to any indivi.dl.lal or agency, ge>Vernmental or otha.r­

wise, that will exploit it for connnercial_purpos.es. 

ll. Previous Agreements 

This Agreement supersedes all previous .Agreements between U.K. and U*S. 

au thori ties in the COM.INT field. 

12. .Amendment and Termination of .Agreement 

This .Agreement may be amended or terminated completely or in part at B.n:y 

tiioo by mutual agreement. It may be terminated compl.ete.cy at sny time on notice 

by eith~r party, should either consider its interests best served by such action. 

1-3. Activation and Implementation of Agreement 

This Agreement becomes effective by_ signature of d-u1¥ authorized represent­

atives of the parties. The.roa.fter, its impleiOOntation will be arranged between 

.the COMINT authorities concerned subject to the approval of LSIB and USCIB. 

For and in behalf' of the 
London Signal Intelligence Board 

For end in behalf' of the United States 
Communications Intell.igence Board 

/Introduction to 
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INTRODUCTIOJ.'J' TO THE J,PPENDICES TO 

THE UKIJSA /.GREEMENT 

. 1. The following is a list of documents ·t'i'hich Vi'Bre attached to~ and considered 
( ~-

integral parts of, the Ul<IJSA Agreerrcnt at the ti.Ire of' its amendment:-

(a) This Introduction. 

(b) Appendix A, Definitions of' Certain Terms Used in the Ul<IJSA Agreement. 

(c) 1-..ppend.ix B, Principles of Seouri ty and Dissemination. 

(d) Appendix c, ~neral Principles of Collaboration betvreen roMINT 
Agencies. · 

... . (e) Appendix G, Exchange of Collateral Material and COMINT Material which 
OGA····· ·-- ..... . .. . 

~~ ~:!: ~ ~; .... ··· · ·1s···abtained~L--------------------' 
(f) .Appendix H, Corrununications. 

(g) Appendix: I, Liaison and Methods of Communication. 

(b) Appendix J, Principles of UIDJSA Collaboration with Commonwealth . 

Countries, other than the U.K. 

( i) Appendix N, Emergency Planning. 

(j) Appendi.x P, 001illlT Relations with Th:ird Parties. 

(k) . Appendix Q, COMUlT Collaboration in War. 

2. The object of the appendices is to clarl:f'y ·the basic agreement by sta tirig in 

some detail the principles of OOMINT security and otherrrise guiding or governing 

the collaboration between the two parties. Amendments to the appendices (includ­

ing the addition of new appendices) will be made e.s required and agreed by USCIB · 

and. r.s:rn. 

3. The technical aspects of OOMINT collaboration, i.e. those which do not 

\require the approval of LSIB or USCIB, will be arranged as required and agreed 

by the Director_, NSA, and the Director, GCHQ. Such arrongements will be made in 

accordance with the principles of collaboration aa set forth in the UKUSA Agreement. 

The objGot of these technical arrangements is to ensure that maximum advantage is 

obtained from the combined available facilities of both parties. 
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.A.PFENDIX A 

JJE:FINJTIOl;lS OF CERTAIN TERMS USED IN THE UKIJSA AG-~MENT 

~ Bri. tish Comm.orrweal th* 
' 

Collateral Ma:teri.al 

OOlnNT Authority 

Foreign Communications 

bGA 
EO 1. 4. (c ) 
EO 1. 4. (d) 

* 

Non-OOMINT material which is of assistance in the 

_collection or production of COMlNT, or is otherwise 

e.ppliaable for teahnical ooMINT_ purposes. 

The name given. to all J?rooeaaea involved m; and 

intelligence information and -techli:ical material. 

resulting fi-am, ·the interception 3na. study of (a) 

foreign cOllliiilD'ti.cations passed by wire, radio and 

other ·electromagnetic means (except press, propa-

gande., and public broadcasts) 8.nd (b) of selected 

foreign communications sent ~ non-electromagnetic 

neans. 

A national COMINT collection and production 

authority, i.e. in the U.S. NSA, in the U.K. GCHQ. 

An e.uthori ty who is responsible ·tor the collection, 

production, dissemi.nation, or use of <XMJNr. 

Conmunicot:ions of the G-ove:rr:onent» or of any m:ili tary_, 

air or naval forces, taotion. party, depa.rtn:errt, 

agency m~ bureau of a foreign c<nmtry, or of e:ny 

person or persons acting or purp~ to act there-

------ ----for·;·-- --and shall --incllldejL __________ __. 

communications originated by ne.tion.a.ls of e. f'oreign 

comrtry \mi.ch may contain :ini'o:rmation of va.lw. 

/Signal 

USCIB proposes that this dafini tion be drafted by LSIB. 
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S:ipal Intelligence ('SIGINT) Includes both COMINT and ELI.Nl' (EL:rnT is in.f'orm-

Foreign Cotmtry 

Technical Material 

Third Parties 

ation obtained by intercepting and analyzing non-

communications transmissions). 

l.rry country, whether en: not its government is 

recognized· by the u.s. or the U.K., excluding 

onzy the . U.S. and The Commonwealth. 

( 

(1) Dai;:a concerning (a) cryptographic systems, 

(b) comnuni.c a tions includ.ing procedures ani 

methods, (c) methods used in the collection and 

production of COMINT, (d) equipment as uaed in er 

designed for OOMINT processes; 

(2) .i.nf'orm.ation or material related to data of 

the types enumerated in (1) above. 

All individuals or authorities other than those 

of the u.s. and The Commonwealth. 

NOTE: Other l.ppendices to the UKIJSl .. Agreement may centai.n certain terms hav:i.ng 
specialized meanings for the purpose of those appendi.ces. In such ca.aes the 
terms are defined in those appenCJ:tces. 

/Appendix B •. 
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Para. 4 -

Paras. 6 (b) and 7 -

Paras. 12 and 13 -

Para. 31 -

Para. 35d -

Para. 35e -

Para.. 36a -

APPENDIX B 

(a) Fi~st sentence to read:-

"There are two :types of COMINT end-product: Crypt 
Intelligence and Traffic Intelligerice /'see note 2 J.rr 

(b) "intelligence .information" to be substituted £or 
, COltDIT11 in su bparas. a. and b. 

To be amended as may be finally agreed by USCIB and 
LSIB. 

Amend second sentences to read (as recently agreed by 
USCI.B and LSIB):-

"Such cod.ewords shall be replaced when in the opl.m.on 
of either USCIB or ISIB a requirement exists ·for a-· 
change." 

Insert atter first sentence: 

11 In the case of Allied Commands involving the u.s. and 
the U.K., the level will be established for eaoh com­
mand by agreement between USCIB ant\ !SIB. It is under­
stood that · the responsibili~ thus assigned will be 
exercised over all subordim te U.S. and U.K. person­
nel. Exceptions shall be authorized .only after care­
ful consideration in each instance of the advantages 
to be gained, as opposed to the risk involved." 

Insert after second sentence: 

"In the case of allied commands involving the U.S. end 
the U.K., the l~vel will be established for ea.ch. com­
mand by agreement between USCIB and LSIB." 

Insert after second sentence: 

11 In the case of EI.Uied commands involving the u.s. and 
the U.K., the level will be established for each com­
mand by agreement between USCIB and IBIB. 

Substitute: 

"Whenever Category I COMINT is to be transmitted by a 
means exposed to interception, it shall nonnally be 
transmitted in an appro}_)ria te cryptographic system. 
When there · is no SL'itable means of secure communica­
tion available, Cetegory I COMINT classified CONFI­
DENTIAL may be transmitted in plam language if there 
is an urgent operational need to do so.. Whenever 
possible such plain language transmission shall be 
in the form of operational orders so worded that the 
subject matter cannot be traced specifically to its 
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Paxa. 37b -

. Para. 40b.(2) -

Para. 45c. -

No'te 1 -

Note 2 -

Paras • . 3 and 5 -

CO.MINT or~g1.n. Ca tego:ry, I COMJNT which may be clas­
sified higher than Confidential may not be transmitted 
in pluin language by a means exposed to inter~eption." 

Add to end of paragraph: ( 

"In the case of allied oommands involving the u.s. and 
the U.K.,the level will be established for each com­
mand by agreement between USCTB and !STB. 11 

Amend last sentenc~ to read:-

"Similarly, the classification (and codeword) need not 
appear on every sheet of raw traffic and technical 
material passed between COMINT agencies and units. n 

Delete "mutually" in line 1. 

To be deleted. Now absorbed in Appendix '.A' .. 

To be amended as may be finally agreed by USCIB and 
ISIB. 

ANNEXURE B1 

To be amended as may be finally agre~d by lJSCIB and 
ISIB. 
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.APPENDIX C 

GENERAL PRINCIPLES OF COLIJ.BOP.J:.TION ON COMINT PRODUCTION AND OOLLECTION 

1. il.rrenger.le!lts involving CCMI:NT collection and. production shall be estab­

( ) lished by agreement between Directors NS.A and ~. These arrangements will 

:implement the l.iKUSA Agreement and will take effect within the scope and 

limitations established thereby. 

2. Tha object of these arrangements is to ensure that ma.:x::i.mum advantage is 

obtained from the combined av!lilable personnel and facilities of both parties. 

3.. In accordance w'ith these arrangements 1 each party wiJ.l coLtinue to meke 

mrailable to the other, continuously, currently, and without request, all raw 

traffic, COMINT end-product and technical material D.oqui.red or produced, and 

all pertinent information concern.ing its activities, priorities ard facilities, 

both present and planned, subject only to the proviso contained in paragraphs 

4(b) and 5(b) of the Agreement*. 

4. The conveyance by one agency or unit to another, pursuant to paragraphs 

4a(2) and (6), and. S(a) of the UI<US.A Agreement, of a device or apparatus, ID13Y 

take the form of a gift, loan, so.le, rental or rendering av~abl.e, as may be 

agreed and arranged by the agencies concerned :in the specific insto.noe. The 

fact that the disclosing agency may have the privilege of using a method ar 

technique, or a device or apparatus pertaining thereto, on a royalty-free 

basis, shall not of itself relieve the receiving agency of the obligation to 

pay royalties. 

*The channel for this exchange will be between the Directors NSA and GCHQ 
unless they agree otherwise. 

/ Append.i.x H. 
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lli'P.EIWIX H 

COMMUNICATIONS 

1. Te J..ecQ[II!IIl.ID:i.c at ions Re q ui..red 

{ 1 Exclusive nnd read.il.y e:xtensible telecommunications between Agencies. 6Ild 

between Agencies and their outlying stations • will be maintai.ned in order to 

make poa sible; (a) the rapid -f'low of COMINT material from points o£ interception 

to the Agencies; (b) the rapid exchange o£ all types of raw traffic, technical 

material, end-products, and related material between the Agencies; (c) the 

efficient control of COMINT collection and production. In addition lateral 

commmicati.ons between stations of one party and the Ag,ency ar stati~ms of the 

other may be provided for the sarm purposes , as necessary and mutual.l¥ agreed. 

2. The Director, GCHQ and the Director, NSA will ensure that mutual. COMINT 

cca:mnunications problems are kept under review and w.ill assist each other as ma:y be 

required on such problems. - They will ascertain communications requ.i.rements for 

collection and exchange, take the neceesa.ry steps tO see that these communications 

are provided and keep each other informed of progress. 

3. Installation, Maintenance and Operation of Termine.ls. 

The terminals of circuits or channels intended exclusively to carry CCMINT 

troffi.c between the British Commonwealth and the United States will be installed, 

maintained and operated as arranged by the appropriate COMINT authorities of the 

comltr:ies conoe:rnad~ and, although norma.JJ.y. such te:rminals w:i.ll be instel.led., 

m.aintain.ed and operated by the appropriate U.S. or British Commol'1Wea1.th authority 

on whose terri tory the tenninals are ai tuated, this will not be obl:igatory. 

4. Provision of Equipmnt 

The provision of equipment of all types will be by mutual assistance where 

necessary and practicable ani as agreed in eaah specll'i.c case. 

5. _Cryptographic l..i.ds. 

(a) Common cryptographic aida will be used for combined OOMINT communi.cn.tiana. 

The matter of cryptographic aids will be kept continuouszy under review· 

wi. th the object of m.ai.ntai ni n.g and increaai.ng 
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facilitating communications. 

(b) In order to reduce ·the number of personnel required for commu:nicati.on ( 

and cryptographic operations and thereby to augn:ent the farce.a available 

for direct intercept operatiorw' and also to improve speed and a.ocu:racy, 

the ul t:iJn.o. te goal should be the transmission of all COMINT ma te.riaJ. in 

on-line cryptosystems. Evi9ry effort should be made towards this end, 

consistent with.the policies of both countries. 

6. Bag Routes 

Bag routes will be kept l.mder review with the object of taking full 

advantage of sea and air services. 

7. Microfilm 

Both .Agencies will be equipped to handle microfilm so that it may be 

available for usc when it is not practicable to send the original material. 

/Appendix I. · 



TO SE HANDLED IN ACCORDANCE WITH IRSIG 

APPENDIX I 

LIJU:SON AND METHOre OF COMMUNIC.i~TION 

LIJI..ISON PERSONNEL 

( \. , Each party shall maintain, in -the cotmtry of the other, a senioi- liai..son 

officer ·accredited to the other. Such offi.cers ahe.ll oo responsible each in 

the country to which he is accredited for all liaison matters. 

2. Tho Directors, NSA and GCBQ, sha.J.l provide I 'Or addi t:ional liaison, as mey 

_ be required between the agencies. .A.ll such additional liaison personnel. shaD. 

be un&!'r the control and di.rection of the senior liaison offic~r. Upon agreement 

between the Directors, CXJMINT specialists may be assigned to agencies or lmita of 

either party by the other. In so doing, th.e Directors shall reach a mu~ 

acceptable understanil1 ng on the control and direction of the COMINT specialists. 

Suitable o:ff'ioe facilities will be made available as necessary by the agency to 

which liaison personnel are assigned.. 

3~ Each p~ty sruuJ. normally assist the other' a senior liaison offioer by making 

ava:i.J.able to him fa.cili ties for pooka.ging and preparing material :for transportation. 

bach party shall, to the extent of fo.cDi ties operated by ar available to it, 

assist the other's senior liaison of:f'ioer with safe-hand and. other transportation 

within its own country. 

4-. Liaison officers of one party shall norm~ have unrestricted aocees to 

those parts of the other' a agencies which are engaged directly in the production 

of COMINT, except sucli,parts thereof which contain uo.exchangea.b1e information. 

The points of contact of liaison o:f':f'i.oers ui.thin agencies for requests and 

enquiries Bhal.J. be deterroi.ned, established and dellmi ted by the party to which 

they are accredited. 

5. In OOclition to the above regul.arly assigned personnel, visits by sel.eoted 

personne~ for short periods of tune to deal vi tb. special problems will be 

encouraged. 
/6. 
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CXlMMIJNI.Cl.TICi~ VIA SENIOR LIAISON OFFICERS 

6. The channel whereby either party communi.cates with '!he other uh~ be ( 

the sender's senior liaison officer. The :t"8<leivi.ng party sha:Ll . respond to_ 

such action via the same l:i,.aison officer. 

7. The provisions of paragraph 6 above shall not be construed as preventing 

either party from accommodat~ the other by transporting or communicating 

information or material for the other party. 

/Append.i.x J • 
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AP?ENDIX J 

ANNEXURE J1 

Certain consequential amendments of the referencffito paragraphs in the 

Agreement will be necessary. 

Paragraph 6 - Substitute: 

"The direct collaboration and consequent exchanges between 

NSA and DSB will be regula ted by 1--ertinent prov2sions of 

Appendices C, G, H and ·I to the UKUSA .Agreement, and by pertinent 

technical procedures which shall be established by NSA and 

GCHQ pursuant to Appendix c. 
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APPEl,']) IX Q 

"ORGANIZATION OF UIGTSA CXJMINT COLLABORATION IN WAR 

rnTRODUCT ION 

The UK USA .Agreement (including its appendices) and the ope ;-a ting arrange-

ments based thereon will continue to be the basis of relations between the two 

parties in war. 

2. In interpretation of this agreement the general principles and considera­

tions stated below provide for particular spheres of collaboration between 

the two parties during a. war in which the u.s. and the U.K. a~~ allied. 

3. The aim of the two parties is to ensure that the greatest possible contri­

bution consistent vnth security is made by their combined CO"NilNT effort to the 

prosecution of a war. 

PRINCIPLES OF COLLABORATION B1mvEEN 

COMJNT A.GENCTI'S OR UNITS IN WARTIME 

4& Specific u.s. and U.K. requirements and capabilities rega.rdin~ wartime 

collaboration between COMINT agencies or units 'shall be established. The 

Directo.;-s shall maintain in a mutually agreed fonn a detailed plan for suah 

wartime collaboration. Insofar as practicable, phasing for implementing 

actions shall be indicated in the plan, including those actions which are in 

the nature of wartime preparations, an.d which must be initiated prior to the 

outbreak of hostilities. Consistent with each party's freedom to establish its 

own COMINT organization, and to undertake a:n.y task relevant to its national 

worldwide interests, the Directors, NSA and GC!~, shall consider in their 

planning the necessity and feasibility of the following types of action:-

(a) A broad division of COMJNT tasks between the u.s. and U.K. 

organizations. 

(b) The augmentation of one party' a resources by the auppJ.s of selected' 

personnel and materiel from the other. 



(c) 

(d) 
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The integration of selected u.s. and U.K. organizations. 
, 

The establishment of new cha.•mels for liaison or for the exchange of 

raw traffic, t eohnicoJ. material, and end-product between selected 

u.s. and U.K. authorities. 

(c) The assignment of working groups of one party to the other party's 

agencies or units. 

( 

(f) The participation by ei th~r party in the othe!"' s COMINT organizations, 

including the arra.ng~::ments for operational, technicu or administra-

tive control, logistical support,. and the establishment and mainten'ance 

of communi ca tiona. 

5. Planning for tactical Comin t, 'Y' or close support constitutes a sp eciai. 

cas·e. Coordination of' such planning within Allied Commands will be in accordance 

\vi th .Appendix P. Coordination of such planning ou"tside Allied Commands will 

be in accordance with assigned national responsibilities. 



810{1. Directorate. Minute Sheet. 

Subject : APPENDIX B TO UKUSA AGI!KEMENT. 

• J '\' I.J" )· Attaohed is a. revised version of 
_ Appendix E, effective as frot11 1at Jarru.ary 1955, 

which has been agreed between Directors, NSA 
an,d GOHQ. Further copies are available on 
request. 

2. The existing Appendix E, dated 1st 
June 1951, is replaced by this new version, with 
immediate erfect, but should not be destroyed 
pending formal USCIB-ISIB agreement on the 
revision. 

Referred to 
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EO 1. 4. (d) 

SUKLO ·washington 
Copy to: SUSIO 

(without 
enclosures) • 

After Action 
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i..PPENDIX E 

CO-{)RDllJ'J.TION OF·, i .l-ID EXCF .. J.NGE OF rnFORM/..TION 
m!, CRYPrf.Nl~YSIS 1:..ND ASSOCIATED_ TECHNIQUES 

ALLOCld'ION OF TAsKS 

1. Allocation of major tasks, conferring a one-sided responsibility, is 
undesirable and impracticabl~ as a main principle; however, in order that 
the ~dest possible cover of foreign cypher co~nunications be achieved, 
the Com.int Agencies of the h7o parties sha:H -exchange .. proposals for the­
elimination of duplication. In addition, collet~.)oration beh.,-een those 
J~gcncies -;rlll take the forr.1 o:;:· suggestion and mutUD~ arrangement as to 
the undc:rtaking of new tasks and chimges in status of old tasks. 

2. Notwithstanding any informal allocations based on the above, all 
raw traffic shall continue to be exchanged except in cases \Vhere one or 
the other party agrees to forrw it~ ____C_QJW_ 

OGA 
E-0 1.4.(c) 
EO _1.4.(d) 
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APPENDIX H 

CCIOOJNICAT tws 

(For deta.U. see Alme.IQU'!I Bl.) 

TELECOOtiJHICAti~S ·REQUIRED 

FEB 12 1953 

Exol.u.ain and readiq extanaiblo tel8QQDmun1cat.i.orul 
betlHem Agenoiaa~ and betMean Agenc1ea and their oat.~ e~tatioiul 9 
v1ll bG mAintai.ned in oN.er to m&Q pouaibl.e tba rapid !low o.f all 
types o! rS.w tn.f'.tic .fran the pointe ot intercoption to t.b&l $&vwal 
AganoieeJ tba rapid. GX.Obalge or all types o.r raw ~.f'1~, t.eohD.io.a.l 
matter and Co»vmmicatioD Int.allJ.eence between t.he ~genciea; )8Dd the 
sfticient control of int.ercept.ion COTe rag& o In addi t.ion lli.teru ' · 
COl!Zl\!IDi~tions betw&en atatiows ot ono pa.rty and Agenciaa ¢r st.ationa 
ot t.htJ ot.ber may be provided. ~ar the saM purposes u nace~ss.r, and 
mutually agreed~ 

INSTALLAnON8 MAINTENANCE AND OPERATION C'6 
TF.!MIMALS 

Tbti tendnAl.s ot circuits or chsMelB intondocl ex~ 
olua1"1tal"/ to ~ Comint- t.mtt1c bet.wea the Br11.1ah Com~~Gnvealth 
and tba llnit.Qd Statu wW. be inJrtalled8 maintsai.nlad. and OpEll'ak\1 &8 

arrange:t b;y the e.ppropriat. Oa:dnt. Autborit.iaa of the COUiltries con.., 
eern.d and& although n.omal.q such t.eminals ll1ll be inaltolled.., IIUdn~ 
tained end ope:.ted by the appropriate UoS or Brlt.1ah Ccmmoo.wulth 
authorl. ty on lf'~•~ terri tol')" t.ha t.e:mi.nals &re a1 tua ted, this ,u.). noi~ 
be obl.ip:tor:r·?. 

Th9 provision o.f equip:uent o! Ul wao 'tlUl be oy 
mut.\!al aaaitrt.ance lihero DeCCIBBMY &.Qd practicable and ac a[!·;rGCil·i in 
ea.ah ep0c...tfic C:aSID o 

CRIPJ:OORAPHIC AIDS 

•• 

,, 



.. 
( 

TOP SECRET 

APPENDIX I{ ~ s.Wet 2 ----··.-
(b) .In order t.o reduce t.he number of personnel l'1'.lqu.il'ed tor 

communication and cryptographic operat.iona a...'ld. t}-J.e~by 
to aug111ent. the .r'orces availaDle for direct interovpt. 
operaUona1 and also to improve speed and acc'tU'&.cy.!) 
t.he ultimate goal should be the transnJ.s&ion of al..l 
Comin~ material in on""line ceyptos.Yatem.Bo E'~~ ef!ort 
ahould be made towards thl.s end~. co.ns1at.ent. llfit.h the 
pollciee o£ t.he services of both ·counuoieso 

So DAO ROOTES 

Bag routea Wi.ll be kept. uncier review with the object ot 
taking full advantage of sea and air serviceeo 

All agencies l:d.ll be equipped to handle mic:rof'llm 110 t.hat. 
it tna;y be available for use when u. is not pract.icable to send the 
orig:lnal mat.erialo 

7 o CC»tUNlCATlONS LIAlSION 

A representative of the D1rector11 GCHQ8 and a representative 
o! t.he D1rect.ar» Nat.ion&l Securi~ Agen.cy11 ld..ll be given tha ~citic 
du14Y o£ keeping under review Camint ooomumicat.iona problems ~nd. ot 
.naiaing and advising on such problems as th~ OCCUI"o 

8o C<Jo1MUNICA!I~ HEQUIR~l'S IMPOOED BY a.riD.:R AP!'~D~ 

It. 1s agreed that when a.ll appendices which impo86 a 
C011R\Dlicat.ion requirement are &pf-roved by Canint aut.horltiea of all 
parties to the proposed Comint. Conference9 the CODlllllmi.cat.iona anne..xuree 
appended t.here to vUl be included 1n Appendix H and mads obj.,ct. o! 
such a~n as ia necessary to fulfill thair requirementa o 
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. .APPENDIX J 

PRINCIPLES OF UKUSA COLLABORATION WI'l"H COMMONWEALTH 

COUNrRIES OTHER THAN THE U.K. 

INTRODUCTION· 

1. This Appendix records the general principles governing UiruSA 
Comint collaboration with Canmonwea.l th countries (other than the U.K.) 
and certain agreements that have been made on Comint policy affecting 
those countries. For convenience and clarity, certain of the provisions 
of the U.K..-U.S. Communication Intelligence Agreement, 1946, are 
incorporated (in pe_ragrapha 2 to 6 below). 

GENERAL 

2. While Commonwealth countries other t.han the U.K. are not parties 
to the U.K.-U.S. Ccmint agreement, they will not be regarded as Third 
Parties. 

3. L.S.I.B. will, however, keep U.S.C.I.B. inf'ormed of any arrange-
ments or proposed arrangements with other Commonwealth agencies. 

4. u.S. C. I. B. will make no arrangements with any Commonwealth agency, 
other than Canadian, except through or with the prior approval of L.S.I.B. 

5· As regard a Canada, U.s. c. I.B. will complete no arrangements with an.v 
agency therein without first obtaining the views of L.S.I.B. 

6. It will be conditional on ·any Commonwealth agencies with v.hom 
collaboration takes place tb.a.t they abide by the terms of paras. 5, 
8 and 9 of the u.K.-u.s. Canint agreement and by the arrangements laid 
down in para.. 7 thereof. 

ARRANGEMENTS WITH UKUSA-coLLABORATING COMMONWEALTH COUNTRIES 

7. · At this time only Canada., Australia and New Zealand will be regarded as 
U10JSA-oolleborating Commdaweal th countries. In interpretation of Pa.ra. 3 
above L.S.I.B. will not initiate or pursue Ccmint arrangements with· · 
Commonwealth ooantriea other th.an Canada, Australia and New Zealand (with 
each of whi.ch the L.S.I.B. already has such arraogementa) without first 
obtaining the views o:f'· u.s.c.I.B. 

8. It is noted that L.s."r.B, has obtained from the Comint authorities 
of Ca.ca.da, Australia and New Zealand formal assuraoces that they will abide 
by the terms of paras. 51 8-a.nd. 9 of the U.K.-U~S. Comint Agreement and of 

\. para. 7 of Appendi.x: E thereto. It is also noted th:at a prerequisite ot 
Comint collaboration by the U.K. wi tb. Canada, Australia and New Zealand 
was an unequivocal acceptance by those countries of the provisions of the 
"Explanator,r Inatruct~s and Regulations concerning the handling of Signal 

~ Intelligenc-e · (IRSIG)" ~ountries, and that continued U. X. Comint collabora­
tion with those countries is dependent on their adherence to the provisions 
of those regulations. 1'.. -

tf' - ~ ().,_.[j.('~~:\;''.~-~ ~ b~&~ 9!--t,-·.~,'IJ\j ~ A::t.....t,, <-&"'J.<.,o.,.(.M ... ~ 
·~ \..1 - /9 •.•• 
a.u..~~t·~ c-i- .U.-4"'~-~ - - r • 'ere 
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9. U~S.C.I.B. and L.S.I.B. agree: 

(a) not to pass to a collaborating Commonwealth country Comint 
items originated by agencies of the other party without­
the consent of that party, except as may be agreed from 
time to time; 

(b) to pass to collaborating Commonwealth countries, via agreed 
Comint channels, only such technical Comint materials ·as 
are deemed to be relevant to the tasks of the Commonwealth· 
agencies concerned or as may be otherwise agreed between 
the two parties from time to time; the relevance of 
technical Comint materials to the tasks of those 
Commonwealth agencies shall be determined by the Director 
G.C.R.Q. or the DiPector N.S.A.; relevant materials 
shall then be releasable subject to ,whatever restrictionslnB.y' 
be specified by the agency which produced the material 
(i.e. G.C.H.Q. or N.S.A.). 

UKlJSA ARRANGEMENTS AFFECTIN; AUSTRALIA AND NEW ZEALAND 

Agreed arrangements affeoting Australia and New Zealand are · 
contai-ned .in Annexure J1 hereto. 

't 
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APPENDIX J 

ANNEXURE J1 

UKIJSA ARRANG»dENTS AFFECTn& .AUSTRALIA AND 

NEW ZEALAND 

1. It is noted that Defence Signals Branch Melbourne (D.S.B.) 
is, in contrast to Communications Branch Ottawa, not a purely national 
centre. It is and will continue to be a joint U.K. - Australian - New 
Zealand organization, manned by an integrated staff. It is a civilian 
organization under the Australian Department of Defence and undertakes 
Ccmint tasks as agreed between the Comint governing authorities of 
Australia and New Zealand on the one hand and L.s.I.B. on the other. 
On technical matters only, control is exercised by Government Communications 
He,adquarters on behalf' of L. S. I. B. 

2. a.. C.H. Q. will keep N. S.A. informed of the tasks that have been 
-agreed for D.S.B. and will notify N.S.A. in advance before any new or 
altered task is agreed for D. s. B. 

3. N.S.A. and D.S.B. will collaborate directly on those D.S.B. 
tasks which, as detennined. by N.S.A., fall within the field of colla.boration 
and will exchange raw material, teohnioal material and end product of 
these taslcs. In addition N.S.A. will provide D.S.B. with raw material 
technical material am end product as appropriate on other tasks determined 
by N.S..A.. to be relevant to the tasks of D.S.B. A list of tasks utrle]joGA 
both these heads will be maintained currently by N.S.A.. and G.C.H.Q. iEo 1. 4. (c) 

' 
4. a. N.S.A. and D.S.B. will also exchange technical int5oention 
dat&relating to the General Search effort of each in th1 

~....-____ __. 

, EO 1. 4 . (d) 

5. Ex:obanges between N. S.A. and D. S.B. under the above paragraphs will 
be complete in scope but in special circumstances each agency will have 
the right to withhold material at its discretion. 

6·. The direct collaboration and consequent exchanges between N.S.A. 
and D.S.B. will pe regulated by the provisions of th~ following appendices 
to the UKOSA agreement; C, DJ E, F, G, H, I, L, M. I 

1. It is noted that, in interpretation of Appendix I to the UKUSA 
agreement, N.S.A4 has accredited liaison officers to D.S.B. and that 
D. S. B. will accredit a liaison officer or officers to N. S.A.. when it is 
in a position to do ao. 

\ _ 8. It is further noted that, in interpretation of Appendix I to 
the UimSA agreement, u.s.c.I.B. 'Will possibly decide at some future 
date to modify the terms of reference for the senior liaison officer now 
accredited to D.S.B., whereby he wili be the senior u.s. representative 
for conduction liaison with Australia and New Zealand and, as may be 
agreed by L. S. I. B., with U.K. officials in those countries, on matters 
pertaining to Comint. 
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