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VALUE-ADDED NETWORK SWITCHING
AND OBJECT ROUTING

RELATED APPLICATIONS

‘Ihis application is a divisional patent applicat'on of
application Ser. No. 09/296.,207, filed Apr: 21, 1999, now
U.S. Pat. No. 6,212.556 which is a continuation-in-part
patent applicivtion claiming priority 10 U.S. Pat. No. 5,987,
5640, entitd Value-Added Network System For Enabling
Real-Time. 13i-Direction.al Transactions On.A Network. for-
merly application Scr. No. 08/879,958. and filed on Jun. 20,
1997. US. Put. No. 5,987.500 is itscil a divisional applica-
tion claiming priority to U.S. Pat. No. 5,778.178, entitled
Mcthod And Apparatus For Enabling Real-Time Bi-Direc
tional Transactious @a A Network. formerly application Scr.
No. 08/700,726, liled on Aug,. 5. 1996, which afso claims
priority and heacfit under 35 U.S.C. 119¢e) to U.S. Provi-
sio1 al Applicatioa No. 60/006,634 filcd on Nov. 13, 1995.

FIELD OF THE INVENTION

The present invention relates to the area of network
communications, inchuding heterogeneous networks such as
the Internet, World Wide Web (WWW), telephone network,
wircless networks, gable television networks. and privite
enteeprise networks. Specifically, the present invention
relatcs to a metiiod and apparatus Jor co Higurable value-
added network swilching and object routing.

BACKGROUND OF THE INVENTION

With the internret and the World Wide Web (“the Web™)
cvolving rapidly ss a viable consumer medium tor electronic
comilerce, new on-line services are cmegong to [ill the
aceds ol on-line vsers. Aa Internet user today can browse on
the Web via the usc of a Web browser. Web browsers are
sotiware interfaces that run on Web clicnts 1o allew access
o Web sesvers via a simple user interfice. A Web user's
capabilitics today from a Weh biowser arc, howevel,
extremely thnited. The user can perlform onesway, browse-
only isicractions. Additionslly, the user has limited
“deferred” ransacli nal capabilities, naoely electionic mail
{c-mai)) capabilitics. E-mai capabilitics are reforred (0 us
“delerred transactions™ because the constunar’s request is
not processed until tbe e-mail is received, read, and the
person or sysiem reading the e-mail executesdie transaction,
This transzetion is thus not performed in real-time.

F3G. 1A illusugtes typical user interactions ou the Web
oday. User 100 scuds out a vequest [rom Web browser £02
iy the form of a universal resource locator (URL} 101 in the
wliowing manner: hupivww.car.com. URL 101 s pro-
vessed by Web browser 102 thit determisies thie URL cor-
respouds 1 car dealer Web page 105. on car dealer Web
server 104, Web browser 102 then cstablishes browse link
103 10 car dealer Web page 105, User 100 can browse Web
page 105 and sciect “Nat links” to jump (o other locations in
Weh page 105, orto move to other Web pages oa the Wel,
‘This iutcraction is typically o browse-anly iutcraction.
Under limited circumstances. the user may be able to i} out
a formon cur dealer Web page 105, and c-muil the form o
car dealer Web server 104. This interaction is still strictly a
one-way browse mode communications link. withthe.e-mail
providing limited. deferred transsctional capabilitics.

Under limited circianstances, a tuser may bave acceess (o
two-way services on tbe Web via Common Gateway Inter-
face {CGI) applications. CGl js a standard ioterface for

0
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munning extersal prograras on a Web server. 1t alfows Web
servers 10 create documents dynamically when the server
receives a request From the Web browser. When the Web
server reocives @ request f'er a document, the Web server
dynamically executes the apprepriatie CGl script and trans
mits the output of the execution bilck 1o the requesting Web
browser. This interaction caa thus be termed a “two-way"
transaction. It is a scverely limited transaction. however,
because each CGl application is custontiaxt for a particular
type of application or service.

For example. os illustrated in FIG, 113, user 100 may
access bank 150°s Web server and attempt 1o perform
transactious on checking aceount 152 and to make a pay-
ment on loaw account 154, la order for user 100 to accesk
checking account 182.and loan account 154 oa the Web, CGi
application scripts must be created for cach account, as
illustiated in FIG. 113, 'Fhe bank thus has to create individual
scripts Tor eacb ol its services 1o ofler users access to these
services. User 100 can theninteractina limited fashion witd
these individual applications. Creating and manzging indi-
vidual CGil scripts for each service is ot a viable solution
lor merchants with a large number of services.

As the Web expands and electronic commerce becomes
mon: desirable, the newd increases for robust. real-time,
bi-directional transactional capabilitics on the Web. A 1rie
real-time. bi-directional transaction would ullow a uscr to
commect 10 a variely of services on the Web, and perfornt
reaf-time (raosactions on those services. For example.
ahhuugh user 100 can browse cur dealer Web page 105
wday, the user cannot purchase the car. ncgotiate a car jo:n
or perform other types of real-time. two-way (rat saetions
that hie can perfonm witb a live salesperson at e car
dealership. Ideally, user 100 in FIG. 1A would be able to
acowss car dealer Web page 105, select specific iansactions
that he desires to periorm, such as puichase a car, and
perform the purchasc in real-time, with two-way interaction
capabilitics. CGl applications pr vide user 00 with a lim-

- ited ability for iwo-way bucigction with cardenler Web page

10S. but duc to the lack of inleraciion sand management
between the car deater and the bank, he witl not be able 0
obtain a lo'ast and complete the purchase of thecar viaa CGl
application. ‘The ability to complete robust rcal-time, twa
way (ransactions is lius as( trely availabic on the Web tactay.

SUMMARY OF THE INVENTION

ltks therelare an object of the present mvention w provide
a method and appaeatus Byr providing real-time, fwo-way
transactioual capabilitics on the network, including hetcro-
gencous networks such as the internet, World Wide Web
(WAYW), tclephone network. witeless networks, cable 1cle-
vision networks, amnd private enterprise networks. Specifi-
cally, one embodiment of {lie present invention discloses a
configurable value-added network switch far enablog real-
time teansactions on a network, The coafigurable value
added network switch comprises means I'or switching to a
wansactional application in résponsc 10 a user specification
from a network application. means for transmitting a trans-
action request {rom the teansactonal application, and means
for processing the transaction request.

Aceordiag ta another aspect of the present invention. a
method and apparatus for cnabling objcet routing on a
network isdisclosed. ‘The methed for cnabling object routing
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comprises the sleps of creating a virtew] inforination store
comaining informat’sonentrivs and aliributes. associating
each of the infortation entrics and the attributes with att
object identity. and assigning a unicque nelwork address (o
each of the object identities.

Oiher objects, Sestures and advantages of the present
invention will be apparent from the accompmying drawings
and from the detailed description,

BRIEF DIESCRIPTION OF THE DRAWINGS

“The features and advantages of the present invention will
be apparent from the accompanying drawings and from the
detailed description of the present invention as set forth
below,

FIG. 1A is an illustration of a cmrent user's browse
capabilitics on a nelwork via a network browser.

FIG. 1B is an illustsation of a current atser’s capabilities
o perfom limitedt tzansactions on the Nework via CGl
applications.

FIG. 2 illustrates a typical computer systemon which the
present invention may be ntilized.

F1G. 3 iusirates the Open Systems Intesonnection (O51)
Model.

FiGi. 4A itlustraves conceplually she user value chain as it
exists toduy.

F1G. 413 illustrzies one embodiment of tic present inven-
lion.

FIG. SA illnstrates a vser aecessiug a Network server
including one embodiment of the present invention.

16, 513 iliustrates the exchange componeut according to
onc embodiment of the present invention.

FIG. 5C illastales an example of a peint-ol’-service
(POSve) upplicntion list.

FIG. §1) illusteates a user selecting a bank POSvce appli-
cation from the POSvc application list.

FIG. 5E illustratcs a lhve-woay trasisaction according o
onc embocliment of the prrsent invention.

FIG. 8A illustrates @ value-added network (VAN) switcl.

FiGr. 613 illustrates the hicrarchical addressing tree strog-
wre of the networked ob jects in DOLSH3s,

FICi. 7 illustrades conceptually the Jayered architeeture of
a VAN swiich,

FIG. 8 is a Bow diagram itlustraling onc embodiment ol
the present invention.

FIG. 9 ilinstrates the'sullware layers ol the Object Router.

FiG. 10 illustrates the data model integration.

FIG. JE illustrates abank scenarto example.

FKr. 12 illustrites a bank client-server exsmple.

FIGS. 13A & 1313 illustranc.

FIG. 14 illustcates an Objoct Router Timing diagram of
the prelerred embodiment.

FIG. 15 tlustrates a finile state machine.

FICG. 16 illustriges o counter implemented with a fnite
stale machiue.

171G 17 illustrates a counter implemented with the present
invention.

FICr. 18 illustrates & smmple state machine with files and
programs.

FIG. 19 illustrates a CoreBusinessObject Object Router

description.

FIG. 20 illustrates an example of a Bank B1 DOLSIB
FSM 1) gram for Balance,

FIG. 21 illusirates « diagr-am far expect, found. and ermor
states.

PG, 22 tllusteates an example of a $3ank 32 DOLSIB
¥SM Diagrawu {or Balance.
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DETAILED DESCRIPTION OF THE
EFERRED EMBODIMENT

The present invention refates 1o a method and appacatus
tor conligurable vahie-added network switching and ob ject
routing and management. The network browser or “Web
browser™ as used in the context of the present specification
includes conventional Web browsers such as NCSA
Mosaic™® [rom NCSA and Netscapc Mosaic*™  from
Netscape®, ‘The present invention is independent of the
Network browser being utilized and the user can use any
Network browser, without modifications 1o ¥ Network
browser. In the following detgiled description. nunerous
specific details wre set forth in onter to provide a tharough
undeistanding ol the present invention. It will be apparent to
one of ordinary skill in the arl. however, that these specilic
details needd not be used Lo prctice the present invention. In
other instances. well-known structores, interlaces and pro-
cesses have not been shown in detail in onder not 1o
tnniccessarily obscure the present invention.

F1G. 2 illustrates a typical computer system 200 in which
the prissent invention operates. The prelerred cmbadiment off
the present invention is implemented onan H3M*™ Personal
Computer manufacturt by IBM Comoration of Asrmonk,
N.¥. Alternute embodiments may be implemetied on a
Macintosh™ computer manufactured hy Apple™ Com-
ptier. Incorporated of Cupertino. Calif'. ft will be apparent 1o
those of ordinary skill ia the art that otiter allerantive
compuler system archilectures may also be employed.

in genem), such computer systems as iflustrated by F1G.
2 compris a bus 201 for communicating iuformation.
processor 202 couptex] witl ite bus 201 for processing
informaion. main memory 203 ¢oupled! with the bus 201 Jor
sloring information and instructions for the princessor 202, a
read-only memory 204 coupled witb the bus 201 for stor'ng
stalic infonnalion and instrlctions tor the processor 202, a
display device 205 coupled with the bus 20t for displaying
nformiation for a compater uscr, nn input device 206
coupkrd with the bus 201 far communicating information
and command sclections 1o the processor 202, andl & mass
slorage device 207, such as a magietic disk wnd associated
disk drive, coupled withthe bns 213l for stoying informiation
and iustructions. A data slorage mediom 208 containing
digrtal information is configured to operate with mass stor-
age device 207 to allow processor 202 access Lo the digita)
information on data siorage medinm 208 viabus 201.

Processor 202 may be any of a wide variety of geneml
purpsse processors or micraprocessols such as the Pen-
tin 2 microprocessor mauniaciured by Imel® Corpora-
tion or the Motorola™ 68040 or Power PC™ brand micro-
processor manulacivred by manufactived by Motorola™
Corporation. It will be apparent to those of onttigary skill in
the an, howvever, that other variclies of processors may als'o
beused in a particular computer system. Display device 205
may be a liquid erystal device. cathode rty wbe (CRT), or
other suitable display device. Mass storage device 207 may
be a econventional hard disk drive. floppy disk ditve, CD-
ROM drive. orother magaeltic or oplical dali storage device
for reading aud writing ixfonnation stored on o hard disk. a
floppy disk. a CD-ROM a magnclic Lupe, or othcr magnelic
or optical dita storage medivm. Data stormge medivm 208
may- he u hard disk, a floppy disk, a CD-ROM, a niagnetic
1ape. or other magnetic or oplical data slorage medium.

10 general, processor 202 rettieves processing instinctions
anddata from a data storage medium 208 using mass storage
device 207 and downloads this infornation into runcom
access memory 203 for cxecution. Processor 202, then
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cxecules an iestruction stecam From random ageess memory
203 or reackonly memory 204, Conunand seleetions and
nformationt input at input device 206 are used to digect the
ow of instriictions cxecuted by processor 202. Fgnivalent
put device 206 may also be a pointing device such as a
conventional mouse or trackbsll device. The resutts of this
processing execulian ave then displayed on display device
205.

The preferred embodiment of the prescst invention is
implemented as a solvware module. whick may be executed
on a computer syslem such a8 computer system 200 in a
coenventionn! manner, Using well kvown techniques. (he
application software of the prefersed embodiment is stored
on data storage medium 208 and sibsequently lvaded into
and executed within computer system 200. Onee initizted,
the sollware i ibe prelerred embodiment operates n the
ianner described betow.

FIG. X illesuates the Opeu Systems Itergonncction {OST)
reference naded. O8I Model 300 is an Inteinational standard
that provides a comnon basis for the coardination of stan-
dards development, lor the purpase ef systems intercunec-
lion. The present invention is implemented to function as a
rouling swilch within tbe “applicition layer” of the OS]
mogel. The model delines seven layers, with cach layer
connnunicsting with its peer layer in anather node through
the use of a prdtocol. Bhysical faver 301 is the lowest layer.
with responsibility 1w transmit unstruetred bils across a
link. Data link Jyer 302 is the next layer above phiysical
fayer 30%. Daia link layer 302 ransmits chunks across ihe
link and deals with problems like checksumming to detect
dutd covraption. ordevly coosdination of 1te use of shared
media and addgéssing when multiple systems are reachable.
Neiwork bridges opcrate within data link layer 302.

Network layer 303 cnables acxy pair of systems in the
network (o conummicate with each othes. Network layer 203
contains harlware units-such as routers, that handie routing,
pucket flagmentation and reassembly ol packets. Trausport
layer 304 cstablishes a refinble commamication steam
between a pair of systems, dealing with creors sach as fost
packels. duplicawe packets, packet reordering and fragimen-
tation. Session layer 305 ofas services abrave the stmple
communication stream provided by ransport layer 304,
These services include dizlog control and chaii'ng. Presen-
tation layer 306 provides a means by which OSI compliant
applicalions can ggree on reprasentations lor dagze. Finally,
application layer 307 includes svrvices such as file wansler,
access and manageient services (FIAM). electronic mail
ang virtual tcrminal (VT) serviees, Application fayer 307
provides amcans for application programs Lo siceess tha OS]
enwiraoaent. As described above, the present igvention is
implemented lo lunction as a routing switch in application
layer 3407, Application Jayer istting creates an open channel
tor the management, and Lhe selective llow of data jrom
reniote databases on a network.

A Overvievy

F1G: d-Aillustrates coneeprually the uset vakie chain as it
exists today, The user valie chin ity FIKT. 4.4 depicts e
types of transaclions that are pertorined today. and the
channels theongh: wbich the transactions ave petformed. A
“ragsacion”™ for the purpuses ol the present invention
inchides any type of' conunecial or other t§pe of interagtion
that & user may wanl ta perform. Exapuples-of transuclions
include a deposit ity a bank accaunt, a request for a {oan
fiom a bank, a puchase of a car {rom a car dealership or o
pruchase of acar wills linaneing from a bumk: A large variety
of otlkx transactions arc sJse possible.
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A typical user transsclion today may involve wvr 100
walkiug into @ bank or driving up to a teller machine; and
interncting wilth a live bank teller. or automated Leller
machine (A¥M] sofiware applicationg. Alicmatively, user
100 cim perform the saime ransaclion by usiog a personal
comypruler {PC). activdting application soliware on his PC 10
access his bank aceannl, and disling inte the bank via a
modem line, 11 user 100 is a Network usér, however, there
is o cument mechanism for performing a robust, real-time
trangaction with the bank, as illostrated in FIG. 4A. CGl
scripls pravide only limtiled (wo-way capabilitics, as
described above, Thus. duc to txis lzck oF# robust mecha-
nism by wbich real-timec Network transactions can he por-
lomned, the bank is unable o be a rue “Nelwork merchant,”
namely a mercbant capabie of providing complele transac-
tionnt services on the Network.

According to one emhadimeutof’the presein invention, as
illustrared in FIG. 48, ¢ach mercham thial desires 1o be a
nelwork meichan can provide real-time (ransaclional capa-
hilities © users who desire Lo access the merchants” serviees
via the network. This embodiment includes a service nel-
work rmning on top ol & facihities network, namely the
internel, the Web or e-mait networks. Yor the purposes of
this applicalion, usets arc deseribedd as ulilizing BC’s 10
access the network via networl server “swilching™ sites.
(Swilching is described in more detail below). Users may
also utilize other personal devices suclias nclwork compii-
cry ox cellular devices fo secess thie meichas’ services via
appropriate switehing sites. These switching siles include
nn-Web network.camputer sites and cellular provider sitgs,
Five componcuts interact to provide this serviee network
[unctionahty, ngmely an exchange, an operalor ageitt, a
management agent, a management manager and a graphical
user interface. All Bve components are descrbed in more
detail helow,

As illustrated in FIG. 54, wser 100 accesses netwoirk
server 104. Having accessedt network server 104, user 100
can decidé tuy hedesires to pepform real-time trunsactions.
When netsvork server 104 receives uger 100% g indication (bat
be desires o perfomy real-time - tratisiclions, the request g
handed over tosm exchange component. Thus, lirom network
page 105, fer example, user 100 can seleet buiton 500,
entilled “Transactions™ and network server 104 hands user
F00°s request over {o the exchange compenent. The buitad
and the tille can be replaced by any mechanism that can
insttiet & network server to hewd ovee the consumer's
request 10 the exchange component.

PIG, 58 illustraks exchange 581, Lxchangy: 501 eom-
prises network page 505 and pomt-of'-service {P@Sve) appli-
cations 510, Tixchange 50t also conceptually in¢ledes a
swilching component and au -object rouliig component
{described in more detail below). POSve npﬁicaﬁons 310
arc tansaclional applications, namely applications 1hat are
designed Lo incorporate and takce advantage of the capabili-
tiws pravided by the present invention, Although exchange
50t is depieted as restding on netwerk server 104, the
exchangecan also reside on a scparate compter system that
resides on the Ialcimet and at the intersection point between
ke Jntemet aud other networks and on any newwork where
any network intersects with the Titernet and has an Internet
address. Exchange 501 may dlve include operaior agent 503
trat inlerdgets with o management manager (describedd in
more detail below). Bxchange 501 cicales and allows forthe
manageient (or distributed contiol) of a service network,
opemting within (he boundaries of an [P-based lacililies
network. Thus, exchanze 501 and @ management agenl
component, described-in more detail below. under the head-
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ings “VAN Switch and Object Routing,” together perfonn
the switching, object 1outing. applicalion xnd service nian-
agement functions according to one cmbodiment of the
present mvention.

Exchange SOt processes the consumer's request aixl
displays am cxchange nctwork page S0S that includes a list
of POSvc applications S} accessible by exchange S04, A
POSveap plication is anapplication thiat canexectite fhe type
of tramsaction that the user may be interested in pertorming.
The POSvc list is displayed via the graphical user interface
component. 01 embodiment of the present invention sup-
ports IlyperText Markup Language as the graphical user
nterface component. Virtmal Reality Markup Language and
Java™ are also supported by this embodiment. A varicty ol
other graphical vser interlace standards can also be ulilized
o implement thie graphical user inlerf ace.

An example of @ POSve application list is illnstrated in
FIG. 5C. User 100 ean thus selest rom POSve applications
Bank S10(1). Car Dealer 510(2) or Pixzzeria S10(3). Numer-
ous other 1’°0OSvc applicalions can also be included in this
selection. I user 100 desiees (o perform a nwnber of banking
ransactions, and seleets the Bank application, a 3ank
POSve applicaion will be activaied and presented to user
100, us illustrated in FIC 8D, FPor the purposes of illustra-
dillerent compmer sysiem {network server 104) from the
computer systeins of the nenwork merchants or content
owners nuwing POSve applications {computer systen 208).
Exchange 50§ may, however, also be on the saiae computer
sysfem as onc or more of the computer sysiems ol the
network merchauts.

Once Bink POSve application 550 has been activaicl,
user 100 will beahie to connect to Bank services and utilize
the spplication to perform banking transactions. thus access-
ing dala lrom :1 host or data repository 575 in the 13ank
“Back Olice.” The Bank Back Oflice comprises legacy
daiubases and other datx repositorics thatare utilized by the
Bank to store its data. This connect'vm between user 100y
I3k services is managed by exchange 501 ..As illushated in
FIG, 581). once the costnection is made hetween Bank ’OSve
application S10(1). ftor exmmple, and Bauk scivices, an
opecator agant on network server M4 may be activaled 1o
ensttre the availability of distrihuted functions and capabili-
lies.

fiach network merctiznt may choose the types of services
that it would like to offer its clients. In this example, it" Bank
decided 10 inciunde in their POSve upplication acee'ss 10
checking and savings accounts, user 300 will be able to
perform reabttime vgnsactions agsinst his checking ond
savings accounts. Phus, if user (00 moves $300 (rom his
checking account into bis savings account. thc transsction
will be performed wr real-time, in the same manner the
transaction wouid have been performed by a livedtctler at the
bank or an ATM machine. Theref ore, nalike hus prior access
to his account, uscr 100 now has Uie copsbility to do more
than browse his baak account. The ability to perform these
types of robust, rcal-time tarsactions I'rom & network clicnt
is « significant aspect of the presem invention.

Bank cionadse decide to provide other types ol services in
POSve application SI01). For exiunple. Bank may agree
with Car dealership 1o allow Bank eustomets to purchase a
cay rom thatdealer. r>quest a car loan from Bank. and have
the eniire rransaction perfomed on the network, as illus-
trated in FIG, SE. In (his instance, the transzctions are not
mesely two-way, between the user and Bank, but thece-way,
smongst the consuraer, Bank and Car dealership, According
10 ane uspect of the present invention. this thiee-svay trans-
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action can be expanded o n-way transactions, where n
represents a predetermined nwnber of nrerchants or other
service providers who have agreed ta cooperate o provide
servioes 10 users. The presem invention therel'ore allows for
“any to-any" communication and trimsactions on the nct-
work. thus lxcilitating a large, tlexible varicty of robust,
real-time transactions on the agtwork.

Finally, Bank may also decide to provide intra-merchant
or intra-bank services, together with ihc inmer-merclin
services descrihed above. For exnmple. if Bank creates a
POSwve application for use by the Bank Paywil depunment.
Bank may provide its owu employees with a mcans [or
submitting timeeawds Tor payproll processing by the 13ank’s
Fluman Resources (HRY Department. An emplayee selects
fhe Bank HR POSve application, ind suhmits his timecard.
‘The cmployee’s timecard is processed by accessing the
employee's puyrall informaiien. storedl in the Bank’s 3ack
Otlice. The transuction is thus psocessed in real-tine, and the
employee receives his paycheck immediately.

B. Van Switching and Object Routing

As describod above, exchange 501 and management agen
601, iMusteated in FIG. 64, togetherconstitute « vidue-added
network (VAN) switch. Lhese two elements may take on
differcnt roles as nccessary. ineluding peer-to-pecr. client-
server or waster-slave roles. Management manager 603 is
llustrated as residing on a separatc compulter system on the
Interact or anywhere where the Intcrnet meets or iatesrsects
or interfaces with any network. Munagement manager 603
can,. liowever, also reside on the same machine as exchange
501, Mapagemenl nuanager 603 internets with the operator
agent 503 residing on exchange $01,

VAN switch 520 provides multi-protocol objea souling,
depending uwpon the specific VAN senvices chosen, This
multi-protocol object rowting is provided via a proprictary
protocol, Trans\Web™ Management Protocol (1MP). TMP
may incorporalte the same or additionsl secuity teatures as
the trxlitional Simple Nework Management Protacol,
SNMP. It-also allows for the integralion of other traditional
security mechanisms, including KSA security mechanisims,
SEYL, SE12. cte.

One embodiment of the present invention utilizes TMP
and distributed on-liste service information bases (DOL-
S18s) to pevform object routing. Altematively, T™MP can
tncorporale SSL., s-HTTP, Java™, CORBA, DCOM. the
WinSock APL ORB or any other object network layer with
DOLSI3s to perl'onn i@ manage objcet routing. DOLSIBs
ave virtual isformation slores optimized or networking. All
information entries and atiribates in o DOLSIB virlal
information store are associaicd with # nctwortked object
identity. The networked object identity identifies tie infor-
mation eatries and aitrtbutes in the DOLSIB as individual
networked abjects, and each networked object is assigned an
Iateruet addres's. Tiw Interzel address is assigned bascd on
the 1P address of 1he node at which the networked abject
resides.

Fercxample. in FIG. SA. netwark server H04 is a node on
the Juternct. with un 1P address. Alf networked object
associstcd with nctwork server 104 will ilwrcfere be
&signed 2o Intemet address based on the nerwork server
104°s iP address. ‘T'hese nctworsked objects thes “branch
from the node, crealing a hicracchical tree structure, The
Imernet address lor eachi networked object o3 the (ree
essentiatly establishes the individual objoet as i “IPeseach-
able™ or accessible node .on i {nternel TMP nilizes 1his
Internct address 10 uniquely identil'y and access thve b ject
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from the DOLSIB, FIG. 68 illustrates wn example of this
hierarchical uddressing wee siucture.

Each objcet in the DOL.SI3 has a nane, a syntax and an
encoding. The name is an administratively assigned object
13 specif ying an object type. The object type together with
the object instance serves 10 uniguely identily a specific
instantistion of the object. For example. if object 610 is
information about madefs of cars, then one instance of that
object would provide user 100 with infornation about 2
specific madel of the car while another instanee would
provide islomation about a difictent model of the car. The
syniax of an object type defines the abstract data structare
correspondingg 1o that object type. Encoding of objeets
defnes haw the object ix represented by the abject type
syntax while being transmitted over the network,

C. Management and Administration

As descsibed above, exchange 561 and management agent
601 together constitute a VAN swilch. 1'IG. 7 illusirales
conceplually the layered architeciure of VAN switch 520,
Specificaily. boundary service 7¢1 provides the interfaces
between VAN swilch 520, the kuernet and the network,
telephone componics. wireless syslems, cable television
netwverks, and multi-media end nser devices such a8 PCs,
weievisions or telephones. Boundary service 701 also pro-
vides the interfaceto the on-ling service provider. A user cii
comect o a local upplication, namely vue accessible via «
locul VAN swilch, or be routed or “'switched* 1o an appli-
cation aceessible via a remote VAN switch

Switching seevice 702 is an OSI application Jayer switch.
Switching scrvice 702 thus represents the corc of the VAN
switch, [ perlorms a number of wsks including the routing
of uscr conneciions 1o remole VAN swilches. described in
the paragraph above. multiplexing and prioritization of
roquaests, aitd flow control. Switching service 702 alse
Facilitinies opun systems® connectivity with both the Internct
{a public switchedd network) and private networks ‘wciuding
back oflice uclworks. such as banking networks. Intercan-
nected application layer switches lorm tlte application net-
work backbone. These switehes arc one signilicant aspect of
ihe present iuvention.

Mzstagement service 703 contains tools such as Infosma-
ion Managemenl Scrvices {INTS} and application Network
Managenient Services (NMS). These tools are used by the
cixd users lo manage network resources, including VAN
switches. Management setvice 703 also provides applic.i-
tion.s that perform Operations. Administration. Maintcnsnee
& Provisioning (OAM&P) lunctions. These OAMAP 1ouz-
liotss include security managemenl, [ault management, cosn-
liguration management, performance management and bill-
ing management for the service nclwork. Providing
OAMED futactions for upplications i this manner is anether
significant aspect of the present invention.

Finatly, application service 704 comains application pro-
grams Hil deliver customer services. Application scrvice
704 includes POSvc applications such as Bank POSvc
describedtabove. and illustrated in F1G. 6.A. @ther examples
of ¥AN services inciude muiti-media messaging, archival/
retricval managenient, directoy scrvices. data staging, con-
ferencing, financial services. home banking, risk manage-
ment and a variety of other vertical services. Each VAN
service is designed to meel a1 particular sct of reguirements
relaied to perfonnance, reliahility, maiutenance and ability
to bandle expectex! tratlic vvolume. Depending on the type off
service, the chasacleristics of the oetwark elements will
diller. VAN service 704 provides :1 number of ftnctions
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including communications services lor both managentent
wud end vsers of the network #nd control Tor the user over
the user’s environment,

FIG. 8 is a How diagram illuslvating one ecmbodiment ol
the present invention. A user conaccts lo a Web server
anning an cxchatge componenl in step 802. In step 804, the
user issues a request for a transactional appication. and the
web server or cell site or call center hands off 1l:c request to
an exchange in siep 806. The exchange activates a gtaphical
userinterface to present user with a list of POSve application
optielss in step 808. In step 810, the uscr makes a scisction
rom the POSye application list. [n step 812, the switching
component in the exchangeswitches the userto thw selected
1'OSve applwation, and in slep 814, the object roming
component execules the user's request. Data is tetrieve!
from the appropriate data repository via TNV in step 816,
and (mally, t11e nser may optionally continue the teamsaction
in step 818 or end the transaction.

The Present Invention Applied to Intenzet Conunerce

‘Fhegoal of Intemet conunerce is to efiect a valid fimancial
transaction from any waccess point on the net with any other
point on the nel. spanning both public and privaie emerprise
networks, in real-time, interactively.

Achieving this goal of Irue. real-time. N-way transaction
interactivity requires a combination ol

(1) a many-te-many transaction interlace, {2} multi-imedia
wechival and retrieval management, snd (3)a viable switch-
ing model. al! with the following atlributes:

robust

scaue

rchable

high-perf ormance

predictable

canligurable

portable

complizmnt with: standards {(de facto ot de jure)

Currently. a user with a PC and a network browser can
aceess the Web page ol various merchamts. The present
invention extends this onc-way browsing capability o
Neway, real-time; intecactive cominuticalion. beyond the
Web into [P nctworks aud other types of heterogencous
networks as described above. T'he presentinvention brings a
remole casb register, telephone and mailbox imo the end
user’s tepninal. it reachies everybody and everywiiere. much
as e {clephone docs.

The presem invention exiends the same paradigms as are
traditionally ussd to manage roufers and network devices. (0
interactively tcach and manage information. Tlie present
inveution invigorates the interaclive transaction paracigm
by oflering scalability. snbustness, and (lexibilily designed to
be deployed across an entire value supply: chain from
original mannfacturer to poinl ol” pmchase.

The present invention uses an N-tier Manager-Agent
model to implemeitt the N-way comiunicalion capabitity.
One part of the present iuvention is a vilue—aclded network
application thal resides at the transaction Network Entry
Point. The other part of the invention resides al remote [P
nodes. The present invention includes an N-w-ay interaclive
objud router that provides the link between the consumers,
the cash source. and the seivice provider.

An clectronic conunerece seivice provider, such as a Bank,
will have to operate like a mini-Teco in order $o provide
services, such as business-lo-business etectronic canuieree.
or homebaskisg. via the lnlemet,
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Thus. the following system requirements are aecded:

security, so as (o avoid fraudulent transactions and inva-
stons im0 the scrvice provider’s database.

unificd numbering plan to identify each station by a
umque address. that is convenient and readily under-
standable by other stations connecied to the network.

uniquely identify. retrieve and route dynamically chang-
ing information clements that have 1o be accessed
remotely, using multi-media, object routing.

Tbe Object Rower

The Objct Router inciudes a library providing suppaort
for the application programming interlaces (APlS) to
remotely access an object, its data and its {unctions in an
ubject network. This interface provides two types of a ¢lass:
4 skefeton, which is the tunctionality of the objewt and its
stub which alows remotce aceess of thre same object, 1t will
beapparent 1o those of ordinary skill in theat that theitems
delined below rep resent b implementation of the preferred
cmbuodiment. Qther embodiments will be apparent such as

noit-Ce+ aned non-Java implemeniations and implemema- ~

lions such as within & DSP chipset.

Cltossary

ltiem Nis definition.

Ahstract Class A C++ class which does not have all vistual
functions defined.

API Application Progr-amning Interface

Class A C++/Java data structore definition wbich defines
both the data and funciions.

Interface A Javi tenn similar to the C++ Absutact Class.

Mecita A “meta”-compiler iranslates a higher level “meta™
language (WcbX) tram the “meta”sile into a lower-
level Innguage (C++) output file lor aad before giving
0 a traditional compiler.

Object A CH++/dava data strucire fastance, which is
defined by u class,

TCL Tool Command [Language, devcloped by Ousterhout
at Berkelcy.

Architeciural Overview and Key 1catures

Ihe Object Router of the present invention allows the user
10 specify lusictions which can be execnted yemotely. ‘the
basic opertion uses vbjects and class infonmation, instcad
ol simple, witelated functions aud datu, The argunents w
the function is spucified in the mews lile and the type of
avgument passing (by value o¥ by relerence) caur also be
specitied.

The Objcct Routcr allows for new data types to be
constructed. using the basic data types of the pragramuning
language uscd in the preferred embodiment: imt and String.,
Single simple inheritance classes can be emstrucuxt and
then nsed as data members or pointer within another incla
class,

Also. the Ob juct Router allows for a banspareist remoie or
local operation. The programmer does not need to know
whetlicr the object is “local® or “remote”. The interface
automatically determines this and will aifow for the correct
operation based on the type of object,

Reyuircments

There are several requiniments for the ®bject Router o
provide u clean and transparoni operation of local aru!
remote objoet. 141G, 9 illustrates tbese basic reguirements
and opcrations laycrs of the ob ject layer,

A, Object [deatity
This is needed for the Object Router to determine if the
objer is local (skelctons) or remote (stub). This is also
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niceded to detennine argument parameters and objuet seri
alization. This feawre is provided in the preferred embodi-
ment by the WxOb ject in the wx.lib libruy. Each new class
“XYZ* must wdd o XYZ_ClasslD)., XYZSwb_ClassiD and
XY 7ZSket_Clussli? to the Wx/Classi.h tile.

B. Network Line Protocol/1'CP

“This is pecded 10 conununicate with the emote computer
using snme known alphahct. For the Object Rositer, WxRe
motePU provides this protocol data unit (P and trans-
mits the data using the RWColectable data serialization.

C. Data Serialization

T arusfer data between compters, the parameters and
the objects themselves ikead 1o be sent ovet the network. This
is the serialization ol the data onto a netwark stream. The
lramework for this is provided by ihe persistence nature of
RWCollectable. The code is generated by, the meta compiler
in the skelcion,

. Data Marshaling

‘fo ensure thatull ctata is passed as arguments to a metbed
requires the user to check all parameters and thirow an
exception, il there is somcthing missing or wrong. 1his is
provided by the meta compiter in the stub and skeleton.

. Thread Rendezvous

To block a thread during network trnsmission aad recep
tion, the object must use & dilterent thread to perform the
actal network aciivity @nd control the calling thread status.
This allows calling a remstc object 10 behave similar 10 a
local objeci. This is performed by the Rogie Wave RWC.on-
dition class in the WxRemotePDU class.

F. String Execution

This allows for w mcthod to be called from an ASCII
string representation. This is useful since it provides a
simple, hut tnique means of calling a class method, Fhis can
alsobe used by the programmer dirvetly. This duta marshol-
tng is created by the meta compiler in the base class.

G Reference Counting

By maiataining reference counts in both ibe local and
remote objects, time consuming malloc’s and frcc's arce
avaided as well as confusing details of which fimchon is
responsible for deleting which object. This is provided by
the Objcct Rutter in dealing with WxRemoteOb ject types.
Likewise, the programmcer must use reference counting. In
otber words. the uscr ¢annot destroy a WxRemoteObjict
child using deicte (an exceplion is thrown, if this is tried).
but rather the member function ol_unrefcrence(). Also. ifa
uscr stores a copy ol a WxRemok:Object child, it nmst
indicate this by calling the method ol_reference(). Other-
wise. the object may be destreyed by someonc clse. This
interface is provided by WxRemoteObjectint,

2. Abstract Base Class

To operate on an object withowt knowing its location
(local or remole) requires an abstract class whicb formns as
the bise class. This is the base class, which is the parent of
both the stub nnd skeleton. This is an abstract object (cannot
be instamtiated atone) and is crcaed by tlse meta compiler.

1. Stul¥Skeleton Multiple Inheritance

The client and server classes are inberited {zom the
abstract basc class and from their respective object layer
classes. This allows them 1o berit the functionality of (e
base class as well as the object fayer routines. This 1s creatcd
by the nieta compiler.



Case 1:16-cv-00281-UNA Document 1 Filed 04/20/16 Page 102 of 114 PagelD #: 486

US 7.340,506 B2

13

$. Mcta Compiter

i1l of the above leatures pewd 10 be cadded by hand unless
there is some automuted mechanism to do this. The Meta
comprier takes a definition lile and creates (using FCL or
ather encoding) the above reguirements; Objeat ldentity.
Data Scriafization, Data Masshaling, Swing Execution,
Abstract BBase Class. and the Stub/Skelcton Multiple Inher-
ilance. 1t one were to code all of this by hand for even the
simplest class, there would be too many efiors 10 even
manage. The metz compiler (rme2e) climinates these errors.

K. User-detincd Data Model

s is the user created s of classes built around and on
1op of the Object Router APIs. This is the basis of the object
tayer to the next level up the software layers. This lounde-
tion appears local 10 the programmers using the object layer
even ihough it may be remote.

Componenis

Titere are only certain parts of the Object Router. which
the progrinuner needs to beaware of. The most important is
the baseclass WxRemoteObject. As shown in FIG, 10, there
is an mterface specilication WxRemoteObjectlnl which is
mherited by both the object layer objccts and the data model
objects. For purposes of example. WxNume is a now dafa
model objeel, which conlains one dala member “enne’
which is a Sizing. The meta compiler zutomatically creates
two aceess components for this dia member: gét_name and
set_name, {n addition. the nieta compiler also creates the
local and remote vessions of this data object: WxNameSkel
and WxNameStub, respectively.

WxRemateObjectint
The abstract base class not only comains all of the
member methods and data access componeats, but it con-
taing support Tuuetions which provide o uniform interfaceto
behave as a WxRemoteObject. This includes:
WxStengFixeeution  executcany method using a simple
ASCII string. and Object type duta.
WxLock, which pravides « thread synrchronization
mechanisii.
WixFags, which provides 4 simpic and conststent boolean
flag variables.
reference counts. which allow WxRemoteObjects 0 be
shared withom ownership concerns.
couversions  between  Object,  WxRemoteRelerence,
WxRemoteSub and WxRemoteSkel types.

WxRemateSkel (Server)

The skeleton rcpresents the server side of the Object
Router. This is a class. which isderived o'the abstract basc
claiss WxName (in the dizgram) and WxRemoteSkel. All of
the methods {except data @ceess components) must be
defincd by the programmer for the skelcton since this is the
actual object. Whenever a real instaace of the class is
createxd, it will have the suflix “Skei™.

WxRemoteStub (Clicnt)

This is the elient (or remote) side ol an object. This is
similar to the skeicion because it 100 is derived off the
abstract base class WxName and an object layer class
WxRemoteStab, Ifowever, there is nothing for the program-
merto detine for this class. Altmetbods ave generated by the
mefa compiler.

Meta Compiler

this is a TCL program in the prefened embodiment,
which crcales thic three classes: abstract base, stub and
skeletoi, For each class an interface lile (header (ile .h) and
a C++ definition file (source code .cpp) is creuted. It will be
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apparent o those of owlinary skifl ‘m the art that the
implenientation defined below represents an implementation
of the preferred embodiment. Other embodiments will be
apparent such as son-FCEL. non-C++ and non-Java imple-
mentations nnd - implementations such as within a D8P
chipset.

Swyle Issues

Prelixes

The String)ixecutionlnt class prepends all of its member
Junctions with *se_". [ikewise, the object laycr classes alt
prepend their member fuuctions with *oi..". This is needed
to avoid any name-bashing with derived classes which arc
built using the base classes ercated by the meta compiler.

Member Data

tn addition, in the skeleton, ail member duta is profixed
with *_" 10 remind the'user that the data is local to the object
und usually protected.

Syncluonization

Any modification of local member data within a skeleton
should be guarded by ReadiackGuard or WritcLackGuard
when accessed since other threcids may be sharing this data.

Stubs and Skclctons

All skelctons are sullixed with “Skcl* while alf stubs are
appended with “Stub™,

Vilae and Relerences

When passing WxRamotcObject derived data, it is also
passed with a pointer. Hlowever, since it is unclear from this
alonc who has ownership of the data, ihe sullixes * _ref” and
“_val" gre added by the meta compiler to indicate if the duta
is passed by value or refeience. St it is passed by reference,
the function then witl return a pointer, which fas had the
reference count incremented. 1f passed by valie, thedatu is
copicd from the ariginal source and the recciver shotll
unrelegence ihis with DeleteObject,

'f'o indicate if a data memher is passed by teference,
append an asterisk “*” 10 the data type in the “data”
declaraiion section of the Object Router meta file. This is
nlso true Yor reurn types in the “method” section and us
arguments to methods.

caitst Whenever dita is passed by value into a function, it

will be proceeded with “const”™ to signify thattheobject
is not to be changed.

WxiClass1D.h

‘his header [lile comains all Class1Ds Tor the base classes
and their stubs and skelctons. F'he progtmumer should pluce
the object 1D in this before ruming the Object Router meia
compiler.

CC and 1111 fites

Thesc files are ineluded from the Qbject Router meta fite
10 add additional funclionality 10 the base, stub ex skeleton.
If, for examgle, a function void xyz() needed 10 be added to
the XYZ skeleton class, then add to the XY Zrme file:
include hskel

void xy#():
cadinclude
include cskel
finchwde XY ZSkelcc”
endinehile

This wilt then include the simple declar:ion “void xyz()”
into the header For the skelcton and also include the defini-
tion for xyz() from the XYZSkal.cc file. Thie advantage to
using the sullix “cc’ or “hh over “cpp™ and *k” is becuuse
the Object Router meta compiler uses those sutlixes for the
final XYZ files.
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CPP and H files

[hese files are avtomaiically generated by the Object
Router meta compiler for the base, skel and swb. [ the
programmer wisbes 1o add information to these files, sce 1the
examples above. The progszanmer should not, hawever, edit
the opp or h files directly. Thepragrammershould be able 10
fix anything by moditying the rine file and recompiling.

Strings

Sirings uscd in the odject layer may be passed cither by
value using RWCStriog aid *const char®” or by reference
using the RWCollectableString (:ka String). 1n some casces,
the programmer knows which version is most desirable:
poinicr or slatic object. Based on progranuner need. the
programmer can choose either the function foo{) which
rewurns the string by value or foo_ptr(), which ealls the same
function bwt refwns a copy of the string on lie heap as a
pointer.

Jata access componeits

For cach data member, two data access components are
automatically created for the dawa: “get” and *set”. Theie,

however, are complications o these, based on the type of

dina,

Al Integer

This is the simplest aud creates member {unctions i
get_xyz() const and void set_xyz(int).

13. String

This is mentioned above and creates three methods:
RWCSiring get_xyz() const, String *gel_xyz _ptr() and
set_xyz(const char®).

C. WxRemoteOb ject by Value

This creates two functions: XYZ* gel_xyw val() const
and void set_xyz{const XYZ¥),

D. WxRemotcObject by Reference

Ihis also creales twe Rictions: XYZ* get_xyz_reR)
const and void set_xy#(XYZ*), Thisalso assumes thuit
the “set” function will retain a copy ol the object.

Meta Compiler

Usape
This is used by munuing the command:

rme2c <classname>

wliere the classuamc is the hase class (such as Account).
The Accoum.nme lile amst be in the sante directory as well
as other parent deflinitions.

The Object Router TCL files ate found wader Wx/Uiil.
These files parse the description fileand produce the six C++
output fife:s.

Syntax

In the preferred embodiment. the syntax must be adlered
to closcly. Biank lines and lines beginning with a poundsign
“¥" arc considered comments.

The following words are resenverd:

1. inchuie [c®.h* j* *base.*skel,#stub)
This adds verboss ¢ocle 10 be added to one of six files:
cbase, ithase, cslub, histub. cskel or hskel,
The programmner can also specify all <™ files or “h™ files,
The progranuner can atso specily “base™, “skel” or
“stub” files.

2. cndinclude
‘The ends the verbese inclusion.

3. header <class>
‘Thiv indicates that the compiter will wait for the header
seetion 1o complute.
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4. beginclass <class> [<parent>]
This indicates the class name and any parent.

S. begingtata
‘This signals the begin of the data section

6. data |<perns| <type> <nunes
This is a data definition statement.

7. enddata
This is the cad of the data section,

8. beginmethod
This is the beginning of the method sectian.

9. mcthod feonst] [<pcun>| <retarn_type> <name>
[{<aigl_type> <mgl_namesh . . . |
This is & method definition.

{0. endmethod
This is the-end of the metizod section,

11. cendclass
This is theend of the class definition. 1t should be the last
statemert in the file,

Operational Overvicw
‘The simplest way {o intraduce the vperationofihis object
tayer is theough s example.

Scenario

Referring to FIGS. [} and 12, consider a sample bank in
which there is a main bank ob ject “Bol:A™ and several bank
Accounts “boh" and “jue™. On the remote client. side, the
programmer (st must establish contact with the remote
server and then receive the Bonk object on the client side as
a stab. Once the swib is received, the client can then look up
accounts just as if the programmer was [ocal to the skelcton
on the server side. In fact, the programming code i s the same
and can be repsed on cither the client or server side. In
additson. the progr:unmer does not need to know where the
actuzl object resides: locilly or remote,

Object Router Data

The programmer must Arst create o definition file deserih-
ing the WxBank wnd WxBankAccount objects. This is
written in & simple language, which is parsed by the rinc2c
meta compiler ol the presca invention.

WxBank.Account

The WxiBankAccount file is writtcn as:

inchtde cskel

# INCLUDE ANY ADBITIONAL C CODE FFOR THIE

SKELETON

tnchide “WxBank AccountSkel.cc™

endinclude

beginclass WxBankAccount

begindata

# PUT MEMBER DAFA HERE

data int balance

eiad data

begiiunethod

# PUT MEMBER METHODS FIIRE:

method void depusit {int x}

method void withdraw {int x}

endnietlod

endclass

1 his class conleins uot only methods but also data. in this
case, the datais simply am integer describing the amount ¢f
money the account holds. The two methods: deposit and
withdeaw, simply increment and decrement this aount,
respeclively.
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void WxBankAccovmSkel:ulepesitn X} {
WiitelsckCuanl Tock(wxhocki)):
balance +uxi

void WxBank AccountSkel:withdmutim 3§ £
Wrael ovkGuant tockiwxiockl));
balsgce ~=x;

Notice that the progr:smer should add the lises:
Writel.ockGuard lock(wxlock());

Lo provide tliread locking on this object. it is as simple as

copy aud paste to provide (his feature for each meihod. It the

methwd is const and only accesses dala, use
Writek.ockGuard Jock(wxlock());

and of course, if lhe programuner locks the methot, he/she
cassrot cali any other locked mcthod which includes ity
object-layer defined data access components.

Tie above fite (WxBank AccountSkel.¢c) defines the skel-
cton melthods. Al the stub methods are defined by the me2¢
mela compiler.

WxBBank
For the Bank object, the Banksine e would look like:
#INCLUDE ANY ADDITIONAL € CODE FOR 1113
SKELETON
include cskel

Hinclude “WxBankSkel.cc™
endinciude
it e AL HFILES FOR DATA TYPES USED

N ALL C FILES
inciude ¢
Finclude “Wx3ankAccomtSkelh™
Hinclude “WxBankAccountStub.h™
endinclude
beginctass Wxl3ank
# PUT MEMBER DATA LIERE
begindata

# PUT MEMBER METHODS HIERE

beginmethod

method-const Wxl3ank Acoount® getAceount {intid} {int

pin}

endmethad

eadclass

fhis file. when processed by rme2c will create six lifes:
WxBadk.h. WxBankcpp, WxBankStubh WxD3ankSiub.
cpp, WxBankSkelh and Wxi3ankSkel.cpps. These six liles
describe the operation and remote execution of the WxI3ank
objett. Since there is no <o, there will be no data acecss
components generaed. The methad “getAccount” requires
some explanation. The line bejow defines this method:

method censt Wx[Jank.Account® getAccounr fint id} fint

pin}

The fisst keyword “const” identifies that this method will
notchange the object data. Thw next keyword is the reumed
abject “WxBankAccount**. ‘The asterisk identifies thal the
object will be passed by reference. Themetbnd siame is next,
Then, al ofthe parameters follow. in this case there are two.
E - paramcter is enclosed in braces and contains the data
type aud the parameter name. In this case there are lwa
utiegers parameters wilh name id and pin. The programmer,
however. musi still describe any addiional funcionality for
the.operatiosnolthis object snd the definitions of the skeleton
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methods  (containedd i the WxBankSkelce tile), The
WxBankSkel.ce file would confaing

WxBankAucoum? Bob w G:
WxBankAccounr® WixBankSkel::getAccount_reffint i, int proy eorst {
iftbob) bab<>0l referenecty

Imlum bot:

This example is a very simple one in which getAccount
will always return bob’s account. ‘There are two things 1
nolice,

1. The actual methad name is “gerAccount_ref” with “ref?
appended since this method will return w3 object by
reference.

2. But belore simply returning the global variable bob. we
musl increment its refercnce count since getAccount is
passing 2 new relerence.

Example Client/Server
The client and server are now simple. The scover side

creates the skelclons and registers thent in ilse name server:

extern WxBiankAccount® bab; // globis| used by Bank-:
getAccount()

voidt iaialiar aige, Thiae® apgy {
RWWinSockinfe wavooki il walize e sackel likrary
WxRemaleConnectionServer s 7 ceenté (he socket nerver:
WxBank bofk:  crésle a bank
WxBaukAccoun? joc:# creat€ Joc's acboum
joeoxt bslzeci{@):  with a 30 balance
bob «lew WxBagkAcconnt@; ¢ create boby account
bobosr  bainact(19400); 7/ with a2 S160 batsuce
bob->deaosi20008);  tlen, deposit £200.
1/ regisicr bofz with a global rame ~- after everything elseis donc!
bofasut ol..namei new Suimgl"RoIAY)):
Art e COARCCUON SorVE P ICLLIVeD
RWTliread senee =
r MakeThreadFunction(
wRWaReatleConmoction Serverrind RW Barper*10):
servesing();
servergointy;

_ e e

[he clieat program is just as sinple:

# create o @otd fugceion wlich is called from a Roguc-Wave thread.

void esyef) {

WxRemeie olraged I

WaReineteClient® loce = monitor.client{ocalivost™);

WiBink® bofs e LOCKUP{W xIauk,"Ilol A", Joct};

WiBankAscount® 50b = hofa->gerAccountil0.20); // siguinerys are

Aurmny coul < “Bob's neeoinl bakance is (shonld be 386000):
w<hab=>ger, batiuice() <acndl;

bob~>withslraw(3061); # wihdmw 8$50.

vonl << “Dab’s auw balanec 5 * << bob->get bugumc() << ondf:

Y

void maiutint aspe, ehze* argy) {
WxR cmoObgeet:

WiBaak Skl wxChassHicesechy §:

WrBankSb: :wxClasificarchyl);

WxBaak AcoumAnwsClassifiesarchy():

WxBank.: aoumaSab:wxClassiticarchy():
RWWuiSockinfo wiaseck:

B the R ogue Way g (hiead - and wan vnul 11 exits
RW Hiread thread « reMakeThreadFunction(asyne):
thiresd shan€};

theead:joind);
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The major benefit demonstrated above is that the pro-
gramnzer doesnof have to know, nor care, whetlier the object
“bob" is local or remute.

Architecture Détails

Design Considerations

There are a number of trade-off's and considerations taken
into account during the creation of the object layer. Thesc are
bricfly described helow:

Class Overview

Referriug to FICG. 13, tlus section describes in more detail
the function and purpose of cach class in the Object Router
of the preferted embodiment of the present invention

WixRemoieObjectint

Thisis the intertace that all remote objects most have. It
contains  several abshact cluss  defwitions.  inciuding
WxStringFixecutionlnt, Wxlock and Wxflags. Plus, it
delines several mwthods uset for atl remole ohjeclts.

RWiloolein ol_is\alid() const

This should be tested il the programumer does not know if
this object is local or if the conneetion is established. This
will retum TRUE if the object is local or it has a connection
10 the remote object.

unsigned get_ol_rclierenceCnt() const

This retums the number of pointers owtstanding For this
object. Typicily. il garbage colleetion is enabled. this object
will automatically he destroyed when the referenceCnt
reaches zere.

WxReferenceld get_ ol_rclerenceld() const

This is the remote relerenceld for this object. This
WxReferenceld uniquely tags an object instance on the
server for the estahlished connection. This is not a well-
kitown name in the sense that it is not guarantecd to be the
same with a difference comnecton.

unsigned ol_reference() const

This mcrements the number of references ouitstattdivg,
This aeeds 1o be performd whenever a new copy ol the
peter is stored.

void ol _uureference() const

This deeremonts the refercace entant ind shiould be called
instead of delete.

Object® ol _object() const

‘I'his simply type costs this instance o an RW€olleclable
pointer.

\WxRemoleStub* ol_stuh() const

This will tefurn a stub lor this objeret, If1bis object is kwsal.
it will ceearea stub. I this is already a stub, it will increment
the reference count.

WxRemoteSkel* ol_skel() const

[ws will return a skeleton for this object. I[ this is u
skeleton. it sinply increments the reference count. i this is
a stub. it will create a new skeleton, copy thedata and retien
19

WaRenoteRelerenee® ol semoteRel e eence(j const

This will crentc a WxRemotcReference object which is
only used for scrialization.

WxRemoteObject

‘This is the actual first fcvel implementation of the above
interface aud adds String Execution 1o the above [unctions.
From this object, all of the Object Router objects ure
derived.

WxRemoleRefcrence

This is & type of nctwork “poinier” which indicatcs where
the aciust skeleton object resides. It contains the following
data
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RWIinctiiost host

intport

RWClassl) classtid

WxReleweneeld referenceld

Port and bost are used o uniquely specify the socket lor
the WxRemoteComectionServer. ‘The relerenceld is used to
uniquefy specily whicbh object on ibe WxRemoteCannce-
tionScrver tbis points to. The classID is simply used to
construct a local stub object.

WxRemoteStub

All stubs we derived lrom this object and the absuact basce
object for the class. This object provides some interfaces to
the Object Roufer library. which is used hy the mas com-
piler.

WxRemuotePDU*_ol_execute(WxRemotePIDU*

OISt

‘T'his wil! block until o excecution is finished. 1t will take
the pre-formatied PDU.

WxMarshalld_ot_send(WsRemotePDU* pdu) coist

This is a non blocking remote execution. wlich returas a
WxMarshalld. which can be used to receive the result.

WxRemolePDU*_ol_peek(WxMarshalld id) coast

This chiecks il the PDY id is retumed from execution.

WxRemolel!DU*_ol_seccive(WxMarshalld id) const

This blocks until the PDU is retumed.

WxRcmoteClicat®_ol_connect{) cuist

‘This casures the conncction o other side is established.

WxRemoteSket

All skeletons #ve derivedd ofl this objoet and the abstract
base for the class. This object provides the interface
ol_mcthod?DU() for the meta compiler @ the Object
Router,

WxRemotePDU
This is the gerual data packet sent across the netwark. The
ditta in this are:
WxMarshalld iJ
This is the PDI packet pumber. This is » monatonicatly
increasing integer 10 uniquely identify the packet.
unsigned flags
Option flagg 10 modify the exccution of this protocal. the
current oplions aro:
Syn—this will perform synchronous executior of the
packet at the scrver (no threads).
NeMaisshal—1this is a unconlifined execution similir 1o
0D}
Log—this will (i the lutare) log this request
Response—this indicates that the DU is # respousc
Val-—this indicates (hat the result should be a value, not
areference.
unsigned lype
This is one of severul known protocol operations:
Discouncet~close the conn ection between WxRemote-
Client and WxRemoteScrver
Error—an crror occurred in processing the request
Resuft—« packel containing the result of a regucst
F.ookup-—a request to {ind a WxRemoteReference basei
¢n 3 well-known name in the WxRemoteNameServer
Ping—a request for 1he scever 10 send a Pong ack.
Pong-—a response from the sciver 10 the clicat toa Ping
Method:—a regaest to-execute the command on the-server
Unrcference~a request o decrement a reférence count.
Reference=a reguest o increinent a reference count.
RWCString cmd

pdu}
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This is the ASCH string conunand fo cxecute o the
vemote server. This is the “name” m a Name-Value pair.

WxReferenceld referenceld

This is the object WxReferenceld on the server o
uniquely tbe object of this PIDU,

Vector? dala

‘This s the data for a method execution. Fhisisthe “value™
in a Name-Value par.

WxRemoteConaectionScrver

This is the main class on the scrver siic ol the Object
Router. This is the entry point into the systemn for a WxRe-
wmoleClient requesting uccess, This is similar o a phone
operator who directs incoming cills 1o the cormect persen.
‘That persen. in this unalogy. is the WxRemoteServer.

WxRemoteComeelionMonitor

This is the main class on the client side of the Object
Router, This is the entry point into the system for a connee-
tion and lo creale a WxRemoteClicat for a panicular desti-
naiton. This is similar to a pikme operator who dirccts
outbound cails to the convct person. That person. in this
analogy, is the WxRemoteCouncclionServer.

WxRemoleSeaver

“Ihis is server side ol the clicnt-server comminication
channel that processes cach inbound request. The WxRe-
molcServer will spawn & new dhiead for cach WxRe-
motcPDU methed packet. There is always one WxRemole-
Scrver fora

WxRemoteClient.

WxRemoteClicnt

This is the cliem sigde of the client-scev'er communication
chanael that seads cach outbound reguest :nd reade vous’
with the tabound response. There is always one WxRemo-
teClicnt for a WxRemolcScrver.

WxRenwiekirior

This i8 the class, which is thrown by bath the client nnd
server side whenewer an error is detested. :All of these are
final and are non-recoverabie.

WxRemolckxceplion

‘This is the class, which is thirown by both the client and
serverside whenever an exceptiou is detecled. Nouco Fthese
are fatal and the user should provide wcovery code.

‘Timing

Referring te the timing diagram illustrated i FIG. 14, the
timing diagram shows the timing between all of the objects
nnd the fhreads operating on them in the preferred embodi-
ment. This timing diagram represents the startup of the
object-laver on hoth the ¢lient and server sides, It also
demonsteates a lookup(*roat™) call from the client and 3 later
wet, nane(y method call on the 1ol object.

e vertical fines in FIG. 14 represent the objects (dua
wikl Tunctions) wsed in the client and server sides. The
horizontal lines represent the threads in the operating sys-
tem-—diflerent threads have different liue pattciss. There arc
wo thaeads'shown on theelient side (fell) and there are three
on the seever side (right). Also, the dotled “writc™ line
represcats TCP uadlic between the two machises (client and
server).

Sysiem Requircments

In the preferced em bodimest ol the present izvemion; the
follow ing conventional cuniputer components mag e used
1o implement the present inventivn.
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Hardware

Intel Lraind personal computer (PC), Unix workslation or
Unix server. o network applisnce or device on a DSP
chipset,

Software

In the preferred emiodiment, he software is compiled
under Windows N'T3.51 and 4.0 using the Micvosoft Visual
C++ compiler 2.i. This requires the wx.lib, and the Roguc
Wave libruies: Tools++, Net++and Thrcads++. Uuix,
WinNT server, or DSP chipset. it will be appaient to those
of ordinary skill in the art that the system items defined
above represent an implementation of the preferred embodi-
ment. Other equivalent embodiments will he apparent 1o
those of ordivary skill in the arl,

PDOESIB Architecture introduction

‘The present invention also includes a dynamic DQLSI3,
the Distributed Online Service Intormation Base ol tho
Object Router. Thie following sections cover an overvicw off
the architeciure for the DOLSII, as the enterprise needs o
Le customized for each Merchant, To accomplish this, a
uniform interface is provided whick will sltow the Mer-
chant. 1o provide a customizext interface for the business or
managemesl ohjects using a simple Extended Finite State
Machine (£2SI'M) or 1DOLSIN Innguage. A library provides
the core parsersird interpreter By the DOLSIB, It also s the
basc class for business and immagement objects, which wiil
interlace with the enterprise interface.

1. Glossary

ltlem Definition

EI'SM Extended Finite Swute Machine

LISM Enterprise Imcerface Stale Machine

FSM Finite State Machine

1O).SIB Distrsbuted On-i.inc Service nformation Basc

state The st of values describing the cuirem position of
the machine if it has menory.

smsition The action and state change performed by the
machine alter receiving in event

evet The inbound trigger which causes the machine 1o
perform some transiton

action The output of the machince asa result ofa transition

diagram A complele finite state nrachine description con-
1ining states and transitions.

2. Archilectural @v-erview

‘Ihe architecture of a business object in the preferred
cmbodiment requires four pants:

1. "the Extended Finite State Machine (J2FSM) DOISIB in
the CoreBusinessObject or Mauagement Objocl (C++)
2. The Object Ramer interface for the business or manage-

mem objeret o (he ROLSIN. (Caw)

3. ‘Ihe emterprise interface protocol {spucilication)
4, The DOLSIE instructions for the business or management
objrct (121SM)

The first item (DOLSIB and Coret3usinessOb ject or man-
agemem object} is built once, ‘fhis is part of the Object
Router fibrary. The second item is built as a eommon
business object and should be generic cnough 1o be config-
urable for different meichants. The third item is a specifi-
cation that must be written by the merchant for his own
enterprise interface. The fowth is configurable during runt-
ime for diflereut business or management ob jects.

The foliowing sections discuss the DOLSIB and Core-
BusinessQObjcel or mzmagement object, s well ag shew i
example BaukAccount object which has two differeat mer-
chant enterprisc interfaces.
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DOLSIB
'sM

As shown in FIG. 15, the simple Finite State Machine
{F'SM) consists of two ilems: « set of stales S and their
possibte trmsitions . A transition t consists.of an initial state
1s, and event ¢ which triggers an action a. and a final state
ti. The example illustrated in FiG. IS consists of two states
S={A. 8} and two transitions T={11. 12 }. The taansitions
can be described as tF=(A. X, Y. B)and12=(B,U. V. A). The
transition tJ from stale A to state B is triggerid by an event
X and causes an action Y. Likewise. the transition 12 from
stalc B to state A is triggered by an event U and canses an
actzon' V. If the finite state machine s in state A aud receives
any event besides X, it will remain in statc A. Only when »
valid event-accurs (by haviig a defined wansition) docs the
I'SM change its state,

In a formal FSM. the set of states is indeed finite,
However, often an exteuded [FSM, called the dynamic DOI.-
SH. is needed. Here the stules are ol thnile, per se: thae
exists a nwmber of finite state “blocks™ on the diagram. but
there arcalso global variahles which may storevalies which
may take on an infinite number of possibilities. This adds
anotlier dimension to the [F'SM and ihakes the whole system
have an infinite number of “states”.

As an example, consider asimple counter that receives an
input trigger and outputs an integer otie greater thim the
previous output. ‘The input event is anything. The output
action is the integer**count™. In the formal ¥SM. there woutld
med to be a state for edch possible integer value. I the
counter had a timit of 10, then there would be cieven stales:
as initial state and one for each autput value (see FIG. E6),
Flowever, if @ infinite counter were needed. ai infinite
number of states would he needed.

However. if an extended FSM or DOLSIB is used. there
would only nead ta be one state. This is the idle (or initial)
swte. The counter would simply output the couun value and
inciemeat this value (see FiG. 17).

‘the following section describes the architecture ol a
DOLSIB C-like tanguage and its use in the present inven-
tion, For ezample, the above ctunter would be writien in the
DOLSIB langhage. as shown below:

atate Wl

cveltcount;

var vatue<d;

varsge="".

disgram Counler:

Counwer (hite) §

idle « ot 7 valueds —> Idle;
1

‘This ajlows the user of the DOLSITA to simply describe the
events aud actions of the machine in an casy to write and
read langusge. The above describes the Conoter diagram
begintting in the Idle state. I theCounter is in the Jdle state
(which it alw-ays is). then given the count event, it will
incremem the variable value and output this as au :ction.
‘The arrow “~+" sigaifies that the new stale is to be Idle.

Language

The Enterprise Interface State Machine (EISM) DOL.SH3
language ol'the preferred embodiment is a C-styie DOLSIB
ERPSM language similur to 1SO's Estelle. The major ditler-
ence between the two is the language on which they are
based. ROLSIB BEISM is based on € style conventions,
while Estelle is a Pascal Janguage extension.
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The latguage ol the DOLSIB EISM has several leatures
listexl below.

ESTEILLE-like

The SO Estelle fanguage is defined as a superset of the
Pascal language and ilts nicely with the lenguage. The
DO!.SH3 EISM language is similar in that it cenfarms to the
syntax of C.

Multiple Diagram

The DOLSIB EISM language provides for moze than one
stute machine diagram (and thus, more than onc sliie
machine) to be described and operated by the szane script,

Interpreted

The state machive is interpreted allowing for byltecode
compilation mto a stack machine opcode.

Siack-baxed machine

The stack ntachine ullows lor @ simple implementation
tud compilatton of the parsed state machines. This also
allows for other languages in the luwre.

C style language

The C-style language is casy for the vast majority of
programmers. But as mentioned above, if this is notuseful,
anothier interface niay be designed on the stack machine.

Simple ASCI language

The programmiung kmguage includes a simple ASCII
Finglish language equivalent of the C-style convention.

Machine

Reterring to 1G. 18; the state machine described in the
preforred cmbogtiment uses the scheme shown in FIG, 1§ 1o
creale an intesimediate bytecode, which is interpreted by the
slack macitine.

As shown in FIG. 18, tbeASCHi input tile is writien in the
DOLSIB EISM langaage and pussed off'to the paiser which
converts this to the byte code. The hyte code can then be
used 10 rim e stack machine (as a state machine) or 1o the
dump pregiam witich creates an object file dump of the
instauctions arxl the symbol table.

Parser

The paeser will wke the input ASCI, pase it For syntax
and syntactical crrors, and then creale a stack machine
instrietion set for the resuhing stite machine. Fhe conver-
sion of the state machine diagrasm into a stack machine saves
time for the ruxtime intenpsreter and doe's the preprocessing
ol the symbo! table.

Interpreter

The interpreter is pew just a simple siack machine. which
docs receive input events wtd sends out actions. The stack
machine costtains a very limited sct ol insuuetions. which
simply perform lie basic arithmctic and conditional chores
at rum time.

Dump

The dump program is the only dchugging took. which
simply priels out the symbol table and the instructions for
cach stick op code.

Symbols

Symbol names may he any alphamwmeric string
(A-Z a-z_]IA-Za-7_0-9]*} which does not match & key-
word, Synibols are always case sensilive.

Al symbols must be declaved belore usc and before the
first diagram body. Symbols ol e same type may be
declared within the sasme command. Any symbols may be a
scalar or veetar. The length of the vector must be declared
wilh the symidol type. Valid declaatious would be:
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state xyzf47;

event lest

var =0, y=1, y=d;

var a="apple” b="hanana;

Howevet, the lotlowing ar¢ not valid symbols:

V21 contains an illegal symbwl “#”

tiagram this is & keyword

There are Gve types ol symbols: disgram, action, evenl.
slabe,var, Al syabols have a value when evaluated, and al)
have a particular Fauelion used as an igput Lo tie DOLSIB

EISM. The (ollowing' table shows their respective evalu-
fHons:

TABEE 1

Evahunioy of

Larsent St i

valliv of the action:
dofanlt it wae

valye of Utetvens if
wulnest evend Wro
otheNnise

serrzero if Lhis is the
sl STALe,

A INeRer O SHIRY
variable

dsagran
chai

var

The nex( table shows their action when entered into (he
POLSIB EISM. This is quite diltevent {wom their action
within-a program. Every symbol type, which eniers the
WOLSN3 EISM alsty carrles an assignment vatue which it
uses in the folfowing way:

TABLE 2

chnnyes the quUTenkatale
of thus diagean 1o 1o
IREned ste

acton acls the action valie
P 4 Zots 1hi event valte
si:qe ignoreet

vay $038 Use wgpable

The above assignments within the DOLSIB BISM pro-
gram are valid with the cxceplion of state. This is becatise
the state is a read-only condition ol the current sysiem and
cannol hre If the programmer wanis Io change the
slae ot the diagrsin within DOLSH3 BISM; one may usethe
diagram assighment.

FFor each deéclared symbol, there exists an integer 11D, The
imeger {® begin with zero (for the vasiable “nil™). This
variable is always decliwed and may be wed as au event,
which ¢loes nothing but irigger wansitious. All other svbols
are assigned starting with one in the order in which they are
declavest in the program. Hence. if one elranges the order, he
symbol ids wail change. Alse. an integer is assigned Lo each
elementiof a vector. The previous example would have Ids
a8
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TABLE 3
e - T
Svinbol
Nihie Ty
0
Q) o !
sy2i] se 2
sy»|2) e 3
xy7[3) 1Y EY
tesi vk 3
var 6
y 7
z saar
HY var
b var 10
Statements
Thds sectiost oullines a typical program and Ibe possible
staements in DOLSIB BISM. Every program must {iave all

ofilssymbols declared as one of the fivetypes followed by
8t least one diagran.

Consider as au oxsmple (ke simple state diagram (hal
conuts thenumber of incoming count events and dumps the
couni upon recejving the event dump. This stale diagram
could be written in DXOLSIE BISM as:
stale Id)e
cvenl count.dump
var 1=
diagram Counter:

Counter {1dle) {

Idle: count ? n++-=ldle

fdump 2 n}. n=0—eldie;

Notice that all of the symbols are dechared. The state
diagram 15 named Cobvater aid the line
Counter (Idle) §

begins the diagram delintion. I'be state ldle is placed in
parestheses 0 show Iat it is (he initial state. If no stale is
deckred as the defbuly, the first state in the state diagr-un is
consider ed the default.

The state transiion may bhe described in many diflerent
formats, ‘The one shown ghove would have the followitg
meaning:

ITin state ldle

andevisnl count is seait. thenincrement s1 and go bagk Lo

state ldle

efse il event dump is seen, thes outpit n and n 1o zero,

then 9o back Lo stale Idle.

This stte (ransition may slso be written in DOLSIB
EISM as;

i£ Idfe and count then n++ enter 1dle

else dump then ng), n=0 enter Jlie:

This form is more understandable initially and may be
preferred. Inejthercase, thekeyword “if™ is oplivnal anil the
following table shows which keywords and symbols arc
inlerchatigatle.

TABLE 4

swithand mxodues frstare

7 shen folipws arc
eonditionsd
expregsion



Case 1:16-cv-00281-UNA Document 1 Filed 04/20/16 Page 109 of 114 PagelD #: 493

US 7.340,506 B2

27

TABLJ «<continwxd

Interchangable Svinbols

Syimbol Meaning

~» begin enter sighidies which siate
fo cocr f comditionad
15 tme
1stue

| else elsewith nsoduass aext src

A fmnal variation on the command structure is the ability
to specify outpurs without the parenmtheses. The nwrual
meaniag o n() would he to output an wetion which has an 112
ol nard o volue el 10 1. One coukl specify, tor example,
n{’5) which wauld sct thic value ol to five and then ouiput
n. One may also explicitlly output o symbol as:

Idle with dump then esiter 1dle output n;

instead of the first ars. Notice, however. that the proceeding
{wo stalemenls are interchangablc.

BNF Granwnar

‘Fhe grammar is specificd similar to BNE form. Brackets
“f 1" surround 1hese itemsivhich are opfional. A vesticat bar
i$ used to show aliernatives. Bold symbols wre actual key-
wonls

“docd diagrams

progrox
Heols et | dects desl
el @ po cof
e dingem Jsate [ evem | intl ackion
def Wdell defs, def
el shvidiie | L wglue » const
diagrams dizgraro | dizgranik diagaun
disgrans :diagram_init { lines }
dingram__init: sdiagram ._symbol (state,  symbol}
diagram_symbol
Enes i 1 lises Mae
Tine HiF] ststes with cmds;
with with fand t
[T aage._myinbicil Falatos., sitto, sybot
s reind? entds cle eme
clse seldenrid | clse ¥
cmid opss then ucts begin nale_symabol fawmps ovls)
then then i ?
KT aut badts, 3ot
e ivatee ( foxprh
expr
wogin shepstr L enler i <>
o4 sfvafue foms . (value
oXOEN wonsy | state_symbaol | & symbol Bvahe [ asgn
fexpry
CAPPOINPOP CXPr
LXpr 0 gOP expr
expranthbop expr
NOT expr
aopep JTELEIEQINEIGT1 GF
‘ognp AND 1 OR
uthop A IG.
S8 tvalie ASSIGN expr
ivasie <+
Wi fvalne
v alie —
—=lvalie
colst oty Jife-of*
Ivalue symbol i symbod | expr |

Core Business Object or Minagement Object
All business or management objects must dnterface with
the back-end channel te communicate with tire enterprise

s
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compuler. Ilence, the core business or management ob ject,
off which all of 1he busness or management objeets derive.
must have embedded in it the FSM 1o be able o parse the
LISM DOLSIB configured with diagrams,

The core business or management object must be
remotely accessible and therefore musi be integrated within
the Object Router. [t has the iulerfaces lor the caterprise
interdace and the FSM. FIG. 19 iusirates the descriplion of
an example of a CoreBusinessObject ar Managemem
®b ject.

Example Application (3ankAccount)

The back end commtinication channel must be cnstom
ized for each customer fer their given application. Since this
back end channel will be differemt tor each custonier, a
program capable of handling the difterent capabilities and
cusloiizable feanes per customer is needed. As illustrated
below. consider a simple bank account class, swhich has a
balance query and withdraw and deposit methods 1o change
the account balance:

class BankAccount {

int balance() const:
void withdraw(in! amount);
void deposit{int amount);

}

Girven this object, the progranuner can query the account
balnace from within the object-oriented C4+s cavironmeut.
flowever, the actual mechanies of 1alking 1 the back end
may vary {rom merchant to meichant. Therefore, au iner-
medisie machine nceds to comeet with the back-end to
communicate using a name-value pair protovol. which is
wodifiable,

Consider two banks., 81 and B2, 131 may query the
back-cid {era balance of an.account by sending the account
number and then the word “balancerquery™. This can be
sununarized as follows:

1. send(*accouns_number™)

2. send(<cid>)

3. send{"balancc:query™)

4 expect(Mamormt™)

3. expect{amouin )

6. return amount

The other bank 132 may regjuire the account nunmiber being
sel. recciving this confiruation und thep send the “balance™
query. This can be summarized vs tollows:

1. send(*account-number™)

2. send(<account_numbers)

3. expecl{siatus)

4. send(“balance™)

5. expect(amouat)

6. return amount

The second bank B2 contains more sicps and can have
more erior conditions. As iflustrated in F1G. 20, both of
these cases eaa also be described vsing an 1'SM aod there-
lote can be written using e DOLSIB HSM language o
configure the BankAcconat class.

The FSM dingram iflustrated in FIG. 20 shows B1 being
a linle more complicated. This is due to the added érnor
transitions. One can view the state diagram of TIG. 20 as an
expect script for & modem which sends oul reguests and
exprets back responses matching a paricular string. Using
the DOLSIB SM kimgoage. the diagram of IFIG. 20 caa be
writlen as follows:
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* the following arc automdssally deciared by DOLLSIB interfaces
st Idie:  default fudiat swie
sthte Expect; 7/ wailing oll receivie e oxpect  valite
s Jound: /7 el state afher receving expeut  salise
st Breors /f el st ercor smte
evean receive: // indicates-she entesprise: mierface has dats
cveul himeonl;  indcgies the titoer hus expised
event method; /¥ indicates 2 metwsl calt bos srartod
acitou rewn // retums.f e the awtiiocd call
action sead: /f seads dsta to the enterprae iaterdace
wtion throw : /) eciwras from the ietbod call with a Upow
vy atAx Wit =000 ¢ the defalt tiner value
var eide0: 1/ the enterpiise id

var valne=""z#/ waited volue

1o

disgran Balmee;
Batuieefidie) {
oo, inte 7 - ille
Hle
. ;method == “talance™?
Qmevrlgrax_wan},
sondiewd).
seidi*balance: query?)
cxpeared vatve = “stnonnt”
-> Expect:
Expect
1 reReVe e expected. valiy
nreaustax, _waat)
> liow)
reconve le expested  valuc?
hrowt"expected” .. expocted  vsue
.. *hul ecewed™”
. neerwvej
-» Emoe
tucoul’?
thiow(*timesis while warting or* .. expected. voibue)
~> frsox:
Foind
wecene?
relupecesve}
-> Idle
tremooad 7
lhrow imeow white waiting value™)
-> Idky

40

=

As shown in the above description, olten the metchant
will be expecting something from the enterprise interiice,
Iixstead of creatiag a new state For each such “‘expeet™ string,
ane can make use of a predefined set of states “Expect™,
“Found” and “Firor”™. The only stie samsitions delumed ane 43
tor the “Expect”™ state. Relerring o FIG. 21. Uic user must
therelore provide the ares for the Brror ansd Found states.

the diagrowm ilfustrated in FICG. 21 shows the defitted arcs
of the Expewet state. The program lor this was the same as
shown in the previous example lor Bank 131:

Expet
oRHe . valwe 7
UMEO AR, Wil)
->lowmul
receivo b sxhecteds; vatne 2
throw( “expeited”. expected  vahw
« “bul recewed™

55

->Lmror
titaecu1 ?
Urowt“rinacomt while watling for”,. expoctalvahie)
->Esror;

FPor  single expected siring, the use js straightforward. 65
However. 1o use the expect slale Jor more hair ohe string
(more than one expected response), one must make use of
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the “exiended™ nature of the DOLSIB £FSM. Nantely. one
must use glabal variahles 1o store the ather dimension of
stale. This is shown with the second $3ank example using the
variable “step™,

For the other bank (132), the finite stae disgran would be
a lindedilferen as shown in FIG. 22. This diagram (see PIG.
22) is very similag, but does produce a different “name-
vatue™ pair protocol. ‘Fhis is described helow i the DOLSIB
EISM program:

Jdizgram Mlance:
7iowio stepss
1) wait for status,
72) wail for “balhwee™.
VArsiep = |:
SBatance(hite: {
Eeac; lrud ‘2 step = 1 ->klle;
jdte
s Incibod e “halauce' ?
funeout{max  wasd,
. aumber”)
seadfeid),
expecled_yvahie = 0
sslixpeer

tslepass | ?
expei_salue = “balnaec™,
step w1
->Expeat
t516P ma 2 &R seceive ?
re@rairvceny),
NP = |
->1dle
| lncout’?
Unowneont while witing bedaace™s,
->Ertor;

35

These two bank examples show how different merchant
hack-exds can make usc of the same husiness or manage-
ment ob ject

‘The bank object class siructure was shown above. Iow-
ever: since this will be derived ofl ol thie CoreBushilessOb-
jeet or Management Object (FICGL 19), it follows thiit this
BankAccount ohjct ek an Object Rouler detinilion 1oo.
This delinition js . bown helow assuming these three meth-
ods: balance, withdraw and deposit:

begiuclass Bk Accomnt CoreBusinessObject

begindata

caddata

beginmethod

method const int halanece

method void deposit {int amount}

method void withdraw §int amount}

endmethod

endelass

After compiling this Object Rouler objeel, one can then
adil the hooks {o provide the method connections tothe FSM
for this particuiar business ohject.

=rr

il BaskAcoomSRet:Dalance() coust §
evemMbalance”,"™);
RWCSHng resplt »
retn atoi(resati;

The balaace method simply calls the I'SMi event “bal-
ance” which starts the diagram ransition [rom [dle o Expect
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tsee [1G. 20). Since all results in the FSM are performed
using strings. the string retum type must be converted Lo an
integer.

volil BankAccountSielnvitlidenwint sisenst) {
clar 326}

sprinlila, d%d  amount);

lem_evend{ willidraw™.s);

fere_resuli( )z

}

void BankActountSket: deposi(ing anwount) {
char a{28):
sprintfRa, = antount);
fsm__cveritdeposit™a);
fem _resultO):

Thesc two examples show that the method fssu_resutt() is
called even when not expecting a vesult. The resson for this
is wotold: 1) the theead will block nntil result is actually
caited inside of the FSM and 2) an error vesult will throw an
cxception within this Tsm_resuit.

Thus, o configusahle vatuc-added network switching and
object rowting method and apparatus is disciosed. These
specilic mrangements and methods described herein are
merely illustrative of the principles of the presem invention.
Numerous modifications in lvrm and deiail may be made by
those of ordinary skill in the art without deperting from the
scope of the present invention. Aldhwough this invention has
beenshownin selation to a particular prelerred embodiment,
it should not be considered so limited. Rather, the present
invention s limied only by the scope ol the appended
claims.

We claim:
1. A methad Tor providiug a serviccover a digital network,
the method comprising:
sendiug first display inlormation from a fitst computer
system [0 a user device. wherein (e first display
information includes a control assoeialed with a com-
mercinl service;
accepling a Hrst signal in responsc Lo a user inpal lo
activate the contiol,
associating anobjut identity with infonvation entries aud
anrihutes, whesein (he ubject idenlity represeuts a net-
worked ob ject,
storing ssid information emries and said atiributes in a
vistual information store;
assighing a unigue network sddress o said object identity:
initiating. in response 10 the lirst signal, connunication
betwenh the user device and i second computer system;
using the second compuler system for
sending second displty inlormation 10 the user device,
wherein the second display infoanation includes n
list of at leas) onc comtncereial service;
accepling a second gignal in response ie a user inpul Lo
sclect a conunercial service from th list; and
completing a commerciidl trimsaciion telating 10 the
sclected commercial service.
2. The urettwd ol claim t. wherein the second computer
s¥'stem includes i object rouler.
3. The method of claim 1, wherein the second computer
system includes a virtual information store.
4. The method of efaim 1, wherein the second computer
system includ's a value-added network switch.
5. T'he method of claim 1, whercin the second computer
system iuchudes a legacy datnbnse,
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6. The method ol claim 1, wherein the controt includes a
web page control.

7. The method af claim 1, wherein the $isst computer
syslentis in a first corporate network and wherein (be second
compuler system is in a second corporsic network.

8. The method of claim 7, wherein the first corporite
network is opcrated by a first business entity and whereinthe
second corporate network s operated by a second business
enlity.

9. The imethod of claim 1. wherein the second computer
systcm includes a legacy computing system.

10. The method of claim 1. wherein (he user device
includes a web browser.

11. The method of clasm 10, whercin the display infor-
mafion includes web page content.

12. Themethod of ¢lai 1. wherein the tist of at feast one
comatercial service includes a payment service.

13. The methed of claim 12. wherein a user is provided
with access 1o a payment clectronic back ollice systen.

14. An upparutus for providing a service over a digital
network. the apparatus comprising:

A processor;

a 1achine-rendable storage device including one o more

instructions cxecutable by the processor lor

sending fiest display informaation [fom a lirst computer

system o a user device. wherein the fiest display
information includes s comol associated with a com-
mercial service;

acccpliug a lirst signal in responsc o a user inpul 10

aclivate the controls and
initiating, in rcsponsc to the fist signal, comnmnication
between the user device and a second compuler system.
wherein the sccond computer sysiem acts &> send
sccond display information to the user device. wherein
the second display information inclides alistof at least
one commcreial seevice: wherein the second computer
sysiecm futher acts 1o accepl a second signal in
responsc 10 a user input 19 select &4 commercial service
from the liky; and te complete a commercial transaction
relating to the sclecied copumerciat service;

associaliug an objedt identity with information entrics and
attributes, wherein the objject identity 1represets a net-
worked object;

storing said uformation entrics end said auributes in a

virtual information store: and

assigning a unique network ldress to saicdobject identity.

15.A machite-readuble storage device including insinic-
tions executable by a precessor for providing @ commercial
service over a digilal network. the machine.readible storage
device including e ©r more instructions for:

sending lirst display information [rony a first computor

system to &t user device, wheecin e 6ist display
information includes a control associated with a com-
mercial service;

accepting a first signal in response to u user input o

activaie the control;

initiating, in response Lo the lirsi signal, communication

between the userdevice and a second compatersysien.
wherein (he sccond compuler system gets 1o send
second display inforuation to the user ¢levice, wherein
the second display information inclides a list of at lcast
one conuncre 1t service: wherein the second computer
system further acts to accept a sccond signnl in
responsc 1o a user inpul Lo sekect a cammercial service
from the list: and (o complete a commercial transaction
relating to the selected conunercial service:
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associaling an ob ject identity with infermation entries and
altributes, whetzin the object identity represents a net-
worked object;

storing stid informztion entries and said attributes in n
vistual information store: and

assigning i uniguenelwork address 1o said object identiy.

16. A method for providing a commwescial serviee over a

digital network, the method conprising:

using first computing resources operated by a fist busi-
ness enlity to send Grst display mfosmathon lo o user
device. wherein the first displuy infonmnation includes
tirst and second controls;

accepling a lirst signal in response 1o @ user inpul 1o
activale the first controk;

trst perlorming, i respense ta the fisst sigtal, o lirst
commetcial service associuted with the firgt contrul,
wherein the fiest gerforming is accomplished under the
conlrol of the lirst business entity inteiacting with the
user device:

accepling a second signal in response 1o a eser inpul 10
activate the second control;

second performing, in cesponse 1o the second signal. a
sceond commercial servioe associvicd with the secand

34
control. wherein e seeond perlorming is accom-
plishect under the control of a second business entity
operating second comput:ng resources and interacling
with the user device:

5 associaling an object identity with information entries and
attributes, wherein the objeet idenlity represeals nnct-
worked objecty

storing suid inlormation entries and snicl atiribntes in a

virlual inlormation store: and

assigning a unique network addeess 1o said ob ject identity.

17. The method of cliin- 16, lusther comprismg;:

exchangimg intonnation between the lirst and second

business enlilies in order 1 complele @ trzansiaction in
response Lo one or more of the signals.

8. The method of claim 16, wherein a threeaway trans-
action is achieved betw.een the irst compuling resaurces, the
sccond compuling resources and the user device.

19, The method of clasmn 16, wherein a plurality of
computing resources are used. cach on a scpavate corporale
nelwork, and each operaled by oncof a plurality of diff erenl
business enlities.
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