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Exhibit K

United States. Department of State. “Facebook Part 1: Getting Started with Facebook - A
field guide for missions, posts and IRCs.” International Information Programs, Office of
Innovative Engagement, Dec. 26, 2012. Judicial Watch v. U.S. State Department, Doc. No.
C05371180, Case No. F-2012-29278, 09/04/2013 (promotes insecure Facebook and Gmail email
use; this first numbered document in the four-part series is nonsensically the last dated item).

United States. Department of State. “Facebook Part 2: Creating and Customizing Your

Page - A field guide for missions, posts and IRCs.” International Information Programs, Office
of Innovative Engagement, Jun. 26, 2012. Judicial Watch v. U.S. State Department (FOIA), Doc.
No. C05371175, Case No. F-2012-29278, 09/04/2013 (promotes insecure
USgovernment@fb.com email use).

United States. Department of State. “Facebook Part 3: Creating and Customizing Groups - A
field guide for missions, posts and IRCs.” International Information Programs, Office of
Innovative Engagement, Oct. 24, 2012. Judicial Watch v. U.S. State Department (FOIA), Doc.
No. C05371173, Case No. F-2012-29278, 09/04/2013.

United States. Department of State. “Facebook Part 4: Metrics, Analytics and Resources - A
field guide for missions, posts and IRCs.” International Information Programs, Office of
Innovative Engagement, Jul. 27, 2012. Judicial Watch v. U.S. State Department (FOIA), Doc.
No. C05371179, Case No. F-2012-29278, 09/04/2013 (states "this is the end of the Facebook
Field Guide, yet is nonsensically dated second in the four-part field guides published by the U.S.
State Department).
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*Facebook is constantly changing. While we periodically review this guide to reflect these
changes to the interface, we can’t always guarantee that what you see on the screen will
exactly mimic the information in the guide.
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Before using any new social media tools for official State Department purposes, it
is important that you are familiar with State Department Policy on Social Media:

5 FAM 790.

You should also review the Managing Your Secial Media field guide. This guide is
very important to helping you plan, create and execute a successful social media
campaign.

If you have any questions about this guide, please contact QIESupport@state.gov.

What is Facebook?

Facebook is the most popular social network online with a user base of over 900 million people.
After the United States, the top ten countries on Facebook are Brazil, India, Indonesia, Mexico,
Turkey, the UK, Philippines, France, Germany, and Italy. It is a way for you to publicize events,
showcase new publications and promote discussions with your communities. Facebook is just
one of a variety of online communities. Others include MySpace, Orkut, QQ, etc. Do some
audience-research before choosing a network to ensure you’ll reach the right people.

Many posts have created Facebook Pages. Some are sponsored by the embassy, others by the
IRC or American Corners. Determine if your Page will represent your entire post or an
individual section. Your location and local culture can help you make this decision. [1P’s Social
Media Dashboard and IRM’s Diplopedia both have lists of U.S. State Department Facebook
properties.

Don'’t create a Facebook Page to duplicate your official website. Use it to build a community.
Facebook pages can be used to publicize upcoming events or programs, such as web chats,
contests, scholarships and more.

Facebook Pages can be used to make announcements or to link fans to related articles, such as
IIP publications on eJournal and outside news sources, like the New York Times or the
Washington Post.

Facebook Page vs. Facebook Group
Facebook Pages are better for long-term relationships with fans, readers and customers and
provide a wider array of design and content options.

Facebook Groups provide a closed space for a small group of people to communicate. We
discuss Facebook Groups in further detail in this section of the Facebook field guide.

Getting Started With Facebook

Terms of Service and Terms of Use :
The Department has signed an amended Terms of Service (ToS) agreement with Facebook.
This information is available on the Internet Steering Committee's SharePoint Site. Make sure
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that you send an email to the Internet Steering Coinmittee and to PA Digital Communications
Team to notify them that you are creating a new account based on the amended ToS.

The Terms of Use (ToU) for your community will serve as your rules and regulations for your
community. We have provided an html template of general Facebook Terms of Use for your
convenience. Terms of Use must be posted visibly on your Facebook Page. We will discuss where
and how to post these ToU in Facebook Part 2: Creating and Customizing Your Page.

Creating Your Administrator Profile
Multiple people at your embassy should be managers on your Facebook page — this is crucial to
ensuring the survival of the page as staff rotates in and out of post.

There are several different types of Facebook administrators:

o A manager can manage admin roles, send messages and create posts as the Page, create
ads, and view insights.

» A content creator can edit the Page, send messages and create posts as the Page,
create ads, and view insights.

e A moderator can respond to and delete comments on the page, send messages as the
Page, create ads and view insights.

» An advertiser can create ads and view insights.

e Aninsights analyst can view insights.

In order to be a manager of a page, you need a Facebook profile. If you do not already have a
Facebook profile, use the instructions below to create one. If you already have a Facebook
profile, click here to jump to the next step.

Creating a New Profile
1. To create a new Facebook profile, visit www.facebook.com
2. Fill out the form.
a. You must use a real name; do not enter an organization name such “Usembassy
Washington.” If you do not fit these rules, Facebook may delete your profile.
b. We strongly recommend you use a state.gov email address. See the Email section
below for more details.
c. Make sure your password is a strong password. This includes:
i. Minimum of 12 characters
ii. A mix of upper case letters, lower case letters, numbers, and
nonalphanumeric characters
iii. See the Password section below for more details.
d. Don’t forget the birthday you attach to your account. This information will be
necessary in case of any account lockout.
3. Click Sign Up.
4. Facebook will send you a confirmation email. Click on the link provided in the email to
complete your account set up.
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5. Because this account will be used to run your Facebook page, you do not need to fill in any
profile information. Click Skip this step for Steps 1-3.

Skip this step

Using an Existing Profile
Follow the instructions below to add an existing profile as a manager of a Facebook page.

1. ‘Like’ the Facebook page you would like to be a manager of
2. An existing manager of the page must make you a manager of the page. They can do so
by:
a. Opening the page's admin panel
b. From the Manage v menu, select Edit Page
¢. Clicking Admin Roles

_ Build Audience - Help v] | Hide |

Update Info L
Se Manage Permissions See All

L )
Manage Notifications hew messages. !

b you gek a rew

Use Activity Log sage, it will appaar right
E. To turn messages off,
heck the box next to the
<ages option in your
Use Facebook as Mrudula  Jin settings.

See Banned Users...

d. Type the email address of the Facebook account that needs to be an
administrator
e. Click Save to complete the process.

This feature is buggy — it may take a few tries to add a user as an administrator.

Note: Take the appropriate precautions listed below in Privacy Settings and Account Settings to
keep your existing Facebook profile from being an easy target for hackers.

Privacy Settings

Managing your privacy is extremely important on Facebook. You should review Facebook's
Privacy Policy and note any changes. The privacy policies on Facebook change often, and
Facebook does not always advertise the changes. It is important to stay as informed as possible.

You should also check Facebook’s Privacy Guide regularly. The Privacy Guide is an easy way to
understand the privacy changes.
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Access your Privacy Settings by clicking on the lock icon on the top right hand corner of your
Facebook navigation,

There are three main categories:
*  Who can see my stuff?
e  Who can contact me?
¢ How do I stop someone from bothering me?

Who can see my stuff?
Click on the first category to set your privacy settings for content on your Facebook profile.

| Privacy Shortcuts Q |

: - Who can see my future posts? sets the

B . default privacy setting for content (status
‘ EEJ, wWho can see my stuff? ~ ! yupdates, photos etc) on your Facebook

| profile. OIE recommends that you have
your settings set to Friends. This means
that only people you approve of will be able

to view your profile and information. Click

This is the same setting you find right where you Custom to further refine your
post, and changing it there will update it here, . .
privacy settings.

\ 1 T Wha can see my future posts?
M Friends

r i:] - :‘.,'heril Ld;\ I review all my pasts and things I'm Click Use Activity Log to review all your
LR ui?agzct;:iky Log posts and things you're tagged in. Click

' ) around your activity log to see photos

| » what do other pzople see on my timeline? you're tagged in and other items that may
L, View As appear in news feed, search, and other

| i places on Facebook. This Activity Log is for

your profile only. Part 2 of this guide goes into detail about the Activity Log for Pages.

Click View As to view what the public and friends see when they look at your profile.

Who can contact me?

Here you can select who can send you Facebook messages (OIE recommends Friends of
Friends or Friends) and who can send you friend requests (OIE recommends Friends of
Friends).

How do I stop someone from bothering me?

Use this to block users from seeing your content on Facebook and starting conversations with
you. Click View All Blocked Users to see a list of all users you have blocked. If you would like
to prevent people from seeing content you post on Facebook.
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See More Settings
Click See More Settings to further refine who can look you up on Facebook. For optimal
privacy, choose the following:

Privacy Settings and Tools

Who can see my stuff? wWha can see your future posts? Friends Edit
Review all your posts and things vou're tagged in Usé Activity Log
Limit the audiente for posts you've shared with Friends of Lirnit Past Posts

friends ar Fublicy

Who can contact me? Whio can serd you Facebook messages? Friends Edit
Who can look me up? Who can look yeu up using the amail address or phone Edit

number you provided?

who can inck up your timeline by name? Edit

Do you want other search engines to link ko yaur Edit

timeline?

Account Settings

Account Settings l—

After logging in, you can select ‘My Account’, on

Usw Facgbaas es:

the top right of the page under the drop-down (5] Gobdl Conversation .. 99
section accessed by clicking on the gears icon. ———— B u.s. Embassy Bang... 30
Here, you will be able to adjust your personal and £ U5, Embassy Dama... 28
privacy settings, languages and more. You can & us. embassy Riyad... 10
navigate through this section through the menu on ) enbajads de Estados... 7

the left hand side of the screen. Don’t be
intimidated — we’ll go through each of the options
individually.

LT

—F Sraed

Note: A lot of the information in this module can
be applied to personal Facebook profiles as well.
They are good practices all around.

General
In this section you can change the language Facebook is displayed in, your contact email
address, password and networks.
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Email
If your email address associated with your Facebook account is a Gmail account, we recommend
you take the following precautions:

o Password: set a strong password as detailed below.

o Recovery email: set a state.gov address as your recovery email. If you lose
access to your account, Gmail will email you at this address.

o SMS: If you forget your password, Google can send you a recovery code via SMS.
Google works with selected mobile carriers to send this text message.

o Consider 2-Step Verification: This Gmail feature adds an extra layer of
security to your account by requiring you to enter in a code (sent to your mobile
phone) in order to log into your Gmail account. To enable this, go to the 2-step
verification setup page.

o Note: this method will only send the code to ONE mobile phone.
Although this is the most secure option for protecting your account, if you
have more than one person who will need access to your Gmail account,
this option may not work for you.

o HTTPS: In your Gmail settings, select 'Always use HTTPS.' This setting protects
your information from being stolen when you're signing in to Gmail on a public
wireless network, like at a cafe or hotel.

o Check Account Activity: Click the Details link next to the 'Last Account
Activity' entry at the bottom of your account to see the time, date, IP address and
the associated location of recent access to your account.

General Account Settings

Name Mary Washington Edit
Username http:ffwww. facebook. comfusembassywashingten Edit
Email Primary: officeofinnovation@gmail.com Edit
Password Passwotd last thanged over a year ago, Edit
Networks Mo natworks, Edit
Language English (US) £dit

Download a copy of your Facebook data.
Edit your Account Settings by using each of the subtopics available.
Networks allow you to connect with people in your school or work place.

1t is recommended that you do NOT put your affiliation with the State Department
on your profile.

Password
It is recommended that you use the same format as recommended by Diplomatic Security as
outlined in 12 FAM 632.1-4. According to the FAM:

8
T\ In sonal OFFICE o/
@ mermatiou INNOVATIVE
Progrums ENGAGEMENT

UNCLASSIFIED U.S. Department of State Case No. F-2012-29278 Doc No. C05371180 Date: 09/04/2013



UNCLASSIFIED U.S. Department of State Case No. F-2012-29278 Doc No. C05371180 Date: 09/04/2013

FOR OFFICIAL USG USE ONLY

1. Password length: the password must be a minimum of 12 characters in length. If the
system which the user is accessing does not accommodate 12 characters, then the user
should use the maximum number of character spaces available;

2. Password composition: the password must be composed of characters from at least three of
the following four groups from the standard keyboard:

a. Upper case letters (A-Z);

b. Lower case letters (a-z)

c. Arabic numerals (0 through 9); and
d

Nonalphanumeric characters (punctuation symbols like &,%,#, etc.)

You are not required to change your password, but it is recommended that you do so — perhaps
every 60 days, if you set up an alert on your Outlook — in order to discourage hackers.

Security
We recommend you pay careful attention to this section. Your profile needs to remain secure to
prevent anyone from taking over or hijacking your Facebook Page.

Security Question

This field will only appear if you have not yet set a security question. If you are not sure what
your security question is, click on this link.

Pick from the provided questions and type in an answer. Try to avoid any answers that a hacker
could easily guess.

Example: In what city or town was your mother born?
Avoid: Washington, DC.

Example: What was your grandfather’s occupation?
Avoid: Diplomat, ambassador etc.

Make sure the answer to the security question is saved in a secure place where it is accessible to
everyone who would legitimately need that information.

Secure Browsing
Check the box next to Browse Facebook on a secure connection (https) when possible.

Login Notifications

When you turn on this feature, Facebook asks you to name your computer or mobile phone (you
should save this device to your list of Recognized Devices so you won’t have to keep naming the
computer or mobile phone you usually use to login to Facebook. Note: Do not select the option
to save your device if you're using a public computer.)

Each time you login to a new device, Facebook will ask you to give it a name. It will also send a
notification to the email address associated with your account.
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If you receive a login notification from an unfamiliar device or location, follow the instructions
in the email to reset your password and secure your account.

We strongly recommend you enable this feature.
Login Approvals

This feature is one step more secure than Login Notifications. When you enable Login
Approvals, you'll be asked to enter in a login code (sent to your mobile device) each time you try
to access your Facebook account from a new computer or mobile phone. Like with Login
Notifications, you can choose to save those devices to your account. You won'’t have to enter a
code when you login to a recognized device.

Note: Facebook will send the code to ONE mobile phone number. Although this is the most
secure option for protecting your account, if you have more than one person who will need
access to your Facebook account, this option may not work for you.

App Passwords

Login Approvals don’t work when you try to access apps that you log into using Facebook (these
include Xbox, Spotify and Skype.) App Passwords will generate a password for you to use to log
into these services using your Facebook account but without having to supply the password you
use to log into Facebook.com.

Recognized Devices

This section lists the computers and mobile devices saved to your account. If you have login
approvals and/or login notifications enabled on your account, you will not be asked to confirm
your identity when logging in through these devices.

Click Remove to remove old devices from your account.

Recognized Devices You won't get notified or have to confirm your identity when logging in from these
devices:
Phil apple August 30, 2012 ' Remove
Phil Laptop August 27, 2012 * Remove
Medialab August 24, 2012 * Remove
My August 21, 2012 * Remove

E&f‘nﬂ r:fﬁa'—-_r:x,q,r,:@] Cancel

Active Sesstons

Check this section regularly to see a list of the recent times your Facebook account has been
accessed. Pay attention to irregular login times or locations. If you notice any unfamiliar devices
or locations, click End Activity to end the session.

10
T\ International OFFICE of'
@ Informistion INNOVATIVE
. Programs ENGAGEMENT

UNCLASSIFIED U.S. Department of State Case No. F-2012-29278 Doc No. C05371180 Date: 09/04/2013



R A A
UNCLASSIFIED U.S. Department of State Case No. F-2012-29278 Doc No. C05371180 Date: 09/04/2013

[

FOR OFFICIAL USG USE ONLY

Timeline and Tagging Settings

These settings help you control what people see when they visit your timeline. Remember:
Things you hide from your timeline can still appear in news feed, search and other places on
Facebook. For optimal privacy, we recommend the following:

Timeline and Tagging Settings

¥ho can add things to my Yho can post on your imeling? Edit
timeline?
Review posts friends tag vou in before they appear on Edit
yaur timeline?
Who can see things on my Fewiew what obher peopls see on your timeling View As
timeline?
Who can see posts vou've been tagged in on your Edit
tirneline?
who can see what others post on your brnebine? Edit
How can I manage tags Reviews tags people add ko vaur wan posts before the Edit
people add and tagging tags appear on Facebooks
suggestions?
When vou're tagged in a post, who do yvou want bo add Edit
ta the audienca if they arent already init?
who sees tag suggestions when photos that look ke wou Edit

are uploaded?

Notifications
Facebook allows you to edit when you receive email notifications when someone engages with
your Facebook profile. These are a personal preference. Take your time to look over them.

Mobile

Add your phone number to your Facebook account if you wish. Adding your phone number can
be useful if you get locked out of your Facebook account — facebook can send password recovery
information via SMS.

Apps
This section allows you view your applications, or remove any you don't want to use. Click Edit
to edit the settings of any app.

This is the end of this section of the Facebook Field Guide.

I'ind the remaintng sections of the Facebook Field Guide here on the Social Media Hub.

11
T\ International OFFIGE of
@ Iufornution INNOVATIVE
Programs ENGAGEMENT

UNCLASSIFIED U.S. Department of State Case No. F-2012-29278 Doc No. C05371180 Date: 09/04/2013



. UNCLASSIFIED U.S. Department of State Case No. F-2012-29278 Doc No. C05371175 Date: 09/04/2013

1 RELEASED IN FULL

FOR OFFICIAL USG USE ONLY

FACEBOQOK Part 2:
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Page

A field guide for missions, posts and IRCs

7/26/2012 [REVIEW AUTHORITY: Barbara Nielsen, Senior Reviewer
U.S. Department of State

International Information Programs
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*Facebook is constantly changing. While we periodically review this guide to reflect these
changes to the interface, we can’t always guarantee that what you see on the screen will
exactly mimic the information in the guide.
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Before using any new social media tools for official State Department purposes, it
is important that you are familiar with State Department Policy on Social Media:

5. FAM 7g0.

You should also review the Managing Your Social Media field guide. This guide is
very important to helping you plan, create and execute a successful social media
campaign.

If you have any questions about this guide, please contact OIESupport@state.gov.

Basics of Your Fan Page

Creating a Facebook Page
Creating a Facebook Page is simple. Once you are logged into Facebook with your new profile,
you can Creatc a new Facchook Page.

You will be directed through the instructions to create a Facebook Page. When filling out the
required information, please remember:
e Youare creating an Official Page
o If you are creating a page for your ambassador, you should select Artist, Band
or Public Figure
o Ifyou are creating a page for your embassy, post, IRC or American Corners, you
are creating a page for a Company, Organization or Institution
e Make sure you select that you are the official representation and have the permission to
create this page. That is a requirement
¢ When selecting your Facebook Page name, we suggest something that will identify
your institution, such as U.S. Embassy Post-name or U.S. Embassy Post-name
Information Resource Center. You cannot change your Facebook Page name once it has
been selected!
e If your page is on Wikipedia, it may have been preemptively created as a Community
Page. If you see this, contact USgovernment@fb.com and ask them to take that page
down in order to alleviate confusion.

Accessing Your Page
Go to: http://www.tfacebook.com

Login with the email address and password you used to create your profile. (Guidance on
setting up a profile can be found in the first in this series Facebook Part 1: Setting Up Your
Profile.)

There are two places you can access your page. One is from your News Feed. This is the default
page you will see when you log into Facebook. Click the name of your page in the menu on the
left hand side of the screen.
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A8 Find Friends

PAGES AND ADS
[§3 ads Manager
P U.S. Embassy Qatar 2
Embassy Hogsmeade

When you do so, Facebook will let you know that you are posting, commenting, and liking as
your page. If you would like to use Facebook as your profile, click on your name.

You can also click on the down arrow on the right hand side of the screen and select the page

you'd like to edit.
Ise Facebook as:
Embassy SA-5
- 4 U.S. Embassy Qatar
Vanity URL

The naming convention for Facebook Pages will follow the previous practice for public embassy
and consulate web sites stated in the 5 FAH-8, with country name and usembassy, or city name
and usconsulate. Examples:

O www.facebook.com/slovenia.usembassy
O www.facebook.com/usembassvtokyo
O www.facehook.com/usembassy.bishkek

See the Internet Steering Committee URL naming guidance in the Facebook section on
INFOCENTRAL for additional information.
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To create a vanity URL, visit hitp://facebook.com/uscrname . f)’ou have the option to \%

You will be able to select your Page on a drop-down menu, and | delete your Page ;
select your own vanity URL name. Your vanity URL name must under Manage b
adhere to the following requirements: i Permissions. If you

e Usernames can only have alphanumeric characters (a-z, || delete it, you won’t be

0-9) or a period (.) able to re-create it
* You are limited to one username per Page Ml with the same vanity
* You are required to have a minimum of 25 fans \URL. ‘
- = = o T mf—mﬂ*‘j
Remember: Once you have selected a username, it can only be changed once. Choose wisely!
Editing Your Page
Editing your page is easy. = Build Audience v Help v | | Hide |
Once you'’ve arrived on your page (see
directions in the “Accessing Your Page” .
section above) click on “Edit Page” and ] Manage Permissions see Al
select “Update Info” from the drop down Admin Roles
menu. Manage Notifications 5.
e

As you can see, Facebook offers a variety of Use Activity Log ppear fig}_}t
different ways to customize your Page and See Banned Users... ;;a\iet\oothe “
edit the settings. Don’t be intimidated! We'll in your |
be going through all the steps you need in Uss Facebook as Embassy Hogsmeade |

order to create an attractive, engaging Page.
You will be navigating through these settings through the menu at the left hand side.

Your Settings |
Choose if you would like to receive email notifications when people interact with your page.

Manage Permissions
Manage Permissions allows you to determine your Page visibility, your country and age ;
restrictions and more. Here, you can also control how much users are able to interact with your

Page.
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Page visibility: ] Unpublish page (only admins can see this page) What Is this?
Country Restrictions: Type a country... ! What Is this?
@ Cnly show this page to viewers In these countries
O Hide this page from viewers in these countries

Age Restrictions:  Anyone (13+) v What is this?

Posting Ability: Everyone can post to Embassy SA-5's timeline
Everyune can add photos and videos to Embassy SA-5's timeline

Post Visibility: Show the box for “Recent Posts by Others" on the top of Embassy SA-5
Default visibility of posts by others on Embassy SA-5's timeline:  Allowed on Page v (7]

Tagging Ability: DPeople can tag photos posted by Embassy SA-5
Messages: [¥]Show “Message” button on Embassy SA-5

Moderation Blocklist:  Cormma separated list of terms to black. .. 11?1

; ;
I o oo

Profanity Blocklist: ' yone v 7]

Delete Page: Delete Embassy SA-5

This screen should match vours roughly. If you have any questions about changes that appear, please
contact OIESupport@State.gov. Facebook changes rapidly, and not all changes can be incorporated
into the guides immediately.

It is highly recommended that you allow users to write and post videos/photos on your wall. If
you are concerned about the type of content that will be posted to your Page, make sure you
have the approved 1erms of Use posted. They state:

You agree to not use the site to:

« post, email, transmit or otherwise make available any Content that is unlawful, harmful, threatening,
abusive, harassing, tortuous, defamatory, vulgar, obscene, libelous, invasive of another's privacy, hateful,
or radally, ethnically or otherwise objectionable;

You should always have your ToU posted and up-to-date.

These are the same rules that are used to govern Wall postings, and they are also used to govern
video or photo posting.

Please make sure you read the Copyright Tri-folds to understand the copyright regulations for
any works submitted to your Facebook Page.
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To learn more about how to post your ToU to your Facebook Page, see Adding Terms of Use to
Your FFacchook Page.

You may prevent posts by everyone from appearing on your Page's timeline until you review
them: '

=

Open your Page's admin panel

From the Manage + menu, select Edit Page

3. Check the box next to Only show posts by [Your Page's name] and friend activity on your
Page until reviewed by an admin in the Post Visibility section of the Manage
Permissions tab

4. Click Save Changes

5. Visit the Activity Log each day to choose which posts should be allowed on your Page's

timeline for everyone to see

i

To turn off the ability for people to post on your Page's timeline:

1. Open your Page's admin panel

2. Fromthe Manage + menu, select Edit Page

3. Uncheck the boxes next to Everyone can post to [your Page's name]'s
timeline and Everyone can add photos and videos to [your Page's name]'s timeline in
the Posting Ability section of the Manage Permissions tab

4. Click Save Changes

To remove the Recent Posts by Others box from your Page's timeline:

1. Open your Page's admin panel

From the Manage + menu, select Edit Page

3. Uncheck the box next to Show the box for "Recent Posts by Others” on the top of [Your
Page's name] in the Post Visibility section of theManage Permissions tab

4. Click Save Changes

L

Basic Information

Basic information is just what it sounds like — your Page’s basic information. For your embassy
or post, you can include your phone number, address and hours of operation here. You should
also use this space to link all of your other websites to this Page, to encourage users and
community members to cross-pollinate.

Facebook also gives you the option to give directions and parking options to people who may be
planning to visit your embassy.

Is there a typo in your Page’s name? You can change this easily if you have under 200 fans. If
you have surpassed 200 fans, click on “Request Change” to submit your requested change to
Facebook for approval.
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U.S. Embassy Qatar

Category:  Companies & Organizations v., . Government Organization K2 , (2

Username: Create a username for this page? Learn more,

Name: U.S.Embassy Qatar | Request Change

Start Date: 1972 v ‘ + Add month +7}

Start Type:  Founded >
Address:  p,0.Box: 2399 v
City/Town: Doha, Qatar 4

Profile Picture
This can be a picture of your embassy, a logo designed specifically for your community, or
anything else that defines the purpose of your Page.

Make sure that your picture is clear even as a thumbnail, since the image will appear at that
reduced size throughout the site.

Note: Do not use AP or other copyrighted photos as your profile picture. For more information
on Image Copyright, please see our tri-fold on Image Copyright Law on the Social Media Hub.

Good examples of clean, clear and concise icons can be seen on the U.S. Eimbassy Mexico Page
and the U.S. Embassy Bangkok Page.

Featured

Here you can select which of the pages your
Page likes to be featured on your Timeline. This
box is automatically placed prominently at the
top of your page (see image at right). If you like
more than 5 pages, click on “Add Featured
Likes” to choose which pages you would liketo ~ &™
feature. e e a

L3 1T Ve 1BGL TS E SIT LB TG
S LIt B R R i e R

108 oot e

We do not recommend you choose to feature
Page owners.

Admin Roles

It's a good idea to add other people, or Admins to your Facebook Page so that more than one
person can add and update information. A backup administrator is crucial in case of account
lockouts or hackings. An Admin must be a member of Facebook.

There are several different types of Facebook administrators:
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e A manager can manage admin roles, send messages and create posts as the Page, create
ads, and view insights.

o A content creator can edit the Page, send messages and create posts as the Page,
create ads, and view insights.

e A moderator can respond to and delete comments on the page, send messages as the
Page, create ads and view insights.

¢ An advertiser can create ads and view insights.

e Aninsights analyst can view insights.

Before someone can be added as an administrator, they must like your page. Once they've
liked the page, simply type their name into the box and they will be added. Click on the user
role to switch to another type of administrator. You can remove an administrator by
selecting the X beside the Admin’s name and photograph.

. -. Dean Cheves 3
%W lManager vl

v/ Manager

roles, send messages and create posts
and view insights,

Content Creator
TN Moderator o
t A

e Advertiser

i
-
O\ Insights Analyst

» Embassy SA-5 or
! Manager ~

Can manage admin roles, send messages and create posts as the
Page, create ads, and view insights,

Always make sure you have at least 2 Admins per Page. That way, if someone rotates out or loses
access, the other person can still manage the page.

Don’t forget to save your changes!

Apps

Applications are a great way to make your Page more engaging. This is where you will find a
complete listing of all of your installed apps. We will discuss specific applications in Customizing
Your Fan Page later in this guide.

Mobile

Facebook can be used on smart phones or simple phones. It can be accessed through a simple
browser, or can be downloaded through a specific app. You can also sign up for SMS access to
Facebook in order to update your Page from a simple phone.

Insights
Facebook Insights is discussed at length in the Metrics and Analytics module of this guide.
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Change Facebook’s Default Language
At the very bottom of every window, there is a link entitled “English (US)”. By clicking on this
link, you will have a choice to display Facebook in several languages, as shown.

Continue to the next page.
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Facebook Timeline

Timeline is a new format released for Facebook Pages in March 2012. See our diagram below for

the rundown on the new design.
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This new design allows photo to the top of your page, pin certain posts to the top of your page,
highlight certain posts, and add milestones from your entity’s history. This design effectively
eliminates landing pages.

Cover Photo

This is a larger photo (851 x 315 pixels) that goes at the top of your main page. Since it is the first
thing people will see when they visit your page, it’s important to make sure that it is eye-
catching. It can be an interesting picture from an event, gorgeous scenery, or anything else that
will attract the eye. You can change it frequently to tie into contests, theme events, etc.

There are, however, a few restrictions on what you can include. The cover photo cannot include
price or purchase information, such as “50% off” or “Download it at our website”, contact
information, such as web address, email, mailing address or other information intended for your
Page’s About section, references to user interface elements, such as “Like” or “Share,” or any
other Facebook site features, or calls to action, such as “Get it now” or “Tell your friends”. If you
have any questions on these restrictions, contact OIESupport@state.gov.

Free Image resources:

o Infocentral listing of USG + Public e Morgue File
Domain Photos o Image After
o Flickr's Creative Commons archive e Stock.xchng
o  Wikimedia Commons o Lvervstockphoto search engine

Make sure to take a look at our Photo Copyright Tri-Fold on the Social Media Hub and
familiarize yourself with Infocentral’s Multimedia Copyright 1nfo for Social Networks.

Views and Apps
Your apps now appear directly below your profile and

cover photo in an area Facebook now calls “Views and .

Apps.” This not only shows your list of applications but aakm;@a

also your photos, a map, and your total number of

likes. Terms of Use
Maps Fhd & Pragran

You can find more information on adding apps further

below in this guide.

You can customize the image used for most apps by going to the Admin Panel, clicking “Edit
Page,” “Update Info,” “Apps,” and then “Edit Settings” under each app you’d like to edit. Note:
you cannot edit the image for photos, likes, or map apps.

Select “Change” to change the image of your tab.
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| profile

Tah: Added (remove)
Custom Tab Image:
Custom Tab Name: F

Leave blank to use the defaulk name,

Select an image from your computer to upload. Images should be 111 pixels by 73 pixels. We
have created several options for your Terms of Use tab.

Download them on the Social Media Hub.,

Terms of Use

To change the order in which the apps appear, expand the views and apps menu by clicking on
the + to the right of your page's views and apps.

FLiked I I Message @ v l

e

Videos Events

Hover over the position you'd like to put a view or app and click the ¢ pencil icon that appears

and choose the view or app you'd like to swap into that spot from the menu

Posts

Milestones
Milestones are key moments in your organization’s history. These are automatically expanded to
widescreen.

1. Click [0 Milestone in the sharing tool at the top of your page’s timeline
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2. Add a headline, location, date and details for your milestone
3. Choose to add a photo
4. Click Save

Your first Milestone has to be the date your page began — think carefully about what kind of
events in your past you may want to highlight. If you want to post things relating to American
history, you may want to input 1776. If you only want to focus on your embassy, you might want
to pick the year the embassy was founded. Alternatively, you can pick the date your Facebook
page was started. See the example from the US Embassy Bangkok below.

>
John A. Halderman I appointed the first U.S. Consul
Generai to Slam

L NERDAS P

Wieted S1aias appesirds 2w M. Krderncn 23 16l RAericon arrmy t Sarn et 1 of Conad Goneral,

Note: All your milestones must come chronologically after the first date you input. For example,
if you were to choose 1776 as the date your page was founded, you would not be able to post a
milestone from 1775. See image below.

e B YeuT [ Eeciel

You need to add the date Embassy Donut began before you can add a milestone.

Date: + Add year
Start Type: | EubessyRumd wes kamdzdd O—l

Embassy Donut was born.

Your Page timelin
Anything in the s
photo, will need t Embassy Donut was started.

when you click save,

v Embassy Donut was founded.
b a status update or a

Embassy Donut was opered. )

Embassy Donut was created. L.«er ! cance!
——d
Embassy Donut was launched. -

If you ever need to edit the date your page was founded, visit your Admin Panel and click
“Update Page” and then “Edit Info.” The field to edit your start date is located underneath the
name of your page.
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Name: U.S. Embassy Qatar * Request Change

Start Date: | 19-72- vj + Add month {2

StartType: fouded v

You can also scroll to a spot from anywhere on your timeline and click + to post a milestone or
other type of story to a particular date. Milestone photos display at 843 pixels wide and 403
pixels tall. At this time, January 1, 1000 is the earliest date a milestone can have.

To add a milestone to your timeline, click on “Event, Milestone +” and then select “Milestone.”

[5) status Photo / Video Event, Milestone + k
T o
. [3] Event
) milestone
|

{ &2 Question

You can then name the event, give it a location, add the year, month and date (or just the year if
you prefer), give a story, and upload a photo. When you add a milestone to your Timeline, it will
appear in the newsfeed of all of your page’s fans. If you do not want this to happen, select “Hide
from News Feed.”

Click “save” to finish the process.

Pinning
Pinned posts are Page posts that admins have chosen to display prominently at the top of their
Page. A pinned post always appears in the top left of a Page's timeline and has a A flag in its

top-right corner. A post a Page admin pins to the top of their Page will remain there for 7 days.
After that, it’ll return to the date it was posted on the Page’s timeline.

Posts from people who like a Page are not eligible to be pinned posts. Page admins can only pin
posts created by the Page.

To pin a posts, click the pencil icon on the top right hand side of the post. Click “Pin to Top.”
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E Embassy Hogsmeade shared 3 lirk. [-: v E
& seconids aga W I T T T
Gotta love a kiss cam., © Change Date..,
Q Add Location...
= Behind the
caey| Obama& T o ide from Page
youtu.be

Gobekind-tf  Delete...
Obama visits|
Team USA B4 RepartMark as Spam, ..

Like - Comment ' Share

Highlighting
Starring or “highlighting” allows you to highlight the posts you think are important. When you
star a post, it expands to widescreen.

Hover over a story on your Page's timeline and click on the star to highlight it.

Scheduling & Backdating Posts
You can schedule a post for the future or backdate it in the past by clicking on the clock icon and
selecting the intended date.

[ status [3)Photo/video  [i8] Event, Milestone +

— e — - _-_ﬁ__‘

;. : @ Public v‘

Targeting Posts
If you would like your post to appear to certain location or languages, click on the globe icon and
select “Target by: Location / Language.”

[ZJ)status (3] Photo / Video Event, Milestane + L

: What's on your mind?
i

R

1
i

1+ add vear
Nl
o 1 o
- v @ Public
Targetuy
¥ Location / Language
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You can now narrow down your selection by country (in some cases, cities) and language.

~
i
22 Make this visible to users with
Locstion l Thailand 3 ]
O Everywhere
© By dty
l Bangkok, Thailand st I
Larguages [ Thai = i
T
. : W

Post Metrics
Page admins can see how many people saw each post at the bottom of every post.

lg U.S. Embassy Qatar shared a link,
g 3unday @ |

S0 States in 50 Days: Wyoming is home to perhaps the most
famous national park in the United States: Yellowstone. Peaple
come from around the warld to see Yellowstone’s Old Faithful
Geyser is a popular destination: if you catch it erupting it can
shart 14,000-32,000 L of boiling water 32-56 meters in the air for
up 1 90 minutes! Have you ever seen anything exciting like that in
nature before? hitp://goo.gl/wlela

visit Wyoming | Discover America
L~ . gao.gl |

Learn about visiting Wyaeming, including
e ' N things to do, tig ideas, photes, snd |

maps. Cuscoveramerica, com is the USA |

official travel website.

tike - Comment  Share
) Global Business Gateways, Kathleen Colussy and 3 others like this,

{% Write 3 comment .. |

433 people saw this post

17
<o\ International OFFICE of
@ Information INNOVATIVE
Pragvams ENGAGEMENT

UNCLASSIFIED U.S. Department of State Case No. F-2012-29278 Doc No. C05371175 Date: 09/04/2013



UNCLASSIFIED U.S. Department of State Case No. F-2012-29278 Doc No. C05371175 Date: 09/04/2013

FOR OFFICIAL USG USE ONLY

Admin Panel
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The Admin Panel is located above every Page you manage. It gives you a quick look at what to
respond to including notifications and private messages. It also displays Page Insights. At the
top right of the page are three drop-down options entitled “Edit Page,” “Build Audience,” and
“Help'”

“Edit Page” allows you to edit your page settings and use the Activity Log. The Activity Log
lets you review the history of your page and change the settings of individual posts. You can see
all of your page's posts organized by date, star older posts to make them bigger, hide and delete
posts, change the date of posts, report and remove spam posted on your page. This feature is
only visible to page administrators.

“Build Audience” allows you to share your page, invite friends, and create ads.

Messages
Facebook has enabled private messaging for pages. Pages can only respond to fans that have
messaged them first.

To respond to a message, g0 to your page’s inbox and type your response in the box below the
message. Click reply to send your message.

You can turn on/off this feature through “Edit Settings.”

Adding Applications

Using Facebook Applications can be a great way to supplement your page. It is important to note
that when using Facebook Applications, most applications are created and maintained by a
third-party. Facebook Terms of Service do not always apply to these applications.
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Terms of Service
It is required by 5 FAM 790 to include Terms of Use (ToU) on your Facebook site. This
requires you to add an iFrame (see section below) application to your page.

You may use the DoS TeU Template (PDF) to create your Terms of Use. We have also
provided an htmi-coded template (HTML) of the Terms of Service that you can copy and
paste into your FBML box and fill-in the name of your embassy.

iFrames (sometimes called Static HTML)

iFrame (or Static HTML) apps allow you to input HTML code onto your Facebook page. There
are several companies offering free iFrame applications — we recommend Wildfire and Involver
although these are by no means a comprehensive listing.

These apps take a little knowledge of HTML, but if you know the basics you should be able to
create simple boxes that provide text, images and links. For more information on HIML, check
out our mini field guide on HTML.

To add any of these apps, click on the links above. Install the app on your page. Find the app in
your views and apps toolbar under the cover photo on your page. Click on the icon to edit the
application. Input the HMTL into the boxes they provide. Contact O[ESupport@state.gov for
more detailed instructions on any additional specific apps.

Services like Pagemodao require no knowledge of HTML and will allow you to design a custom
page using preset templates that may not meet all of your requirements. .

Popular Applications

Events

The default location for Events is on your wall. However, you can create a Tab for Events. From
the Apps menu, select “Edit Settings” under Events. A pop up window should appear, allowing
you to select add a tab to your page (See Figure 9). Your events will now also show up in this

Profile Additionat Permissions

Tab: Avalable {add)

L 421 AW B RV S M LN 9 5. & PUIERL A0 2 (P AT VD =] SRR 4 FRALR0 AN ST .

Select “add” to add a tab to your main page. This applies for all Apps.
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To add an event, click on the Events tab on the main screen and click Create an Event.

You will be sent to the Event Info Page where you can add all the information about the event.
Simply click Create Event to move onto the next Page.

RSS Feeds

RSS (Really Simple Syndication) is a web-based syndication format used to publish frequently
updated content including, but not limited to, blog entries, news headlines and podcasts.

An RSS feed contains either a summary of content from a web site or the full text. RSS makes it
possible for people to keep up with their favorite web sites in an automated manner. More info
here.

i~ Ty
RSS content usually is labeled with one of these icons: *m‘

Facebook allows you to add RSS feeds to your Page that you want your fans to see. We’ll show
you how next.

In the search box type Social RSS and hit enter. |50cial RSS “ I
You will be directed to the RSS Page, which will i . :

allow you to customize your RSS feed. You may
have to select Go to App, and if prompted allow the

app to access your information so you can use it. See More Results for Social RSS »
Displaying Top Result

Scrolling down, you will have the options needed to
set up your RSS feeds. From the drop-down on the
left, select the Page you want the RSS feed to appear on (this would be your embassy’s Page).

Quirh schect

Feed Settings

V.5, Ebassy Pauree ~
ArpEsaATENS N EpeEomE T

Compulsary flekds ®

Lad URL (toed sddress) * sl AlbErnative vk Soctal RSS mifo
L Fecd l [ | Pt 657
1 - - - ' Pt By w267
tud feed ! T Sl ad i gettag cated,
2 gt e the b o' of the
Jbeed | . - B i oag onite (324 60}
; [ _
) reed .
4 l_ _ ' [
I reed | - - .
5

This will also allow you to set up your RSS feed by pasting the links of blogs and news sites
under the URL feed address.
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Here, you will also have the option to fill out the tab information that will appear on your Page.
It is recommended that you fill out the title and introduction, as these will portray what the RSS
feed is to your readers.

You also have the option of publishing some feeds to your wall. This is up to you, and is at your
discretion.

Once you have filled out the information, select Update. A pop-up window will appear with the
option to add the Tab to your profile.

Other Settings options:

e Item Description — Choose whether to show the whole blog post, just the first line of
the post, or just the title.

e Items ~ Choose whether the postings should be open or closed. Open shows the entire
blog post on the RSS tab. Closed allows the postings to be opened through their
headlines.

¢ Include Share Buttons — Allows the blog postings to be shared by users.

Tips for Community Managers

Where to Get Content
» Create your own content by:
o Advertising embassy events such as film screenings, open houses, and cocktail
parties
o Linking to photos from these events
o Updating your visa information, conduct polls
¢ Link to content created by others
o TP Digital content
Subscribe to ITP’s Social Media Feeds.
Voice of America articles
Transcripts or other information from State.gov
Share content from other embassies and consulates in your region
Reputable local content. There is no restriction on this, but make sure it has been
cleared with the appropriate authority (PAO or whoever has this responsibility).

0O 0 0 0 O

Some Tips for Success
e Group your content together around themes.
o For example, if you are posting a link to an article about U.S. foreign policy in
Africa, make sure your poll reflects the same theme.
e Make sure you center discussions on content and use short questions to get responses.
o SeeeJournal USA’s Facebook Page for examples.
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o Don't post a lot of content on your wall at one time. Resist the urge to overwhelm
your audience.

e Advertising makes a huge difference.

o Creating an ad will bring more people to your Page. It can be targeted to a specific
audience or to everyone in your country.

o They aren’t expensive, and you should budget for them. They work. Schedule
them around events — a week before, and tie the ad to the event, like a high-level
visit or meeting.

¢ Consider creating an unpublished “sandbox” Page that you can test before posting to
your actual Page.

o Build your content first. Make sure you have a week or so of solid, real content.
Substantive posts, photos and links.

¢ Share the responsibility. Make sure that you aren" t the only one managing this site. Give
at least three other (trusted!) people admin privileges.

o Send out to staff. Draft a notice to all staff, inviting them to join. Encourage them to send
out a scrubbed version to their contacts.

o Have paper materials. We put paper fliers in libraries, and hand them out at public
events, inviting people to join our sites.

¢ Cross-pollinate. Post links on your main Mission website, Twitter, Facebook to promote
each site.

e Collaborate with America.gov and Co.Nx. Send them content, and they" 1] return the
favor by promoting your site.

¢ Pininteresting stories to your wall. This will anchor the story to the top of your Page for
up to 7 days.

o How to pin: after posting, hover your mouse in the top right corner of the post
until a pencil appears. Click on the pencil and click “Pin to Top.”

e Star important stories to expand them to widescreen and keep them visible on your
timeline.

o How to star/highlight: after posting, hover your mouse in the top right corner of
the post until a star appears (located beside the pencil). Click on the star.

¢ Keep it current. Really. A dead site is a dead site.
e For more ideas and practices for Government and NGO Facebook Pages, see Facebook" s
Government Best Practices (http://www.box.net/shared/idnpohs026).

This is the end of this section of the Facebook Field Guide.

Find the remaining sections of the Facebook Field Guide here on the Social Media Hub.
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A field guide for missions, posts and IRCs
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*Facebook is constantly changing. While we periodically review this guide to reflect these
changes to the interface, we can’t always guarantee that what you see on the screen will
exactly mimic the information in the guide.
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Before using any new social media tools for official State Department purposes, it
is important that you are familiar with State Department Policy on Social Media:

5 FAM 790.

You should also review the Managing Your Social Media field guide. This guide is
very important to helping you plan, create and execute a successful social media
campaign.

If you have any questions about this guide, please contact OlESupport@state.gov.

Facebook Groups

Facebook Groups provide a closed space for small groups of people to communicate about
shared interests. Groups can be created by anyone.

Groups allow for:

o Group Chat: Chatting with an entire group in a single chat stream. Facebook chat is not
available on ONP. 7

¢ Group Email: Send bulk emails, similar to a mailing list. //f N

» Privacy Controls: Set up Groups with separate privacy ( Groupsare created V)

settings, allowing different Groups to view different content. |

on your profile, not
' your Page. In order
to use Groups, you

|

!

!

While some posts may decide to create Groups around short-term ‘
would have to go P

I

campaigns, there is a danger that allowing some users more

. ) | through your '

information than others on a Facebook Page may be seen as | ; ,
| personal profile. |

censoring.

N\

If you decide to set up a Group, you will need to go
to www.facebook.com/groups/

Select Create Group to start the process for creating a Group. You will have the option to select
from three types of Groups:

o Open: Members and content are public.

» Closed: Members are public, content is private.

¢ Secret: Members and content are private.

Once you have selected the type of Group, named the Group and added members (members
must be Facebook users), you have successfully created a Group.
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You can manage your Group by using ‘Edit Group’ and ‘Edit Settings.” Edit Group allows you to
change the Group name, the privacy setting, the email address designated for the Group and the
Group description.

Edit Settings allows you to set notifications for your group.

This is the end of this section of the Facebook Field Guide.
Find all sections of the Facebook Field Guide here on the Social Media Hub.
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*Facebook is constantly changing. While we periodically review this guide to reflect these
changes to the interface, we can’t always guarantee that what you see on the screen will
exactly mimic the information in the guide.
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Before using any new social media tools for official State Department purposes, it
is important that you are familiar with State Department Policy on Social Media:

5 FAM 790.

You should also review the Managing Your Social Media field guide. This guide is
very important to helping you plan, create and execute a successful social media
campaign.

If you have any questions about this guide, please contact OlESupport@state.gov.

Facebook Insights — Metrics and Analytics

Insights is a tool provided by Facebook to help you track information about your fans. Thereisa
wealth of information here — don’t get overwhelmed!

(CTaia0] tkes Reoch  YaOdng About This
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— —— =
(APt vz + |
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Keeping track of metrics is very important to monitor the success of your Page.

There are four metrics presented at the top of the page that help you quickly assess your
engagement:
Total Likes? Friends of Fans? People Talking About This? Weekly Total reach?

3,084 o720 1,568,728 <r1.07% 62 Cr2.730% 1,926 Cuaq.490%
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1. Total Likes: The number of unique people who like your Page as of the last day of your
selected date range.
2. Friends of Fans: The number of unique people who are friends with your fans as of the
last day of your selected date range, including your current fans.
3. Talking About This: The number of unique people who have created a story about
your Page during your selected date range. A story is created when someone:
* Likes your Page

» Likes, comments on, or shares your Page post
* Answers a question you've asked

* Responds to your event

» Mentions your Page

» Tags your Page in a photo

*  Checks into or recommends your Place
4. Weekly Total Reach: The number of unique people who have seen any content
associated with your Page (including any Ads or Sponsored Stories pointing to your
Page) during the past week.

You can export this data to an Excel spreadsheet by clicking on the “Export Data” button in the
top right corner.

The graph below presents your number of posts per day, People Talking About This, and Weekly
Total Reach overlaid.

Wl Posts? I panpia Taleng Abat Ths? Bl weekly Total Reach?

TN

/‘/‘,..._4—‘?- [ G U 0‘“-~<\
D D e o e G (3 7 TS O N o \//_)
~ e @ e

b T e

. —@

Jun 21 Jun 28 ns Jul 12

Below the graph, you can find detailed statistics on each of your posts. Here is a rundown of
each column:
e Reach: the amount of unique people who saw your post
e Engaged Users: the amount of people who clicked on your post
e Talking About This: the amount of unique people who created a story about your post
e Virality: the number of people who have created a story from your post as a percentage
of the number of people who have seen it.
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You can also click through the links at the top of the page.

Likes Reach Talking About This

Click on Likes to find out demographic information on your fan base. This provides
information on:

e Gender and Age: The percentage of people who liked your Page for each age and
gender bracket as of the last day of your selected date range. This is based on the data
people enter in their profile.

e Countries: The number of people who liked your Page as of the last day of your
selected date range, broken down by country. This is based on the user's IP address.

e Cities: The number of people who liked your Page as of the last day of your selected
date range, broken down by city. This is based on the user's IP address.

» Language: The number of people who liked your Page as of the last day of your
selected date range, broken down by language. This is based on the user's default
language setting.

» Ifyou scroll below, you can find data on where your likes are coming from.

Click on Reach to find out demographic information on who your posts reached.

Click on Who Is Talking About Your Page to find out demographic information on people
creating stories about your page.

Accessing Insights
Visit your Admin Panel and click “See All” in the Insights box.
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13 hours ann WAy el addiwesgs (marl_alasab@vahoo
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£

f

-
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Facebook Resources

Facebook Help Center offers a great deal of information. If you
are looking for something that you cannot find, the Help Center
is a great place to check. Access the Help Center from your
Accounts drop-down in the top-right corner of Facebook.

Lise Facebaol agt
. Embassy Hogsmeade
Embassy S4-5

” U.S. Embassy Qatar

1elp tefl your story,

Create an Ad
Account Settings
Privacy Settings
tog Out

We recommend that you familiarize yourself with the following
Help Center topics:

* Mobile ¢ Intel

» Suggestions lectual Property

s Privacy e Accessibility

o Security » Pages for Business
o  Warnings e Facebook Ads

It is also a good idea to follow Facebook and Government to keep up with the latest government-
related changes. We strongly recommend you read Facebook's Privacy Policy and Facebook
Privacy Guide.

Internal Resources
o Social Media Dashhoard
o General DoS Terms of Use Templalte
o HTML Terms of Use Template

This is the end of the Facebook Field Guide.

Find the remaining sections of the Facebook Field Guide here on the Social Media Hub.

Special thanks to Tim Brown, Jean Cavanaugh, Anne Coleman-Honn, Chris Larson, Michael
Rousek, Sandy Simms, Elizabeth Trudeau, Mohammad Partovi, Paula Thomson, Phil Sticha and

Rhonda S. Urbanczyk.

If you have questions or comments, please contact IIP’s Office of Innovative Engagement at
OlESupport@state.gov.
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