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REI.ATED Af>IJLICATIONS 

'llliS applicntion is <1 divisii)Jl{ll patent appl ication Of 
appl icmion Sur. No. 09/296,207, r1Jed Apr. 2J, l 999, now 
U.S. Put. No. 6,212.556 which it; n continuation-in-part 
patent opplic;)tion claiming priority to U.S. Pat. No. 5.987, 
500, entitled \'aluc-Added Network System For Ennblintt 
Rcai-'J1mc. 13i-Dircctional Tnmsactions On!\ Network. for
merly apJllicntion Scr. No. 081879.958. and tiled on Jun. 20. 
1997. U.S. P(ll, No. 5.987,500 is itsclfn djvisionul applica
tion claiming priority to U.S. Pm. No. 5,778.17R, ea uilled 
Method And App:lnliLts For Ennbling Real-Time Bi·Din.'<l
tiOJJal Tmnsnctious On A Nctw()rk. formerly <tpplication Ser. 
No. 08/7()0,726, riled on Aug. 5. 1996, which nlso cloim� 
priority and henefit undcr 35 U.S.C. 1 1 9(e) to U.S. Pnwi
siol lll • \pplic;llion No. 60i006.63-l filed on Nov. 13. 1995. 

FIFLO OP TilE JNVHNTJON 

'l11e prt•sctll invealtiun rch1tCS to thu area of lll.'twork 
communicatitln�. including hctes't>g.un�·ous network$ such a:; 
the Internet. World Wide Web (WWW). telephone network. 
win.:lc:ss networks. cable tclcvi�ion networks. and privntc 
enterprise networks. Spccificully. the present inventil)ll 
relates to a method and app:srntus Jbr COJfigllmblc value
added ni!tworJ. switching and object routing. 

OACKGROUND OF Tlll.i INVHN'I10N 

With the Internet and the World Wide Web ("the Web") 
cvol viug rapidly t1> a viable con�umer medium fur electronic 
commerce. 1\C.\\ on-line �crvices arc emerging to !ill the 
needs of on-line users. Au Intcmet user today can browse 011 
the Web via the usc of :1 Web bm\\scr. Web bro\\SCn: arc 
sotlwac intcrliaccs that nlll on Web clients to aUow ucccss 
to Web servers via a simple user intcr1l•ce. A Web user':; 
CllpttbiliticS tlldny fr'QJl1 (I \V(•h browser arc, hllWCVCl', 
extremely limit<:d. The user can perform one-way, bmwsc· 
only irncrnction.s. Additionully. the user bas limited 
·'deferred'' trans3cti nal capnbilitic.<�. namely electronic mail 
fe-rn3il) c:ttHthilities. E-mail �1pahilities are rcfcm.'<l to ;�s 
''dclcrl\.'ll tran.;actions" becan�e the (;onstuncr's rl!tJtK'\t is 
nm processed until tbe e-mail is received, rersd, und the 
person or syl!1em rcadiog thc e-mail executes the trMsactiun. 
This lrSlJ�'nction is thus not pt·rformcd in real-lime. 

2 
nmnins external programs ou a Web ser\er. II ••llows Web 
servers to creme documents dynamically when tbc server 
rccch'eS a rC\JUesl from the W<:b browser. When tho.: Web 
server receives <1 request for a document. the Web server 

5 dynamically executes the appropriate CGJ script and trans
mits the output of the execution b:1ck to the •:cqucsting Web 
browser. This intcr�tC:tion can thus he termed a "two-wny'' 
trausnction. II  is a severely limit1.-d transaction. however. 
because each CGI :sprticntion is custornit.�o'<.l for a particular 

to 
type of applicution or service. 

For example. 11s illustrnted iu Flv. tn, user 100 may 
access bank 150's Web server ;'lJd allcmpt to pcrfo111 
transnt:tious on checking acCO\Int 152 nnd H> make a pay-

t5 ment on loan account 154. In order for user I 00 to acces$ 
checking accotult 152 and !nan account 154 on the Web. CG! 
application "cripts must be created lhr each account, as 
i llustrated in J'l<i. I B. The bank thus has tn create indh•idual 
scripts for eacb or it:� services to ofli:r users access to these 

2u services. User J 00 can then interact inn limited fashion with 
these individual applic'dtiOllS. Creating and o1annging. indi
vidual CG'I scripts fhr c<tch service is IJCJt a vinble solution 
lor merchm11s with a largo number of $crvices. 

As the Web expands and electronic commerce becomes 
JS more desirable. the ne-.�1 inCJ�I$eS for robust. real-time, 

bi-directional lransm:tional c<�pabilitics on the Web . .:\ true 
rcal-tirue. bi-dircctiou:ll transaction would ullow a user to 
COJlOect to a vnriety of services on the Web. m1d pcrfomt 

;1 real-time tr.:ut�acti<1ns on those service.�. For example. 
nhhoug,h user liJO can browse car dealer Web page JQ5 
today, tho u�er cnnnot purchase the Ctlr. ncgotintc o cu.r Iom1 
or pcrlorm oth�:r types or real-time. two-way lml sactions 
that be can perlim11 witb a live snlcspcrson nt the c:�r 

H dealership. ldcally, user 100 in FlO. l A  would be able to 
access car dealer Web page 105. sck-ct specific tronsaetious 
that he desires to perform, such <ts IHII'Ch<tse a car. and 
perform the purclwsc in real-time, with two-way interaction 
capabilities. COl opplications pr vide user J 00 with a lim-

oiiJ itcd ability n.w two-wny imcroction with CUI' denier Web page 
I 05. but due to the lm:k ·of into.•rttCiion und management 
belween tlJc cur denier and the bmtk, he will not be able to 
obtain a lotut ond complete the pun:ha:;e of the car via a CGJ 

4� application. 'J he nbility to complete robust real-time. two
way transaction� is thos not tmly avuil;�blc on tbe Web today. 

SUMMARY OF TIJF INVENTION 

FlG. I.\  illusu-ates 1}rpicnl u$cr interactions ou the Web 
today. User 100 scuds out a •·equcst !rom Web browser l02 so 
in 1he fim11 of n univen;aJ I'I!SOIIJ'Ce Inca tor (UfU,) 1 0 I in the 
followin�; mnnner: http://www.c.ar.corn. lJRL 101 b pro
ecsscd by Web browser J 02 th:tt determines the lJRL cor
rcspoud!> 111 car dealer Web page J 05. on car dealer Web 
;crvcr 104. Web browser 102 then cstnblishcs browse link �\ 
J 03 ltl cur dealer Web p:1ge 1 05. User J 00 can browse Web 
page I OS :md select ''bot links'' to jump to other locatinns in 
Wch p:tgc I 05, or to movc to other Web pr•gcs on thc Web. 
This intcractitln is typic�tlly u browse-only iutcractinn. 
Under limited circumstances. the user mny be able w 1111 out 60 
a form on cor dealer Web page I 05. :md e-m�til thc lorm ttl 
car dealer Web server l04. I bis intensction is still strictly a 

 bruw:sc mode coolmutlic:llion� link. with the: c-mnil 
 limited. deterred tnsnsoctioual capabililic�. 

ltls there lore an object oi'thc present invention to l'rovide 
a method ruul appnmtus for providing rc;�l-time. lwo-wuy 
trm\S<lctioual cap:�bilitk'li on tllC network. including hetcro· 
gencous network.' such as the Internet, World Wide Web 
(W\VW). telephone network. wireless twtwork,;. cable tell'· 
vision networks, ;mel private llntcrprisc networks. Spccili
colly, one embodiment of he present inv<mtion disclnscs a 
configurt�l>lc \1aluc-addc<l network switch for enabling rcol
lime lr�umsetions on a network. Tllc conlig:uwblc value 
added network switd1 comprisi!S mean� for switchilg to :� 
transactional application in response to <1 U!iCr :;pecifie<ation 
from <1 network application. means for tmnsmiuing a tran$
action request frm the tmnsnclionul <IPJ>Iication, ttnd mean� 
for processing the tranS<lCtion TI.UCSt. 

Accotding to <Hlother aspect of the presl!nt invention. o 
method ;ancl uppuratus fOJ' enablinJ:> ol�jcct routing on a 
network is di s..:losed. The met hod for cnobl in(!. 11bject routing 

Under limited circmostanccs. o u�er may b:wc access In 6.� 
two-way �ervkcs on tbc Web via C�ltnmon Gateway Jntcr· 
face (CGJ) f'lpplications. \GI is a :>tandard interlace for 
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compnsl'S the steps of cre;�ting a virtual information store 
conwinmg. information entric:; and auribllles. asiatang 
each of the infhm1ation entries and the <IHributes with mt 
object idcnuty. and assigning. a unique !lctwork a<.klress to 
each �)r the object identities. 

Other objeCil:>, features lind ttdVUJltHl!,CS of the present 
invention will be apparent from the accomp�mying dn1wings 
and [rom the detailed description. 

13RIEF l>I'SCR.IPTJON OF THH l)RAWTNOS 

'loc feamrc:; and advanta!!CS of the pre�cnt invention '' ill 
be npparcnt from the accomp:mying drawings and lrom the 
detailed dcscril>lion or the present invcnlion as set limh 
below. 

VIG. 1.'\ is on illustration nf o cm·rent user's brow>e 
cllll<lbiliticli on a network vi;t a network bl'OWScr. 

Fl(i. IB i� ;�n illu!;lrntiun or a current user's capabilities 
to pcrJom1 liruit<-'<1 tr<ltions on the Network \ia CGI 
applic<�tion,;. 

flU. 2 illu�trates a typical computer system on whtch the 
present invention may bE:> utilized. 

FIG. :\ \\hlWtliCl\ the Open System� lntcl'COt\ncclion (0!->1) 
Model. 

4 
DFli\11 H> DESCRIPrtON OT- '11 11 

 EMBODIMHfl' 

Tbe present inwntion relates to a m�:thod and apparatus 
5 li•r conligur<tblc vnlue-udded nctwot·k switching. and object 

routing ond llHillliSt.:mca\1. The nctwl)l'k t)rOW$t.:r or "Web 
browser" as used in lite context of' the l?rcscnt spcci.l'ication 
includes convcntionnl Web browsers such m; NCSA 
Mosaic 1M from N< 'SA Md Nt:tscnpc MosoicTM from 

w Nctscnpc'1M. lhc pre�cnt invention is independent of the 
Network browser being utilized :md the user can usc any 
Network bl\lwscr, without modilicativns to the Nctwmk 
browser. ln  the tbllowing dcwilcd dcl>Cription, nnmerou� 
speci fie details ;u·e �et lorih in order to provide a thNmagh 

I'  undc.t'Stauding or the pteSCill invention. It will be apparent to 
one of ordiu:Hy skill in the art. howevca·, th:at these sp .. 'Cilic 
details need 11\)1 be used tn pmeticc the prc�cnt invention. In 
other instances, well-known structures. interlaces aud Jll'tl· 
ccsscs have not been shown in detoil in nrder not to 

2'' ttmleccssarily obscure the present invention. 

no. 4,\ ilhtstr:tt<:s conccptuully the user value elwin as it 1� 
exist� tn<kt)'. 

FIG. 2 illustrate� a typic" I computer system 200 in which 
the pn:sent invention opcrmcs. 'l11c p rclcn\.'<1 cmlxldiment of 
the present iJwcntion is implemented on urt tBMaM Per:;orwl 
Computer manulhctu rcd by JBM CorJlurotion of Atnll)l. 
N.Y. Altematc embodiments may be implcmcmcd on h 
Macinto�h tM comptth�r manufactttrccl hy ApplcrM Com-

l'JG olH illustr.ttcs one embodiment of tile    inven
tion. 

FLG. S.\ illnstmtes a user ;�ccessiug a Network server 
including one embodiment of the present invention. 

I:J(j. 51) llhiStratcs the exchtlll@,C componeut ltCCOrdiug. to 
one embodiment oJ the prc�ent iuvention. 

FIG. SC' illnstraws ttn eJWmple of " JlCliJJt-nl'-scrvicc 
(POSvc) upplicntion list. 

FlU. SD illustrates a user selecting a bank POSvc appli
cation from the POSvc application list. 

rJG.  illustrate$ a lhr-.'<.'-\\ oy tnmsaction accordintz to 
one emblxlimet\t of the present invention. 

FIG. 6A illuslrall"S <t value-added network (VAN) switch. 
l:((j, 613 illu�tr.ttcs the hierorchic;�l addressing tree wuc

turc or the networked object� in J)Ol.SJI3s. 
VIti. 7 illu�tnucs conceptually the laycr<..xl nrcbjtccturc of 

a VAN switch 
l'IG. 8 is a How diagram J!lu�tr:lling one embodiment ol  

the present invention. 
PIC,. 9 1llnstrates tbc sollware laye rs of the O�jcct Router. 
I'ICi. I 0 illubtrat� the daw moc.lel integration, 
FIG. J I illustrates a bank scenario example. 
FIG. 1 2  illu�tr:t1a� a bank clicnt •Server example. 
FIGS. 13A & !3B illustnatc. 
FIG. 14 illustrmes an Object Router Titning diagram of 

the prclcrrcd cmlxldjment. 
FJ<.i. JS illustrmc:; a finite :.tnt�: mnchine. 
FJ(i. J 6 illustrates �i counter implemented with a llnitc 

state machine. 
FIG. L 7 illustrates a counter implemented with the present 

iJ1wotion. 
FlU. 18 illustmtes !I Slllllplc SUite nwehinc with Iiles and 

progro.�ms. 
171Ci. 19 illustrates u Corcl3usincs.� Objcct Objt.'CI Router 

dcscript ton. 
Fl(,. 20 illustrates an example of a Bunk D.l nor SIB 

FSM Diagram lor Balance. 
FIG. 21 illustrarcs tldia�mn l<n expect, Jound, and \.'nor 

SUliC�. 
FlU 22 illustmtes an example of n !lank B2 DOI_,.':HB 

FSM Diagn11u Lor Balance. 

JIUtcr. lncorporotcd of Cupertino. Calif. It will be apparcm to 
those of ordinary skill in the art that other altemuive 
computer system architectures may lllso be employed. 

1n gcneml, such computer systems as illttstrrrtcd by FlU. 
2 compri�t· a bus 201 for con.1municating ittformatiou. :a 
processor 202 couplt.'(l with the bus 201 for processing 
inlil(Jmalion, mnin mcmory 203 cOUili\.'<1 with the bus 20 I 1\1r 
storing. iolormntioo itnd instructions for the processor 202. n 

.lS read-only memory 204 coupled wilb the bu� 201 for storing 
static infonnation :1od instntctions for the processor 202. a 
dis,)Jay device 205 eoutllcd with the bus 20J for disploying 
informatil)n for <J computer user, nn input device 206 
coupled \\ith the bus 201 for communicnting infimnatio11 

4tl and command selections to the proee��or 202. lul(l ft mass 
storage dcvkc 207, such as a mngnl'tic di�k und associated 
disk drive, coupled witb the bns 2tll lor storing inJom1illion 
and iustmctions. ,, claw storage medium 208 containing 
digital inlortmuinn is e\l!lfigurcd to operate "ith mass star· 

.,� age device 207 to allow proco>or 202 access to the digiwl 
ittformatiuu on data storage medium 208 via bus 20J. 

Processor 202 mny be nny of n wide vuricty of general 
purpose pmcessors pr microproc<.sors �uch as the Pcn
liwn 1M micrnpl\lCcssor mauulltctur<.'l.l by Intel rM Corpora-

50 tlon or tbc MotoroluaM 68040 or Power PC1\1 brand micro
processor manufaclllrcd by manufocuu'Cd by Motorol<i"' 
Corporation. It will be atlll<•rcot to those of ordinary :;kill in 
the an, hO\\cver, tlmt other varieties of prtlCC,soN may abo 
be used in :a particular computer �y�tem Dispha )' device 205 

'� may be u liquid crystal device. �thl1de my tube (CRT), or 
other suitable display device. Mass storage device 207 may 
be a coovclllionnl hard disk drive, floppy disk drive, CD
ROM drive. ur uther m;�gnctic or optic<� I d11tn storage device 
for rcadi11g oud writing inlbnniation stored on a hurd disk. " 

611 tloppy disk. a CD-ROM a magnetic l<tpl.', or otbcr magnetic 
or optical data �tonage medium. IJ<IIO :;tomge medium 208 
may he " hard di�k. a Ooppy disk. a CD-ROM, a magnetic 
t:l})e. or o1her magnetic or optical dai<t storage medium. 

lo general, processor 202 retrieves processing iuslr\lctions 
65 1111d d(tln from u data storage meclium 20R taNios mass ston:tge 

device 207 and downloads this infbnnntilin into random 
:access memory 203 for cX<.'Cution. Processor 202. then 
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executes ao instruction stream rrom randum access memory 
203 or rcacl•only tllOl'lOI')' 204. ('onunand selections and 
informmiort input at input dcvici! 206 arc used to c1i1·ect tbe 
00\v or instrttctions executed by processor 202. Equivalent 
input device 206 may alllo be a poitlling device suclt as <l s 
conventional mouse or trackb»ll device. Tbe rcSilhs of tl\is 
processing execution are then displaye<l on display device 
205. 

A typical user transaction today mny involve user 100 
walkiug lnio n bm1k or driving up fo a teller machine. and 
intemeLing with a live bank teller. OJ' <•ulomuted teller 
machine (ATtvJ) sOftware applications. Allematively, user 
100 cnn perform the sruue tnHlsactiou hy osiog a personal 
computer (PC). actiVltiug applicalion �ofiw�1re on his PC' to 
access his bank }1CCOlUlt. and ·dinling into t1e bauk via a 
mudom line. l r user 100 is a Network user, how\.'Vcr, there 
is llO current n1cchanism Jor performing, a robust, real-time �111e flJ.-eferrtxl embodiment of the prescm invention is 

implemented <JS a �oliw.are .l()dulc. whicJ may be executed 
on n compmer system :-:uclt a� eompntcr system 200 iJt a 
corlVetitionnJ manner. Osiog well known techn1qtJes. tl1e 
application sofiw.nre of the pro1br entbodinwut is stored 
on dma storage medium 208 nnd s-ubsequently k)adcd into 
and CX�'Ctttcd within computer system 200. Once initi:1led, 
the soflwarc of tbc prefe rred embodiment OJlcrates in the 
manner described below. 

PIG. 3 U1nsrmtes the Opcu SySems l.otercoml<.>etion (OSJ) 
e(erence lllt1dc.J. OSI Model :'\00 i.s an hncmmiooal :;t�mdard 
that provides (t comrnM basis for the cotlrdinatioo of stan
dards development, lor Lhc purpClsc of systems intetconnec
tiou. The present itwcnLioJJ is implemented to fllnc!km us a 
rouliug switch withio tlie "aPJ?lication layer" of the OSl 
model. 11tc mt>th;l d_efincs :;even byers, wjlb clch layer 
COlllllltuticming with its peer layer in another node through 
the \lSC or ll protocol. Physical f(tycr 301. is tbe lowest layer. 
with responsibility lt) transmit uustntcrured bits across a 
link. Dam liok Jay1o1r 302 i$ te n�l layer above physic<� I 
layer 301. Daul link layer 302 transmits chunks .:�cross rhe 
link Mel deas witlt prob1ems like checksumming to detect 
data c.ornlptioo. orderly coordinarion of lhe use of �hared 
media and addtcssiJlg when multiple systems aN reachable. 
N'erwork bridges opcr·me within data li11k layer 302. 

Network layer 303 enables auy pair of systems in the 
n��twork 10 COJlUllllllicMc wi01 each other. Network layer .303' 
contains hardwllte tmits suclt as route rs. that handle rouliug, 
[-lllckel Ji11g,mentation �md rensscmbly of packet-s. Trailspor( 
layer 304 cslabli.shcs a rdinble c:ommunicotiou stream 
betw<.-eJ\ a pair of systems, dealillg with eno1s S(lCh as lost 
packelS. du1>licam packets,. packet reordering nnd fmgtMn· 
r:ltion. se�-sion layer 305 OOCI'S servici!S nbc.l\lc the simple 
communication stream provided by transport l�•yer 304. 
The.� e services include di<1log control and chaining. Prescu· 
t;•rion l:�yer 306 provides a me.ms by which OSI comj)Jiant 
applications can agree on rcprCSf:.':IJtatious for data. Pinally, 
<�(>plication layer 307 includes sttrvi�>S such �s file trans lor, 
access and manngcmem services (FJ'AM), elec!rouic mail 
and virtual tcnnjnaJ (VT) services. Al>plic<�tion /<eyer 3�)7 
provides a mcm1s Jor appUcm ion progrorus to n<.-ccss the OSJ 
cnvi:mruncur. As described above, rbe present iJ,J,venlinn is 
implamCJlled to litnction ·as a routing swilcb in upplicaiion 
layer 307. Applfclllion layer l"Ottling crellres an open channel 
for the manog-cment. and the selective !low of dlltJt from 
remote datab�tses on a network. 

.-\. Ovct'Vicw 
FIG. 4Aiflnstrates concepmally the user value chain as it 

exists toduy. 111e user value chain it\ FJ(T. 4A depicts the 
types of transactions that are perlonned today, <ttld the 
channels lhrougb wbich the transact ions nrc perfQrmed. A 
"tl'<l1S;rction" for !he purposes of the present invcnliOfl 
inch1dcs any type of conunllrcial or oUter type of inten1ction 
thnt a user may want to perform. Exalllplcs of transilctions 
include a cleposit Into 11 bank account, a request 1o1· tl Joan 
ft·m11 a bank, a purcha�c of <1 car from a cw· dt>alcrship or a 
ptu'Clu1sc of a car willl flnanciltg li'Ool a lxmk. A larg� variety 
of other transaction� are aJ�o possible. 

10 tnmsaction with lhc bank, as illtlsl mtcd in FJG. 4A. COl 
script!: p.rovide un.ly limited lwo.way cap<lhilit1cs. as 
described abtwc. '11ltJS. d\tc to this luck of� robust m<.>eha
uism by wbich rcal-t.it'nc Network lransacOons can be per
formed. tile bank is unable to be a tnte ''Network met-chant." 

15 muncly a mcrcbJlllt capable of providing. cmuplete trmJsac
tionnl scl'Vices on the Network. 

According 10 one emhodimeu! oft he present invention, as 
illusttat.cd in FIG. 4B, each merchnm that desires 10 be a 
network merchaot cnn providc real-t-ime transactional capa• 

20 bili6cs to users who desire to access the merchants' services 
via lbe network. Tbjs embodimt�nt includes a se tvicc net
work running on rop of a lbcllities network, namely the 
1ntcrnet, ihc Web or e-mail nctwor.ks. Por ll1c purposes of 
this application. nscl 'l arc described as utrlizing PC's to 

25 access the network via network server "switching" sites. 
(Switching is dcscrib<:d Ln more detail below). User� may 
<tlso utifiz.:l other per'lonal devices lmclt as nctWt>rk compttl· 
crs or cellulW' devices to �tccess the merchants' services via 
tlJ)I)I'Opriatc switching sites. Tllese switching sites include 

30 ntJn-\Veb network computer sites and cellular provider sites. 
Five componcms internet to provide tllis service network 
llmctionality, namely an exchange, an operator agent, a 
management agent, a management manager and a graphical 
user interface. All live componeols are descJihcd in more 

:n detail below. 
As illusttAted in FIG. 5A, user 100 accesses network 

serve.r t04. Having accessed network server 104, user 100 
em decide that he tlcsfrcs to perform refit-time transnctiot:u;. 
When network server 104 receives 11scr 1 00' s indication Ibm 

40 be desires to perform real-time ratt���ctionli. the request is 
hru1dcd over to <Ill exchange �.:omponcnt. Thus, li·om network 
page 105, for example, user 100 can select buuon 500, 
Clltilled "Tr:msactioo:s" and network server 104 hands user 
lOO's request over to the exchange component The b11t1m1 

4' anti the ti1le Cttn be replaced by any mechanism thal can 
instttlet tt network :;ervcr to h�md ovet' lhe consumer's 
requc.�t to the excbang,c. component. 

rrG. 513 Wustra!es exchange SOl. IJxchangt' 501 COlll· 
priscs network J)age 505 and point-of-service (POSvc) !IJlpli· 

so catiam: 510. Exchange SOJ also conccp!uafly includes a 
switching component and nu object rouli11g component 
(described ln more detail below). POSve applications 5.10 
are trarumctional applications. nm:11ely applications thnt ac 
designed to incorporate nnd r11kc advantage of the capabili--

-s.s ti� provided by the present invention. AJih(mgh cscltunge 
501 is depicted as residing on network server 104, the 
exchange can also reside on a s.cparate COill}l\llcr system that 
resides on the Intcruct and at the intersection point bctwcctl 
the Jntemet :md other networks and on any net\vork where 

60 any network intersecT!; witb the Jntcwet and has an lntcrncl 
address. Hxchangc 50.1 may nlso it1clude opet'll{lr agelll 503 
lltaf iulemcts with n management managcl' (described in 
more de1ail below). Exchmtge 501 ct-eates m1d allows tor the 
managciucnt (or distrihllloo contml) ()[ a  service network, 

65 o�mtjng wirbin U1e bmmdarles pi' an lP·based facilities 
11etwork. Thus. exchange 50 1 and ft maungcnwtn agent 
C:Ot1lponcnt, described in more detail below. under the head-
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illgs "\'AN S\dtch and Object Routin�:· together perform 
tltc switching. object routing. apphc:uion and service nwn
agcment functions accMding to one cmbodimctu or the 
present mvention. 

l!xchanse 501 protc�scs the consumer's n.:qucst uml 
display� ;lit exchange network page 505 that include$ a li�t 
of I?OSvc applications 510 accessible by exchange 5 0 1 .  i\ 
POSvc applicttlion is an applicntinn thnt can excctllc the typr 
ot'trrutsnctiotl that the user may be interested in pcrfonning. 
Tile I'OS\'C list is displayo.-d via tl11.: gmphical user illterf:tce tu 
componenl. One embodiment oJ the present invention sup
ports llypcrTcxt Markup l.anJ!.uagc as the gr:tphical user 
in{erfnce C('llllponcnt. Virtual Renlily Markup 1 angu;�gc and 
Jav::�'1�1 arc nlso supJ>Orted by this embodiment. A variety ol 
•>tber gmphical user interface :>t:andMds Cllll also be utilit.ed t � 
to implement the graphical u�cr inl��rrace. 

. \n eXIIIllplc of a l'OSve <IJl[llicatinn list is illnstrntcd in 
FIG. 5\. User J 00 cau thus �o.:lcct from POSvc applications 
Bank 51 0( I). C'ttr I )cater 51 0(2) or Pi/ /Cria 51 0(3). Numer
ous other POSvc applications can also be inc;lttdcd in this 20 
selcctillll. I r user 100 desires to fll'rlorm a nwnber oflmnkjng 
trnn,nclions. :md selcch; lhc Bunk application, :1 llunk 
POSvc Ol>plicntion will be activmcd nnd presented to user 
J 00. :�s illustrated in FJG. 51). 1·\>r lltc purposes of illustrn· 
tion. cxchungc 501 in FlO. 5L) is shown us running on u 15 
di ll'<:rcnt compmer system (network server 1 04) from the 
computer �ystcms of U1c uetMlrk mcrclmnts or content 
uwners nuuung POSvc applications (computer syl>1em 200). 
Exchange 501 may. however, also be on the same computer 
syMem <�s one or more of the computer system.� nr the J(l 
network mcrchnnts. 

Once Bm1k POSvc <tpplicatklll 5 1 0  lws been activated, 
us�r 1 00 will be nhlc to councct to Hank ::1erviccs and utili;.c 
the <tllpliC(ttion to perfom1 banking tmnsnctions. thus uccc$s· 
inll dm<� l'rom :1 hosl or data repository 575 in the Bank lS 
··Bo<:k Ufficc.'' The Bank !Jack Office compt �<:s let�:-tcy 
da�<sbasc� :md otJ1cr dnt<t repositories that nre uti lized by the 
IJank to store its data. lltis conm:ction between. user I 00 (Uld 
13:mk ervices is lllitOag<.-d by cxch:mg.c 50 I .. •\s illu�tmted in 
FIG. :!D. 1111cc thc comwction is mudc hetwc.u Hank POSvc 411 
aJ)plication 510(1). lbr cxmuple, nnd Bm1k �ctvicc.�. un 
opewtor "l!,clli on network sctvcr I 04 may be rtctivatcd Ill 
ensure the availability ofdistrihut<.>d functions and capabili· 
lteS. 

Fach network merclmnt may choo�c the l)'fl� ol s.:rviees 4\ 
that it would like to oficr its client�. In this example, it Bank 
decided to include in their POSvc :application accf.>sS to 
checking tmd �aving.� acCIUllls. user 100 will be abk• ro 
pcJJorm real-time tmnsactions ugninst his ch1.:cking ond 
savings accounts. Thus, if user 100 moves S500 from his so 
checking oecotml iuto ll.is savings n<.-comlt. the transtactiOt\ 
will be performed in real-time. in the same m;uuter the 
traru>action would have been pcrfonncd by a live teUcr at the 
b;mk or an t\TM machjne. '11tcrcfore, unlike h.is prior ncce;s 
to hi� account, user I 00 now hus the cnpobility to do more l5 
than browse his bank account .  'I he ability to perform these 
types or mbust, rcal-tjmc tronstt1. ions from a network client 
is a signific<lnt aspect of the prc�ent invention. 

Hank ('<Ill ul so decide to pmvitlc otht�r types of services in 
POSvc applic;ttion 510(1), For ex.:unple. Bank m.ay tl�rc 60 
\\ i th Cm· dcalersllip to allow Dank eustomcrs to purchase a 
car from thatdeillcr. request a cnr loan from Bank. and Uli\C 
the cntit·e transaction pcrlonned on the network, as illus
trnted i n  FIG. SE. lJt this in�lance, the truns:Jctious urc not 
merely two-wny. between th<nt�cr and Bank. but tlu:cc-w;1y. 6S 
lllltl)llSSI the C(Ull>llncr, Bank 11nd < 'ur de:-tlersbip. Accordi n� 
tO liJIC IISJlf.'Ct or the prcsCnl inventiOn. this threC•W<l}' tr:IIIS• 

8 
action can be expanded to n-way tr;msactions. whet'(' n 
rcprCSCIUS a    ntunbcr of nh.:rchants or othi:r 
service Jlf'O\ iller.. who have agreed to eooperute to pn)vide 
Sl!rvices to user ... 'I he present invention thcrcfon• allows for 
"any to-mty" communication and tr..Hts<�ctions on the net· 
work. thus llscilitating a large. llcxihlc V<•ricty of robu�t. 
real-time tmnsacl ions on the m:twork. 

Finally. l3ank mny :llso decide to provide intra-merchant 
or intm-bank service:;, togctbcr with the intcr-mcrchunt 
services d�crihcd above. For exttmplc. tf B;mk creates n 
POSvc npplicallon for use by the Oank P�1yroll dCJlrlll!Cnt. 
Rauk may provide its owu employees witb a mcrut:; lor 
submilling timcc;�rds for payrnll J)roccssinll by the Bank's 
I Iuman Resources (liR) Oep;u1mcnt. An cmpluyc selects 
the Oank LIR POSvc !tpplication, <111(1 suhmirs his Limccard. 
The employee's timcc;lrd is pmecs�cd by accessing the 
employee·� payroll infimlJatiM. stor,xl in the DaJk',; Back 
Otlicc. The transoction i� I bus proc�o:sscd in rcal-time. and the 
employee recciv"-s his paycheck immediately. 

B. Van Switching and Object Routin� 
As dcscrib�.l nhovc, exchange 501 and mnswg.cment agent 

601. ilhtstJ:ttcd in Fl<i. 6t\. tQgethcroonRtitutc n vlduo.oddcd 
ttelwork (VAN) switch. 'l1ese two clements nwy take on 
ditlcrcnt rolel! as ncccssmy. im:luding pccr-to·pecr. client· 
server or mastcr-sl:wc roles. M<tno�emcnl munng.er 603 is 
illustrated a.� rc.�tding ou n scpamtc computer system on tho.: 
lntcmct nr any\., here where the lnh:ruet meets or itllersect:; 
or interfaces with ttny network. M:.magcmcnt munagcr 603 
can. J.tnwevcr. ulso reside on I he same mnchin<.> as exchange 
501. Mamagcmcnl manager 603 intc.�<tct� with the operator 
agent 503 rcsidiu,11 on exchange SOl. 

VAN S\\ itch 520 provides multi·prutm:ol object muting. 
dcpendios upon the SX?cific VAN services chosen. This 
multi-protocol objf.'CI routing is provided via :� proprict;uy 
protocl, Tran.�Web"' Management Protl1COI (J'MJ>). TMP 
mrty incorpornte the snme or additional st.'CUtity features as 
the tmditionnl Simple Network Management Protocol. 
SNMJ�. It also ullows 1\)r the intcgt-:tlilln of' other tn1ditional 
security m<.-chanisms, including R�A security mccbonisms. 
SETJ. SET2. etc. 

One embodiment of the present invention utilizes TMP 
and distributed (m-lhtc servjcc information ooscs   
SfiJs) to perfonn object routing . .  \ltcmativcl)•. TMP can 
incurpomte SSl. s-�rn'P, Javu1'1. CORB.\, DCOM. the 
WinSock J\PI. ORB or any other obj1.t network layer with 
DOLSms to perfonn wtd mamagc �1bjcct routing.. DOLSIBs 
are virtual itt l\mmatillll stores optimized fi)r nctworkiug. All 
infOJ'nJ<Hion entries lllld otl.rihute� in u DDr.SIB virtual 
informt�tion store arc associated with u networked object 
identity. The network<.'<l object identity identifies lhc infbr· 
mation cntric� and anributes in thl' DOLSIB as individunl 
networked objf."Ct:;. und cnch networked ohji.'Cl i� assigno. m1 
lmcr:uct address The internet address is :Jssigned ba:;cd on 
the lP address of the node at which the nctworkect obj,->ct 
esides. 

For example, in FIG. SA, network server l04 is a node on 
tbe Jutcrnet. with un IP addr�s. All awlworkcd object 
assllCiatcd witJt network server 104 will therefore he 
assitmed oo Internet :1ddres based on the network server 
104's IP addrc�s These nctwork1. object� thus "branch" 
from the nc:xlc. creating a llicmrcltic:tl tree strucLUre, 'llte 
Internet addes:. lur each networked object in the tree 
essentially establishes the iudividtml objt'CI u.� w1 "JP-rcach
(lblc" or accessihle node on tbe Internet. TML) util izes litis 
lote.rnct :tddruss to uniquely identify wtd Hcccss the objf.'Ct 
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from tile DOLSm. 1 J<i. 613 illustl"(ltes (tn example or thi� 
hioratx:hical udclrcssiug tre sttH�·turc. 

Each object in the I)OLSIB lw� a naJJie. a syntax and un 
cncodiug.. The tlame is an adn•inislrativcly assigned object 
II) specifying an objl.'Ct type. The object type together " ith ) 

the object io;;tancc scrw:; to uniquely identify a spccilk 
inst:mtimion of the object. roc example. if object 610 Jl> 
Il formation itbOut models of can;, then one inst:�nce or that 
object would provide user I 00 with infonnatiou abmu ;� 
)pccilic model of the cnr "hilc Mother instance would 

10 

provide. iufom1ation about a dilicrcnt model of tl1e car. J'hc 
symm' of an object type defines the absm1c1 data structure 
corrcsp<mding to that object type. Encoding. or ubjccts 
define� h�1w the object i�> •·cprc.�cntccl by the object type 
l!}'lltax while bcin!l tl'<lll�Uiittcd over the nctwntk 1' 

C. Management and Administrtltion 
As described above, cxcbungc SOJ rmd management agent 

601 together constitute u v:\N switch. FIG. 7 illustmlcs 
conceptually 1l1c l�tycr<.'tl :•rchitcemrc of V;\N :;witch 520 211 
Sf)(.'Cifically, boundary service 70 I provides the interfaces 
betw<.:cn VAN liWitch 520. the ltucmct and tl1c network. 
elephone companies. wir.lcss systems. cable telcvisinn 
nct\\Oti-ts. and rnulti-mcdi:• end nser devices suclt ns PCs. 
televisions or telephones. Boundt�ry seJVicc 701 also pro· 2� 
vides the interface lo the on-lim; service provider. A user C[lll 
<J<'!llle<:t ro a locul upplicntion, namely oue accessible via (t 
locul VAN \>Witch. or be routed or ·•switched'' to ttn �tppli· 
.;atkm accessible vio a r.mote VAN switch. 

Switching service 702 is an OSi application layer switch. 
Switching service 702 thus r<.·prcsents the core o:f the V,.\N 
switch. I t  pt!rlorms n number of tasks including the routing 

w 

of u�cr connection.'> to remote VAN S\\itches. described in 
the paragmph above. multipleKing ;mel prioritization ol H 
requests. and flow control. S\\ itching service 702 also 
facilitl1tcs opcll S)'Ste!llls' (.'C.lnncctivity with bot11 the lntcrnet 
(a public S\vitchcd network) ami privulc networks iJlcluding. 
back o'lcc uclwork�. such as banking networks. Jmcrcon· 
ncctud applicatii)Jl layer switches limn tlte application twt· 0 
work backbone. These switches urc (lJle significant uspcct of 4 
tbc prcsem iuvention. 

Matlagcmcot service 703 contains tools such as Informu· 
Item Manngcmcnl Service:> (IMS) t)UO application Netwprk 
Management Services (NMS). I hcsc tools arc used by the 4� 
cud usen> to manage network rc:.ourccs. including v:\N 
swttcbes. Management service 703 also provides applic:t· 
tions that perform Operations • .  \dministl"(llion, MaimcmUlcc 
& ProvisiottiJ'& (OAM&P) functions. These OAM&P li.trlc
tiot1s include security mmmgemenl. fault management. l-'011· so 
liguration man.agcment. performance management and bill· 
ing managcmem for the service network. Providins 
0:\M&P fm1ctions fort•J)plications in this manner is iUlOlhcr 
significant. lllipGCt of the proscnt invention. 

Finnlly, applicntjon service 70-t coma ins applicalil'ln 1m\· �� 
3r.llns that deliver Cll$1omer �cl'\•iccs. Application service 
704 includes POSvc ;lpplicution� sucl1 as Bank POSvc 
dcscrib¢<1 nbo\ e. and illustrated in PIG. 6A. Other examples 
of \:\N sen-ices include muhi-medin messaging. archival/ 
1\!tricval management. directory services. dal.l staging, con· 6l 
lcrencinlf. lirumcial :;cl'\•iccs. home banking. risk mrulattc
mcnt and a val'ict)' of other ,·crticul :;crvices. Each \'AN 
service is designed to meet tl p:u-ticulfu· set or rcquircmcnts 
relmcd ro perfomwnce. rcliahility, maiuleJlance nnd nbility 
t�) bundle expected lt�•llic I'Olumc. Depending on the type of 6\ 
Sl.!rvkc. tbe chwncleristics of the oetWO!'k clements will 
d.ill'cr. V.t\N service 704 provides �· number of Jbnctions 

1 0  
including communications �crvicc� lor buth management 
Ulltl end users of the network 11nd cnntn)l lor !he user over 
the uset•'s e1Wironmcnt. 

FI<i. 8 is a flow dingram illusll'O.ting one embodiment oJ' 
tbe twescnt invention. A user comwcts to a Web server 
running an exchange compcmclll in step 802. Jn step 804, the 
user issues a request tor a trru.•�actional applicntion. and the 
web server or cell site or call center hands off t11c request to 
on uxchangc in �1cp 806. ·n,c exch;mgc activates n graphicnl 
\lscr interface to prescnl uscn\ith a list ofPOSvc applicmion 
uptiOtL' i n  step 808. In step 810. the user make.-; a selection 
from the POSvc ttpplicntiun list. In step 812, the switching 
component in the exchunge switchc� the user t\l thc selected 
l'OSvc application. and in �lOp 1114. the object romitlg 
component executes ihc uscr'll rcqlll,:st. l>ata is t'etrievcd 
from the appropriate data •·cposit01y via Tl'vlP in step 8J 6. 
ond 11nnlly, the user may optionally continue the trttnsaction 
in step 818 or eml thc transaction. 

The Present Invention ..,\pplied to Internet Commerce 
The goal oflntemet conuucrce i� to cOect a valid fmancwl 

tram•action from any �•ccess point on the net with any other 
point On the IJCI, spanning both public UnO priVIliC CtltcrpriSc 
lll.!tworks, in real-time. imert•etively. 

.'\Chteving this so�·' or lntc. real-time. N-way transnction 
intcractivity requires a comhinntion oJ: 

( I )  n many·\O·UIMY 1/lll..qaction intcrfucc. (2) multi-media 
urchivul ond retrieval nmnogement, And (:}):. vi�tbl� switch
ing model. all witl.t the Iollowin� otlributes: 

robUSl 
secure 
reliable 
h ig.h-performancc 
predictable 
c�)nlig,urnblc 

p(lrtable 
com11li:Jut with slandflrds (de facto or de jure) 
('un·ently. a user with o P(' and a network !Huwscr cuu 

nceess the Web page or vnrious merchOilts. The present 
invention eKtcnds this one-wuy bi.Xlwsing, c<tpability to 
N-way. rcal·tillll;!, intcr;lctive conHil\lllicrtlion. beyond the 
Web into IP networks ami nther types of heterogeneous 
networks as described above. I he flfCent irl\'cntion bring.s a 
remote ca�b register, telephone and mnilbox into the end 
user's leonina!. II reaches cn:rybtxly ;md everywhere. much 
n� the telephone doc:-. 

1 ht! prescm im•cntion extends the Srulle p:uadigru.s as arc 
truditionally used to maMge mule�"> and netwurk devices. to 
interllctivcly rencb and manage infonmllion. The present 
inventiou invigorates the interactive tmnsacti�)n paradigm 
by oOcring scnlabili1y, robustness, and llcx.ibilily designed to 
be de�lloycd across on entire vnluc supply cJtaiu from 
original monnfacturer 10 point l\l' purchase. 

The p.resetll invention usl!s an N-ticr Manager-Agent 
model to implement the N-wuy communication cap<�bility. 
One part of the prcscm iuwntioo is a v;tluc added network 
npplicotion tht�l resides ot ll1c tr:msaction Network Entry 
Point. The other part of the iuvemion resides at remote IP 
nodcs. ·n1c pr'-cnt invention includes an N-way ioleractivc 
o�jccl router tb.at provides the link between the <.nsumcr;, 
the cash source. and 1111: service pruvidcr. 

An electronic commen.:e service provider, such as a Bank, 
will have to openue like n mini·Tclco in order ro provide 
sei'Vices, such as business-to-business ck'Ctronic cClnuncrcc, 
or homeb::ml·dllg. via tllc lmcmet. 
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111Us. the following :,ystcm requirements are necd<?d: 
sccurny, so a� to 3\'oid fraudulent transactions ami in\'a

''ons int\l the scr\'icc pnwidcr's database. 

1 2  
nccd�.xt to detcnninc argument par.unctcrs and object :reri
nlitatiun. lltis feature i� pmvidcd in the preferred embodi
ment by the WxObj<.>cl in the wx.lib libmry. Each new class 
"XY I" must add :1 XYZ_Cin�'SII>. XY /Stub_Ciass!D and 
XY /Skcl_flussll> to the Wx/CI:IssJl).h file. 

ll. Network I inc ProtocolrrCP 

unsfit..'d numbering plan to identify each station by a 
umqtsc address, that is Cl1nvesucnt and  under- s 
stnnd:sblc by other swtions e<)nnecled to the  

uniquely id<!ntify. retrieve and route dynamically chang
ing infonnation dements that have to be acce�scd 
NOlt)tely, using multi-media, object routing. 

This is needed lo conununicate with the n:motc computer 
using some knm\ n alphnhct. 1\lr the Object Ronter, Wxl{c

tn mote PI >U Jlrovidcs this pnliocol data tmit (PDU) and trans
mits tltc data using I he RWC\lllcctoblc dal<t s�.>rialization. Tbc Obj<.-ct Rmllcr 

Titc Obj�·ct Router includes a libr:try pJoviding support 
lor tlw :tpplication programming interlaces (APis) to 
remotely occe�s on object, it� dat;l and its Junctions in an 
t.)bjcct netwnrk. Thi� imerlltcc provides two types of a ch1s.s: 
a skeleton. which is ihe runclionnlity of the objec1 and i1s 

t 5 
�lub which ullnws romotc ucccss of the same object. It will 
be ''JlPt•rcnt 10 tho�\l of ordinary skill in U1c art that the items 
deli ned below rep esent :HI implementation of the preferred 
cmbodimem. 01hcr cmbouim.:nts will be appMent such as 

� 1 · 2l• 
nm1·C++ Otl< non-Java t111pleme111alions mtd implcmcnta· 
tillns �u.:h us within 11 DSP chipset. 

(i(I)�S!Jry 
Item lls dcllnition. 
i\hstn•ct Clas$A C'++ class which doc.>S not ha\'e :lll virtual 

functiuns defined. 
API \pplicmion Progr.unrning lnt�face 
Class .\ C++IJavn dat:l slmcture definition wbiclt defines 

both the data ond funclions. 

2� 

lnterf:tcc . \ .lav:t lcnn similar 10 the C++ Abstract Class. 111 
Meta i\ .. me1a"-compilcr lranslatcs a h.ighcr level "mcta"

l:•nguugc (WcbX) from the "mcta"-1ile into n lower· 
levcl lnngt1age (C++) output file tor <Hld before giving 
1c1 o 1rnuitiunal compiler. 

Object ,\ (• ++/.hwn d:1ta struclure instance. which is 3S 
defined by ;s etas�. 

rCt� loot Comnwnd I angtwge, dcvcl�lped by Oustcrhout 
m Berkeley. 

\rchitecturol Ovcrvit.�w nnd Key 17catures 41J 
!'he ObJccr Rot Iter of the present inventiol'lallows ·th<! ll$Cr 

to specify lllllCiion� which can he oxccnlecl remotely. 111c 
bt�sic opcrutiun uses t)bjcci� <lncl c}Eass inlom1atkln, ittStead 
or simrle, lllli'Ciulcd functions aud dat:J. The <l1nCJ)t� ll) 
1hc function is spt>cified in the mew file oud the type uf 4� 
:ayumcnl poss111g (by v:tluc ()t' by reference) can also be 
spccifkxl. 

ll1c Object Rou1cr <tllows for new d.'lla types to be 
coslslructcd. using the bnsic daw types of the programing 
language used in the preferred emb<ldimefll: int aod String. so 
Single simple inherit;mcc cln:;ses cnn be cunslntctccl and 
then us1.xl OJ. dota mcmbc� \lr pointer within mtothcr •ncta 
cla�s. 

C. Dnta Seriali�wlion 
'h1 1n111sfer dnw between com(mlcrs. 1h� t)nramders and 

the ohjcctt; themselves m.:<.'<l to be sent ovc1· thc network. This 
is the scriali�.;ltion or the daw onto I] netWOi'k stream. TllC 
lhuncwork lor this is    by lhc pcrshncncc nature or 
RWCollcctablc. 'l he code is gcncnllcd by the meta compiler 
in the skclclllll. 

D. Dutu Mo�lwling 
To ensure that ull data is passed tts ull!.umcnts to a me1bod 

requires the us�·r to cl1cck oil parnmcters and throw :m 
exception. if there �� something. missing or wrong. Tl\iS i!> 
provided by lhc meta compil�r in lhc stub and ,;kcfelo.o. 

E. Thrcud Rcndet.vous 
To block a thread during network 1mnsmissioo aod recep

hon. the objccl must usc o ditlerent hread to perfom1 ll 
:tctual nct'\ Clrk :n:h\ ity unci control 1hc calling thread slatus. 
This nllows calling n rcmolo.: object h) bclmve similar to a 
local object l11h. is pcrfimlK'<I hy the Rogue Wave RWCon
dition clra�s in the WxRcmotci'I)U clnss. 

F. String Fxccution 
·ntis allows li.lr a methlld to be culled from an ASCII 

string rcprc�cnl:ltion. l'his is useful since il provides a 
simple. hut tlniquc lll!!:llls \lf calling n etas� method. Thi� can 
olso be used by I he progrummer dir<.>clly. l11is drtla man;hal
ing is crcu1cd by the: mew cnmpilcr in the b<1sc class. 

(i. RcJbrencc Counting 
By maintaining reference counts in both lbe l.ocal ood 

remote ol�jccts, time Cl)n.�uming n1alloc's ond fl·cc's are 
nvoidcd ns well :1s confusing detnils of which Hmclimi is 
rcspoos1blc for dcletins which object. This is provided by 
the Object Rmucr in dcalin{l with WxRcmoteObjcct lypt.'S. 
I iko.;\\ isc, the progrnmmcr must lll>C rclcrl!nce counting. In 
otber words. the user COJlllot destroy a WxRemoteObjt'<:t 
child us in� delete (an exceplion is thrown. if tlus is tried). 
bur rather the member function ol_unrefcrenccO. Also. if a 
user �tares n copy ot n WxRcmotcOhject child, it nmst 
indicntc this by calling the method ol_refercnce(). Other
wise. tht.: objl!ct mny be dclttmycd by someone else. This 
illlerfacc is prm idcd by WxRcmotcObjcctlnt. Also. the Object Router allows for a tronsparem rcmmc or 

local oper:nion. The progromrocr do<.>:> not need to know 
whether the objcc1 is ··tocar• or "remote". The interface 
aulouwtic;�lly dctcrminc.s this and will allow for the com.>ct 
opcratiun hnscd on the 1ypc of objcc1. 

55 11. i\b:.tmct Base Class 

Requirement� 
'I1C1� IIJ'c scvcrnl rcquh·cmcnts lor the Object Router to 

prr)vide u clcun ond tmnsparcm opcrntion of local and 
remote o�j1.'Cl. l'f<i. 9 illustrates lbcse basic re<tuircments 
and operations layers of the object layer. 

A Ol1jcct Jdcmi1y 
This is oc.:cdcd for the Object Router IO dctcrn,inc if the 

obj,·ct is loCill (skelctOl\) os· remote (stub). This is alstl 

ro opcr:lll' on no object wilhout knowing its location 
(local or rcmole) requires <an abstract class wrucb fonus as 
the h:.sc clas�. ll1is is the bt�se cktss, which is I he parent of 
both th..: �tllb nnd skeleton. This is an <�bslract object (c:tnnot 

6o be in�lilllliotcd :Jlune) nnd is creaed by the meta compiler. 

1. Swb/Skcleton Multiple Inheritance 
The clicnl nnd �crver classes arc inherited rrom the 

nbstract base clnss and from their respective \)bjecl layer 
6� classes. This nllows them to inherit 1hc functionality oJ fbe 

bose class a� well ns I he object layer mulines. 'l11is :il> crea1cd 
by the llllltl1 Ctlnlpiler. 
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J. Meta (\lmpiler 
1 4  

apparent to thllSe o(' ordinary siOII in the art thm tlw 
imrlcmcntalion deft ned below rcpre.:culs HO imrlemcntati,,n 
M the prefcrl'l.'<l embodiment. Other cmbodim�nts will be 
appurcnt such as non-TCI., non·<'++ :md non-Java implc-

:> menhlli()llS nnd implemcntutions such us within a DSP 
chip�el. 

\II of the nbovc lcmures ne.xl to be coded by hnnd unlt:ss 
there b some aulomuh:d mechanism ltl do this. lhc Mda 
COil'lJll lcr t(lkcS ll ddinition file <llld ceates (using, f'Cf, Or 
other encoding) the abcwe requirements: ObjL.'CI Identity, 
[)nta Scrialia1tion. l)ata Murshaling,. Stri.ug Execution. 
Abstract Base Class. :md the Sntb/Skcleton Multiple lnher
itallcc. If one were h> code nll t1f this by hand for t:vcn ll1c 
simpiC$t cl;�ss, there would be too many ern)l'l to cven 
manage. "ll•e meta compiler (rmc2c) eliminates lhl'Se enprs. w 
K. Uscr-clefincd Data Model 

Thi� b the user cre:.t�o-d set of cln�sc:; built aru<•nd :md on 

Style Issues 
Prefixes 

lt>p of the Object Router :\Pk This is the basis of the object 
layer to the next level up the software layers. 'J11is lhurtda- t> 
Lion appears local h.) the r>rogranuncrs using the object layer 
even lhnu�h it may be remote. 

The StrinsHxcculionTnt closs pt·cpends ull of hli member 
functions with "sc_". Likewise, the object layer classc� all 
prepcnd their member fuuctiorls with ''ol_". This is nc"-<lcd 
to avoid any name-bashing '"ilh derived classes which ore 
buill using the ba�e classes created by the meta compiler. 

Ml·m.bcr Dnw 
In uddition. in the �kclcton. nil 111ember duta is prdixed 

wirh ·•_•· 10 remind the user thlll thc data is local to the objl.'Ct 
und u�ually protected. Components 

11tere arc only ccJ1<Jiu pans of the O�jcct Rm1t�r. which Xynclu'Onitat ion 
the vmg,ronuner needs to be aware of. The most impnt1unt is 2u 
lite base clas� WxRcmoi(:Object. As �hown in FlG. I 0. there 

Any modillcatlt)t1 of local member d{lftl within a skelct<)ll 
should be guarded by Rcadl ockGuard or WriteLockGu:1rd 
when accessed !>ince other thrcnds may be sharing thi:- d:ata. is an interface specilic<•tion Wx.RcmolcObjectlnt which is 

mhcritcd by both the o�jcct laycr obj<-'CIS and the claw model 
objl'CIS. For purposes of examJlle. WxNamc is a new dma 
model objt:ct, wltich e<lntains one data mcmhcr "mun..t' 
which is a String. The meta compiler nutommicully cr�a!Cj: 
two ao:ccss compom:nl' for this d;ua member: get_ name and 
scl.)1amc. In addition. the mett� compiler also creates the 
local :md remote versions of tl1is data object: WxNamcSkel 
ao<l WxN:u11cStub, rc�p<Jctivcly. 

Wx.RenwteOltiectlnt 
1l1c :•bstracl bnsc class not 011ly COJI<Jins all of the 

member methods and data ace$ components, bot it con
tains suppllrl fum:tions whicb provide a unifonn intcrfi1ee to 
bcb11vc ��� t1 WxRcmotcObjcct. "nlis includes: 

WxStringHxccution tu execute any method using n simple 
ASCI! string and Object type datn. 

Wxl.ock. which pruvidcs :• tlt�ad synchroni1�11ion 
m{'Chnnis.m. 

Wxl'lngs, which ptovides H simp.lc r1nd C<Hl.Sistcnt hoolcan 
nu� variahl<Js. 

rclcrcncc counts. which aUow WxRenlQteObjects to be 
)harcd \\it bout ownership concern'>. 

Stubs and Skeletons 
,\II skeletons me suflixcd with ''Skcl'' while all st11h� ure 2S nppcnded with "Stub''. 
VniUl' and References 
Wl1e1l pa�sing WxRctnotcObjcct derived tlata. it is abo 

passed will1 a pointer. llowevo:r. since it is UJJclcar from this 
30 11lonc who hus nwncrslli l, nr the data. tlw tn11lixcs "_ref' and 

"-vnl" arc added by the meta compil�r to iJldicate if the dma 
is passed by value or reference. If it is pnssed by reference. 
the functon then will rctum a pQinwr. \\ hich has had the 
reference count incremented. If passed hy vnluc. the data is 

3� C<lt>iccl Jrom thc original source and the receiver shl>uld 
unrclhcnce thi� with DelctcOI�jcct. 

To indicate i I' n dat:• m<Jmher is passed by reference. 
append an asterisk "*" to the data type in the "daw" 
dt.'(;lannlon s�o-ctiou of tltc Object Router met:a file. This is 

40 nls1, true for return types in th�.: "mctb11d" sectioH and us 
arguments to methods. 

couvers1ons between Object, WxRcmoteRelcrc:mce, 4� 
WxlkmotuStub Ulld WxRcmotcSkcl types. 

cwtst Whenever dura is pass�o'(l by vulue into a function. it 
\\il be proceeded with "const" to signify that the obj<.'CI 
is not to be changed. 

Wx/Ciassm.h 
This header Ole comain� ;11l Cln�siD� lor the base chlsSc$ 

and their stubs and skeletons. I he programmer should pl:•cc 
the object Jl) in thi!' before numing the Object Router mew 
compiler. 

WxRCllllllcSkcl (Server) 
nu� o;kelcton rcrr�ents the server �;ide or the Object 

Router. 'll1is i� a class. "hich is deri\'cd oiJlhe ab�tntct base 
ck•ss WxNnmc (in the diagram) and WxRcmoteSkol. .'\II of so 
the methods (except dnta access components) OIIISI be 
dc.t1ned by the programmer for the �kelcton since this is tlw 
;�ctual l)hjcct. Whenever a real instance of the class is 
crcntcd, it will have tlw �ullix ''Skcl". 

('(" and llll files 
These files arc includc·d from the Objecl Rtl\Jicr mew file 

to add additional functionality to the base. stub or skeleton. 
I r. for example, a I unction \Oid X)"/0 needed [l) be addl.'(l to 
the XY7 skeleton dn�s. then ndd to the XV /.m1c file: 

WxRcmoteStub (Client) 
This is the client (or rernole) side of un object. Thi� is 

similar to the skeleton because it  100 is derived on' tile 
abstmct bnsc elnss WxNnme and an object layer class 
WxRcmoteSwb. I IO\\ ever. there i� nothing lbr the program
mer to define for this clnss. AU met bods arc generated hy the 
mcl'a compiler. 

�5 include hskcl 
void xy'l.(); 

end include 
include cskel 

60 llinclude "XV /Skel.cc" 

Meta Ct)lllpiler 
n,i� is a TCL prol!-ram in thl' prelbrred embodiment, 

which creates the thre clnssc.�: abstract base, �tub and 6� 
skeleton. For each clr•ss :Jn imcrlacc lllc (J1eadcr !lie .h) and 
a C++ ddiniti()n file (source code .cpp) is crl'atcd. I t  will be 

endin<Jhtclc 
This will tbcn iocludc the simple dcciOI':llion "void xyzO" 

into tbc hc<tder Jor tbe skeleton and also include the defini
tion for xy..O from the XYZSkcl .cc file. The advantage tn 
u�ing lhc sullix "cc" or "llh'' over "cpp" and "h" is bccuusc 
the Objoct Router meta compiler uses those suiJixcs for the 
finn! XYZ Iiles. 



Case 1:16-cv-00281-UNA   Document 1   Filed 04/20/16   Page 103 of 114 PageID #: 487

liS 7J40,506 82 
1 5  

CPP onrl ll Iiles 
l11esc files arc at1tOntttlically generntcd by the Object 

Router meta compiler lor the base, skcl :lJld Slllb. If the 
programmer wi:;bcs to add infonmnion 10 1hesc filcl>, sec I he 
examples ohovc. The pr.ogwnmer �hould not, h<)Wcvcr. edit 
the cpp or h Ole:> directly. "l11c prtt grmnmcr should be able to 
(ix anythinJ! by modifying tbc nne lilc and rt.'Compiling. 

Shiugs 
Slrilltl-' used in the object layer may be passed cithL'l" by 

"-alue using RWCString and "cons! char*" or by reference tu 
usiog the RWCollt!CtablcString (t<ka String.). Jn some cases. 
1hc progr<lllllllCr know� which vt•rsinn is most d�:simblt;; 
poin1er or static objecl. Btl�ed un progrnmroer need. the 
progrmnmcr cun choose either the function foo() which 
rcwrns the string. hy vahe or foo_ptr(). which ctt!Js tho same IS 
function but l"l."lurns a copy of the string on t11c hc;�p a� a 
pointer. 

i.)ata ncccss et1mponculs 
For c:tch dnta member. two data :�ccess component" arc 

automatically cr-cah:d for the daw: "get" ;1nd ·•set"·. ll1erc. 2u 
however. arc complications 10 the�c. hascd on tho type of 
dnto. 

A. Integer 
·n1is is the simplest aod creates member functions iru 

get_xy;() const ancl void set _xy1(int). 25 
13. String 
This is mentioned above and c c<�tcs Lltrc methods: 

RWCString gci_xyz() oonst, String *get_Xyt_plr() and 
set_xyl.(const chnr*). 

C. WxRcmotcObject by Vntuc 
'11tis {'reutc:; two fimctions: XYZ" gct_xyi",_vul() coma 

;rnd void sct_xy;:.consl XV/*). 
D. WxRcrnotcObjcct by Reference 

11) 

J11is also crcatc.'S IWO fUtlCtions; XYZ* get_X)'/ _rclt) 35 
con"' ;md ,.�)id sct_xyz(XY !•). ll1is also assum� th<tt 
the "set" function will retain n copy or the obiL'Ct. 

Meta Compiler 

Usage 
This is used by runllins the command: 

rme2c <cla�sname> 

4(j 

16 
4 .  beginclass <CIIlSS> r <patent>) 

This indicate� the class name nod any parent. 

5. bcgindata 
'fl1is signals the begin uf tbe duta section 

6. dal:l l<pcnn>l <type> <nnme> 
This is a data definition statement. 

7. cnddata 
luis is the end or the data section 

8. beginmcthod 
11Jis is the bcsinning or tile method scctiun. 

9. method [cons!} [<pcnn>l <rcturn_typc> 
l{<argi_type> <urgl_nntne>}, . . .  1 

This is a method definition. 

I 0. endmctht)d 
This is thl· end nf the method :;c��lmn. 

I L cndclas:; 

<name> 

This is tbccnd of the class definition. It  should be the last 
statement in the file. 

Opcn1tional Overview 
·n;c simplest woy lo introduce the upcrmionoftltis object 

IHyer is through nn exnmplc. 

Sccm1rio 
Referring to I I( iS. l l  and 12. con�idcr n sample bnnk in 

which there is a main bank object "Bol:l\" and several bank 
Ac<:ount$ '"boh" And "'jt)e''. On the remote client side, the 
programmer first must cs1!1blisl1 contnct with the remote 
server and then receive tbc Bnnk 11bjcct oo. the C!i{'Jlt side HS 
o stub. Once the stub is I"Cccivcd, the client can thc1t look up 
nccOlJUI:> just us if the progrmnmcr was local to the skeleton 
on the server side In fnet. the programming code is the same 
:md can be rcus�oxl on either Lite client or server side. In 
addition. the prognunmcr docs not need to know \\here the 
actual object resides: locally Qr rcmntc. 

 Router D<1t:1 
 prop.mmmer 11l11St first c: renlc <I d(;(inition file dcscrih· 

ing U1a WxOonk ;111d WxB;�nkAccount objects. This is 
written in �� simple language, which is pal"llcd by the rtnc2c 
meta compiler or the presclll invention. ''ben: the clnssuamc is tbc hasc class (such as Account). 

l'hc Accoum.nnc file omst be in the same dircct��ry as well 
as other p(lrcnt definitjons. 

n1c Objloct Router TC'L files nrc found under WxllJtil. 

WxHankJ\ccoum 45 ·n,c WxBankAccount file is wrincn os: 
iuchtdc cskcl 

T11ese files pan;c thc dcscription lilcand produce the six C++ 
output fill!�. 

SyntM 
Jn the prctcrrt:d embodiment, the synrax must be n<Utcrcd 

to closely. Blank ljncs lltld line� bctlillllifl& with a pound sign 
"Jr' arc considcn. comments 

1lte lollll\\ ing words a� rcservcrd. 

l .  include r c• .h• J• 0 *base. •skcl, •stub] 
111is addq vcrbos¢ code to be uddcd to one of six files: 

cbase. hhasc, csmb, h.smh. cskd t)r hskcl. 
'fltc jll"l.Jgt-ommcr con also $pcci fy nil "c" 11les or ''h" files. 

it INCJ.UD!l ANY ADOJTION.\1 (" CODE FOR Tl IE 
SKEI HTON 

lf.includc "WxBunkAccountSkcl.cc" 
endinclude 
beginclass WxllnnkAccount 
begindata 
It PlJJ MFMilR DATA HERE 
data int balllnec 
end data 
begirunethod 

The pugroumJCr C<tn also SJK'Cify '·base". "�kel'' or 611 
"stub" tiles. 

II PUT MEMBER MBTriODS l mRii 
method 'uid dep11sit {int x} 
method void withdraw {im x} 
endmel11od 

2. cndincludc 
"lllc cncb the \'Ctbose inclusion. 

J. hcudcr <class> 
·n,i:-� indicm<.'$ th<tl tbe compil�:r will wnit for the header 

llCCtion to comph.:tc. 

endcla�s 
This cla><s contains nol only methods but ulso data. In this 

case, the data is simply 1111 inteser describing the Hmount (If 
6.s money the m:cmmt holds. The two methods: deposit and 

wi(hdraw. simply increment nntl d�.>crcment this :unounl. 
respectively. 
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''<>id Wxl)ankMcontSktl:�l<posit(itll '<! { 
WritcLockGn•nl lock(w�k><:kiJ): 

balaAtce +•x. 
 v<>ici WxB.tnk.\t.:o<tntSI;cl:!\\ltMr.lv.(l Xi { 

Wtttcl.v.:k(iu:u.J I,>ek(w >.lock()): 
bot.ac.: --�. 

Notice tll<tl the prog.ntlllf11Cr �hould add tbc lines: 
Writel.ockGuord lock(wxlockO); 

18 
mc1h<Xis (contained ill the \Vx1311nkSkcl.cc file). The 
WxBonkSkcl.cc !lie would contain: 

w�n.tnlu\c�otun• 0<>1.> .. ll: 
WxlllnkAc  i•l int pn I eor.st : 
il(bob) bob->ol r<>f<ren. 
1\'lurn h<>b: 
I 

II• 

1 his example is u very simple one in which ge t./\ccount 
will ulwnys return hob's uceount. There arc two tbings to 
notice. 

to provide thrcnd lockin{l. on this object. lt is as simple ns 
copy (llld paste to provide this lcmure for each melhod. lf tho 1 s 
method is const and ouly nccesscs datn, usc 

I .  l'ha actual method name i� ''gcl/\cc(.\HI\I   witlt "reP' 
appended since this method will return 1111 o�jcct by reference. 

WritcLockGuan.l lock(wxlock(}): 

und of course, if tbc pmgrnnuncr lncks the method. he/she 
crumot call any olltcr locked mclhod wbicl1 includes lilly 20 
objl.'Ct -layer dciincd data accc�s components. 

2. But bcli)rc simply ctllminp. the global variable bob. we 
must increment its t'C!crcncc C(lllllt since getA<:count is 
pussing :. ne"' retcrcncc. 

1-xmnplc llieni/Scrvcr 
·rue above file (Wxl3onki\ccoumSkel.cc) defines dte skel

eton methods. All the �tub methods nrc defined by the m1c2c 
meta compiler. 

WxBank 
For the O<tnk object, lhe 11ank.nne lite would look like: 
II INCLUl)E ANY AI>DITION,\L C CODE FOR 'II IE 

SKELETON 
include cskcl 
//include "WxBnnkSkel.cc" 
cndinclucle 
11   \LI II Fll i·S FOR D.\TA TYPES USF.D 

lN Al l <.: l'll.bS 
mclude c 
!'include ''WxB:1nk. \ccmnuSkel.h" 
/line lucie "WxOanki\ccountStub.h •• 
endinclude 
bcgindass Wxll;mk 
II PUT MEMBER f)ATA I IElW 
hegindata   
II PUT MliM131�1� MHTI lOIJS I IHRH 
beg.inmcLhod 

The client and server arc nO\\ simple. The scrwr side 
crcot<!l. the skeletons and registe rs them in the name server: 

cxtcm Wx&ulkAccount• bob: II global used by Bnnk·: 

gctAcunt() 

void ruain(ill orgc, cltn,. :vg,·) { 
RWWinS<>ekbtfo wu�e<.:k; 1/ irutinllz<• the sO<:k,•l lihrury 
\V xltcn'k'HcC"onnectionS-cn·cr-�: ,., cn';th: \he �t1<:kct 1"''-'I'Y�o:t 

JO Wl(l:Utk bofa; crc3le ft b;Ull\ 
\\ J<ll3nlu\«oul joe:' cr�e joo'• •<tl:Otl 
JOC.l'<'l b.l:.\lOl: witb n Y> b:ll.tnc� 
l'('b • q,•w \\'xll;ull:Atunt(); II emil� boh"" Ar,•onnr 
bob->S<' b:datO(tOh); II "ttb .\ Ston b.1bnco.' 
bob->li<Jl('Sti(2<.1: lhcn. tl<po.<n �2�1 . 

. H II 1'1!<'r bol3 "ilh o �tlolt. lWlt" -· Aller C\c�·tbtojl "ISl' i$ dQilC! 
bofu�1 ol 11:\metnc" StnflMflnlX')): 

st� the connection �rver rc&\(.1J' 
RW.IlJI\'!ld '�f\�t • 
f\ M�kc1 br.:.qdf•cliOlll 

�.&WARcJttt>t.:<Connl)t:limJSt•rvcr::nt•t.(RWll�rncr•jO): 
4tl •Cf\'Cl"lnl1(); 

6CJ'\'t�f.JOinO: 

) 

method con:.L WxB11nk!\ccoum• gctAccotmc {inl id} {int 4� 
pin} 

!'he clictt progmm is just "� �implc: 

cndmcthod 
endclas 
ll1is file. when Jll\lccs�cd by rmc2c will create six lilc�: 

WxBank.b. WxB;u1k.cpp. Wx13�mkSntb.h WxBankStub. 
cpp. Wx!JankSkcl.h nnd WxBankSkd.cpll· These six files 
dc.crib<' the opemtion nnd remote exec-ution of the WxBonk 
•>bject. Since there is no dutu. lherc will be Ill) data n�;ce�s 
cump(utcnts gcncntt('(l. The mcthml ''gctAcoount'' requires 
S!lmc cxplamuion. The line below cldines Ibis method; 

method const Wx13mtlv\ccounl* getAccounr {int id} {im 
pin) 

11tc fmt keyword ·•cons!" 1dcntifics that this method will 
not change the objL'Cl data. '11te next keyword is the n!lumed 
object "WxBankAceount*". ·ntc asterisk idcntif�es t]lat the 
object will be passed by rctcrcnco.lhemctbnd name is next 
Thun. all oftlw paranwtcn; foliO\\, In this case there arc 1\\0. 

  parameter is cnclosod in br�•ccs and contains the daw 
type aud the parmue1cr name. In this case there arc twl' 
iUleger parameters wilh nome id and ,,in. The f>rugnunmc:r. 
howuver. mus1 still describe uny uddiliounl fiu1c1ionality for the operationofthi�; nJ>.jccl :utd the ddinitioltS oftl�.e skeleton 

II "" n �fob.•l timc;tion whicb is <:311<�1 (rom ,, R.o!Pt( W:l\'� l!l!e.1<1. 
,·out o.�l { 
\\''-.R.:OI�C'o•m.:ctioqMomtor ml\lttor; 

SO WxR�IOOh!Ch<Jll• loC<�I • mc•nitor.clictu(''lr>.:,\lh(>!)l"): 
Wxll:tnk• bofu • LOOKUP(Wdlauk."fi<>fA",loc.tll; 
WsU•nkA<wunt• bob • bof-1->gcl<\cci!Unlii0,2o); II atg�mcnJ� sre 
rhunm)' I:C>\Il << "b11b's itc.:ounl bnl.lt�<:c i� 1�ho1•hl I!C' JOOCI()):'' 

«bC>b->g<:t_bnlru•ccO <<.,ndl: 
bob->" ithdr'.lw{.50); /! "illulm S�r). 

�S �0111 « "bob's uc'v ��<•lnliC is ·• << hob->fld b:thn�c() << cudl: 
  

\uid nt3iu(int !\l'gC, eh�.- lltjl.\') { 
WxRcntotL"'bjtc   
\\'l<Jhnk�\:d::wx<'�llicr.sr<:hy(l: 
WxB>nkSiub:!\l<Cl'IUIIicrardi}i): 

60 WxB•n\:.\cco::\\xCI:sflt<r.wh)(): 
\\'x3:t.tk. CCO\Il1::wx(.J�,Jiicf1\t.:hy(l: 
ll\\' WIJockluf<> Winsod.: 

ii1nrt 1hc RO!U-tc w:,ve lhr<-.�d • ""' "�·• unbl 11 exits 
 tltrc:td •    

tbi'C3d.stllJ\(): 
Lbrc.1clJoinO; 

(;5 } 
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The major hendlt denmnstrntcd above i s  that lhc pro
gmmmer does not have to know, nor ct�rc. whether the object 
"b<,b" is local or rcl111lle. 

:\rcbilecturc Details 

Dc�ign. Considcrot inn� 
TI1erc are a number of tradc-oOs and considerations wkcn 

into account during the creation of the object layer. These :trc 
brieOy described hdow: 

Class Overview 
Rclcrriug to FlO. 1.'. tlu� section de�cribcs in more dcwil 

the fi111ction and purpose of each class ilt the Object Rmlh.'r 
ur the preferred embodiment or the present invention  

tn 

RWinctTJost host 
intpl)rt 

20 

RWCim;sliJ classlD 
WxRercrcuccld rete reuceld 
Port and bo�t arc used 10 uniquely spcci!y the socket for 

the WxRemoteConncctionServcr. Tht.: rcferooccld is used to 
uniquely specify \\hicb object on tbc WxRemotcConn{."C· 
tinnServcr Ibis points to. The class II) is simply used to 
eonstmct a local stub object. 

WxRcmot�:Stub 
All stubs arc derived from this object :md the abstrcl base 

object 1br the cla�s. This object provides some interfaces to 
rhe Object Rouier lilmuy. which i� u sed hy the meta com-

WxRcmO!eObjcctlnt 1$ piler. 
Tl1is is tbe ioterli1ee that all remote o�jccts most haw. It 

..:ontaius several ob:�tmct clul\s definitions, i11ctuding 
WxStringExc<.'lionlut. Wxl ock ond WxFlags. Plus, it 
llelincs scvcr.1l mcthocl� used tor 311 remote objects. 

RWBoole.m ol_is\onlidO const 
ll\is :-1 Jould be t�>Sted if the progr.unmcr docs not kn<.'l\\ if 

this object is local or if the connection is established. This 
will return TRUE if the object is local or it hns a C()JJJIL'Ciion 
10 the remote object. 

unsigned �et_ol_rcli:renc�<·nt() const 
'lnis rctums the number of Jmilucn; outstanding for this 

object. Typiet-•Hy, if garbnge collection is enabled. this nbj1.'Ct 
will uutom<�tict•lly he dtlstroyed when the rderenccCnt 
reaches 7cro. 

W xRc.notcPDU "'_ol_cxecutc(Wx l{etnnl cPDU" 
C\11\SI 

pdu) 

This will block tmtil �)J execution is tioishcd. It will wke 
the pre-formatted POU. 

WxMarshalld_ol_send(WxRcmolePDU• pdu) const 
·ntis is a non blocking. remote ext.'Cutiou. \\ hicll relums a 

WxMar:halld. whicl1 can be u�ed to receive the result. 
WxRcmoteJ>J)lJ*_ol_p�.oek(WxMarshalld id) coust 
Thi� clK-eks if the PDlJ id is rctunlt.'<l from execution. 
WxRemotel'DU*_ol_rcccive(WxMarshalld id) C<.'lnst 
This blocks until tbc PDU is rc!umcd. 
WxRcmotcCJicm* _ol_conncct() C(lns! 
This cn.sums the coJmectilln In other sillc is �.-stablishcd. 

WxReferenccld get_ol_rcii:rcnccld() ctmsl 1(o WxRclllntcSkcJ 
All skeletons m·c dcriv1.'<l otr this objl'Cl and 1l1c abstract 

bn�e for tlu: class. Thb ob,ic<.'t provides the interli•cc 
ol_mctho<.IPOU() for the meta compiler l<l the Object 
Router. 

This is the remote rcfcrcnceld for this object. This 
WxRcJeronccld uniqudy wgs an object instance Oil the 
�erver lor tbc •'stahlbhcd �:onul'Cii<lll. This is not a well
known name in the sense that it is not gu(U'antecd to be the 
same with a diffeence connection. 

uns1gned ol_refcrcncc() con.;t 
l\ WxRcmoh:PDU 

111iS increments the llUillhCr OJ' reference.� Ollt�talldiug. ·n,is is the nctual data packet sent ucmss the network. The 
dnto in this arc: 

WxMarshalld id 
I his n{.>eds to be perlimlll'd whcncwr a new copy of the 
p(lrnter is stored. 

void ol_uurcfcronceO consr •W This is the PDU packet 1\UllbCJ'. Thil; i� u 11\0l\Oto.nicnlly 
incrcas.ing. integer to 1miqucly identify the packet. 

unsigned Hags 
This decrements !he rcli:rcucc C\)ttnt and should be called 

instead of delete. 
Object* ol_objcct() COIISI 
'l11is simply type co�ls this iuswnc�: to atl RWC'ollcctnblc 

pointer. 
\VxRcmoteStub• ol_stuh() const 
TI1is will rclum a stub I(Jr this obj�"Ct. lftbis objec-t is ltlC<JI. 

11 will cre�nc.a stub. If this is :�lrc3d)' n stub. it will increment 
the reference count. 

WxRem. oteSkcl* ol_skelO const 
n,is will return il skeleton for this object. I r thi� is n 

:.kcleton. if simrly increment� lbc rclcrcnce count. If this b 
a stub. it will cretttc :1 new skeleton, cn1�Y tbc d:Jtu and return 
II. 

Wxl�emotcRclcn.:nce• <>l.remotcRefc.:c•lcc() const 
·n1i� wilJ create a \VxRemotcRefetcnce object which is 

only used Jot scrializ.mion. 

Wx RcmotcObjcct 
'l11is is the actu<JI tirst Jewl implementation of the above w 

intcrf.1ce aJld adds Strintt Excculinn to the a bow l'tmctions. 
Frolll this object. nil of the Objl'Ct Ro11ter obj(.:cts urc 
derived. 

WxRemoteRefct·ence 
1lli$ is :� type of network ·'pointer" which imlicatcs where 6\ 

the acmnl skclctotl object resides. It contuins tJ11:: followins 
data: 

Option flags to modiJy th�;: execution or this prooe<1l . The 
current Ofllions arc: 

Syn this \\�j ll perform synchronous exc..:utiou of the 
packet at the :.crvcr (no thrca<l�). 

NoMarshal this is a unconllm1Cd cxecutiou similur to 
UDI'. 

Log thjs will (in the Juturc) log this request 
  indicates that the POU is a response 

Vfll this indicates tbm the result shlluld be a value. not 
a reference. 

tmsigned typu 
Thi:: ig one of scvt•rttl known protocol opcmtions: 
J)iscounect-clo�c tlu: conrH'Ciilm between WxRcrnote

Ciient t�nd WxRemotcScrver 
Error -an error occurred in processinp. the requelt 
l{csuh-:1 p<tcket containing: the c�ult of a request 
lookup  rcquc:;t to lind n WxRemotcRefcrcncc bnsLxl 

L•n a well-kno\\n name in tlll' WxRcmoteNameServcr 
Ping  request ror lltc server to �end a Pons hack. 
Pong a rcspon:-e from the server to the clicm to a Ping 
Method-a rcqoest to execute the c�1mmnnd on the server 
lJJlrcfcrcncc-a request tn decrement n refcl'<lnce count. 
RG·fercnce-· n request to increment 11 rclbrcncc count. 
RWCString cmd 
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This is the ASCII �tring conunand to execute on. the 
remote server. 'l11is is the •·nnntc" iJ1 o Name-V:tlue pair. 

WxRcfcrenceld relcrcnceJd 
Tllis is the object WxRclcrcnccld on t.hc server to 

untquely tbc object of' this PDU. 
Vector* data 
·ntis is dtc data for a method cx�.-cution. 'lltis is the "value" 

in a Namc-\alue pair. 
WxRcmotcConm:ctionScrvcr 

This is the main class (In the scncr side of the Object 
Router. This is the entry point into the system lor :1 WxRc
motcC'Iicnt rcquc�ting tu:ccss. Thi� is sintilar to n JhOt\C 
operator who directs incoming calls to the con·ect p('rsnn. 
That person. in tbis mwlogy. is the WxRcmorcServct·. 

WxRcmoteCotmoctionMnnitor 
fl1is is the main clnss on thl· clicm side of the Ol�j�.'Ct 

Router. This is the entry point into the systl'm for a connec
tion and lo create a WxRemot�.{:lictU for a panicuJar de�ti
nnuon. '11lis is similar to n pb�me op�rntor who directs 
uutbound calls to the cum:ct person. That person. in this 
analog.): is the WxRcmoteCoalncctionScncr. 

\VxRcmoteScrvcr 
"!11i� i� server side of the client-sorvcr comnlllnicmiun 

clwnncJ that proccssc� each inbound request. The WxHe
motcS<rvcr wlJJ �pown :t new thread for each WxRc
motcPDU mcth(ld puckct. There is Ill ways one WxRumotc
Servcr for a 

WxRcmotcClicnl 

WxRcmoteCJicnt 

22 
IJm·dwarc 

Intel lm.tHd pt:rsonal <'Oillplltcr (PC). Unix workstation or 
Unix server. ()r nclwmk <•pplim\ce or device on n DSP 
chipset. 

Sofiwar<' 
In the prefer embodiment, the softwar.: is compilt.·d 

under \Vind()WS NT3.5J and 4.0 using the Microsoft Visual 
C++ compiler 2.1. This requires the wx.lib. and the Rogue 

111 
Wave librarit'S: Tools++. Net++und I hrcadS++- Uuix, 
WiltN'l server. or DSP chipset. II "ill be apparent to those 
of ordinHry skill in the art thm the system items defined 
ttlx>vc represent an implcmcnltttion of the preferred embodi
ment. Other equivalent embodiments will he apparent to 

1 > those of ordiuary skill i n  I he 111'1. 

DOL,SIB Architectwc Introduction 
·n,c Jll'esent invention nlso includes u dyuomic DOLSJH, 

the Distributed Online Service lnlomwtiou Base of tho 
Object Router. Tlte following sections cover an ovcn·rcw or 

211 the nrdtitcctue ror the DOLSIIl. OS the enterprise neods to 
be customized lor each Mcrchnnt 1o uccomplish this. a 
unilbnn interface is provided "lticb "ill oliO\ the Mer
chant. to provide a cu�tomi,.cd int\lrl�acc for the business or 
nwaKigeUICill objects usitlg a simple Fxtcndcd FiniTe State 

25 M:lchinc (liSI!M) or DOLStn lnn�uugc.:. A library provides 
the core parser Md interpreter lbr the DOLSIIJ. l t  also i:; the: 
base cluss for business ond trwnagcmcnl o�jccts, which will 
interlace with the enterprise intcrll•cc. 

Ju I .  CJiossnry 
Item Definition 

·ntis is the client side of the clicnt-scnrcr communjcation 
channel thai send� each outbound r.:qu.:st nnd rcndc/.vous' 
\\lth the inbound rc�ponse. There is always one WxRemo- 1S 
h:Ciienl far a WxRemotcScrvcr. 

EFSM Extended Finite Swtc M:ichinc 
HSM Enterprise lmcrfacc State Machine 
FSM rinite State Mllchinc 
DOl SIB Distnoutcd On-Line Service lnlhnnation Base 
state The set of values describing the current position of 

WxRclltOICEn'Qr 
l11js is tltc class. which is thrown by both the client nnd 

scl'ver side whenever 1111 t:rrnr is dctcc;ted. 1\JI of tl1csc urc 411 
fulaJ anti nrc non-recoverable. 

W x Remotcl\xccpt ion 
·nus is the cla�s. which is thrm\ n by both the client nnd 

server :.ide whcncvc1· an cxceptiou is detcct(."<f. Nouc of these 
arc fatal and the user sllould pro\'idc recov�:ry c<Kic. 

'15 

Tim.ing 
Referring LO lhc liming diagmm illustrated in rf(i. 14, 1hc 

timing diagram shows the timing between all of the object� 
nnd the tlJieads operating on them in the preferted cmbodi- �Q 
mcnt. ·ntis timing diagrnm represent� the startup of the 
object-layer on hnth the dicnt and server sides. 11 al�o 
tlcm,mstratcs n lookup(''root'') cull from the client and ll later 
gct_mlllJcQ method call on the mol object 

ll•e ,·crricnl lines in FIG. 1 4  represent the o�jccts (tfr,tn �� 
,uul functions) �used in the cliem und server sides. The 
horizontal Jin.:s represent the tlmmds i n  the opel'ating �ys
tem  threads h;l\c diflerent Jiue pattcms. There arc 

the machine if it lms mcanoay. 
tnm�ition The action and state change performed by the 

machine uJicr eceiving 1111 event 
event The inbound trigger which causes the rn<acltinc 10 

perform some tronsilion 
.action ·ll�t output oft he machine <�Sa result of a transition 
di<�g.r.un A complete £inite state machine description con

tuining states and transitions. 

2. Architecturnr 0\·crviC\' 
J11e an:hit<.'Ctre of d bn�ines' object in the preferred 

cmbodmtcnt requires Jtlltr ports: 
I .  !he Extended Finite Stale Machine (I·FSM) DOLSTB in 

tbc CorcBusin<.'SsObjcct or Mouagcmcut O�jt.'Ct (C++) 
2. ·nu� Obj <.-ct Romer intcrfr1ce for lhe business or managc

mcm object to the nor .sm. ((' ++) 
�. 'lhe enterprise interface protocol (Rpi.'Ciricalion) 
4. 1'hc DOT.Slil instntctrons for t be businc�s or maottgemcnt 

object (EJSM) 
The fi rst item (DOLSID and C'oreBu�inessObj<.'CI or man

ngemcm object) is built once. 'llti� is part of the Object 
Router library. Tbc second item is built a�< a common 
business object and should be generic cnou&h to be conng-'"' o threads shown on the client side (Jell) and there arc thre 

on the server side (right) . •  \lso. the dotted "write'' line 
rcprc,erus TC'P trofiic between tl1c two machines (client and 
server). 

System Reqltircmcnts 

60 umble for dilfcrent merchants. !11c third item is a spccifi
C\1 ion that most be wriHcn by the merchant for !tis Q\\ n 
enterprise iolcrl�ct:. Tbe fi)lll1h i� configurablc during runt
ime for eli tlereui business or mnnngcmcnt object'S. 

ln tlw pJ·cl�rrcd embodirttC:III of the present i.ll.vemion, the 
follllw.ing conventional (,'(llllpnter component�; m:ty be used 
to implement the present inventhln. 

the !ollowlug sections discuss the DOl.SJ13 nod Core· 
65 nusil\ess()bjcct or fll!lll!lgcmcLlt tJbjccl, HI> well HS �how tll1 

example 13aukAccou(11 object which has two dinerenl mcr
chunt enterprise intcrfraccs. 
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DOLSIB 

FSM 

23 24 
The lmtguagc <If the I >OLSIO HISM has several Jcaturcs 

li�1<.l below. 
HSTI\LLJJ-Iike i\s shown in FlO. 15. the simple Finile State Machine 

(FSM) consists or two items: II set or states s aud their 
possible transitions T. /\ transitilln t consists of an initial stnlc 
Is. and evcm e wbicb trigg�·r:. <111 action a. ond a fin,1l stotc 
tf. 'llte example illustrated in FIG. IS consists oflwo states 

'J he ISO Rstellc laugunp,c is defined !lS n superset of tho 
� Pascal language and Ills nicely with the l<ulguage. The 

1)0LSII3 EISM language is similar in that it conforms to the 
syntax of C. 

Multiple Diagram S  U} ar1d two transitions T {tl.  tZ }. The tmnsitions 
can be described as tJ (A. X, Y. B) and  U. V. !\ ). 1be 
l rMsition tJ from :.talC i\ to state B is triggc!l.'<i by <tn event 
X nnd causes an oct ion Y. Like\\ isc. tbe trnnsition t2 fium 
state 13 to slate A is triggered by an e'ent U and c:mses :n1 
action V. If the finite state machine is ill state A aud receives 
any ,went bc�idcs X, it \vilt remuin in state A. Only when 11 
vnlid evc11t occurs (hy lwviiiQ, :1 dcfloccl tronsilion) docs the 
FSM change its swtc. 

The OOLSlB EISM kmguage provide:; lor more than one 
11 stnte machine diagram (and lhus, more thao one st<�lc 

machine) to be described :mel operated by the same script. 
lnlcrprctcd 
The �tare m<�chiue is imcrprctl'<l nllowing for bytecodc 

1� compilati1m into a s10ck mllchinc opcodc. 

In a fbnnnl F�M. thl' set lll' ste�los i� intkcd finite. 
llowcver, o1len an extcuth.:d FSM. called the dynamic DOl -
SlJ). is needed. [lcre the Slates an.: not tillite, per Sc: then: 2Cl 
exists a munbcr of finite state "blockl!" on lhc diagram. but 
there nrc also global varaahiL-s which may store volucs "hich 
may take oa an infinite number or possibilities. 1bis adds 
rmotber dimension to the FS!VI and tmakes t11e wbotc system 
hove an infinit�: number or ":.tales". 2S 

i\s nn example. consider a simple counter that receives m1 
input trigger and outputs tul integer OtlC greater thrul the 
pn:vious output. Tile input uvcnt is anything. The output 
uclion is the intcger"count''. In lhC rormal JISM. therc Wmtld 
need h) be a Sllt!C for Cltch possible integer value. It' the JIJ 
counter hrld 11 lia\1i1 of 10, then there would be eleven stnl<ls: 
\lll initial state and one lor e:ach lllltput value ($eC PIG. 16). 
l lowever. if ;\Jl infinite counter were needed. an infinill' 
number or slates would he needed. 

llowcvcr. if au extended FSM or DOLSIB is used. there 3� 
would only o<. Ill he one /it ate. This is the idle (or initial) 
�t.atc. The counter would simply output tlte couu1 value and 
incrcmcut this vuluc (sec FIG. 17). 

'lllc following section describes the architcct\Jrc of a 
DOL<;ffi C-likc lang.uog.e ancl its usc in the prc.;cnt invcn- ,10 
tiun. For example. the nbMe ct)unter would be written in the 
DOL<;JB language. as shown below; 

St<1ck-b:u:cd mochine 
'l11c swck llinchine :allow:; lhr n simple implcmeot.ali<�n 

<tud compilation of the pOrsl.XI slnte machines. This :tlso 
allows for \)tl_�er languages in the future, 

C �lyle language 
I he C'-stylc lang11agc ili ensy lor the vast majority of 

progmmml!r>;. Dut as mentioned abo' c. if this is nor useful, 
nnothcr interface may be designed on the s tack machine. 

Simple ASCII language 
'l11e prog.ml1lug l:mguage includes a simple ASCII 

English languag<: e<Juiv�tlcnt of the C·style convention. 

M:1chine 
Refcning 'to fiG. Ill. the state m�tchinc described in the 

prelcrrcd cmboctimeot uses tbc scheme shown in l?IG. 18 to 
create an intermediate bytt>code, which is interpreted by the 
stnc:k macltinc. 

As shown in PlG. l8, tbe. \SCil anput file is writ1e11 in the 
DOLSIB E!SM languase and passed oO'to the parser which 
converts this to 1bc byte code. The hyle code can t11en be 
used to nm lbc st ack macbjne (<as a st:uo machine) or to the 
dump program which creates an object file dump of tlte 
instnactions and the :.-ymlwl wblc. 

Pnrscr 
The �atser will t�1ke Lhc input .ASCII, parse it  for synHtX 

and syniaetic:al errors, and then create a stack machine 
inslntetion set for the rcsuhing st;tlc machine. The conver
sion of the swte machrnc diagmrn into :1 stack machine s:wllS 

"·''" (<Uc; 
��"'count: 

4� time li>r the run. time interpreter :md docs the preprocessing 
ol' the symbol Ulble. 

\":U' \':du�J 
Vdl �,_,.••. 
cfui�U C'oun1�1; 
Cowll�r (Joliet { I•!JC : COUIJl 1 v•hh'H -> l<{k; 

Interpreter 
!'he interpreler is UO\\ just a 'im)llc swck machin�:. which 

docs r<.civc input events mtd M!nds oul nctions. The st:tck 
�0 machine comains a very limilcd �ct ol' instructions. which 

simply perform tl1e basic aritltmctic ond conditionaJ chores 
m nm time. 

l11is allows the user of the DOLSIB to simply describe the 
events aud uction:i or lhc nwchinc in aat easy to \vritc and 
R'ad longtlftge. The above dl'Scribcs t11c Comtte1· dittgrnm H 
bcgin11ing in the Idle stmc. If the Counter is in the klle state 
(which it always is). then given the count cvenl. it will 
incrcmem the variable value ond output this as au ;tction. 
·n1c arrow ··-·· sigojljc:; lhat the new state is to be ldle. 

Dump 
·n,e dump program is 1hc only dcbttgging tool. which 

simply prialls out the symbol table and the inslmctions ti.1r 
each st:tck op code. 

Symbols 
Symbol name; m:ty he any aiJliJ.1numeric string 

([A-/.11-t_ll.\-Za-z 0·91•) "hich dues not match n key
word. Symbols nrc ah,ays case scn;itivc. 

Language 
'Ll1c Fnterprise Luterfm:e Swtc Machine (blSM) DOLSJB 

lnnguage oflhc prcfcmxl embodimcnl is a C-style DOLSIB 
BfiSM language similur to !SO's Es1elle. The major diller
ence between the two is the lltnguagc on which they arc 
h:ased. DOLSIH BJSM is bused on C style c<uwontions. 
while Estelle is n Pascal langungc extension. 

All symbols mu�t be d�x:loreJ be lore usc and before the 
finn diagram l'ody. Symbols of lhc same type mny be 

<>' cl<.-ct��r,d within the same command. Any symbols may be a 
SCAlar or Vl.'ClOr. The length or the vector 11USI be declared 
with the symbol type. Valid decloratious would be: 
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stale xyzf4]; 

event test; 
var FO. y; I ,  z""'4j 

25 

vnr !l"'"H.pple'',b"'"banana'': 

!·Jowevcr, !he following H rO not valid symbols: 

V/21 c(lotains an i llegal symbol "f' 
<.liagrmn U1is is a keyword 
There arc five types of symbols: diagnun. act ion. event. If) 

state, vor. AU symbols ll<we a value when evalmited, aud all 
have H particular J'nuct iou used as 1\n ioput to tll.e DOLSIB 
EISM. The following t<�blc shows their rllSpCctlve cvaJu-
tiOJJS: 

TA13U!- I 

NMuc 
 

xyz[O) 
X)lfl] 

"Y"-PI xyzLJ 
t�l 

 
y 
z-
a 
b 

Stat�JJlCills 

26 
TABU� � 
Svmbe>l  

Type  
 0 

SlllC I 
St;JtO 2 
�ttUC 3 
Stil 4 
C\'t-l't s 
\'tlf 6 

 ., 
var  
\1M  
v:�r tO 

di�gr.\l\ 
ICII!!JI 

Evnluollou of   

tUfC\'1\l �:U\.'- id 
valu.: of 1J1� <lctlon: 

This scctioJl outlines " I)'Jlical p.rogrom nnd tbe possible 
20 statcmcots in DOLSJl3 EISM. Bvcry ptogrnm must bavo all 

ofits $ymbols declared as one of I he five types followed by 
HL least one diagrmn. 

default is ><:1<> 
Consider :ts au example tle simple stme diagrllm that 

collJUS the number of incoming count events and dltmps the 
,..,Jue of tlte.cvrm. if 

��r�-1�( event: 6tto 

otlte"''i�" 

25 count upon receiving 01c event dump. This swte di<Jgrarn 
could be written in DOLSlB ElSM as: 

JN>n·zero ir this is lhc 
<'ltiil Sl3lC, 

Slnfe rd.k:; 
event colull.dump; 
V!iJ' lt"'O; var M utt<:.�cr or stnog 

''nriable 
di!tgr am Couner; 

3° Coun ter (ldlc) { 

'l1 next table shows their actil)ll when enlcr.cd iuo the 
DOLSIB BlSM. This is quite dillercnt from their nction 

willii!l " program. Every symbol type, which enters U1 c 3:< 
DOLSJ13 EJSM also carriel an assignment value which it 
uses in the following way: 

ld.le: count '? n++-+ldlc 
klump '? n(). n<>O-Idlc: 

Notice that all of fhe symbols are cl<:clarcd, The stmc 
diAgram is named Coi.lo!cr and the line 
Counter (Idle) { 

TAUL£ 2 
begins tbe <liagmm delinLiOtt. l'bc stnlc ldk is placed in 
pnnmtcses to show that it is the ·init)al st.u!c. If no srate is 

40 dt'C((Ifed :ts lhe defiluH. Lhe first .satt� in the swtc. dlagrmn is 
considered thll default. 

 

acuo� 
cvcrn 
stn.tc 
v;.r 

dlll the qlJUl ·Sill[(< 

of tJus dbgrwn tn 1loo 
.IS$1Wt�<l Sin!<' 
sets the action vnltll.' 
sc.1s. the event vahte
igno;U\.'<1 
Sel� tlt* -.·nri�blc 

 

so 
111e above assignments within the DOLS1B BISM pm

gmm ore valid with the exception of stilte. This is because 
the state is a read-ooly eottditifln of the current system and 
canuot he   lf lhe p rogr&mm.er wants ro cbange the ss 
slaw of tho diagram within DOLSJI3 ElSM; one may usc t.hc 
diagmm assignment. 

For each declared symbol, I here exists :m integer ]I). ·1.11e 
imcger lD begin wiih zero (for the variable "uil"). This 
variable is always declared ttJld mt\y be usecl as au event., (>I) 
which docl nothing. bur rrigger u·ansitious. All other syinbols 
arc assigned St<trtiog with one in the order in wl1kh they arc 
declared in the program. Heuce, if one changes the order, the 
symbol ids will change. AJS(l. ao intt:ger is assigned to each 6s 
elemclll of a vector. 'fl1c previous example would have Ids 
as: 

11\c state transition may be clascrlbcd in many diflcrenl 
formats. The one shown above would have the folJC>wiug, 
mcuning: 

I fin state ldle 
and event count is ::e�m. then iucremcm 11 <1nd go back to 

state Idle 
else if event dtunp is seem, then c>lllput n and n to zero, 

lllCJl go back to sttttc l.dle. 
Tbis stntc transition may ulso be written in DOl.SID 

HJSM as: 
i f  Idle and count then II++ euler Idle 
else dump th(;n o(),  enter [dlc; 
'Ibis form is more undcrsr�nldable initially and may be 

prefcrl. ln citbl)r cast, lhekeyword "if'' is optiomll and the 
f-ollowing table shows W!Jich keywords and symbols arc 
rn!erchangable. 

;witll.s.nd 
? IJiC!l 

'11\BLE 4 

introduc-es tlr.stnre 
roJtowg �.
(l(>lltlion:�t 
e>:prc:sion 
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T.'\BLE -1-<:ontinucd 

Mr:ult)! 
���"' siplltfics which ��at� 
to (•o�er .r coollitiotul 
istJU� 
i•I ne�"t ere 

A final ' arimion on tim comm:md stntclurc is the ability 
10 spccil)· outputs wiU10u1 the pa rentheses. The nonuol 
mconing ofn() would be to output an uction which has an m 
of n Wid o vol\1c equal to n. One cmtld specify, lor example, 
n(5) which \\Oltld sct tllc vnlue oft\ It) five and then output 
n. Oru: fi.1(1Y also cxplidtly output u �>ymbol as: 

Idle with dump then enter Idle tlutput n; 

28 
.:omputcr. lienee. the .:ore business nr manascmc•ll object, 
on· which all of the busin�s <)r m:magcmem objects derive. 
must have    in it the FSM to be ttblc to parse tJte 
EfSM DOI.SIB confip,nrcd with diagrams. 

Titc core business or mmwgcmcnt object must be 
remotely accessible ;ond there fore must be integrated within 
the Object Rottler. 11 has tltc iutcrll.•ccs lor the enterprise 
interface and the JlSM. PIG. 19 illustrntcs the description of 
Rtl example nf n < 'orel'3usiness0bjcct or Management 

to Object. 

Examrlc Arplic<ttion (OMkAc<"ount) 
The back end commtmicatioo channel must be cnstom

i'lcd lor each customer lor their given upplic:11ion. Since this 
t5 bnck end chmmcl will be di.fl'crcnt lor Cilch customer, n 

progrnm capable of hnndling the tUflorcnl �:apabilities und 
custonuz<�blc lcnturcs per customer is needed. J\s illustra1cd 
below. consider a simple bonk nccmmt class, which has n 

inStCl\d of' the first arc. Notice. ho\\•C\'Cr. thai tl1c proct:cding 2f'l 
two statements arc interchar�ablc. 

balance que-ry nnd "ilhdraw <mel deposit methods to cJmJlP,C 
the ;Iecount bul:mcc: 

class BankAccount { 

13NF Gnul\lmtr 
int balance() con.-,t: 

Tho.: grmnmar is specified similflr to BNF forru. Brackets 
"[ I" surround those items'' hich an; Ofltillnal. A vcrtical t>m· lS 
is used tu shO\\ ultcrnatives. Bold symbols are liChml key
words 

vojd withdmw(inl mnounl): 

void dcposit(int ;1mount); 

} 
Given this object, the programmer can query the ;�ccmmt 

bQJauce fmrn within the objecL-oricntcd (' ++ <.vironmcut. 
How<.er, the actual mcch<l!lics of talking. to the b:tck end 

progrn111 
.k'<"lS 
ded 
rype 
.t�f.· 

 
 Ji3jlntno 

d   

fines 
line 
\\lllJ 
Sll\(('l 
cmd<; 
cts� 

 
tb�n 
ftC IS 
:lei 

tH��tu 
(>l 
CQ1P(S 

�·l 
!0\( 
llt!IOp 
:ISf!Jl 

onir: 

:dcct lliasr•ms 
:d('()ll decls <l�cl 
:l) j>c delk 
:<:lingmm I ""'<' I cwm 
�kfl deft. <lcr 

iml  �etiun 
:I val�e h�tiU< • <CIIc>l 
•K1l\f81 di.lf'1IW di.o�t:>I 

 inir { lii)Cl< ) 
xfia!;I'l 15\-11� S)tnboll 

  :I me < linti lillc 
:(if! 513:1� '"'h crntls: 
�1·ilb I nt)d I ; 
:gtareJ)1ubol l sl:tl�>. $1<11�-•yonbol 
:cmd l cmds <'lw c11•l 
:cbewil ets I 
:o>.pl'$ llu:n U<V hcgi•t ""''"-�ymbol (o<Upul outs) 
:11<�1 ? 
:actl :t.CIS. ;«;I 
;!,·ah;,; I l<).t>rll 

C�l'f 
:besin t cul<r 1 -> 
:f,·!lhtc 'outs . h ,,htc.• 
:CQJISI   
le�pr) 
�xp.r ompop cxpr 
L'XDf IOgop t>.jlr 

""Jlr at c�pr 
'1 eJCpr 
-""pr 

& symhol t .h·ah�e t :�s:n 

·JT' {.I; EQ S H    Gf· 
:A:-.1> OR 
!+1-1·•�%1.. 
:tv:1h1� ASSIGN CXI>< 
lvalue ++ 
'H lvalue 
h'IIuc -

 
:".•"i(v- 9191' :svmbol symbol I "'I'< I 

Core Businc�s Obj<.'CL or Mon<�gcmenl Object 
All business or m;Joogcmcul objects must jntcrfQce with 

the hack-end ch:mncl ro communicate with till enterprise 

3u may vary from mcrclwut to merchant. Therdnrc, au intcr
mcdi:ote machine uceds to connect with the back-end to 
communicutc u�iu)l. a nam(l.·value pair protoc;ol. which is 
mo<lifktblo. 

Consider t\\ (l b:mk�. 81 and B2. LH muy t(Uery the 
JS back-end lorn balm1cc of an accmUlt by sending the account 

munber and 1hcn the word •'balance:qltcry". This c:tn be 
sununarizcd as follows: 

40 

so 

I. send("account_number'') 

2. send( <ci<l>) 
3. send("bnlaucc:qucry") 

4. cxpcct("an�tllllll") 

S. expect(amount) 

6. ren1m umount 
I' he other bank B2 may require lltc <Iecount number being. 

set. receiving this continuation rtnd thl'll send the "balance" 
query. 11tis cw1 b..: �;ummarizcd as lollows: 

1.  send(''accounl-numbcr") 

2. send( <accouru_munber>) 

3. cxpecl(slotus) 
4. send("balancc") 

5. cxpect(amoltnt) 

6. rc1urn amount 
The second bank B2 contains more slcps and can l1avc 

more error conditions. As illuslralcd in FIG. 20, both of 
tl1csc cases con ;olso be dcscrib<.x.l liNing on FSM and then::
lbre can be wrirtcn u:>iug the DOl Sll3 PISM lnnguoge to 

(i(l configure Ute DankAcconot cla$S. 
11te 1:sM diugram illu�tr.ltl-d io FlU. 20 �hows Bl being 

a little more compheatcd. This is due to the added crmr 
transitions. One can view the state diagrum of FIG. 20 as an 
expect script for a modl'll which sends out requests and 

65 expects back 1\!�pouscs malchh1g a particular strit:tg. Using 
the DOLSI13 FISM lang\lagc. the dilll,l.rllm or FIG. 20 C<Ht be 
wducn as follows: 
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• the folio" inA ue :tUIOn>:\lic-1!1y ole�h·�·l b)· OOJ$1B imerf•�c: 

'lime ltllc: dcfauh illial P.nl� 
stAte f:.5'�'\:l� ' wailing on r�·d\'c- .. co"tk'(;l value 
ID•� J·ound; II dcfoull SISIC <10er recorving �XI'CCI ''�hre 
<rJU� l'rmr: II clefolllr error �IJ)lc 
<Wil rci\'c: II indic.1IC$ the cmrrpris<· tlllcrf:tcc has d;Jtl 
�•'l:ul lltneuut: i1rJics1� rhc rimer h> cxpir�'<l 
•"•"' mcthnct: /. itlcs a mc!h<l<l call It\.• M�f\�d 
J<.1loU r�mnr: II r<D>I'l from the rutlr'l<l ��� 
><tron acrhl: f{ s� d.1l" 10 the ctlcrrN<- iAtoe-rtitre 
00\J('>U tlrro\: II re1ums from llx' nlrthod ., '"'b a l.hfi>w 
\':IT,,. "·"' wlt](tl); ' tile dtf:.uh """'' \';\)11<' 
vt�r <HI.O: ' the crllerprioc id 

"·nr  v:ahh�·,.'"1: 11 W!titcd v.dhac 

di:l�lnOJ llaltll 

13n)lurcc(ldk) f 
C:r • lnrc 1 -> !.lie 
!.ik 

• mC1hod - "b.loc.-"'! 
llv.arll. 
U'll•kc-id). 
>Cn<lt"b.1h\lcc: query'') 
CXf�Cd _\'1l.l<' � "31111'>11111" 

-> T'xpeel: 
flxp<-.:1 

: rc�tt\'� .. exp<."'Cicd_ '':tlu.: ? 
lllllctlUIIrtUtX w�il) 

-• l·oun.J 
rttea\'� ! .. c-qx-<;tcJ •·3.1ttr-? 

thro\''<x-pctd" .. CXJ" \Jhre 
.• '1 recetY<d" 

.• n."aVe} 
·• Frmr 

IIIU<'<!UI'l 

Found 

ihrow("lirneoul wltil� w.;uiutt for" .. r•poctetl_ v!llur) 
·> l:rror: 

:r�CCI\�·t 
NtUI/I!re«n-c) 

-> ldk 
lllnr<'<'l ? 

thro\\(''lunl'<'l wltrlc Wllitins \Jill<!") 
-> Idle; 

Ill 

I'> 

21 

15 

30 
the "extended'' ll�tture or the DOLSIB FFSM. Namely. OIIC 
must 11s.: global \'3riahl�o'S to store the other dimension of 
state. Tilis is shown with the second Bank example using tltc 
vuriablc "stet>". 

r:'or the mher b<mk (132), tbc finite stnte <ling,nun would be 
o linlcdiflcrcnt u� �hown iu [11(1. 22. This diug1'l111 (S(;.'C PIG. 
22) is very similar, bul docs produce a dill'crent "namc
'';lluc" pair protocol. This is d�.-scribed bcl(l\.\ in the DOLSJJl 
!\ISM prog.ram: 

di,w-.un U.tl.r1c: 
/ltwo htcps-: 
JiJ) W;lt (or SUht8. 
112) w:l.il for "bablrcc". 
varstcp • I .  
BniMcr(t.ltcJ { 

kr:n1r: lrut 'I 5tcp • t ·>lclc: 
Idle 

: m<1ho.l •• "babuce" ? 
lllfleOI(tl \\,Uij, 

  
$�11d(c.'ic.l), 
�>.p.x:!e.l_ \'<dllo • 0 

·�hpcl: 

: �tcp •• I '/ 
''Xtl('<'.l••l-"�lll<' .. '·b.Jinncc'', 
�c!p - t 

.,.r:.pc�l htep - 2 &&. m:oeive 1 
ll'!Um(rc.:eiw) • 
'1'1' - l 

·�Idle 
l luocoul'l 

lhJ'OW('1itn�'OHt whit� \\,tHiJl,A t);ll:�t!Ce''J, 
·>l,rrcll'; 

These two b:111k cx�•mplcs sbo" ho'� dillcrcm merchant 
hack�ud� can make usc of the J;alllc hu�iness or mamtgc· 
mcnt object 

The bunk o�jc<:l class structure w;�� sho\\�1 above. l low-
4U ever. t;illcc this will be derived oil' or the CorcBusi•tcssOb

jcct or Mml.OI/.Cmenl Oqjccl (FIG. 1!>), it follows thnt this 
Bnnk.A.ccount object needs no Object Router dellnilion too. 
This definition is . howo be lo" assuming these thn:e meth-

.-\� shown in the above dcscripti1ln, ollen the mct-chunt 
wtll bc expecting something tium the cntcq1risc iutcrlucc. 
Instead of ercmiug a new state for each such ''expect'' Mrinp.. 
one can make usc of a prooclincd set or states "Fxpi.'Ct". 
"l'ouml" und "1-iJTor·•. ·nu� only slate tnul!iilion� deHncd arc 45 
tor the "Expect" state. Rclcrring to 111G. 21. the u�er must 
thcrdbre provide the m-cs lor the Hrmr and Pound Stlllc�. 

l11c diH[Znun il/ustraiCd ill FIG. 2J shows t11e dcriJtcd :uw 
or the Fxp1.>ct stnll!. The progrmn li.lr this was lhc sumu as 
shl)wn in the pt-.:vious example lor Bank Bl: 

F.>.pc\. 

ods: balance. "ithclraw and dctmsit: 
bcg.iuclali� BunkAcconnt C"orcBu�incsSObjt.'Ct 
bcg.indatn 
cnddHtU 
begi n.mct hod 
method const inl bnhmce 
method void dcpl)Sit {int amnunt } 
method void witlldrow {int amount} 
endructhod 
t:odclass 

:r�-.;.·1\e  \':lhli! '/ 
�OIOUl(IUAX._ \\Oil) ·�I·Nmcl 

5� After compilins this Object Router object, one can then 
add the hooks to provide tl1e method connections to the FSM 
for this particulor busim:.ss oqjecL r r\l1\'0 t• CXJX:<:lcd_vnhtt •1 

tlttow{"expc<:tcd" .. cxpc�ted ''alu•· 

.. "but CCI\'t.-d'' ·>l·rrot 
httII? 

tltro\\("tuueo�or "hit< v.rtins r, .. �xpc�teJ,,du�l 
·>Err: 

r�nr tl llinglc expected strin!l. the usc is strnigbt.fimvm�l. 65 
Uowcvur. to usu tho expect stale lhr more thiltl one string 
(rmwe than Me expected response). one must make usc nl 

inl ll.>nk.\c-"<lSitcl::l'l(} CM�t { 
   

RWC'Strit'!' result •   
1'\'111111 :Uoi({NUIJ); 

·nw balance method simply calls the FSM event ''bnl
ancc" wltich sturts the diagram tnul!iition !'rom Idle to •:xpcct 
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6. 111e mcthnd of' claim l, wlu:rein the control includes a 
web p<tgc control. 

(sec Pl<.r. 20). Since oil result� in the FSM are performed 
us1ng �trings. the string retwn type must be com'crtcd to ;tn 
int .. �cr. 7. The method 111' clain1 1, \\herein I h..: lirst com pULer 

system is in a first co.,,or.He network <ond wherein tbc second 
� computer system is in a second e<>f1'ornlc network. 

l'tll<t JlnHkA ccountSkei::IIJibdr.LW(itiL nmonu!) { 
ell:� �flO): 

8. 'D1c method of claim 7. wherein the first corporotc 
network is opcrntcd by a fi rst· business entity and wlte reinthe 
second curpomtc network is opcrat<.'<l by a second business 
entity. 

} 

Gpnn11'r11. "%d.'',M1111ll): 
fsn"-CI'Cnl\"withdral "..>): 

  

h>i<l n�nkt\t-c:okd::dcpooullil•l llht<1lll) { 

HI 9. ·n1e method of claim J .  wherein the second compul<.'r 
S)'Stcm include:. a legacy computing. system. 

"'"" �[20]: iprintf'(�.'-'%d"..unouol ): 
10. ·nc method of claim I. wherein the user device 

includes a web bro\\'ser. 
($rn c•·cm("dcpns•l".u): 

   11- 'l he method of cla.im 10, wherein the display infor-
1' milfion includes web page content. 

1l•c�c tw1l ex::lmples show that the method fsru_rcsuh() is 
calh.'<l c,·en when not expecting a rcsull. The rettsou J(lr this 

12. The me1hod of claim 1. whe rein the li�t of at )e<tst one 
commercial service includes a payment service. 

is ,,,·oJold: I) the thread will block nntil result i:. actually 
  inside of the JISM nnd 2) nn ,.-rror result will tbJ\l\ an 

cxccp11011 '' ithin this J:�m_rcsuH. 

13. The mctllC.xl of cluim l2. wherein u user is provided 
with access to a pnyment electronic back ollice system. 

20 14. ,\n upparurus for providing. a :.crvicc m-. n digital 

ll\\IS, 11 C\lnfismahle valuc-mldcd network :;wit�:hing nnd 
objl)c\ rouling method and uppar:11u� is <li�closed. These 
spccillc n•·•·angcmcnls �md methods described herein tire 15 
merely illustrntivc of the prindfllc�> (If 1he pr..:scm invCJllion. 
Numerous modification:; io li>rm and dclllil mny be made by 
those of ordinary skill in tl1e <lrt without departing from the 
s<.'Opc of the present   \hhuugh this invention hn� 
bcl'n �hO\\ n in rcl::�tioo to a pa11icular prclcrred embodiment, 3u 
it should not he    so limited. Ruther. lhc pesent 
invention is limited only by the scope or Llm appcnd�·d 
claims. 

We claim: 
J. ·"- method for providiug a Sl!rvicc over a <ligital uetwork. 35 

11te method comprising: 
>etldiug first display inli>ml<llion from a first computer 

:;y:;tcm 10 a user device. wherein the first di�plny 
information includes a control associated with a com-
lllercinl service; 40 

accepting a llrst signal in respom�c to a user inpnl to 
activate the coou-ol: 

t\$$Ociming an object idl'ntity with infonuation entries oud 
allrihuti!S, wherein the �lbj<.'Ct identity represenb a nel- 4� \\orkcd object; 

network. the HJlJ'Iarutus comprising: 
a tlroccssnr; 
!l JlWChim··rcadnhlc stomgc device including one or more 

instructions cxccuiOblc by the processor li>r 
sending firsl displuy infimnation lrom a 11rst computer 

system to a u!.cr device. wherein the fir;! djsplay 
information includes a comrol as�ociatcd with <1 C<)ll\· 
mercia! service: 

acccrtiug o first signal u1 I"C1oJlOn�c to o user iuput to 
::tctivatc 1he control: and 

in.i1ioti11g. in rc�ponsc to !he /lrst bignal. comnHHlicution 
between the ll$er device and a second C<•mputcr system. 
whcrein the second compuer system acts to send 
scc<md diS!llay inlormalion to the usl!r device. '"'herein 
the second di�play information includes a liSt of at least 
one oommcrcial sen icc: wherein the second computer 
�ystem further ;�cts to accept u M.Ond siSJlal in 
response to a user input to select 11 commercial service 
fr<>m the filii; and 10 eomplchJ a commercial 1ransac1ion 
relating 10 the sck'cled commercinl service; 

associ:eriug an objccl identity with information entries and 
attributes. wherein the object identity t'l.:prcS\!IltS a net
worked object: 

storing l;itid iuformation cutric� tmd said auributc:. in <1 
'i11ual inlnrmatillll store; and 

,;wring lil!id information emrics and said auributl'S in a 
vinunl information store: 

assi!!.lting <l lUliquc network address to S<Jid object id�·ntily: 
initintinp.. in response to lht.! lirst signa� comtnutlicution 

bel\\ 1.'\!ll the user device and ;1 �<.>eond computer system: 
usitll!, thl.' second computer system for 

;tssigning. a unique network <Jddress to iitlicl object identity. 
15 .. \ mochitl�-remhoble stomge device including jnstnec

tions cxecutablu by n processor for providing n commercial 
su service over <I digital network. the mochine-rcachlbte slomg.c 

device including (lllc or more instructions for: 

\ending second displ;t)' inlorm(Jiion to the user device. 
wllcrcin the SI.Ud d1splay infonnntion includes n 
list of al least one <.'Oilllllcreial service; 

<li:C<lpttng a second signal in response 10 a user input to 
select a commercial service from the list: Mel 

completing n commerci<ll tr<lllSOclion rda!lng to the 
scloctcd commcxciHl service. 

2. lhc method of claim 1 .  wherein the second computer e1n 
system includes an object router. 

3 The method of claim I ,  wherein the second comp\HI!r 
system includes a virtu:-.! information store. 

4. lbe method of claim I .  wbcrcin the second C(lmputcr 
system includes a value-aclded network switch. 

5. The method of claim J, wherein the second compulcr 
syincm i ucludc$ a legacy datnhn�c. 

sending first display infonl!atipn l'l'\llll a first comput�:r 
:;ystem to tl user de,·ice. wherein the Orst dbplay 
inform<llion includes a control associated "ilh a com
mercml ser,icc: 

accepting n first signal in response· to u user input to 
activmc the control� 

initiating, in response to the firs1 sign.al, communicolion 
lxmvccn lhc ti�CJ"clevice and a second compmer system. 
wherein the second computer �ystcm nets to send 
second display information to thl! user device. wl\crein 
the s\.:cond <Ji,play inform:-.tioo includes o list of at least 
one commercial service: wherein the sccotld computer 
S)'slcm further acts to accept a second signnl in 
respom.c tu a uNcr input to select a eomrncrciol service 
from the list; nnd to complete n cc>mmcrciltl transaction 
rclming to the selected commereial �l!rvice: 
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associating an object identity with informmion entries nnd 
attributes. wherein tbe obj�ct ider1tity represents a net
worked object: 

storing snicl information entries :10d said aHriburc-. in n 
virtual information store: und 

assigning a unique network address to said object idcnth>·· 
L6. A method lor providing a commercial service over a 

digitnl network. the method Cll!llprising: 
using Orst computing resources opemwd by a lirst busi

ness entity to send llrst display information to n user w 
device, wherein the lirst displny inloml<•lion include� 
tirst und l-\.'C{lnd comrols: 

accepting a first signal in response to a user input to 
dCtivatc the first control; 

34 
control. wherein the second perlorming is a<-com
plisll(:d under the control of a second business entity 
operating second computjng resources and interacting 
with the user device: 

o:;sociatinp an object identity '"ith infonnntion entries and 
mtribuws, whcrdn the object identity rcpn.Jse11t� n net
worked object: 

storing s;Jid inlhrmation entries :111<1 snkl attJ·ibntes in n 
virtual inlurmation store: m1<l 

t•ssigning a unique network ad to :;aid object identity. 
17. The method of cl�1itn 16. lirnhcr comprising: 
exchangmg inlonnmion between the lirst AJlcl second 

business entities in order to complete :1 transaction in 
resp1)nsc to one or moe of the signals. 

t8. The mclhod of claim 16, wherein 11 three-way trans
action is uchicved between the fi r:;l compllling I'CS(lllrccs, the 
second computing resources and tbc user device. 

tlrst pcrl�wrniJ1S. in response tn 1 he fi rst signal, u Jirsl 1 s 
commctcial service associtlted with the first control, 
wherein tho first perfom1ing is accomplished under the 
control of the lirst busin�s entity interacting with the 
user device: 

L9. The method of claim J6. wherein a plurality of 
computing resources arc used. each oo n :;cparat\! corpor<•tc 

2u network. and c:�eh opcmtcd by one of" plurnlity of diO'crcul 
business entities. 

acccptinl!- n s\.-cond signal in n:�ponse to a user input to 
activate the second control: 

sc<:ond performing, in r.:spcmsc t{) the second signnl. a 
second commercial servic(· <•s�ociolcd with the �cc�md 
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