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Summary:  A former Microsoft employee has been charged with passing on Microsoft trade secrets involving Windows 8.

By Mary Jo Foley for All About Microsoft | March 19, 2014 -- 22:37 GMT (15:37 PDT)

Alex Kibkalo, a former senior architect at Microsoft who most recently served as a Director of Product Management in 5nine Software (according to his
LinkedIn profile (http://www.linkedin.com/profile/view?id=64303478) ), has been arrested for allegedly stealing Windows-related trade secrets while working for Microsoft.

Kibkalo was arrested on Wednesday (http://www.seattlepi.com/local/article/Ex-Microsoft-employee-charged-with-passing-5331715.php) , according to a report in the Seattle
Post-Intelligencer.

According to a complaint filed on March 17 in the U.S. District Court for the Western District of Washington, Kibkalo -- a Russian national and former Microsoft
employee based in Lebanon -- passed on trade secrets involving Windows 8 to an unnamed technology blogger in France.

Microsoft's own investigation found that Kibkalo "uploaded proprietary software including pre-release software updates
for WIndows 8 RT and ARM devices, as well as the Microsoft Activation Server Software Development Kit (SDK) to a
computer in Redmond, Washington and subsequently to his personal Windows Live SkyDrive account." Kibkalo is then
said to have provided the blogger with links to the file on his account.

The unnamed blogger was "known to those in the Microsoft blogging community for posting screenshots of pre-release
versions of the Windows Operating System," according to the complaint. This person also posted information to his own
Web sites and on Twitter, according to the document. Kibkalo was found by Microsoft to have elicited assistance from
an acquaintance in Washington State to set up a virtual machine on a server to help distribute the data and products,
the complaint said.

Kibkalo worked for Microsoft for seven years, according to the complaint. It also notes that in 2012, Kibkalo received
"a poor performance review and threatened to resign if the review was not amended," before he left the company.

The complaint claims that Kibkalo acknowledged leaking "confidential and proprietary Microsoft information, products
and product-related information to the blogger."

According to his LinkedIn profile, Kibkalo joined 5nine Software in August 2013 as Director of Product Management for Security and Management products. His
profile also claims he worked at Microsoft as an architect, (http://www.linkedin.com/profile/view?id=64303478) most recently in the area of virtualization for banks and
governments, starting in 2005.
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You May Also Like

Kibkalo has a bio page on Microsoft TechNet (http://social.technet.microsoft.com/profile/alex%20a.%20kibkalo/) .
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podcasts, speaking about all things Microsoft-related. She is the author of Microsoft 2.0: How Microsoft plans to stay relevant in the
post-Gates era (John Wiley & Sons, 2008).
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Talkback

I stole the

blueprints of the Hindenberg.

SunFire23
19 March, 2014 23:05

Re: I stole the blueprints of the Hindenberg....

As with Windows 8 that was another disaster on epic scale.

5735guy
19 March, 2014 23:17

Amazing

!!!

MarknWill
20 March, 2014 01:07

LOL

I notice he just passed the info on...... I mean it wasn't like he was going to be able to make any actual money actually selling the secrets of
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Win8 was it.....

The Central Scrutinizer
20 March, 2014 14:47

You laugh? msft needs to pay up

It's not like Microsoft is making any actual money with the secrets of Win8 either. Microsoft should pay the guy for all the publicity.
Microsoft is such a sorry ass company.

StevenAbaby
20 March, 2014 15:08

Or....

Stealing trade secrets of Windows 8 is like stealing blueprints for the Vanguard TV3.

wiredchicken
20 March, 2014 01:09

You're really desperate aren't you?

If you have something against Microsoft, that's perfectly fine with us, there's no problem with that.

Spreading the same FUD three times in a row however, is just plain annoying.

Honestly, take your comments elsewhere.
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They're tasteless and unfunny.

ForeverCookie
20 March, 2014 03:18

Re: You're really desperate aren't you?

A Taste of your own medicine.

Pay Back for all the Anti-Apple crap you spew.

5735guy
20 March, 2014 03:37

Anti-Apple crap?

You mean praising Mac hardware and OS X, but disliking iOS?

According to 5735guy's logic, supporting one part of a business and not liking another constitutes as fan-boy mudslinging.

Oh well, whatever you say.

I guess that when there's nothing to pick at, people will pull straws out of their rears to try and make a point.

ForeverCookie
20 March, 2014 14:17
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Windows 8 isn't successful

Windows Vista had 15% marketshare in 2009 according to netmarketshare.com and Windows 8 combined with Windows 8.1 has less than that
currently. I think Microsoft is a great company and tries very hard to make great products. Just because you don't like a particular product or
think a particular product is bad or is unsuccessful doesn't you're against a company. A lot of Windows users who've been using Windows since
the Windows 9x days don't like Windows 8 and that doesn't somehow mean they don't like Microsoft.

wiredchicken
20 March, 2014 04:31

wiredchicken

"Just because you don't like a particular product"

It's more than not liking (although it is part of it), it is a productivity liker.

Microsoft has no right to build a Eco system that the world depends on, and then undo all of that so I can have a half functionality apps, half
power box, cumbersome paper weight, when I need to get things done.

There is no reason they couldn't have a metro on/OFF!!!!!! switch, for those of us that dare to live in a world that Facebook and cell phones
don't twitter our lives.

It's not that I hate Microsoft in fact it is because they HAD such a good thing then forced crap onto us is where the hate comes from. I want
them to undo that and give us a REAL OS UI back, and if they want the mental illness that is metro they can give us an on OFF switch.
Other wise Linux will become my main OS of choice and windows 7 will be VM and/or duel boot when it is finely obsolete.

Michelle8999
20 March, 2014 10:54
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So...

Set your Win8 boxes to boot to desktop and pin your favorite apps to the task bar. That way you'll rarely have to see the start screen at all
and can use Win8 just as you've always used Windows.

Why is that so hard for some frothy h8ers to grok?

bitcrazed
20 March, 2014 14:55

Hard for MicroMoney fans to see?

My complaints with Micro go back to Windows3, sonny, and they involve alternating putting out "working software" with junk revision by
revision. All "new" revisions require more memory, faster processors, and relearning how to actually "work" on a computer. That is not
"h8ers", little boy, that is needing to actually use a tool for work. Not all of us can take the time to relearn a basic tool every year. I'm now
retired from Silly Valley, and have better things to do.

robertcape@...
20 March, 2014 15:09
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So what this amounts to...

...is leaking inside information to the media. "Theft of trade secrets" makes it sound like he was passing code to the competition. The first is definitely a
firing offense, but I don't think it should be a jailing offense. It shouldn't even be a suing offense unless it can be proven that it caused financial damage.

John L. Ries
19 March, 2014 23:17

Do confidentiality agreements mean anything to you?

Do confidentiality agreements mean anything to you?

How about state and federal statutes, should they be enforced?

Or is it just that Win8 is a p.o.s., and hey, its must MS, and that makes it okay?

Raid6
19 March, 2014 23:33

...federal statutes, should they be enforced?

DOJ and HHS get to pick and choose. I don't see why the rest of us shouldn't.

Bill4
19 March, 2014 23:49
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It depends

If he was undocumented immigrant then federal statutes should not be enforced. Didn't you learned anything from Obama ?

marchel@...
20 March, 2014 13:46

I said "should", not is

Breach of contract is not normally a criminal offense and I don't think disclosure of trade secrets should be either. Both are properly civil torts.
Congress decided otherwise, but I suspect it was under the influence of campaign contributions.

But the Justice Department is supposed to enforce the laws as they are, not as we wish they were.

John L. Ries
20 March, 2014 00:01

Disclosure of trade secrets shouldn't be criminal?

So you think that someone who discloses trade secrets, say secrets that basically bankrupt a small company, should walk away free?

Sure, maybe they'll sue the thief, get all of the $5,000 dollars he has, and his old car, maybe his TV, since that's all he has. Yup, a real
incentive to stop people from stealing trade secrets.

So why is theft, not theft when it comes to trade secrets, but it is theft when they steal a TV from a store?

No influence of campaign contributions was needed here to make it a criminal crime, just common sense.

William.Farrel
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20 March, 2014 04:01

Well, an engineer was fired from Apple for showing

the co-founder, Steve Wozniak, the iPad.

He didn't sue, so I guess it was because he had signed a NDA, and it was enforceable.

My guess is the same applied here.

William.Farrel
20 March, 2014 00:03
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U.S. District Court
United States District Court for the Western District of Washington (Seattle)
CRIMINAL DOCKET FOR CASE #: 2:14-mj-00114-MAT All Defendants

Case title: USA v. Kibkalo Date Filed: 03/17/2014

Assigned to: Hon. Mary Alice Theiler

Defendant (1)

Alex A Kibkalo represented by Russell V. Leonard
FEDERAL PUBLIC DEFENDER'S
OFFICE (TAC)
1331 BROADWAY
STE 400
TACOMA, WA 98402
253-593-6710
Email: RUSSELL_LEONARD@FD.ORG
LEAD ATTORNEY
ATTORNEY TO BE NOTICED
Designation: Public Defender or
Community Defender Appointment

Pending Counts Disposition

None

Highest Offense Level (Opening)

None

Terminated Counts Disposition

None

Highest Offense Level (Terminated)

None

Complaints Disposition

THEFT OF TRADE SECRETS, 18:1832

Plaintiff

USA represented by Andrew C Friedman
US ATTORNEY'S OFFICE (SEA)
700 STEWART ST

WAWD CM/ECF Version 6.1 https://ecf.wawd.uscourts.gov/cgi-bin/DktRpt.pl?348529995364098-L_1_0-1
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STE 5220
SEATTLE, WA 98101-1271
206-553-7970
Email: Andrew.Friedman@usdoj.gov
LEAD ATTORNEY
ATTORNEY TO BE NOTICED
Designation: Assistant US Attorney

Norman McIntosh Barbosa
US ATTORNEY'S OFFICE (SEA)
700 STEWART ST
STE 5220
SEATTLE, WA 98101-1271
206-553-7970
Email: Norman.Barbosa@usdoj.gov
ATTORNEY TO BE NOTICED

Date Filed # Docket Text

03/19/2014 8 NOTICE OF INVOCATION OF RIGHTS AT INITIAL APPEARANCE by Alex A
Kibkalo (Leonard, Russell) (Entered: 03/19/2014)

03/19/2014 7 DETENTION ORDER PENDING TRIAL as to Alex A Kibkalo re document 3
MOTION for Detention by Hon. Mary Alice Theiler. (cc: PTS, USMO) (JK) (Entered:
03/19/2014)

03/19/2014 6 Minute Entry for proceedings held before Hon. Mary Alice Theiler- CRD: J.KELLY;
AUSA: N. BARBOSA; Def Cnsl: R. LEONARD; PTS: C. LACY; Court Reporter: DIGITAL
RECORDED; Time of Hearing: 2:00; Courtroom: 12B; Interpreter: LINDA NOBLE;
Language: RUSSIAN (NOT NEEDED); INITIAL APPEARANCE AND DETENTION
HEARING as to Alex A Kibkalo held on 3/19/2014. Financial reviewed, Cnsl appt'd.
Defendant(s) advised of rights and charges. Gov moves to detain, Cnsl stipulates to
detention Defendant(s) remanded to custody. Preliminary Examination set for 4/2/2014
at 01:00 PM before Hon. James P. Donohue. (JK) (Entered: 03/19/2014)

03/19/2014 5 ORDER APPOINTING FEDERAL PUBLIC DEFENDER appointing Russell V.
Leonard for Alex A Kibkalo. On the basis of the defendant's sworn financial statement,
the court finds that he/she is financially unable to retain counsel. It is hereby ORDERED
that the Federal Public Defender for the Western District of Washington be and hereby is
appointed to represent the defendant pursuant to Title 18 United States Code 3006A.
Signed by Hon. Mary Alice Theiler. (No.pdf image attached) (JK) (Entered: 03/19/2014)

03/19/2014 3 MOTION for Detention by USA as to Alex A Kibkalo Noting Date 3/19/2014, (Barbosa,
Norman) (Entered: 03/19/2014)

03/19/2014  Case unsealed as to Alex A Kibkalo. (JT) (Entered: 03/19/2014)

03/19/2014  Arrest of Alex A Kibkalo on 3/19/2014. (JT) (Entered: 03/19/2014)

03/17/2014 1 COMPLAINT as to Alex A Kibkalo (1). (AE) (Entered: 03/17/2014)
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